EVI DENCE AND PROPERTY TRACKI NG FOR LAW ENFORCEMENT Technical Field 5 The
present invention relates to evidence and property tracking systens and
nmet hods for use particularly in |aw enforcenent. Background of the

I nvention Police, jails, prisons and other government authorities
typically collect evidence 10 and pro erty, such as weapons, clothing,
noney, drugs, and docunents, for use in__subsequent investigations and

| egal proceedings, or s ﬁgpﬁ 3£¥¥¥CBYB§V¥QKHN det ai ned. That

evi dence and property nmust bg Cﬁ@% Iﬁﬂiﬁ ﬂﬂﬁﬁfntentional or
intentional tanpering; theft, Su H’tltu ion or Toss to preserve its val ue
in those investigations and proceedi ngs. For exanple, if a critical

pi ece of evidence is lost, or if 15 a witness at a trial cannot
positiveﬂ&lhﬁE&kﬁiﬂﬂ the evidence and the chain of custody from the tine
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coll ection and storage nay be done in several different ways, 20 but
what follows is one exanple. An officer or investigator may retrieve a
p| ece of ain location, and then place that evidence

ba%i%%‘%&gﬁ e ‘?ﬁe}.ﬂvg tner t he person seals the bag or envel ope, she

rray wr| t e cer tRlive] jaflQrprisbnoandosthért government aathpefiey typically beltect evidence
associ at ed mnth it, to enable the evidence to be p 05|t|veﬁ% identified
at 19 | at @ndiproRertyTpugh 3s espaARS: Ptﬂﬁhlﬁ&mlﬁm dengs: #nd dosYmeRSHPE S I known)

25 t he ty r nme or

ames. 1 farseftihURtigp@éhe i 1da BroRBiFEndY, oP ARy 1 A4 SHER S Hero e

i dent i fyldegumemf dl’hmabmdancermd propdriyasust be secured bggadt animetioaklsar si gn the
make.  sone ot her, ue.mark, to enable

b |
nad o SuRfond! IRftasie HER RSB HRAE LS I3 aresens its NI IEMOsE | on of

proper ty iy Qb AicHHRE prodediags. { Por é?;ﬁﬁhb}"ee'iiad érRtioal bREe BKEHBRe id 18t R QPErty
30 may be sintlarly bagged and t ag Once the evidence or propérty has
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authenticated, then a suspect who committed a crime may be allowed to go free. This

is undesirable for several cbvious reasons.
Current evidence collection and storage may be done in several different ways;
20 but what follows is one example. An officer or investigator mayvretrieve a piece of
evidence at a certain location, and then place that evidence into a bag or envelope.
After the person seals the bag or envelope, she may write certain information on it, or
on a paper or other record associated with it, to enable the evidence to be positively
identified at a later time. That information may include the case number (if known),
25 the type of crime, the victim’s name or names, the suspect’s name or names, the
location where the evidence was retrieved, and other identifying information. The
| officer or investigator may also sign the bag, envelope, paper or record or make some
other unique mark, to enable her to positively identify the evidence later. In the
collection of propérty from a suspect prior to incarceration, for example, the property
30 may be similarly bagged and tagged. |
Once the evidence or property has been collected, it is brought to a central
storage location, such as an evidence room or a file room. There it may be checked in,

and the person receiving the evidence may indicate on the bag or envelope that the



and the person receiving the evidence may indicate on the bag or envel ope
that the officer no | onger possesses the evidence, but that it is in the
possession of the evidence room This is a transfer of custody; a part
of (or link in) the chain of custody required to be proven in many |ater
proceedi ngs at which a party seeks to 4 ntroduce the evidence. Wthin the
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Summary of the Invention

20 The present invention has several aspects related to the use of RFID technology
in obtaining, tagging, searching for, and otherwise handling evidence and property. ‘As

described in more detail below,

Detailed Description of the Invention

25 The present invention includes not only the recognition of certain problems that
have long plagued the storage, retrieval and tracking of evidence, but also the
application of radio frequency identification, or “RFID” technology to that field in the
manner described herein. Before describing the applications, methods, systems, and
components of the present invention, a short overview of RFID technology will be

30 provided.



RFI D tags have been in use for sone tine to tag objects such as library
books. The RFID tag typically includes an antenna and an integrated
circuit operatively connected to the antenna. For sone applications,
battery powered RFID tags 5 (soneti rre§3_ref erred to as "active" tags) are
preferred, and for other applications,” unpowered (or "passive" tags) are
preferredq. Thﬁﬁ tgaegﬁ aire described in various patents and publications,
and are curre %9 BP'BEY conpani es including Texas |nstruments of
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The RFID.tags respond b dul ating_the signals that, 6 they each .receive,
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i nter change el rfaGaMyIr ough these signals enables the RFID reader to
obtain information fromthe RFID tags. RFID readers that are conpatible
wi th the RFIDAmgserdespoidngdf ahBFéDaystemvairedslee of myenrdgatorSyldtediglD nc.  of
Manchester,, U. K. . (under. the desi.gnati HAND SPRI NG .and R 25 (m d-range
Feader ), THHETEEHSREST g (B4 SERJRBGLE LT HANGAT 4rAiG L HI45.En GREDT O
| D- ENG Nighd agdodiatedirBadek Rt EOmdr@wrareiiatl sefrwiiR, b iaingdr _‘!&Lr@@,aaalﬁzﬁébss&er many
(under the designation OBID I-SCAN). Mst conventional I D readers al so
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A processaor that is part,  of the RFID reader, .or a processor or database
t o whi ch when activated, transmits signals at a predetermined frequency (such as 13.56

megahertz), which can then activate tags within the interrogatioh range of the reader.
20 The RFID tags respond by modulating the signals that they each receive, and the reader
receives the modulated signals back from the tags. The interchange of data through
these signals enables the RFID reader to obtain information from the RFID tags. RFID
readers that are compatible with the RFID tagsr described above are available from ID
~ Systems Inc. of Manchester, UX. (under the designation HANDSPRING and MRR
25 (mid—rdnge reader), BALTECH AG, of Hallbergmoos, Germany (under the designation
ID-ENGINE), and Feig Electronics GmbH of Weilburg-Waldhausen, Germany (under
the designation OBID I-SCAN). Most conventional RFID readers also have a
programming or “writing” capabilit);, and thus combine both reading and writing
(interrogation and programming) into a single device. For applications where either or
30 both functions are required, combination reader/writers or separate readers and writers
may be used. |
A processor that is part of the RFID reader, or a processor or database to which

the reader can be linked, may contain information correlating the interrogated RFID tag



the reader can be-linked, may contain information correlating the
interrogated RFID tag -4 to the itemto which the tag is attached. Thus,
if the RFID tag is attached to a |ibrary book, the reader nay obtain a
tag identification nunber fromthe tag, match it to the sanme nunber in
its own or anot her database, and then fae able to determ ne information
about the item 5 Although they formparts of the sane i nventive concepts
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evi dence. One such systemis described in the context of library
materlal PUIRPSPETSUPL BF WEHE A SWSPALS 9 @rcaocersted.( Garber et al.), which is

i gned 20 to the assignee of the present invention. In one enbodi nent,
the.nethod i ncludes the steps of selecting a piece of evidence that
bears a Mon- Rﬁkmmcmhtrmm@wémmbm fromthat tag (for exanple
visually, if the |nfornat|on IS Si printed on the tag, or by scanning
if the inforndti on—P—@-—eéﬁ-@Sh Bag aﬁ}?ﬁngagt@d“di‘éeé? inyERIANHBYPINaHENS e f or mat ),
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or a touch- panel converting the informatiofinfo a ormat t hat
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invention, a conversion station and method is provided for converting the existing

tagged evidence to RFID-tagged evidence. One such system is described in the context
of library materials in PCT Publication WG 00/10122 (Garber et al.), which is assigned
20 to the assignee of the present invention.

In one embodiment, the method includes the steps of selecting a piéce of
evidence that bears a non-RFID tag, obtaining information from that tag (for example
visually, if the information is simply printed on the tag, or by scanning if the
information is provided in bar-code or machine-readable format), inputting the

25 information into a processor (for example, by a keyboard or a touch-panel display),
converting the information into a format that can be stored on an RFID tag,
programming or “writing” the information to an RFID tag, and creating or editing a
database record associated with that RFID tag. The conﬁzersion station used to convert
the existing evidence coHection can thus include or be operatively connected to an

30 input subsystem {such as a keyboard, touch panel, bar-code scanner, or the like), a
processor that receives and processes the information, a database in which records can
be created, edited, or deleted, an RFID writer, and an RFID tag processing system that

can obtain a tag (perhaps from a roll of such tags), position it near an antenna for the



30 input subsystem (such as a keyboard, touch panel, bar-code scanner, or
the like), a processor that receives and processes the information, a
dat abase in which. records can be created, edited, or deleted, an RFID
witer, and an RF]D tag processing systemthat can obtain a tag (perhaps
froma roll of such tags), position it_near an antenna for the -5 RFID
writer so that information can be wiftien to the tag, and then advance it
to a position where it can be renoved by the user and applied to the
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correspondi ng database entry to be identified and the desired information
B. Evidence Collection. Another aspect of the present invention is the

collection and tagging of evidence using RFID technology. Law enforcement officials
20 may collect evidence and put it into a container (which may be a sealable, tamper-
evident container) provided with an RFID tag, such as the one disclosed in U.S. Patent
No. 5,635,917 (Todman). The tag may be programmed to include one or more pieces
of information, examples of which are described below, or those pieces of information
may be provided in a database. If, for example, the information is pro.vided ina
25 database, then the tag may be interrogated to obtain enough information from the tag to
enable the corresponding database entry to be identified and the desired information
thereby oBtained. Information to be stored on the tag or the database could include one
or more of the following types of information:
(1) a case identification number;
30 (2) the crime type;
(3) avictim’s name;
(4) a suspect’s name;

(5) the location where the evidence was obtained;



t hereby obtained. Information to be stored on the tag or the database
could include one or nore of the follow ng types of information: (1) a
case identification nunber; 30 (2) the crine type; (3) a victims naneg;
(4) a suspect's nane; (5) the location where the evidence was obt ai ned,;
-6 (6) the nane of the person who col |l-écted the evidence; (7) the nane
of. the agency handling the investigation; (8) the nane of the person who
owns the propge}ihe nafhk dfffiee pasBSwab cbilectebtheenidenbg have been in
possession of the evidence; 5 (10) a description of the information,;
(11) the dat e (&rthememgfof hesegency hyndling thainvestigationhe evi dence was

collected; (1 he date.that the,pr r be returned to the owner,
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obtained in regard to the evidence. Evidence collection when done in this
mafner initi at(EY & ¢escaptigmoithednformaionisi ng RFID technol ogy. C. Taggi ng

of Evi dence. ' b ged in the followi ng manner. 15 An RFID
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The 20 tag i diigthidedprang@@n be obtained fromthe tag either by
interrogating the tag with an RFID reader, or by reading it visually if
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C. Tagging of Evidence. Evidence may be tagged in the following manner.

15 An RFID tag may be provided that has a unique identifier, such as a tag identification
number or alphanumeric string, already stored in memory. The user can obtain the tag,
apply it to the evidence, and then create or modify an entry in a database that associates
that specific tag with the evidence. The unique tag identifier assures that it is
impossible that two tags in the same location would have the same tag identifier. The

20 tag identifier can be obtained from the tag either by interrogating the tag with an RFID
reader, or by reading it visually if the information is printed on the tag, for example.
Information of the kind enumerated above may then be entered into the database, or
stored on the tag, or both, to facilitate later use of that information. This tagging
system is useful because, among other reasons, the tag does not have to be pfogrammed

25 by the user with additional information identifying either the tag or the evidence, which
can conserve space in the memory of the tag available to the user.

Another way to tag evidence is to locate information in a détébase related to a
particular piece or class of evidence, select information that is also applicable to the
additional evidence to be stored, and program (write) the selected information to the

30 tag. For example, the fiftieth piece of evidence in a case may be tagged by locating the
electronic records associated with one or more of the previous pieces of evidence in
that case, identifying certain information from those records to be provided on the
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RFID tag for the fiftieth piece of evidence, and then writing that information to an



systemis useful because, anong other reasons, the tag does not have to
be programmed 25 by the user with additional information identifying
either the tag or the evidence, which can conserve space in the nenory
of the tag available to the user. Another way to tag evidence is to
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20 RFID tag substantially simultaneously with information (which may be made
unalterable) if the climate monitoring system indicates that the climaté has varied from
certain predetermined conditions. For example, if the temperature in the refrigerator
drops below 0 degrees C (32 degrees F), then the RFID writer can write a message to
RFID tags indicating thét condition. Similarly, if other environmental conditions vary

25 outside of certain predeterrrﬁned limits (excessive or insufficient temperature, humidity,
or light, for example), those conditions can be indicated on the RFID tags. Ifthat
information is stored on the RFID tags in a manner that is very difficult or impossible
to alter, then the absence of that information could be useful to law enforcement
authorities subsequently, or conversely the presence of that information could be useful

30 to potential defendants. This system has the added benefit that the RFID tags should be
much less expensive than environméntal monitoring tags that actually monitor
environmental conditions themselves and provide a record of those conditions. In

another embodiment, information concerning the environmental conditions could be



unalterable) if the climate nonitoring systemindicates that the clinmate
has varied from certain predeterm ned conditions. For exanple, if the
tenperature in the refrigerator drops below 0 degrees C (32 degrees F),
then the RFID wite( can wite a nessage to RFID tags indicating that
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code tagged evidence. It also minimizes problems due to unreadable, removed, or lost
20 tags of the kind currently in use, and eliminates the need to create a new tag each time
information is updated, because the tag memory can be selectively overwritten.
To search for evidence, a user may input information to an RFID reader
describing the desired piece of evidence other than by RFID interrogation, and then use
the RFID reader to interrogate the RFID-tagged items within the range of the reader.
25 For example, the user may enter a case identification number into a reader through
some kind of user interface (such as a keyboard, tonch-panel display, or the like) or
connection (such as a serial port to connect with a processor and database), and then
have the RFID reader interrogate all the evidence within its range to locate RFID
tagged items related to that case. -Alternatively, if other information is stored on each
30 RFID tag or in a database entry (such as the kinds of information enumerated abdve),
then evidence having RFID tags that include that information can also be located.
RFID tags that correspond to the description entered into the RFID reader can then be

aod 1 mmin — e : . .
and located, and thus the comresponding piece(s) of evidence located. For
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20 the RFID reader (either by cable, or by wireless connection, for example). The user
interface of the RFID reader may permit: the user to highlight, check off, or otherwise
indicate which pieces of evidence or which class of evidence the user wishes to search
for, and the reader would then interrogate RFID tags until it located one or more tags
associated with the items of interest.

25 In another embodiment, an algorithm can be input into the RFID reader that
describes an ordered set of evidence, and then a plurality of pieces of evidence can be
interrogated to determine whether the interrogated pieces of evidence are in the
algorithm order. Examples of suitable algorithm orders could be ones based on case
identifiers, or on chronolbgical (including reverse-chronological) order.

30 ..Another feature of the searching method is to associate a piece of evidence with
a location. The RFID tag associated with a piece of evidence may be interrogated,
information may be provided describing a location, and then the two may be associated

with each other in a database. The location could be a crime scene, or a room or part of
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my be  relatedtoa single case, for example, or for confirming the inventory of pieces of

evidence in a particular bin, shelf] or the like. An indication of how many pieces of
evidence were not located can also be provided, as with other embodiments of the

20 present invention, either through a user interface on the RFID reader or otherwise. This
inventory function may enable a user to conduct a periodic audit, and can indicate not
only pieces of evidence that were expected to be at the location but were not, but also
pieces of evidence that were niot expected to be at the location but were. By positioning
multiple interrogating antennae at locations throughout an area of interest, and

25 optionally by multiplexing interrogation signals to each of the antennae successively, a
complete inventory may be conducted in far less time than has heretofore been
possible.

F. Chain of Custody. Another aspect of the present invention is its use in

tracking the chain of custody of a piece of evidence. An RFID-tagged piece of

30 evidence can be programmed by an RFID writer to include information that identifies
each person to have possession of the evidence. The programming may be done
manually (by a person entering his or her information into an RFID device), or

automatically (by using, for example, an RFID antenna surrounding a portal such as a

r



provided with information identifying the pieces of evidence, and then an
area or location believed to contain the pieces of evidence can be

i nterrogated. The reader can provide an indication when it interrogates

the RED tags associated with the pieces of 15 evidence in the group, and

can provide an indication of the nunberllef such pieces that have been

I nterrogated. This may be useful for locating all of the pieces of
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be maintained in a database, and RFID readers that detect RFID-tagged evidence in
proximity to an RFID-badged but unauthorized person may send a notification signal to
20 an appropriate person or location.

G. Location Transfer. It may also be useful to track the location of a piece

of evidence. That may be done in one of several manners. For example, portal readers
of the type described above may be used to obtain information from RFID-tagged
evidence as it is moved, and can update the tag, a database, or both as to the new

25 location of the tagged evidence. This information may also be obtained by other
readers, including handheld readers and non-portal readers, such as those associated
with the storage locations themselves. PCT Publication WO 00/10112 (Goff et al.)
describes, in one embodiment, a shelf-tape-style reader system that could be used in
this manner, to periodically poll all the tags in a specified location and to update a

30 database, for example, of the tags found at those locations.

Tt may also be useful to associate an RFID reader or a combination reader/writer

with certain locations or equipment, so that each time that a certain location or piece of

equipment is used in regard to a piece of evidence, that information is recorded. For
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their menory to determ ne whether that person is different fromthe |ast
person shown to have had possession of the evidence, and if so, the
menory or database of either or both can be appropriately updated. In
anot her enbodi nent, a person can register or 10 otherw se be authori zed,
obtain an item of evidence, wal k through a portal, and have the
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described above, download the database or database entries related to that case onto a

portable data storage medium, such as a computer floppy disc, CD, or DVD, and

20 transfer the data storage medium along with the evidence to the second law
enforcement authority. Alternatively, the database or database entries may be
transmitted between the computers of the two authorities, either by network, the
Internet, or another suitable means of transmission. The second law enforcement
authority may then choosé to load the database on its computer system, use an RFID

25 reader to interrogate the transferred evidence collection, and confirm that all the
evidence has been appropriately transferred. If for some reason it is useful to transfer
the data storage medium alone, for example to another law enforcement agency or
court, then that could be done also. It may also be desirable to create duplicate copies
of the database, to enable the transferring location to retain a record of the evidence

30 transferred.



record) to indicate, for exanple, information concerning the date, tine,
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the data storage nedium al one, for exanpleé to another |aw enforcenent
agency neme, giirivcativhewhtreathecewtehcbewdo nbtaahasly . the tnampey odl the jwescdeshpabl e

to create duplicate copjes of the database, to .enable.the transferring
| ocat | SATEGET Bedvifeacr dhorembp! THESEUYIERELE Y5 DTGRP UeT AdipscrPLe ML
claim yle _m%b]ﬂﬁ&i%ﬂfim@fdafecﬂﬁtﬁ&Bffa%e%dqﬁ@9slertﬁit%@Qviaaqée%sedbfmae@.nent :
conprising the steps '
4. A method of collecting evidence related to law enforcement, comprising the steps
of:
(@) obtaining a piece of evidence related to law enforcement;
(b) placing the evidence related to law enforcement into a container, the

container having an RFID tag associated therewith;

(c) programming the RFID tag to include a type of information selected from
the group consisting of the case identification number, the crime type, a victim’s name, a
suspect’s name, the location where the evidence was obtained, the name of the person
who collected the evidence, the name of the agency handling the investigation, a
description of the information, the date of the offense, and the date that the evidence was

collected; and



of . (a) obtaining a piece of evidence related to | aw enforcenent; (b)

pl aci ng the evidence related to | aw enforcenent into a container. the
cont ai ner having an RED tag associated therewith; and (c) programm ng the
RFID tag to include a case identifigy. 2. The nethod of claim1, wherein
the RFID tag is also programmed to include the crine type. 3. The nethod
of claim1, wherein the PFID tau is also programed to include at | east
one type of information selected fromthe group of a victinis nane, a
suspecVs nane, the |ocation where the evidence was obtained, the nane of
the person (ho eéwvleriag infarmatonapiogedatebase IReortharsopted vathadie R DHagdl i ng

the i nyestiqg-ation scription of . the informati the date of the

of 1 enette TRl fsded FEF bRE 20 Berialielehe rF absrdet ot niRhf B of

col I ecd gty 8loneien’s ahmk adsispedt a\MagR, HeaBERdh Wi el Sidracd has st eps  of .
(a) obtaining a piece of evidence related to | aw enforcenent; (b) placing

t he evoldaimed, thehanedf thy feasonevliicoedmetedithe eniderectbnnaimeef the dgencyont ai ner
havi ng, an,.RTI D tag associafed.therewith;. , (cC raogra ng.the REID tag
o' | nohling L pech ARt o ariuibred the et i B RGN Tt 48 g of
the cagg daflaRhd the 6RUEAR WANDREEctelhe Ccrine type, a victinis naine, a
suspect's nane, the |ocation where the evidence was obtained, the nane of
the person who collected the evidence, the nanme of the agency handling
the investipation, a description of the information, the date of the

of fense, and the date that the evidence was collected-, and -14 (d)
entering information into a database record associated with the RFID tag,
the information selected fromthe group consisting of the case
identification nunber, the crinme type, a victinms nane, a suspect’'s nane,
the |l ocation where the evidence was obtained, the nanme of the person who
col l ected the evidence, the nane of the agency handling the

i nvestigation, a description of the information, the date of the offense,
and the date that the evidence was coll ected.





