MEMORY HAVI NG RFI D TAG DECRYPTI ON TECHNI QUE FOR USE
W TH THE MEMORY, AND MEMORY READER OR WRI TER FOR USE
wOBdioTddE+ MVEMORY FI ELD OF THE | NVENTI ON [ 0001] pdh@s2005/024912
present invention relates to a nenory having a Radio
Frequency ldentification (RFID) tag, a decryption
technique for use with the nenory, and a nenory reader
and/or witer for use with the nmenory. BACKGROUND OF
THE I NVENTI ON [0002] RFID is a technique in which an
RFI D reader (al so known as an RFED interrogator or
RFI D scanner or RFID detection device) obtains
information stored in an RFID tag. RFID tags generally
i nclude an antenna and an RFID chip. Typically, the
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tag, known as an active tag, contains its own energy
source. In either case, the RFID chip, typically a
circuit including a nenory, nodul ates a response to

FIELDOF $HENRIVENDIoN response is detected by the RFID
reader. Typically, the RFID chip uses this technique

[OOOIt] Olhe present invention relates to a memory having a Radio Frequency Identification
(RFID) tag, a decryption technique for use with the memory, and a memory reader and/or

writer for use with the memory.

BACKGROUND OF THE INVENTION

[0002] RFID is a technique in which an RFID reader (also known as an RFID interrogator or
RFID scanner or RFID detection device) obtains information stored in an RFID tag. RFID
tags generally include an antenna and an RFID chip. Typically, the RFID reader emits a
radiofrequency signal. The RFID tag receives the signal. One type of RFID tag, known as a
passive tag, uses the signal as a source of energy to power the RFID tag. Another type of
RFID tag, known as an active tag, contains its own energy source. In either case, the RFID
chip, typically a circuit including a memory, modulates a response to the signal, which
response is detected by the RFID reader. Typically, the RFID chip uses this technique to
send, as the response, an identification code stored in the memory back to the RFID reader,

which code can be used, for example, for inventory purposes.



send, as the response, an identification code stored
in the nmenory back to the RFID reader, which code can
wheooasess4 f or exanpl e, for inventory purposes.POD0S1005/024912

Several docunents discuss RFTD use in the conputer or

menory nmediumfields. For exanple, U S. Patent No.

5,949, 335 (Maynard ) discloses an RFI D taggi ng system

for conputer network assets, wherein operation of the

asset can be automatically inhibited absent conpletion
[0003)f Sevepil ddatreents dechss RATDNise at thorsmpetuenoentyey wediunt hields. For

asset and an RFID host. U. S. Patent No. 6,424,262 B2
examﬁg,aU@ IPark NoUs 845 8k 930 yEE) AlcIfEEhn RMIBNSLIInd fRtdnt RN

y be um And

, for exanple, a nmagnetic or optical nedi
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- be, for exanple, a CD, DVD, nenory stick, ConpactFlash
compeiiog of ampacdsinvredioginanicaiong scqgcimareyvesn thegsset and an RFID
I'NVENTI ON [ 0004] | view of the foregoing, in one
host. d3.8eBitenttNie o ESHA B2 (Wabed, ol eisiosss t@ WDy ivhgrean the item
menory nedium (e.g., CD, DVD, Menory Stick, flash
may BB e amBleC a Inaphbiic &bopichiDntdom. TR RETBVOaB/eo2b e APeKollar, et

attached to the nenory nedium For exanple, the nenory
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antenna coul d be printed on the CD, and then the RFTD
CD, oK Ppmgoay: Héstk fompretFtath eamdaandriecurgPsieheprdoul d be

used for inventory purposes, in conjunction with a
RFI D detection

SUMMARY OF THE INVENTION

[0004] In view of the foregoing, in one aspect, the present invention relates to supplying a
memory medium (e.g., CD, DVD, Memory Stick, flash memory, etc.) with an RFID tag. The
RFID tag could be attached to the memory medium. For example, the memory medium could
be a CD, and the RFID tag could comprise an RFID antenna and an RFID chip, wherein the
RFID antenna could be printed on'the CD, and then the RFID chip attached to the antenna.
The RFID tag could be used for inventory purposes, in conjunction with a RFID detection
device. Also, a memory reader (e.g., CD drive, DVD dnive, Memory Stick reader, flash
memory reader, etc.) could also be equipped with a RFID detection device. The memory
reader could then determine whether or not to read the memory medium in accordance with
the RFID detection. And, optionally, the memory reader could perform decryption in

accordance with the RFID detection.



device. Also, a nenory reader (e.g., CD drive, DVD
drive, Menory Stick reader, flash nenory reader, etc.)
waeoubdimbs0 be equi pped with a RFID detection PEwUS®N5/024912

The nmenory reader could then detern ne whether or not
to read the nmenory nmediumin accordance with the RFTD
detection. And, optionally, the nenory reader could
perform decryption in accordance with the RFI D
detection.[0005J In another aspect the present
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(b) an RFID tag; (c) a nenory reading unit that is

(b) an REIDItagir(exa memoewrctadinpommahaton cénfaurddstostal iatbriptidm ehat is
menory; (d) an RFID reading unit that is configured to

stored rb‘?/@ﬁe hhRHRE) %Rpm%a’dﬁ] SR RS DY ok NSirEHoRed PBifordAdon that is

a decryptl on unit that is confi gured to decryp
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fromthe RFID tag by the RFID reading unit. |0006] In
read fipgt thgmeamp@iy bydpetremorhecagingdutin p nce ithehatrdaimagion read
an apparatus conprising (a) a nenory reading unit that
from the REtIDfagoby thd RRIDrreating nfior mati on that is stored by a
menory; (b) an RFID reading unit that is configured to
read information that is stored by an RFED tag; and
(c) a decryption unit that is confi gured to decr ypt

[0006# Ze Itm;gmg rﬁrxa%sploﬁ g gages%rgglggénqloﬂ{e ers ?91¥ o}gpar%m %onﬁérés&ng (a) a

fromthe RFID tag by the RFID readl nﬂ] unit.
memory reading unit that is configured to read information that is stored by a memory; (b) an

RFID reading unit that is configured to read information that is stored by an RFID tag; and (c)
a decryption unit that is configured to decrypt the information read from the memory by the
memory reading unit in accordance with the information read from the RFID tag by the RFID

reading unit.

[0007] In still another aspect, the present invention relates to a apparatus comprising

(a) memory reading means for reading information that is stored by a memory; (b) RFID
reading means for reading information that is stored by an RFID tag; and (c) decryption.
means for decrypting the information read from the memory by the memory reading means in

accordance with the information read from the RFID tag by the RFID reading means.

[0008] In a still further aspect, the present invention relates to a method comprising

(a) retrieving information from a memory; (b) retrieving information from an RFID tag; and



[0007] In still another aspect, the present invention
relates to a apparatus conprising (a) nenory reading
wore@n®198e¢ readi ng information that is stored PYT/ES2005/024912
menory; (b) RFID reading neans for reading information
that is stored by an RFID tag; and (c) decryption
nmeans for decrypting the information read fromthe
menory by the nenory readi ng neans in accordance with
the information read fromthe RFID tag by the RFID _
(c) deeyating therrpfonmati¢roGo®]vef drom theimemdryrn pesordappewith theymformation
present invention relates to a nethod conprising (a)
retrievedt o8 e RIFIDNa@r mati on from a menory; (b) retrieving
information froman RFID tag; and(c) decrypting the
information retrieved fromthe nenory in accordance
with the information retrieved fromthe RFID tag.
009] 1 et anqgt her aspect, th resent invent.ion
10009} dp sebarofhst Goneg . e P entiog iy 4S Aamiry EopRyisian @ a
RFID tag attached to the nenory; (c) an encryption
memayyi (b) amBRFID sagcasvathegutodbe memens (oo dnafyphomtniy thas i qonfigured to
the encrypted information can | ater be decrypted, the '
encryptéafoyhiiOnsdtange RaEfypredBtiohhatihcdn daace: ddctypted, the decryption
i nformati on obtained fromthe RFED tag; and (d) a

being;ﬁg}f%lkﬁe@ MRk LorbihiRl With ﬁ@&%aﬁ\%’] ©0tafri2d Hon ﬁleiﬁﬁ@tg%tdhgr%d) a

menory for storage, erein the encrypt

.. information fromthe. encryption unit is itten by the
writing gl B 5, EEEE RATHE AP R AN e h taginy b 1 e aereln the
still further aspect, the present invention relates to
encrypiad dpemaitonsrain thsy ¢nsrypdiop at is written by the writing umit to the memory

for storage.

[0010] In a still further aspect, the present invention relates to an apparatus comprising (a)
encryption means for encrypting information so that the encrypted information can be
decrypted, the decryption being performed in accordance with information retrieved from an
RFID tag attached to a memory; and (b) writing means for writing the encrypted information

to the memory for storage.

[0011] In yet another aspect, the present invention relates to a method comprising (a) writing
first information to an RFID tag for storage, the RFID tag being associated with a memory;
(b) encrypting second information so that the encrypted second information can later be
decrypted, the decryption being performed in accordance with the first information; and

(c) writing the encrypted second imnformation to the memory for storage.



encryption neans for encrypting information so that
the encrypted informati on can be decrypted, the
wale@eppasson bei ng perforned i n accordance w t hPCT/US2005/024912

information retrieved froman RFID tag attached to a

menory; and (b) witing nmeans for witing the

encrypted information to the nenory for storage.

[0011] In yet another aspect, the present invention

relates to a nmethod conprising (a) witing first

information to an RFED tag for storage, the RFfD tag

bei ng associated wwth a nenory; (b) encrypting second
[0012] rihofetrattild further hipatt, tHegprevar péribnselarstb imbmyarahd R use with a

can |l ater be decrypted, the decryption being perforned
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|ng e encrypte eco ormation to t

for st e. [ 00 t a,still rt her aspect
of () TR o A0 SR A5 P Ebrep P romy it Gie PO Grtialiign ®) an
a television, the apparatus conprising (a) an optica]
RFIDGpigmogstpy hat I gonfigured i ohjein deformmatinsy frem an &FEDdag gssyciated with
reading froman optical disc and (ii) reading from and
the optical disg (&) dergiiohaalt thitscconfighredno BEdripti infoembo@atcad from the
that is configured to obtain information froman RFID
opticd] %S’sc%?ﬁﬁ@bﬁk%ﬂdx‘% BAvE ReaceBldhs @ with & mffoﬁ)]at?ond&ﬁ&]xp& 1B the
hat is conflgured to decrypt i nformation read
{.i t he
RFID, te% B bRl Eoehe” pt Yot Ot 6 ind S Pitaie Sutepty sienal
by the RFID interrogator; and (d) an output unit .
for thg ’.fngq]gn Wp]@i@p@?dwt% t}tgu{eﬁwtcg 1gfog1ﬁa j01¥ emithgdecryption unit.
tel evision in accordance with the decrypted
i nfopnation fromthe decryption unit.

[0013] These and other objects, aspects, advantages and features of the present invention will
become more apparent from the following detailed description of the presently preferred

embodiments taken in conjunction with the accompanying drawings.



[0013] These and ot her objects, aspects, advantages
and features of the present invention will becone nore
wappanesss4s from the foll owi ng detail ed descri pt PONUS$005/024912

the presently preferred enbodi nents taken in

conjunction with the acconpanyi ng draw ngs. BRIEF

DESCRI PTI ON OF THE DRAWNGS [0014] FIG 1l is a

schemati ¢ di agram showi ng an enbodi ment of the present

i nvention, including a nenory, RFID tag, nenory
BRIEFERCRIBEIIONOFOHERAWINGS15] FIG 2 is a schematic

di agram showi ng an RFID tag for use in the present

[0014) "MENt 198 scHALB]didghdm sBowing an HBEAMNE o Hiha PFABAL invention,
showi ng an RFID chip for use in the present invention;

im]”‘é)gg %Qﬁﬁﬁd]ﬁ‘ﬁ[r% wig:l'ﬁ’é %5%%%3%@52%%%? hznpr esent |

invent| on, along with an optical disc drive with an
RFTD reader for use in the present invention; [0018]
FIG 5 is a schematic diagram showing a flash nmenory
[0015) K1ks. 2ns REontatig diagrany sleowing ah & Fpid ézefor uscimahe¢ pesgnt invention,
[0019] FIG 6 is a schematic diagram showi ng a hard
drive with an RFID tag for use in the present
i nventi on; [0020] FIG 7 is a schematic view show ng

e nPLeRan ncIu i n
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8 is a schematic view showi ng anot her enbodl ment of
the present invention

[0017] FIG. 4 1s a schematic diagram showing an optical medium with an RFID tag for use
in the present invention, along with an optical disc drive with an RFID reader for use in the

present invention;

[0018] FIG. 5 is a schematic diagram showing a flash memory with an RFID tag for use in

the present invention;

[0019] FIG. 6 is a schematic diagram showing a hard drive with an RFID tag for use in the

present invention;

[0020] FIG. 7 is a schematic view showing an embodiment of the present invention including

a memory/RFID reader connected to a computer;



including a menory/ RFID reader with built-in
decryption; [0022] FIG 9 is a schematic view show ng
w@ etocamssher enbodi nent of the present inventiPOT/US2005/024912

i ncluding a DVD pl ayer including both a nmenory/ RFID

reader and a decryption conponent; [0023] FIG 10 is a

schematic view showing a nenory witer for witing to

a nenory in accordance with the present invention;

[0024] FIG 11 is a schematic view showi ng a nmenory
(00213 N GREB1$a sehgnape vigseshowingheanqgshes sabodinggng n? tmmreﬂehtemventlon

menory and RFID tag being separate from one anot her.
includif® 2 lentdrFRFID regleawstbbRiTaln deckiptishshowi ng an RFI D

chip for use in the present invention, where the

menory al so stores a counter. DETAILED DESCRI PTI ON OF

THE PREFERRED EMBODI MENTS [0026] Fig. 1 shows an
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medium Menory 1 could be a nmenory of the type that
including p &5V 1 iptaiyeminciudingrboh & mmomaﬁﬁg esadof andemdcyyplion component;

include a CD, DVD, or other optical nedium as well as

flash menory, Menory Stick, and hard drive.[0027] Also

in Fig. 1, reference nunmeral 2 represents an RPID tag.

[ 0023@*"}5@ EQ{% %sd%%% ysg‘égrﬁ%d Ex@ﬁloﬁf\uﬁﬁ.‘é FOi ofd)}n%iﬁb@ in

pref is attached to
or ﬁ& vmaermmnyllszad)m DVD, to attach
accori’*wée Péi’ﬁﬁ ¢ BEFSEH "YF8USD or DVD, the

[0024] FIG. 11 1s a schematic view showing a memory and RFID tag for use in the present

invention, the memory and RFID tag being separate from one another.

[0025] FIG. 12 is a schematic view showing an RFID chip for use in the present invention,

where the memory also stores a counter.

DETAILED DESCRiPTION OF THE PREFERRED EMBODIMENTS

[0026] Fig. 1 shows an embodiment of the present invention. In' that ﬁ’gure, reference
numeral 1 represents a memory or memory medium. Memory 1 could be e memory of the
type that stores digital information. Examples of memory 1 include a CD, DVD, or other

optical medium, as well as flash memory, Memory Stick, and hard drive.



antenna coul d be printed directly on the CD or DVD
and then the RFID chip could be attached to the CD or
wuDs/0M85ayer coul d be pl aced over the ant ennaPemnusibi/4912

chip so that if soneone tried to renove the RFID tag
fromthe CD or DVD, it would be destroyed. Fig. 4
schematically shows a case where RFBD tag 2 is
attached to nenory 1, and nmenory 1 is an optica
medi um such as, for exanple, a CD or DVD. Fig. 5

. 10023} idsmaini foal 1, yefstenos namerab 2 raphescats REIRD IDdgg. 2RFHED tag 2 preferably
attached to nenory 1, and nenory 1 is a flash nenory.

comprigs ab afeheBid HRFID ShpWRFID tasephestdy RRtAch@biodnédrSory 1. For
attached to menory 1, and nmenory 1 is a hard drive.

exanl;ﬁ? ﬂ ré ﬁle}n% NPts & é%“é rﬁgD H)OalvefaXﬁ[he Mtagﬁ @ t@g ED%, the

ed to nnry as an ternatlve

coul d he se te fro .

anteiicos)d e e Qe RaT Ty REPcis B8 g”et%@f&cw chii g
detail. In that fi ref erence numnera

attaCh@thetbe fiDsorAVEnt A& %yar efuldRbe placedyover tlwmnlt@na@ﬁé R&MR ehip so that
nuneral 2 1 represents an RFID chip of the tag. [0030]

if solk@ne tdies chRdvieiad R i fedns tHRAED o VD At Woluld B8 eBtroyed. Fig. 4

detail. In that figure, reference nuneral 22
schefnBREARRNESs 3 cHRWHe Rnfgpgﬁg% f&ggﬁ?ﬁ% Inlegfo% gﬂgdcﬂﬂelﬁml is an

tion Q coqae or e
ontic§l i s 2P S b SBntr a TR FYBoH & s slierurtiall Signitase
' use_in decrypting information such as, for exanple,
where RFID tag 2 1s attached to memory 1, and memory 1 is a flash memory. Fig. 6
schematically shows a case where RFID tag 2 is attached to memory 1, and memory 1 is a

hard drive.

[0028] It is not required, however, that RFID tag 2 be attached to memory 1; as an alternative,

RFID tag 2 could be séparate from memory 1, as shown in Fig. 11.

[0029] Fig. 2 schematically depicts RFID tag 2 in more detail. In that figure, reference
numeral 20 represents an antenna of RFID tag 2, while reference numeral 21 represents an

RFID chip of the tag.

[0030] Fig. 3 schematically depicts RFID chip 21 in more detail. In that figure, reference
numeral 22 represents a memory of RFID chip 21. Information can be stored in this memory,

and can include, for example, an encryption or decryption code or key. Fig. 3 depicts the case



information stored in nenory 1. Such a key may be, for
exanple, 32 bits or 128 bits in length. The
wo ofoenmmmss on stored in nenory 22 coul d al so beP@BES2008024912

encrypt information, such as information to be stored
on the menory medium [0031] Returning to Fig. 1,
reference nuneral 3 represents a nenory reader for
readi ng the contents of nenory 1. For exanple, where
menory 1 is a flash nenory, nmenory reader 3 could be a

wher¢ mgslorn2drstoses rda@y €8 . foiirerie daampimg 1hfdraiios swdhicisafo€Bxanple,
DVD, nenory reader 3 could be a CD or DVD drive. O

infor@@tgrSRored BB A8 ucIBa kOWIndy BE, fohex MBIBI3Y HigaRl i1 R bits in
part of a RRWCD drive or R/ W DVD dr|ve al so. :

lengt]lrl:a:'gﬁer ﬁlg&ﬁ]gp%g?{é)gédzﬁi r&%ﬁ%@f@% SO be %g?ﬁgﬁlrﬁéﬁEformatlon such

ts andar d RF ﬂ{g one u5| ng a

as infgrpatjondp b §SH’6 é’&e"&‘? WMt or i nterrogating RFID
tags. Alternatively, RFI D reader 4 may enploy a
non-standard, propriety protocol. This |atter approach
woul d prevent people with standard RFID readers from

[003 19 bR @i KYStol Mg, O, iefeie@be MirgefaREtdprdsamts . mdr§kg2tader for reading the
Ref erence nurmeral 5 represents an optional conbination

conteffs oﬁ@‘&ﬁr % %B{jgfﬂ}@f neRde cﬂ‘nobm % ;9ﬂ§shqﬁ¥rh§ m&ﬁ ﬁ%der 3

rea n such a case, nenor
h r or
cou ]drt%?alefgq.sglmecwou' g"e%%gh; lepevﬁgglpglty;lgﬁgree de tlgaa pr% eﬁmgry reader 3
optical disc drive, RFlID reader, 4 coul d be attached to
coulddye agalptor BYVIP deive. dﬂf geurse, memory reader 3 could be the memory reading part

of a R/W CD drive or R/W DVD drive also. Reference numeral 4 represents an RFID reader
for reading RFID tag 2. RFID reader 4 may be an industry standard RFID reader, e.é., one
using a publically-documented protocol for interrogating RFID tags. Alternatively, RFID
reader 4 may employ a non-standard, propriety protocol. This latter approach would prevent

people with standard RFID readers from obtaining information from RFID tag 2.

[0032] Reference numeral 5 represents an optional combination of memory 3 and RFID
reader 4 into one device, i.e., a memory/RFID reader. In such a case, memory 3 and RFID
reader 4 could be could be attached to one another or integral. For example, where memory
reader 3 is an optical disc drive, RFID reader 4 could be attached to or part of that drive.

Such is shown in Fig. 4. Alternatively, memory reader 3 and RFID reader 4 could be

separate. For example, RFID reader 4 could be disposed adjacent to memory reader 3.



Such is shown in Fig. 4. Alternatively, nmenory reader
3 and RFID reader 4 could be separate. For exanpl e,
waokloRorsader 4 coul d be di sposed adj acent to NBROMDDF2005/024912

reader 3.[0033] Fig. 7 schematically depicts a
depl oynent of the Fig. 1 enbodinment in conjunction
wWith a conputer. Reference nuneral 400 represents the
conmput er. Exanpl es of such a conmputer include a
personal conputer or a personal conputing device.

[0038¥Figr BadeniauoalyadepaDa dgnopsantos e Igcr ypbodimennintconjunction
decryption software for use with or in conputer 400.

with arzzlp%‘ﬁ{e‘?t ReRrerdsE lng)me%‘?gﬁé reﬁbr&%ﬁé R dthhRerOBh@kdples of such a

mation stored 1n nmenory 22 of RFID tag 2, 'e.g.,

combGb AR SRt 2 PETL LS 5,1 561 09,00 AL mumer

information retrieved fromnmenory 22 of RFID tag 2

600 xepregents k dgcrod)onanit eriectyption seftvas feratseivatheer ipcomputer 400. In
menory 1 are transferred to the conputer via an

operatiing RFED eeadi204 ude RBIPL tb @btaitmirifondiioh Remedimanyposy 22hef RFID tag
information stored in nenory 1, as obtained by nenory

2, e'%'ee%gpb' ;Néle n ?ry%‘é%%‘i??@%nﬂ% b geafdh%edy@;a@l'b% g@ﬂggflglﬁfnrgfatlbfj stored in

e g Rl S Ay RS R G EES 2 v

decryption performed before reaching the conput
inforpatien retegwaddpere nrnmasY A are ANy @dde df ompHgCR pR mﬁfﬁrface 410.
unit that decrypts infornmation obtained by nenory
Decriypiaateini 8600 them deorppty the informatar stareden wientory nf @ shasinedby
obt ai ned by RFID reader 4 fromnenory 22 of RFID tag
mem%ry reader 3, in accordance with the information stored in memory 22 of RFID tag 2

(e.g., key 23), as obtained by RFID reader 4.

[003‘4] Fig. 8 depicts an alternate embodiment, which differs from Fig. 7 in that the
decryption performed before reaching the computer. Here, reference numeral 601 represents
a decryption unit that decrypts information obtain.ed by memory reader 3 from memory 1 in
accordance with information obtained by RFID reader 4 from memory 22 of RFID tag 2.
Optionally, memory reader 3, RFID reader 4, and decryption unit 601 may be in an integral

unit 5 that provides output to computer 401.

[0035] Of course, the invention is not limited to using a computer. Fig. 9 shows an alternate
embodiment where reference numeral 5 is an integral unit 5 such as a DVD player, which

comprises a DVD drive as memory reader 3, an RFID reader 4 attached to memory reader 3,

-10 -



Optionally, nenory reader 3, RFID reader 4, and
decryption unit 601 may be in an integral unit 5 that
w@emeiotsss out put to conputer 401. [0035] O copeBES20051€24912

invention is not limted to using a conputer. Fig. 9
shows an alternate enbodi nrent where reference nuneral
5is an integral unit 5 such as a DVD pl ayer, which
conprises a DVD drive as nenory reader 3, an RFID
reader 4 attached to nenory reader 3,and the

and thedeorgiticmnnud(tl . 6Ihik outpbitef dietipiD pdyer hessupyhxdloaytereviston 402 for
supplied to a television 402 for viewing. Menory 1 for

vicwl\-/r‘%e NSyt INfof uSRARIKTE Binbb&imehls, B%3TRhfle, @Dﬁ?@dr},bsmere that
ere that disc cont ai ns encrypt ed |nformat| on, this

disc con?a?rqg éT% eth QY ﬁon i3 %ﬁ%ﬁdasg\\é@ rovide %batelgs%%uétag well s easy-to-use

1'0n
| nforrratl on from RPDD ta 2 that is attached or
copy gealefdionsebenms (/e IPrgadsr dobtaipeinfoymaipn fen KEHD tag % halds attached

3) reads the disc, and then decryption unit 601
or asgbheitadowgh theadish, e DWDatroer (deenoey vaatler 3)readsnhedizatandnhen
fromRFIDtag 2. If the proper RFE) tag is not

decrypli6® @At 601 BEyHE ehelVE irac¥srdidelwinPthe BSfoRRhorf fom RFID tag 2. If
decrypt, and thus play, the disc, for display on the

the p}o%%:ﬁ:% pa% 1S Lgtg)%@enl: t tﬂiQ Diﬁ?ﬁﬂ%{:}vg?bctybe a%ﬁ)e &)tdsecryﬁl and thus

f'or use
|nvent|on In that figure, reference

play, Hlﬁﬂ%?“a OTJER%"&%'IQ’%C RUASPY writer. For exanple, menory

witer 7 could be a device for creating CDs or DVDs,

or optionally it could be part of a nenory R/ Wdevice

such as a RRWoptical drive (e.g., CO-R'Wor DVD-R' W.
[0036] Fig. 10 schematically depicts a system for preparing the memory/RFID tag for use in
the present invention. In that figure, reference numeral 7 depicts a memory writer. For
example, memory writer 7 could be a device for creating CDs or DVDs, or optionally it could
be part of a memory R/W device such as a R/W optical drive (e.g., CD-R/W or DVD-R/W).
Reference numeral 8 schematically represents this optional memory R/W device, which
includes a memory reader in addition to the memory writer 7. Memory writer 7 writes
information for storage by memory 1. Preferably, the information is encrypted, and RFID tag
2 contains information (e.g., a key) used for decrypting the encrypted information, as

discussed above. RFID writer 14 writes information to the memory of RFID tag 2, such as

the key discussed above.

[0037] Other refinements of the invention are possible. For example, since the RFID tag can

be written to, one could have an indexing system which would permit a specified number of
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Ref erence nuneral 8 schematically represents this
opti onal nenory RAV device, which includes a nenory

w0 e@dmr9ssn addition to the menory witer 7. MePOI/YS2005/024912
witer 7 wites information for storage by nenory 1.
Preferably, the information is encrypted, and RFID tag
2 contains information (e.g., a key) used for
decrypting the encrypted i nformation, as discussed

) ri:ter 14 wites jnfornmation to.the nmenory
accesg%quégé?@g% "é@d“té'ﬁ & tha%S "hoé)%rf@w}ﬁ‘? YNEBEY HFealtgroygadh the
Q. her refi.nementd{s1 of the invention are possible. For

encrypUonnfermatio storgdhen thedth1DAge anldee avrsedt essentin]lyalisebling the disc
coul d have an indexing systemwhich would permt a

or megioEy Heviedl Farsyemplf adid3 sesldtbe payed oM imaeicHTnsd hleAfg a
an optical disc or nenory device, after which the

countanterg@iin e meth@yRihORFES Higd AR § §8145E ¢ | e
erased, essentially di sabliﬁg e P ’OECW%C%?“’”’C
ed 10 tines

RFID Y8} & I ~ oul,d be. pla
egic?h ?Li’l(rlre%gieﬁagé@@%%gngbun erﬁ' s%lger”égwi%h'  PieEnBREPY cege need not
pl ay t he encryption code in

h | D chi After 10 plays, . )
be erapl biicee BBl ogdodd 5k ouldibeutabivg. decabubonty a portion of
Al ternatively, the encryption code need not be erased,

the engiyptigr eedesneed bk grased, de nirenibted. iRig. 1arschémarivaligl dBicts the
disabled. In reality, only a portion of the encryption

aforcnpmdienaERETDehipl @56d thomemoR2IDAIRS cofth@ls a Lunter 24 that i
schematical |y depicts the aforementioned Rl D chip s offset by

one cadh &hR: thd & VIB DS Yye42 /?ﬁe?%i;grg%% |i§9% Clgrgl?lg%{.eorf R?aglé;llgﬁ]%iv%ter 14

of fset by one each tine t
rm.n r of pl REID witer 14
or the BkE gneaty%e & t%, Pol'}@z%npﬁ, ergseat){]g key from the Imemory of the RFID chip.

INDUSTRIAL APPLICABILITY
[0038] The present invention provides a memory with an RFID tag, the RFID tag containing
information that is used in decryption of the memory, and thus has use as a copy protection

scheme.

CONCLUSION

[0039] Except as otherwise disclosed herein, the various components shown in outline or in
block form in the figures are individually well known and their internal construction and
operation are not critical either to the making or usin g of this invention or to a description of

the best mode of the invention.
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or the Iike my be used to, for exanple, erase the key
fromthe nenory of the RFID chip. | NDUSTRI AL
WARRLIORBI LI TY [ 0038] The present invention prpeT/Usm05024912

menory with an RFID tag, the RFID tag contai ning
information that is used in decryption of the nenory,
and thus has use as a copyprotection schene.
CONCLUSI ON [ 0039] Except as otherw se discl osed
herein, the various conponents shown in outline or in

[00400| Akkoghrspedific EmBodingutsas et prebandlinvieotial hyvewzkh dksravBed above
and their internal construction and operation are not

n detﬁﬁ,i it l)v?lﬂ)e @B&Jﬂtﬁgoé ﬂlg{ s J@gﬂi}ﬁg)nq nﬁ%?&rﬁ{u%&i oi(‘J ifllufstﬁaé[ion.

I nventl on oOr a escri ptl on o
. invention.[0040]. Al t hough specific enbodi nrents. of the
Vario KB e s h g B R s Bt pdhe fisqlased fepects of

it wll be understood that this description is nerely

the preforred gmpodasents inj 4ddiiionria thase desgaibed el vieoadf beomedolnsthose skilled
and equival ent structures corresponding to the

in thedirswitihae depsprg fromahe thiet pf BE erasedt i8vd0idh FB1ElSisidefined in the
addition to those descri bed above may be made by those

fo]lovii]iﬁé klagfls, itRe §J&?e BF WnhihliD e LEDRALH 'tl{c}eg)frlf)%(gg] i?ﬂﬁr%gc{.ti'bh 50 as to

the present invention which is
fol | ow n ains, the sc f which is to be accorded
enu”?m%SE%@dggﬁbcyﬁpéfﬂygpﬁ¥$§ﬁS§8d5§5to enconpass such
nodi fications and equi val ent structures. WHAT | S
CLAI MED | S:
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1. A systemconprising: a nenory; an RFID tag; a
menory reading unit that is configured to read

WO ndooonmss on that is stored by said nmenory; anP@®FUER005/024912
reading unit that is configured to read information
that is stored by said RFID tag; and a decryption unit
that is configured to decrypt the information read
fromsaid nenory by said nmenory reading unit in

~accordance with the information read fromsaid RFID

WHAT§ GYABAER IRFI D reading unit. 2. A system according

to daiml, wherein said RFID tag is attached to said
menory.l. A sytsysbmprisiagording to Caim1l, wherein said
menory is selected fromthe group consisting of CD,
DVD, flgshaonory, Menory Stick, optical disc, and
hard drive. 4, A system according to Caim1, wherein
said ne reading unit optically reads the
i nform&fon that is stored by said menory.5. A system

according to Claim1, wherein said nménory is an _
opt i caP NpERYyYyeading unit that 1s configured to read information that is stored by

said memory;

an RFID reading unit that is configured to read information that is stored by
said RFID tag; and

a decryption unit that is configured to decrypt the information read from said
memory by said memory reading unit in accordance with the information read from said

RFID tag by said RFID reading unit.

2. A system according to Claim 1, wherein said RFID tag is attached to said

memory.

3. A system according to Claim 1, wherein said memory is selected from the

group consisting of CD, DVD, flash memory, Memory Stick, optical disc, and hard drive.

4. A system according to Claim 1, wherein said memory reading unit optically

- reads the information that is stored by said memory.
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medi um and wherein said nenory reading unit is part
of an optical disc drive. 6. A systemaccording to
w@@em®ds4 wherein said RFI D reading unit is partT/ob2005r@24912

optical disc drive. 7. A systemaccording to C aimb5,

wherein said RFID reading unit is attached to the

optical disc drive. 8 A systemaccording to Claiml1l,

further conprising a nmenory witing unit for witing

information to said nenory for storage. 9. An

appar abusA sy hsdondjng & Ckimrly whesth seid oentory fsadn dpsical memory

configured to read information that is stored by a
medivdERRAY; an RFED reading unit that is configured to

read information that is stored by an RFID tag; and a

decrypt| n.. un t cont i gured tg decrypnt the
i nfor rmt [ Iéeﬁn g]ef"? %r?alﬁjmgman F;Pa'g ’é"%““r%ﬁﬁw‘ ve.

reading unit in accordance with the information read
fromthe RFED tag by said RFED reading unit.10. An
apparatus conpri sing:

6. A system according to Claim 5, wherein said RFID reading unit is part of

the optical disc drive.

7. A system according to Claim 5, wherein said RFID reading unit is attached

to the optical disc drive.

8. A system according to Claim 1, further comprising a memory writing unit

for writing information to said memory for storage.

9. An apparatus comprising:

a memory reading unit that is configured to read information that is stored by a
memory;

an RFID reading unit that is configured to read information that is stored by an
RFID tag; and

a decryption unit that is configured to decrypt the information read from the
memory by said memory reading unit in accordance with the information read from the RFID

tag by said RFID reading unit.
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menory readi ng nmeans for reading information that is
stored by a nenory; RFID readi ng neans for reading
wo pdoo/onmss on that is stored by an RFID tag; anPCT/US2005/024912

decryption nmeans for decrypting the information read
fromthe nmenory by said nenory readi ng neans in
accordance with the information read fromthe RFID tag
by said RFID readi ng neans. 11. A nethod conpri si ng:
retrieving information froma nenory; retrieving
i nf or md0I o dpparatascorigrdiigag; and decrypting the
information retrieved fromthe nenory in accordance
Wi th T Beerhdl QERd PBardsabf 1aYiRE idbRMtdAGhEES Rot @by alfemory;
A nmet hod acCording to Caim1ll, wherein the
i nfor Lan retrieved.fromthe. REID t conprj.ses
ey us et Paradig eHETey e ing Msmaay SRk SR & RED togs and
a menory; an RFID tag attached tqQ said nmenory; an
encr yptdrepien meansior fecryiingitbindermiayon seadyfpam the memory by
information so that the encrypted information can

said nhab@y réxeinpacyptie decdrdmnce edthythé indorniagion gegdefrdro tieeRIFiDntag by
accor dance

said RFID reading means.

11. A method comprising:

retrieving information from a memory;

retrieving information from an RFID tag; and

decrypting the information retrieved from the memory in accordance with the

information retrieved from the RFID tag.

12. A method according to Claim 11, wherein the information retrieved from

the RFID tag comprises a key used for said decrypting.
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with informati on obtained fromsaid RFID tag; and a
witing unit that is configured to wite information
wo eoosaissarenory for storage, wherein the encr yptEUS2005/024912
information fromsaid encryption unit is witten by
said witing unit to said nenory for storage. 14. A
system according to Claim13, wherein said nenory is
selected fromthe group consisting of CD, DVD, flash
menory, Menory Stick, optical disc, and hard drive.
15. A dgstesysanc osdpmigng:o Cl ai m 13, wherein said
witing unit is part of an optical disc drive, and
sai d wiihifgyunit optically wites information to said

b

menory for storage. 16. A systemaccording to Claim
13, wherej aid ! n tical disc. 17. A
syst emagm]f)zlﬁ%att%g’g%%ﬁa@q}g{no erein said RFID tag
conprises an antenna that is printed on said optical
di sc. 18N cagryRpemmpat hat sEaplawWrgip ensp@t YiPmeionse tkatths
encrypting information so that the encrypted
encryptedl infomhatom c@atatbebadscryppede the debiyptie bsipg parorneidng accordance
performed in accordance with information retrieved
with ihf@?a86n FRhRel #Bntdi@RIpE0 40 a@d MENOry; and
a writing unit that is configured to write information to said memory for
storage,

wherein the encrypted information from said encryption unit is written by said

writing unit to said memory for storage.

14. A system according to Claim 13, wherein said memory is selected from

the group consisting of CD, DVD, flash memory, Memory Stick, optical disc, and hard drive.

15. A system according to Claim 13, wherein said writing unit is part of an
optical disc drive, and said writing unit optically writes information to said memory for

storage.
16. A system according to Claim 13, wherein said memory is an optical disc.

17. A system according to Claim 16, wherein said RFID tag comprises an

antenna that is printed on said optical disc.
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witing neans for witing the encrypted information to

the nmenory for storage. 19. A nethod conpri sing:
wowiosionggsf i rst information to an RFID tag for BCDUSZE5/024912

the RPED tag being associated with a nenory;

encrypting second information so that the encrypted

second information can | ater be decrypted, the

decryption being perfornmed in accordance with the

first information; and witing the encrypted second

I nf or MBI o dppaidnes doenisingf or st or age. 20. An appar at us

for use with a television, said apparatus conpri sing:

an opt ieﬁal)yp@&%_e% 168 ehdFAbtingSn foPRbi SHE LR at Be REED PleBinformation
one of (a) reading froman optical disc and (b)

r eadi from and. whitin o an. optical disc:; an REID._ .
can by TG BTN ool EooRees K hrSifnaiengpprieved
froman RFID tag associated with the optical disc; a

from yeRFIDtagataghfditopiaememy; #hf i gured to decrypt
information read fromthe optical disc by said optical
di sc dmintmg means dardatcethsichirypted infofroatiat ioahe mlstrmiry feal
fromthe RFID tag by said RFID interrogator; and
storage.

19. A method comprising:

writing first information to an RFID tag for storage, the RFID tag being
associated with a memory;,

encrypting second information so that the encrypted second information can
later be decrypted, the decryption being performed in accordance with the first information;
and

writing the encrypted second information to the memory for storage.
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an output unit that is configured to output a signal
for the television in accordance with the decrypted

WO pdoeonmsd on from said decryption unit. 2 1. APCT/US2005/024912
apparatus according to Caim 20, said apparatus being
a DVD player. 22. An apparatus according to O aim 20,
wherein said RFID tag is attached to the optical disc.

20. An apparatus for use with a television, said apparatus comprising:

an optical disc drive that is configured to perform one of (a) reading from an
optical disc and (b) reading from and writing to an optical disc;

an RFID interrogator that is configured to obtain information from an RFID
tag associated with the optical disc;

a decryption unit that is configured to decrypt imformation read from the
optical disc by said optical disc drive in accordance with the information obtained from the
RFID tag by said RFID interrogator; and

an output unit that is configured to output a signal for the television in

accordance with the decrypted information from said decryption unit.
21. An apparatus accordiﬁg to'Claim 20, said apparatus being a DVD player.

22. An apparatus according to Claim 20, wherein said RFID tag is attached to

the optical disc.
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