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[0003] Data collected from industrial controllers can thereafter be utilized by
high-level systems relating to the factory. For instance, enterprise resource planning
(ERP) systems can utilize data obtained from an industrial controller to assist in overall

~ product schedules, supply chain coordination, and the like. ERP systems are

management information systems that integrate and automate many business practices
associated with operations or production aspects of a business/company. Typically, ERP
Systems are cross-functional and exist across an enterprise, thus enabling functional

departments involved in operations or production to be integrated into a single system.
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[ 00010b] In accordance with a second aspect of the
present invention, there is provided a zonal security
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drawi ngs. 4a BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0012]
Fig. 1 is a high-level block diagramof a systemthat
facilitates generating and inplenenting zonal
security procedures within a factory floor in
accordance with an aspect of the subject invention.
[0013] Fig. 2 is a block diagramof a systemthat
facilitates generating and inplenenting zonal

security procedur wi.thin a factory floor in
accordance W tl %ﬁ:}%@ _TépNt%T@tﬁ)%éWnti on.
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[0018] Fig. 7 is a representative flow diagram illustrating a methodology for
authenticating an operator prior to implementing zonal security procedures in accordance
with an aspect of the subject invention.

[0019] Fig. 8 is a representative flow diagram illustrating a methodology for
automatically generating zonal security procedures based upon an alarm on a factory
floor in accordance with an aspect of the subject invention.
[0020] Fig. 9 is an exemplary system representation that can be employed in
connection with the subject invention.
[0021) Fig. 10 is an exemplary hierarchical representation of
applications/operations within an automation environment that can be employed in

connection with the subject invention.



appl i cations/operations within an autonmation

envi ronnent that can be enployed in connection with
the subject invention. 5 [0022] Fig. 11 is block

di agram of a systemthat facilitates applying security
procedures to factory floor devices via a proxy server
i n accordance with an aspect of the subject

i nvention. [0023] Fig. 12 is a block diagramof a
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example, a component may be, but is not limited to being, a process running on a

processor, a processor, an object, an executable, a thread of execution, a program, and/or
a computer. By way of illustration, both an application running on a server and the server
‘can be a component. One or more components may reside within a process and/or thread
of execution and a component may be localized on one computer and/or distributed
between two or more computers. Also, these components can execute from various
‘computer readable media having various data structures stored thereon. The components
may communicate via local and/or remote processes such as in accordance with a signal

having one or more data packets (e.g., data from one component interacting with another




conmput er readabl e nedi a having various data structures
stored thereon. The conponents nay conmunicate via

| ocal and/or renote processes such as in accordance
with a signal having one or nore data packets (e.g.,
data from one conponent interacting with another 6
conponent in a local system distributed system

and/ or across a network such as the Internet with

ARGl & ool feiny GnPh e pisised SBaRY aROTAASVEY 86

omeametmwmee@m@ﬁw@ﬂm\@ig&lman aspect of the subject
invention. The subject invention relates to a novel

s@OQZ?d m 100 Hqﬁearmg B [ tha desvingspFignkillusiratena bigh-devel system

| ' t .
Sl A R A TS o,
frelates toya néved systehi) PO thattfacilitates implsmebatutiaegts) scalableard fiexible

such..devi ce e ze ef f egtuat

SPEie St bh it 18 faploD st Bt At 3 00 BrcfideS R factory
flloee 102 Bat Mﬁ%%@ﬂ whétdidsith ﬁ@ﬁ@é(b} Ate BBl &ﬁéctuate

t hat recel ves a security request. For instance

sampletiey of ensaraaqre ppgatis.gibassseete.r Jhe fotasg floog iQ?ms associated

0 S
SRR 280y i 303 BAPREC D BoltRf fequbftd TfinsBAROHE spourity
wdtjuest can elegmatb tﬁymr &unes Stont apombieatipard astestr aﬁﬂmwys&m
100 rowﬁ_g r|t benefi t. iFhat argu ailable in
B pYang.pthes mitble panes by, pRch s SYryy request can

as Eé}ﬁﬁdtbcp T Hd slybteﬁrl 00peEdadds isedurityBénefits thdfafd uraviaiRbleyin
it is.often desirable to perform maintenance, testing,

a%lﬁf@g@m@bsecwéty sygiems thaf a5 uklized-ip gonneetion with aibindusrial system.
f’%ﬁ:ﬁlﬁﬂ}r d it Rt 8%iSFle t(peérformsiﬁacih%ﬁﬁn Sd eblﬁgéin% re-

Conventi’onal security systens are I nflexible
ammmm‘nonmgyar[dfthe hke qmnwfad:ty:ys@mir dmcwpaﬂt,chyktemdpmad:ds,e{dc.

o f I dust I
EoutBiioral Senhy Shietrs afiptleBn 3 st il of e il ivstem
%musm@@s'abrea Bl ¥rolifled! KBk 1%111 A fioxﬁoﬂ@f“'hri inﬁ%thﬂ% ﬂémli:h@esxrably
securl ty system [0029] The s %st em 100 mtigates the

capek-feore tisrreenrify systeme ariselesirabhoerdstent (within 2 modifigatign of the

{eg&g%, 2&%“ ty conmponent 106, which enables a zone 108
eparate fromthe factory floor 102 for

[0629]e mrent dflieystefh 190 aritipatys the afoecnentonéddefiwienbies thn@.:gh

e 108 can be a rti cul devi ce
Rition dadona ssrgt Gampanpai(h. pinchmades ronegf ta b separate
%Hﬂthe aboRPE6dR102 or ﬁﬁleﬁ{eﬁ&ﬁoﬂ of %&%ﬂ?&&dﬁfék T&Qh@h zone 108,
Ear itioning of the factory floor re particularly,

ono @8 qa@ﬁ)mrﬂrh@@arels@nc opsapkdevicesrepracdss @ pattzr seres of
n nn wi t h ctd an
l%’%tlo’c es s{’jfu(l)r a{g tg gﬁnér C ¢4 Pth%%m{agfe ﬂ%t{oﬂpu ?lﬂl fa&ory fioor.
More particularly, the zone 108 can represent a mixing operation that is utilized in

connection with completing a production process for a pharmaceutical. The security
system 104 typically renders the mixing operation (e.g., the zone 108) inaccessible and/or
unmodifiable to users/operators, due to fear of accidental alteration to the process that
could compromise the pharmaceutical being manufactured. Conventionally, to allow an
operator access to the mixing operation for debugging purposes, the security system 104
would be disabled with respect to the entirety of the factory floor 102. Such global



system 104 typically renders the m xi ng operation

(e.g., the zone 108) inaccessible and/or wunnodifiable

to users/operators, due to fear of accidental

alteration to the process that could conprom se the

phar maceuti cal bei ng manufactured. Conventionally, to
all ow an operator access to the m xi ng operation for
debuggi ng purposes, the security system 104 would be
di.sabled with respect to the_ entirety of the factory .

f flisghling genders tha-fagiopfigor 203 subjgst toigteriah srepgtytieachesrediyng from
f o i Y i« - §ﬁ’p !l i .
rggﬁ%?%ﬁéq%ggﬁﬁﬁﬁg'?g?gﬁgigggﬁatoréhggaglnpie %F?fgﬁgéaumny
Urdanporenid 06 lean isolbjedbe zdna 168 fiomrthe fagtory Boerl 102 candiiroyide security

T e g

r efithé fan@ry flodri162 2 Thes, dathtetahdeiperatibhearidthe BlcdshibeYindertaken
wih res of,the factory floor 102.

ect to remai nder
Wlﬁléfes%? ot hEME 08 b‘g&'ﬁﬂ WHYrYpgingsecurty af ‘{‘B‘ﬁ dgwices, process
URALE rak K Biftes, Wl b ﬂﬁ?@l@ég& floBr 167 TARREcutPptidiPitican be

conprom Si ng Securl t ot her devi ces,_ pr OCG_SS
dempitted fronsthe seoualy) system, 104rio thegone t@%hvig any shiableaiata

' ULes. b r n fro he .
SRR e BRRAE FEpRBe e shOBRTRb i S B i mieed
deitedesslyraadionthsaighra weiyedine odnretfimd. For instance, the

ity procedures can be transmtted wreless]y .
{7 P Eﬂﬁgq?miawer SR SBATHBLF BrFseqt dpysption, .wi_usmal
@6 @6t sholil) RERcRIPER theThetdFT1der 8028 doHidaRwith the
industrial controllers (not shown) resident upon the

feriby systepplM4 and thezonalcssenrityicompenont 106 tolefectyate approgriate

. Ukl t 2 6. .10
RSl 3EaliForR0AncIB8. Fol o bRIPRE Rhsrdd obifotir can be
efpldyed ml tr&uD&B%erﬁﬁl’ cellll wﬁt&hlg pycedie, vﬁﬂllslsisrcﬁeﬁi‘ably tested and/or
ntro r.can .enpl oye t copirol .a certain .
derieeth Fartigulgive ﬁ@dﬁﬁ‘t@ﬁm&ﬁ?ﬁ@‘s\ﬂfﬁé@ﬂ#ﬁﬁ flyleaspa pergion of control
- . I I -
IIC QU i SRPTRPE o A AbIoheniOfRd fARUS AT ot/ or el A
reqyest fartdgbuggingswoh pyosedure caf Headslivered ta the security system 104, and

“at Qr ntioned praoc re and cel |l lunit. uest
P BT e tate B sl oty foe] G4 G bmployed
Raourol sck yavaw&@ég:dlw ghd ddvRee? as3atiatee ierdvith. CEHEROAA RECcurity
106 can locate the industrial controller(s) that are

EgRld 061can then eHietivelycipolateithy indusinig con ) cpssociated
Ao aofir S AR AopRTYhR Rspethfs €00y aBE R dourity procedures
ichatrdsoldlyto thoindustiblropisplla(s) and ssodised devicks)i Fof eample, these
i on BEbAP Hib Attt PERE o PeRpr it digess o
donttoBlofzicaindresuiti dfabfety ciftifls BSGOOnAIGibndE kh 6Bération &96ciated

exanpl e, these procedures can include disabling
Wity maintanapes; debmggingytedinggetsn operator with access to

[0031] An industrial controller that is at least a portion of the zone 108 canbe a

programmable logic controller (PLC). PLCs are small computers that are employed for
automating real-world processes (e.g., controlling machinery within an industrial
environment). Typically, PLCs are microprocessor-based devices with modular or

integral input/output circuitry, wherein such circuitry is utilized to monitor status of field



control logic, and resetting of safety circuits upon
conpl etion of an operation associated wth

mai nt enance, debuggi ng, testing, etc. [0031] An

i ndustrial controller that is at |east a portion. of
the zone 108 can be a programmable |ogic controller
(PLO). PLCs are small conputers that are enpl oyed for
automating real -world processes (e.g., controlling
nachlng{%zmnthln an_industrial . environnment).
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understood that any structured data model has been contemplated by the inventors of the
subject invention, and all suitable data models are intended to fall under the scope of the
hereto-appended claims. The direct communication facilitates efficient determination of

zones and efficient implementation of zonal security procedures.



S88 is a standard primarily used for batch processing
applications, and SP95 is a standard that provides a
mechani sm for generating a hierarchical representation
of a plant. Between these two standards, data nodels
can be generated that sufficiently represent a plant
as well as operations that are undertaken within the
plant. Wile S88 and SP95 are two standards that can

b | oyeq.in conpection with the subject invention, .
ofd Cnadvapens 'Qmﬂmlaﬂfyda&% edelatid bothriel]iagmg devices on
bae face&ynemngma -18¥el sPAferhd MR ToSauBimdtidEnteg4lbie 6 distributed

i nvention, an | suitable data nodels are”i ntended

t eyl modplde For ¢xempleop tocalized isecuribemeda) emppnyed siithin an original
Lo it et on facilitatos afficlent
e B AT B i SR it

ofndaserdd sitee Partictlprlprpoticidsdefined YithGB3 torvinbe dutamodehean
utiljzed by both intelligent devices

d del
g%“'i"ﬁtgs? a“g?g?a%ﬁcllﬁtﬁﬁrag?fh hi gh-1evel systens allows

- flo03qut omaRieferdin} RO¥ REFIQID, Qfsydér 06 it ﬁeﬂiuﬁ@%&kﬁaﬁm of zonal
nodel s. For exanple, a locallzed security nodel

SAPIGY Bracedurasiand amplemerfption thereoflis PhistatedaRhe systeny 200 includes a
- SR OB G RS i BLBRRL i SR B AR The sccurity

ecurity at an “end-user' s site. ;
spitérn 204 foedxamele, vart bu empléyed o anmore tHattsafetypsleitchesare properly set,

ffectuate s aufomati ¢ i.ntegration. 100341
ﬁgfg‘.%mag’c R ﬁ@ﬂl&% Sepn b Pt P ftber
SeNRkail RaudfialZ9iah repr&ehfatiby 200 BAGEpe&NtsAices, process cells,
i mpl enentation thereof is illustrated. The systém 200

PRFaY. gife thabare pxistentip reltinmrto opfagtnt flans @02+ Ber istance, the system
e $ -

BESQLARGO  RRSs RASESRAon EPEpBRENI o oty

ﬂhatZ(Eaﬁ*‘luttgersthh gyshmﬁ rgireSepni@e206\cas @ic,ludetr&a‘bs@taﬁbﬁ%f

are enabl ed, a ot her, typical.security _neasuyres. The

B e BTty Bt R pretakia SRhin i oty b s Fopprample,

: gxgaé@s@&t@éu A uBQRodeltit ehipRiyed & hamAEIESH indds@AE ﬁlt%guct can

Il's, areas, etc. that aré existent in relation
bawepresentest witltin thsy system reprgsentation2fGe, t he system

esent afyj 6_can | ncl a.hierarchi cal

(BRICS ont apteQeh tefalaon A8 Pl ity et iged toone or
1B02.defiged, pricss dells, By sites, lefrD Fest exdniile, Ahrod PP a Gi@Man-machine

J E’% ud@g{dﬁpreajent ations of _procedures/processes that
- feda stensiple aranbiqalpses mferface ah operator ey generate a

LRI rQued rel ML 6ES Pirfoflar 2k bo@é«icﬁ%ﬁh@ ERERH b 202.

enpl oyed to manuf acture an 1 ngestible product can be

Srepifieglly, ar dpashtohtan retyecstgisabdement/prodifmation oHpar@@far security
0351 _th t tj,on 206 ' . .
N T LA T M
TESreRBtation bl § prodbdas impslemested 8h the frAGryTIRIROR with{i tRé §ftem

a human- machi ne . . .
representation 206, and deliver a security-related request associated with the procedure to

the system representation 206. The security request can thereafter be delivered to the
security system 204, which can determine whether the operator initiating the security
request is authorized to effectuate security procedures relating to the request. This can be
accomplished by an authentication component 210, which can make authorization

determinations based on indicia such as user name, password, user role, plant location,
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interface (HM) or other suitable graphical user
interface an operator can generate a security request
related to a particular zone 208 within the factory

fl oor 202. Specifically, an operator can request

di sabl enent/ nodi fication of particular security
procedures/devices related to the zone 208. Thus, an
operator could view a graphical representation of a
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alarm disable commands or other security-related instructions, catastrophic resuits could

occur (e.g., a pharmaceutical could be incorrectly manufactured due to lack of an alarm).

Thus, the authentication component 210 supports variable levels of device authentication.
For instance, the authentication can utilize, but is not limited to, digital signatures and

certificates, where keys and encryption can range from simple to complex in a single
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[00371 In accordance wi th another aspect of the
present invention, the authentication conponent 210
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davdde! The dondmic Yolicgabiatd 302 réeies the@equest, iddletdragicgay

flgor 302. For, exanple, the security nodification
randgustion ghhe fctary flogr %(E’swh]gzschal@&ﬁ@gwﬂ@- Particularly, the
IRl BnerABER04 rdihs it Hnafiol Ridin 10 Brk iiRtving the
rocess cells, areas, sites, etc. sed upon the
fi)eerq:@ei@tercquh@:t@dfarides, related dgeines, atco Fo&dimpdy) hajtieg pperation of

GEARAR e obiing R el GRS T SR Qe it ith » disparate
devizeto trigger. ThasafhdtRNdcIahd AahRSANE HIss BOfissBIER TIR dynamic

the dynam c zone generator 304 can create a zone 306

208¢ ederator 304 can detprmipe whichealarars shenld be disghdedibased upon a current
R SRS e
[pe3fjest s {Upah dgnamicaliywrbating thabored06pthe secpfityt requdsasind the
agseo\é{a%e% ztogalpn?fo;gat%nncaain r11)te ?‘Qc%?\;:eﬁ b())!g, z%llilz(l:lhsecuﬁty component 308 within a
security system 310 that is utilized to provide security with respect to the factory floor
302. The zonal security component 308 can thereafter provide security procedures for

the zone 306. For instance, the security procedures can include disabling an alarm for

maintenance, and thereafter resetting safety switches upon completion of the

* maintenance. A procedure enforcement component 312 ensures that all appropriate
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devi ce. The dynami c zone generator 304 receives the
request, and determ nes a configuration of the
factory floor 302 with respect to the device.
Particularly, the dynam c zone generator 304 obtains
information relating to operations involving the

devi ce, interconnected devices, related devices, etc.
For exanple, halting operation of the device and

al a ause, a .di fferept,.al arm
ARy P08 RVE bR il Wiy Bybh ' i g Mosy(gerations
owhiein tiesgne BOY. eftbr ddstino®, iBthe sdoilrif) jsiocddared lg&xadadltaﬂby thBeonal
zone enerator 304 can determ ne which al arns

d
%@FT& %BIBP%H*"E Seage petsappliphith, theprogedure edorerment spmpppnent
of 12tvAe Iﬁmleﬁe%?ecsd@ﬁﬁbém Bladed bRk bfrdrRiaY ofe-ARh. 34

in genera [ 0039] Upon dynam cally creating the zone
Joeceduteeentnseament sompmneetsil2 sanibe asociated with atasus, aguaghical user

I
ARG g A P PG B PO TE B DR il pforoement
uhéchbrigds.t 0 provi de securi ty with respect to the
f fl 02. I t 308
JB0T1 L coRBunreirtin 5T St rresp A blbatar D apblemgatation of
260RityPdcedniRls fbr‘h’sﬁcﬁ'ﬂ&%f d ﬁ&oﬁ?ﬁéﬂrﬂby iSRG R q?he ?ﬁ:@ory floor

i ncl ude disabling an alarmfdr  nmi nt enance,

2 inshfdesan industrialicantraller é@%/thgwaumgtouﬁl@rsmmﬁ lsexspnsmnd
Soh P AR oYL U RO

‘pnderabier mlihihahﬂat‘agtemﬂcﬁm;@ml 1 Basediupbn tli(is( G(Hlleétibn of datﬁ., the controller
Inltla Zl n evl Ce€, oeratlons hjn the
@h fg&n q"fg‘toéﬁ’é%‘f dl?‘ﬁglagﬁaé‘l,h‘q ffy psecurity

%ﬁ@s& @Sr%i aﬁtﬁmﬁﬁ@reﬁﬁéh@ke&%ﬁw 406Y FoPTRARGNIE tﬁ@&nﬁ%ﬁeﬁm

lied with, the précedure enforcement conponent
Br_pzﬂdms pi algme theautomptis requrst SmSratordb ban ergatppaemdstiia disable the
[Nl t@?r%[@éﬂtr% er&l’ e procedure enforcenent

componen can Deé associated with alarns, a

g}oaphu caI Tiasecuritp r®jubaean then be delveéradto Qnszhmrzoﬁé generator
ﬁ@c él.‘lﬁ rocedures and ot her. suitabl e enforcenent

deterping p zapRd 10a7idhin thrfagterydiqpr 492 inwhigh secyity
T peeduh@twifl %?%l#/ Fal BStah Pl | Z30e génferﬂ% 6:%3 query the

rocedur es a porti oh of act or
artorpsflocxt4@d andr ﬂ@temantt mcqnﬁguumon of @@ conedliecs 494 Gag., dcv:ces and/or

dstrlal | 1 er at, can noni t.or .t he Iat S
PR bPurofi by Bechtirliet 40 TS i Syt defyRination, 2
dDRNECione @eﬁ(&rﬁtbr Wﬁaheféatdme BorERf1 01t lehiéd $&E SchScontroller
undertaken within the factory floor 402. Based upon

1¥; whergmy tb%%@ﬂ@ﬁlem%a@udq otherconirelsrs, dlevicas afcc dmaccordance
trang@% Eéc%f’fh@ére%rﬂ‘iﬂx%ﬁn&[‘ %ecfa&obm&or%@ C%&Ylgusly be

|noa ecurity reéquest n auto
p‘aﬂq:msdl mj}w phundlidy ofifithes. Fbhus| ﬂmt@nmm,c mﬁe gdreratard)8 aebdonly to

locate the appropriate defined zone 410 that includes the controller 404. Upon

determination and/or generation of the zone 410, a security system 412 that operates to
secure the factory floor 402 receives the request and corresponding zone 410 and a zonal
security component 414 generates security procedures relating to the zone 410. For
example, the zone 410 can include a plurality of devices controlled by the controller 404

that are employed in connection with a manufacturing operation. The security
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provi des an alarm the automatic request generator 406

can create a request to disable the alarmrelating to

that controller 404. [0041] The security request can

then be delivered to a dynam c zone generator 408,

whi ch can determ ne a zone 410 within the factory

floor 402 in which security procedures wll apply.

For instance, the dynarri c zone generator 408 can query

t he cto flaQ 02 and determ ne a co uratlon

o? op e6l|h1y 312 scﬂ. cmagq;}ee[e 14 cag apte o disabling alarms,
seémﬁy SRTMEHES) rlaﬁ&m@ée&ﬁ@y ﬁ@iﬁﬂh@@ lahe bﬂlépéhhabl@a&%ﬁty-related

upon such determ nation, the dynanic zone generat or

AP8CLHFEScr eat e the zone 410 that enconpasses such

c oI | er ‘ﬁ&ﬂ in .

er contro cse’sar}ﬁetﬁg&?? 8 (?(83%/ | n%%&%%ﬁ £ ehcumy
dprspmlua:s mﬂmpaﬂy a gbmbh of pfeteynflooms dhisiravad. Whdlef far purpyses of

Rl SRR HRlnbabio gy S s shoh 5ot AeStthed s o gpries of aes,

408 to be tindbidtdod Md a bﬁ:@éﬂa@d uﬁeﬂ@@ﬁme&rﬂlﬂﬁlﬁoﬂ RiobREkitEOBE the order
410 that includes t controller "404. Upon

@ElErASAGRIE 3FfS AN/ Bracepsdhace With dheTubjestinyeition jocgur iy different
SREE hddf I%\Sﬁ&ﬁfggg} with 38fer 28§ E’@ﬁ'xetﬁattsﬁowﬁ gﬁdj&e%cﬁﬁb% herein, For

factory | 'oor receives t request
caampletbosti skled am the 4t Gvitl mdda"stzmdmid apperciate thyt mﬂhodcdogy could

f%f)m%f:v&? %Ee?ﬁﬁg"?engd ﬁéegﬁﬁ{gedtur 3 rea]asé'oa g%en% suc aé?r? a? state
lidgreah.i B6rediverd Bt AidHufRRd0lsinesd ﬁlﬁ;dq;@ﬁh 1enbfa f@fodology

that are enp] oyed in_connection with a rranu acturing
é!beqcaﬂ%‘??wrﬂh@eﬁlamtmvn&@ procedures created by the

Joa)  secul s RO e fesbilbidtis Bletidel. FbPARR he

setiinig secarity esetting sec &r Ty
Mqryr lesr, represenddtivarcas be dmjﬂlawcbcﬂwgnaplgaeal asatimdrface or HMI to

TR TCE 50024 Dieh preniahor niet gy Sapdd auean 588
: Eﬂaﬁdﬂr@ czﬁfﬁd’er@g/\hﬂﬁdﬁh eénrRbtich &ﬁl?ﬂl@rﬁ(ctf)ﬂy%’or i'e‘j)resentatmn Therefore,

illustrated Il e, for purposes of inplicity of
akjsrasphieal @?preaen@twm@ﬁbe Sictogy ﬂe@mauné)egenmedawherem the hierarchy is

B H)%%%ﬁ%@x%gteﬁ%%& d‘ﬁﬁ% eﬁ?,ﬁfﬂc,%? hc?.ﬂll nvlilr# T Hsta lﬂﬂ)%g %51989

precrate e subjec ron 1s
¢employetiohypresent hmd:eprocesﬁmg ap;ﬂlcaﬁenss(e ] aaletcsxptra:y of 4 fecipe).

d th th t t
{8 Rombihetion & Camaleck et ARAAIOBAL ByacieTy 09t FBrbossgaied. For
inktahoel BdlicezRANBe 2R6cisted %‘iﬂlt?ﬁ“s?aﬁ?é Gvibes Pt £ %W]ﬁbgr

those skilled in the art wl under st and an
mpsPaditioneandraich deviessican b¢ opyescuted th omrateconamcumly tcb@mplete

er Inpterrel at ates
4 FRRSRATE AT IR oo o S TS B Conscnpiqyedin
oolnhﬁsibﬁ [ash&ﬁgeﬁeﬁaﬁngﬂl)é shSterh @€pibdefithtib), it I¥NEEEBIBbA that any suitable
0
moge?s ca%ybe employed in connection with providing a factory floor representation.

UA

[0044] At 504, a request for a security modification is received. The request can
be generated by a deviceequipment operator and/or automatically generated by one or
more intelligent factory floor devices (e.g., an industrial controller). For instance, a timer
- can be employed to determine when a device is scheduled for maintenance. Upon

sensing that a device is due for maintenance, an industrial controller or other intelligent
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in accordance with the subject invention. [0043] At
502, a factory floor representation is provided. For
exanple, the factory floor representation can be

di spl ayed on a graphical user interface or IDI to
enabl e a user to visualize such representation.
Further, an SP95 standard and/or an S88 standard can
be errpl oyed in connection with the factory fl oor

r e i on. There ore rchic

+ EIeB2 B ey oo ectaie oo plsGhIE oS Brsoriaieayitighe device
Whe irfiiiteraife flirfdses. CAY o itaéiratoir Qflir6lckithAa8Mne Ue asKledlford

to Iant fl oor application. Further, data npdels can

dsyisg oF g5t b s Wherbiesting o5 dgbusgingggics within an industrial

[
a&‘”““’u. 0B, FRPslafied the PBefafi HayRILPIS 18 aBohElpRftam for a gub
aprbe@ss wHithott] compranamng eeounemfead'emf@for aipashproesss.daviordisgly, the

gercassoc at 2 ! 54)%%3,&.13 devices in the
{a P BT Péﬂ“&g fiSHt #P%uch devices can be

r[rsmqsent edattsmﬁwpﬁrnatraate@fu tHe alotiRbior RqEatRIdictnindd. For
rranufg;:t uri application, Wile these aforenenti oned

Olffdh épﬁﬂl%')péeg:lqe}y whigh fevdse(3)oRgratien(s), applications,
080214 BRI 15 0 SURIEIE PR RS RABAL! Abcodiarcd wIRDEP ABect of

that any suita can be enpl oye
dbﬁm&emt owventianhthe fapéorg rﬂrogr laodlﬁcatmnwaﬁ inpbude defined zones, wherein

BB RFREMF Slebe? fotiogt Pes b b 2lktrads HEHORRE et to e repst.

@Bl@E@ie%lcb&oxﬂ:ﬁfﬁélcﬁﬁﬁﬁwd&ﬁﬁiﬁiaueﬂ@'(&tspécﬁmm operator Further,
utomati cal |y generated by_one nore intel|i

B 528 beinagueAly deteymaing bisad upaR ReSEwRfon of the factory floor
%ﬁ&‘ﬁfecﬂa% wekt) -Fof Bstal E@%ﬁ‘ﬂﬁ&ato?‘cekl rgﬁfegiaﬁ?d}n Ofar3RLRY GfbdlRation

det erm ne when a evice IS sc mai nt enance.
Withrespsettoian gnduktaial @n&eﬂercwhersundnmmxmntaMn of suchmepiestamith

|ndu al. co ol lLe her t.14 fact y
FREET G im0l Sopplietiat Sbg plb e fityiast 10 G

abERfiany. eﬁcwrmhgrsrh@cﬁe ipeRedired with k&l AHRsdAVRRS Ql%e should
An operator can request that alarns be disabled for a

pamopifieda T hers{are.dagnd upep ﬂerreqr@at adshafastory Beercqgfligyration, an

rial controller. For
Qﬁ#} g @%4e%ghg%g¥vg@ V\Aﬂgﬁﬁ{l'o test a control
046} am f oAt 508 Idinungrﬁ)cﬂmsletﬁmhmdtzomﬁmodiﬁedl RYr instance,

ec a rec e fo a ar.ent ce
Secttbilesired sheTS dhedeisimbi ohe ececsoneraisd gad implgmented
ﬁ%ﬁfﬁe@ﬁhﬂa&xﬁﬁ’i}f Qih zbAD4FHis HabRAG paﬁlcﬁ&[‘ ﬁeﬁ@é i dE\ﬁces

nmodi fi cati on request i s determ ned exanpl e,
pracesies, application efp bobe tpsted, debugsed, mmnt@.i:ned,edrams@ re-
I
SRR RS} S BB s D e RS o tco. st

zunal seewrityenatsles Dpartibiler dpeasion br dewerthibe xtridoR] ﬁ'@ﬁtlwspcunty

fl oor qurfrcatron can n | ude, defi ned zones, wherein
system wi t affecting security o er devices or operations.

[0047] Now turning to Fig. 6, a methodology 600 for providing zonal security

procedures to plant floor devices that Iack substantial intelligence is illustrated. At 602,
one or more factory floor devices are associated with a proxy server. Factory floor
devices can desirably be associated with a proxy server, as several of such devices lack

substantial intelligence and/or processing power. Rather, such devices are typically
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one or nore of the defined zones can be sel ected as

the zone(s) related to the request. Such zone

sel ection can be conpleted automatically or specified

by an operator. Further, the zone can be dynam cally

det ermi ned based upon configuration of the factory

floor and the request. For instance, an operator can
request a particular security nodification wth

r ect. to an.dndustrial . controller, wherejin . .. .
SRR o Polegperali, S GREED gy Bt reqtisibsansg! nfpliecnce

| ardits prdcassinpQidined | AedordiBglly Aherd ¢siSts hsuficiént badcesting capabilities
devices to operate _abnornmally. Accordingly, security
pH9(aE gtorags capabHitics Witk aespeds 1 tis Sesteru floprdevies & prs and operate
bs%cﬁﬁi? 'pf"ih'@tgves ThedehhRe ASH POEthe grcgﬁqﬂ HaRhtiGH) Quéhm%vices,
factofry floor configuration, a appropriate zone can
Hhowgyeto pant hecstdsyedchad epminvitate]thiough a pirox$ 68 vers dhus,iin prder for an

f or rmned.zone is di fied. .For ,i nstance
et et SRS 6 8R%xd it iR i v o BRG Sponust be
capl@eddep e alhtatmainidationp Cmaelithdughihe Dréigtervii)n atheffore, a
of such éone. Qbs enabl es. a part.lcul ar_device, set_ 0

PRFRRY OF devires camy by aseregsindithrguglppiilization of aprgxy segkgrewhich can
ARDSHIGL Siminhkd? suBBho sHLIPERRRPoordBvic&O ™M Ssi oned, and

the |like w thout conprising security of the entire
fleR48br y f | 46604, Sueduestfonasecumtyumidificatinn iy reseived with respect to a

. ' [ on devi ce. to be extracted from. .
PRidry TP RGBT e R o b o TR g incustra

-obiitelletlmidy aeiheissoeitedalitlonsubsiabitdl dnobiavefipiddekdigl Eapabilities
Fig. 6, a nethodql ogy. 600 for ,provi,ﬂi ng zonal security .
ArELatRey: fﬂﬂg?ﬂm&ﬁ BepraciicoYignessiblg {0 starsiand implement security
HASRS Heflin.| BbeLTr I8P ERmpte, i halSdd dsRbie O d&@éﬂfe alarfii®

or nore factory floor devices are associated wth a

pesosigted snthench Mdustdalicoftralter to eféschwtesmaintenatesiof aldeyicheontrolied

' wi th.,a 0XV. Server, as veral of ch
B R Ghdlfas ooy, PRk B e S5ty Gpoifiditons ere
POEAniSatedtd R mdrefAREy 166tcdevidesig B dbremlidred iproky server.
,I’tgqoptl mzed for a s;ﬁg‘gl e operation, and typically do.
PIogY SRV & 1S asetiatRd with spHicisnt mgmepeand/oy prsiessing capabilities to

T HbRGAG %flgﬁ‘?%%%%‘f@ﬁ% el %% iﬂ}e}&%&(ﬁ% 'gz}tesé implements zonal

Insufftic I ng cdpa Ities rage
seapatyiproceilerss tol drie or espedevides. Ah608, diet zmmy! febwurity preedwesare
fo.,store and operate securit rimtives. In
PR A GHg o Fheepist o it he el servrdbyprasgdures can be
Pplied el dPfces ﬂiapwfﬁﬁﬁnicﬁaﬂu&ﬁgh&ﬁ@ﬁ&grﬁ dere@ld In accordance with a
conmuni cate t hrough a proxy server. us, in order for

dsparaipaspaetof thaRresent invenionethe praxyseoeseandie amployeddo selectively
l%@?%néﬁ? g%cfiﬁ@ rb Qs O one &F ri\éngfe d@&ﬁ%ﬁ@ﬁt cqilﬂﬂ%rggag? gi)c(z }}:hc proxy

muni cat 1 ons channel roug
ssperer). Therefore, a plurality of devices can be

R0t e r B Wb 7301 O 0 AR o SELEE ind
implementing zonal security procedures is illustrated. At 702, a request for security

modification relating to a particular device, applications, procedure, group of devices, efc.
is illustrated. For instance, control logic relating to an operation may desirably be tested;
therefore, security relating to an industrial controller that utilizes such control logic must

be relaxed to enable an operator to effectively test such control logic. In accordance with
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thereafter adm nister security to such factory floor

devi ces. [00481 At 604, a request for a security

nodi fication is received with respect to a factory

floor device that |acks sufficient intelligence. For
instance, a particular industrial controller may not

be associated with a substantial anpbunt of processing
capabilities and/or nenory, thus rendering it

| ome Aspectatilic praGACbtioh thdicie Rt bP A8 BY bh berator.
pr W%rltﬁ\{es therein. However, "for exanple, 1t may be

d¥i 703 Iheoneaten thatis eelatgchto e reausstisianthentioatetih Feuotample,

I Remshfid nejayent i nt.epnance of a

devi ce %ﬂ?r ol l%@ldn@éch%:%g@{%ﬁ%ké rﬁ&]gq GOHEH &) ysgy names and
TR&sEPIsise Futherdo®, atiigiabintelizenexctactiniguesoati be @adlo@asn connection

a gﬁﬁ{g ated to one or nore factory floor devices
vﬁvgﬂlta&gl a opﬁegr%ﬁ'?ef'oned proxy server. The proxy server

| #0585 0ci at Ashusst hibrei fHel oG “RRFOLY-ARINE RIR$EFAIRo the
abil L.ties . to,  store and inplenment security

B? %07 & Ef—‘és,ona}wbpﬁ@ré%fﬁﬂ’@ﬁ stetamel aispierasnyinpiraent and/or user from -
ZEAbf olsseRMfibioths RBARERE WA e gr?cpgr &, riﬁf‘e‘f‘en%? éénr{ecﬁqs %@%Byed to

608, . the zonal security procedures are 1np
aidersHy ip pecifis eontext ettpction, or Bar gdnasitcenprebattility diwiaition over states,

i res can b lied.tg all device .
e e, RS i o Xt ABPestfet i Rydhomppition of a pobabity
aligtabutnasendtits of intdfesitabal ¢h A&BIdbralbn bP P hRF&Rhts. Inference
|nvggt|‘%n, the proxy server can be enployed to
SBR BeP e g Pmlogéé%qwoﬁlpﬁméyemem &oura set of
rREfs S t i | i 0 server. .
Co0as Yot SR MAGEIATRAAL e Bl BB R0 ey SRS pipotons
donet satiohgbssrned events ndbortstiong] eventdates exhsthiet yr vt CRASEMLS Sre
IS At 702, .a reguest for security
Sl 5] 34 828, AR L e e come fom oo
apgdverheventiand wmehég.eFo@&%plepﬁase&ﬁp&F&meﬁhﬁl dagté feéaﬁng to an

illustrat eg)ﬁ For jnstance, control logic relatin

SReTBIBE Athan O detsymined whebersuple opasatoris;authotiseditb acesss and/or
' : ' i ' ontrol l.er that

FIRAMY Sechiy i et @ ARchASOh. TP iSeu onslirampseonty be

aﬁh@ygd & mﬂdl_fjto pa-tligndmt devitkey gltvtEJS ﬁl?eeitﬁﬁl’tirﬁ@nddvﬂie Pré@dires, dperator
ce, W . one aspec .the presen

REGRIIARC it Ll el Atk rslaing fo s agiopinor, 2oue spdlor
aperaifraan ntike varibus GthoritAtfnGRRFAEL. that is related to
l@Bgurequest i s authenticated. For exanple,

ent i orf3 708u2 Fanetis determined releting tpuths reqmestiveceived at 702. The
RAPLYYEN e 3 Nes. S% asswor ds.

P R Gy et e BV B i R BRI s detinedhe
agemtling dal kivowe aneas; prdceduresjidevicaysitteirbseas bR, @c UAEY0S, as
Jeg%?%igﬁ used.herein, the terns to "infer" or

y V& SSCBRLY Progerires preeeperated @nd implemented for the determined
zone. In accordance with one aspect of the present invention, common data models that
can be generated and understood both by factory floor devices (e.g., industrial
controilers) and high-level systems (e.g., ERP systems and MES systems) can be

employed to facilitate generation and implementation of zonal security procedures.

[0052] Now referring to Fig. 8, a methodology 800 for automatically generating a

security modification request and implementing zonal security procedures based upon
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process of reasoning about or inferring states of a
system environnment, and/or user from a set of
observations as captured via events and/ or data.
I nference can be enployed to identify a specific
context or action, or can generate a probability
di stribution over states, for exanple. The inference
can be probabilistic-that is, the conputation of a
p u [ Q f r est .
PSRl it ANi0) A PRI BNAL 6 Bliol ISR peariuet. For
cnlandes o dedée suchas b podas) ipgies sawyplcoysmdail,aherelpng@asing gn industrial
g(%ﬁrep Itevel vents fglg a set of eventé and/ or dat a.
N1t BERFEES PRalm SHTHher Rae ebmete sesorSheagseng hat a
ememifsct@red pRidu@ngs adf st S6th &fmﬁ bmeerf EaRie @éﬁerahon of an
and/ or_stored event data, vvhe her or the " évents
arm. (Hieabpyg a8 siply snesiiciesampplenet gwermzm efian algyn, and it is
WiReRRIod 1 a8y SRS ﬂ%ﬂn@%ﬁ@e&%ﬁ i.rn% Q'{th%l?evrgétﬂodology
event and data sources or exanpl e, %n
cisit Att804la stenrity raghest iseptdatizally meraad;dmppn |r¢ce1panf the alarm. For

et her such 0 tor is authorized t
IR FEEA It B 4 BanRRRr B0 b oot Jompdig sdearity rlating to
pbaﬂdeauéee[uliemnmmaﬁbmg, ehefafdl | cul ar oper at or nmay only
%y particul ar devices given

h d
3@@@?? |t c O[ :Ar’zﬁrgg tog@vngei aprisP Y eelefingdo therepwity requpsh dwmeraivied. Such
%b&‘ato-lrgﬁiﬁovdl‘ Erhﬁ &és'&c%}%fqﬁke 4 "Bk @)t( taﬁ afann can be

factory fI oor, one oper at of can vari ous
genangied based vpon arfasltesenesr. Thefdt, ittvoaldde mfﬁmaﬁ to disable

g%tu%{)m S ngn% eﬁﬁe%ﬂgwﬁpwﬁ@&%ﬁ%rﬁé%r \}; gwmg a(I)lzoperator to
approvd the Wn@%@mg;ﬁﬁor & molifPng @éduﬁgdenaaﬁg Qéteintifatid of sensor

@é‘ovvn ar eas procedures, devi ces, Si tes process
uresprics g mogdifying secugity. 'Afc808; wnoacpatstor @pprgre@ @rzong relating to the

tfe%t 18 EteHiit ShsdRh dte{}% & zope that

dete zone. In accorggence W one  aspec
plcwmlhaﬁ dwmntcambe detemins. dMo@ovarctal cpetdiiah thac atilizes the device

nerat e d under od both by.facjor | oor devices
S Sl ity e irieorRiPurbaias ke ik deispained pereine
" gehefited IMBTMPIEIARE valhth ESosy St ens) can be enpl oyed
tg facili tat e generation and inplenentation of zonal

B934 i ty N &uming o Figp fomzxemplany fattory flon representptios 900 that
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with the exemplary representation 900, the process cell folder 902 can be expanded to
show particular units within such plant process. Particularly, the plant includes a folder
904 that represents a first unit, a folder 906 that représents a second unit, and a folder
908 that represents an Mth unit, where M is an integer. A unit can be defined as a
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alarm The above are sinply specific exanples of
generation of an alarm and it is understood that any
sui tabl e alarm can be received in connection with the
nmet hodol ogy 800. At 804, a security request is
automatically generated upon receipt of the alarm For
instance, if an alarmrelates to a particul ar device,
a request to nodify security relating to that device
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fmogder 902 o, ' epresent atj on of a process
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thetproce cddp modily serywity relating it endire process oell, such operator
ponld selzciofolddr %2Xhas iam Lol derstood tha
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I'E?H;Hén%;ﬁ' ther. e i ich one or nore
pt oces s“’ﬁg 63@ Hcg}dlﬂ? gtga%%\nﬁwdﬁ% thabeepresent a first recipe procedure

and a second recipe procedure, respectively. Recipe procedures are an entirety of a

recipe for a batch product. Thus, multiple recipe procedures can be utilized on a factory
floor. The folder 1004 is expanded to illustrate folders 1006-1010, which represent a first
unit procedure, a second unit procedure, and an Mth unit procedﬁre, where M is an
integer. Unit procedures can be defined as a set of procedures that are carried out with .

respect to a particular unit. Thus, one recipe procedure can be associated with multiple
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[ 00551 Fol der 906 is shown as expanded, and includes a
folder 910 that represents a first equi pnent nodul e,
a folder 912 that represents a second equi pnent

nodul e, and a folder 914 that represents an Nth

equi pment nodul e, where Nis an integer. An equi prment
nodul e can be a functional group of equipnent that can
carry out a finite nunber of particular activities.
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dBeb §d ﬁ&}(ﬁlgh the proxy server 1108. They system 1100 further includes a security

system 1110 that can implement zonal security procedures with respect to a factory floor.

The plant floor devices 1102-1106, however, do not include sufficient intelligence to
store and implement security privileges. Therefore, the security system 1110 delivers
security procedures relating to the plant floor devices 1102 — 1106 via the Proxy server

1108. In accordance with one aspect of the present invention, the plant floor devices
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19 unit procedures. The folder 1008 is expanded to
show fol ders 1012 and 1014, which represent a first
operation and an Nth operation, where Nis an integer.
Operations can be defined as independent processing
activities consisting of algorithn(s) utilized for
initiation, organization, and control of phases. The
folder 1012 is expanded and includes a representation
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to be understood, however, that any suitable structured data model can be employed in

accordance with the subject invention.
[0061] With reference to Fig.13, an exemplary environment 1310 for
implementing various aspects of the invention includes a computer 1312. The computer

1312 includes a processing unit 1314, a system memory 1316, and a system bus 1318.
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security procedures relating to the plant floor
devices 1102 - 1106 via the proxy server 1108. In
accordance with one aspect of the present invention,
the plant floor devices 20 1102 - 1106 are aggregated
into a zone. Thus, security procedures inplenented
wWth respect to the first plant floor device 1102 are
al so inplenented with respect to the second plant
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[0064] Computer 1312 also includes removable/non-removable, volatile/non-

volatile computer storage media. Fig. 13 illustrates, for example a disk storage 1324.
Disk storage 1324 includes, but is not limited to, devices like a magnetic disk drive,
floppy disk drive, tape drive, Jaz drive, Zip drive, LS-100 drive, flash memory card, or
memory stick. In addition, disk storage 1324 can include storage media separately or in
combination with other storage media including, but not limited to, an optical disk drive
such as a compact disk ROM device (CD-ROM), CD recordable drive (CD-R Drive), CD
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accordance with the subject invention. [0061] Wth
reference to Fig. 13, an exenplary environnment 1310
for inplenmenting various aspects of the invention

i ncludes a conputer 1312. The conputer 1312 includes
a processing unit 1314, a system nenory 1316, and a
system bus 1318. 21 The system bus 1318 coupl es system
conponents i ncl udi ng, but not limted to, the system
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342 is provided to illustrate that there are some output devices 1340 like monitors,

~ speakers, and printers, among other output devices 1340, which require special adapters.
The output adapters 1342 include, by way of illustration and not limitation, video and
sound cards that provide a means of connection between the output device 1340 and the
system bus 1318. It should be noted that other devices and/or systems of devices provide
both input and output capabilities such as remote computer(s) 1344.

[0067] Computer 1312 can operate in a networked environment using logical
connections to one or more remote computers, such as remote computer(s) 1344. The

remote computer(s) 1344 can be a personal computer, a server, a router, a network PC, a
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vol atil e conputer storage nedia. Fig. 13 illustrates,

for exanple a disk storage 1324. Disk storage 1324

includes, but is not limted to, devices like a

magnetic disk drive, floppy disk drive, tape drive,

Jaz drive, Zip drive, LS-100 drive, flash nenory card,

or menory stick. In addition, disk storage 1324 can

include storage nedia separately or in conbination
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client 1410 and a server 1430 can be in the form of a data packet adapted to be
transmitted between two or more computer processes. The system 1400 includes a
communication framework 1450 that can be employed to facilitate communications
between the client(s) 1410 and the server(s) 1430. The client(s) 1410 are operably

connected to one or more client data store(s) 1460 that can be employed to store
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speakers, and printers, anong other output devices
1340, which require special adapters. The out put
adapters 1342 include, by way of illustration and not
limtation, video and sound cards that provide a
means of connecti on between the output device 1340 and
the system bus 1318. It should be noted that other
devices and/ or systens of devices provide both input

LMo BE b BT bl S 1410 DaieipaRars o TChnabecuy

e netincoRd B Bnebs infdfe $<Per dath stof§)1AAQD it Sard 1 16 Bofe
re te conputers such as renote conputer(s) 1344 The

tigp jasalktetheservesad3@an be a personal conputer, a
S f0076] . 2 "WhEhas Be %ﬁ@f gl%ve%cl&?és %@Eﬂf tﬂ@sub L
m croprocessor based appliance, a peer 'ce or
c ByYaRtenn dt isnficounse aiet possiblelie dbschhe ewzmﬂ cdrycpnvalslb qubmat:lon of

 ftyeRs PP BoiBiit 1 nlipSsel of Sitining B Sybiogiinventign, but one of

omid;na@ ghsihidrthie &t ﬁfa? Popivd (et rhadyOfukther dohibﬁaﬁ@ﬁ@&d‘@ﬂe?ﬂiutatmns
1344, Renote conputer(s) 1344

te.co ter(s)

%%}W?ngwﬁﬁweéfwswb ec Sywperdingly; thesubjepigpygatian is intended to
F@ﬁ%@é&‘aﬂ' St aiteifond 38HA0Ho ‘gn% s@hdt Yant &Rfﬁﬂ?ﬁ @%t and
via comuni cati on connectl on 5 twork 1 nter
15398 dilevanpended claims nhwthieonoreto theextent kist thedbrna§ncludes” is used

(B MR PR R Bionse Y Srnsc SRS Bl D Benebaei no

lntomef Simﬂal(tE d term CapiRisin %fddn{ﬁﬂs » AhRrprete€ twhas émployed
%%D%abﬂ a?ernet/l EE 1102. 3, Token Ring/IEEE 1102.5
werd WW%Q%%khnologles i ncl ude, but are not
limted to, point-to-point links, circuit swtching
networks |ike Integrated Services Di gi tal Networks
(1 SDN) and variations thereon, packet sw tching
networks, and Digital Subscriber Lines (DSL). [0068)
Communi cation connection(s) 1350 refers to the
har dwar e/ software enpl oyed to connect the network
interface 1348 to the bus 1318. While conmunication
connection 1350 is shown for illustrative clarity

conputer 1312. The hardware/ software necessary for
connection to the network interface 1348 i ncl udes,

for exenplary purposes only, internal and externa
-technol ogi es such as, nodens including regul ar

t el ephone grade nodens, cable nodens and DSL nodens,

| SDN adapters, and Ethernet cards. [0069) Fig. 14 is a
schemati c bl ock di agram of a sanpl e-conputi ng

envi ronment 1400 wi th which the subject invention can
interact. The system 1400 i ncl udes one or
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nore client(s) 1410. The client(s) 1410 can be
har dware and/ or software (e.g., threads, processes,
computi ng devices). The system 1400 al so i ncludes one
or nore server(s) 1430. The server(s) 1430 can al so
be hardware and/or software (e.g., threads, processes,
conputi ng devices). The servers 1430 can house threads
to performtransformati ons by enploying the subject
i nvention, for exanple. Cﬁﬁjﬂgﬁ§ible conmuni cati on
between a client 1410 and a server 1430 can be in the
formof a data packet adapted to be transmtted
bet we re conputer processes. The system
1400 e‘5}7}”%\%((1)‘:lé;ime(m)conmJnlcatlon framewor k 1450 that can
be enpl oyed to facilitate comrunications between the
i ent Er 1430, The cllnnt_s)
ilo aé e&%%té Eﬁgﬂ%lahg%nec a]facl)l ocr)rhaélo%§ecm'1 SR né
dat a s‘;toomp(me)lt thattﬁi@eivbsaa request th modifpscoydd rdating tocr @n@df a

LBl TPOL A2y 15 HAF AT e Ry b s

napne isqneadeﬁuedohaa fectetyaitcat scpreEMoh hadt aut@mtioglyekrhnined to

store, i.nformati on lL.oca ervers 1430. 07

rah SeleBh e g BB o i B i e sy Bbore

gellnjemtgtlon, ovd@mbizaly deteringed bﬁsr}o% ﬁpb"nsﬁ,awﬁﬁ?es@ obdeviRkLanido
escrl.i be Q [ e conbi nation o component s
o Wﬁéﬂg?%é#&£9¢kﬁ%?ﬁy 8%es of describing the

subj eatoriandsiirity edtmpoBetit (ANEeneiates Sdaith Potedikds phrtibwlartthe

naégiecognlze that many further conbi nati ons and

S@? ons of the subject invention are possible.

AccOnlichd bite sthldRireiit6Rbdedl IMEFnkRARs ik hAbSTed to
enmbrace all such alterations, nodifications and

venresshtplinnsand pllows egmuygieation tq ans fgqsn poth ap ingustsalneatrelfer
bf®a ARREAME stehAl Mfour TGRS OhRdieharet he ext ent that
the term"includes” 1s use in et er the detail ed
description or the clainms, such termis intended to be
2l nCl Uhié ¥BuritP syten BFERRA | %h'iﬂdu@cﬁal%@nt&;‘ﬂ@r rb @IV the security
‘conprising" as “conprising” is interpreted when
PepdwRped as a transitional word in a claim 25 CLAIMS
“What is claimed is: 1. A security systemrelating to
|ndustr|al automation security, conprising: a
3co rrp%"e???uﬁth aysteref elajpass] or % thg el scoerityraeinpapen dcayrare of

pFeed:@dinD Sec pAo) floor, the zone being
fess t an a ént?§g$%hb g&ﬁﬁéggctory roor wher ei n
t he

4. The security system of claim 3, the generated security procedures are based at
least in part upon the pre-existing security procedures.

5 The security system of any one of the preceding claims, the zonal security

component is aware of devices existent within the zone.

6. The security system of claim 5, the generated security procedures are based at
least in part upon the awareness of the zonal security component with respect to the

devices.
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zone is predefined in a factory fl oor representation
and automatically determ ned wupon selection of a
correspondi ng portion of the factory floor within the
factory floor representation, or dynamcally
det erm ned based upon an awareness of devices and
oper ati ons undertaken on the factory floor; a zona
security conponent that generates security procedures
articular to the zone and at |east one structured
at a %G@Uﬁmﬁstelg@iﬁ @ryatr@@f thk precedingxlgimk] thorzone comprises a

SR R o Ao Rl B QTR LAk RO B
gipettdodevines thaizchxnoodnregﬂy mpgotk ampdenaentaBlon Fhecsy protddyres.
systemof claim1, an industrial controller receives
the security procedures. 3. The security system of
claims 1 or 2, the zonal security conponent is aware
of pre-existing security procedures relating to the
zone. 4. The security systemof claim3, the generated
security procedures are based at I|east in part upon
the pre-existing security procedures. 5. The security
system of any one of the preceding clains, the zona
security conponent is aware of devices existent
wWthin the zone. 6. The security systemof claimb5,
the generated security procedures are based at |east
in part upon the awareness of the zonal security
conponent with respect to the devices. 26 7. The
security systemof any one of the preceding clainmns,
the zone conprises a proxy server that facilitates

i npl enentation of the generated security procedures
with respect to devices that do not directly support
i npl ementati on of security procedures. 26a 8. The
security systemof claim7, the proxy server
aggregates security admnistration for the devices
that do not directly support inplenentation of the
generated security procedures. 9. The security system
of any one of the preceding clains, the security

pr ocedur es '
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conprise variable | evels of device authentication. 10.
The security systemof claim9, the variable |evels of
devi ce aut hentication conprise one or nore of digital
signatures and certificates. 11. The security system
of any one of the preceding clains, the security
procedures based upon contextual information relating
to a user. 12. The security systemof claim1l, the
. c@ntex i.nformation.c rises at |east one of the
dor o Tty SlER] o Rai? Be pE RS sy oEBRRGRBRrd)  of e,
t edainttraiiayfor thadevicze tiasdant dies{$ juppodt Snplémeemtionaf theed
security system conprising the zonal security system
oﬁagﬁvaﬁﬁg¥%¥pm9ﬁgggreceding claims. 14. The system of
claim 13, further conprising: one or nore distributed
_ s§curi nodel s, th cent&glized security system and
the ol sgrunbpyyatey ol any engral theguecsring lajms fhesequrity procedures
'de&ﬁﬁﬁr_isé‘%ﬁ-iéwe [veliifdcviBsiftthen@afio? CoMponent 't hat
facilitates automatic integration of the distributed
security nodel(s) with the centralized security
SYR! eMHAREA ARG ER bf am,r%g%le %%lsﬁ ice authentication
integration, the 1 ntegration based at [east In part
upRBRPTISe Plcorarord ef digiéad sighatiresardrvertifisgates. nodel . 15. A
zonal security conponent, conprising: a conmponent that
receives a request for security nodification relating

t 4. ond@he securityrsgsterh ofamyaon ofthe pebcading plaings, the Secusisyi prlesetiures
a factory.fl.oor; 27 dynam c zone generator that

;tpﬁg%}?ggc?ﬂ?‘%aﬁwh%hﬁﬁﬁéﬂ‘@ﬂl y deternines a

zone relating to the request; wherein the zone is

g{;tede jned i.n a facﬁ‘?r_y fl oor representation and
onaf SESHAty syter phsIR B Ly he sordetieal mmfesmagen gomprises at least one

CITiHARBY AN, HRAsEs980aRbn, EusEAGHRY Hind bp@%&{dtlﬁm actiéh(s).

factory floor representati'on, or dynham ca
det ermi ned based upon an awareness of devices and

era igﬁa]&g@l&% ?|§ . . | :
gg'cur?‘ty conmponen ?ﬂ%%ﬂ-g&erﬁﬁr}sa sé%&er%:élugrelm@&ﬁs soiecﬁégﬁar%&ém“f
ftler prededingatdimsy fl oor relating to the dynanically
"determ ned zone; and at | east one structured data

nmodel that generates the factory floor representation

dnd aThowsteSINE4R G 3 fufifer cOmp#iding:r om bot h an

i ndustrial controller .

. one or more distributed security models, the centralized security system and the
one or more distributed security model(s) described by a data model; and
a component that facilitates automatic integration of the distributed security

‘model(s) with the centralized security system upon receipt of a request for such
integration, the integration based at least in part upon policies defined within the data
model.

15. A zonal security component, comprising:

a component that receives a request for security modification relating to one or

- more of a device and an operation resident upon a factory floor;
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and a high-level systemwthout utilization of

m ddl eware. 16. A nethod for generating security
procedures for a portion of a factory fl oor,
conprising: receiving a request for a security

nodi fication relating to a factory floor; determ ning
a zone of the factory floor based at |east in part
upon the request; wherein the zone is predefined in a
factory floor representation and automatically

det er nf HEHMipEme gencaten thet apalyzes thsreasyondilymgmetlyi on

ofdefehBintarione YelatfﬂgQQ [he%dd%btnwha%mftﬁé:i&l%y aﬁrle&)é?ﬁled in a factory
re resentat|0n dynan]ca | det erm ned based upon

Oamf)@ﬁ%@oafamé @vp@éfécablﬁ éet@w@ﬂ%& moaselgetivaat a L@eﬁe&mndmg
%@rtfoﬁ oF Qfe)fadctJn?QToor FRRR R fa&grysﬂﬁﬁﬂ E'éﬁrééeﬁﬁﬁ’&e gf‘&ﬁl%mflé%[lg

e zone_ based’at |east In part upon the réquest
a|dF t5Tningd BasReRANCRAMEFFNESS 04 Heviees ghe BperIN UndRiiaker e
C@idollosr and a high-level system w thout
utilization of mddleware. 17. The nethod of claim16,
r el ayi WePnehscwity epmpapen et gensraies sermnPropedes forithg factory

C @861 1elalifY to tﬁ@dymﬁhﬁcam?td%ﬁn%d Chifel ARy 16 or 17, further
conpri sing aut hent i an op erator that initiates

t he r edjdestonesguatored fnia m@ieh@gt &Wle@ﬁ’? ﬂ@mféCt@fY ftosi s 16
t @pidenthdtfh 3319 '@lﬁ09§ E(ﬁ'ﬁﬂhﬁ‘i@ﬁheﬁﬁé %ﬂd ﬁL ogff&?ﬁgl Qbntroller

sel ection of defi ned zone. one
ofind3 @ghﬁevgbsy[s@nq\gl,thm ptilestion Qﬁmddéfr\’fﬂg@ associ at | ng
- devices on the factory floor with a proxy server; and
|nplenent|n the generated security procedures Mﬁth
 Mespet nethed gmg%%mégwmwr@wurepﬁmyo@@n oke factpgefloor,
§%§§ E AND FLEXI BLE | NFORMATI ON SECURI TY FOR
I NDUSTRI AL AUTOVATI ON ABSTRACT A security systemt hat
r el at &sevagiateqssiibrg scaunity madifisatigoelating tp adanpyifbes a

determining a zone of the factory floor based at least in part upon the

request; wherein the zone is predefined in a factory floor representation and
automatically determined upon selection of a corresponding portion of the factory
floor within the factory floor representation, or dynamically determined based

~ upon an awareness of devices and operations undertaken on the factory floor;

_ generating security procedures for the zone based at least in part upon the
request;
and
allowing communication to and from both an industrial controller and a

high-level system without utilization of middleware.

17. The method of claim 16, relaying the security procedures to an
industrial controller.

18 The method of claims 16 or 17, further comprising authenticating an

operator that initiates the request.
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conmponent that receives a request to nodify security
relating to a zone of a factory floor, the zone being
| ess than an entirety of the factory floor. A zona
security conmponent generates security procedures for
the zone, the security procedures differ fromsecurity
procedures i nplenented on the factory fl oor outside

the zone. FIG 1 29

19.  The method of any one of claims 16 to 18, the zone determined based upon an

operator selection of a defined zone.

20.  The method of any one of claims 16 to 19, further comprising:
- associating devices on the factory floor with a proxy server; and

implementing the generated security procedures with respect to the devices via the

Proxy sCrver.
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