2 0 AUG 2004 METHOD AND APPARATUS FOR DI A TAL CONTENT COPY PROTECTI ON
Field O The Invention The present invention relates to el ectronic copy
protection of digital docunents, and in particular, to protection of
di gital docunents agai nst wunauthorised copying and access. Egﬁkgﬂg)xgnd Wth
the rapid growth of the Internet and nultinedi a technol ogé,0 S ution
of digital content, hereafter referred to as digital docunents, is
pervasi ve. Such digital d nent.s i ncl é_ tware prograns,
graphics, video or audio (ETHOL . non-di gi tal docunents,
digital docunents can m!?gpi@ébgﬁ!-ﬁwm?éﬁid y w thout any
degradation in quality: : T igital docunents are
easily copied because of inadequate copy protection adversely affects
commerce including consuner interests. Hence, security of digital
docunents is critical to ensure a comercially stable environnent.
Conventional Iy, the security ofjafl BftrHe ﬁ%g%ﬁt s involves using a
cryptographi c systemto prevent unauthorised copying of such docunents. A
cryptographi c system or cryptosystem has an encryption key to convert
pl ai nt ext into_ﬁ_iléhertex,t and a decryption key to recover the plaintext

er

fromthe ciph REesent ’”ﬁ’ﬁ@t[%ﬁlﬂﬁsit@@‘%?@&ﬂ"?%@“&@@@b@f datdley are

i denti cal , Y. L : i rypiosystem If the
enor ypt 1 onqea oS A RITARELE, R &L B QAL e inE AR LTy the
decr ypt i onuneeyhdrisech capyégeared gptésm key is conputationally infeasible, the
cryptosystemis called an | 2 0 AUG 2004 asynmmetric key cryptosystem or
public key cryptosystem In a public key cryptosystem anyone can encrypt
a nmessage using the public encryption

Background

With the rapid growth of the Internet and multimedia technology,
distribution of digital content, hereafter referred to as digital documents, is
pervasive. Such digital documents include text, software programs, graphics,
video or audio in digital formats. Unlike non-digital documents, digital
documents can be copied and disseminated easily without any degradation in
quality. Obviously, a market in which digital documents are easily copied
because of inadequate copy protection adversely affects commerce including
consumer interests. Hence, security of digital documents is critical to ensure a

commercially stable environment.

Conventionally, the security of digitai documents involves using a
cryptographic system to prevent unauthorised copying of such documents. A
cryptographic system, or cryptosystem, has an encryption key to convert
plaintext into ciphertext and a decryption key to recover the plaintext from the
ciphertext. If the encryption key and the decryption key are identical, the
cryptosystem is called a symmetric key cryptosystem. If the encryption key
and the decryption key are different and determining the decryption key from

the encryption key is computationally infeasible, the cryptosystem is called an



key. However, only the holder of the corresponding private decryption key
can decrypt the ciphertext and recover the message. Another common aspect
of digital document security is the use of digital signatggegygWigh is an
el ectroni c anal ogy of hand-written signatures. In a digital signature
schenme, a user has a private signature key, or private key and a public
verification key, or public key. Only the holder of the private key can

gener at e ggytamieticlkél ERptadyaith oF public ReVBARASS std! IrPAYABA: ke h the
correspondi ntg publ i? kg)g/) cgg veriae/ t he j\?/rgl idity of the¥)d| gital signature.
g
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cont ai n adedrgpisthetdishertent add redevér thg . m&ssddeer public key, and a validity

time interval, and are digitally signed by a certification authority. A
one-way hash function h() has the properties that: 1) for any nessage m

conput at i onal 1 370BRE Eh oGP BB of il b Ime b acld DR % Fd Bhave che same
hash is afigital sigmatutet, ivdieh Isyan sfeetronid andfogy oPhand-Wridtemedideatupss. In

cryptosystens, digital sjignature schenme, one- way hash functions, and
pu%r)i c ie@%lgétta{ Pig @B{r@§,‘3h?€lee|aé+ﬁ% has aypdate signatungliy; @ privatedgyschot , and

cauf man, 150 RIDHPE ReRAC: fioffRy, 9 pibkekRR ORiitne LERfer diRe pofihey” ©
Cormmuni catédrogenerate Buialid dighial signaRirR d?r @ méssageabut anyorg withdee C i ffs, NJ,
prot ect | HPrEaRoRaTo BuBlithel Gbyeiiy 6 VAIADCHANP il snatves  Brbedded 2 2
r%éﬁgnizg%éhbli‘cﬂ(%?p%%@ﬁﬁ 8Hdigtarsighafird S¥RERe, it s BREH *hbBHRantfae chal l enge
securely bind a public key with the legitimate user’s ID. Such a binding can be
achieved using the public key certificates, which contain at least the user's
identity, his/her public key, and a validity time interval, and are digitally signed
by a certification authority.
A one-way hash function h() has the properties that:
1) for any message m, the hash h(m) is easy to compute;
2) given h(m), finding m is computationally infeasible; and
3} finding two messages that have the same hash is also
computationally infeasible

For more information on cryptosystems, digital signature scheme, one-
way hash functions, and public key certificates, reference is made to A.
Menezes, P. Oorschot, and S. Vanstone, Handbook of Applied Cryptography,
CRC Press, 1896, or C. Kaufman, R. Perlman, and M. Speciner, Network
Security — Private Communication in A Public World, PTR Prentice Hall,
Englewood Cliffs, NJ, 1995.

U.S. Pat. No. 5,935,246 describes a method of copy protection for
protecting software against copying with a challenge mechanism embedded



sends a random chall enge to the custoner's signature server. The signature
server signs the challenge using the custoner's private key and then
returns the signed challenge to the chall enge nmechanis Ve ximal | enge
mechani sm then verifies the signed challenge, using the custoner's public
key, and prohibits the customer fromusing sone or all of the protected
itemof software unless the verification is successful. However, U S. Pat.

No. 5, 93he24h protestad iterl ofcsdfisarer hWodperativethluhalienge meshap@h user to
have a private key and ?ublic ke air. Hence, disadvantageously, anyone

with knsfindggerandom cagl qn%@éha@g@mew’%ig@aw9 seaYerad besignatdre un
: 3 gy |
B 215 peconid SR eBhallonBe dofhd Hfs clbinePRIiRPkey dngincif et

r ecor di nghewitireedschaileage do hipa chakriesmeChanisniCalhe elthilentB hBecharigmbi nat i on
of syrmetF]ic and asymetri cal encry'&ltfi'n met hods,, an_ aut hentication

si gnat ur &N¢8 VEEHSS Hisysigned ghaligrger using temey s publiekevodnd i s required.
The nat ur, finitk b Ll Iy S tot ipg&% "y ot transferred
to illi cirtﬁo@%)glgggéﬁgge onﬁgﬁnru}éﬁlggpgw\meﬁqgﬁ ori gﬁoglltérgrdgt ected disk is
pl ayed, tdoftwaresmiess tbe venificatigmist suceessiut ddowdeerpla§ePat dacorrect |y

decrypt t ram dat a.,. However, when co of a protected CD is played,
t he abser#ggsgéagﬁg‘e?iagﬂ'i]?”ﬁ YC%QEJSSV{S%@ g?%ﬁgﬁu'f%s SQ&%P%E&T bagadat a,

whi ch  prfuigkd j ' i copy

protecti oﬁngﬁlgén%bﬁﬁ ;%ﬂbg& klt%g?@ r&%gegﬂ'g‘gg‘e@t?gﬁﬂwg?’%ﬁ“P@'%t ion to CD
pl ayers dmgwledgshohadedilimate vsertmprieate ely\candalcess anderuaqeroteadéd such CD

pl ayers. . 903,296 descri bes copy protection of software on
nagnetic%ﬁ@%qﬁ% ‘W%Q33ﬂ5%@ﬁm”‘ %%Ning two marks nade on the surface of
t he magnetic nedium These two marks are in the formof absence of

mat eri al and donai_ns that cannot be forned by conventional magnetic disk

write heads. A4S Fasnip) §.518260desaribes aagthashfarieapyright priotedtionder r unni ng
LD PP oo ekl WP a8 BB BH PRS, BRBUTREt S
t he combination of symmetric and asymmetrical encrypting methods, an’

authentication signature is recorded on the media only when copy protection

is required. The nature of this signature is such that the signature is not

transferred to illicit copies made on CD recorders. When an original protected

disk is played, the presence of the signature causes the player to correctly

decrypt the program data. However, when a copy of a protected CD is played,

the absence of the signature causes the player to generate false data, which

prohibits the disk from playing normally. However, the copy protection

scheme in U.S. Pat. No. 5,513,260 requires modification to CD players and

such modification undesirably adds to the costs of such CD players.

U.S. Pat. No. 4,903,296 describes copy protection of software on
magnetic medium with a special key having two marks made on the surface
of the magnetic medium. These two marks are in the form of absence of
material and domains that cannot be formed by conventional magnetic disk
write heads. Additionally, an encrypted key, which is critical for running the
application, is built into a special purpose hardware subsystem. Hence,
software or computer systems need the hardware subsystem to apply the



3 20 AUG 2004 copy protection technique of U S. Pat. No. 4,903, 296.

Unfortunately, this nakes copy protection as described in U S. Pat. No.
4,903,296 less flexible for adapting to existing software 8 c&ggfter
systens. U S. Pat. No. 4,866, 769 descri bes a nmethod of cgﬁy Qﬁo i on of
personal conputer software distribution in diskettes through the use of a
unique identification stored in read-only-nenory of personal conputers. A

sour ce | apy potectidadeehnique o iySsBht. Wo. e, 903,206 bunfaHuriteler igal conput er
ID is used, with the source ID of a, distribution diskette to produce an

encoded 'BRKEXCQRY ArQiSFR a5 deseiied indH-Srdtatolio. 41808, 49fless\lsxible s ¢ hen
dt | i ; ﬁwﬁi | ' n a desi gnated personal
gi(rarput gr %?Egégt\llﬁe@% Eﬁlgﬁnig{) Gﬁo'zé%r@gh%svlé%qﬁso not flexible in copy
protection as a separate and different copy of a software is required Lor
h al ter. 4 8 describes a,technique of digital rights
ﬁ:ﬁaggﬁé?\?ni n 'ﬂ#a Odﬁgg\’%ﬁ&gaﬁ% . Si%"@i@@/ﬁf%@%ﬂ@%?@ 9’gdi stri but ed
t hr ough %@r@@ﬁél%dn%te?@@mglfégiﬁ ibhtis gsfkgglagmﬁrb%ﬁhqﬁem@&wypt ed

d .
digital product are withheld provi de y upon comruni cation with a
| i cense gigee identifiogtianstored irercadl-onigaeemeof ofpersonal gomphtese A | i cense.

Such reader software .exam.nes co nent s 0 ader systemt vel op a
reader sﬁotué?ﬁi[éi'%wﬁvﬂffe@é‘m i%&%?r@%?/%f&dﬁ?fﬂbygﬁld;ﬁ E?W&%ﬁ?wpl’%‘éqﬁi cense
server engigelwith ther Suliteé I0F RYdILirdDtike iskateth Dré@edl hh nkhaggent (s). The
product decryption key and the security fragnent(s) are then provided to

t he r eadethesiverphusingan enge/miest roathodwTbisechaak weks isthenliugeddd product, a

Fovever . et Hetihe SR TsChailo BRRE i UpelnBobiPaghluthilde, ol ° "

i nf or mat ilowedera UcSi Pat. N& 4866,760Vs 6id ricl flchiblé it eNPEpaAsHIn a0d sone
users may not be confortable disclosing such personal information.

Fur t her novePargtgand difiggentLapyaf a software’is required for each personal
computer.

WQ09842098 describes a technique of digital rights management in which a
digital product is encrypted and freely distributed through uncontrolled
channels. Security fragment(s) of the encrypted digital product are withheld
and provided only upon communication with a license server. A customer
uses a reader software to purchase a license. Such reader software
examines components of a reader system to develop a reader system
signature. Using the reader system signature, the license server encrypts a
product decryption key and the security fragment(s). The product decryption
key and the security fragment(s) are then provided to the reader system.

- When the customer wishes to use the digital product, a new reader system
signature is generated to decrypt the digital product. However, the technique
as described in W0O9842098 requires personal information of a client to be
provided to the license server and some users may not be comfortable
disclosing such personal information. Furthermore, the license server
encrypts documents only upon transmission of such documents to a client.
Consequently, documents stored in the license server are not encrypted and,

hence, can be fraudulently accessed by unauthorised users.

4



encrypts docunents only upon transm ssion of such docunents to a client.
Consequent |y, docunents stored in the license server are not encrypted and,
hence, can be fraudul ently accessed by unauthorised users. 4 2 0 AUG 2004
SUMMVARY According to one aspect of the invention, therezéj\ttﬁigpbged a

met hod for copy protecting encrypted docunents in a cl4 - r system
usi ng an unsecured conmunication channel, the client-server system having
at |east one client and at |east one server for storing encrypted
docurments, the nethod including thgummof: receiving an encrypted
docunent fromthe server by a client; authenticating comunications
between the client and the server; decrypting by the client the encrypted

docunent usjin . decryption key.when the step.of authenticati i s
successt ul AGhinadE R AR St Bt TR 1€ pe e A cheifby 6eomne
decr ypt e@rétectiig Bhciybted] GdUMastsIe Y ditnfbervaf¥yabnt fénglan! BRscurRe client;
I n response to a user request at the client to save the decrypted

docunent Pommur}iﬁaﬁi%clﬁwaiébewﬁeeﬁsweu&!ﬁiem/m\ringaaElegtst epec i§mt@nci¢y )
o encry B 1ee} Bnb 4Bnir B ol RRENE) Bk SpBR(S 1R FRufRr e Rhe R 9, "°

said at ktastofone server for a positive integer N, a random secret val ue
XN; conputing X' = f(Xn+l), where 1 < n < N using a one way hash
function; and i sK¥eHNGaN @NeRmdeieedment framibe aervay vz Blieit: sai d at | east

one, server . and smbEAG A orh ARG YRuGn B dicht bRind BoRRRS" dance

with said selecting step~and said conputin
decrypting by the client the encrypted document using a decryption

key when the step of authenticating is successful to derive a decrypted
document;

preventing storage of the decrypted document on a storage device at
any of the at least one client;

in response to a user request at the client to save the decrypted
document, encrypting the decrypted document with a host specific key
associated with the client to provide a re-encrypted document;

saving the re-encrypted document in a storage device of the client;

selecting, by said at least one server for a positive integer N, a random
secret value Xy

computing X, = f(X,+1), where 1 < n < N using a one way hash
function; and

issuing said random secret value Xy to each of said at least one server
and embedding X, into a module of said client in accordance with said

selecting step and said computing step.

According to another aspect of the invention, there is provided an apparatus
for copy protecting encrypted documents in a client-server system using an
unsecured communication channel, the client-server system having at least one

client and at least one server for storing encrypted documents, the apparatus



Accordi ng to anot her aspect of the invention, there is provided an
apparatus for copy protecting encrypted docunents in a client-server
system usi ng an unsecured communi cation channel, the client-server system
having at |east one client and at |east one server for &tloAUAg2@Werypt ed
docunents, the apparatus 5 2 0 AUG 2004 incl uding: means for receiving an
encrypted docunent fromthe server by client; neans for authenticating
comuni cati ons between the client and the server; means for decrypting by
the clieficitdiggencrypted document using a decryption key when the step of
aut henticating is successful to derive a decrypted docunent; neans for
preventi ng stor ageant fohecebing pih edcdptethdaturoantfromtthe sgevertdyi diengit any of

the at | east one_client; ans for encrypting the decrypted docynent with a
host speci 11 o keJeansdntadianioa e Eamtblafifns BEnie B Gertatl g ot o
docunent; nearRgnfgf saving the re-encrypted docunent in a storage device of

the client; nmeans for selecting, by said at |east one server for a positive
integer N, a raReansdecdeeryptingiby Xoe chiarditke eoeryptathdecument using axn+3) ,

Fandom sear et PAPENRP R R BB dulit bl 1 HE-BES DR ' Shbeadi ng
X' into a nodueengted dodumkbhent in accordance wth said, selecting step

and said conmputing step. According to a further aspect of the invention,
there is provi deleangdppprexenting siorags ot beudacryried slgcimepkpoteer usabl e

medi um havi ng S?Of%ﬂ%ﬁgdét i ungﬁ?gwé?"% g%gﬁg& means enbodi ed therein for

copy protecting efcryp
means for encrypting the decrypted document with a host specific key

associated with the client to provide a re-encrypted document;

means for saving the re-encrypted document in a storage device of
the client;

means for selecting, by said at least one server for a positive integer
N, a random secret value Xy;

means for computing X, = f(X,+1), where 1 < n < N using a one way
hash function; and

means for issuing said random secret value Xy to each of said at least
one server and embedding X, into a module of said client in accordance

with said, selecting step and said computing step.

According to a further aspect of the invention, there is provided a computer
program product having a computer usable medium having a computer readable
program code means embodied therein for copy protecting encrypted documents
in a client-server system using an unsecured communication channel, the client-
server system having at least one client and at least one server for storing
encrypted documents, the computer program product including:

computer readable program code means for receiving an
encrypted document from the server by a client;

computer readable program code means for authenticating



in a client-server system using an unsecured conmuni cati on channel, the
client- server system having at |east one client and at | east one server
for storing encrypted docunents, the conputer program product including:
conput er readabl e program code nmeans for receiving an %qymm@tggggocunent
fromthe server by a client; conputer readable program code nmeans for
authenticating 6 2 0 AUG 2004 conmmuni cations between the client and the
server; conputer readabl e program code neans for decrypting by the client

the encrypt ed cgafrmFmBAtioHE BeweARRE CREMhd®Y ey, t he step of
authenticating is successful to derive a decrypted docunent; conputer

readabl e pr ogr ant@opetenseadakie progreveendengesns feigdeasyplingby thecelignt ed
docunent on a i ny of , the.at | east one glient; conputer
readabl e pr ogﬁiéngé%gﬁte%gé%éﬁ?%ﬁt ‘%’r‘u’iq 9&%0Wé)tpﬁé(e(¥é’&b%ﬁ@d3%8893rrent with a
host speci fi caktherdisateg & Sibcebsial td@eld #abolyptdd Quéaedt; re-encrypted
docunent; conputer readabl e program code neans for saving the re-encrypted

docunent in a stéWapdensadadle pragiamegqdenmeans fyyurreventingpsterageeidiieam code
‘ oo ' g N
nmeans tor se ﬁtﬁﬁb@%deawlﬂgn%n lfa%'i’c?rtra ggfaégrfc%eétva?fa df%he Bt RO Bhg%f%lﬁ'tt, eger

a random secre conputer € prodram code reans
conmputing Xn = fdofnpiter readebie plogram code meang for erveyptiyg thesdeckystedi on; and
conput er readgbl e %}?g’rggm code ne for issuing. the random secret value

an . C :
XN to each of 9PR¥M ﬁf_‘QﬁﬁéF’@@%?i‘teV%O‘é’ﬁ%’d‘ﬁiﬂﬂ(y’@(@hqmtt% PEOVIgRAul e of
the client !nr@gﬁgw@tﬁgoﬁﬁ]gn{; he selecting step and the conputing step.

Brief Description t aw ngs Enbodi nents of the invention are
descri bed her ei naebmputeti readakleqregeEam code means for saving the re-encrypted
document in a storage device of the client;
computer readable program code means for selecting, by the at least
one server for a positive integer N, a random secret value Xy;
computer readable program code means for computing X, = f(Xps1),
where 1 < n < N using a one way hash function; and
computer readable program code means for issuing the random secret
value Xy to each of the at least one server and embedding X, into a
module of the client in accordance with the selecting step and the

computing step.

Brief Description of the Drawings

Embodiments of the invention are described hereinafter with reference to
the drawings, in which:

FIG. 1 is a block diagram illustrating a client-server system with a server,
a client and a transmission channel there between in accordance with a
preferred embodiment of the invention;

FIG. 2 is a flowchart of the operation of the server of FIG. 1 when
preparing documents;



the drawi ngs, in which: FIG | is a block diagramillustrating a
client-server systemwth a server, a client and a transm ssion channel
there between in accordance with a preferred enbodi nent ¢ @f ifvention;
FIG 2 is a flowhart of the operation of the server of %@éwe@%’n

prepari ng docunents; 7 2 0 AUG 2004 FIG 3 is a block diagram show ng
conponents of a Copy Protection Docunent Reader (CPDR) nodule within the
client of FIG 1; FIG 4 is a flowhart of the operation of the CPDR nodul e

f FIG 3 wh d MOSi Ji i ats: FIG 5 i
0 erFIGdgus b%@él@&ag%rﬁ%ﬁ%ﬁué%c@rﬁ@oﬁ%ﬁ&%@ (P%)QP%{EE{BF? I's

a flowhart of the ogeration of the dule of F 3 when viewing a

copy pr oflssusterd {CPEIR) medule within dhe bbent dFIGhé; oper ation of the

client of FIG L ng, an,nth ersion. of e mogul e FLG, 3 for
viewing a copyF-]ér g'ﬁ%&qéo&’%&%ﬁ?;Opeéﬁﬁwﬁneﬁﬁﬁma@&dﬁ@ghéﬂﬂ%} an
exanpl e dbm@ldaﬁmt;ﬁbcésﬁﬁ%ﬁhﬂfbr%bﬁﬁg dbbemefiedi nents can be appli ed.
Detail ed Description A nethod, an apparatus and a corrputerfpl)éo ram product

are descri bed FI6ep is gflpwahariehtha @peratioeidhe dorRRenedulernf £161 Savherser ver
system “%ie%inﬁ% c ;tgd:?gd ﬁﬁmghfzati on channel. In the foll ow ng
une 3355 et al

descri ption, S are’set forth including, for exanple,
speci fic cont ¢nG. Bds 2 flowdlarZ6lAe aparaiksi oithealibni RIS, i dgindaamithng. |t

will be appareni to skilled in the art, however, that the present
i nvent i oﬁgﬁs&gﬁ Bﬁtfﬁr GEPR WM HTIS e ¥ievdng & Gany-rretegted dogwmenher
i nstancegpgwel | -known features are not described in

FIG. 7 is a block diagram of an example of a computer system in which
the embodiments can be applied.

Detailed Description
A method, an apparatus and a computer program product are described
for copy protecting encrypted documents in a client-server system using an

unsecured communication channel. In the following description, numerous

details are set forth including, for example, specific content-

fa



detail so as not to obscure the present invention. The enbodi nents of the

I nvention provide a client-server systemin which a digital plain text
docunent is encrypted before being saved in a client. Agﬁo b ﬂ@ﬁtflc key
KH associated with the client is used to encrypt the dig n text
docunent. This is an advantage conpared to prior art client-server systens
in that storage of a digital docunent by a client is prevented unless that
docunent ddasessing techmiquesike Washihgrit advbetpgarsm toshegkillee ihasé  specific

key KH of one clie encryption_ as such 1s that any digital docunent
copi ed arﬂi’trhoﬁ‘f?é‘le &@H?{@Op@,gg @Neﬁi“P%maYc%HEﬁCt@@dd\é@'W}Slﬂweoy the latter

for lack ecrfiaedegsﬁé ?r?érf Q&aﬁg& Khbw}na\@ﬁ f%é‘tru?@é ard Hottcﬁ‘és%r%eh%l ed

description of t erre odi men nvent 1 on fol | ow ng
not ati on deﬂaliJsedastrmtcbugabeumre thekoresdnt. ineentionpt i on of nmessage Mwith key K
and a symretric key cryptosystem h(X|Y) : a cryptographic one-way hash
function with input "X Y', where X Y represents the concatenation of

nmessage X and fhe é\ln‘b%dlrﬁgﬁﬁ &Qﬁ@‘ﬂﬂ%’?ﬂ:%n‘ﬁro%ﬂ@ YRSl s?@%ﬁtg'lrped as

nodules. A nodule, and in particular 1ts tunctionality, e i npl ement ed
in eit herwhinadiigita piamieﬁtdmwnemtnstelmenméd hefare deing savediindallchernts a

| f |
Punct: on APSFLfHRc kel RiasSRasRid #th e, Btntls L3euto BRon M e AghBl 5"
funct i ongljaindedVE@sinieht Thi%eigwmsbérﬁégél%mwa% 5 PR6T &0 BROMEErFePr

modul es. For exanple, a nodule nmay be inplenmented using discrete
el ect r onisystasnp bhthat storage iof actigital slaeument biyta elierdfis prevented sniesect r oni c

Nuner ous HenaFEBEur Ry bo eRBPREE A ShytaNE T uhE e Ko 2002 < ne art
wil | apprs@@cﬁic&etm ofbﬂe@uémefm eadryptien akesuchs en@dddighala  conbi nati on
of hardware and software nodul

document copied and transferred to another client cannot be decrypted by the

latter for lack of the host specific key Ky of the former.

In this detailed description of the preferred embodiment of the
invention, the following notation is used throughout:

e(K, M} : encryption of message M with key K and a symmetric key
cryptosystem;
h(X]Y) : a cryptographic one-way hash function with input “X|Y”,

where X|Y represents the concatenation of message X and Y.

Also, some components of the system are described as modules. A
module, and in particular its functionality, can be implemented in either
-hardware or software. In the sofiware sense, a module is a process, program,
or portion thereof, that usually performs a particular function or related
functions. In the hardware sense, a module is a functional hardware unit
designed for use with other components or modules. For example, a module
may be implemented using discrete electronic components, or it can form a
portion of an entire electronic circuit such as an Application Specific
Integrated Circuit (ASIC). Numerous other possibilities exist. Those skilled in



A bl ock diagramof a client-server system 10 for digital docunent
dissemnation is illustrated in FIG 1. A server 12 refers to a docunent
server that provides all types of digital docunents in buging t not
restricted in form to text, graphics, video, audio, so§ Ve ny
conmbi nation thereof. A transm ssion channel 14 represents the nedia

t hrough which information is delivered to a client 16. The transm ssion

channel XYHeiarcwilicesprooiatd thatthie systai esh BBodw ingsiementehbsen nodul e or
medi a such as conputer networks,  radio frequency (RF) channels, satellite

links, di%wekipation el pardyareraideitwarednadul@pt hout | oss of generality, the
server 12 is assuned to publish digital docunents through a World Wde Wb
(WWN server and the client 16 runs a web browser. However, the nethod and
appar at us accoh tlouk diagtane of ardieni-semtes sydtetrn®0 foredigitd]l dotvuendriton can be

real i sed those skilled jn t rt throu neans ot her than web servers
L or 5 SatBetion IS Alein i Gl n A oy THES BRI HBRUBIENE REreer vor | 12

i n prepari sAi : | hes ' lLoent of
{he' pr bedhBepRAte aiMybBs o Aidiar RIS i int i BUIILHBIETBINTEN L ave

an ext endodext; gaphicy videsy @udion goftvare neahy coafbimatibriMilereégiuApose | nt er net
Mai | Extensions . (M NE e (see N.  Borenstein and N .Freed, "Miltipurpose
| nt er net W%m'sﬁﬁéﬁ@%ﬁtw@ ?ﬁeﬁﬁéh?ﬁﬁ?‘ajﬁ??é’@%@%' roation 190, the new
M ME 1ypejdiverdd® & cA&R 8. T Pasthis8ionchantiéf 14 d%clud & bakRMRIe, @ web
server. This web server, hosting web pages that point to copy protected
docunent dimited tcheny cemarurdcatinn modulerer media SRM, am pempuitarmstobrkshe web

ol nt ext SRR AR aits nkd Ut RGRRE RS symmetri o
key cryptmped@mtemto produce an encrypted docunent e(Ks, M. The encrypted

docunent is given a file nane with an extension field corresponding to the
new MME type 9 .2 0 AUG 2004

Without loss of generality, the server 12 is assumed to publish digital
documents through a World Wide Web (WWW) server and the client 16 runs
a web browser. However, the method and apparatus according to the
embodiments of the present invention can be realised by those skilled in the

art through means other than web servers and web browsers.

FIG. 2 is a flowchart of the operation of the server 12 in preparing and
publishing documents in the illustrative embodiment of the present invention.
All the file names of copy protected documents have an extension field
corresponding to a newly defined Multipurpose Internet Mail Extensions
(MIME) type (see N. Borenstein and N. Freed, "Multipurpose Internet Mail
Extensions”, IETF RFC 1341, June 1992). At step 100, the new MIME type is
registered to the server 12, such as, for example, a web server. This web
server, hosting web pages that point to copy protected documents, is then
started at 110. At step 120, operations of the web server when preparing a
copy-protected document takes place. First, a plaintext document M is
encrypted using a secret key Ks and a symmetric key cryptosystem to
produce an encrypted document e(Ks, M). The encrypted document is given a
file name with an extension field corresponding to the new MIME type



regi stered at step 100. Finally, the encrypted docunent is inserted into a
web page (e.g, a URL) and nade avail able to access by legitimate clients
in 130. Steps 120 and 130 may be repeated to add nore docune FIG 3is
a bl ock di agram showi ng conmponents of a Copy Protection.2 Mﬂ‘meader
(CPDR) nodul e 200. The CPDR nodule 200 runs in the client 16 as a

stand- al one application or as a plug-in application in the web browser of
the cli erregisearedraé sERDROOofdin by, 206 einsr;eptecpdobarﬂeylt &daSgrhetﬁinmmueb used to

1o he. @t et HRS Bedhas keTablRdy Ftngs BY UBR6R werks oAl apni ¢
engi ne Z%iea@elze amwmmawh@v@dea%é@tomam@e&%wﬁ fgr 210 generat es a

host specific key Ka from'a secret value Reader Secret enbedded in the
CPDR nodul e 200 and from uni que host identification information Host ID

(such as the | res eratin system ser el t he Et her net
address of th ﬁ%gﬁt @8?'98@92%? %%Xgﬁompsonggﬁ%?g?gé)pyt hé’t?&g generator
210 readDdwfhedt ReaddSMCHBRY hickile 260. Tis® PR $nddlilé 2o BagdetheSecr et and
Host 1D using, for exanple, a one- way hash function: Ka =

h( Reader 0@@6? ) pﬂ@stang)almn% applicajionedrasod pludincapplisetiepdn theovghd KR from

menory a t a key gener at or
TEoorY, AbrBREBL Bfel IERE 1BATATTITR AbG %00 pd el Fesigiit keY, denerator
a chal | engedslearsed theyewandseprotect bapy-pretectcandbduments Rizniricaded t he server
12. For securlty reasons, the keys KS, K¢, and, the secret val ue Reader

Secret sHEMdhegeBier2. r“@?%QEQRm@l@@%fcom@ls&swé@%gaamtw #t0.;the CPDR
gg([j)lél %gﬁpt%g%mv%épéﬂﬁg%)er ﬁrcﬁ)cﬁlﬂ%rﬁQHe\P&Imn t he server 12 and the

ecr et value 'l ocal to the particul ar
CPDR nodul e 200 of the client 16. 10 2 0 AUG 2004

The key generator 210 generates a host specific key Ky from a secret
value Reader_Secret embedded in the CPDR module 200 and from unique
host identification information Host_ID (such as the IP address, operating
system series number or the Ethernet address of the client 16). Every time Ky
is generated, the key generator 210 reads Host_ID from the client 16,
computes Ky from Reader_Secret and Host_|D using, for example, a one-
way hash function:

Ky = h(Reader_Secret|Host_ID)
The key generator 210 erases Host_ID and K from memory as soon as

these parameters are no longer in use.

The key generator 230 holds the secret key Ks used to encrypt
documents at the server 12 and a challenge secret key K¢ used fo challenge
and to authenticate the server 12. For security reasons, the keys Ks, Ke, and
the secret value Reader_Secret should never be released outside of the
process domain of the CPDR module 200. The keys Ks and K¢ are shared
between the server 12 and the CPDR module 200, while Reader_Secret is a
value local to the particular CPDR module 200 of the client 16.

10



The cryptographic engine 220 is a cryptographic library performng
symmetric key encryption, decryption and hash function operations. The
docunent viewer 230 facilitates view ng, protecting and savi ng docunents
w th an extension type corresponding to the new M ME typ@ AleRi Xi)4r ed at
step 100. Integrity of the CPDR nodule 200 is protected by the operating
system of the client 16. The docunent viewer 230 is a generic term as
appl i ed her e ahite ceypograpbicezndine 2263 amryptogrhpihie lilrany perfarmingeo pl ayer

for video content, an audj.o | ayer for,audi o content or a nbi nati on

her eof  TMREIY kearadyBlthdechflionaiie Bash furclpaparatans- 2 - or spl ay”
are al so gRAfheM VieWEP280 th@iftAtdsafi@ling0 protebfiPasd safifg d¢dinferts Vi deo
content. The above assunes that the dbcument server 12 and the CPDR nodul e

200 are apifh apdExtension {ypeccorresponding ipghenes dMiMibotyperregisieredrat step

aut henti cgtd o S killed .R.the art, it .is kno that part or
all of suﬁ]d’ @T@Mﬁ%&@ﬁmﬁdﬁ%@@t'ﬁm@ﬁﬁteﬂ&%%%%8%333‘8 lic key
crypt osyséfane cfleneq@li gi tal signature security scheme. FIG 4 is a flowhart

illustrating the operation of the CPDR nodul e 200 when downl oadi ng and
protecting a docunent fromthe server 12. Wthout |oss of generality, a

user of the cl4 i t. erver i a web
brovser. At st UiF Sp6TmER ARRRTRR0 R A RIR T ST ers IR L 2
paynent twWewbeforessesr idrdusddi@ngitel #¢iled playerfisp oMol dbritést, ahtaudidie client
16 then starts down| oading a desired encrypted docunent, say e(Ks, M, at

step 305.PlARIPARHEIC epntpat @1 g gombinationdheraad fer, mulinediacentent. sends to the

Fecel vi no-KRTisty e EYREVIC REUucHal i) HBhet KRR pln fRrer i 11"
browser dplayiback! formudicdor vidde cohterffPDR nodul e 200 t hat supports the above

M ME type docunent and starts the CPDR nodul e 200 program Fromthis point
on, the CPDR nodul e 200 takes over the responsibility of processing and

protecting t hergaabyps adsHACE TRA the dSeuntdnt sER/PMEVER tHN@pTer | sed
module 200 are applied in a symmetric key cryptosystem for encryption and
authentication. For persons skilled in the art, it is known that part or all of such
a symmetric key cryptosystem can be replaced by a public key cryptosystem
or a digital signature security scheme.

FIG. 4 is a flowchart illustrating the operation of the CPDR module 200
when downloading and protecting a document from the server 12. Without
loss of generality, a user of the client 16 is assumed to access the server 12
using a web browser. At step 300, the client 16 authenticates itself or makes
a payment to the server 12 using protocols well-known in the art. The client
16 then starts downloading a desired encrypted document, say e(Ks, M), at
step 305. According to the file extension field, the server 12 sends to the
client 16 the MIME type followed by the encrypted document e(Ks, M). After
receiving the MIME type and the encrypted document e(Ks, M), the web
browser at the client 16 loads the CPDR module 200 that supports the above
MIME type document and starts the CPDR module 200 program. From this
point on, the CPDR module 200 takes over the responsibility of processing
and protecting the encrypted document e(Ks, M). To prevent unauthorised

11



11 2 0 AUG 2004 access of the encrypted docunent e(Ks, M, setting up a web
server and distributing the encrypted docunent e(Ks, M, the CPDR nodul e
at step 310 sends a challenge signal Sc to the server 12. Exan&ﬁ es of

chal | enge signals are random nunbers and tine stanps. A&t 8H6gé¥4% ng the
chal l enge signal Sc, the server 12 conputes a response signal SR based on
the challenge signal S,., and the chall enge secret key Kc, say SR =

h( Kc| Sc) acsesg oh themenowyptathdtcurhanice{KenM)Asetting jup3d ebrsdriaer Andwehart  of

, . dul e 200 i h i gnal SR f h
Server 10AGUYRs s BuSwAtE ASHBREE e KontD: BRPCERR FINTs attenaibnge
signal Scsed 4 BRalfehRje! S588 Sa6tRE skRerie. Eexipled B waig 200

! : : ?chéiPé?nge@ﬁ
decides if the response Si gnacl SRis valid at step 320. If° the response
si gnal SRregandomvalmberst ared PERstamgs! Afte0getingdbe chadengmesigppt 8¢ docunent

Ks, d_rai t step.325.. If th i gnal, SR i
valra, | HECEsE e Erdss SERDes S Rehetetan R pREERgRiiR0 Us! ng
the secreg, ¥qytHeisdiRNge dedréti@ykey, SFSY atrQKC[%wusiQpaéﬁ@-m%sH he user

is pronpted whether to view or to print the unencrypted document 'M. If
t he answdknforyes, the document is displayed or printed at step 340. If
the answer is no, or after finishing printing or view ng the docunent, the
CPDR nodul e 200 at step 350 queries the user whether he/she wants to save

the unencrypt e@ltsteFlB’lﬁrih théfflowchattitd RGsdethd SPDR niddile 200hesdieeg docunent
e(Ks, M and the plaintext unencrypted docunent'M are erased fromthe

menory arfierREPE e irombeciarenbiand veoifies the sespgpse signaltSep 355.
e e B URAICERTAN Lo I el B8 SRR Tt e
host i derGPDRcmbdale 200 deoleies dnthHoespoisengighbeSg s wilid dttstepd20¢elifer at es t he
host Spetﬁiafrciagpcl)(ﬁgé sKlghalT s iscﬁmaﬁg?’we%%%% }n%%ﬂleaiog te?apse?gt%eencr ypts

encrypted document e(Ks, M) and raises an alarm at step 325. If the

response signal Sr is valid, the CPDR module 200 decrypts document e(Ks,

M) at step 330 using the secret key Ks stored in the key generator 210. At

step 335, the user is prompted whether to view or to print the unencrypted

document ‘M. If the answer is yes, the document is displayed or printed at

step 340. If the answer is no, or after finishing printing or viewing the

document, the CPDR module 200 at step 350 queries the user whether

he/she wants to save the unencrypted document ‘M'. If the answer is no, the

ciphertext document e(Ks, M) and the plaintext unencrypted document ‘M’ are

erased from the memory and the operation of the CPDR module 200 is

stopped at step 355.

However if, the answer from the user to the query in step 350 is yes,
the CPDR module 200 at step 360 instructs the key generator 210 to read the
host identification information Host_ID of the client 16 and generates the host
specific key Ky. The CPDR module 200 then at step 370 encrypts
unencrypted document M using host specific key Ky and a symmetric key
cryptosystem to obtain e(Ky, M} and assigns the file name of the encrypted
document an extension field corresponding to the MIME type supported by

12



unencrypted - docunent M using host specific key KH and a symetric key
cryptosystemto obtain e(KH, M and assigns the file nanme of the encrypted
docunent an extension field corresponding to the MM type supé) ted by 12
2 0 AU G 2004 the CPDR nodul e 200. Finally, at step 3805&&5 2@ herypt ed
docunent e(KH, M is saved and the downl oaded ci phertext encrypted
docunent e(Ks, M and the plaintext unencrypted docunent M are erased from
t he nenotlye CRER neRiRe 2idu Fini§pabstep 380, djmreienanyptﬁchdemnngpt e th the

host specgific y to, be sa aflowc t he

oper at | oo SerETancune amiRaed Fieherig e RO (Koot Bk ect e
docunent s biin E}Puﬁg Pfé@llﬁc?cu%?&.t Miare Er&:HOm thien mpglul € 200 | oads
a locally stored docune sa l\/? At step 410, the’ CPDR nodul e 200
i nstruct £RDR megiulgei‘ﬁi} anlyrall2ws dacumeards enarypived Mthethe hoét Bpecifit D, and

conput es ecific key: KH = h(Reader_Secret|Host ID). The
re-encryf)(fags( it?ﬁrﬁ%‘( da( KH, M is decrypted using host specific key KH and

a symmetric key cryptosystemat step 420. At step 430, the CPDR nodule 200
checks whet her_decryption is successful. If the decryption was successful

only if the n&AﬁySWSaaédwnbatt@ﬂ@%ppewtmwfkhe|ct1enfd1361wh@alv1e\wnghat used

sect ot arcopebhehd afby Bbfiet el Bind BF GEPR HRMML AP A 1” cpor

nodul e 2@gep 208 SheaDPBRBMBdale 206 Pbadsl Iddale bitiré@ dochrdme, (Kt i on l S
successful, a decr¥8t ed document is _displayed at step 450. The Host |D,

host spdb) Atsterd10khe GRERoMeduie290 instiuktsihe kavegenatatal 210dm menory as
soon as Lhgy ﬁ{eﬁ%?ltl‘!%rﬁ&t I[B'aWCOIEBEEe%.eEqu{OS}g QBYick@§He new versions of

the CPDR oAUl eriodi C AP POt Rer i 88, “Por Sec rity reasons. A
new versi on of the CPDR nodul e 200 contains a new set of secret val ues Ks,

Reader Secr et nd
= h(Reader_Secret|Host_ID).

The re-encrypted document e{Ky, M) is decrypted using host specific
key Ky and a symmetric key cryptosystem at step 420. At step 430, the CPDR
module 200 checks whether decryption is successful. If the decryption was
successful only if the newly generated host specific key Ky is identical to that
used to produce e(Ky, M), which in turn implies that the Host_ID and the
Reader_Secret are both correct. If the decryption was not successful, the
CPDR module 200 raises an alarm at step 440. Otherwise, if the decryption is
successful, a decrypted document is displayed at step 450. The Host_ID, host
specific key, Ky, and plaintext documents are erased from memory as soon

as they are no longer in use.

The server 12 may issue new versions of the CPDR module 200,
periodically or otherwise, for security reasons. A new version of the CPDR
module 200 contains a new set of secret values Ks, Reader_Secret and
challenge secret key K¢ so that a compromised CPDR module 200 that is
previously issued is not able to read or to access documents protected by
future versions of the CPDR module 200. At the same time, it is highly

desirable that documents protected by past versions of the CPDR module

13



chal | enge secret key Kc so that a conprom sed CPDR nodule 200 that is
previously issued is not able to read or to access docunents protected by
future versions of the CPDR nodule 200. At the sanme tine, it is highly
desirabl e that documents protected by past versions of th&(CRDR 280Gkl e 13 2
0 AUG 2004 200 be readabl e or accessible by newer versions of the CPDR
modul e 200. In order to nmeet this requirenment, the Reader Secret values in

di f f er ent20f:be readable or apeessipa hyotewer vaysioasof tee SRR 280dWEI268s In A

Po be | o<BarRMeles s O ptefhane HEBRRAGT SEEe ol n dREreftiErigRe /5"
one-way hgfthe IQPBRImoduléERerdelatéd esabliygsue to be embedded in the nth
version of CPDRis Xn = f(Xn+l), n = N1, N2, ...... , 2, 1. The nth

version of the CPDR nodul e 200 enbeds new vaI ues for the secret key Ks,

Reader Secr et " at Ks and Kc

can be chosen Kgéé"“" Ei‘;;itgg% aggﬁélcgﬁpﬁ%'ﬁ@ %ﬁér\éergﬁg [?Eo I ncl udes the

ver si on nuotigle moﬁbemuedmyﬁﬂersﬁm LTelﬁe(NCB@Bs@@rtﬂv@I@Qnéf@Ibbl ng from
to version N. For different versions

ersion 1, then version 2, ...... up
of the. CERNRSRN ESBINCEPY. The Resbh S eHet ValLomp e amsdkied @ e r onai n ( he

sane as e-n.qn pt ed dogu I (. , In
step 370%’3& zgfle?)laggg i?:?( @ﬁv@glrﬁjdeNg ﬁ{lgadéf' ?hgl ca |r91t§ the \P/(perm on
nunber n coffthelﬁﬁ?’mRDRJmﬂdLH(h) 20tbedsl @w&ahiesvferﬂw‘%mehhe;t Kef the operation
of the cl usi ng,t he h rsion of e dyle 200 in viewing a
| ocal |y SF% - SEEPt %m«?&‘ﬂ ‘ﬁ@@ﬁﬁ%ﬁ@ecﬁ Y@@G@”ﬁb@% ‘$§Gsaved .
COpy‘prOtc.%Qﬂ?@'cﬁQ%H'Péﬁdon%Ig ﬁm(é@‘t’htloMsuchsar{ sRRIEE frdl Lﬁie%T n””ber !
of the CPDR nodul e 200 use encrypt the docunent 1S rea

modul e Zwrsinamm@ The $envern2$eleaseam@CP@Rm1lodee ﬁDOtsﬂnartmgrsu on nunber
of the CRDR np In_use. I f the _answer hls no, the process
e

t erm nat efgom VP@'R@ 1a %yersgo%s....t hEP &M Sy

For different versions of the CPDR module 200, all the operations in
FIG. 2 and FIG. 4 remain the same as earlier. However, the saved re-
encrypted document e(Ky, M), in step 370 and step 380 of FIG. 4 include a
header indicating the version number n of the CPDR module 200.

FIG. 6 shows a flowchart of the operation of the client 16 using the nth
version of the CPDR module 200 in viewing a locally stored copy-protected
document. At step 500, a locally saved copy-protected document, say e(Ky,
M), is loaded and the version number i of the CPDR module 200 used to
encrypt the document is read. The CPDR module 200 then checks if i is less
than or equal to n, the version number of the CPDR module 200 in use. If the
answer is no, the process terminates. If the answer is yes, the CPDR module
200 computes X,.1 = f(Reader_Secret = Xy), Xn2 = f(Xn-1), ..., Xi = {(X+1) at
step 520. The CPDR module 200 at step 530 then reads the client 16
Host_ 1D and generates a host specific key Ky = h(X;JHost_ID). The CPDR
module 200 decrypts the document at step 540 and checks whether the
decryption is successful at step 550. If the decryption fails, an alarm is raised

at step 560. If the decryption is successful, the document is displayed at step
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200 conputes X. -1 = f(Reader_Secret = Xn), Xn-2 = f(Xn-1), ..., X =
f(Xi+l) at step 520. The CPDR nodul e 200 at step 530 then reads the client
16 Host 1D and generates a host specific key KH = h(Xi | Host ID%. q'lége CPDR
modul e 200 decrypts the document at step 540 and checks wh8thés 2
decryption is successful at step 550. If the decryption fails, an alarmis
raised at step 560. If the decryption is successful, the docunent is
dLSpldaye67at 'CIi'EgGﬂPDR rRoBulBXB 6 e5 Hbst Tk tiPBBcrpted do@d®eat,46es Host 1D,
t he decrypte ocurment, KH, Xn-i, Xn-2, ..,, and X,__from nenory before

st oppi nggﬁsgn-bp--ﬁ‘ﬂd Mrmgaﬁm*a@ob%ewem%m%S@Rﬁ%mm rrent)s/ of the

I nvention can be inplenented using, for exanple, a conputer system 600
shown in FIG 7. In particular, the CPDR nodul e 200 can be i npl enented as
sof tware, or &s desyibedrhgreingefore, theezmbodignenis ohéhe imvpotien capdteem 600. The

thod st f tect i t ed t d b
st uct FBREmeteH s, foLEramb R CHRPaF FYSATLRR0 B)ORRE Elfipte &1 syst em
600. Agaly ﬂé&lf‘ﬁ'tl étrwt:tfpmgho Endie 2B0i JHA IIRRbIFhette®BS sBftwiPe Sorddul es for

i mpl ementin me steps. That is, the CPDR nodule can be a part of a
conput er coprpdermprognam, esecuting grethoeomputeysysiesubar. Toametbad stepsel at ed

functions. | i qul f i !
redi um | To0coaR Bipte e e s R R 2B PR sk R R R sof cvr e
is | oadegfivar® thdteare Yl &buﬁuﬁm&ﬁeuferr@?s@n%gomgam, theadabl e medi um

and then the conputer system 600 carries out its operations. A conputer
progr am sofidace nacha dvplemerird @sang etaan? sadieutariapliatgestinghtheof t war e

,Or a conputer pr a opde ' L by the
conput er m%@??ﬁ?@%o%%ﬁ@ ﬂ%eég% h{?d&'!;%%%rﬁgg %E%'g?’g%%&o%%{ in the
conput er préyRing RAtQRuaNg berfalhy aafdrectlar Athotiohageetatedfumatiohgses for copy
protecting encrypted docunents in accordance with the enbodi nents of the

i nvention. The conmputer system 600 includes a conputer 602, a video display
In particular, the software may be stored in a computer readable

medium, including the storage devices described hereinafter. The software is
loaded into the computer system 600 from the computer readable medium
and then the computer system 800 carries out its operations. A computer
program product includes a computer readable medium having such software
or a computer program recorded on it that can be carried out by the computer
system 600. The use of the computer program product in the computer
system 600 preferably effects advantageous apparatuses for copy protecting
encrypted documents in accordance with the embodiments of the invention.

The computer system 600 includes a computer 602, a video display
604, and input devices 606, 608. In addition, the computer system 600 can
have any of a number of other output devices including line printers, laser
printers, plotters, and other reproduction devices connected to the computer
602. The computer system 600 can be connected to one or more other
computers via a communication interface 612 using an appropriate
communication channel 610 such as a modem communications path, an
electronic network, or the like. The network may include a local area network
(LAN), a wide area network (WAN), an [ntranet, and/or the Internet.
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604, and input devices 606, 608. In addition, the conputer system 600 can
have any of a nunber of other output devices including line printers, |aser
printers, plotters, and other reproduction devices connected to the
conmputer 602. The conputer system 600 can be connected to one or nore
other conputers via a communication interface 612 using @radpptiddri at e
communi cati on channel 610 such as a nodem conmuni cations path, an

el ectronic network, or the like. The network may include a | ocal area

e A o i e BB LR R BT 1 e ng

unit(s) (referpddto a8bIrbessso? RseinaREH@ASS @rméﬁro@y BaGtRAD m@%cl@dé@mr y 616
that may include random access nenory (RAM read-only menory (ROM,

.nput/outrﬁaﬂom(a@gesswem@c@%/\wznérr@aem!y w&m@édeQMérlﬂa@féOlﬂgﬂ%/ and one

622 n F1US) BEHRER GFEandBIE, Bided SBEFRBET 4 Buf o RT3 HBRE o 't he
fol | owi ngdevicdd gamarally sdpresentedrsy albRickdtbrage devitROBE2 th PIGI ZalThdi sk dri ve,
CD-ROM magnetic tape or any other of a number of non-volatile storage

devi ces idPragerféniice 622 ka8eonsiet pf eeion mere iithe fellawingsa flappy digsonent s 612
to 622 'Sehh?Ri Gk ld¥vEOq S Ccﬁ) ﬁStlB?Ie%IQIE dnUQ %OM‘%QQH %ﬁ; IGes via a
t nsi s a, Zoh

bus 624 urn tan ress buses. The
vi deo i ntamyf atdner 624 nwn@mmfeﬂmwblametdt@ragedmwiabmémknwﬁ tamidoser ovi des

vi deo S|g l rEn%FCe conputer 602 for display on the video display 604.
User i nput® ﬁ? the conputer 602 can be provided by one or nore

i nput devices via the interface 618. For exanple, an operator can use the

keyboard 606 and/or a pointing device such as the nouse 608 to provide

i nput to the doaguotthec@inpdiments GriRuto&22siptyEioalBOtonrectedd gneoovi ded f or

HTTustratl ve, BHHRSRSr devices via a bus 624 that in turn can consist of data,

address, and control buses.

The video interface 620 is connected to the video display 604 and
provides video signals from the computer 602 for display on the video display
604. User input to operate the computer 602 can be provided by one or more
input devices via the interface 618. For example, an operator can use the
keyboard 606 and/or a pointing device such as the mouse 608 to provide
input to the computer 602.

The computer system 600 is simply provided for illustrative purposes
and other configurations can be employed without departing from the scope
and spirit of the invention. The foregoing is merely exemplary of the types of
computers with which the embodiments of the invention may be practised.
Typically, the processes of the embodiments are resident as software or a
program recorded on a hard disk drive (generally depicted as storage device
622 in FIG. 7) as the computer readable medium, and read and controlled
using the processor 614. Intermediate storage of the program and media
content data and any data fetched from the network may be accomplished
using the memory 616, possibly in concert with the storage device 622.
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and ot her configurati.ons can be enpl oyed w thout departing fromthe scope
and spirit of the invention. The foregoing is nerely exenplary of the types
of conputers with which the enbodi nents of the invention nay be practised.
Typical ly, the processes of the enbodi nents are resident as software or a
program recorded on a hard di sk drive (generally depict @ #6128Phge device
622 in FIG 7) as the conputer readable nedium and read and controlled

usi ng the processor 614. Internedi ate storage of the program and nedi a

content data and any. data fetched fromthg netwt)rk %be accor&pl i shed
using the menoh yOBYGINSERNSSRLHING PIRIFYALRRY PRiSURPIGR tQ {15 UsRY ipded 622, 16

20 AUG 2 . ' : @_“ﬂ%‘ ' user
encoded Qngﬂa gb ro%fﬂg I%SI %’SE&B‘Z‘PS é?%g%{phd%ﬁﬁt}eé?al ly déétgiﬁbc edé\gget he

st or age @22)cer al@2ajtively callddrenestadviay thecusdrdrare the agtwgrkivie ausederr om t he
network vja. a node vjce connected to the uter,.for ex le. Still
further, @Qec%m#]&dd?%%@ﬂ‘%@&ﬂéﬁher%@ak h\g&gﬁﬁ%’r@eﬁom@gﬁer conput er
readabl e k800 cH 18a8 e sBRWVHALEROOBE Sofpifer reaBEbleahetiinggr at ed
circuit, magnet o- optical disk, a radio or infra-red transm ssion channel
bet ween (s owypockide madnetittapes adiOMeer, integratgsutienit; agaagn@ocar d such as
a PCMCI A card, .apnd _the |nt e ' | '

Cr ansmi s SFORE! iRk 7 P A eq LRBF A R RS EBbtter The

f or egoi ngridsarthet Yo @¥E NP ampuldr reaahBleadtrd GoBR Wsed PCAAGHD Lardyesiduns. Ot her

conput er readable nediuns nmy be practised w thout departing fromthe
scope andhe pternetemnad indranatsinciuging eweil trangmissiansiapdinfor®atigfmet ri ¢ or

P o TR B Re AR L aRON ERad Btmpl Sy, P
conf i dentrerviahy cormplter rdadalblenhsdiants. aDtherconyuteedzdable tedians

nodi fi cati ons such_ as editi n&ﬁ:ut_s orH_East es. Unaéjt hor i Fﬁ'ld iRersonnel may

try to virpawee Rrﬁgtiqggpyitlbw)tt arting FeRkihe sgope and spirit of the invention.

Security Considerations

Symmetric or public key cryptosystems are used in the above embodiment
to encrypt plain text documents. Importantly, all encryptions are secure in
protecting confidentiality of the documents and are not susceptible to data

modifications such as editing cuts or pastes.

Unauthorised personnel may try to violate the copy protection scheme at
various points of the client-server system. If such personnel get a legitimate
copy of the CPDR module 200 software and are able to access documents
encrypted using the secret key Ks (e.9., e(Ks, M)), then the plain text
document M can be decrypted from the encrypted document e(Ks, M) using
the CPDR module 200. To deter unauthorised accessing of documents from
the server 12, a user must authenticate himself/herself to the server 12 or
must make an electronic payment to the server 12 to purchase the
documents. Where eavesdropping or interception is a concern, the
transmission channel 14 between the client 16 and the server 12 should be

secured with a communications security protocol such as the Secure Socket
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vari ous points of the client-server system |f such personnel get a

|l egitinmate copy of the CPDR nodul e 200 software and are able to access
docunments encrypted using the secret key Ks (e.g., e(Ks, M), then the
plain text document M can be decrypted fromthe encryppgdadgcpgnt e(Ks, M
using the CPDR rmdul e 200. To deter unauthorised accessing of document s
from the server a user nmust authenticate hinself/herself to the server
12 or mPsftO‘fméS%) el Be@abene Posaipleviolationsassumesatcess todhe secrerse t he

docunent s eetr%yﬁ%gfoglp@_lwde@ﬁpﬁﬁl nterception is a concern, the

transm SSI on c e client 16 and the server 12 should be
secured with a comruni catl ons security protocol such as the Secure Socket

17 2 0 AUG 0 Protocol (SSL).. The above possible violations assunme access
to the serv Rassiie violaidnie 48 ineev eceemmBlotaded dosumants (e gi.bl e

| at
U et S Qﬂ’”ﬁ 0 Bl B S EPRIE 60 fielter, adtiditior i F0T 9"
docu_rr?_nt Gﬁ(dwéw ddmemeeﬂ?IK]q Mw)tthé@wew d:lierfta:ﬁl wﬂzfggil _STht%hib%%EEQ?!tiﬁ‘@t QgSt _
in the new clien i
a1 er entha SHPEHSKeH BecOT e alRcs BiNa GEDF sl gbdn B )
Knowi ng tlé‘@:ffé‘?éﬁt f*r@motf'naﬁkl%d ?d‘{are)ffggt ﬁ\%dretéﬁdrg%eﬁcb(ﬁg;@ ﬁg%g{ i espondi ng

host specific ader Secr Tficult
wi t hout memgdmm 16X ofe alient 18 enditryimgrireddess the @o‘mbs;mmdm ed by the

CP | h d
Soreon JHasE sf8dhric KL 1S hate BiReR0Er S5 ah S erdsimeR afiuib o) ace
the CPDR tﬁ@@kﬁb@léﬁ& o RBadérs Se%t ehihgubiBd ?n%hwr&efct@i ngé)mam mto save

docunents (i.e 3 e(Ks, M) —downl oaded from the server to his own
storage deqd@e 208uch an unauthorised person can then set up a web server
and sell or distribute these docunents. To prevent this unauthorised use,
t he CPDR nodul e 200 in steps

Yet another possible violation is for an unauthorised person to first register
at the server 12 as a legitimate user, replace the CPDR module 200 with his
own plug-in software that allows him to save documents (i.e., e(Ks, M))
downloaded from the server 12 to his own storage device. Such an
unauthorised person can then set up a web server and sell or distribute these
documents. To prevent this unauthorised use, the CPDR module 200 in steps
310 and 315 FIG. 4 authenticates the server 12 by sending the challenge
signal Sc to and then verifying the response signal Sg from the server 12.
Thus, only legitimate servers 12 can reply with valid responses.

It is highly desirable that a digital document copy protection system of a
client-server system meets the following requirements:

1) Only authorised users can access encrypted documents from designated
clients or servers.

2) Such servers only need to prepare an unencrypted document M once and
~ the same document M is sent to all authorised users;
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310 and 315 FIG 4 authenticates the server 12 by sending the chall enge
signal Sc to and then verifying the response signal SR fromthe server 12.
Thus, only legitimate servers 12 can reply with valid responses. It is
highly desirable that a digital document copy protection R 2004
client-server systemneets the following requirenents: 1) Only authorised
users can access encrypted docunents from designated «clients or servers.

2) Such 3rVee sopyipyoteetioh spstprestadd aseuwndstingygtstandardurardvaké.once and
t he sanme docunent Mis sent to all authorised users; 18 20 AUG 2004 3) The
copy protection system should use existing or standard hardware. 4) If the

secret koysiihe %QSre?ﬁgg% B éPEﬁQWO%&E%% r%ﬁ?lfal e aﬁdﬂlgﬁt%ttﬁsﬁ

different 'version o tware 1 n t can rovi ded Such

a di f f er ent differsitorersian of iseftwarein tbmsﬂ)E’D&mcdpteeﬂO@loaurMWmVldeV\ever any
version fraydul erf“:f obt ai ned canpot Vi engocurnen%ﬁ encr ted wth the
di fferent veHsh@ nd VBFSiQn: B8 VIRYA RreYRYde aneRIR Y0 t:uments

encrypt ed wyp{dlBp any\té‘rebﬁ Fad(ﬁ‘ﬂédtgibbt ﬁ%dcédrﬁ-x%t vwaeémﬁéﬁtsem as

described in the ab enbo I ments invention advantageously neet
t hese requi eewpte;i wmhttthmdéleyemv\&itsnne or at least allevi ate one or nore

di sadvant ag of conventi onal n the foreqgoi pt| on, a
net hod, gﬁﬁaﬁr&t’ﬁ% Sath?Ugh 'te@ ""gp?1J ARCHMONtS & n%{yqq%d ©orotecting
encrypt ed dgwt@rgggna client-server systemusing an unsecured

comuni cation channel are disclosed. Only a snall nunber of enbodi nents
are descri bed. However, it will be apparent to one skilled in the art in

RS eed  c R A  o3  ed
the invention advantageously meet these requirements to thereby overcome

or at least alleviate one or more disadvantages of conventional systems.

In the foregoing description, a method, an apparatus and a computer
program product for copy protecting encrypted documents in a client-server
system using an unsecured communication channel are disclosed. Only a
small number of embodiments are described. However, it will be apparent to
one skilled in the art in view of these embodiments that numerous changes
and/or modifications can be made without departing from the scope and spirit

of the invention.
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19 2 0 AUG 2004 d ains A nethod for copy protecting encrypted docunents in
a client-server systemusing an unsecured comruni cati on channel, said
client-server system having at |east one client and at | east one server
for storing encrypted docunents, said method including the steps of:
receiving an encrypted document from said server by a cl

aut hent i gatl ng cox’gunl cations between said client and sa2§ Mv@ﬂﬁ
decrypting by said client said encrypted docunent using a decryption key
when said step of authenticating is @ameessful to derive a decrypted
docunent; preventing storage of said decrypted docunent on a storage
device at any of said at |east one client; in response to a user request

at said gliennmhéths@¥® cspy rdi’éﬁilh@l@h@@pt@@%ﬁ@rﬂbnts iR elistisbRg@r sai d decrypt ed
docunent with a_ host, speci key associated with said client to provide a

re-encrypted S6temesing @&ﬂsﬁﬂ’%‘épﬂnwnﬁﬁm’y‘ﬁﬁﬁae]d%@ﬁ@m SPRYER st or age

devi ce of sai dysﬁémcmbmg awaepéﬂenﬂ[enbancﬁéﬂlélas@bné@@a%rféﬂ@toﬁﬁ ver for a
positive inte ndom secret value XN, conputing = f(Xn+l),

where 1< n < gF%Ptﬁﬂ%SC‘HH%"tW i mefhod incledinghthe sieRs 4fssuing sai d random

secret val ue XN fegeiging an@hcspted Ricumeastor? 88idSeREE by doflentenbeddi ng X, into
a nodul e of said cI ient in accordance with said sel ectl ng step and said

conput i ng step. 3thepligatingioeptnupicatipns befyeemsaid gient and sajd SBI¥EN | ncl udi ng t he
step of displ ayidugrypsiay ﬁydéﬁrc}i@it%alddé?ﬁhv@é?idoc@meﬁh@snﬁq?é 'E!Qéb/ﬁtﬁ)n% &y ned in

Claim1, wherein said encrypti ng step includes the genefating said
host speci fi c &) SBIISRP i Eittﬂ"@rﬁ syGeestuldm deriven ﬁ%ﬁWFﬁﬁd daginei¥ enbedded

secret val ue. preventing storage of said decrypted document on a storage device at any of

said at least one client;

in response to a user request at said client to save said decrypted document,
encrypting said decrypted document with a host specific key associated with said
client to provide a re-encrypted document;

saving said re-encrypted document in a storage device of said client;

selecting, by said at least one server for a positive integer N, a random
secret value Xy;

computing X, = f(X,.1), where 1 < n < N using a one way hash function;

and

issuing said random secret value Xy to each of said at least one server and
embedding X, into a module of said client in accordance with said selecting step
and said computing step.

2. The method as claimed in Claim 1, further including the step of displaying
said decrypted document.

3. The method as claimed in Claim 1, wherein said encrypting step includes the
step of generating said host specific key based on host identification information

and an embedded secret value.

4. The method as claimed in Claim 3, wherein said generating step includes the
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4. The method as clained in Caim3, wherein said generating step includes
the 20 .2 0 AUG 2004 step of retrieving said host identification
information and sai d enbedded secret value fromstorage within said
client. 5. The method as clainmed in aim4, further incl@8if ti84step of
di splaying said re-encrypted docunent in response to a user request to

di splay said re-encrypted docunent. 6. The nethod as clainmed in Caimb5,
wherein said step of displaying includes the steps of: generating said

host speci fi csiepyf rasathgsuic abst iduptitication abinidtientha Baidthiiedabd 98crand sai d
enbedded secret Vﬁj ue; ret ritﬁyi ngq sai d re-encrypted docunent from said

storage devi c&NGHIMMBARAIBMIREG SAd Be8hi d host specific key said

re-encrypted docunment. 7. The method as clained in Claiml1, and further
i ncludi ng the step.of renovin fro r id decrypted docunent, said
host spedi fi QTE% otaag 26 Figted 1h G 4 furiker Netiiehe Slart Saple e nbedded
secret val ue. ré8enchiptedrabdidetnah rekporzedo b iséd raquiest to dibRaLE4ld sbRerieted ypt i ng
step includes the tep of applying a symetric key cryptosystemwith a
secret key, sa?%l"%%lﬁret key being conmon to both said at | east one client
and said at | east one server. 9. The nethod as clainmed in Claim8, and

further Lncludjn he, steps af: .. using, a s tric key at said server to
encr ypt g pl aﬁihe ﬁ@%ﬁod cﬁ%ﬂ‘ﬁ‘g n 8'%&{/8’8@%@%‘%'@?9P{/E'ﬁé’@yﬁ%m@ﬁ? the
encrypting sas@psyimetric key at said server using a server public Kkey
associated with said cljient; 21 2 0. 004, decrypting said symetric key
at said client usi gane({a{grqsgﬂ%ﬁﬁ%ﬁl@%yzbased on said host
identification information and said embedded secret value;
retrieving said re-encrypted document from said storage device;

and

decrypting with said host specific key said re-encrypted document.

7. The method as claimed in Claim 1, and further including the step of removing
from memory said decrypted document, said host specific key, said host

identification information and said embedded secret value.

8. The method as claimed in Claim 1, wherein said decrypting step includes the
step of applying a symmetric key cryptosystem with a secret key, said secret key
being common to both said at least one client and said at least one server.

9. The method as claimed in Claim 8, and further including the steps of:
using a symmetric key at said server to encrypt a plain text
document to provide said encrypted document;
encrypting said symmetric key at said server using a server public
key associated with said client;
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key; and decrypting said encrypted docunents using said symetric key as
said decryption key. 10. The nethod as clained in Caim1, wherein said
aut henticating step includes the steps of: challenging by said server
using a server private key; and in response to said step of chall enging,
verifying by said client using a server public key associated with said
server. 11. An apparatus for copy protecting encrypted &k dEnt80kn a
client-server system using an unsecured conmunication channel, said
client-server systemhaving at |east one client and at | east one server
for storing encrypted docunents, said apparatus including:. nmeans for
recei ving an encry EEPHSRHIEMMPeBEmkeypiraidelizet usio 2 cieshbrvalibans f or
authenticatingeﬁonnunications bet ween said client and said server; neans
for decrypting by said client said encrypted docunent using a decryption
key when said stepaB@ authenticating is successful to derive a decrypted

document; neans f odegytit@riaid ehchiptiP@Ruflenaisthgdafs syt diRE e on a
storage devi ae at_any of said at |east one client; ‘'neans for encrypting
e%ﬁ‘iﬂ?%[y

sai d decrypte "with a host specific key associated with said
client to provide a re-encrypted docunent; neans for saving said

re-encrypted cunent . in a storage device of said client; means for
sel ect i n36 b q@%m? had ?Se%{@f"egrﬂ’écgém\ﬂe?’"hﬁﬂm $aigh guthenticating,steg dncludes dhe r andom

secret val ue ¥¥psakans for conputing X' = f(Xn+l), where 1 <_ n < Nusing a

one way hash 22
y challenging by said server using a server private key;

and
in response to said step of challenging, verifying by said client using a
server public key associated with said server.

11. An apparatus for copy protecting encrypted documents in a client-server system
using an unsecured communication channel, said client-server system having at
least one client and at least one server for storing encrypted documents, said
apparatus including:

means for receiving an encrypted document from said server by client;

means for authenticating communications between said client and said server;

means for decrypting by said client said encrypted document using a
decryption key when said step of authenticating is successful to derive a
decrypted document;

means for preventing storage of said decrypted document on a storage
device at any of said at least one client;

means for encrypting said decrypted document with a host specific key
associated with said client to provide a re-encrypted document;

means for saving said re-encrypted document in a storage device of said

client;

means for selecting, by said at least one server for a positive integer N, a

random secret value Xy;

means for computing X, = f(X.1), where 1 <n < N using a one way hash
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1 0 AU G 2004 function; and neans for issuing said random secret value XN
to each of said at | east one server and enbedding X, into a nodule of said
client in accordance with said, selecting step and said conputing step.

12. The apparatus as clainmed in Caim 11, further including neans for

di splaying said decrypted docunent. 13. The appar at us gg céﬁhmﬂmg n Caim
11, wherein said encrypting neans includes neans for ge gr rng said host
speci fic key based on host identification information and an enbedded
secret val ue. fubétionthe apparatus as clainmed in Caim13, wherein said
generating nmeans_includes neans for retrieving said host identification

i nformati on and d enbedded secret value fromstorage within said

fcl i eg_t. I15. ~The me@gerf@t s8uiAg sgﬂdaiaﬁzgdn b8crél B Ao ddehlonSsid abRbstinRg means
or displaying said re-encrypted docunent in response to a uyser request to
di spl ay said g%rye’é?ftdr%?%cg"p'réﬁl?gfu' moglgle of gaid glient inaerordance Wit $8ldh i n O ai m
15, wherei n sagldctihgssiemyndghitreamputinicdissles: nmeans for generating sai d host
specific key based on said host i1dentification information and said
enbedded secret value; neans for retrieving said re-encrypted docunent from

said stonage dayhpparaas@smﬂédimcmdmmnﬁhé\gnmbdi@ fidkfs R allsprimgi 1 ¢ key
said re-encry 17. The apparatus as clainmed in &ai m 11, and

t.ed docu t.
further incl ug?'ﬁ&ewa'i‘?gecg’{wm?@%vi ng from nenory said decrypted docunent,
sai d host specific key, said host identification information and said

enbedded, secr value. 23 2.0 AUG 2004 18. The apparatus as clained in
Caim11] '\Ahef'té‘? ﬂp%ao{?*asaw%mﬁ* MR AL Whisingall encrypting means includes

means for generating said host specific key based on host identification

information and an embedded secret value.

14.  The apparatus as claimed in Claim 13, wherein said generating means includes
means for refrieving said host identification information and said embedded

secret value from storage within said client.

15.  The apparatus as claimed in Claim 14, further including means for displaying
said re-encrypted document in response to a user request to display said re-
encrypted document.

16. The apparatus as claimed in Claim 15, wherein said displaying means includes:
means for generating said host specific key based on said host identification
information and said embedded secret value;
means for retrieving said re-encrypted document from said storage device;
and

means for decrypting with said host specific key said re-encrypted document.
17. The apparatus as claimed in Claim 11, and further including means for removing

from memory said decrypted document, said host specific key, said host
identification information and said embedded secret value.
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means for applying a symmetric key cryptosystemw th a secret key, said
secret Kkey being common to both said at |east one client and said at | east
one server. 19. The apparatus as clainmed in Caim18, and furthgé

i ncl uding: means for using a symmetric key at said servef & 8Uenéb§ht a
plain text docunent to provide said encrypted docunent; means for
encrypting said symretric key at said server using a server public key
associated with said client; means for decrypting said symetric key at

said clieast uThegpparatusestclaipet WRCRikaY; wherdin éﬁ&ﬁ@éqrﬁdﬂfngmnﬁmﬁdld&ssa' d
encrypt ed docurrent§ usi &9} sai d %){_rmetrl o ke% as said decryption key. 20.
The appar at us "§€"E [ 3R MG A BMANFIFiE key ghafasyreuwith 2 sediethielcsaid agcRbans

i ncl udes: nmeaksy being chmnicengiboth $1id aBledstsPlevHientEHidGicPatIsdst 8he BEM¥AL € Key;
and neans for verifying by said client using a server public key

associ ated with said server. 21. A conputer program product having a

conput er 18sablThenpgatauhay tiainadl in GMIMA & fant éadabirkiudimgr am code nmeans
enbodi ed therein for co%i_ rotecti n%. gncrypt ed docunments in a
i d.g Fl(é =

client-server syst&Mang 419 AityEueR YRl ReEY fQsNCnEh miain texk 4 ¢
client-server deyshemtdpmvitg sid bergite@tscuphdrgnt and at | east one server for
storing encrypted documints, s{ai d c(grrpute . gro ram product incl uding:
conput er readabl e PTGUF APhNGHBVHLSRS SYBPeiaseY H?E,g EHEINg R EVdocunent
from sai d ser pablidieyasebdigtat witheameldlient; r eadabl e program code neans for

aut henticating conmuni gatdéons .between sajd client,and said server;

conput er readabl e PIEYPIhAEGYRINESHIE Syt &rY Bt sahCBYt WSinap elienknt sai d 24

private key;

and

means for decrypting said encrypted documents using said
symmetric key as said decryption key.

20. The apparatus as claimed in Claim 11, wherein said authenticating means
includes: _
means for challenging by said server using a server private key;
and
means for verifying by said client using a server public key
associated with said server.

21. A computer program product having a computer usable medium having a
computer readable program code means embodied therein for copy protecting
encrypted documents in a client-server system using an unsecured communication
channel, said client-server system having at least one client and at least one server for
storing encrypted documents, said computer program product including:
computer readable program code means for receiving an encrypted document
from said server by a client;
computer readable program code means for authenticating
communications between said client and said server;

computer readable program code means for decrypting by said client said
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2 0 AU G 2004 encrypted docunent using a decryption key when said step of
authenticating is successful to derive a decrypted docunent; conputer
readabl e program code neans for preventing storage of sakg @ﬁCEMﬁied
docunent on a storage device at any of said at |east one I% t5 onput er
readabl e program code neans for encrypting said decrypted docunent with a
host specific key associated with said client to provide a re- encrypted
docurnent; conputer readabl e program code neans for saving said re-encrypted

document in aesérgptedeodenérnteisng Sdadfyptibh RBY whem BBl Iskp dfeattieatigegr am code
means for selecti n%H b ' one  server for a positive integer N,

y, said at | eas ]
a random secr 8¢°<F8 thﬁ%r'V%aﬁﬁﬁEYBI% rc{%HQ’SPE program code neans for
conmputing X' = fdoXiptier reatfaelegprdgram dbde Maisiftioraveniiifg ¥RyadeagBafdunct i on; and

co ter readabl e .pragram code ans for issuing said random.,secret val ue
XNrTch) each of 8%‘5?%:@33%?‘&3%’@ °6‘r‘?e§§@g\‘? VieR @ @%8&?51‘%6&?35ti%?&"%f“h0dul e of

said client in aclmmuc&meaiabiddﬂjmgﬁndca?ﬁ m@é%@@régﬁppﬁfﬁm?&rﬁpﬁwmi nlg Zt ep.
22. The conmputer program product. as cl ai [ alm?21, further including
conput er readg%qugpe&?g’ﬁsg Oég'ﬁoéecw&%% GFWE%?%WF%%'E@W%%%pf?é{@refp'teéd

docunent . 23. eridrgpted apeuinegntpr ogr am product as clainmed in Caim21, wherein

sai d conputer readable ram code neans for encrypting includes conputer
readabl e progr &AEY r?fg%ﬁ% RBgragesade sans f%raﬁaﬂ'"ﬁééﬁj Fgﬁglefypfqgl key based on

host identifi caidcomehtihersimbyeodedtsobsnicoRadded secret value. 24. The
conput er program product clained in Caim?23, wherein said conputer

r eadabl e prograrﬁogrl?d'ger aéﬁi"%PQ@&h %m%@s{?ﬂﬁ??ﬁgﬁ‘gcm@“e?g&@ﬁbl e
program code seraasfof @ positiieihgeny, & edrdohosdcretparkn¢ key and sai d enbedded
secret value fraom st ﬁgr??afﬂam thin said client

. 25. The conputer pr oqr am
product as cl ai med'" SROSR]T ¢e M TAGFHRPULNG Xn = f(Xar), where
< n < N using a one way hash function;
and
computer readable program code means for issuing said random secret
value Xy to each of said at least one server and embedding X, into a module of

said client in accordance with said selecting step and said computing step.

22 The computer program product as claimed in Claim 21, further including

computer readable program code means for displaying said decrypted document.

23. The computer program product as claimed in Claim 21, wherein said computer
readable program code means for encrypting includes computer readabie
program code means for generating said host specific key based on host
identification information and an embedded secret value.

24, The computer program product as claimed in Claim 23, wherein said computer
readable program code means for generating includes computer readable
program code means for retrieving said host specific key and said embedded

secret value from storage within said client.

25. The computer program product as claimed in Claim 24, further including
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25 20 AUG 2004 conputer readabl e programcode neans for displaying said
re-encrypted document in response to a user request to display said .
re-encrypted docunment. 26. The conputer program product as clainmed in Caim
25, wherein said conputer readable program code means f & 8UspkY4 ng
includes: conputer readable program code means for generating said host
specific key based on said host identification information and said
enbedded secret val ue; conputer readable program code neans for retrieving
sai d re- encrypbmduted sradabls tordgrarmcodé cheahe fargitsplgitigasid ®hsherypisut er

readabl e progr ans for decrypti wth said host  specific key
said re- encrygﬁ éﬂdﬁeﬁ‘giﬂﬂﬁgﬁ?@eﬁ? ufﬁréregg‘?%?f? Uppldy 8@35‘??%?%%‘8{49%@“%% nmed in
G aim21, further including conputer readable program code np?_ns Lor -
removi ng,kro i decrypted dacuneni. .said host specific key, sai
nost 1 deRP! 11 ¢ LOmPrRT Baet Bie G T bt oo ubereh S Sambder The
conput er pr ogreedaplequogramasde Inasams dori disp@yirigin@idded: ur t her incl udi ng: |
conput er readabl e pr m Co neans_for, using.a s tric. b&% at sai
server to encrypt goﬁﬁgl h'% ?Eleﬁ%ﬁ@nctm?@e&"g\;?r@g%g%%ﬂgéﬂ‘@ %‘t%ﬁcﬁ?)current;
conput er read&by bagpadogr seid bex éentiFuation Dforeatisryid s¥id smbdddsdamtdti ¢ key at
sai d server u%f&g, a server public key associated with said client; conputer

readabl e programtode neans for decrypting said symmetric key at said
client using a cli ennppier watiebll eyagram dode mapnl fer reteadhgltarl prevgnpadode

means for decr i id.encrypted. docunents using said symmetric key as
sai d decrypti 6’%8‘5{‘&%’%@’3‘. gﬁa{%&%ﬁ%pfﬁ%?’ program product as clained in Claim
21, wherein said cenputer

computer readable program code means for decrypting with said host
specific key said re-encrypted document.

27. The computer program product as claimed in Claim 21, further including
computer readable program code means for removing from memory said
decrypted document, said host specific key, said host identification information
and said embedded secret value.

28. The computer program product as claimed in Claim 27, further including:
computer readable program code means for using a symmetric key at
said server to encrypt a plain text document to provide said encrypted document;
computer readable program code means for encrypting said symmetric
key at said server using a server public key associated with said client;
computer readable program code means for decrypting said symmetric
key at said client using a client private key;
- and
computer readable program code means for decrypting said encrypted

documents using said symmetric key as said decryption key.

29.  The computer program product as claimed in Claim 21, wherein said computer
readable program code means for decrypting includes computer readable
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readabl e program code nmeans for decrypting includes conputer readable 26 2
0 AUG 2004 program code neans for applying a symmetric key cryptosystem
with a secret Kkey, said secret key being conmon to both said at | east one
client and said at |east one server. 30. The conputer 2y AYGaddpr oduct as
claimed in Caim?2l1l, wherein said conputer readable program code neans for
aut henticating includes: conputer readabl e program code neans for
chal l enging by said server using a server private key; and conputer

readabl e progpegramndedemeass fopapyiging bysynandiic R&J chystbéyeim With AGecrit Ser ver
public key assgociated with said server., 27 | AND APPARATUS FOR

DI Gl TAL CONTERRY: é@gwfeﬁﬁgfﬁt%"ﬂﬁ\f’%@?? écetecﬁm%ﬁi?g?t Appdieat ad saidial conput er
program pr oduttasbeores skegarr i bed for copy protecting encrypted docunents in a
client-server systemusing an unsecured conmunication channel. The
client-server systemhas clients (16) and a server (12) for storing

encr ypt e@0doc ihe somputen progrne grodactsadimed (fKCRir 1, WMherdingsaicesmhpiest by a
client (16) frg e server (12). ni catjons op a transm ssion channel
(14) bet \AeenF%a?gB%qr%q{?m(ch né‘%‘?'(ﬁ'sf%%r\ﬁ%?tm@i%'” e then authenti cat ed.
Such communi cat i oremputd réadable@eoghacbi® RicanPry BRAkAgihg by k@t ednBy a user
using the Cli?ﬁ&;z%%ﬁ%' L?on aut henticating or paynent, an encrypted
document can tHeEN He %H%'?%#@&. After decrypting, the unencrypted docunent
is displayed but pramdented from storage at any client (16) unless
re-encrypted using a _host specific key KH asspciated with the client (16)
to thereby provide cgﬂ}pgfeéﬁgﬂ%ﬁllp@aoqﬁrgﬁﬁgﬁmeans for verifying by said client using

a server public key associated with said server.

27



FIG 4 acconpanies this abstract.
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METHOD AND APPARATUS FOR
DIGITAL CONTENT COPY PROTECTION

Abstract

A method, apparatus and a computer program product are described for copy
protecting encrypted documents in a client-server system using an unsecured
communication channel. The client-server system has clients (16) and a server (12)
for storing encrypted documents. Encrypted documents e(K;, M) are received by a
client (16) from the server (12). Communications on a transmission channel (14)
between the client (16) and the server (12) are then authenticated. Such
communications also include electronic payments initiated by a user using the client
{16). Upon authenticating or payment, an encrypted document can then be
decrypted. After decrypting, the unencrypted document is displayed but prevented
from storage at any client (16) unless re-encrypted using a host specific key Ky
associated with the client (16) to thereby provide a re-encrypted document.

FIG. 4 accompanies this abstract.
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