COMPONENT TRACKING METHOD AND SYSTEM

BACKGROUND
Field

[0001] This application generally relates to manufacturing and maintenance
processes for complex equipment. In particular, this application describes a method

and system for tracking components of equipment in real-time.
Description of Related Art

[0002] Equipment manufacturers typically maintain a bill-of-material (BOM) to
track constituent components of equipment. For example, the manufacturer of an
aircraft engine may generate a BOM that specifies all the components,
subassemblies, etc. that, when assembled, form the engine. For each component,
the BOM may provide the component type or name, a unique serial number, a
manufacture date of the component, a source of the component and/or other

information as the case may be.

[0003] The BOM is ordinarily required in purchasing and assembly operations of
the equipment manufacturer. For example, a purchasing entity may generate
component orders based on the BOM. Assembly operators may utilize the BOM to

gather components within a factory for assembly.

[0004] In some industries, the BOM for the equipment may be updated over time
to reflect a current state of components within the equipment. For example, in the
context of a BOM for aircraft equipment, which is expected to have a long service
life, maintenance operators may update the BOM to reflect the fact that a component
of the equipment has been replaced. Thus, the BOM in this case is a living
document intended to reflect the state of the components of the equipment at any

given time.

[0005] Such a BOM may be required to facilitate, for example, determining a
maintenance schedule for the equipment. In some instances, a so-called living BOM
may be required by, for example, agency regulators such as the Federal Aviation
Administration FAA, which may require an updated BOM to determine the current

state of components within an aircraft at the time of an incident involving the aircraft.



BRIEF SUMMARY

[0006] In one aspect, a method for maintaining a piece of equipment is provided.
The method includes providing a distributed block-chain database, the distributed
block-chain database corresponding to a plurality of databases distributed between
at least an equipment manufacturer, an equipment operator, and an equipment
maintainer, wherein blocks of data in each database of the distributed block-chain
database are replicated in other databases of the distributed block-chain database;
generating, in response to a request from an equipment manufacturer, a first block in
a database of the distributed block-chain database associated with the equipment
manufacturer that corresponds to a first bill-of-material and specifies component
identification information associated with an actual original component of the
equipment, wherein a component tracking data store stores original constituent
component identification information that specifies original constituent components of
the equipment, subsequently copying the first block to other databases of the
distributed block-chain database; updating, by the equipment operator, the
component tracking data store associated with the equipment operator that is
associated with the original component to update usage information associated with
the original component; smart contract logic for determining whether the original
component has reached an end of its useful service life based on the usage
information of the component; determining that the end of its useful service life is
reached, causing, by the smart contract logic, a replacement component to be sent
to an equipment maintainer; replacing, by the equipment maintainer, the original
component with the replacement component; and generating, in the database of the
distributed block-chain database associated with the equipment maintainer, a
second block corresponding to a second bill-of-material that specifies component
identification information associated with the replacement component. The method
further includes subsequently copying the second block to other databases of the
distributed block-chain database; receiving a request for a current listing of
components in the equipment and locating records blocks in the distributed block-

chain database of the component tracking system associated with the



equipment. The method further includes determining from the located blocks sorted
by timestamps a current listing of components to be the original constituent
components of the first block; determining whether any original constituent
components have been replaced based on the timestamp of the second block in the
located blocks; generating a third bill-of-material as modified by any replacement
component specified in the second block, updating the third bill-of-material based on
any additional replacement components specified in additional blocks of the located
blocks according to the time stamps of the additional blocks; generating a third block
in the distributed block-chain database corresponding to the updated third bill-of-
material; subsequently copying the third block to other databases of the distributed
block-chain database; and communicating the updated third bill-of-material that
includes the current listing of components and replacement components to a

requesting entity.

[0007] In a second aspect, a system for tracking components of equipment
includes an equipment manufacturer sub-system associated with an equipment
manufacturer; an equipment maintainer sub-system associated with an equipment
maintainer, the equipment maintainer sub-system in communication with the
equipment manufacturer sub-system; and an equipment operator sub-system
associated with an equipment operator, the equipment operator sub-system in
communication with the equipment maintainer sub-system and the equipment
manufacturer sub-system; wherein each sub-system includes a database that is part
of a distributed block-chain database, wherein blocks of data in each database of the
distributed block-chain database are replicated in other databases of the distributed
block-chain database; wherein the equipment manufacturer sub-system is
configured to:. generate a first block in the database of the distributed block-chain
database associated with the equipment manufacturer corresponding to a first bill-of-
material and that specifies component identification information associated with an
actual original component of the equipment, wherein a component tracking data
store stores original constituent component identification information that specifies
original constituent components of the equipment, and subsequently copy the first
block to other databases of the distributed block-chain database; wherein the
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equipment operator sub-system is configured to: update the component tracking
data store associated with the equipment operator that is associated with the original
component to update usage information associated with the original component;
wherein the equipment manufacturer sub-system is further configured to: execute
smart contract logic for determining whether the original component has reached an
end of its useful service life; and if the end of its useful service life is reached, the
smart contract logic causes a replacement component to be sent to the equipment
maintainer, wherein the equipment maintainer subsequently replaces the original
component with the replacement component; wherein the equipment maintainer sub-
system is configured to: generate, in the database of the distributed block-chain
database associated with the equipment maintainer, a second block corresponding
to a second bill-of-material that specifies replacement component identification
information associated with the replacement component. And subsequently copy the
second block to other databases of the distributed block-chain database; wherein the
equipment manufacturer sub-system is further configured to: receive a request for a
current listing of components in the equipment and locate blocks in the distributed
block-chain database of the component tracking system associated with the
equipment; determine from the located blocks sorted by timestamps a current listing
of components to be the original constituent components of the first block; determine
whether any original constituent components have been replaced based on the
timestamp of the second block in the located blocks; generate a third bill-of-material
as modified by any replacement component specified in the second block, update
the third bill-of-material based on any additional replacement components specified
in additional blocks of the located blocks according to the time stamps of the
additional blocks; generate a third block in the distributed block-chain database
corresponding to the updated third bill-of-material; subsequently copy the third block
to other databases of the distributed block-chain database; and communicate a bill-

of-material that includes the current listing of components to a requesting entity.
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[0008] In athird aspect, a non-transitory computer readable medium is provided
that has instruction code stored therein for maintaining a piece of equipment. The
instruction code having first, second, and third code section being executable by first,
second, and third machines, wherein each machine includes a database that is part
of a distributed block-chain database, wherein blocks of data in each database of the
distributed block-chain database are replicated in other databases of the distributed
block-chain database; wherein the first code section is executable by the first
machine for causing the first machine to perform acts comprising: generating a first
block in a database of the distributed block-chain database associated with an
equipment manufacturer corresponding to a first bill-of-material and that specifies
component identification information associated with an actual original component of
the equipment, wherein a component tracking data store stores original constituent
component identification information that specifies original constituent components of
the equipment and subsequently copying the first block to other databases of the
distributed block-chain database; wherein the second code section is executable by
the second machine for causing the second machine to perform acts comprising:
updating the database of the component tracking data store associated with the
second machine that is associated with the original component to update usage
information associated with the original component; and subsequently updating the
other databases of the distributed block-chain database to reflect the updated usage
information; wherein the first code section is further executable by the first machine
for causing the first machine to perform acts comprising: executing smart contract
logic for determining whether the original component has reached an end of its
useful service life; and if the end of its useful service life is reached, the smart
contract logic causes a replacement component to be sent to an equipment
maintainer, wherein the equipment maintainer subsequently replaces the original
component with the replacement component; wherein the third code section is
executable by the third machine for causing the third machine to perform acts
comprising: generating, in the database of the distributed block-chain database
associated with the third machine, a second block corresponding to a second bill-of-
material that specifies component identification information associated with the

replacement component



and subsequently copying the second block to other databases of the distributed
block-chain database; wherein the first code section is further executable by the first
machine for causing the first machine to perform acts comprising: receiving a
request for a current listing of components in the equipment and locating blocks in
the distributed block-chain database of the component tracking system associated
with the equipment; determining from the located blocks sorted by timestamps a
current listing of components to be the original constituent components of the first
block; determining whether any original constituent components have been replaced
based on the timestamp of the second block in the located blocks; generating a third
bill-of-material as modified by any replacement component specified in the second
block, updating the third bill-of-material based on any additional replacement
components specified in additional blocks of the located blocks according to the time
stamps of the additional blocks; generating a third block in the distributed block-chain
database corresponding to the updated third bill-of-material; subsequently copying
the third block to other databases of the distributed block-chain database; and
communicating a bill-of-material that includes the current listing of components to a

requesting entity.

BRIEF DESCRIPTION OF THE DRAWINGS
[0009] Fig. 1A illustrates an exemplary environment that facilitates real-time

tracking of equipment components;

[0010] Fig. 1B illustrates an exemplary computer tracking system of the

exemplary environment;

[0011] Fig. 2A illustrates exemplary component information that may be stored in

a component data store of the computer tracking system;

[0012] Fig. 2B illustrates exemplary smart contracts that may be stored in a

contract data store of the computer tracking system;

[0013] Fig. 2C illustrates exemplary block-chain blocks that may be stored in a

block-chain data store of the computer tracking system;

[0014] Figs. 3A and 3B illustrate exemplary details of the blocks illustrated in
Fig. 2;
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[0015] Fig. 4 illustrates operations for populating the decentralized distributed

database with BOM transactions;

[0016] Fig. 5 illustrates operations for generating a bill-of-material (BOM) that

specifies/represent the current state of constituent components of equipment;
[0017] Figs. 6A and 6B illustrate exemplary BOM listings;

[0018] Fig. 7 illustrates operations for determining required maintenance of

equipment; and

[0019] Fig. 8 illustrates an exemplary computer system that may form part of or

implement the systems described in the figures or in the following paragraphs.

DETAILED DESCRIPTION
[0020] Fig. 1A illustrates an exemplary environment 100 that facilitates real-time
tracking of equipment components. lllustrated in the environment 100 are entities
that include equipment manufacturers 105, equipment operators 110, equipment
maintainers 115, and industry agencies 120. Also illustrated are a group of
component tracking systems 125 accessible to the various entities via a network
102.

[0021] In the context of airline equipment such as an engine, the equipment
manufacturers 105 may correspond to airplane or engine manufacturers. The
equipment operators 110 may correspond to airline companies. The equipment
maintainers 115 may correspond to companies that repair the airplanes and engines.
The industry agencies 120 may correspond to government agencies such as the
FAA, which has regulatory oversight over the airline industry. Others entities with a

sufficient interest in the contents of the equipment may exist in the environment 100.

[0022] Each of the illustrated entities 105, 110, 115, and 120 may correspond to a
computer system through which the corresponding correspond party communicates
with component tracking systems 125. In this regard, the computer systems may
execute client-side instruction code that facilitates communications with the
component tracking systems 125. These and other operations of the computer

systems are described below.

[0023] Fig. 1B illustrates details of an exemplary component tracking system 125.

The component tracking system 125 includes a component data store 150, a
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contract data store 155, a block-chain data store 160, and a processor in
communication with the respective data stores. While the data stores are illustrated
as being separate, it is contemplated that the data stores may be combined within a

common storage device.

[0024] The component tracking system 125 may include an API 170 to facilitate
communicating information to and from the component tracking system 125. For
example, the APl 170 may facilitate downloading a BOM with a listing of all the
components currently in equipment. The APl 170 may facilitate receiving usage
information related to equipment such as a distance traveled by the equipment,
usage time associated with the equipment, weather conditions experienced by the
equipment, etc. and updating all components currently installed in the equipment
according to the usage information. The APl 170 may include functionality to
facilitate communicating other information to and from the component tracking
systems 125 such as maintenance alerts, and instructions for ordering and/or

shipping components that need to be replaced. Other functionality may be provided.

[0025] Referring to Fig. 2A, the component data store 150 may store records
associated with components that may or may not be installed in equipment. Each
record includes a unique token ID attribute 270 and various items of information
associated with a component. The token ID 270 may be used by the component

tracking system 125 to digitally represent a component.

[0026] The information in each record may include a description 272, service
information 274, install information 276, manufacturer information 278, etc. Other
information may be stored. The description 272 may correspond to the name of the

component or other identifying information.

[0027] The service information 274 may include information that facilitates
determining a useful service life of the component. For example the service
information may include the distance over which the component has been utilized,
the amount of time the component has spent in service, and environmental
conditions under which the component was utilized. For example, whether the
component was utilized in a corrosive environment may impact of the service life of

the component. The service information may also specify a maximum distance or a



maximum time a component can experience before requiring service or replacement.

Other service information may be included.

[0028] The install information 276 may include information related to the
installation of the component within equipment. For example, the install information
276 may include an installation date and location. The install information 276 may
specify information associated with technicians that installed the component in the

equipment. Other install information may be provided.

[0029] Other information not illustrated may include a serial number for the
component, a unique ID associated with equipment within which the component may
be installed. Links or references to key documents such as schematics, technical
publications, recall notices, etc. may be provided. Disposition information such as
whether the component is still in service may be provided. In this regard, a current
location of the component may be specified. This may facilitate locating components

no longer in service to confirm that the components remain out of service.

[0030] In operation, an entity such as an equipment manufacturer 105 may
communicate some or all of the component information described above to one of
the component tracking systems 125 via the API 170. Via the API 170, the
equipment manufacturer 105 may associate the components with equipment. Upon
receipt of the component information from the entity, the component tracking system
125 may be configured to generate a record in the component data store 150
associated with the component for storing the information, or if a record for the
component already exists, update the information. Some or all of the information

stored in the record may be encrypted to control access to the information.

[0031] The component tracking system 125 may then generate a unique token ID
for the component. For example, the component tracking systems 125 may hash
some of the information provided by the entity and may store the hash value as the

token ID attribute of the component record.

[0032] In addition to generating the records above, the component tracking
system 125 may generate a BOM transaction for generating a BOM associated with

the equipment. These aspects are described in more detail below.

[0033] After generation of the record and/or updating of the information, the

component tracking systems 125 may communicate the record to other component
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tracking systems 125 to thereby synchronize the component data stores 150 of

those systems 125.

[0034] Referring to Fig. 2B, the contracts data store 155 includes so-called smart
contracts. Each smart contract corresponds to instruction code configured to be
executed by the processor 165 to thereby automate operations of the component
tracking system 125. The various smart contracts may interface to the APIs 170
described above or different APls to facilitate communicating information. For
example, a first smart contract 250 may configured the processor to generate a BOM
in response to a request for the BOM associated with equipment. A second smart
contract 252 may configure the processor to generate maintenance alerts in
response to usage information changes associated with components of equipment.
Exemplary operations performed by the first and second smart contracts 250 and

252 are described below.

[0035] A third smart contract 255 may configure the processor to generate recall
alerts in response to components being flagged as recalled. A fourth smart contract
255 may configure the processor to facilitate updating component information in
response, for example, to update information from an entity such as an equipment
owner 110. Other smart contracts may schedule component maintenance, order

components when required, etc.

[0036] The smart contracts may execute according to a schedule or in response
to an event. For example, the second smart contract 252 for generating
maintenance alerts may run on a periodic basis in determining whether a particular
component is reaching the end of a specified service time. In addition or
alternatively, the second smart contract 252 may run in response to one or more
updates to component information such as updates to service information. The first
smart contract for generating a BOM may operate in response to a request from an
entity for the BOM of equipment. The fourth smart contract 255 for updating
component information may operate in response to an entity such as an equipment

operator 110 specifying to the system 125 a number of miles put on the equipment.

[0037] Fig. 2C illustrates exemplary blocks 200-215 that may be stored in the
block-chain data store 160. The block-chain data stores 150 of each component

tracking system 125 collectively form a distributed block-chain database through



which BOM transactions, described below, may be communicated. Unlike a
traditional database, which may be centralized or commonly owned and trusted,
each of the component tracking system 125 may be non-commonly owned/operated

systems for which trust may be lacking.

[0038] The blocks 200-215 are generally analogous to traditional database
records. Every time a block is added to a block-chain data store 160 of a given
component tracking system 125, the block is communicated to the block-chain data
stores 160 of the other component tracking systems 125 and replicated within those
databases. Consensus algorithms are utilized to form consensus among the
different computers systems of the distributed database 125 that the data stored

within the blocks is trustworthy.

[0039] In operation, a first component tracking system 125 receives a BOM
transaction via for example an API or from smart contract code for receiving a BOM
from an equipment manufacturer 105. After receiving the BOM transaction or a
particular number of BOM transactions, the component tracking system 125
prepares a block for storing the one or more BOM transactions. Generally, this
involves determining a hash of header information of the most current block in the
centralized distributed database 125, adding this information, a timestamp, and other
information into a header of the new block, and appending the one or more BOM

transactions to the block.

[0040] The component tracking system 125 then attempts to confirm the block
and obtain consensus among the various component tracking systems 125 via

consensus algorithms.

[0041] Once the block is generated, the component tracking system 125 relays
the block to other component tracking systems 125. The other component tracking
systems 125 determine whether the block is valid and, if so, add the block to their

local databases.

[0042] Fig. 2C illustrates the blocks 200-215 as being linked to one another. As
described in more detail below, the link from a child block (e.g., Block 1 205) to a
parent block (e.g., Block 0 200) is determined by way of a reference in the child

block to its parent. (See previous block hash 305, Fig. 3A).



[0043] Each block stores one or more BOM transactions (220 — 245). For
example, a first BOM transaction 220 is stored in Block 0 220. Second and third
BOM transactions 225 and 230 are stored in Block 1 205. A fourth BOM transaction
235 is stored in Block 2 210. Fifth and sixth BOM transactions 240 and 245 are
stored in Block 3 215.

[0044] Each BOM transaction (220 — 245) may specify a unique equipment ID
and one or more token |Ds associated with original or replacement constituent
components associated with particular equipment. The unique equipment ID may
correspond to a serial number that uniquely identifies the equipment among all other
equipment for which information is stored in the component tracking system 125.

Other information, as described below, may be stored in the BOM transaction.

[0045] As illustrated, the first BOM transaction 220 may specify token IDs
associated with original constituent components for Equipment 1, which may
correspond to a specific, unique, aircraft engine. The second, third, and forth BOM
transactions 225, 230, 235 may specify token IDs associated with original constituent
components for Equipment 2, Equipment 3, and Equipment 4, respectively, which
may correspond to aircraft engines or different equipment. The fifth BOM transaction
240 may specify a token ID associated with a replacement constituent component for
Equipment 1. For example, the token ID may be associated with a fan blade for the
engine. Similarly, the sixth BOM transaction 245 may specify the token IDs

associated with original constituent components for Equipment 5.

[0046] Figs. 3A and 3B illustrate exemplary details of Block 0 200 and Block 3
215. Referring to Fig. 3A, Block 0 200 includes an exemplary header section 302
that includes a previous block hash 305, and a timestamp 310. Block 0 200 also

includes a transaction section 320 that includes a BOM transaction 220.

[0047] The previous block hash 305 in the header section 302 is set to indicate
that this block is the so-called genesis block and thus has no parent. The timestamp
310 indicates the time at which Block 0 200 was generated on the computer system
that generated Block 0 200.

[0048] The transaction section 320 includes a single BOM transaction 220, which
in this case corresponds to the first BOM transaction 220 illustrated in Fig. 2. As

illustrated, the BOM transaction 220 includes a header section that, for example,



specifies the equipment ID that uniquely identifies the equipment, and token IDs 325
associated with the constituent components of the equipment identified by the

equipment ID. Other information may be provided.

[0049] Referring to Fig. 3B, Block 3 215 includes an exemplary header section
302 that includes a previous block hash 305 (i.e., the hash of the header section of
Block 0), a timestamp 310, and a transaction section 320 that includes a BOM
transaction 220. The timestamp 310 indicates the time at which Block 3 215 was

generated on the computer system that generated the Block 3 215.

[0050] The transaction section 320 includes the fifth and sixth BOM transactions
240 and 245 illustrated in Fig. 2. As noted above and illustrated, the fifth BOM
transaction specifies token IDs associated with replacement constituent components
for Equipment 1. The sixth BOM transaction specifies token IDs associated with

original constituent components for Equipment 5.

[0051] Operations performed by one or more of the component tracking systems
125 are illustrated in Figs. 4, 5, and 7. In this regard, the operations may be
implemented via instruction code stored in non-transitory computer readable media
that resides within the component tracking systems 125 configured to cause the

respective component tracking systems 125 to perform the operations in the figures.

[0052] Fig. 4 illustrates operations for populating the component tracking
system125 with BOM transactions. At operation 400, a BOM transaction may be
generated by the component tracking system 125. For example, a computer system
such as a computer system associated with an equipment manufacturer 105 and/or
an equipment maintainer 115 may execute client side instruction code for both
communicating with the component tracking system 125 and for generating BOM
transactions. The client side instruction code operating on the computer system of
an equipment manufacturer 105 may cause the computer system to provide the
original constituent component information specified in the first and sixth BOM
transactions 220-245 illustrated in Figs. 3A and 3B. Client-side instruction code
operating on the computer system of the equipment maintainer 115 may cause the
computer system to provide the replacement constituent component information
such as the information specified in the fifth BOM transaction 240 illustrated in Figs.
3B.
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[0053] In some implementations, the component tracking system125 may encrypt
the constituent component information in the BOM transaction to control access to
the component information within the BOM transaction. For example, private/public
keys used in conjunction with an asymmetric encryption algorithm may be utilized to
encrypt and decrypt the constituent component information. A different set of key
pairs may be provided for every equipment item represented in the component

tracking system125.

[0054] The keys necessary to decrypt the BOM transactions for particular
equipment may be communicated between entities to facilitate sharing information
related to equipment among the entities. For example, an equipment manufacturer
105 may generate a key, associate the key with equipment, and communicate the
key to an equipment operator 110 that purchased the equipment. This allows the
equipment operator 110 to view the BOM transactions associated with the
equipment. Likewise, the equipment operator 110 may communicate the key to an
equipment maintainer 115 and an industry agency 120 to allow those entities to view
BOM transactions associated with the equipment.

[0055] At operation 405, the component tracking system 125 may include the
BOM transaction into a block and communicate the block to other component

tracking systems 125.

[0056] Operations 400 and 405 may repeat each time a new BOM transaction is
pushed to the component tracking system 125. For example, an initial BOM
transaction may be generated by a component tracking system 125 in response to
receipt from a first equipment manufacturer 105 of the original constituent
components of equipment. At a later time, the component tracking system 125 may
generate a BOM transaction in response to receipt of original constituent
components of entirely different equipment from a different equipment manufacturer
105. At yet a later time, the component tracking system 125 may generate may
generate a BOM transaction in response to an indication from an equipment
maintainer 115 that one of the constituent components of the equipment has been
replaced. This process may repeat indefinitely, increasing the number of BOM

transactions and, therefore, blocks stored in the component tracking system125.
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[0057] Fig. S illustrates operations for generating a bill-of-material that
specifies/represents the current state of constituent components of equipment for
which information is stored in the component tracking system125. At block 510, a
request for the BOM associated with equipment may be received by a component
tracking system 125 from, for example, a computer system of an industry agency
120. For example, a user of the computer system of the industry agency 120 may
specify a unique identifier associated with the equipment via, for example, a user
interface (not shown) and may communicate this information in the request for the
BOM.

[0058] At operation 515, the component tracking system 125 may select all
blocks having a BOM transaction having an equipment ID that matches the
requested unique identifier specified by the industry agency. For example, in
requesting the ID “ae72kzr5”, the component tracking system 125 may select Block
0 200 and Block 3 215 of Fig. 2

[0059] At operation 520, the selected blocks may be sorted by the component
tracking system 125 according to the timestamps 310 in the headers 302 of the

blocks.

[0060] At operation 525, an oldest block may be selected. Following the example

above, Block 0 200 may be selected.

[0061] At operation 530, the constituent components specified in the BOM
transactions in the block (i.e., Block 0 200) may be added to a BOM listing. For
example, as illustrated in the exemplary BOM listing 600 of Fig. 6A, the components
combustor, turbine, compressor, afterburner, exhaust nozzle, etc., and their
corresponding token IDs or other information specified in the corresponding record in
the component data store 150 associated with the token ID may be added to the
BOM listing 600 by the component tracking system 125. For example, the

installation date of the component may be added to the BOM listing.

[0062] At operation 535, constituent components specified in the BOM
transaction in the next block may replace corresponding components listed in the
BOM listing. For example, as illustrated in the exemplary BOM listing 605 of Fig. 6B,
the exhaust nozzle component with token ID 58464312 in the BOM listing 600 of

Fig. 6A may be replaced with the exhaust nozzle component with token 1D 99225533

12



in the BOM listing 605 of Fig. 6B. In addition, the install date attribute for the
replaced component may be set to the timestamp of the block that included the BOM

transaction, which in this case is the timestamp associated with Block 3 215 in Fig. 2.

[0063] At operation 540, if there are additional blocks, the operations at block 535
may repeat. Otherwise, at block 550, the final BOM listing may be communicated to
the requesting party. For example, the component tracking system 125 may

communicate the final BOM listing to the industry agency 120.

[0064] Thus, the operations above facilitate an efficient mechanism for securely
communicating the BOM listing between the entities of the environment 100 without
requiring a centralized data store for maintaining the information. In addition,
updates to the BOM listing are available to all the entities in real-time because
updates to the BOM by, for example, an equipment maintainer 110 are immediately

available to other entities when requesting a BOM listing.

[0065] Fig. 7 illustrates exemplary smart contract operations generating
maintenance alerts. The operations in Fig. 7 be performed by any of the component
tracking systems 1250f the environment. At block 700, a component tracking system
125 may determine the current state of the constituent components of the
equipment. For example, the component tracking systems 125 may generate the
current BOM for the equipment. In this regard, generation of the BOM may proceed
according to the operations of Fig. 5, a subset of the operations of Fig. 5, or a

different operations.

[0066] At operation 705, a first component in the BOM listing is selected and at
block 710, the current usage of the component is determined. For example, the
component tracking systems 125 may determine the time at which the particular
component entered service via the install date attribute, a traveled distance
associated with the component via the service distance attribute, a service time
associated with the component via the service time attribute, and/or determine usage

via other metrics.

[0067] At operation 715, the component usage (e.g., distance, time, etc.) is
compared to a corresponding component usage limit (e.g., maximum distance,
maximum time, etc.) of the component. If the component usage is beyond the

component usage limit, then information that defines the component such as the
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token ID, component name, serial number, etc., may be added to a maintenance
report at block 720.

[0068] At operation 725, if there are additional components, the next component

is selected at block 730 and the operations may repeat from block 710.

[0069] If at operation 725, there are no further components to evaluate, then at

block 735, the maintenance report may be communicated to the requesting entity.

[0070] Thus, the operations above facilitate an efficient mechanism for
determining whether maintenance is required without requiring a centralized data
store for maintaining the information. Moreover, any of the computer systems with
access to the equipment information in the component tracking system125 by way,
for example, of a shared encryption key, may determine this information. This
provides several advantages. For example, an equipment manufacturer 105 may
determine that replacement of a particular component is required and send a
replacement component to an equipment maintainer 115 before the equipment
maintainer 115 realizes that the maintenance is required. This greatly improves the
cycle time involved in maintaining the equipment and decreases the service

downtime of the equipment.

[0071] Fig. 8 illustrates a computer system 800 that may form part of or
implement the systems described above. The computer system 800 may include a
set of instructions 845 that the processor 805 may execute to cause the computer
system 800 to perform any of the operations described above. The computer
system 800 may operate as a stand-alone device or may be connected, e.g., using a

network, to other computer systems or peripheral devices.

[0072] In a networked deployment, the computer system 800 may operate in the
capacity of a server or as a client-user computer in a server-client user network
environment, or as a peer computer system in a peer-to-peer (or distributed) network
environment. The computer system 800 may also be implemented as or
incorporated into various devices, such as a personal computer or a mobile device,
capable of executing the instructions 845 (sequential or otherwise) that specify
actions to be taken by that machine. Further, each of the systems described may
include any collection of sub-systems that individually or jointly execute a set, or

multiple sets, of instructions to perform one or more computer functions.
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[0073] The computer system 800 may include one or more memory devices 810
on a bus 820 for communicating information. In addition, code operable to cause the
computer system to perform any of the operations described above may be stored in
the memory 810. The memory 810 may be a random-access memory, read-only
memory, programmable memory, hard disk drive or any other type of memory or

storage device.

[0074] The computer system 800 may include a display 830, such as a liquid
crystal display (LCD), a cathode ray tube (CRT), or any other display suitable for
conveying information. The display 830 may act as an interface for the user to see
the functioning of the processor 805, or specifically as an interface with the software

stored in the memory 810 or in the drive unit 815.

[0075] Additionally, the computer system 800 may include an input device 825,
such as a keyboard or mouse, configured to allow a user to interact with any of the

components of system 800.

[0076] The computer system 800 may also include a disk or optical drive unit 815.
The disk drive unit 815 may include a computer-readable medium 840 in which the
instructions 845 may be stored. The instructions 845 may reside completely, or at
least partially, within the memory 810 and/or within the processor 805 during
execution by the computer system 800. The memory 810 and the processor 805

also may include computer-readable media as discussed above.

[0077] The computer system 800 may include a communication interface 835 to
support communications via a network 850. The network 850 may include wired
networks, wireless networks, or combinations thereof. The communication interface
835 network may enable communications via any number of communication
standards, such as 802.11, 802.12, 802.20, WiMAX, cellular telephone standards, or

other communication standards.

[0078] Accordingly, the method and system may be realized in hardware,
software, or a combination of hardware and software. The method and system may
be realized in a centralized fashion in at least one computer system or in a
distributed fashion where different elements are spread across several
interconnected computer systems. Any kind of computer system or other apparatus

adapted for carrying out the methods described herein may be employed.
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[0079] The method and system may also be embedded in a computer program
product, which includes all the features enabling the implementation of the
operations described herein and which, when loaded in a computer system, is able
to carry out these operations. Computer program in the present context means any
expression, in any language, code or notation, of a set of instructions intended to
cause a system having an information processing capability to perform a particular
function, either directly or after either or both of the following: a) conversion to

another language, code or notation; b) reproduction in a different material form.

[0080] While methods and systems have been described with reference to certain
embodiments, it will be understood by those skilled in the art that various changes
may be made and equivalents may be substituted without departing from the scope
of the claims. For example, in another exemplary implementation, one or more
components of the equipment may correspond to sub-assemblies where each sub-
assembly may include components and/or sub-assemblies. In this way, a BOM for a

given equipment may correspond to a hierarchical/nested list of components.

[0081] In another implementation, may support the recording and tracking of a
serial number hierarchy that represents a (BOM) of an asset using standard
methods. As noted above, a BOM refers to the constituent components of a given
piece of equipment. At its lowest level, the BOM is comprised of individual parts.
These parts may be grouped into “sub-assemblies” of parts. Several sub-
assemblies may be grouped into an “assembly.” The equipment itself is a grouping
of assemblies. The equipment can thus be conceived as the top level of the

hierarchy, followed by the assembly level, sub-assembly level, and part level.

[0082] For purposes of traceability, each constituent unit within the BOM
hierarchy (the equipment, each assembly, each subassembly, and key parts) may be
assigned a serial number, which corresponds to a unique numeric or alpha-numeric
combination that is directly associated with a unit within the BOM hierarchy. The
collection of serial numbers associated with the BOM hierarchy structure is the serial
number hierarchy. The implementations may be adapted to support different serial
number hierarchy formats and standards, such as those conforming to serial number
standards for Item Unique Identification (IUID) as well as those conforming to
standards such as GS1 Electronic Product Code (EPC). The serial number may

conform to a different standard.
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[0083] Many other modifications may be made to adapt a particular situation or
material to the teachings without departing from its scope. Therefore, it is intended
that the present methods and systems not be limited to the particular embodiment
disclosed, but that the disclosed methods and systems include all embodiments

falling within the scope of the appended claims.
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CLAIMS

We claim:
1. A method for maintaining a piece of equipment, the method comprising:

providing a distributed block-chain database, the distributed block-chain database
corresponding to a plurality of databases distributed between at least an equipment
manufacturer, an equipment operator, and an equipment maintainer, wherein blocks
of data in each database of the distributed block-chain database are replicated in
other databases of the distributed block-chain database;

generating, in response to a request from an equipment manufacturer, a first
block in a database of the distributed block-chain database associated with the
equipment manufacturer that corresponds to a first bill-of-material and specifies
component identification information associated with an actual original component of
the equipment, wherein a component tracking data store stores original constituent
component identification information that specifies original constituent components of
the equipment;

subsequently copying the first block to other databases of the distributed block-
chain database;

updating, by the equipment operator, the component tracking data store
associated with the equipment operator that is associated with the original
component to update usage information associated with the original component;

smart contract logic for determining whether the original component has reached
an end of its useful service life based on the usage information of the component;

determining that the end of its useful service life is reached, causing, by the
smart contract logic, a replacement component to be sent to an equipment
maintainer;

replacing, by the equipment maintainer, the original component with the
replacement component;

generating, in the database of the distributed block-chain database associated
with the equipment maintainer, a second block corresponding to a second bill-of-
material that specifies component identification information associated with the
replacement component;

subsequently copying the second block to other databases of the distributed
block-chain database;
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receiving a request for a current listing of components in the equipment;

locating records blocks in the distributed block-chain database of the component
tracking system associated with the equipment;

determining from the located blocks sorted by timestamps a current listing of
components to be the original constituent components of the first block;

determining whether any original constituent components have been replaced
based on the timestamp of the second block in the located blocks;

generating a third bill-of-material as modified by any replacement component
specified in the second block;

updating the third bill-of-material based on any additional replacement
components specified in additional blocks of the located blocks according to the time
stamps of the additional blocks;

generating a third block in the distributed block-chain database corresponding to
the updated third bill-of-material;

subsequently copying the third block to other databases of the distributed block-
chain database; and

communicating the updated third bill-of-material that includes the current listing of
components and replacement components to a requesting entity.

2. The method according to claim 1, wherein blocks of the distributed block-
chain database store records associated with a plurality of equipment, wherein the
equipment includes parts of an aircraft.

3. The method according to claim 1, further comprising encrypting the
constituent component identification information and the replacement component
identification information prior to storing the constituent component identification
information and the replacement component identification information into the first

and second blocks.

4. The method according to claim 1, wherein the original constituent component
identification information defines a unique token identifier for each constituent
component of the equipment and the replacement component identification

information defines a unique token identifier for the replacement component.
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5. The method according to claim 1, further comprising:

receiving the original constituent component identification information and/or the
replacement component identification information, and

storing the information in the distributed block-chain database.

6. The method according to claim 1, wherein the components of the equipment
comprise a nested series of a plurality of components of a complex equipment.

7. The method according to claim 1, wherein each component is associated with
a unique serial number that uniquely identifies a component among all components
within the component tracking data store, wherein the bill-of-material defines a serial-

number hierarchy of components.

8. A system for tracking components of equipment, the system comprising:

an equipment manufacturer sub-system associated with an equipment
manufacturer;

an equipment maintainer sub-system associated with an equipment
maintainer, the equipment maintainer sub-system in communication with the
equipment manufacturer sub-system; and

an equipment operator sub-system associated with an equipment operator,
the equipment operator sub-system in communication with the equipment maintainer
sub-system and the equipment manufacturer sub-system;

wherein each sub-system includes a database that is part of a distributed
block-chain database, wherein blocks of data in each database of the distributed
block-chain database are replicated in other databases of the distributed block-chain
database;

wherein the equipment manufacturer sub-system is configured to:

generate a first block in the database of the distributed block-chain
database associated with the equipment manufacturer corresponding to a
first bill-of-material and that specifies component identification information
associated with an actual original component of the equipment, wherein a
component tracking data store stores original constituent component
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identification information that specifies original constituent components of
the equipment; and

subsequently copy the first block to other databases of the distributed
block-chain database;

wherein the equipment operator sub-system is configured to:

update the component tracking data store associated with the
equipment operator that is associated with the original component to
update usage information associated with the original component;

wherein the equipment manufacturer sub-system is further configured
to:

execute smart contract logic for determining whether the original
component has reached an end of its useful service life; and if the end of
its useful service life is reached, the smart contract logic causes a
replacement component to be sent to the equipment maintainer, wherein
the equipment maintainer subsequently replaces the original component
with the replacement component;

wherein the equipment maintainer sub-system is configured to:

generate, in the database of the distributed block-chain database
associated with the equipment maintainer, a second block corresponding
to a second bill-of-material that specifies replacement component
identification information associated with the replacement component; and

subsequently copy the second block to other databases of the
distributed block-chain database;

wherein the equipment manufacturer sub-system is further configured
to:

receive a request for a current listing of components in the equipment;

locate blocks in the distributed block-chain database of the component
tracking system associated with the equipment;

determine from the located blocks sorted by timestamps a current
listing of components to be the original constituent components of the first
block;

determine whether any original constituent components have been
replaced based on the timestamp of the second block in the located
blocks;
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generate a third bill-of-material as modified by any replacement
component specified in the second block;

update the third bill-of-material based on any additional replacement
components specified in additional blocks of the located blocks according
to the time stamps of the additional blocks;

generate a third block in the distributed block-chain database
corresponding to the updated third bill-of-material;

subsequently copy the third block to other databases of the distributed
block-chain database; and

communicate a bill-of-material that includes the current listing of

components to a requesting entity.

9. The system according to claim 8, wherein blocks of the distributed block-chain

database store records associated with a plurality of equipment.

10.  The system according to claim 8, wherein each block in the block-chain
distributed database includes a timestamp, wherein the instruction code is further
operable to cause the processor to:

calculate an elapsed amount of time between a current time and a timestamp of a
block; and

when the elapsed amount of time exceeds a useful service life associated with a
component stored in a record that is stored in the block, communicate a notification
to an entity associated with the equipment that is associated with the component that

the component requires replacement.

11. A non-transitory computer readable medium having instruction code stored
therein for maintaining a piece of equipment, the instruction code having first,
second, and third code section being respectively executable by first, second, and
third machines,

wherein each machine includes a database that is part of a distributed block-
chain database, wherein blocks of data in each database of the distributed block-
chain database are replicated in other databases of the distributed block-chain
database;
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wherein the first code section is executable by the first machine for causing the

first machine to perform acts comprising:

generating a first block in a database of the distributed block-chain database
associated with an equipment manufacturer corresponding to a first bill-of-material
and that specifies component identification information associated with an actual
original component of the equipment, wherein a component tracking data store
stores original constituent component identification information that specifies original
constituent components of the equipment; and

subsequently copying the first block to other databases of the distributed
block-chain database;

wherein the second code section is executable by the second machine for
causing the second machine to perform acts comprising:

updating the database of the component tracking data store associated with
the second machine that is associated with the original component to update usage
information associated with the original component; and

subsequently updating the other databases of the distributed block-chain
database to reflect the updated usage information;

wherein the first code section is further executable by the first machine for
causing the first machine to perform acts comprising:

executing smart contract logic for determining whether the original component
has reached an end of its useful service life; and

if the end of its useful service life is reached, the smart contract logic causes a
replacement component to be sent to an equipment maintainer, wherein the
equipment maintainer subsequently replaces the original component with the
replacement component;

wherein the third code section is executable by the third machine for causing
the third machine to perform acts comprising:

generating, in the database of the distributed block-chain database associated
with the third machine, a second block corresponding to a second bill-of-material that
specifies component identification information associated with the replacement
component; and

subsequently copying the second block to other databases of the distributed
block-chain database;
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wherein the first code section is further executable by the first machine for
causing the first machine to perform acts comprising:

receiving a request for a current listing of components in the equipment;

locating blocks in the distributed block-chain database of the component
tracking system associated with the equipment;

determining from the located blocks sorted by timestamps a current listing of
components to be the original constituent components of the first block;

determining whether any original constituent components have been replaced
based on the timestamp of the second block in the located blocks;

generating a third bill-of-material as modified by any replacement component
specified in the second block;

updating the third bill-of-material based on any additional replacement
components specified in additional blocks of the located blocks according to the time
stamps of the additional blocks;

generating a third block in the distributed block-chain database corresponding
to the updated third bill-of-material;

subsequently copying the third block to other databases of the distributed
block-chain database; and

communicating a bill-of-material that includes the current listing of
components to a requesting entity.

12.  The non-transitory computer readable medium according to claim 11, wherein
the component tracking system is one of a plurality of computer tracking systems
that are in network communication with one another, wherein each component
tracking system hosts a component tracking data store and wherein the component

tracking data stores define a distributed block-chain database.
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