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di sadvantage of the Internet is that it permts nany mays to |nf|Itrate
conventional conputer system perineter defense systens. Damagi nhg Vvirus
prograns, for exanple, can be 15 injected through firewalls and into a
conputer system This can conprom se data and conputer prograns, and
therefore derivative capabilities such as digital rights managenent. This
deficiency in conputer system perineter defenses creates the need to
position security defense systens in the |ocal conputer system As
conventional 20 exanple of such |ocalized conputer system security is virus
detection software. Virus detection software, however, can be susceptible
to many exploits including, but not limted to, "spoofing"” or "wappering"
strategi es. Consequently, virus detection software may be nmade to appear
operational when it is not properly operating. 25 Perhaps the greatest
fundanental problemw th conventional conputer




security systens is that their operation is common to the environnment of
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operating system environnment. Furthernore, the operating syé?éﬁNHﬁVY?gﬁnent
for many epypiliedazsystens is also common to the InternetP@ﬂﬁ$ﬁg nt, for
exanpl e, or another network comruni cations nedium Because of this conmon
envi ronnent, nmany neans of attack on a conputer systemare available nerely
5 by noving conputer code fromthe Internet to the conputer operating
system T Sone conventional nethods of conputer protection may involve
speci al purpose security hardware or firmvare installed in the BIOS of a
conputer system These nethods can establish secondary |ines of defense
internal to operation of a conmputer system but external to the conplicated

and error - pr gETHEDDRRDASY SEE MY SORPRONICTHABESECURITYANS eomgrﬂet hods
often fail to recognize at a better Tine of de u ealized
with non-writeabl e $YSTRREMAIDVING APFAGIESSTHRNGIDEYRYESES that provide
the bul k of data and code storag€ for conputer systens. O her conventional
conputer security systenms may include a security 15 gdevice connected to an
SCSI bus that protects storage devices on the bus. This type of security
system recogni zes that thasAKEROBNDNF TRE IRVERTEOIgecure while not
operating in an environnent comon to the operating system However, the
SCSI bus of this system exposes all devices on the bus, including the

st or age S deKigldef lhetloventiorss and therefore requires intimte operating
systens involvenent. 20 It would be an i nprovenent over this technique to
put the securit yhenpeesgnigpvéntion pbmeraltyt ralatesdo stetnaigantisystamsdorand dat a
storage. T RREEC i ul : b ' l,.environnments
and ot her r&%&?ron&@ﬁé@grssg%ﬁgé Tﬂ?il&gptdb\égeoggn\??%gyg‘g@?ﬂrlygrﬁ%e%ttg. Still

ot her conpub@hodsant davces fenseadringdefognation in Aeompnier systamh wieesinliheg t he 25

ite;;age deVdchfputtr syA8mGRAY E@bdnRbetkE Y&h nBior@atenlRgifedtn Shared private

10 Description of the Related Art

With the advent and widespread deployment of the Internet, conventional
computer security systems have been found to be deficient. A disadvantage of
the Internet is that it permits many ways to infiltrate conventional computer system
perimeter defense systems. Damaging virus programs, for example, can be

15 injected through firewalls and into a computer system. This can compromise data
and computer programs, and therefore derivative capabilities such as digital rights
management.

This deficiency in computer system perimeter defenses creates the need to
position security defense systems in the local computer system. A conventional
20 example of such localized computer system security is virus detection software.
Virus detection software, however, can be susceptible to many exploits including,
but not limited to, "spoofing” or “wrappering” strategies. Consequently, virus
detection software may be made to appear operational when it is not properly
operating.

25 Perhaps the greatest fundamental problem with conventional computer
security systems is that their operation is common to the environment of the
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Shared private keys are well-known to provide | ess security than securing
and concealing elenents of public-private key encryption, because
aut henti cati on keys are shared and not private to a singl e TG ANUARY 28055
type of sweb@midasal so directed to nodification of the pdpgsoamivagenent
system of the conputer operating system 30 and therefore suffers the sane
probl em of operating system dependence illustrated above for SCSI security.
An i nproved conputer security systemcould 2 19 JANUARY 2006 WO 03/010643
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Pr ot ect ed Asteahed sioragetdevigeothatplovida theltaullpofodatalent énydestoregdfod used i n
connecti on eadying a 20 storage device during the boot phase of a
conput er syﬁ'ﬁé&térlsﬁsﬁém@s nmet hod, the storage device can be declared to the

operating syst e@uhd ARVntbRSZoR bR ScurBRASRNTsM) ihbEash Sbasfy devi ce
y has ready for use t he operating system
15  device connected to an SCSI bus that protects storage devices on the bus. This
type of security system recognizes that the storage device is more secure while
not operating in an environment common to the operating system. However, the
SCSI bus of this system exposes all devices on the bus, including the storage
devices, to access and therefore requires intimate operating systems involvement.
20 It would be an improvement over this technigue to put the security measures in
the attached storage firmware and data storage. The same solution could also
then he applied in SCSI environments and other environments such as ATA

storage device environments.

Still other computer security systems recognize the benefit of guarding the
25  storage device at the controller level but are based on shared private keys,
Shared private keys are well-known to provide less security than securing and

concealing elements of public-private key encryption, because authentication keys
are shared and not private to a single device. This type of system is also directed
to madification of the file management system of the computer operating system
30 and therefore suffers the same problem of operating system dependence
illustrated above for SCSI security. An improved computer security system could




Special BIOS firmwvare or other special code can have exclusive access to

the wundeclared portion of storage space. As an additi onal i
- measure, the ATA 25 Host Protected Area can require passcodisg@guégypgéthi s

addi ti onalwmesanedss of Storage space. The ATA Host Pr ot eci@dysdseponas
originally designed to provide security assurance in the form of enhanced

operating system and application crash recovery efficiencies. A known good
version of the systemor application software could be cached in a
| ocation outside the capability of the operating 30 systemto address. In
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afforded by using the storage device for hiding and securing public-private key

operations.

Security afforded to a computer system by the ATA Host Protected Area
security protocol can be provided by a method used in connection with readying a
20 storage device during the boot phase of a computer system. In this method, the
storage device can be declared to the operating system to have less storage
space than the storage device actually has ready for use by the operating system.
Special BIOS firmware or other special code can have exclusive access to the
undeclared portion of storage space. As an additional security measure, the ATA
25  Host Protected Area can require passcode access to this additional amount of
storage space. The ATA Host Protected Area was originally designed to provide
security assurance in the form of enhanced operating system and application
crash recovery efficiencies. A known good version of the system or application
software could be cached in a location outside the capability of the operating

30 system to address. In practice, this restricts access to a portion of the storage




reading or witing operations, except under controlled and
crypt ographi cal l y- guarded conditions. Such controlled conditions should
i ncl ude device authentication and user authentication of séLIMNAREEEet s

performedwaxdawinas |y to the operating system of the congudgdozswat em
Met hods and systens are al so 25 needed that provide firmvare and storage

devices with controls on access, storage and retrieval of data. These
controls should not be able to be witten by any process available to the
conput er system and should be localized in the attached storage device. 4
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improvement in this type of security.

15 Therefore, computer security methods and systems are needed that
address the aforementioned shortcomings in the art. Method and system
approaches are needed in the storage device environment that provide resistance
to unauthorized access and use of computer programs and data. Methods and
systems are needed that permit sections of the storage device to store data that

20  are not available to the file system or operating system in a computer system for
reading or writing operations, except under controlled and cryptographically-
guarded conditions. Such controlled conditions should include device
authentication and user authentication of secured datasets performed externally to
the operating system of the computer system. Methods and systems are also

25 needed that provide firmware and storage devices with controls on access,
storage and retrieval of data. These contrals should not be able to be written by
any process available to the computer system and should be localized in the

attached storage device.
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met hods and systens for pronoting conputer security; Figure 2 is a
schemati c showi ng details of the storage device of Figure 1 W&%%‘?I s a
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met hods and systens for pronoting conputer security; Figure 4 is a
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partition in, and restricting access to, at least a portion of the storage device by

the operating system. The method also includes creating at least one security

partition in the storage device. The method also includes providing at least one

15 authority record and data associated with the authority record in the storage
device.

System and computer-readable medium embodiments structured in

accordance with the method embodiments discussed herein are aiso provided.

20 BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram showing a system configured in accordance with
methods and systems for promoting computer security;

Figure 2 is a schematic showing details of the storage device of Figure 1;

Figure 3 is a schematic illustrating the interaction between a storage device
25 and an operating system file system of a computer system in accordance with
methods and systems for promoting computer security;

Figure 4 is a schematic showing details of the authority records and

security partition data shown in Figure 3;




preferably incorporates a place for storage managed by a controller with
firmvare. It can be appreciated that the term"partition"” is_ used in
certain enbodinments herein to mean a conti guous grouping oﬂgﬁﬂ'ﬁuﬁW@%

bl ocks aswe@by@bds@cated by the owlevel formatting of thersérige device.
Speci al security partitions and the structures and processes that support
these security partitions are included in the present conputer security
nmet hods and systens. A primary objective of the present nethods and
systens is to 6 19 JANUARY 2006 WO 03/010643 PCT/ US02/ 23907 provi de a
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operating system errrng now to he ar tec ure of

net wor k- at t 3RA9Edpnge with éhe mgmtsorenwtemﬁqcnnww@ethmsmmseyaiemssystems d| scussed
hereinafter is shown. The 5 network 2, which can be the Internet or another
network communi &Urefids ariabulaipn shawinga Raditiehendes Piavider #accerdance ed. (not

shown) Conn@l@ﬁIh@gprékehi)cén'itﬁjt&%u&t?Fnetlﬁﬁd?.taﬁﬁ‘s?st%sa user. Inside of the
conputer system6 is an operating system 10, which relies at |east in part

gn soft\/\?re and Fitke7 @04 iblRdod SKUWiRy 555&:@&% éialé\lnﬁé?prfbaedl.ﬂrgs peligedi ng now to
| gures an

2 etailed schenatic. deyice 12 is
shown' i n" i Dapforsinchiuhahe plseRucpirs TGt neb e 3oFsius S0l 2, 12,1
and wites datag ice 12. It
can be appreci at eg[ﬁ'?%?stéj ﬂ?ﬁé@ﬁ%ﬁor@%é oﬁ&oqjaﬁtb%egew%rt%tg@ F%gc\éfl r mvar e
14 can be with iheipresent d:wnmmértsaaurﬁymeﬁmdb*eddsysteme operating system 10. This
portion of the 15 storage device firmware 14 that can be witten can be
considered witeable firmware ("W"). In contrast, at |least a portion of
the storage device firmware 14 is vvrltten by using one or nore of a
plural ity of conventional harB&d JBIPTH@Nt resist this firmware from
being witten by the operating system 10 This portion of the storage
device firmvare 14 that cannot be wErenigW can be consi dered 20
non-writeable firmware t he toraedewce 12

In one e ment
can al so inclufg ”é'le%E?fgWatcé’ tar Sygtems dggg‘gq byt rginet 'i’%'e{dt t%Por

di recting tdeenputer systems, laptop computer systems, networked computer systems,

wireless systems such as cellular phones and PDA's, digital cameras including
15 self-contained web-cams, and/or any reasonable combination of these systems
and devices.

As used herein, the terms “storage device” and “disk drive” or “disk” are
interchangeable, except where otherwise noted, and include any device for
storage of data in a computer system in accordance with the computer security

20 methods and systems discussed herein. Notwithstanding the use of the term
“disk” the storage device need not necessarily incorporate a physical “disk” but
preferably incorporates a place for storage managed by a controller with firmware.

It can be appreciated that the term “partition” is used in certain
embodiments herein to mean a contiguous grouping of 512 byte blocks as
25 allocated by the low-level formatting of the storage device.

Special security partitions and the structures and processes that support
these security partitions are included in the present computer security methods

and systems. A primary objective of the present methods and systems is to




firmvare 14 to access and ot herwi se mani pul ate data in the data storage
portion 16 of the storage device 12. It can be nade a requj rwn hat no
data can be transported to or fromthe data storage portlow 14980

storage dgy @fidsss €xcept 25 in connection with executi gpr@fsebppeNE or W
For purposes of illustration, sone exanples of NWF and WF firmmare can be

derived in connection with the ATA and SCSI di sk controller protocols. At
| east portions of these protocols relate to connectivity between the
operating system and the data storage conponents of a conputer system The

ATA pr ot 0CQlroyihdh 8591;3@?&?‘5@&?%: s&?trefﬂ that i§ Y3 rﬁéﬂéé@éﬁ@%e% ndeRBRAAS. such as
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offer an addition to the ATAI ATAPI -5 ANSI speC|f|cat|on NClI TS 340-2000.
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ATA Host Prot ect ed Area I\/apped out storage as applled herein, is storage
space Lcate bad

N abl e di
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systens can augne nple, with
sinple an@aebﬁ@@ptea@t@thatrﬁtw%epmlpnyf e ctwagH @awcﬁtfemwetdtbﬁsarand syst ens

| nejude a _ balekiien 87 Ybfiard GxBANA R tREGHErAinG Heht 1. Ofhid péifion otk 2 32 and
15  storage device firmware 14 that can be written can be considered writeable

firmware ("“WF"). In contrast, at least a portion of the storage device firmware 14
is written by using one or more of a plurality of conventional hardware methods
that resist this firmware from being written by the operating system 10. This
portion of the storage device firmware 14 that cannot be written can be considered
20 non-writeable firmware (“NWF"), In one embodiment, the storage device 12 can
also include a separate central processing unit 18 (“CPU") for directing the
firmware 14 to access and otherwise manipulate data in the data storage portion
16 of the storage device 12. It can be made a requirement that no data can be
transported to or from the data storage portion 16 of the storage device 12, except
25  in connection with execution of the NWF or WF.

For purposes of illustration, some examples of NWF and WF firmware can
be derived in connection with the ATA and SCSI disk controlier protocols. At least
portions of these protocols relate to connectivity between the operating system
and the data storage components of a computer system. The ATA protocol, for

30 example, permits customization of commands, such as controller commands, by a

user. Inone embodiment, the present computer security methods and systems




authority record, such as authority record 34, associated with the security
partition 20 data 32. These security partition data 34 and authorlt%
records 34, 36, 38 are contained in a security partition oft 7Y AANVAR ?%Pﬁ’e

devi ce 30yydhgolégsent nethods and systens provide a repabiN@lyegi Npl e
file systemlocated on the lowlevel formatting of the storage device 30.

The gromt h of data added to the storage device 30 proceeds fromtop to
bottom as shown in Figure 3, so that a query of 25 the storage device 30
contents can readily reveal how nuch data storage space renains for use.

M rmuar e of CliienaAcdionds HRATERENH-E BRSE SectiGaisfnbai™s HEABRRC: 1y ccor as
34, 36, 38Howavdnatm1vlmramﬂedﬂateatrmt pgia&einmﬂlcgouaadd!iﬁmristqanrlmamdsb 0. As
shown, ~an 3f, C}R&E@ﬁ Fe%?sr%o(d Ge;e?? Egﬂelnetoﬁﬁ(eséégl s”p%clﬂﬁatib%tanl%ecﬁﬁe ted to

access the securi contail ne storage devi ce 30.
This i ndepeﬂd@hbedlsﬁ cqnhe"@ smec:tmmmhamb@. foDe NP e 08NgoRPELIISOP/ 23907

bonet 1 13 by phasrae fiirfoddnsloh hf B ob unBe SRR REMGSa 27 | ROt ST

benefi t resent securi create a |l ocation
on a conput arslere%/@lswembere:n crahdvmmthle(hasrsm ra:snra)ngeb@aétofm%@sief fectively
conceal ed. ér%ﬂér'ﬁggmﬂ ohO Figure 4, a schematic of an authority record 52
is 5 presente ccordance with the authority records 34, 36, 38 of

Figure 3. The PHthokidgs, é§5ﬂ5|.@d ﬁare&aeaﬁ BE biARicd A SonrellidLit] a Pr ogr ams, and
other like information and functionality 1 n association with the SP data

54 cor r espoffRIVAgiang! digkeontiglerdqretesol Islé?fb?FdAE& or ¥ha!- Rt HRES 8%°Uile authority

record 5@ aﬁh@tdcblea\ﬁﬁ’atdéitoaATﬁ% balu@u_nants&n%@nttdnmugbkn%) inafieart @b arad to
i nformation fo‘rfé{g conceal nent i s desi reggand/ Qr funct ionality that

promot es sedOFETAEEIgd Aret Maphrg- ‘?Lﬁsﬁ”"@@nﬁ%?%ﬁ“e G i SIAYBSPAT® i nf or mat i on
that can bethatighegpped-obfhyabires Itha INWF wpe W Pfo :nawalbedpeaosssuimg functions

o cat od 1 Indepsnd el abesaa o narng SAPLBE NP L blpoodY ARl oc 15"

It can be semtroidrddr thhetoeagerdevitany advant ages to a cl osed, non-

15 Referring now to Figure 3, the present computer security methods and
systems can augment existing ATA and SCSI protocols, for example, with simple
and effective enhanced security protocols. The methods and systems include a
storage device 30 having security partition (“SP") data 32 and at least one
authority record, such as authority record 34, associated with the security partition

20 data 32. These security parition data 34 and authority records 34, 36, 38 are
contained in a security partition of the storage device 30. The present methods
and systems provide a relatively simple file system located on the low-level
formatting of the storage device 30. The growth of data added to the storage
device 30 proceeds from top to bottom, as shown In Figure 3, so that a query of

25 the storage device 30 contents can readily reveal how much data storage space

remains for use.

QOperations involving the authority records 34, 36, 38 are managed by the
firmware of the storage device 30. In one embodiment, all authority records 34,
36, 38 can be governed by a single master authority record 40. As shown, an
30 operating system (*OS"} file system 42 is not permitied to access the security

partition data 32 contained in the storage device 30. This independence of the




expandabl e, storage and authority system as described herein. The storage
device can define, for certain data on the disk, a structure_for

aut hori zation and authentication that can be readil y i nsped?éﬁ”ﬁﬁﬁvzmé
audited. koaihQsi zation and authentication functions pegpRlsssovi ded in
a closed system then a conputer 20 systemis generally nore vulnerable to
attack and infiltration. It can be appreciated that 63 user-definable
authority records and one master record are |ikely to suffice for nost
practical applications of the present conputer security methods and

Y neesi SceaunfpAERE A LR A S YR ST e AR PR e B
authority i of théaprespet securitg nesfisdds mnd systerosrto nteabe a fovatiort o 2 cdmpueten

Ut hor i Y. - R RnbRn AR IRE 415, £ 30 e PURL ANcAlRLEREO by he user as

needed, wt er y record can govern

t hese user nDdlf t rovi de an
appropriate |ine Re@%“t}gp gvrv]éoef:pﬁregf %igné%én%uc%}%?sagg{gﬁgﬁ léé%rﬁ%g %)ANUARY 2006 WO

03/ 010643 Ppmﬁ@yslmzmmgmamwm e autheritygpewids Aty IBxadpl Biguere Thet ended to
i1l ustrate pah& etbrd 5(?3 ﬂiﬁ&&@é&&é‘%on@inérfb?og%rﬁ§%tj ORI er security

met hod and system enb ment s can reciated that such exanpl es
ar e i nt ende@iogratigiyand fupgionality passaciation;vithf ?ﬁgtqaéﬁs“ gorresrpading Kyl ar  aspect

or aspects @b ahti'@n@&b&s?d Sénd'hé)ééﬁt@ﬁ& R GHUIRAtSrecsla B2 Hnkakk BP'gt are

intended to_limt the scope of the present 1 nvention. For exanple, it can

be appreci a?b#! ec"PPJttS ab B‘&?Qgh&ﬁ) afe r@l?(‘ﬁ%t@ i praasion fier Wiyl ‘é’”lcﬁ"i‘fme%’éur ity
partiti om Cdﬁﬁf@@dﬁdl@%@ﬁ&ioﬁdht?%di b@mim&smhrecm pﬁoeésssre;cwa doyngiérhods  and

S omeor " Serslm bRk rorpuit ar e lpred E oPbin B A St e ¢
i |l ust ra’zjl oseeuef prbd:&sﬁhgtfmcinam @éﬁotrmé@bﬁtrrelmnhﬂrw recMSBZGn gom\mﬂm es, gnd
error codes f.or resent. o er ur s an ens. Figure
S Chove L revit e SEdE §3 SR infeRB I dio et Bhip i o i B SaySy RS o O

as examples.

15 It can be seen that there are many advantages to a closed, non-
expandable, storage and authority system as described herein. The storage
device can define, for certain data on the disk, a structure for authorization and
authentication that can be readily inspected and audited. If authorization and
authentication functions are not provided in a closed system, then a computer

20 sysiem is generally more vulnerable to attack and infiltration. It can be
appreciated that 63 user-definable authority records and one master record are
likely to suffice for most practical applications of the present computer security
methods and systems. Because these methods and systems are storage device
specific lines of security defense, a single authority can translate to a group

25 authority in the operating system environment or an entire domain authority.
Since the authorities can be created and deleted by the user as needed, with the
understanding that a master authority record can govern these user modifications,
the present methods and systems provide an appropriate line of defense for the

computer system.




15 associated with the authority record. An authority record defines one
authority (e.g., a user, group, domain, or other agent) and_a data set for
which the authority record adm nisters access protecti.ons. "HW‘%RYGNQHOM

t he headekyd @lo1ddae partition containing the nmaster authogdtysezhfgerd and
Its data, which conprises all other authority records for the storage 20

devi ce. This header provides information to the conputer system for
efficient use of the security partition, authority records and their
associated SP data. Figure 7 shows the basic storage device procedures
associated wth the present corrputgr @g%urity met hods and systens. These
basi ¢ procedures include nethods f I ng up new aut hority records,

del eti ng data ang/ 25 i fvi evi Qus. OF 1L Vi k Al SO shown
are procedures 15@? ?{Il'gi"hngr%l}%}é'p}gge %?\iﬁﬁnﬂe&g%ug#'teage 'E)Adigﬁl&imﬁﬁrfﬁ%rg%ﬁ%ﬂon% nore user
appl i cat i onef.thd-prguerd cdmphienseasitypnethed aod systete embhdimentsy It eaubde from
applicatio . i r i i | . 0.1 9
JANUARY 20 %ﬁégg‘; 6\‘%8%%@%&%%%%%’%&9?3@@*‘5@2??’ g@f@ggghﬁm%ﬁtg@% conput er,
securi t y5 nelid particlacasppstt a@speoteaithe methmddindrsystemgenekadimes a secur ed dat a
partition ¢ ] | [ ' regcocols. In one
aspect, if (gé}’i: Q{Z‘%.Ige?&\}/‘w%ﬁ t‘wg_? L%Efﬁhwtsg&faﬁﬁ%]?%ﬁéﬁﬁg@gg ctwgrri'?)(%red, t he
security paP@mpleit cenbemepwpiataithals pajticularsboiee ofngsegndatureéiotopen 5 cal |,
such as th Yatageo=el hbteP 8édurit rRBthhGTRI NS open
until cl os?ﬁ?&?angg by,&gg%%cﬂ%ggg&ﬁ%gﬁﬁg%%f g‘% ut' til expiration of
a predet er mngeaystemseare far dlugtsationpurep and aering itendad 1o limittherscgee ghd write
access i@ NREpred@NSinidmibn.are inportant to security functions needed for the
storage device. In another enbodi nent, specialized SP, fixed-length and

record 10 ori enfFrpiresrmebugn® outlinedigpeliohsiod i dutecimentigntistudibe do not
| eave open the w nhdows oppor.t upi t hat the 'gl obal .SPC%en command can

d 0 p
permit. In l?éi?é’“é‘f‘PEHEﬁsr‘r@’H{ §r,“?rt"1983§ PresRIt CpPPUeSY Rodsand, o¢
avai | abl e dyyetetrs. security or efficiency considerations and read and wite
operations are perforned through the avail able SPProt Read and SPProtWite
Figure 5 shows the fields of a single authority record followed by the data

15 associated with the authority record. An authority record defines one authority
(e.g., a user, group, domain, or other agent) and a data set for which the authority
record administers access protections.

Figure 6 shows the header for the partition containing the master authority
record and its data, which comprises all other authority iecords for the storage
20 device. This header provides information to the computer system for efficient use
of the security partition, authority records and their associated SP data.

Figure 7 shows the basic storage device procedures associated with the
present computer security methods and systems. These basic procedures
include methods for setting up new authority records, deleting data and/for

25  modifying previous authority records. Aiso shown are procedures for using the

security features built into one or more user applications.

Figure 8 shows sample error codes that may result from application of the

various procedures described in Figure 7.
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15 commands. Use of the SPProtRead and SPProtWite commands can perform an
I nternal, hidden, SPQOpen functionally equivalent action wt hout exposi ng
the secure data to user interaction. In certain enbodi nent¥J '{)Yr?é’%nt

conput er gRfdfideys Met hods and systens can use, for exarf@usefNoby X 509
certificates that can enploy trap-door 20 cryptographic algorithnms such as

the well-known RSA algorithmfor authentication. Each authority record can
contain one public-private key pair for authenticating data that
originates fromthe security partition of interest. A second

public-private vided to ensure t be sent to

the particular Ii‘%ggﬁi?eldttg tlbeaﬁrle??qtgﬂmgwgr ecun yﬁ%?tn(?%s 2 %tsgﬁ{éﬁlgr Pes%fj I))F'lgage. These
key pairs aarad mlngmtmtnat&mtumdtdlata)@aﬁ‘ﬁt@n@anwse pomfventional tdad/vwdieé a are only

L1 NS ¢t ey o i Sl BB A0S 1040 5 DM KBy 2 27

si gned and y aut cone rom-t part i tion).
A synmet ri ds httsmptad, the sesmrhy pattltmrwm bes:pbsedamlmgaa lschmltmarhtmntqpeSSL and

ot her ~equi vaj, élfch%g?t‘?ecﬁiﬁé {:&ﬁn‘ﬁ‘aﬁ'@ BFu?éﬁfe‘?\' the s%cu:‘?t?ﬁé%g%n reifaid ta. In this

enmbodi ment, the e keys are e hashes
associ at ed menwntﬂnéosgdr(ﬁumua@atwe@e Oétflelﬁﬁﬂgl@ﬁﬂacqmmm)@f M@ty expirptigeebde a

passcode dig aetefhhiRedlimaiB951 tuh STobdn cLohrANHARYind0850 WRY BAID10643

PCT/ US02/ 239 The present nethods and systens can require t at t he
above- ment | aKEEEH IN AR NRYE Hithiace Iﬂw@rtmtut@ﬁ%ct@tvéuméﬂa@@qdrfortthe firmware or

physi cal stQsaged&ficd. R ansther éﬁﬁodﬁﬁ}éhtcﬁpecmﬁeoc:w gl sndraesidl s
authenticated with a root assurance In the of the device. In this

manner , 10 ¢ cuigstedoread 206 Meiteprafations Age m'ﬁteétt%tdem% 'eaae PUWROt be

suscept i bl Ewihdovid dfaplsoifi Bhat e b sPaip bﬁcﬁiﬂﬁiahulcﬁlﬁérlﬁﬁt storage device.
The SP system al so provides for encrypting data in the data partition. The

encryption util izesnd &absdiments)the SPSpen bhd SPCIgsetdodindndistary metd of f, t hen
the data i 0, i ce_are plai ext_ev the symmetric
encryption ER’ {})‘?%%49 {g%%gurgrgéhe@ﬁgﬁcgfgag{jﬁaﬁqén@%r?%'cil %.@Wﬁ@ data to and from
i ts storageppttations atel pmrforméd g phe availalle S&PmEBeathand 8BRrafWetedata in t he
stor agelsdev&o&gnaq‘rdg_ Use of the SPProtRead and SPProtWrite commands can perform an

internal, hidden, SPOpen functionally equivalent action without exposing the

secure data to user interaction.

In certain embodiments, the present computer security methods and
systems can use, for example, ANS| X.509 certificates that can employ trap-door
20 cryptographic algorithms such as the well-known RSA algorithm for
authentication. Each authority record can contain one public-private key pair for
authenticating data that originates from the security partition of interest. A second
public-private key pair is provided to ensure that data can only be sent to the
particular security partition and no other location for storage. These key pairs are
25  associated with X.509 Cert-In (i.e., the data are only transmitted to the desired
partition) and X.509 Cert-Out (the data are signed and thereby authenticated to
come only from the desired partition). A symmetric key can be used in a way
substantially similar to SSL and other equivalently secure streaming protocols to
encrypt the data. In this embodiment, the public-private keys are used primarily
30 for the hashes associated with the certificates, although a private key can decode

a passcode directed to an authority.
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encrypted even though the symetric encryption may not have been enpl oyed
Iin transmtting the data to and fromits storage location. If the SP data
are encrypted and the authority source is external, a net hot?"my@?%m

can be proyd sdaaoss® encrypt data on the storage device sopdragoendby an 15
external agent can decrypt the data. The SP Dat aEncrypt conmand encrypts

the SP data so that a key can be acquired and applied from an external
source. In this enbodinment, there is no accessible nethod for decrypting
the data fromthe storage device based on information available in the

st or age, devi ce. 1T SscIhbAdsaBik SERRRATMALNARGE oSl dmbiRRET L1 ng t he

public key and rrc he privat S prOV| to decrypt the
symmetric k@yptmenhlcpneraggnﬁwe relr@eﬂféqd Inéhm@refu@ue pophygisal steragserthet i ng or

decrypting dak, e dghbé hﬁgabérgﬁog#éﬁﬂc co&é’@‘%? r{ehﬁcdf@&’w{th QFdoY%Eﬁlrgrﬂ")é il r angement

is a conventi O ovidin e encryption resent
conput er setb@ NWE/ ommwge ahdhlgy@m@ﬁs acceﬁprt@)mdmglog m@méﬁtnr@iﬁ@ipd met hod by

provi ding f@ita 8k bé ¥u§3§bmgﬁa ek ayéetp@m%c%m%amm t8kstrage the storage

devi ce and not as_part an operatin emor” fil system™ Anot her
feature of 4ayealhach %S?t%é'é‘ia grovidas fQE@ﬁFWB‘I'@J Q%Mrtﬁﬁéi?tﬁj’aﬂﬂ'ﬂnwrl ting of

data in a Wﬂc%tt@@ﬁﬁll:&é%éy&n?éﬁ% ké‘yerffféhd’rgﬁtioﬁhéj&srﬁd difithedUhdrority record
can be hidden, "Hi dde typi cally neans he values in these fields

cannot be r%@i"ﬁpeSt?’weé{i@?@%@!fa'“ﬁ?ﬂ@é%thOPQ’étheScyﬂ'@ﬁwﬂ EYRE9Rnot be read

ei ther by 6\n§ﬁhd>t HaQe bB&n eﬁqplb;mﬁh@raagm Jgcthéastta t@éﬁdﬁrﬂﬁhﬂs%r@éethe contents
of the sto @gIUARY 2006 Q3/ 010643

DCT! Lot SHa8on Hlenpapiahe Grmid e eiia Aalednhs HPER SR ABh, o st or age

can be pr ote'm:h@thd dven thcﬁpgammé @,mrﬁﬁﬂ@ bﬁg}th ridiend dgveebeensamsieyadiinsuch
st or age exce B]I gue that can be applied in

connecti on "Pﬁ"t ?Pethﬁgégact&?é'd?ﬁog\ gs%?ra% hority record is to store

| hash of
Cequi rement to TekiSE Ealatark BRBIAY Sy AR SofltE SRR AIpRALT 10 L
is to hide @dwmqancbelmyvi@gd terwnwpt datg on tee Kenpgedevicaiso thatiompent y' s

public KeY, axidtfidl abBtcaRHe¥ryhifie DLl he P BaGLENETH oOfAIEALR pls the

SP data so that a key can be acquired and applied from an external source.

In this embodiment, there is no accessible method for decrypting the data

from the storage device based on information available in the storage device.
This method and system involves securely transmitting the public key and

20 symmetric key. The private key is provided to decrypt the symmetric key when
the symmetric key is needed for use in encrypting or decrypting data. This public
key / symmetric key / private key arrangement is a conventional method for
providing file encryption. The present computer security methods and systems
improve this conventional method by providing for security methods and systems

25 contained only in the storage device and not as part of an operating system or file
system.

Another feature of the authority record that controls the reading and writing
of data in a security partition is that certain fields of the authority record can be
hidden. “Hidden" typically means that the values in these fields cannot be read by

30 any external process, i.e., the values cannct be read either by a call to the
firmware or by direct examination of the contents of the storage device. There are
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In practice of the present conputer security methods and systens, a
di stinction can be nade between an external authority source and an
internal 10 authority source. If a security partition is al? {ANUARYA006

aut hori t y waPsslicGesss t hen the public-private key pairs and gymdbhsisgr keys are
generated internally by the NWW and WF of the storage device. If a

security partition is an external authority source, then the
public-private key pairs and the synmetric key can be transmtted by a
secure nmethod of transm ssion (as defined by the SPCSet 15 command, for
exanple) to t r evice. Thi.s an hat while, ¢ ata, such
as a privat2PR @'ﬁ' ‘gé‘ g‘ﬁ%ﬂe\ﬁd?"f’feetﬁc?'g‘ﬂf@ﬁ 14 t'”ﬁl‘?@g%ﬁ%%? 85’5 B’S’j ?%e i nt er nal
key gener at@ampld, ieappiigaoutthe amdtesseaabdogfsaﬂystevﬁgemaéptmtb\eMF because they
are defin Not Read"

t hy
capabi | i tyeg%ogﬁergﬁgﬁ'f@ﬁrt%&aﬂg?gp ﬂﬁmé’}?&t‘?rl‘f’ %’Srptal §cogﬁtr§ IHa#HI %S a"Wite
but Not (exawhority Decafm iRepstbremiyt 4 basirof cﬁher'érﬁlstemhnlqumgamsappl i cation

exter el s | oo R0 g PASTefiB o IR bl bRGABLMATT e 2o @ rel bl e

pl ace to concea ogr aphic oper ations with
a relati vele;noltheglhealieguecs tofh:deea:symmgtnahev b:,semrmt:yg tferkeyeriham nent of t he

t f decl SP
Gata to bo Wy SRIMe Y T FREBng I AE I ore ity BRURARRE T 705 1 b
(public key inf rrﬁﬁr‘a&ﬁt%tdf'iﬁ‘e)pre%?ﬁ SﬂnBut@r St ty?ﬁ@tﬁaﬁssén% dyBteméabi dating public

keys for a particular authority. The securl tition of the present
net hods andiigipstiangandemads 'P?W’e?'hé“ §89F@balﬁlhorttﬁ§°%%1’"%a'kl9§?'@§)nam cal ly.

This ovegy COéIﬁ!%rW‘?ochfe tihg sééﬂﬁ%ﬁ'ﬂfoﬁ'ls B R rRASuthBrifyYoulceOien afe key

revocation. 30 I S possible h the present nethods and systens to have
a secure nE%H'-?Ec'B’F"at%IWa‘?ﬂ""éé‘PP ?Y'IE‘E@HI%Y% ats geperatsrinierhaliy Ay the MY Fa
relatively éHdQNFbﬂﬁé' st&Egﬁ&@\kkEearlﬁﬁ sed@nyl&rsﬂtﬁNWeﬂ@ﬂ@l XhéHl 010643
PCT/ US02/ 23907 A sz E t i on of % gdl ment is applied
to | ock sofst%féﬁee "ét{;‘ PEYA 6rke¥iP%'k9 dh%?@é’?‘éﬂ"fz G5 °¥h8t cannot be
repudi at ed tensmiteetyecsasuichtethod attrdriiigsain (esl defirredtuyl tse sdet ment, the
st orage, devi ce ¢ be enpl to rea th o] ch C |n credit
card pu]rsgha""é)gmiI of%ﬁf‘?'gﬁ'?%gge 83?5&?&‘@""’9 $h's "%ans k rat whie certaih 8

such as a private key, can be written (such as by the SPCSet or by the internal

key generator), the data are not read by any external process, because they are

defined as hidden, It is important that the same “Write but Not Read” capability

can be afforded data in any security partition that is a “Write but Not {external)

20 Read" partition. Therefore, a user application external to the storage device can
employ the storage device as a reliable place to conceal information and to
perform cryptographic operations with a relatively high degree of security and

secrecy.

One embodiment of the present computer security methods and systems
25  provides for declaring SP data to be write-once. One illustrative use of this
embodiment is in PKI (public key infrastructure), wherein a problem exists in
validating public keys for a particular authority. The security partition of the
present methods and systems can verify the source of the public key dynamically.
This overcomes one of the fundamental problems in PKI known as key revocation.
30 ltis possible with the present methods and systems to have a secure means of
dynamically keeping public keys current with a relatively high leve! of assurance.
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5 The present conputer security enbodinents typically use a fixed anount

of space associated with each authority record and associ ated data set. In
addi tion, one nmaster authority record can contain the autWﬂﬂ%%NQ&Ekgﬂé for .
all ot herwos,gg,%shjy partitions. For exanple, each authorgdyudogsfef can use
2633 bytes of a six block (3072 byte) region, and there can be 64 possible
authority records, for a 10 total of 196,608 bytes in the security

partition which contains the authority records for all security

partitions. In this illustrative system there can only be 63 user-
def bl t ! i ' ] d
e he BRI b AR S AT SR oy BB 4 £ 2cccse

private/ pubéystehsqrrmskandmred:te}ugs tAdticanmoe be sepudiatedon accasseduritiort ty record
defi ned d
ef i ned on AlierBbA 98 IEXhEEARaR, H 8630 08HbIGl S eRBbid foogad o read or

wite any recor an /o appreci at ed
that an al Itbmmmsmﬂ’ad@nta!n crddit cptropurehagerinfaudiion, fonexemplg.pi cal | y
factory-set, authority record header to expand or reduce this closed
system of aut hof he prasentromputen sacuity ersedimpels tpicallytisg a Sxeh@PYdt recor ds.

| enbodi M ipay adshiaB AR Uack AHRBS ecoRP id AdkoBRueiHRa sialn M ntai n a 20

finite nunber authority record fixed-space utilization for the
mast er aut rﬂﬁdlt'PS) gnecpRgier Qlﬁ'@rﬁéﬁef:@fﬁrﬁéﬁéemﬂ@r{ﬁ? gythgdly 585054 %:fe™ Al PtHehavi ng an

SP- enabl ed seglity 9%tawlmeﬁ@ﬁpl@eearcﬂstuhﬁh@decdra cHR 0SS edssa By 6fepd or write
operation on the determ ne t her, | ow 1| evel

e device checks tQ
storage addiPEeek( 35-22 Bytg) region e thergesag bessécﬁoéF'bletﬂ”M'tyarﬁ8°'idﬁef°f? ke) are
protect pd hytaPofSi®6\60B thyteRar tHeldeBuiity 35rt|hdh @meﬁ b@rﬂa;ﬁg‘mcaunmtty rdcBRissecurity
partition region is a region. The

partition chn‘?"aﬁeﬁFrl’% ppﬂgo%slpgps %{Hﬁq%'y? ?Xﬁt‘? 8?'& Caﬁrﬂﬁ’ﬁ&‘?p&g?sﬁér aut hority
records hadefindnevecurity peetitions z B o @Rigrnis asthetity isagmitieddnessaindiis f r om an ATA

can use.t nETBINSS ereret 3 SPihed R0 BUR TR SpEe R s Bithelh of o
wite and rkepsl Tpenmebnothat onﬂybhaumﬁmylﬂz}rxm Befioted ohable Sloemesjrvice cane 14 19

‘]ANUARY 20%@ ?ﬁt%%&é&&%?édeﬂéag%?%&@ b rpélﬁl?clr@reggrrdeandy&r daf be

effectlve to &
set. It can be appreciated that an allowance is made in the pubi rcly-readable ‘and

typically factory-set, authority record header to expand or reduce this closed
system of authority to more than or less than 64 total authority records.

In embodiments of the present computer security systems that maintain a
20 finite number of authority records with a fixed-space utilization for the master
authority record, the performance penalty associated with having an SP-enabled
storage device can be regulated. In general, any read or write operation on the
storage device checks to determine whether low-level storage addresses (e.g,
cylinder, head, sector, block and the like) are protected by a security partition.

25 In another embodiment, the security partition region is modeled like an ATA
Host Protected Area region. The partition containing the master authority record
and the other authority records has a known, fixed size and uses storage hidden
even from an ATA Host Protected Area call. Any partitions below the master
authority record can use the top portion of the ATA Host Protected Area space.

30  Since write and read operations in the ATA Host Protected Area space are
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I n anot her aspect of the present nethods and systens, an SPAut hHeader call
returns a list of protected disk address regions. By deS|gnat| @éﬂ? fixed
region S of the (storage device to be the area where SP datBJANARKE006¢ he

function gfoediAedssNg for permtted wite operations can gerypephspred. The
SPAut hHeader call returns val ues synthesized and stored in the extended

authority partition header. It is useful for this call to report
contiguous regions of the storage device that are SP-protected. In this
manner, user software can be warned not to 10 attenpt to address those

aport i <k VRaNARR, BReh B RrERR  adfa et o ARELIo AR, | TOY [T

appr eci at edregloms. a user-defined SP data partition can consume the entire
storage capacity of the storage device if such consunption is permtted 15
by the NWF and WFanathg¢rsaspectod éher prasem W?Odﬁéslﬂﬁw@mﬁga'h%?h@im"?@ﬁtr o read and

wite he SBSLERANIRGE biokd SR esdTLioR P RIGHlRY R8I goe pr esent

system can @fprow aut henti cat | on redet erm ned users and
m nimzeSth lh%ﬁb@gecﬁevwaé@b%thﬂﬂbemybéfea?cﬁrﬂﬂiﬂéw@ﬁsomelfévélpn@f)nt rol over the

authority r@%rﬂé for%n’nfffgﬂ’ Wl%peﬁ'ﬁﬁﬁg b&?b@ﬁeﬁé}ﬁﬁeﬁpﬂé ipaREHeeRl | 1S tO

return the publi conmuni cat i ng he nmaster authority record.

Thi's functi &M e éM‘t“hB%E%ﬂE‘E’ tered Fﬁa@? @rteae%evthwv PERBPY requires

publi c- key gateey P isUdefubfor tHiS calRB FSERRDNAQRARL dedidhs26TARS Stofdae demizé er
authority record. A factory distributed storage device can have a passcode

struct ured $8taImAP-Rietacies é“éﬁ'? BARR NS §OMWaRLPAPE YN Rt er authority
record WStatl@hQWté h@r@@&maw@gioﬁbwp@a%@p@nm %;ﬁmaal@tp.mctured so t hat

passcode’ s SRAPDHERG call ey rACreRed Aok SlBRose oYM CoRIB RS oy 11 i s

known t hat githss.shing a public key for encryptl ng passcodes can nake use
of the public key susceptible to a replay attack. To resist such attacks,
one 30 enbodi neitcaobetapprasiadabihtt & esarrdefiyed@P Wethpantitgnops comumenc| udes

SPNonce 15 9 JANRRY,2008 MPAR OREA3CBETHUSRREGRWBton is permitied

15 by the NWF and WF. This is one reason for restricting authority to read and write
the master authority record to only predetermined users. The present system can
provide authentication of these predetermined users and minimize the number of

users who have administrator-tevel control over the authority records.

An important function of the SPAuthHeader call is to return the public key
20 for communicating to the master authority record. This function is important
because the master authority record requires public-key encryption for the
passcode needed to access the master authority record. A factory distributed
storage device can have a passcode structured so that software attempting to
initiatize the master authority record must know the passcode. The passcode is
25 also structured so that it cannot be “sniffed” or otherwise inspected in transit
because of the passcode’s encryption with the master authority record’s public
key.
it is known that publishing a public key for éncrypting passcodes can make

use of the public key susceptible to a replay attack. To resist such attacks, one
30 embodiment of the present security methods and systems includes SPNonce
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(whi ch contains a "nonce") and SPAut hNonce fields in the authority record
and the authority header. The nonce can be a random nunber up. to 256 bytes
in length that is intended for one-tine use. In one enbodi heNUARGZ008hce

i's encrypiRshaibdls the public key as a portion of the pagsGe#ssssshi S
ensures that the sender of the 5 passcode knows the passcode. The nonce is

made a part of the authority record so that the nonce can be passed to the
NWF and WF. This permits the nonce to be used to gain authority to renote
storage devi ces through passcodes that are stored and hidden in user

authority r@ﬁ-,?rhdc%n Fosra 91 g% g&ﬁuog %uthlﬁf%{c% fﬁgg\}@ﬂ'u@éaeﬁhor lre% Rgkgoer

gener at or orage devi ces,
such as harwlwrﬁkbean Eﬁhelnormman@matnae@omoumheramtqaﬁ@ bYém’doiﬁngﬁ‘cham cal or

el ectroni c @Lfigy nt%rﬂﬁetd 16Pbhe-ffe G4, t'h\’-"ﬁés@ﬂ’b %:‘fé’ncﬁ%eﬁ ybers.

The present co security ems can use IS contl nuous
r andom nunbtee pUBtheefmrqom@';tow&tlhe passcedes- Hna)e@g:eesttbabth@sa@i;rtof #Asmi ssion to

create ope- ddecr Réés@@deoal‘ﬁ%trﬂoﬁcéfs%%éé MBMe%%ﬁ?ﬁ@trecord

encr ypt [ on %‘ tl on tec ues can be ECI ate Sl nce an
authority r¥chadheaantmean maﬁaecbtqthaNWﬁaw -afhis permits thepenceittres, and/ or

I nstructiong G&drtﬁ'ﬁﬁmealﬂﬁorﬁfﬁnéﬁ\@tre &Pdﬁ@ﬁéinéé% tiroudt SRLEHE et | M8, then a

reliable source for clock tinme is nee . Benefit“can be obtalned by
havi ng a cl¥eRdiandihifdepjusar guthgatydesiédse t hat can be synchronized 20 to an
external clock through a se?(ure aut hori zed % ansni ssion. This necessitates

an additional caPl 9¢TRRieL kays ank9gres: ¢ P Buraber GROPEROTFANPRAt needs use
of the _1mas;5revid@mhhaéNWFém:wml cayam etdmjert@vtcbe s@ﬁﬂuﬁhaﬂfdléﬂsne the nonce
S con&de:{g@ tob k error | | gﬁtclocktlms
can be bou 6‘?'%? ﬁ‘ﬁé‘éeafs\“"% ’EB‘&?}?E‘%Q‘??'?E{ OBﬁGF‘é"’{'%e%?’ F®@He public
keys of ot rtgycult%tem:warempeartortandm rmmgetd'lélfrll'ledﬁd%mgombmtet‘mcﬂn@nbodi n’gnt, a
secure net eVIC e achi.eve ecause t sscodes
Shat perm 1mEfodt o4 S1RE: G511 Ts BAHdBuE RN GimeBr I SRl LREC S

t hensel ves senureygitragetorstothgetitagsmission fgweate wnedise feagls. @rmt}meepadﬂ i's

bl o ha I
possi bl g t%r&%ﬂkﬁg@ﬁ'ﬁgﬁ%cﬁ@g&ﬁpt@ @/Ptuéfﬁbﬁﬁ.&%.s that can securely manage

the secUrity parti storage devices. |.
It can be appreciated that since an authority record can have SP data that

have start times, end times, and/or instructions to remove or transfer SP data at a
predetermined time, then a reliable source for clock time is needed. Benefit can
be obtained by having a clock inside the storage device that can be synchronized

20 to an external clock through a secure authorized transmission. This necessitates
an additional call that has an authority record set aside or that needs use of the
master authority record. By reducing the amount of time the nonce is considered
to be valid, then the error in the transmitted clock time can be bounded.

A common use of a secure partition is to store the public keys of other
25  secure partitions on other devices. In this embodiment, a secure network of
storage devices can be achieved, because the passcodes that permit access to
other authority records on other devices are themselves encrypted inside the
storage devices. For example, it is possible to create one or more master
registries that can securely manage the security partitions on a number of other
30 storage devices.
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16 19 JANUARY 2006 WD 031010643 PCTI US02/23907 It can be appreci ated t hat
the present conputer security enbodi nents nust deal with cal
aut hentication to secure code and data in the operating syst‘gﬁ’f‘NUAR"zﬂoﬁ

envi ronneqt,oﬂg,‘@lloﬁsaut hentication has two general cases. #Brlﬂftﬁn?sﬁ%e it is
necessary to authenticate that a conputer program for exanple that S

called is 5 the correct conputer program In the other case,
necessary to authenticate that the program or routine that caI I s the
conputer programis the correct program or routine. Call authentication

provi des the bas or_secur.e ni cat | ons we \ni ng in the
operating systen'tk ﬁﬂbb??ﬂfr%?'ﬂﬁgg@%\ﬂrﬁsee %"B ch%ﬁgrr%ag'&éeﬁgral case for
t he oper ati nysbyes @dith icall sudhdraicetion tplsacaé lcbge arid dathethe Ioparlaemgsysle'ﬁfnese are
operating s ode fr 1ora symbol i c,

vi rt ual andgﬁﬁ%wgfgg%ﬁué‘i?zga“o %QF %’5? g%r@ uess In%Bgﬁa Eftét code into
execution rman:nsyaryamdutbamtncalesbatl ancdnmAtter mngiemefoeexamme that is oallednid | onal

bract oest SukCoRbby GANER YR §hk Bl Bal d ARUSLA L oKReput e ouever

once Iegltlnate co e I's au rgsi ve code
can nodify tﬂaetﬁeagmramﬁtreotwodmaﬂuaIISrtge esroputed wngrahwsﬂmmcbwogﬁam ntrusive
code can bg. gy ly perforned if the code that is |inked and | oaded can
read data front the storage device and interpret that data as a program

code. Many pr ogr@a&utmy&t.bn%r&m@%é VasiOrol MAuPLEEmLMELGRS BEWeaH®
accidentally in this manner. However, even without this capaC| ty, there

are schenmesCedfHNRiEg i ’E%ﬁ%ﬁt‘"MFem g thersiesaes devism E&?ﬁ?’@f tThehat can
repl ace godgeddi\Wasé for B cpetAARG s Semiis tb ﬁam;rabtﬂurmy of REGer/IRREIS.

aut henticatiron is neverthel ess useful at the oader/l i nker level. If all

reads of dafBeseie CRPBIAGSYSIRR: Piogiamssthalygad 5?‘39 TRIP KIORR9% 83890 r eads, then
much of 25 ghevdienatid aﬁﬂ pISRHRal M&s@as Jisidlize Nalas) IO theabdeiath | f
buffer-overfl ow.and sim | '?‘FF g o] tf? are el |Lrbp nat ed t hrough good
progr anmi ng ’fﬁ‘:ﬂﬂ‘tq PEMOHHH A ‘&"’Bb% o NP EX8WAN can be an effecti ve
technique. It i I @ g . runpi | D open
oot oo oy o SRR eIt BB T
15 However, once legitimate code is authenticated, loaded and linked, intrusive code
can maodify the legitimate code during execution. Introduction of intrusive code
can be readily performed if the code that is linked and loaded can read data from
the storage device and interpret that data as a program code. Many programs
have the capacity to introduce intrusive code accidentally in this manner.
20 However, even without this capacity, there are schemes such as a conventional
buffer-overflow exploit that can replace code known to be authentic with intrusive
code.

Code authentication is nevertheless useful at the loader/linker level. If all
reads of data that are to function as code are authenticated reads, then much of
25  the benefit of code authentication can be realized. If buffer-overflow and similar
exploits are eliminated through good programming practice, then code
authentication can be an effective technique. !t is well known, however, that code
running in an open operating system environment often fails to conform to good

security practices.
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security practices. 17 19 JANUARY 2006 WO 03/010643 PCT/ US02/ 23907 The
present computer security nmethods and systems can provide a__conponent for
code authentication. In one enbodi nent, one or nore authori §YJANRARY 306can

be enpl oy&¢b Myo16da¢ Or nore Iinker/loaders to store publigckexsisy data and
check the code being | oaded for authenticity. The |oader/linker can 5

therefore be certain that the public key, the hash value, and the code are
aut hentic. The | oader/linker code can be stored in non-witeable space in
one authority record to ensure that its essential code is unaffected. Code
aut henti cation

th | | t t bl I f all
calls are nade t e&%??g‘} %ﬁ?ﬁ%ﬁ'?&ﬁf%ﬁodté gsly%]tﬁglgégpgﬁog}fdﬁg g Iposgl bility
t hat 10 i nt cesparentifar aodmautlhmhcatﬂdnodlmowembammeausee ar matd autiworiéyn i ncorrect
d ) ' f dth h
COde SO coled 3 oBRAER S AL BB TNTL SO i T, [ v
nane or handate anT lckeckebe bodd being ladedioc authéicityrpThe/leddéniinker can
"write- 05‘0%@%@%%@ Srialflfist tﬁ&p&tﬁﬁ‘&%@ th%&ﬂ%?de ?ﬁoefﬂe%%hlaﬁ eﬁet ween code

segnent s e segnents are ntlca then ey are coded
typically tautheniger hednﬂdér/hm@cmdagca@tbersdaedlm nonl-w«tamle spagedn ofde cal | -path

s authent i sty Adhd © Bl Rbis dediiiooBe REGHieE o DT €ach. Anot her et hod

for providing entlcatlon I'nvolves 't known principl e of

wr appering code c&ﬂeraameﬁncduen chh Raftié fhedat aum@ﬁeaﬁegmﬂbm Snigh agxecut ed
within the rrermf%@a ace of anot her code segnent that ha been |ntroduced

either by tfR¥S@ & iPpPreeerivgruthentcated erde: | '}?Ree'fem%? %R%ﬁﬂﬂ' tthis is.

the debyggi Rgudivegdth 88n b@.rﬂro@@é@tﬂﬁéﬂ@ueé a@amldnaﬁcorﬁaoémrsegmeﬁpl eisin

i nterpreted E%te code }ssﬁgtems Assum n éﬂt hg eri nag code is

avai | nbl e ERGPEIING SEaPH e CUBMHERIon s PRINE YTopb@es e RoF IS an

provi de f ororfsithilay objtl-orithtetinEtasd ¢, catieflisaohe 6N nbnear 6addlenPil €. The net hod
confirms that IIseternaI olic,

h
virtual , ora%mfg C&Pr accf&b@seé@mfﬁdl"éPn‘%ﬁ‘tf’fncﬁﬂ?ﬁalﬁ?s’@té&e%oericﬁ exanple, if a

code set shauthehtiosted epitnbaawgat todeGetyinents nifallieedle segments are
15 authenticated, then they are coded typically to proper bound-checking standards.
In this case, the call-path is authenticated and is unlikely to have a security
breach.

Another method for providing call authentication involves the well-known
principle of wrappering code segments. In this method, a code segment is

20 executed within the memory space of another code segment that has been
introduced either by the code compiler or the ioader/linker. An example of this is
the debugging function in a conventional compiler. Another example is in
interpreted byte code systems. Assuming that the wrappering code is available
directly from protected disk authority space, then it can provide for fully call-

25 authenticated action by a code module. The method confirms that calls external .
to the code are calls to the symbolic, virtual, or physical addresses originaily
authenticated. For example, if a code set should not open a port to the Internet,
then the wrapper provides an alarm if such a port opening was attempted. The
data that records the calls permitted within the wrapper are preferably stored in a

30  secure, non-writeable authority record.
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then the wapper provides an alarmif such a port opening was attenpted.
The data that records the calls permtted within the wapper are
preferably stored in a 30 secure, non-witeable authority rétéANNARG2004
JANUARY 2008031010643 PCT/ US02/ 23907 The gener al sol%#g@z;zg,o;all

aut hentication wmthin the present conputer security methods and systens
enpl oys the storage device to store authentication data; to performthe
aut henti cati on conputation; and to store special code segnents from which
roots of trust in the operating system envi ronrrent can be 5 established. In
general , key linker/|oaders d cod nt er ers are sy fficient to

establ i sh trust nﬁﬁﬂfﬂﬂﬁ\ E‘EJP%H"WE(%’EB@B%!}“&? ﬁf*r’i’“ﬁ‘?@ CERUE ng system
envi r onnment seclfitysmétBoddand Pis@rsnanilo@mie skdyerdeaiecp tostohesuthdntitatipropose
radically alterin hefll system or Set eentlr operating system
v+ onment SR FRFAE SR TSIEHER camROB0HE dR 13 “Be Bsrbl BTy “secar ot The
10 present eegmaﬂtsafrom@nuuh rbytsearrbm:lummletoaemtmgsyﬁerkeywtanﬂe@t téralbe can be

enpl oyed, t 0 t Vi ronment
and 1 her & ob 00 sHE; oo B ARLlnith S cofe ARTRAT AR /0, O
probl em Beastablish trlustoh/partiadesodd eperetingodthirathe opysittiegsysderscussed herein
provi de sig i ng conputer
system secu?':'\{mog'%ﬁht lﬁ}dﬂ:é!}%@%&%ﬁé}ﬁéofﬁpgrwﬁﬁ% é f%ﬁ?g fhat ?‘Segr%]al security is
provi ded forada:a&soaltaumgnhsfyssmem baseautingthe dntitcadpenatingisgsteme st or age devi ce
dovi es 1 nagaanEhBaneliafrl el RHEP Gl BE colpendl s, o 197

syst ens 1€ anprgeers samputes edyyityerthasinagnta prgwidadiek toolsthat castbiepimpieved conput er
system fr onaorg%t;m%d%k&uﬂaﬁ @ﬂmaﬁﬁ@@@g t;ng%?ﬁt&in%“v%ﬂrﬁe%ﬁa ehéréfBrecOMTPUL €1

systemrelies on storage devices tection of data and conputer prograns
agai nst unaRfeMge pasalea SSQ'HEP" tedbs ralpuhantication REiYDt er devi ce and/ or
system 25 Permt a storage device to secure and conceal private keys and
al so sign Benefits / Advantages

The methods and systems discussed herein provide significant
15 improvements and advantages for promoting computer system security that
include the following benefits:

» Internal security is provided for a computer system that uses a local or
remote storage device for program and data. The storage device can be
one or more storage devices that can reside in a single computer system.

20 The computer systems can be connected by a bus or a network.

e Protection of a computer system from network-originated attacks,
particularly where the computer system relies on storage devices.

« Protection of data and computer programs against unauthorized use and
copying within a computer device and/or system.

25 + Permit a storage device to secure and conceal private keys and also sign
and check messages in a hidden but authenticated manner.

» Upgrade of existing computer security systems in a local area or wide area
enterprise that depends on electronic or electro-optic data and computer

programs.
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and check nessages in a hidden but authenticated manner. Upgrade of

exi sting conputer security systens in a |ocal area or wde area enterprise

t hat depends on el ectronic or electro-optic data and conput é?JA’ﬂ'r'

19 19 JANYARY:04068 WO 03/ 010643 PCT/ US02/ 23907 Transmi sgifps@faddat a and
conputer progranms to a storage device through broadband andl or narrowband
unswi tched andl or switched networks, so that an indication of the secure

and accurate function of the data and/or conputer programnms in the conputer

system can be provided. 5 Transmtting, storing and managi ng public keys

for a public ke I nf.rastr ure; and for transm tiing, Storin and
managi ng pri vate 'ﬁ'é%sﬁ‘?ﬂﬁ%ﬁﬂjﬁdo@‘i%ﬁ?f&’%ams ?%ﬁégﬁg%gdetvﬁg t%'rﬁﬁ%rbri ty and
ri ghts of nulti recidband dndioamaronbded usawitched andior déshedingtiwstks) sge devi ces
both | ocal area ] Proyi_di tOf: ClL ] il e not
hanperi ng storad@%&%@%@é?ﬁ@?#&ﬁ%@ aﬂ?ﬁg%?‘r@i"?‘fﬁ'@gsf a‘?rﬁ%?do%/'?/d#gpuse of the
ANSI ATA-4 and ASmpbteHpegraPnoindiod esmphrterasystePr can luh prgvidedur ance to t he
operation and integrity of an operating system across a plurality of

net wor kel conputleansgyttiog rabqringrand ppeniagat ipoblis key's faem public key a conput er

system an appl i; ' S . L ur al g : - nput er
systens; a backd'g?atghgaﬁrgé%@%@gh g@%@gﬁgﬁégﬁé&é g@n@é?%@“@@é%ﬁé&gr@? a backup
and recovery sysrnongaphitesea plurality of networked conputerized systens.
Permtting creation and use of one-tinme pad cryptography between and/or 20
anong a pl ur aPi tfangging the iatgaritreand sigbts oh nuBimedimpidieand yideeeantenher eas

particul ar embodicrREhmNYkiokdle deVEaE bbNodifdRakkR8Nidlesenl bed herein for the
purpose of illustrating the 1nvention and not for the purpose of Ilimting

t he samgy it_CafPr&ﬁ’diﬁ?@tb%ie%b&ﬂir*)Whﬁémﬁaﬁbeﬁﬁéﬁt&%@é’d§\kibé berfdtmbRee art t hat
nuner ous vari at Iir?rrnlgrmgl LIStehe details, materials and arrangenent of parts may
be ‘

+ Improving use of the ANS! ATA-4 and ATA-5 Host Protected Area.

e Providing assurance to the operation and integrity of an operating system
across a plurality of networked computer systems; an applications system
15 in a computer system; an applications system across a plurality of
networked computer systems; a backup and recovery system in a
computer system; and, a backup and recovery system across a plurality of

networked computerized systems.

+ Permitting creation and use of one-time pad cryptography between and/or
20 among a plurality of storage devices and/or computer systems.

Whereas particular embodiments of the invention have been described
herein for the purpose of illustrating the invention and not for the purpose of
limiting the same, it can be appreciated by those of ordinary skill in the art that
numerous variations of the details, materiais and arrangement of parts may be

25 made within the principle and scope of the invention without departing from the
invention as described in the appended claims.
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25 made within the principle and scope of the invention w thout departing
fromthe invention as described in the appended clains. 20 19 JANUARY 2006
WHAT IS CLAIMED IS: 1. A data storage device conprising: . al8@dfNUARYRBe
medium r a secure area defined on the data storage nmedium the secure area
containing at |east one record for determ ning access to associated data
and the associated data; and a controller within the data storage device
adapted to control access to the associated data based on the at |east one
record. 10 2. The data storage device of claim1l wherein the controller is

adapt ed tgsy (fgn ire data storage nmedium 3. The data storage
devi ce of cllrglle'r;{il}jrl W?]hgreeDﬁgthe controller prohibits access 15 to the

associated data by a file systemof an attached conputer system 4. The
dat a stor1age d‘?&if,‘{:ag of clc?i m1l wherein the at | east one record conprises:
a security parti ﬂo Efvéf@n‘fqm@/ﬁ'%ﬁg't he secure area; 20 a passcode for
accessi ng t he s@smrstorageFediin; access rights defining perm ssions for
accessing the associ ated data based on the passcode. 5. The data storage
devi ce of sl aithPaCUipérea defingd ersiwcdaia storage medivmr thesecuresregubl i ¢ keys

for, secure partit i oBhifingahRastBhe KR RIUCHEHIARG achesd iFadlRbmnay O 20°

device of claim1l wherein“the controller rmyvare conpri sing
conput er readabl e idata aond theoassostabeddatanaadnenory of the data storage

per form the conpuTaner BiinhE Bela PRl IRICe ofiile Ianfnfl Bhoe To e ¢ 1°
associated data based on the at least one record.
10
2. The data storage device of claim 1 wherein the controller is adapted to
secure the entire data storage medium.

3. The data storage device of claim 1 wherein the controller prohibits access

15 to the associated data by a file system of an attached computer system.

4, The data storage device of claim 1 wherein the at least one record
comprises: -
a security partition name identifying the secure area;
20 a passcode for accessing the secure area; and
access rights defining permissions for accessing the associated data based
on the passcode.

5. The data storage device of claim 1 wherein the associated data comprises:
25 public keys for secure partitions of other data storage devices.

6. The data storage device of claim 1 wherein the controller comprises:
firmware comprising computer readable instructions stored in a memory of
the data storage device for managing the at least one record; and

30 a processor adapted to perform the computer readable instructions.
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5 10 15 7. The data storage device of claim®6 further conprising: an
encryption key stored wwthin the secure area; and encryption operations
embedded in the firmware and adapted to encrypt the associ &% #tNYARY:2098i ng
the encryption key. 8. The data storage device of claim1 wherein the at

| east one record conprises: a master record for determ ning access to
other records within the secure area, the master record conprising a
mast er passcode, associated nmaster data, and access perm ssions.to the
associ ated nmaster data. 9. The data storage device of claim@8 wherein the
master record governs creation and deletion of the other records within
the secure area. 10. The data storage device of claim8 wherein the naster
record trfans| dhedlata starage daypicaot blaim E\futhethcomprsiogier at i ng system of an
attached compyt.e ie 11. The, data storage devi,ce of claim8 wherein

t he associ at eéhr%'g?%nﬁ'o ;Reg S}gﬁd&i%r?fh?e%ecb'tr?lgl:ear@@grds of the at |east one
record for deleacryption@perstions chibetieieddh declimiledr ard ddaptéd sfsryprethar ea of
the data storage device. . The data storage device of claim1l wherein the

12
contrdl ler allows 8AFSFiaeAdata ueipgdhe eRCYREOLKeYire area for conceal i ng;
I nformation, the controller adapted to 25 prohibit read access to the
I nformati on, the secure area for concealing a secret. 13. The data storage
devi ce of8.cl aiTheHataktoragedeviee sbclpin 1ovdmpeirstbe ahleastnoe yexdrdn key. 22 19
JANUARY %gﬂm%réey" The data storage device of claim13 wherein the
controller I's adapted to perform cryptographic operations within the data

st orage devi ce mastegrdcofd foteletdrantidg abcesy whdthehedomisoitiib tits s@dure Wit hin
the data storage depéiac%e and security features built into one qr npre user

appljioc ati ons. a master record comprising a master passcode, associated
master data, and access permissions to the associated master data.
9. The data storage device of claim 8 wherein the master record governs
creation and deletion of the other records within the secure area.
15

10.  The data storage device of claim 8 wherein the master record translates to
a group authority within an operating system of an attached computer system.

11.  The data storage device of claim 8 wherein the associated master data
20  comprises other records of the at least one record for determining access to
associated data within the secure area of the data storage device.

12.  The data storage device of claim 1 wherein the controller allows only write
access to the secure area for concealing information, the controller adapted to
25 prohibit read access to the information, the secure area for concealing a secret.

13.  The data storage device of claim 12 wherein the secret comprises an
encryption key.

22




t 15. A nmethod for securing data in a data storage device conprising:
storing one or nore records for determ ning access to associ ated data and
the associated data in one or nore secure partitions formed!8dANUARGREPS
storage nedi um of the data storage device; and 10 controlling with a
controller in the data storage device access to the associated data by an
operating system of an attached conputer system based upon the at | east
one record. 16. The nethod of claim 15 wherein the at |east one record
conprises: 15 a security partition nanme identifying the secure partition;

f ' . Ll on: : Laght s, defini
Dermvei ofs f oM EaaaIHgb WS ChiPfa Mo B 1NDAReHEE ddafffionte "o
17. The met hogesforr aypiodfaphitcomsratidres witkintthe dataegtordgesdevicengsing thee met hod

further conpri,ses: rtitioni t he data storage nediumto formthe secure
area 1. The WrtAsEdoN tstaiehee piachr s oRhan B e HatfRbRGedRRg ocours on
a low 25 | evelnd scufiiy feBfIréO bliltiMtoUne dremea dsev lappRegtiomsdi um  19. The

met hod of claim 15 wherein the step of controlling further conprises:

contrdlling access to any data stored within the secure area. 30 20. The

met hod ofqcl ai mrfg%a%’fffbg?ﬁhwgﬁa%gﬁlﬁé#%w?e ?ﬁ@éé'ﬁ s: 23 19 JANUARY

2006 hiding with the contr Sel e ds’o east one records
so that the stbringenk 6 modsresoeds foadetssiirihg atoegsrtoasseceiatesixdadaaald t o t he

data storage devi of claim 15 e}n t he recordl

¢S4 5 21. g@e net hod wher
conprises a publ i c M PYHAAIRE fa1a)B; e MG e SATER ppditipas formed op.a hod
furt her conpri si ng datnstoyaye mgdmﬂ{;gfmgsdma aice g\ﬁé\hcé;hg,qsecure partition
using the symetric key; encrypting the symretric key with a public key of
the Bublic-pr ic@g{rglllggynt a contrailer in the data storage device access to the

associated data by an operating system of an attached computer

system based upon the at least one record.

16.  The method of claim 15 wherein the at least one record comprises:
15 a security partition name identifying the secure partition;
a passcode for accessing the secure partition; and
access rights defining permissions for accessing the associated data based
on the passcode.

20 17.  The method of claim 15 wherein before the step of storing, the method
further comprises:

partitioning the data storage medium to form the secure area.

18.  The method of claim 17 wherein the step of partitioning occurs on a low-
25  level formatting portion of the data storage medium.

19.  The method of claim 15 wherein the step of controlling further comprises:
controlling access to any data stored within the secure area.

30 20. The method of claim 15 wherein the step of restricting comprises:

23




10 pair; and hiding a private key of the public-private key pair in a

hi dden field of a selected record of the at | east one record, the private
key for decoding.the symmetric key. 15 22. A data storage dBJANEARY 2006
conprising: a data storage nedium a secure area defined on the data
storage nedium the secure area containing at |east one record for

determ ning access to associated data and the associated data, and 20 a
controller within the data storage device adapted to control access to any
data stored within the secure area based on the at |east one record. 23.

The data stor ﬁﬁ&n@%ﬂhﬁﬁe %Bnﬁbli’ér@e?e?ctéﬁ‘ﬁélﬁgg}‘] [t‘!é?atﬁ%%ét?ﬂ%treegﬁsrs%ctﬂép

conprises: 25 a sBcurity partition nane | y secure area; a
passcode for accesdhagelebleddieids arednaccesainte wogrosessasghttarndetioi the miata
per m ssions for acc?ssin% the associ ated data based on the passcode. 30 24
19 JANUARY 2006 Th& YabaUEY'6Fage device of claim 22 wherein the controller
conprises: 24.firmvare conprising conputer readable instructions stored in
a nenory of the data storage device for nmanaging the at | east one record;
and @ pr ctlessdhedngihodetckimets whﬂﬁeum@ecr@ﬁ@mg amprisegapedlicnrivaiR keyns. 5f

The dat ae@'ﬁﬁ?ﬁ% \ific RE ,Qﬁé‘HHtﬁoAd M“%P%'?Pﬂ.g@ﬁ! sing: 25.an encryption

key stor e secure area; and encr oper ati ons enbedded in
the firmare ®@ndngtingdath assoeiatey pithtthe sasweqiartitiooh wkangithe sygnmketricencr ypti on
key. 10 26. The dat ﬁeﬁ-t orage device of claim 22 wherein the at |east one
record ’

encrypting the symmetric key with a public key of the public-private key

10 pair; and
hiding a private key of the public-private key pair in a hidden field of a
selected record of the at least one record, the private key for

decoding the symmetric key.

15 22. A data storage device comprising:

a data storage medium;

& secure area defined on the data storage medium, the secure area
containing at least one record for determining access to associated
data and the associated data; and

20 a controller within the data storage device adapted to control access to any

data stored within the secure area based on the at least one record.

23. The data storage device of claim 22 wherein the at least one record
comprises:
25 a security partition name identifying the secure area;
a passcode for accessing the secure area; and
access rights defining permissions for accessing the associated data based
on the passcode.

30
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conprises: a master record for determning access to other records within
the secure area, the master record conprising a master passcode associ at ed
15master data, and access pernissions to the associated maslBANHRY 2094
The data storage device of claim26 wherein the master record translates to
a domain authority within an operating systemof an attached conputer
systemfor wuse within a network domain. 20 28. The data storage device of
claim 26 wherein the associated naster data conprises other records of the
at | east one record for determ ning access to associ at ed data within the
secure arga OfTHe'Ef%} Rdtagd EGE 80?’8!‘5@%2 Virerém thlﬂ&% h@ir%@@ devi ce of
cl ai m 22 ‘'wherei n the at eas one authority recor corrprl a plurality
of fields conffianmiangcomposingcomputenredddlse nnsttiuctjomstese;:! inoa Memorasxf;om at ed

b ocess oxt ernal 0 HEadiace favBgdofmantaRo o SLicaslons rebofd 3hd O 2

a processor adapted to perform the computer readable instructions.

5
25. The data storage devicefof claim 24 further comprising:
an encryption key stored within the secure area; and
encryption operations embedded in the firmware and adapted to encrypt the
associated datausing the encryption key.
10
26. The data storage device of claim 22 wherein the at ieast one record
comprises:
a master record for determining access to other records within the secure
area, the master record comprising a master passcode, associated
15 master data, and access permissions to the associated master data.
27. The data storage device of claim 26 wherein the master record translates to
a domain authority within an operating system of an attached computer system for
use within a network domain.
20

28. The data storage device of claim 26 wherein the associated master data
comprises other records of the at least one record for determining access to
“associated data within the secure area of the data storage device.

25 29. The data storage device of claim 22 wherein the at least one authority
record comprises:
a plurality of fields containing information for determining access to the
associated data, wherein one or more of the plurality of fields are
hidden from any process external to the data storage device.
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