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1 SYSTEM AND METHOD FOR ACCESS CONTRCL FIELD OF

| NVENTI ON' 5 The invention 1br oadly relates to a system
and nmethod for controlling access to one or nore

| ocati ons. BACKGROUND 10 During an out break of an

Wen AV AR, ErAnr FOR B EsS ca oL 1T Lenza

(SARS)), in order to contain the spread of the

di se facilitate contact tracing (i.e.: the
FE‘-B&?W\’%‘Q?@PE and diagnosis of persons who nmay have

conme into contact with an i nfected person), it is

comon for. vi S|t

pui T e eseeirs Bt SPOpGng FeBATE Glrfoling apgoss
to ohé bl meHs lobgtRheh decl aration forms and possibly have

their body tenperatures neasured before entry is

perm tted. However, this practice is tinme consun ng
BABRGROUNDVENI ent for hospital / building staff,

i mmgration officers and visitors. 20 In order to

visit a building or hospital, an individual typicall

haspiirhgtaresi@brepk of an DRdctions disbass (ely. rdloeazah iHINTE fflvenza

fill f bl

A e L RSBt SR BRSPS Mo e
the GPRA dffhéBRbasd andtebatilitateneontédiriracing (-1 I:fmqbgentfﬁ@at!qn and
dla%/r%;%gggf;:}egqﬂngs 0 %?ﬁ ng\ge;clxgrﬁ%? %gr?t?ct m&#t é@?écf@érjséfn) it is
cor@thBi§ forbuiito gl ﬁ%haﬁﬂi/abor tospetcidl Suilditg apd pessesgers arriving at
thevpgpqrgrtlgyfni, gq%gé\éaﬁﬂg %}%Iatg%\a:f?r{nﬁ %R‘\ﬁefu éfsﬁ)oi rr%gsﬁ]eﬁrh%ody

ion due t
tenfdePRBres ORE Atired @t rentri f ie qieeohitteds iomeser, Hbeppnaeticeaﬁdtlme

bui | di ng, st af f addi t. Vv
conshmursy 860 Jiovsent e perviehy o ainh otaf - iftigllon officers, and
vistdi@t - contact tracing is required, the process can be

slow and tedious as health officials have to first '
interview the infected visitor to establish his
r ecenbrdehgy @&ba lbbﬁdla@ dr hbmritanfandndi@ougl Hypicallslhag to queue up

o GRS G fehith AR g),ng % &ph&ﬁgor%]cga%ﬁg&gml o Y bdridlpd Pwhion
ha§ Qﬁéeﬂf‘ytbéé'httdiudhembyﬁudjﬁqmoﬁieo land fimaby Gheuss dn again to submit the
forghh K@ e o7 B ATt Hit 15° B SFEa g k€8 Sbout 10
miftReE i1 r@l@edtéd whel Heavisitdether |buﬂcbngsedndl§tuho$mjals The process
ge\ééréb} ivplyed gdgiional BApRSRE: toldro i ind'L fécﬂ‘égr% 84 the probabilty
of fHi&®i8A Qlue to close contact between infected visitors, hospital and building staff.
In addition, in the event an infected visitor inadvertently enters a location such that
contact tracing is required, the process can be slow and tedious as health officials have
to first interview the infected visifor to establish his recent whereabouts and thereafter
physically checking the records of the places he has visited to obtain a list of persons
who may have come into contact with him. Subsequently, health officials typically_
need to individually contact the persons on the fist to inform them to undergo tests to
determine if they have been infected. Further, visitors’ passes and pens, if not

disinfected regutarly, can aiso be a medium for the spread of disease.
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35 2 A need therefore exists to provide a system and
nmet hod for controlling accgss to one or nore

| ocations that seeks to ad@ress at |east one of the
abovenenti oned problens. 5 SUWARY |In accordance

with a first._aspect,k of t.he [ j '

s P et aft i s p NS p By ST ARRY of Bond ffaccess
to GRPGT AbiSloCATINE itisat rgekatd adrrbss aiddast oherof teedbengnzamtioned

encoded | abel ; and a processor for extracting primary

PropgBIStity information and a 10 health risk score from
‘a read encoded | abel ; wherein access is granted based

on extracted health risk score. The encoded
SUMMJ%Egmay conprise a 2-D barcode. 15 The appar at us
may further conprise: a bionetric reader for reading

bionetric, data of. erson;, Ne t 1 i -
b2 A BB TR0 pf e B e an
apprStie fdri geceka! contrak énsagfperatas saropring1 g lathed reasked for reading an

bionetric data, the determn .
encReBq 160’y b BB SRt oL A Aa e LTy JBhin icHHalon and a
he&itH riskGdcarb fdrh @ rehdh encaizd (2bdD vitmreio @adesssas grantast ksed on the

access is further granted based on the 20 determ ned
ex’&%%ff'&‘?%tﬁ ”?Héc?ﬂeorretri c reader may conprise a

non-cont act - bi onetric reader. The non-contact
biogetric reader may conpri.s erat ure sensing
25 JB@PE%Q@@%%‘ &oglpg'g%a?g%g’lahcéag’evi ce may
conprise an infrared thernoneter. The apparatus nay
further conpri se: ans for reading. : .
| GerTe PRaPRS TR T RRCTISE: B Onae S0P BF foadih biometic
datmﬁraebérs@mmf sifer deteintining sgmatvirescof esetunicaple disease from
conparison of the first apd gsec g J.fi.cat i
tn RIGIGHR (A, MERES RAoPRR g TRaiay HoEhE dafiahg determined
sy, of Bathi @ith :Bﬂif:lq:rera:tn}bu?.eaim% tluga)kﬂpnﬁtgs inforovation exiranted from
of a. group consisti of .a 1- a r [,
th rebel Bober CodRiornd el #6:8ed 34 T 6AMEL pbd on the
defrMiHedIsyRiptbnds. 1 adi o- f requency identification scanner.

3 The apparatus may further conprise an interface
for connection to a renote

The biometric reader may comprise a non-contact biometric reader.

The non-contact biometric reader may comprise a temperature sensing

device.
The temperature sensing device may comprise an infrared thermometer.

The apparatus may further comprise: means for reading secondary
identification information presented by the user, and wherein access is further

granted based on a comparison of the first and second identification information.

The means for reading the secondary identification information may comprise
one or more of a group cohsisting of a 1-D barcode reader, the 2-D barcode reader,

an iris scanner, a palm vein scanner and a radio-frequency identification scanner.
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server. In accordance with a second aspect of the
‘present invention, there ig 5 provided a nethod of
access control, the method”conprising the steps of:
reading a an encoded | abel using a |abel reader; and

extractin rimary._identity inf. ' I

ri sk's at ?gﬁytfﬁrerhc?recg@p&\égg§é§{8ﬁ§%éeﬁl?§9ﬂﬁ%05ﬁgqg? r%f%ote
ser@drocessor; wherein access is granted based on the

extracted health risk score. 10 The encoded | abel may

conprise a 2-D barcode. The nethod may further -
CONAr h&@rddmee skitipsa Gkronccadper) ¢f theeprdsentidnventién, athere is

. ' bi t.ri : Sopel
orofyicd, ctustho P Sisea® Apeisicint FERd pHEPEITE e Mery P 1 o
an @Sdpael aibeNgsiid# Iabebckalien and ekicading arimatydderiite infirmation and

o G TSR0 e A O, B e v

 acdess RQfignte@bgsathet RicrexBactes health diskrschrer  gr ant ed based

on the determ ned synptons. The bionetric reader my
conprise a non-contact bionetric reader. 20 The
nonTe®shdadEd ibenmiay icompesse 2-Dragrcedmpr i se a

tenperature sensing device. The tenperature sensing.
device may conprise an infrared thernoneter. 25 The

et nasl nidihod el Hertthes ampidrise thésteps @fsreadiing diethetgc data of a

secondary, . identificati.on .infaor [ .
perspR u§ieg & bl_grﬁatrwg?céﬁrnd%tgré@glggisg%torn?sﬂ%ffé Sgrrﬁ@t}]lﬁggg% disease
froMmagRd bidndtri€ aiear asanriatihgt the fdads bicametrics elatmdthe determined

identificatiopn information. 30, Th s
SyMESERS: P e T3 BF AL Fare ) Maor BGR el saragted from
thdBéR] OLD abargsdsipasdnghestinngeaesd - D hatheo dranteddeasedaon the
2-D barcode reader, an iris scanner, a palm vein
detepnifRd SYER®™S: 1 adi o- frequency i dentification scanner.
The nmethod may further conprise the steps of

'. t t . -3 .
"t Pt neBtbue R aRRY Rl AreRCu it duS el
the present invention, there is provided a nethod of
contact (ALAch0g UShfi NSaRPRALPcHRoREE S Gehoflrb Neensing

device.
The temperature sensing device may comprise an infrared thermometer.

The method may further comprise the steps of reading secondary
identification information presented by the user, and wherein access is further

granted based on a comparison of the first and second identification information.

The secondary identification information may be read using one or more of a
group consisting a 1-D barcode reader, a 2-D barcode reader, an iris scanner, a palm

vein scanner and a radio-frequency identification scanner.

The method may further comprise the steps of connecting to a remote server

by means of an interface.
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present invention. 5 The nethod may conprise the
steps of: obtaining a persgon's health declaration
via a server; calculating fihe health risk score based
on the health declaratlon and issuing of the 2-D

o e SSRBL | ALl T SRt AT e

metr@Hfoerhta@ﬂtr@ém@&fs&gn&egap@atadm‘. anme:m tmthebﬁrs'stasxva@tj of the

in _a database of the apparatus for the contact
pregentdivsglion n accordance with a fourth aspect of the
present invention, there |s provi ded a nethod of

trackin erson _usi n ar at or di

t helh¢ r'g?tﬂagp@@t’ B?m't’r Sé)ese)ﬁt 8&3%" rﬁﬂ gsﬂtqg health
dediblierd vizRy ch&&:utdtlﬁg Sthem?aaﬂh nsdsb$®|r$1|ba§ea on the health

person's heal th e nvia a r,

de@%’?@?ﬂ affhgS3HiRg h‘ga %a[;) Earge%?’ ec0 Y]S fhe, \primany, | igentity
infétaRtion aﬁdﬂﬁheamﬁinhlsmr@g of the 2-D bar code

conprising the primary identity 20 information and

the health risk score. The primary identity

i nf qrh@@hm@ry @éntﬂ?rrﬁmtlba\af pgrsusegranted agopss aﬂu@erﬁgred in

se of the pparat us for the

aqa*r'aé’gﬁ? ﬁétﬂeﬂﬁp?rﬁguécfe t%aa?ﬂei Y EE a fifth aspect of the

present invention, there is provided a system for

gg g g}s geq%gdnatngg llmﬁtg 3 Fog.@% %tsgén% ¢ g{ﬁé rg%%lg mt\/gﬁtioqp Irt’t%ré‘ttsuﬁrovided

. a rh&Medbf Patkdath gers&MDsing Wapearaamqmcenmmmehemsmspamvf the

be configured for obtaining a person's health
presept iBYeMPBn, for 30 calculating the health risk
score based on the health declaration; and for

issuing of the 2-D barcaode ganpr isi 1.he prj
i dedthet {rethadomay iCOMPERY PReSH ggl?f O:E’?aélllyngc%r%%&%% fealih
deBRtbn DESCRIsBleENcAlbuIdtng  BRAW MBS dkk anpriee basego dit bat Isealth
of the invention tter un {00
doplERITy p BaHERL OF GPene o Pobede n &y Y 1 PTREY 4 ety
infbfn@afioh @ fried h@t«thrt@k\&borteten description, by 5 way of
exanple only, and in conjunction with the drawi ngs,

in which: Figure 1 is a schematic draw ng
il W?rfef@tmérg [@erﬁmﬁh&mnfaﬁdsn bepérsndealiny asedtheagpparatus may

beg@ggﬁﬁggg@gﬁﬁ 35950509 %oRe BTG ot of the

In accordance with a fifth aspect of the present invention, there is provided a
system for access control, the system comprising the apparatus according to the first

aspect of the present invention and a remote server coupled.

The server may be configured for obtaining a person's health declaration, for
calculating the health risk score based on the health declaration; and for issuing of

the 2-D barcode comprising the primary identity information and the health risk score.
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10 Figure 2 is a flowchart illustrating the steps
that a user takes in order_.to obtain a QR code,
according to an enbodi ment °of t he present invention.
Figure 3 is a schematic drawing of a front view of a

nt of the present
BR'E‘:Déﬁﬁ%ﬁBﬁ-%ﬁg? 3@@2@!%%\/\/ chart illustrating
the steps a user takes to obtain a visitor's pass in
or ai.n acc |
rrﬂ%%ﬂ"H’g 2 spﬁf g Hxﬁve%pg@y[ifbé‘gett%%@(e%a@ %ﬁﬁl Ry
appardnit Woﬁéa:ftordméryskman ithmegy att s thepfollafing wréhehmsenptton by
access control, acc t
Wy s AP e At on?" %EgArh%@BB%@gﬁﬁggl %%Inq{gg‘ﬁlﬂéurgﬁlwmm
is a schemati c drawing, illustrating a systemfor
heal t h dec| ar g S r
Figpres er'?eadsF%e gﬁagﬂr@nﬂ%gﬁ:ﬁ% ral ?,%B—P for orgl %élé{'%tlognand
acceBboshtioe atcamﬁmg heapembedimenhefdhe pmsentTh\earglyet em f or
heal t h decl arati on and access control 100 conprises

a server 102 and a plurality of kiosks 104a / 104b /
Figﬂ;@e@is(af fivw chart iusstrmhg e gieppibsts userthkest inoeder k9 okl a QR-

cofenpeRar gk priodgent o HEPISRAURREBeh SR O S0 tvare

- 108 and a web service 109. The server 102 is

d | urali 1 .
_Flg§%2 e%‘t‘”%oaéﬁer%ﬂg H(ﬁg‘{sﬁ%gm 3 ec>nl§ J ?%@ékcégé&dlhg to an

embodiment 6fthe prasant iabetionuni cat i on pr otocol s such as
Sinpl e Obj ect Access Protocol (SOAP) or Hypertext
Transfer Protocol (HTTP). It will be appreciated by

Figared£ i flowkdhbhalllistratingihe atépst dh agerttalesiie lpbtaim aivisoripass in

upports 35|ntera L S
or RS BT sy B 2 bLE0 s BTG o8 G SHGAmLE R B, prosent
invegdiomor k. The web service 109 nmay be a

REpresentational State Transfer (RESTful) web

service. The database 107 stores data such as a

Figlf b 'iSa lﬁeﬂlchbrt Gilusﬁi&tﬁgathalstecpa of pematborhbf Fress cernituy, siccording
é nE g tbé card : n’qﬁr] passport nunber,
to aam, gg'me\'ﬂ P BESTCSAL! Q%‘? nbers, email address) and
travel history. The server s_oftvvare 108
v cesses the informati on exchanged
D%@Ebna'gﬁ%ﬂ'#ﬁ?& ity of kiosks 104a / 104b / 104c
and fromthe website 106 and stores and/or 5 updates
106?;'@?5: glgee? g%paegn?a dlrawi‘ng, fllu&?&t%ﬁsf‘gysterﬁ t‘fgr H@Qﬂ detlaration
and access control, generally referred to as reference numera! 100, according to an

embodiment of the present invention. The system for health declaration and access

_control 100 comprises a server 102 and a plurality of kiosks 104a / 104b / 104c (for

illustrative purposes, only three kiosks are shown here). The server 102 comprises

an internet website 106, a database 107, server software 108 and a web service 109. "
The server 102 is connected to the plurality of kiosks 104a / 104b / 104¢ through the
web service 109 and they can communicate via telecommunication protocols such as
Simple Object Access Protocol (SOAP) or Hypertext Transfer Protocol (HTTP). It will
be appreciated by a person skilled in the art that the web service 109 supports
interacfion between the server 102 and the plurality of kiosks 104a / 104b / 104c over
the network. The web service 109 may be a REpresentational State Transfer
(RESTful) web service. The database 107 stores data such as a users health
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devel oped usi ng web devel opnent techni ques such as
Asynchronous JavaScri pt an XML (AJAX). The
framework for the server software 108 is

preferentially inplenented using the Apache AXI S
frapework. 10 Users wth o r r o
cecirglon. RESERIH, (TR, A g g cuffer bBtorfl oA Rber,
addleyd, GRfioas eostacinurhbers) email aﬁdmsel:tand dravik histarngr Reg server
websi a tel ecommuni ca td
soffier 5 %(?WBQF%QU%M‘?C@S?‘?S eS8 HEffiped pituien the
plumlqsbit Kosia N Ganc Glbt /a1 G4e aancbiedam ljhalwephltméOQ @ng stores and/or

oSSk Bhas AR SR (Pl s ey

de@a%kﬁardmsling wetf @dvepnicat mhmlqﬁﬁ arbashsyechbn@egiavascript and

o I B e’ " S URETLRERE A% 2 ity

lmgﬁléﬂheht@ﬂ WBing 12 RpachedesIS firaafesvoabl y in the form of a
QR-code, according to an enbodi nent of the present
invention. It will be appreciated by a 20 person
ski lUsefb iwitht Bempuiterst batce(utllherpmjnpesﬂ@h 2 D0 (fasd@ustrative

for exanple Calo
PUEREBIENIT AR OB g ene) ot e fiegtts S et ghste 100
viacﬁﬂ&;onﬁﬁurﬁé&bn Wdtocbibesusheas WTTR ar YdrgrsseAppication Protocol

cel l'ul ar phaone havin t rnet p S e
ARy The cretne vl sea? sl Th cplfRORre [d.60 BBSF IRF Shor
MRh§E Sedite (BN b MultintcdenMassageng Esamhe QIMB). s passport

or r'dentity card nunber to log onto the 25 website

106. At step 206, it is deternm ned, by the
i derrigre catd Qrﬂdwrffh@rt,, gérferdllyerefesend fosas aefeeicst iurgerar 200,

new.user S a ne Ser C ster
e B e o BT, o SR Y ooty o
impERfentdtt 1416 iMihe fpas sfwed bmod&;tplnefattabtyan ithenfopu rgh @éé&code
at ste 210. In the_event th ent &he
sl it ol S TR BosbE bR i BRGRURIS by o
pefsssuled iAtihés afnthatléthertypss e)p 2214barc10pesn fenexampleg CGoiorCode,
i ncorrect rd f ofs _
o hSER e, 3% 355000 ACHERRARIE o pe an
cdde. tApefles 0P, tHied utdéIEWﬁBesl cmrr@utarrmrl ceﬂulaSN@oag havingn internet
in step corre I.S
carpb e are U5 B8 BP0 AL o 0 ek er an
id@RBichitoroh@hbdti suchefssitis alassptat ar identiy carcdeunberytoclag cnto the
nunber ass d
wiimecie RERBI0A, PATREEmi By AR RF A GLIRU, g o
art Basting frewauiel.al hy/iscomgw usashacaerdgiterdimssf at step 208 If he
guesti ons, S 21
s P Uiy 6 i Falbe Redes o APkl AIBYRISat step
211188 OBt thabh el érlterddqlaaswonidds irxouest, the ymeefseatib ity re-enter
hlg %g(sesr.vect)rgdat silc—ar;]aemsz %\t step 214, upon entering an incorrect password for the
second consecutive time, the user’'s password is re-set. A new password is-then sent
to the user via email or SMS as shown in step 215. Once a correct password is
entered at steps 210 or 212, the user inputs or updates (if applicable) his personal
data (e.g.; identity card number, passport number, name, address, various contact
numbers) and completes a health declaration that preferentially comprises a series of
questions, as shown at step 216. Through the answers that are given in response to
the series of questions, a health declaration score is preferably generated. The score

is compared to pre-determined values to classify if the user is a “high-risk” individual
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is conpared to pre-determ ned values to classify if
the user is a "high-risk" Lndividual 7 who could
possi bly be infected and can be denied entry to a
Iocation or is a "lowrisk" individual who does not

t 13 k
e S NS 5 L BB LN R i s
indﬂnh@alt\m@rdoea natéxhitsit $yegitorths abd daw baabavresientry fo a location.
i dentification nunber is assigned to that health

decl aration, and is advantageously represented by a
QR @ﬂetum?éha RRitbodeclmtigeriermadel byt thet eper218. unidpige health

dec@%’qon 'Cﬁ“f f;{%&@lﬁ er&grﬂ:fefft en?s%?ﬁ{q'log m{ggt F%rt] q?e%ﬂhs&@&‘adréﬁoﬁ h&d is

advaAtadeWPRpiescnRaEly & QR-Gode. MineeRsodé @amrterated at step 218.

decl aratij on nti
oyl Godh e oA B len g Ry et
|nfotrrh§t|dt5€érg Sud@artyldawd aumbenhemma ozbeﬂ:aczhmambets, bealitredegigration
eal th decl ar at,ion, i n
ortFgata TR GO bR ie MR HHER oGPl 4 to both
the GRlel 8 Ipartichiagn ehealth deblaratiew excbret aradt hedith declaretions isieptification
i s unsuccessful or the user does not have a cell ul ar

NUMBShhone, the QR-Code is sent via enmil to the user
as shown at step 222. The user al so can have the

t f t_th
s T
eveéhiiBhat: ththdhshfalda?usCOMCoénsajl meothatusst dpe 2wt piave a: cellular
phcgflteit, ﬁgplggf Jga%gglgﬁlgaagmaﬂ l @Le) rﬁt}vﬂ%‘? sfg ﬂ@nﬁféttﬁ'ér aiso

NG EFPEER Vi
carfR¥vd Beadption of pebkinped the ﬁR—eode @ﬂker(d}regtly from4hbe /web3|te or

104b 104c obtain a visitor's pass w thout
‘atqrﬁ@"hﬁ’?srﬁee'{’_ﬁd %ﬂ?%ﬁ@ﬁgl y queuing up and filling out

heal th decI aration fornms at every |ocation the user

1\‘”0? I\I\tgS (aét(le/qﬂel %ga%gﬁ,&t] re?e% ?ﬁ# ﬂ eQ% fh ldalséﬁge&) %nsfﬁé‘eilular
phbfd b coﬂnblt.ltﬁg lsﬁrebﬁsbraa qﬁlysma;iqm nt-bet) Qﬁe see caraglsﬂ any location
oSt S A Vi CIORETS B P g v

theORdsicof cRRBIUREY \caibLitlg QB- anddlﬂmg oxit beattbsieclaniion forms at every
val i dit erjiod of the QR-code advantageously

locgfien e E‘”ﬁ Srs to constantly update their health
declaration. 30 In addition, the user's health

decl ar at j on c n be dlfled¥\lg ' t of time,

For Ayl eercnror ariets o8t uf el LA Preh i mid #fiun
forSERINIS YAPhdUS 10 fthib estance, once the QR- code has expired, the user re-
accesses the website 106 and completes another health declaration in order to obtaln
another valid QR-code for access. The validity period of the QR-code advantageously

encourages users to constantly update their health declaration.

In additio'n, the users health declaration can be modified when the need

‘arises. For example, if the user starts feeling unwell and shows symptoms of the

disease, he can updaie the heaith declaration accordingly. In other words, the user
can create multiple health declarations, each with a unique QR-Code, but there can
be at most one valid declaration as previous declarations are superseded by the
latest declaration (i.e.: the previous QR-code is invalidated). If the user's QR-code is

invalid, upon attempting to gain access at the kiosk 300, access is denied.
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di sease, he can update the health declaration
accordingly. In other wordg, the user can create

mul tiple health declaratioas, each with a uni.que

QR- Code, but there can 35 be at nost one valid

decl aration as previous declarations are superseded

by the |latest declaration (i.e.: the previous
QR-Figde 3 B a sotmhiatiatdealying bof atftoet viewrofs Kipsk: gdeerally referred

nvalid
to éﬂov erég%&t@%&gﬁé@(ﬁ irggac_:rgglg tgiagﬁér@b%%gﬁtsof%%é%tehfcﬁ§5ntlon.
Th@lrkﬁ)é/kr@)OOB ;a'efel‘ram;t Iodamd af the kntomice afemeorinigycial building or

f 7
oo B S SRS 3, ol SR5AEL e 0

' comﬁr:si%éei elﬁrabnllahdeomﬁad 30; mhisometricanederofmplementedrisiralas a

t
nolppae R FonRih 6k o, of AT Bk ReRIERER 504, 4 oo
recRie, ?f@i é)&a?‘p(lj‘eaa Qaleyarcodd Acamndsj amkimplenedad dere in the form of a
ement e t
i T 06§15 v R 201 o OB b e e
310_),&@|d|ﬁ3én atﬁ@&vaﬁ?ﬁ@@tﬁ 3422a pabarmdids Hdaarspeakexrand microphone
1 ement e ere in f .
i S o AR LR sV 5o Tk B SRUIRAR cove
at ﬂteﬂ(dékgﬁltﬂtféﬂve?’?ﬁeatloa @‘lth@l;adan'ﬂiy\md iealh Biathst to3sbtain @ visitor's
ani c _button
pafind cioards BB SALY BYS HRTET e eL kS T RBE. e 2oy
present their QR-code at the kiosk 300 for
_\C;g{ g%%'%g%qucgeg?atuggrakgggg %:r]éfg%g gngp@ﬁargéanu@ﬁ\taééﬁ?erg Quch as
VARIEOCANTEXTREMED Ui | SPOBTST ChAbb [{Usiag . EXﬁeWHdAD CCD) and is

surveill an 302 . ' . ' '
s sty outo BB S camers
30@?@RTeﬁs;STéth£ ldépmGEdEﬁﬂegegl-drlA{heOﬁa)ntorsmcbdrBSOS The surveillance
advan eous onnected t
cagRtaAys SFRasei J6F PR e e K050 fiTidouliffan contact
tra@?h@tlddhﬁfies NagRished Apprbaated mytanperson sblhedm&heﬁﬁtethat dependmg '
surveill ance 302
orHATA B Rh e S DS Lt S Yo vomor
reédeﬁi|§ lfd'ﬂgeaﬁdiﬂig)gl%ﬁﬁtnd datzwa h peesocapandE iastaliechip the jsiosk 3R0. For
0 S S o S A g S48,y oo
indiydeesn Pifecddoparédn @(hlb‘iw@dm‘r mcfeased dmdi tremibérotuee (6.¢: Influenza

A 1y B DSR2 o O uers

te@pbtieak Tk mfidrarasamohetabB0s4yisppeferablynof dodustial grade,

sullbg{qgﬁéllg? Lh? rs%c%tjrea)ép,ll Pﬁlqtdlug% zg ' e rﬁaﬁ@fg b? E%én?% i temperature
méhismemt Qich384 QTamske LTsby dpdrisTetwu feenpenatuces eeadiﬂg can be

t N r at t'lﬁ? nwnﬁgﬁ%é]%r}r $I5§ qutﬁnggié{arp %tlbq{s aslgﬁ'nde?‘ature above a pre-
de’termmed threshold, access is denied, an alarm may be triggered and the siren and
warﬁing light 312 activated to notify hospital / building staff and/or immigration officers.
The user's abnormal femperature reading can be updated in the server 102 so as to
prevent the user from making subsequent entries into any other building with a kiosk
installed. The infrared thermometer 304 minimizes human contact and is substantially
faster compared to other methods of temperature measurement such as ear
thermometers. The micro lens camera 306 scans the user's QR-Code and inputs the

data to the main control unit. The image of the QR-code can be displayed on a user's
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substantially high accuracy, and is capable of |ong
di stance tenperature neas%renent such as CT laser LT
by optris. The tenperature®reading can be displayed
on the nonitor screen 308. If the user exhibits a

t enper at ur ezaho j
ool BEBEA WEefRONs ettt S BB gR b qut by e
uses ionenpiatslof pepenBo dhat thghhicBd Bna cainest 306 ¢an sven titgjimage. The
hospi.t a bui.l di n t LA gkt i QN .
park PRt 314 ol uBeS' 3 e RS ©f aboBb R 1 Bliing st andior
imroigratibe offpgat edthenetent tet rthe us@O eositesa énmediatgr assistance. The

t f ki | i nt.0 .
sessb RSt P T RS HERen il o A8, Alnigpousy
mirifhizesoontaet hef@enthe Lisar abthetkinow 306 @and Acspitah/douilding staff and/or

. substantially 35 faster conpared to other nethods of
'W‘SF?E@PQ GF'& measurenent such as ear thernonmeters.
The mcro I ens canera 306 scans the user's QR-Code

d,i ts the dat ' Init .
" Bt Ere Ryer (B sBolfhy o o Y500 btanlithelwit g use of
thec ) batcade gbarmer G07 aTHMVE) beNBde wodnrier 308 ean de usaditd ycan 10

e e e

identi®g énforfirgtion p&mi thebmdionc@iedl camit. b&hisr dgs-fatidsy atithentication

.user to alert _haospita i 1 dls ff e
dispiiearae Poob AL arAs Tohed L ARE s tp B REess. fa users
idehtigWardsr passpolit dbes astsiogesprod. to TilseQB-code, access can be denied.

speaker/ m crophone unjt. 316.facil.i -
i B8 AR AR B Bt eI ab 0k Fero ens samera 306 may
alse@atiaet theiandien 1hiearosder at t he ki osk 300 and

hospital | building staff and/or. inm gration

officers. An additional |ayer of security is
adv gt ageditivsdlyayes babddusityechrvaltematingly os addifionallp be ketallished

. d .307._Th
BB i AR o e 0EE 05 RPLDR e o,
palis @einscansaTt (hdlyshoam)l oo radiafreqaancy identification SREIBR scanner (not

second j denti.ty information to the main control
shgg, In %ﬁ%’" ”{%@?cg'@¥%tﬁ‘ aut hentication discourages a

person from usi ng soneone el se's QR-code to gain

access. |If a er'. ] [ , LOr }

not TobpreepSn B hmiey tEEelnee § Ui coRB8RA8 tp BRI code
thdl Bcdre embeddbe inaihper@R-icatie thdigtes thal Isis & Righirield person hand the

art that the mcro.len 6, Y u ;
usfis gluaiit sy (PP s ORI b P elhined AiksRBa R prnter
318azmrriny oot viaitdres pessity aligw thre ashdiactensdblthe peation. The entire

oo P highDBulicanl gAner 36 story poes may oo
adeastage cushZébmkbted reless $raarfeecémist shown) or _
radi o-frequency identification (RFID) scanner (not
The main controf unit (not shown) is connected to, among other things, the
micro lens camera 306 and the 1D barcode scanner 307. The images obtained by
the micro lens camera 306 and the 1D barcode scanner 307 are sent to the main
confrol unit for processing. The processor (not shown) at the main control unit can
extract primary identity information and the health risk score from the QR-code. The
main control unit advantageously comprises an interface for connection to the server

102.
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shown), in different enbodinents. If it has been
determ ned that the user's_ jdentity corresponds to
the QR-code, the score enﬁgdded in the QR-code
indicates that he is a high-risk person and the 25

g?:%é?egg%ﬁg{g%oqbﬁggeﬁ ggg Bt ?I’h@{e@?bt% Qﬁlngvi’aé Qﬁrvelllemcet camera
30RUImaesi ofi theniserpfss tan bblaamwms bystbe m@@cee @cairesa and
he entire

soleied i aedngs B ee 8 ST p S B IR o ol oo
ord& toadbl@mﬁrmgemségrscmp’dutgt €hlisi provides anbiivar 1ayesen§<ﬁeqsr.ity to

enSGul R g AR 3RHh b SFREES oo

skili@®intbe batien (ﬂ»ecatsamﬁ ére SstarTialestorapg egaasreguirstitosjore facial

b e, ST g o R S0 R
a |péRioa swthrgegdiepqul ot dsitns ratmatthahiowmultiste Ipb@iqmaicpmprising a
ontro '

SO L o L o ST B PR, BBy pray nabe o

re¢dgnition & bd Intplébentad acoes trlargeuminibesidt Boatmsous| y

conprises an interface for connection to the server
102. 10 A face recognition system can be inpl enented
usi mgptiddios woitware! iantxtalkzanetae 3Gd contedesit @ndtdap be used to

i 5587 Rl Y 107 Y HR 190, st
softivaree ds f preferbbly na@ﬁ@urazd an| analbffitet abedse Whereoddtar ¢ap be
{ tit Thi i
o el el et b 8 b BN S8 B3 LGRS
m@ﬁh&?ﬂﬂﬁbnﬂ?ﬁt@dﬁatt |b:c|cq)mrﬂ|dt;ndmecab¢tweem fteehalnycantpk usiband the
in eca
sefes 5 eI CRaaR da gty 4ol iins S E Ry, n wis
mafl,téﬁ&al rtB@Q@m [E eﬁp&mtoamdrrasynbhronmsw swihat fifl thefsnrver is under
oca
meiderenge o FEPEBPE. Palpcah ooy et Padisil e nen the
semﬂnnlzss r@lige. Thar ¢fding rmotie ako rmivpthtegeddslweedluqesf tbe Lb%dwndth
t
oG (AL TR fr e e & oy dfapoed seppuousy

MéEovep Ot ot Sactohuithentitation, asidesaibediabove)staal beeithrilemented in

o RSB 58 B 5P SEP B S i o

" erABSHded retha Oik-codd without aofeeddorea cantipuafserambegtion to the server.

configured in an offline node where data can be 15
transmtted/received in a batch node or only when the
ser vRteraildlg the rapphdatioh rsfiwahe camienconbigitned|to ur tontinuously

rga %%ntgﬂ%tnpﬁéeg ?cwfllil nsgr%tere %5’ el"xv\{ﬁ%ncoﬁﬂﬁgurgﬁém c?a%"isr 8JJnt|nuoust

transmitted and received toffrom the server 102.

The offline mode of operation may be preferred ovér the online mode so as to
avoid e.g. problems associated with break-down of online connectivity, and speed
limitations due to bandwidth constraints. A 2-D barcode is used in a preferred
embodiment for storing at least the primary identity information and the health risk
score such that the primary identity information and the health risk score can be
extracted from the 2-D barcode without the need to interrogate an additional

database, thus advantageously enabling offline operation.
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server 102 includes Qr-Code validity and reporting of
the user's location. In th,ls i nstance, the data is
comuni cat ed asynchronousli/ inthat if the server is

under nmai ntenance or inoperabl e, data can be stored

| OC || %wggq%%gbéigf&%ﬂy y 2 pdh ag{/hu@thgpbec‘ﬁrre‘l’éfed%ause

I'née’ rm ant ageo
it Cﬁl@dﬁ @aptutddeartamwwmcrby a eqmberecaf nghila ctempap@mptssjng A dligital

ne, nod at
camBrRA T o oty et PRl sREETT AR, Rebshistiongy, On
the&hl@éfehandga 1bB biangidenant rexd typically he cepurdchendhdigplayed on such
er's identity car S - t
moRie cpHeR 11y MERBuUtrel A neehir o P FRBRI SR Baoode
scdnPrsa conti nuous connectl on to the server. 25
Alternatively, the application software can be

configured to be continuously online and connected
to Figareserves fib®2chdrh gdmesall;ccraibrrgdrtatasoreferea@ei nugieral 400,

SRS bk ABRIL BRI ST, b Bess o
a Wilgihgr aedrdingto bhesroddimentraidbe spoesast tngentipnoiAd stexvg402 the

s ARREEEGn 1) Rt Dbl R rdRetgnaite Aiers for gopurty

an€ @0Bédcpient &;ntdbt?crdbn’@apmpo@sl § nesesbann P& qjemaﬂ@ﬂ,rt@g user can
enho n tori I
cof STl A PR B B 308 B PRI Bkl i
mebdaammcatée tidt tthye Usdros infddtash) oathd QReode sl unableitg lbe read or is
mv\mlcf ﬁ&gﬁsstl?] Belﬁlg Oe?rit(itar 5%%%325\%?2358 15 ne%l c% d?n‘{&ﬁﬁ&qﬂq fhe Kiosk for the
usétatb appach biill{umggmafur agsisiasdey abﬂab#@ﬁu g hefuski gan communicate
.0peration. dt ‘ L
wifaghe S 1% the SRR e iR o it S S8 PectB ypgrs ion-
riskagthtus € thdiratbddibys }hisaymlthbs,cose roanbzy updatedlin the gerverces as to
t L sC .
oSG SR R IR 3 B St e
a ladske At ktapsdﬂ()j ag theBcbaar aobeddedrin et QRygode aldtqatetﬁethat the user is
an [ d 5 i ' '
o S Sl P e o RBP4 63 0 e
scbt&ﬂeﬁ GdE for acaoovet levellef guthentitatic. At $te@4ﬂ2;|1'fait i determined that the
Q | 'ICP Aa%le r@f t?a:qcréc? t &o??or{g%g%? Bﬁ?th@ ggﬁ%@ga\{e a suitable
1Dt/)ib‘ardoﬂé (&.gras sfofjeignmr deithotio ag aidentiéyc ce@& acmegs ig Glegied and a
ui | accor
mESohS B SRl AERRSEITYRE  BEBi g o
foBQ&usmd;el or QhApdical eﬁbnﬁl;atlm ol thee isdrandentitartestaad of 1D barcode

Secu e . o . .
scanning, faé/e recognition, iris scanning, palm vein scanning or RFID scanning may be

- carried out for the second level of authentication, in different embodiments, either

alternatively or additionally. At step 414, if it is verified through the scanning of the QR-
code and the 1D barcode that the user is using his own QR-code, the user's body
temperature is measured by an infrared thermometer. At step 416, if the user’sl
temperature is above a pre-determined threshold, access is denied, an alarm may be
triggered and a siren and warning light activated to notify building staff. The user’s
"high-risk” status, indicated by his abnormal temperature reading, can be updated in
the server so as to prevent the user from making subsequent entries into any other
building equipped with a kiosk, as shown at step 408. At step 418, if it is verified
through the scanning of the QR-code and the 1D barcode that the user is using his
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and subsequent contact tracing purposes, if
necessary. At step 404, theg user can scan his
QR-code at the mcro lens nera 308. If the health
score enbedded in hi s QR code i ndi cates that the

nf ect ed |
owrb?ﬁ{ %od%s ne-FRfe al’nbstg% El t g?deé dﬁﬁd*ﬂ:@%@ tﬁerlrtg% gehort aRected
ancdtmph@;ecbodg tanprmtw@ns hEIowh’éelq:preslleteﬁ'mmeﬂHéresngldr at\msltor’s
staff |
oasHREPTREH ot lrtmi oy e e BRI RRR bl B0
SEgaker/ m Er ophone unit 316. At step 408 the user's
"high- ris st at us | :
can%@“ﬁﬁeﬁ eFTi R '%‘ﬁquse‘r"\g/ rr%s oﬁésnltc%n rb%?%e%/%ﬁ% gothgt he has
entdfRY el PNIAIRK BNY thisbisteouetitn énsenteto thet serery 162.héhe server

o SRR PRBRCE 1\ £ Al ol PR g o

klotiIS aheilist of Viditois fheititates, thd eontact ischng diipersbbs o d@de come into

coli iy EpeimehAER by VIR pRl R PR Lo 08 hecea
forféicamplef whén pésitiletyediagnuaedd bl at dacte, th@Reed éOZaﬁdeda@d 1In this

msﬁé\cf‘g t%ogrﬁggg% Bgér sip%rsggfngrgag LE{E caﬁ b& Q:S{;n% né&d aﬁ@gﬁepﬁgers who
havé bbsmﬂy abmiediatat ¢dnfactded):, gamumnbas:ass tal élm eamadqcalozﬁas the

mf@cﬁ% Hg%p IV%SIthhﬁﬂl’llfa étgﬁ L%g" ?%n Q tF %r aﬁn @ibﬁ't &c&??llgﬁé possible
usal‘er@rt?éthgéy 1%@/‘13 cofra ihioomintamh with tnmmfaamtpaswrdemenevted SMSes
nstead O

ar scanni e [
cap rqesadé’éﬁiﬁ‘ﬁ?wly f)ed'l% \?gl“ﬁe%s’c%r}]‘n}%naélggﬁg B scz}h%}'ﬂ% undergo
tedIB6 ditermi@s if thegl haué béen infdutedsecond | evel of
aut hentication, in different enbodi nents, either
atternatively or additionally. At step 414, if it is
ver ilfi iagditibhrthe glfert et of Giimpuiseipleoinfectesl GRra0an bdeseantp all the

the 1D barcod hat ser
klc@Qs Hb@@ S)f?tﬁgl ‘f&ﬁ'\a %VeBE%?P %é?rper g Iulrlgg aﬁéﬁwg% enter a Ic))/canon
th@RisémMist @it ety rmrfausenanrm i ttlegp uddrohasi hott yee umiergosle tests,
ur e

t
neabR BREA S ek SO e 1ot PR TAR: blIERE ot o physicaly
inf&Hrh @in &NghosRddiesg. | | ght activated to notify building
staff. The user's "high-risk" status, indicated by
hi s abnormal tenperature readi ng, can be updated in
- 35 tm@ur&% en oy abatto gpnaralynrefeied dsas fafaemeeakimgral 500,

ubse t_ents
SRS B Bl . 450k, S0 0B her o
thé tprés‘éﬂt/mfll%ftioﬁdAt ﬁtbp ?ﬁgham lﬁecmednmahgs wbdtusmg@abﬁlor@ader At
e ode, It
Sroebagy SREE Eomlanal f1BAHL TS 2 Sefiadttin e
rebhaéncbﬂed sabROtbyi meand @f a prtesse. Asessssishgragted based on the

er at i s below the pre-determ ned threshold, a
e)GragF Eh“ﬂﬁi%o?s printed out. The user can now
enter the building wwth the visitor's pass.

Embodiments of the present invention provide a system for health declaration
and access control, which ailows users to complete an internet website based health
declaration form in order to attain a QR-code, subsequently using the QR-code to
access locations that comprise a non-contact, self-service kiosk. The kiosk only
permits entry to non-high risk users (based on the health declaration) and those
without temperature symptoms in order to limit the spread of the infectious diseases

and facilitates contact tracing in the event that a visitor who has initially gained
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5 Whenever a user is issued a visitor's pass, it can
be assuned that he has entered the building and this
information is sent to thel¥erver 102. The server

software 108 establlshes a list of visitors for every

bui | di ng t hat d w ' .
s S S EPERY Y oy ByeT ld TopSre

addMithah@¥Bp&airao pﬂic@ss thenisitots; db¢sna réisete nrobanditedf infection

ser. \Wen a user n,d be 4 nf e :
a5 Flop GOMBEAMES N B o T VL Py A g s By B Sttt i
mirfkaEE@r and B.ﬂ)sﬁeﬁtla’li?/r reliGétsi the Uiptkatisithrs lhave ko speridngieasmgeyp to
the infected user's past whereabouts can be conpil ed
gmaﬁam%%ﬁé&eﬁeﬁ$%"mho have possibly come into contact
(e.g.: gained access to the sane | ocation as the

. infected user) w t he i nf
©an vl pelqufegcaiecgpy ay qeés%gg’agd 0 l{ﬁusgﬁf’g&t ﬁﬁnér&‘% %tmtlons
andiBY enédBRtiomYE na50 bt agiade tbhtHeh erdsafite gtvedtiqre s oshqwm in the

ggl%%g%tﬂp@t egpgﬁnplfgc{]m t%gs;%ﬁt\f/ &y %?J%o(}liﬁtt\o ung.liorli %s%rbadly

deé.cf?ﬂbb& TR dribediane afe, theesfolzaie bbemns:derfedotleabl respects to be
tion, the alert l'ist of all possi bl e infected

'”“ﬁ%%tl‘@ g RobEestEhYe t o al | the kiosks in the system
In the event that a user on the list attenpts to
enter a location, 20 the user is denied entry. In
this manner, if the user has not yet undergone tests,
~health officials may track down his |ocation and
request building staff to physically informhimto
undergo tests. Figure 5 is a flow chart, generally
referred to as reference nuneral 500, 25
illustrating the steps of a nethod of access control,
according to an enbodi nent of the present invention.
At step 502, an encoded | abel is read using a | abe
reader. At step 504, primary identity information
and a health risk score are extracted fromthe read
encoded | abel by nmeans of a processor. Access is
granted based on the extracted health risk score. 30
Enbodi nents of the present invention provide a system
for health declaration and access control, which
all ows users to conplete an internet website based
health declaration formin order to attain a
QR- code, subsequently using the QR code to access
| ocations that conprise a non-contact, self-service
ki osk. The kiosk only 35 permts entry to non-high
ri sk users (based on the health declaration) and
those without tenperature synptons in order to limt
the -spread of the infectious di seases
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and facilitates contact tracing in the event that a
visitor who has initially ?ai ned 13 access is
subsequent |y i nfected. The Asyst em advant ageousl y does
not require additional manpower to process the
visitors; does not raise the probability of infection
CLAIMZ| gse contact between possibly infected persons,

hospital and building staff is mnimzed; and
subst anti al I reduces

time v ye to spend
1. quebn ﬁapﬂat%‘ or aGCHR Wnﬁeﬁé%esa‘%pé‘”?"ﬁ%a n%o It will
be ARpPePeaaéeer ﬁﬁdmgmrmﬁdakﬂabélemd n the art that
numer ous var.i ations and/ or.
to @ REPSEERY PR SXtRgng Pfaﬁagéd%ﬁgm bt ﬁpg”@é&g o goore
froid lage bnéeRANdberg froma spirit or scope of the
|nvent|on as by oadl 0 describe | ts
ar eWhenelY 2cEr%Is 91"?}"%% RHHSHEP & r?ﬂe%ﬁ?aq[ﬁg'ssgec 'ls% to
be illustrative and not restrictive. 14 CLAIM 1. _
paratus for access contro] 't .
2. conghb SPRRIAUSEY HBR TRRGET |1 BPePTP A Ca L feprises 2
2.0 pirebde.and 5 a processor for extracting primary
identity information and a health risk score froma

read encoded | abel; wherein access is granted based
3. 0n the aSﬁiér’éﬁféta%Cbldiﬂah irhariyi &e cfetzires 12r 2 Thethapanaising:

as clained in cI m1, in the encoded | abel
conﬁrq'%'@%t"%reafﬁr a&mg\é@%rgetngd [11an(g Har At us as
cl aii@ds | for aAdYerfiren@fsypipdms ok @rccﬁamtﬁmcdld@rdlsease from the

conprising: a bionmetric reader for reading bionmetric
biomgtic ¢t2a person; means for determ ning symptons of a

COMMEANS I @ssﬂbséﬁ@sﬁefrééﬂbtdﬁ%tndaatbj theeiatermirckalt af,mptoms or
means for associ at|

ad_Dbi o tri,c da
voffe P PIRGEETSTRERARLO P MBI EHOL B Peie) S B g 2
apeodehgnadent ity information extracted fromthe read

ba? é‘é‘%gi;«\n %&%%a éga@?tﬁgmpr@rraﬁﬂbeg 13 Sstr{%téjr%ﬁe%rsy%?&‘r%? d

4, The apparatus as claimed in claim 3, wherein the biometric reader comprises

a non-contact biometric reader.

5. The apparatus as claimed in claim 4, wherein the non-contact biometric

reader comprises a temperature sensing device.

6. The apparatus as claimed in claim 5, wherein the temperature sensing device

comprises an infrared thermometer.

7. The apparatus as claimed in any one of the preceding claims; further
comprising means for reading secondary identification information presented by the
user, and wherein access is further granted based on a comparison of the first and

second identification information.

8. The apparatus as claimed in claim 7, wherein the means for reading the

secondary identification information comprises one or more of a group consisting of a
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4. The apparatus as clained in claim3, wherein the

- biometric reader conprises. _a non-contact bionetric
reader. 5. The apparatus a® clained in claim4,
wherei n the non-contact bionmetric 25 reader

RE T R R

and 8 PRAS-AbgUlishcy aRsitingitidevtarmer.conpri ses an infrared
thermometer. 30 7. The apparatus as- clained in any
one of the preceding clains; further conprising
nmeans for readi ng secondary identification

-~ information presented the useg,,.an i s :
9. accébe ﬁ‘@’afeﬁ&t RSr C'ﬁp'éeﬁféb Y Q% S tggc%ﬁp@guﬁrﬁio%“g? , further

cofnPfisifid &1 IntetRde ferappnettiod ent rdmotatseoser.i nf or mat i on. 35
8. The apparatus as clained in claim7, wherein the
nmeans for reading the secondary identification

101 nf ArdBhbBf g@ﬁ‘@f g b@ﬂ&l,@lﬁtﬁmthodmnmpdgingtt@ﬁshiamzof:
consisting o - D bar.code reader,, the 2-D

_ bar (RAKNG ALEGO e‘i}%bﬁﬂi“@ng@a{%q?ife,adgr’ﬁﬁpm.vei n scanner
and etrackiflg Qrifizp@ iRAGly infdenitiohi arat & dralifc asinecare Srofn the read
The apparatus as_clained in any one of the preceding

engpdgdidebel Py MeBE of 8 BMSEF¥Y™g an i nterface for
ConNp@Rdi®Acdels & dranet ®ased viethe ebfractad mealtrodskoscormc cess
control, the method conprising the steps of: reading
an encoded | abel using a | abel reader; and 10

11ext ragt fBlhoBr dgTBIAKNed BNtiatny 10N fabierait ition eancdesl fabel isha 2-D
risk score fromthe read encoded |abel by neans of a

. bapiodessor; wherein access is granted based on the

extracted health risk score. 11. The net hod as

125, D Theaneied aamsd in SR HES (0o Helt e SpP e the

st¥fs @ ains 10 or 11, further conprising the steps of:
readi ng bi _omst[i(?ﬁ data of a gers n usti.n%‘?f?epi onetric
r eadB8RAING BIOFENG JAtA PHRY PRABHERE 2O LB FATRI cabl e
di Sgﬁ%@nﬁrﬁmﬁ%m&@ﬁetﬁbmmm di?asemom tha giantedric data;
read biagnmetric data, the determ synpt r .
Dot RSSAFRAG 8o BB RS B TG RGeS, or both. with
sdidhersmbhsst 6 ticarieatly firifomation extradied fidrbtecedd 2-D barcode;
and

wherein access is further granted based on the determined symptoms.

13. The method as claimed in claim 12, wherein the biometric reader comprises a

non-contact biometric reader.

14. The method as claimed in claim 13, wherein the non-contact biometric reader

comprises a temperature sensing device.

15. The method as claimed in claim 14, wherein the temperature sensing device

comprises an infrared thermometer.

16. The method as claimed in any one of claims 10 to 15, further comprising the

stéps of reading secondary identification information presented by the user, and
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and wherein access is further granted based on the
determ ned synptons. 25 13, The nethod as clained in
claim 12, wherein the bi onric reader conprises a
non-contact bionetric reader. 14. The nethod as

claimed in claim13 erein th - -
wheipgr et & Gl oested BRtsE S GriaRsar o 3. fist and sscond
idelStBithic: infbbmatidme et hod as clained in claimi14,
wherein the tenperature sensing device conprises an
infrared thernmoneter. 35 16. The nethod as clained in

17.anyTi énefod bai omimea inocldin 16 unhbren tenpecsiday idestification
st eps

) of readi ng secondary identifi ' i nf '
nfGgaUaneaar bR Ena S et oun grap Eftid 80:0BaftodB tedier, o
o 1f Bach@s rédcrnt a6l insethnen @ pabmyaini stannef abthe fadicstrequency
~and second identification information. 17. The
iden§ficAURN SE@NE%Tai med in clai m 16, wherein the secondary

identification 5 information is read using one or
re of a group

no .consi stin - D bar. , -
18- 0 BareBed SSiEra iy P b iseping SR HiEer oBmprsing
theSEa6RJonAGEing t6 ademofer e by yneand ehian fiteréceon

scanner. 18. The nethod as clained in any one of the -

preceding clains, further conprising 10 the step of
19.CONAEGEInGE df Todtace Fatiag I8ingethe mppeetuss asfolaimed in any one of

interface. 19. A nmethod of contact tracing using the
clagphhia?us as claimed in any one of claims 1 to 9. 15

20. The nethod as clainmed in claim 19, conprising the

steps of: obtaining a person' s health declaration
20y aprﬁe &isthed-as @%&F@&ﬂ%ﬂaﬁa 1§h WRSINPHNG PIERS gf:'lor e based

gn bbf?m«gaél b@r_sdﬁelhataﬁi dedaratiordvia assei"v!eg of the 2-D

arcode conpri si the primary_identi d n
 anaSargetnae kel s St bESSpr A€ Rl ad Bl TE ke

cl aiig¥amrgioh it ADbREodedumiisingtthe pimbnyedgntityliafdringtion and the.

i nformati on of persons granted access is stored in a
heglif B$a%6@%f t he apparatus for the contact

21. The method as claimed in claim 20; wherein the primary identity information
of persons granted access is stored in a database of the apparatus for the contact

tracing.

22. A method of tracking a person using the apparatus as claimed in any one of

claims 110 9.

23. The method as claimed in claim 22, comprising the steps of:

obtaining a person's health declaration via a server;
calculating the health risk score based on the health declaration; and
issuing of the 2-D barcode comprising the primary identity information and the

heaith risk score.

24.  The method as claimed in any one of claims 22 or 23, wherein the primary
identity information of persons having used the apparatus is stored in a database of

the apparatus for the tracking.



tracing. 25 22. A nmethod of tracking a person using
the apparatus as clained in any one of clains 1 to
9. 23. The nethod as clain€d in claim22, conprising
‘the steps of: obtaining a person's health

declaratiqQn via a ser : Aatjing the health
25.1 s’hs %‘8’?‘3‘“@&&%%? %%?rgﬁ?%sgg%nﬁ@édg%ﬂsgﬁat igon; and
i sstakr@pabiushs cibedar andemmecdRims il ty9tansd pri nary
identity informatjon and the health risk score. 24.
e e

The® ffét in any one of claims 22 or 23,
wherein the primary 35-i-dentity information of

persons havin sed, the i t i
26 o ThmSwtian 5% AlATERD T SRR MieRehting i s edhrigured for
obtAinfigd pers6r08 healihedeatativny frir calchlating/the dwritio npk edre gased on

t he apparatus as.clained i [ P8 .
thea PRI ERBLE: 807 00 Su0BI L4 L1585 SHe ofieEind 18 dfmary
ideBlitQiirTBehatibn ahdtha [Bith wklesedre. t he server is configured

for obtaining a person's health declaration, for

calculating the health risk score based on the

heal th decl aration; and for issuing of the 2-D

bar code conprising the primary identity information
and the health risk score.



