MULTI - USER SERVI CES | N A COMMUNI CATI ONS SYSTEM Thi s
invention relates to nulti-user services in a
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exclusively for instant nessaqi na based on SIP.
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servi ces based on SIP, under the title "SIP for
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session semantics. A user connected to a SIP based communication system
may communicate with various entities of the communication system based
on standardised SIP messages. The [ETF is'currently working on providing IM
and presence services based dn SIP, under the title “SIP for instant
messaging and presence leveraging extensions” (SIMPLE). The Open Mobile

Alliance (OMA) is also working on SIP/SIMPLE IM and SIP/SIMPLE
Presence.

Instant messaging services should give users the provision to prevent certain
other users from communicating with them. In particular, certain users may be

nuisance to others. Therefore, instant messaging services allow a user to



list of the users that it has blocked, and this is
called their blocklist. However, in scenarios where
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creator) to invite whichever users he wants, w thout
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then the system should discard the invitation to the blocked user. The
invitation therefore never reaches User B in this example. User C is not

notified that his invitation was discarded.

However, this solution has the disadvantage that from the perspective of the
participants of the chat room, it appears that User B has either ignored the
invitation, or there is a fault with the IM system or network, and the invitation
has not reached User B. In addition, it prevents User B from communicating
with any other users in the chat, even though User B may only be blocked
from communicating with one particular user (User A in this case).



bl ocklists of any participants in the chat room
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user, such that any nmessages fromthe bl ocked user are

not visible to the blocking user. In other words, in
An@*%ﬁ& sgludinplig to @dlew Hseak jooinmite waydisers se dke ehabnorangnd

S t <B.s L ‘he visible tao User,
the%E msgr% emhl\?\naes{ A&Phl? que%% i 8ﬂ%§@é%ﬁﬁ%ttﬁ%§)lae%?ear' n~the
blopklists of paptparticipatis inehsichat as@nyHseweler, tthe egstenvicharfilter

i.e. User A can see that User B is present, and vice
any, giessades SN e Upel Hdde blacked Tiyyecammunigeting apfeanother
[ [ [ r b
s S{igh thdp Bl MoSERRAR T I BRIRRH SRF e ot UBBle b the
blockingraysarhdnedtbiee voerdsyiin ehisasyafpte, Udeer B can joirdeles! chat

ot he sers in the,c raQo o concl ude t hat  he
seSIThutER] MasBabas tltisar i Snds vl tiosorebl o User A
preferable that a decision on how to handle the

bl ocked users is either perfornmed during the process
Thefpreblem géihsthisisaiuiignt iscthehatl theqrarticipantsato tid sessiors are

. t. Vi Si . h [ bl ocked. .
visHiE 19 agh, GhoBLe ¢ CUSRH A B et A Ber e s gir8SER andorice
vetsa. Redrllthe perfisecivat U gsroblitemill Sppear that eithdtIfE nfessages

rsonal blocklist is not disclosed to any ot her

areBEremgciq@@ﬁe@ BYh Uset ratorr Bigh thaee: & @i faylt 81 dhe Ik pestem or
A . . N . '
reSlork R0 S5 BePEO Ny RO in

thecamgirosin) go checlstieghabiie appéamssh UsseA’s blorkhistl [t is therefore
it sessi on manager; said

: ! 4 ! A
Pfe}fgf;aia'!g hdr ataggﬁ'i%}?é]s st V%t%f@& dher Rleefed disprnds aither
pelf&iried kRriRRaheSHSELEE aaf“tﬁ@ r&bfiﬁ&o@@i@@t@q'g}a‘{gﬁégkeod’ that all

termnal 1S associated with a

userseare not aisikzle éo islaob lodlolerf if theyaoerolotkedt i ng with the
second user termnal; checking if a third user
termnal invited to join the chat session by the first
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event that the third user termnal is in the
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- 1 user term nal that a bl ocked user
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enbodi nent of the present invention, the step of

creating the notification nmessage is carried, out by
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of Rfarlifhg PR&ESEHiIckBMAY EOAMUMEHhRESSieH dofprising the steps
of: a first user terminal initiating a chat session with a session manager; said
first user terminal inviting a second user terminal to join the chat session,
wherein the second user terminal is associated with a blocklist of blocked
users that are blocked from communicating with the second user terminal;
checking if a third user terminal invited to join the chat session by the first user
terminal is listed in the blocklist; and in the event that the third user terminal is
in the blocklist, creating a notification message to notify a user of the second.

user terminal that a blocked user is joining the chat session.



stored at the session manager and the session manager

perforns the step of checking. According to another
weedodoTent of the present invention, the notiPCTE@200M001924

nmessage is sent fromthe session manager to the second
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t he step of checking. According to another enbodi nment
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bl ockl i st manager to the second user term nal.
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IS present in the chat session. . According to another

aspect of the present invention there is provided a
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meRtads It RGIE hune dlasnt mpaTtvas il Rosegramanerlocklst
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According to another embodiment of the present invention, the blocklist is.
stored at a blocklist manager located in the second user terminal and the

blocklist manager performs the step of checking.

According to another embodiment of the present invention, the notification
message is modified by the blocklist manager and is sent from the blocklist

manager to a user interface of the second user terminal.

According to another embodiment of the present invention, the third user
terminal is associated with a second blocklist, said method further comprising:
checking if the second user terminal is listed in the second blocklist; in the

event that the second user terminal is in the second blocklist, creating a



of bl ocked users that are bl ocked from communi cati ng

Wi th the second user termnal, said blocklist being
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session controller if a third user termnal invited to
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According to another aspect of the present invention

there is provided a communi cations systemfor )
Acgrigingditprraiber gepericet themiesentiveation theraiderprovided a
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of the second user termnal that a
join the chat session by the first user terminal is listed in the blocklist; in the
event that the third user terminal is in the blocklist, despatching a notification
message from the blocklist manager to a user interface of the second user
terminal to notify a user of the second user terminal that a blocked user is

joining the chat session.

According to another aspect of the present invention there is provided a
communications system for providing chat services comprising: a first user
terminal for initiating a chat session with a session manager; a second user

terminal, said second user terminal being invited to join the chat session by



bl ocked user is joining the chat session, in the event
that the third user termnal is in the blocklist. For
w@23@enoAar4 under st andi ng of the present inventiPOI/EBr0d@®1924
show how the sane nmay be put into effect, reference
will now be made, by way of exanple, to the follown
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Figure 9 shows the signalling nessages exchanged for
the third enbodlnent of the invention. Reference wll

first,. be de t n_whi ch
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sansd fiBbd B0t RO RIfSE TefordeMATIKnP Be mAE b waesit Sxadnfisle,
nobi I'e entities (user term nals 106) partl CI patl ng in
to the follpwing deawings Thwhiehiwor k 102 may be a network such

as the Internet, or it may be a private network such
as tel ecommuni cations core network or Ethernet

Fignet Wehbwt m Wihelesstrodimenicatitrogystem; Fi gure 1,
connected to the network 102 is a Iurallty of base
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Figueubehows a network structure for a second embodiment of the invention;

Figure 7 shows the signhalling messages exchanged for the second

embodiment of the invention;

. Figure 8 shows a network structure for a third embodiment of the invention;

Figure 9 shows the signalling messages exchanged for the third embodiment
of the invention.

Reference will first be made to Figure 1, in which is shown a wireless
communication system 100. The communication system 100 comprises a
network 102, which connects the mobile entities (user terminals 106)
participating in a chat session. The network 102 may be a network such as

the Internet, or it may be .a private network such as telecommunications core
network or Ethernet network.



The base stations 104 can be connected directly to the
network 102, or may be connected to separate networks,

wokioclhoare in turn connected to the network 10PCT/iBR006/001924

internedi ate entities. I n sone enbodi nents the base
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be connected to the same base station or connected to

separ ate base stations. A user term' nal 106 may be a
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user terminals 106 comply with the UMTS standard, the wireless link uses a
wideband code division multiple access (WCDMA) scheme. Other possible
wireless links include frequency division multiple access (FDMA), carrier

sense multiple access (CSMA) and orthogonal frequency division multiplexing
(OFDM).

The user terminals 106 are configured to enable a user to participate in chat
sessions. Multiple user terminals may be connected to each base station. The
users participating in a chat session (referred to as participants hereinafter) -
may be connected to the same base station or connected to separate base
stations. A user terminal 106 may be a wireless mobile station (MS) such as a

mobile telephone, a personal digital assistant (PDA) or a laptop computer. In



200 of a first enbodi ment of the invention. An
exenpl ary scenario is used to denonstrate the
woperaviien of this enbodi ment of the inventi onPCT/IB2W/®1924
scenario there are three users as shown in Figure 2 ,
User A 202, User 204 and User ch of these .
alteiBele [endsi@epts. gaewwpfﬁr@w o o BRonduired detinal
suctPg rééhi ce server 108 as outlined with
" regards to cal I M servers may al so be
present in the netmorks of the users. In this

Wil i etk o sefanes Sancic e | Beeeisiavarls 108
corbet té\ thascoHiarelies sdwrsr Fob RAMRETHESE! #8660 108 ifNHter to

sessions wth User A . Therefore, User IS in
participaginsachat sessiorpfashyib beedpaesibed, hekamﬁeas hi s

bl ockli'st. The network structure should nanage this

situation such that User A does not have to converse

ReféreAcdsell nBw bé”médé)td Hiclre @, nothich arewsothel ivatvaek Biraicture
ersonal blocklist to the creator of the chat room

@ st pradimeniseiciie IRYentia: An exemplantscanadads used to
'derilrag\%ﬁ? ”Ehé Bﬁé)rg{lgﬁn %1]: LRY" & o%ﬂ‘ﬁ tt&eth%xqmg)ngfln this

sages between t1 es descr |
scemamcﬁtharé Iares ﬂiree erees &9 shoguria ragurEhE Usesarit02, User B 204

an§ Ut L, Each theSo seers Bupbe 1 BRHEPPBL chstsassians,

anJIj iﬁr{‘r bbhAE &dtothes E@rﬁe%n’ce%en’v‘%? r1dg 8§ 'Wlitﬂg%oa w%bgregards to

nmessage to he conference server
Figtwaflelocabld senars annayse@ot Ib&spresmrﬂtneé.hé aetveorks sff dine eisers.

o B e O B 3 o BLRAE h SUBBELLE an

UseRVB! ¥£9h& OsRBINtdemt .| BldvRalere &¥sdrha ‘h@@f BloekE§ l§§é|V g from
and User C at step S2.User C then sends a SIP REFE

parioiRalitlg inochatesassionsr witle dJsairAel herafdies ddsaid tidn UMrA’

pefisfPD e B bBoRIE oot oSy aghfiof: T, bk Sfloture

shbgRIrmanage this eftuddici sudreait Sheamdd&Ss noEispRCto stgivierse with
Upon successful recei Bt of the SIP INVITE nessa

Usgs . Rubsiioulskbplsg pekpauva i@ divulge s mrﬁﬁé?ia@@cqﬁ*ﬁf to the
crc%{tSEofS@]ea%%t%om'\@ ?M@I | e, the conference server needs
0

now the personal bl ocklist of each of the invitees
to the chat room and the conference server

Figure 3 shows how the present embodiment solves this problem, Figure 3
shows the exchange of signalling messages between the entities described

above with reference to Figure 2. The present embodiment is based on
SIP/SIMPLE technology.

As stated above, User C 206 creates a chat room, and this is initiated at step
S1 by User C sending a SIP INVITE message to the conference server 108.
The conference server at 302 then creates focus instance and reserves mixer
resources. Then User C subscribes to the conference state notifications. This
process involves communication between the conference server and User C
at step S2.



requests this fromthe local IMserver to User A (306)

and the local IMserver to User B (308) with a SIP
WEMBFORIIBE nessage at steps S7 and S9 (for UsePCEiam2ch/(B1924

respectively). These nessages are responded to by the

st Epshad I ‘SiPr SRR, Dby 350 elfted) sefler,

indﬁé\tﬁwg”rmagserem han g@sérOB st @@f Brited do SRheVeHat trBom. The
obtain the blocklists is shown in dashed lines in

_confgrgnee sarverieer ands SRNYATE sneseaidns 4 Msareand User B at

'steﬁg %ﬁkE\hﬁtS@f rﬁ)@&tr#ﬁl\é' i%%}r’rugr?({ceggﬂﬁ rre&&ﬁt ofﬁ‘{héfsjpt H\éVITE

user' s naneg. erence server ' reques

mesdageks| iUsler fA amdt Deeil Bvickspesd (with atag9 6K &misségeaﬁcet@g} S6
with the sg}bscrr be nessage, the conference server can

andy S8, cMegpraile, dhe- Wrrfer@ns:@sé?rver.raﬁeqﬁ ta knnw ithgopersonal
bIo?ﬁrQ? 6F LALH U}-thd iRREsdd fBeLr%U@%LHEBH Uhd mﬁ{ef b&’(f@?erfbré' derver

e current content of t I
requestsrthrscfcmnstbbslocaldi\/l sarval koWset ﬂe(3@6mfaede:heéo®rIMeserver

to lfer BcBDBY wly a2Sud My SGRUEE yBesiatn Phaters Sriand S8 ror

Usér¥ bh8®B Fés?j&ﬁ\?reﬂ? STHYsRakbESd estahﬁ r@Qﬁ&‘i‘dé%ﬁfbeoyﬁﬁ{evl%al IM
is notified and pdates Its bl ocklist accordingl

sernygidoHéseral madridseni (806 andtm&) frystepe B dakrd i lespedtively

witﬁﬁgt@m%s%sgbﬁe%r K grﬁ?qg%‘% fgx%]ﬁ% Echp:rn ere “erS‘éHVSP to
obtainath@a blbckRsts Pis O 1Sh rhl?c%@hb&l il #l FRftire fRI Tie %@hfefifénce
and managi ng the bl ocklist. The OVA SIP/SI MPLE | M

sendgly (Nadatal)ss ihe dlackiisiof egeht inuited Meep wnges dhe Thdtag sper's
and B send a SI P SUBSCRI BE nessage to the conference
server at S12 and S13 to subscribe to conference
change notifications (e.g., that a new user has

B e e ot B OB S8 B0 B sep

h f S I
S S S R Bl e RS e e N (R CE S can
erthﬂsemake arshejime ﬁrbmr@trpn|aneajcd>mtmlmhratsubsonptrd'meA one—trme

sufbfREnEtiSR Rnl e SRnf somies So by hetoas

corﬂtlﬁ@rbugeéhbslcnflﬂb!n OéllMsetl{@bbhfér@r%é REnFSoShbe notified of any
bl ockl i sts he case of User A in this exanple,

furtbee blgkiigt edifiations slnbihectasesef ame’rletﬂ@r%?»ummoﬁerf the
rnvﬁ’eé 8h£ﬁgéé‘ﬁr Ql%%kﬁsqo{ﬂ @o%ferle%cgf e?verLr"g% trﬁed %updates its
blocklist accordingly. Another alternative for fetching the blocklist is to use the
eXtensible Markup Language (XML) Configuration Management Protocol
(XCAP). This is an IETF standardised protocol used by the client for creating

and managing the blocklist. The OMA SIP/SIMPLE IM service also uses
XCAP for the same purpose.

The users A and B send a SIP SUBSCRIBE message to the conference
server at S12 and S$13 to subscribe to conference change notifications (e.g.,
that a new user has joined), and these are acknowledged with 200 OK
messages from the conference server at steps $S14 and S15. The conference



conference server perfornms a check to see if User B
appears in the blocklist of the existing participants,

wa@pa7obm7eonf erence server finds a match i n USPCT/IB2906/001924
bl ocklist. As a result of finding this match in the

serieiRends asl R TIRY ressane T Bhel s ok ein 6 ane Stk ©
infEtRPUEEPEAnAINUSEY & iRt Bhbr BHE9L ﬂ&ﬁé@ khe 6ﬂé{thr%h$f

participants to the chat roomwho do not have any .
j oi ning users matching their bl ockl ists wll be sent a

g 2pRren e BB TSty SR FLRag eeiva (25 Lopis Joining

thesstenoom B GeeeoftheyThies irtRitidReinc aRP aF QFe trartitigalids isers’
structure of the nodified notification nmessage as

blogklists.i bedhausese, olbisati Asins thisuexampte gllser 3 ishia User A’s
olofRIR AR RRAL BN fhcl SRR SnOLG dffer Wy g, the

assSocCi

corifednes” set0&r pedon‘m@ragd@@ﬁ( toddde if Ieser®dipbeafs in the blocklist
Ofé]]tlfl cation message in Figure 5 contains an extra

ee@ast'faw%wn%%cﬁw dle copiErengR sprveRyindsr Maichgn User
A'st lEl%cﬂ aps ¥eRsultl 6‘!di'lr?cﬂﬁ§ Sthltsr}ﬁétcghﬁntﬁe ng%&ggg, ﬂééetforifgrence

room mat ches o
seWbos&mdSUseAAn@rrmcdh&chﬂllédd@'élﬁ’(esmssagé abstep EN&, which will

be ¢ egsiﬁ”é?(g Bg’%ﬁ‘%%%&%‘ﬁ%ggﬁaﬁg& Ty earspérrt]%ltpasﬁ?s to tﬂe chat
roonh RvHEPHs Tk ﬂ@'@é'aﬂy jofrlig @sé&dﬁﬁtcﬂﬁn@ﬁ{élr Blockliéts Rif BRNéent

enbodi nent is shown in . <user entity=" sip:

a ngsep b @eadiied, M N@tTéf¥in¢$ﬂage> <di spl ay-text>U
serB</di splay-text>
<i n-your ~bl ockl £st >yes</i n-your - bl ockl i st >

Thedssicstucdrerof an uienbddified fotificativn hessale PsBRaimh Figure
conk/ uri > <l abel >enmui | </ | abel ></entry>

4. Thisssariha sgmpsred terthpelasiasiiuptpse of the modified notification
mess8E! P ALLLHRARES(S 2BMlch is shown in Figure 5. The unmodified

message in Figure 4 contains fields for “user” 402, “display-text” 404,
“associated-aors” 406, “roles” 408 and “Iahguage” 410. The modified
notification message in Figure 5 contains an extra field “in-your-blocklist” 502,
--which, by containing the data “yes”, indicates that the specified user in the
chat room matches one listed in the user’s blocklist.

A more detailed representation of the modified notification message, such as
that sent in step S18 can be seen below. The new “in-your-blocklist” field

added as part of the present embodiment is shown in bold.

<user entity="sip:UserBlexample.com" state="full">
<display-text>UserB</display-text>
<in-your-blocklist>yes</in-your-blocklist>

<associlated-aors>
<entry>

<uri>mailto:UserBRexample.com</uri>
<label>email</label>

10



</ entry> </rol es> <l anguage>en</| anguage> < !"

Returning again to Figure 3, upon receiving the
wor@7dad NOTI FY nessage, User Ais notified thar/1BI9er001924

B, which is in his blocklist, has either joined, been

i nvited, /)r al ready exists in the chat room User A

then has option of staying in the chat room but

not< \Prsewcﬁf A& from User B, updati ng his

bl 6#24®¥> to all ow User B's text to be vi ewed

t enpor ar¥83ErBr User A can choose to not join and

| eave the chatlaimpartigkran ¢hiodses>to remain in

t he chat<foomyhut not view any text from User B, then

thec s es>may performthe filtering of User B s text.

Al teranadiagd Yerid Heampedgder mi nal may performthe
<tfdiltering. Al other participants in the chat room can

see User B's text. No other participants will know

that User A is having User B s nessages filtered.
Rethoningiagain éo Figure Bl weke deeedéng dhé ynodifipe NO doe message,

Usghas bt BER TRRE R TuioR & b sleuBC onca P ained brer

mvrféd t@ﬁblrfaaw ighd iRftheesRRUedm. A9sse At iHareHaghakeoptidn of
new j oi ni ng user, had any of the al ready

stawagtlncﬂweaqhaig"og@e gt nef WIBWIF[Q apKItext from, Yser By upslefing his

[ I

o8y 58 sho Sy 4 6. Gl BB, oF U Qg grooce

to rMutyeintdiel lsave thdclest ropii.ons as User A outlined
previously. However, in the exanple shown here, User B
does not have any of the other participants in his

If U%'e?%l:ﬁé&ses‘%%q'eh%erﬁ efRS aﬁﬁ m kAl BPVBg)eahF it User

nmessage at erence vv| r’row I gure
B, Benvihiecsersérommsy treefonet ther iltesinguaft User B60exif Altesrativety, the

oo B B R SPLASD ) BB RREG 1§ AL 2 oo

ca@%’@@%@@n@ {EING oA péﬁr@?paﬁt@%laﬁﬁo\hﬁﬁét GséP® is’Raving

he first enbodi nent, C creates a chat room
Usarrasmesswaﬂtared\ and User B. However, User B is
present in User A's blocklist. In the second
embodi nent of the invention, the conference server 602

Notification of a blocked user only happens once, and after that messages are
sent to all participants. However, the conference server may optionally

perform further filtering of messages, as mentioned above.

If User B, as a new joining user, had any of the already participating users in
his blocklist (e.g. if User B had User A in its blocklist), then User B would be
sent a modified NOTIFY message, as above, and would have the same three
options as User A outlined previously. However, in the example shown here,
User B does not have any of the other participants in his blocklist, and is
therefore sent an unmodified NOTIFY message at S19.

Reference will now be made to Figure 6, which shows the network structure
600 of a second embodiment of the invention. In this scenario there are the

same three users as shown in the first embodiment: User A 202; User B 204
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architecture conprises two |ogical elenents, the
participating | Mserver 604 (or blocklist nmanager) and
wo b@7oeont4 ol 1ing | Mserver 606 (or session manBgEIY2006/001924
The participating | Mserver resides in the hone
network of the user that i.s the recjpienf of the
and 68 4208, Adnith fe areReAiTicny Jay Eroranpsca bl wom Aed
invitb U< Qahq TR B #{dy 898 iSIBhd Rt NI BkIRst,
mvﬁ%.ﬁ?spg% ?h(lj F%%r%ﬁg%@gﬂ%? mail%?ae%sns mg%%r”éckl [ g‘f%t In
the ofeddne usabsdimdrit ohi itle iitverdioas sthe atederence issrver 602

e EaRaR Lo NS B S e FR el i eer oo
(or ts;s&M@."t 'ﬁwér@e{gﬂ&ﬁ& ﬁ»{é)&gf{rduh% B QUReF GDE(oF 8ESIBN NTARHYR).

shows ti change sighal l i ng nessages between
the entities described above with reference to Figure

ot BB A b TR e s e

reciqfé?@ agetied nmidssages!t aatl isnthd Ma@@fn‘ﬂ%f s6RRradnd texpcH28. the
he controlling I Mserver at 702 then creates focus

individgahneeipiand'sr messege dalivery reawigrests. THee nasticipeting IM

subscri b .can ificatd Thi $
serfal JBELLARR bR SRRIERR S IRRos W AR § [ Atakiien hd i
resposiigievier paf@rikig the sbckiise mat@i prodéss. Thet dumiradizngydseraer
~SIP REFER nessage at step SZ%Qt o.the controlling IM
is logatedin thenpptwerk it hrats/awes the SroyPlEVeEsalittl d be
invited to the chat room The controlling I M server
then sends a SIP INVITE nessage to the participating

Figlind §es|vca1¢vs fthe &dobange alf sigeallif?3negsRias bpWeRR the saljties
is then furth sent fromthe participating |M. .
eIV, oo MRS PR WS
emB6@imdit. Vrelr 8 iitttddendadd Cddaid byl Meadihgea SIP INVITE

steps S25 and S26. Upon successful réceipt of the SIP

mes$ada Eo thesootsllings é seryat 60eat Bter dThe taengroting IM
K 27. i
SorVRAG00 P g oeets bBranseacos BESsEVef bsafiesg ite. Then

UsSEC\RIbsttibes & heSedhfarshceXlatel Motifivatibast This prboeeds instlves
enbodi nent of the invention, the particjpating |M

corsmupégation hefwegndhe senteiiog i Mearver e dipenrti tsieRS4The

bl ocklists of the users, andtherefore there is no
requi renent for the controlling | Mserver to subscribe
UsépCt thenbsatdd bSIPi REFERatiessagd z¢ siep S22 catihe B rdrlithgalM-

sef%IeE |§0Ld%§%§é I%hEatrrllj!g«g’ra,geantdoutsQre Bps rotuilcf lblga‘ltnl\njtlgd %oMthe chat room.
The controlling IM server then sends a SIP INVITE message to the
participating IM server for User A at step S23. A SIP INVITE message is then
further sent from the participating IM server to User A at step S24. SIP INVITE
messages are also sent to User B via the participating IM server at steps S25
and S26. Upon successful receipt of the SIP INVITE messages, User A and
User B respond with a 200 OK message at step S27 and S29, which are sent

back to the controlling IM server via the participating IM server at steps 528
and S30.

In-contrast to the first embodiment of the invention, the participating IM server

of the present embodiment already maintains the blocklists of the users, and
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server at S31 and S33 to subscribe to conference
change notifications (e.g., that a new user has

W@ odoimai74 and these are forwarded to the contrpCT/iBrgod/doi924
server at steps S32 and S34. These nessages are

therdfdrBanbRIGER0 Yo AR 'Ef?é%éﬁﬁéuiﬁg? AR §éﬁer°ﬁf‘%t{{§4clrib%gto
parti Ci patl ng

| M server, which are passed via

the blacklist informisgionA in steps S35 and S36 and to User B in
steps , S38 and S39. The controlling | Mserver sends a
SI P NOTI FY nmessage to User C at steps S37 and $40 to

Thel iS5 A HRETB GehAad SW@UE!’S@R@BE’ﬁﬁéséd@%ethjegﬁ%ﬁgpéﬁﬁg 1Y

chat room The controlling | Mserver “sends
serveuRtFS8 esdabes to subscrier to confatentg tharger netificalians 4e.g.,

j oi the .chat t st 1. Thi
thatef ey seb s RUREH a1, P LBMPMraBY S Poeontagia v
serv@vhainitepstSB2 ahlf S¥£ITised me@éa§é’§§}e hoMibsiledgedUaid 200

to route the nmessage to the partici patlng I Mserver.

OK THieSsREeS alfont etheucentralings IMd ssavemt whithntatet pessed via

> - Ma | P N .
partlGeaRlg I ERRA (e o T yePF skt SR aer B steps
S3&antd 33?1 Tghe useTtolljng ]EM r?r?/éles@r!ﬂ@ ar 8IMNOTHRE nidsshlaeYto

are inclu in any of the participating users'
Usefich akpranss 557 anchBlo B2 anem ke Ga thet WigrsA dnghidser, B have
joink8 ¢ke BnhhSrdom User A's bl ocklist. Therefore, when User
B joins the chat roomshortly after User A the
participating | Mserver perforns a check to see if

The e AR oSSy stEs Belr, MO Trigervada s bie Peiebating
IM ek itat Usefev Gl REXlibikd e RhEETHbH Qf_é‘té&f%nfﬁ This

this match in the blockl'ist, the participating
MessageeFOntaiisfare IM-tag” Sirpilavdd| & portagi de AMAmusheto-talk over

colFD B P 48 gL A S A B i Reiobiing
servars Sige "notadfefeatumt t&f 6P Hed e OBAliskt & REEINTditYct

nessage sent at step S42 can be the sanme as that

heaget iy IPape5e28®r the first enbodi ment of the

i nvention. Any other participants to the chat room who
do not have any joining users matching their

Thebpadidipating il serber perforras rmbhelﬁk aun{jm#diof i(?a@h & the users
.. NOT] FY nessage. Upon receiving the nodified NOTIFY =
JOIN{Gs EHEUAQ@?“ AOtRES ?ﬁ@‘e&p%rieowcweﬁlt inyamg of the partigipating -

useﬁéi?;ﬁ%@éﬁ‘stsr.‘q’ﬁ te BUEE Bf MREr PN thid QRMHBRY, (RertP o 09er A’s
blocklist. Therefore, when User B joins the chat room shortly after User A, the
participating IM server performs a check to see if User B appears .in the
blocklist of the existing participants, and the participating IM server finds a
match in User A’s blocklist. As a result of finding this match in the blocklist,
the participating IM server modifies the SIP NOTIFY message from the
controlling IM server to indicate that User B is in the blocklist and sends the
modified SIP NOTIFY message to User A at step S42. The modified SIP
NOTIFY message sent at step S42 can be the same as that described above
for the first embodiment of the invention. Any other participants to the chat
room who do not have any joining users matching their blocklists will be sent -
a normal, unmodified, SIP NOTIFY message.
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bl ocklist to allow User B's text to be viewed
tenporarily, or User A can choose to not join and

wo e@vmotine chat room |If User A chooses to reneCTB2006/001924
the chat room but not view any text from User B, then
the participating | Mserver nay performthe filtering
of User B's text. Al other participants in the chat

: Uponmeceramgsthe sedifi@d SNOTKEY rNes@égEﬁrUQ@T A tiapathies opiidr - of
er A l)s havi ng .User s nmessages filtered.

StaKlB‘Qr 'f‘ltgﬁt‘? Py OHE ek e aerancynhegﬂ frappélser dhawpdating his
bIo@l&lts@ fo Bilel USSR ?é')dQB%es\ﬁB?VMH Qefpbr terJ?@rnA %FP choose

However, the participating server I ona
to petr joisr and Jeavesthef chakeraang. kﬁstmstagessesam remalnr ronthé chat

roofinBinatyigyt e et Fah S5 boten Heradliipdihg Aseergnay
per’rfcﬁrnUWé frﬁeﬂ@?i dﬁ%erAB'snté)& SARIAeH bér‘tr):g)ah@'ih YRS ChB room

be sent a nodified NOTI FY nessage, as above, an
Carw@aedeV% stiext. Sdorothér eert@manrbenwrlhknwdhamber 1A rseblavmg

h
UsBE B S Les UELAT gk, 52 Ticke S1LBE0 oD omy SR oo
andbftekihas imeszaget iré Rehetoal psaidipaits. HoReid gk b&?ﬁbrﬁ\étmg
rressage at S43. A third enbodinment of the present

Misepeitman oplianaly pedieri fuRheefiieriigef messpggaras gentianed
abg\t,]u%ch is shown the network structure 800 of this
yodiment. In this scenario there are the sane three
users, User A 202; User B 204 and User C 206, as shown

in the first and second e . As in the first
If Uy @e%ﬂd‘eé!\h%@f‘ﬁérﬁ%f anyeﬁﬁeﬂreedx RaniEiPaliehiserg in

his! El&bl%l%@ (éjﬁeff L@séﬂg H&PUsér %Hﬁ"ifsh 8kl§in§rﬂa§1 'Lfsé?rlif%rﬂr d be

in User A"s ockl i st. I ment o
senta erdifted Nﬂilél Fhfsreessegen amabmmmndsesuldmam thei samie three

N

UsepH ebesamtSgsanean§0ss tHlbirdhi r§arﬂ@i§§n&0ﬁ1 RRY Bmcmrs%' land is
of the sane functions as in the first and second

thesafosel saahar unmedifiad NQTIEY messadsl @1c%43.st s of t he
participants are stored locally in the IMclient. The
IM, client then perfornms the conparison between

A ﬂﬂmdnembodmérﬁ off theaptésdnpamiention ¢dre beheder oM @reh-ehbe to
bl ockl ist.Figure 9 shows the. exchange of signalli

-F'%§§a¢}éw% {ReghPwn dhe RietypisstHalie oamrseemmdrment In
thi§ RcBR&ME thdr B sBmd thrEQTRMs W&k ANSoRT B¥LPBS204 and

User C 206, as shown in the first and second embodiments. As in the first and
second embodiments, User C creates a chat room and invites User ‘A and
User B. However, User B is present in User A’s blocklist. In the third
embodiment of the invention, the user terminal comprises an IM client 804
and a user. interface (Ul) 806 (in this case only shown for User A). The-
network structure comprises a conference server 802, but this does not
perform all of the sarne functions as in the first and second embodiments. In
particular, the blocklists of the participants are stored locally in the IM client.
The IM. client then performs the comparison between joining users or
participants in the chat room and the blocklist.-
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enbodi nents, User Cinitiates the chat session by

sending a SIP INVITE nessage to the conference server
w@om7ma07134 ep S44. The conference server at 902PCTEBR006/001924

creates focus instance and reserves m Xer resources.

Fig3eD, st $he Bafibhoe s datdifnd HCERBSTRENEeR sy entities
desbebeet eabdvieewithniefisrence toeFigare ®dnUseinfordiwitht e Bdvious

. Us C.then sends . a SIP REFER nessage to the
emt&fﬁm&%é@m't@?s shepchaiesessien gé(t pedingiaed USINWITE

mes¥Hy e REtheRcHidhde %%rr]\}(fs?\’égl%% ﬁgptﬁg&loﬂ?& c5%¥%nct%]§$rvgr at

"~ CONference server se essages
902afhenUsrented faicus tirgian@ 2ndmds&48s mepesiawvedy., Tieas User C

subiiEs o P8 BMeTERS Jasbh At ediorie o IR rereiseineives
b ' ages
congHIReELen st e e A o S LR
The conference server acknow edges wth égo Og -
Us Us B a t eps an .
Us e R e SiR ik eteadrclo fist Perisecnssopoe istep
S48,5rdicAtihgshaioUBEHA! fid Ul B RPBURTE ba!IRPEeSH tha ﬁgﬁigém

i kew se for User B at S56. In the present enbodi
TheggonigeengaesiveosendsmelR BWYHIE sesseegesse/senéd asdilser B at

e T8 R B, S 98534y e win 200 ok

articr pant |

messatfes feorneUs@ETA and UssstRRatistep ey Rang\8 505 esdr & BRd tUer B
oom a nmessage is sent to the

I FY
SUb%grﬁttP? rcpr gﬁéfﬁyﬁewaas%l%f ReCRIBRpmessages geend ®, the
conf&Bhcd iserg§Nta@ sthbs NGEHFY @ At eSt &Hﬂf@?gncemgerver

%5’3 SW
IMclient 804 at the user term nal then conpares
acknewledgsisrwvitly 200 K hwssagemtoilser thand Usek B st step91S58 and

58, WEhV . chE Bab ke T aSffes aeh el LRse Hi fined
the WH&{rdéne fat Bidpal 354, lHA Rt [k dOgLiTe Bikag. the

f
match, the IMclient informs the user through the U
in step S58. User A has the sanme options as in the

In el FRGRERM 4 BB ivBaEoH s Bk, semutiispns balasy the
users jdihiagathat cHa eodMUaNA Aho¥e ﬂg\ﬂe@lginaé]){)a%arﬁfsoﬂlblsﬁl%g iSnot

pdating his blocklist to allow User B's text to
perﬁﬁf@\ﬁédaft Begennierenge servans Bisteadawhen gorewtusern going dhae chat

rooﬁqg %l‘ﬁ:t(lﬁr'@g%cr%%%%éiegfg \s”élfé\/ﬁzm? PaftiES flee BBl ok the
example in Figure 9, User A is sent a SIP NOTIFY message at step S57. The
IM client 804 at the user terminal then compares the user joining the chat
room with the blocklist stored locally at the IM client at 904. In the case of
User A, the IM client will find a match in the blocklist when User B joins the

chat room. Upon finding the match, the IM client informs the user through the
Ul in step S58.

User A has the same options as in the previous embodiments upon receiving
the notification from the IM client. User A has the option of staying in the chat
room but not viewing any text from User B, updating his blocklist to allow User

B’s text to be viewed temporarily, or User A can choose to not join and leave
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text fromUser B, then the IMclient perforns the
filtering of User B's text. Al other participants in

WO b@70bmr4 r oom can see User B's text. No ot herPCT/1B2006/001924
participants will know t hat User A .is having User B's

nessages filtered. If User B, asaneWJomln? user
the phat rawyn df UtsﬁéAa‘P‘TK&iS@? tpapmal) Pahegalseers, PHE Rpkview any
et R4, Pl NSRS kg yser B o

othemgtuiadtmmmtﬁy uUsme‘,Bhaasroabovcmn aeed Wsar B'swiektl Navether
t he sane ree options . as User A qutlined pr 0
partigpmits will kpoprba %éﬁb?\és ERghe Userdl s paeisags ag&tﬂﬁ

have any of the other participants in his . bl OCk|ISt

and therefore, after being sent a SIP NOTI FY nessage
if User B43s 4 hewl JMrmhg ener, dadsampof theralreadyaparticipatind assrs in

ris PRRRSI Gnaafadeiob e HerE A b PR e) issoind I ofent in

UséFEl§§5%§Pm|n%$\M@$d hBECESE BV 44 abbee PARY URES B Would have the
enbodi ments. This i $ because the notification comes

sanfe dmeeheptionsc bt ddser Ammutdtmedspneawslw dlaweverain ithe pxample

andthentlfcinh e t he
snoff . A REEORE B SeBCHT o, SRREL SR e
blod1aise érﬁtﬁtm‘éﬁﬂéagﬁeﬁ B@hgtsiéfﬁt ar S NOTIFY! inesshige at SAB, the
can invite anyone to partl Cl ate W t hout havi ng to
IM glips doep nedifia & match aed daos neten@,eq)i%ﬂ@t*fad&%r B.

Instead, it is the invitee to the chat room (e.g. User
A) who is given the option of howto deal with the
Thigreseodeneit af thedkeshtiohe doed hetefeguée ahmodif'mit SIP afotify

t he. chat room does nof r]ced t o0, be rowrglg h( n%
MegRAGR.| dSoWaPhiRG Gase oWty e praviots B e@podiments” This is
becid1 s%fﬂ?é | ReificHHEA NIRY ?ron‘r‘f}hékFM odiReE WM is local to the

utions, It does not appear that there is an fault
parklnlptahe and dhet motificatiomghatlis gemteishdeperideninayithg lélhtitat is
%scfrvi ces in a conmuni cations system conprising the
'eps of: a first user termnal initiating a chat
session with a session nanager; said first user
termnal inviting a second user termnal to join the
The arcesersbpdimenth slesciibehabeve bave therdvantapadhai the creator

or RS ToBH b i bt et B S 350 B Sy
details of the invitee's preferences. Instead, it is the invitee to the chat room
(e.g. User A) who is given the option of how to deal with the presence of a
blocked user. Therefore, the creator of the.chat room does not need to be
provided with any details of the invitee’s private blocklist information.
Furthermore, unlike other known solutions, it does not appear that there is an
fault in the IM system.
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termnal; checking if a third user termnal invited to
join the chat session by the first user termnal is
wo p@vmariran the bl ocklist; and in the event thaPCT/IB2006/001924
third user termnal is in the blocklist, creating a
notification nmessage to notify a user of the second
Claifggr terminal that a bl ocked user is joining the chat
session. 2 . Anethod as clainmed in claim1, wherein
the step of creating the notification nmessage is
1. carAimdtraogt obymehagisgs shan semicegein &8.cofmenicatioms system
cl ai.me?'%eien clai,n2 , wherein the blocklist is stored
corgprigifg e 8PS Pfranager and the session manager
peré ardRiskPferifieR iftiafifg akdnag sedsion wiBt A28s&dn %éﬂa"q'é#;
in claim3, wherein the notification nessage 1s sen :
f r o$aid Hiestsessyi terminah ageting @ semensevserdienméral ttejoinrihe. chat
5. thod as clainged in claim.?2 wher ei n .1 he .
sesHiaft IRRiETT 4% srBRd agses T aial 6 @sniayed itp g blocklit of.
bloBRENQUskrsS SRAr af bidekadafrbr! WO @icaitey YaES Hieh seBpRgalser
and the bl ocklist manager perforns the step of
tergi@ki ng. 6. A nethod as claimed in claim2 , wherein

t he ekl i i . ' in ‘

negRl ALl iR A By il o AR et B e
firstrasagermirel fslisted imthesblepkitdt; aiecki ng. 7 . A nmet hod as

clajnmed in clai 6, wherein the notifici'

otk PYeTHRe ool By UreT BPGRIRRI 8 IriimGloRis Graating a
oot PMAAE, OTHA"S TBPROFTS S AP Dt

blocked bkecisljoining thestrmategssibna bl ockl i st manager | ocat ed
in the second user term nal and the bl ocklist manager
perfornms the step of checking. 9. A nethod as cl ai ned
2.1n ol aidthéd adherfinRdt e cReh i Galdrem RS Ags dfscreatin%;1 the
nmodi fied by the bl ocklist manager and is sent fromthe
notifiesdioninsessegiedgearied quulythd sgssiomomnsigerhe second
user termnal. 10. A nethod as claimed in claim]1,
wherein the third user termnal is associated with a
3. secpnghek ok Kb i ctdimesRirdcia®h PO dviidretrhete BRIERIStSE ored at the

checking if the second user termnal is listed in the
sesen MANsgsE RNPdhe session manager performs the step of checking.

4, A method as claimed in claim 3, wherein the notification message is

‘sent from the session manager to the second user terminal.

5. A method: as claimed in claim 2, wherein the blocklist is stored at a
blocklist manager in a network separate from a network of the session

manager and the blocklist manager performs the step of checking.
6. A method as claimed in claim 2, wherein the blocklist is stored at a

blocklist manager in the same network as the session manager and the

blockfist manager performs the step of checking.
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in the event that the second user termnal is in the
second bl ocklist, creating a notification nessage to
wooao7y71a4 user of the third user term nal thatPEI/1B2006/001924

bl ocked user is present in the chat session. 11. A
met hod ,of , man

7. oy BitbehEe gt RTE SOt e i ¢ Gefigh prrssace
is rﬁdﬂilfgéflby S BIo%RF?ét rﬁ&ﬁégé%”ar%! st FRHA IS bRRRNisOhbRAGer to

sal st user termnal inviting a second user
the secomchabett terjniah t he chat session, wherein the second
user termnal is associated wth a bl ocklist of
bl ocked users that are bl ocked from conmmuni cating with

8. then 5R&PBE 445 @laith8d IThN@him aiwhérent iid BlodkRétnig ﬁbﬁé&@t a
at the session controller; checking at the sessio

bloakdiat rroanageri focatediin dihgs secoed niisen terAvnaleant oth%uhl\ockhst

st user termnal is listed
ma%%geeriﬁéartq@%(stﬁ %?e&ékwrg'#ie event that the third user
termnal is in the blocklist, despatching a
notification mes_sage fromt he sessign controller to

9. t heA Juelbrd asclaimed i rE@im & yherep theyselificatiopypessage is
mo?ﬁ%ﬂrtﬂ/ etSloElafsm‘r%g'l g%?%'hd %e‘ﬁ?lﬁ%% ere[)lobﬁlhdt%éhé’&r to a

seSS|on managi n

uses dnterfaes of theasemmawEerdeinoinal.net wor kK conpri si ng t he.
steps of: a first user termnal initiating a chat
session with a session nanager; said first user

10.t er Qi pRathdd st diRhad $eCPeh US 8ihdidTkmealthit® uset rtehhrna| is

chat session, wherein the second user term nal
assasiaied atithda aecwelablbbbltsltl $ajd negthbd damtlaey Q%@WSII{I%at are

bl ocke co cat n

Cermarind 8T SHR i ERuirel R R BER S i igertet -
Manpdtie bleita @t REcOSE®udeptBIMMEI isc et Bec@id tbiltﬁckllst
bl ocklist manager if a third user termpal invite

crepiing & netification swesspen eyotifka uses of thedhird sisgl F%rmm%l that a

b'°ﬁk§¢%?8 ﬁ]ﬁrg rﬁllﬁfﬁe{:ﬁé‘fsﬁ (H'e event that the third

isin i st, despatching a
notification nessage fromthe bl ocklist manager to a

user interface of the second user termnal to notif
11yseA Brether QorBRATNge FIEESAIVIGTS tha CRMENHRIEEHORR svstem

coﬁ«.fyrgmgf}hgg,té&eoﬁhat sessi on.

a first user terminal initiating a chat session with a session centroller; '
.said first user terminal inviting a second user terminal to join the chat
session, wherein the second user terminal is associated with a blocklist of
blocked users that are blocked from' communicating with the second user
terminal, said blocklist being stored at the session controller;
checking at the session controller if a third user terminal invited to join
the chat session by the first user terminal is listed in the blocklist; and
in the event that the third user terminal is in the blocklist, despatching a
notification message from the session. controller to the second user terminal to

notify a user of the second user terminal that a blocked user is joining the chat
session.
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13. A communi cations system for providing chat
services conprising: a first user termnal for
WO pioioativag a chat session with a sessi on nmanaR€r/[B2806/001924
second user term nal, said second user termnal being

inyit ta Lepin the chat  sessi by _said first. user
12.1 o Ao, R Bedeting "Bt SHATHER 1 2 i municio§ Hetwork
conf@sineg Beestepktdt: a bl ocklist of blocked users that are

bl ocked from communi cating with the second user

t erdniinghusentermingl inigating a chahsgssiamwithiahpeesionr aranager;

t O1J0d Bt 1R e it i b MRS AL ARRE H ilind, Bt

first user termn e f'or "chec

sesyer Wieasraimahe isecbhatiegriterringl iy askbdiatsd itk adAdcklist of

for creating a notification nessage to notify a user
blogHed; HESK Eidates BloGKefniorml CRRBTUMCAINSC kEl (eoperand user

terri'a@g%]ist%g? %@ﬁ@?@éiﬁﬁ%ﬁ%@ﬂﬁtgE{oifégltis&‘fﬁghaéé\% thB&setBhE Siser
terminal;

checking at the blocklist manager if a third user terminal invited to join
the chat session by the first user terminal is listed in the blocklist;

in the event that the third user terminal is in the blocklist, despatching a
notification message from the blocklist manager to a user interface of the
second user terminal to notify a user of the second user terminal that a

blocked user is joining the chat session.

13. A communications system for providing chat services comprising:

a first user terminal for initiating a chat session with a session
manager;

a second user terminal, said second user terminal being invited to join
the chat session by said first user terminal, wherein the second user terminal
is associated with a blocklist of blocked users that are blocked from

- communicating with the second user terminal;

a third user terminal, said third user terminal being invited to join the
chat session by the first user terminal;

means for checking if the third user terminal is listed in the blocklist;
and

means for creating a notification message to notify a user of the
second user terminal that a blocked user is joining the chat session, in the
event that the third user terminal is in the blocklist.
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