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SECURE REMOTE TOKEN RELEASE WITH ONLINE AUTHENTICATION
CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application claims the benefit of and priority to U.S. Provisional Patent
Application No. 62/639652, entitled, “SECURE REMOTE TOKEN RELEASE WITH
ONLINE AUTHENTICATION,” filed March 07, 2018, which is fully incorporated by

reference herein.
BACKGROUND

[0002] With the ever growing number of online or computer accessible accounts that
a user may have, usernames and passwords as a form of authentication has become
inadequate for securing a user’s accounts. For example, remembering usernames and
passwords for numerous sites can be challenging, and setting the same password for
multiple accounts may increase the likelihood of jeopardizing all accounts when one
account is compromised. Password managers can be inconvenient, and storing all of
the user’s passwords in one place can be risky. Passwords can also be easily phished
or captured by malware, and data breaches at service providers can result in the

proliferation of passwords across the dark web.

[0003] Furthermore, while authorization entities are able to determine whether or not
to authorize a transaction based on information for an account, those same
authorization entities are not able to authenticate a user of a user device. Hence, they
must often rely on another entity, such as the resource provider, to perform
authentication of a user. Not all resource providers can provide the same quality of

authentication, and this leads to data security problems.

[0004] Another issue to be addressed in the area of data security that needs to be
addressed, if the problem of transmitting sensitive credentials (e.g., social security
numbers, account numbers, etc.) over data networks. The transmission of such data

may be subject to man-in-the middle attacks.

[0005] Various embodiments of the invention address these and other problems,

individually and collectively.
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SUMMARY

[0006] A system and techniques for authenticating a user while ensuring that the
authentication was performed by a legitimate device is described herein. The
authentication technique may include registering a user’s authentication data such as
biometrics data with a communication device. The authentication data can be linked to
an account or service provider, and is used to verify the identity of the user when
accessing the account. The communication device may be associated with a
public/private key pair, where the pubic key is stored on a secure remote server. When
the user attempts to access the account or service provider, the user may provide the
authentication data to authenticate the user to the communication device. Thereafter,
the communication device may sign an authentication indicator using the private key
and send the authentication indicator to the secure remote server. Upon verification of
the signature using the public key, the secure remote server may grant access to the

user, for example, by releasing a token.

[0007] One embodiment of the disclosure is directed to a method performed by a
secure remote transaction server comprising receiving, from a client device, a request
to enroll an account, verifying that the client device has authority to access the account,
storing at least a public key of a cryptographic key pair in association with the account,
wherein at least a private key of the cryptographic key pair is stored on the client device
in association with the account, and generating a token to be associated with the
account, the token being stored in association with the account. In some embodiments,
the method may further comprise receiving, from an access device, a request to
complete a transaction in association with the account, the request including a signed
authentication indicator, verifying the authentication indicator using the public key stored
in association with the account, and upon verifying the authentication indicator,

providing the token to the access device.

[0008] Another embodiment of the disclosure is directed to a secure remote
transaction server comprising a processor, and a memory including instructions that,
when executed with the processor, cause the secure remote transaction server to, at
least receive, from a client device, a request to enroll an account, verify that the client
device has authority to access the account, store at least a public key of a cryptographic
key pair in association with the account, wherein at least a private key of the
cryptographic key pair is stored on the client device in association with the account, and

generate a token to be associated with the account, the token being stored in
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association with the account. In some embodiments, the instructions may further cause
the secure remote transaction server to receive, from an access device, a request to
complete a transaction in association with the account, the request including a signed
authentication indicator, verify the authentication indicator using the public key stored in
association with the account, and upon verifying the authentication indicator, provide the

token to the access device.

[0009] Yet another embodiment of the disclosure is directed to a method performed by
a communication device comprising receiving a request to register authentication data
for an account associated with a service provider, prompting the user to provide the
authentication data, receiving the authentication data from the user, registering the
authentication data onto the communication device, obtaining a private key of a
cryptographic key pair, associating the private key with the account and the
authentication data, wherein a secure remote server links a public key of the

cryptographic key pair to a token associated with the account.

[0010] In some embodiments, the method described above may further comprise
receiving a request to access the account, prompting the user to provide the
authentication data, receiving the authentication data from the user, comparing the
received authentication data with the registered authentication data, determining that
the received authentication data matches the registered authentication data, generating
an authentication indicator indicating the match, signing the authentication indicator
using the private key, and sending the signed authentication indicator to the secure
remote server in an access request, wherein the secure remote server releases the
token to the service provider to grant the user access to the account in response to

verifying the signed authentication indicator using the public key.

[0011] Further details regarding embodiments of the invention can be found in the

Detailed Description and the Figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 depicts a number of components that may be involved in a system used

to implement at least some embodiments of the disclosure;

[0013] FIG. 2 depicts an example system architecture that may be implemented to

provide secure remote transaction in accordance with embodiments of the disclosure;
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[0014] FIG. 3 illustrates a registration process for an authentication system, according

to some embodiments;

[0015] FIG. 4 depicts an example provisioning process by which a user is able to
manually add his or her accounts to be processed by the SRT platform and a private
key and/or token may be provisioned onto a client device in accordance with some

embodiments;

[0016] FIG. 5 illustrates a process for authenticating the user with a service provider
using the authentication system, according to some embodiments;

[0017] FIG. 6 illustrates a process for authenticating the user with a service provider

using multiple devices, according to some embodiments;

[0018] FIG. 7 illustrates a flow diagram of a process for performing authentication of

users in accordance with at least some embodiments;

[0019] FIG. 8 illustrates a flow diagram of a process for registering authentication data

in accordance with at least some embodiments; and

[0020] FIG. 9 illustrates a flow diagram of a process for accessing an account,

according to some embodiments.
DETAILED DESCRIPTION

[0021] Techniques for enhanced authentication without relying on the use of
passwords are described. In some embodiments, a two-factor authentication scheme
can be employed in which biometrics is used to authenticate a user on a communication
device, and public/private key cryptography is used to authenticate the communication
device to a remote server to grant the user access to an account, service, and/or
function associated with a service provider. In some embodiments, the service provider
can be a token service provider, and the two-factor authentication scheme is used by
the system to release a token from the remote server. The token can then be used, for
example, to conduct a transaction using the user’s account. Various embodiments
described herein may be implemented on a secure remote transaction (SRT) platform.
An example of an SRT platform upon which embodiments may be implemented is
described in greater detail in U.S. Patent Application No. 15/927754, filed on March 21,

2018, which is fully incorporated by reference herein.
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[0022] Prior to discussing specific embodiments of the invention, some terms may be

described in detail.

[0023] An “access device” may be any suitable device for communicating with a
merchant computer or transaction processing network, and for interacting with a
transaction device (e.g., a payment device), a user computer apparatus, and/or a user
client device. An access device may generally be located in any suitable location, such
as at the location of a merchant. An access device may be in any suitable form. Some
examples of access devices include POS devices, cellular phones, PDAs, personal
computers (PCs), tablet PCs, hand-held specialized readers, set-top boxes, electronic
cash registers (ECRs), automated teller machines (ATMs), virtual cash registers
(VCRs), kiosks, security systems, access systems, Websites, and the like. An access
device may use any suitable contact or contactless mode of operation to send or
receive data from, or associated with, a portable communication device. In some
embodiments, where an access device may comprise a POS terminal, any suitable
POS terminal may be used and may include a reader, a processor, and a computer-
readable medium. A reader may include any suitable contact or contactless mode of
operation. For example, exemplary card readers can include radio frequency (RF)
antennas, optical scanners, bar code readers, or magnetic stripe readers to interact with

a portable communication device.

[0024] “Account credentials” may include any suitable information associated
with an account (e.g. an account and/or portable device associated with the account).
Such information may be directly related to the account or may be derived from
information related to the account. Examples of account credentials may include a PAN
(primary account number or “account number”), user name, expiration date, CVV (card
verification value), dCVV (dynamic card verification value), CVV2 (card verification

value 2), CVC3 card verification values, etc.

[0025] An “acquirer’ may typically be a business entity (e.g., a commercial bank) that
has a business relationship with a particular merchant or other entity. Some entities can
perform both issuer and acquirer functions. Some embodiments may encompass such

single entity issuer-acquirers.

[0026] “Authentication” or “authenticating” may be the process of proving or verifying
certain information, and/or verifying the identity of the source of that information. For

example, a user may provide authentication data that is unique or only known to the
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user to prove the identity of the user. Examples of different types of authentication data
may include biometrics (e.g., fingerprint, palm print, face recognition, iris and/or retina
recognition, voice recognition, gait, or other human characteristics), passcode, PIN,
answers to security question(s), cryptographic response to challenge, human and/or

device signature, etc.

[0027] An “authorization entity” may be an entity that authorizes a request. Examples
of an authorization entity may be an issuer, a governmental agency, a document
repository, an access administrator, etc. An “issuer” may typically refer to a business
entity (e.g., a bank) that maintains an account for a user that is associated with a client
device such as an account enrolled in a mobile application installed on a client device.
An authorization entity may also issue account parameters associated with the account
to a client device. An authorization entity may be associated with a host system that
performs some or all of the functions of the issuer on behalf of the authorization entity.

[0028] An “authorization request message” may be an electronic message that is sent
to request authorization for a transaction. The authorization request message can be
sent to a transaction processing network and/or an issuer of a transaction card (e.g., a
payment card). An authorization request message according to some embodiments
may comply with ISO 8583, which is a standard for systems that exchange electronic
transaction information associated with a transaction made by a user using a
transaction device or transaction account. The authorization request message may
include information that can be used to identify an account. An authorization request
message may also comprise additional data elements such as one or more of a service
code, an expiration date, etc. An authorization request message may also comprise
transaction information, such as any information associated with a current transaction,
such as the transaction amount, merchant identifier, merchant location, etc., as well as
any other information that may be utilized in determining whether to identify and/or
authorize a transaction. The authorization request message may also include other
information such as information that identifies the access device that generated the

authorization request message, information about the location of the access device, etc.

[0029] An “authorization response message” may be an electronic message reply to
an authorization request message. The authorization response message can be
generated by an issuing financial institution or a transaction processing network. The
authorization response message may include, by way of example only, one or more of
the following status indicators: Approval -- transaction was approved; Decline --
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transaction was not approved; or Call Center -- response pending more information,
merchant must call the toll-free authorization phone number. The authorization
response message may also include an authorization code, which may be a code that a
credit card issuing bank returns in response to an authorization request message in an
electronic message (either directly or through the transaction processing network) to the
merchant computer that indicates approval of the transaction. The code may serve as
proof of authorization. As noted above, in some embodiments, a transaction processing

network may generate or forward the authorization response message to the merchant.

[0030] A "communication device" may be a device that includes one or more
electronic components (e.g., an integrated chip) that can communicate with another
device or entity. For example, a communication device can be a computing device that
includes at least one processor coupled to a memory that stores instructions or code for
execution by the processor, and may include a communication interface that allows the
communication device to interact with other entities. A communication device can be a
portable communication device that can be transported and operated by a user, and
may include one or more electronic components (e.g., an integrated chip). A portable
communication device may provide remote communication capabilities to a network.
The portable communication device can be configured to transmit and receive data or
communications to and from other devices. A portable communication device may be in
the form of a client device such as a mobile phone (e.g., smart phone, cellular phone,
etc.), tablets, portable media player, personal digital assistant devices (PDASs), wearable
device (e.g., watch, health monitoring device such as a fitness tracker, etc.), electronic
reader device, etc., or in the form of a card (e.g., smart card) or a fob, etc. Examples of
portable communication devices may also include portable computing devices (e.g.,
laptops, netbooks, ultrabooks, etc.). A portable communication device may also be in
the form of a vehicle (e.g., an automobile), or be integrated as part of a vehicle (e.g., an
infosystem of a vehicle). Other examples of communication device may include IOT

devices, smart appliances and electronics, etc.

[0031] A “facilitator’ may be any entity capable of authenticating a user of a client
device. A facilitator may include a client-side application (e.g., a facilitator application)
as well as a backend server (e.g., a facilitator server) capable of supporting the client-
side application. In some cases, a facilitator application may be executed upon
receiving instructions from a facilitator server to authenticate a user of the client device.

The facilitator application may cause the client device upon which it is installed to obtain
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user-specific data. This user-specific data may then be compared to expected user-
specific data, either by the facilitator application on the client device or by the facilitator
server, to determine whether the obtained user-specific data matches the expected
user-specific data. In some embodiments, a facilitator may be an electronic wallet
provider (e.g., Apple Pay). It should be noted that the facilitator may be unaffiliated with
the SRT Platform and/or the initiator.

[0032] An “initiator” may be any entity capable of facilitating communication between a
resource provider and one or more SRT platforms. An initiator may operate a number of
servers which provide at least a portion of the functionality described herein. In some
cases, an initiator may obtain approval and/or accreditation from one or more SRT
platforms in order to operate in conjunction with those SRT platforms. A resource
provider may enroll with the initiator in order to obtain access to at least a portion of the
processes described herein. An initiator may provide each resource provider that enrolls
with it a link to embed within a checkout element. The link, when activated by a user
wishing to transact with the resource provider, may initiate the processes described
herein in order to facilitate a transaction between the user and the resource provider. It
should be noted that the initiator may be unaffiliated with the SRT Platform and/or the
facilitator.

[0033] An “issuer” may typically refer to a business entity (e.g., a bank) that maintains
an account for a user that is associated with a portable communication device such as
an account enrolled in a mobile application installed on a portable communication
device. An issuer may also issue account parameters associated with the account to a
portable communication device. An issuer may be associated with a host system that

performs some or all of the functions of the issuer on behalf of the issuer.

[0034] A “key” may refer to a piece of information that is used in a cryptographic
algorithm to transform input data into another representation. A cryptographic algorithm
can be an encryption algorithm that transforms original data into an alternate
representation, or a decryption algorithm that transforms encrypted information back to
the original data. Examples of cryptographic algorithms may include triple data
encryption standard (TDES), data encryption standard (DES), advanced encryption
standard (AES), etc.

[0035] A “merchant” may typically be an entity that engages in transactions and can

sell goods or services, or provide access to goods or services.
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[0036] A “real account identifier” may refer to an original account identifier associated
with an account. For example, a real account identifier may be a primary account
number (PAN) issued by an issuer for a card account (e.g., credit card, debit card, etc.).
For instance, in some embodiments, a real account identifier may include a sixteen digit
numerical value such as “4147 0900 0000 1234.” The first six digits of the real account
identifier (e.g., “414709”), may represent a real issuer identifier (BIN) that may identify

an issuer associated with the real account identifier.

[0037] The term “resource” generally refers to any asset that may be used or
consumed. For example, the resource may be computer resource (e.g., stored data or a
networked computer account), a physical resource (e.g., a tangible object or a physical
location), or other electronic resource or communication between computers (e.g., a
communication signal corresponding to an account for performing a transaction).Some
non-limiting examples of a resource may be a good or service, a physical building, a
computer account or file, or a payment account. In some embodiments, a resource may

refer to a financial product, such as a loan or line of credit.

[0038] A “resource provider’ may be an entity that can provide a resource such as
goods, services, information, and/or access to such a resource. Examples of a resource
provider include merchants, online or other electronic retailers, access devices, secure
data access points, etc. A “merchant” may typically be an entity that engages in
transactions and can sell goods or services, or provide access to goods or services. A
“resource provider computer’ may be any computing device operated by a resource

provider.

[0039] A “secure remote transaction (SRT) platform” may be any entity capable of
facilitating a transaction in the manners described. A SRT platform may be capable of
communicating with an initiator, a facilitator, and a transaction processing network. In
some embodiments, a SRT platform may include a SRT server, a token provider, and a
transaction processing network. An SRT platform may be configured to perform one or
more processes that include: receive a request for a transaction from an initiator,
identify an account associated with the transaction, determine an appropriate facilitator
for the account, cause the determined facilitator to authenticate a user associated with
the account, generate a token to be used in the transaction, and provide the token to

the initiator to complete the transaction.
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[0040] A “server computer” may include a powerful computer or cluster of computers.
For example, the server computer can be a large mainframe, a minicomputer cluster, or
a group of servers functioning as a unit. In one example, the server computer may be a
database server coupled to a Web server. The server computer may be coupled to a
database and may include any hardware, software, other logic, or combination of the
preceding for servicing the requests from one or more client computers. The server
computer may comprise one or more computational apparatuses and may use any of a
variety of computing structures, arrangements, and compilations for servicing the
requests from one or more client computers.

[0041] A “token” may refer to a substitute identifier for some information. For example,
a transaction token may include an identifier for a transaction account that is a
substitute for an account identifier, such as a primary account number (PAN). For
instance, a token may include a series of alphanumeric characters that may be used as
a substitute for an original account identifier. For example, a token “4900 0000 0000
0001” may be used in place of a PAN “4147 0900 0000 1234.” In some embodiments, a
token may be “format preserving” and may have a numeric format that conforms to the
account identifiers used in existing transaction processing networks (e.g., ISO 8583
financial transaction message format). In some embodiments, a token may be a random
string of characters. In some embodiments, a token may be used in place of a PAN to
initiate, authorize, settle or resolve a transaction. The token may also be used to
represent the original credential in other systems where the original credential would
typically be provided. In some embodiments, a token value may be generated such that
the recovery of the original PAN or other account identifier from the token value may not
be computationally derived. Further, in some embodiments, the token format may be
configured to allow the entity receiving the token to identify it as a token and recognize

the entity that issued the token.

[0042] “Tokenization” may refer to a process by which data is replaced with substitute
data. For example, an account identifier (e.g., a primary account number (PAN)) may be
tokenized by replacing the account identifier with a substitute number (e.g., a token) that
is associated with the account identifier. Further, tokenization may be applied to other
information which may be replaced with a substitute value. Tokenization may be used to
enhance transaction efficiency, improve transaction security, increase service

transparency, or to provide a method for third-party enablement.

10
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[0043] A “token service provider’ may refer to an entity including one or more server
computers that generates, processes, and/or maintains tokens. A token service provider
may include or be in communication with a token vault where the generated tokens are
stored. Specifically, the token vault may maintain one-to-one mapping between a token
and the data (e.g., a real account identifier) represented by the token. A token service
provider may provide reports or data output to reporting tools regarding approved,
pending, and/or declined token requests. The token service provider may provide data
output related to token-based transactions to reporting tools and applications and
present the token and/or the data substituted by the token (e.g., real account identifiers)

as appropriate in the reporting output.

[0044] A “token vault” may refer to a repository that maintains established token-to-
PAN mappings. According to various embodiments, the token vault may also maintain
other attributes of the token requestor that may be determined at the time of registration
and that may be used by the token SRT server to apply domain restrictions or other
controls during transaction processing. The token vault may be a part of the token
service system. In some embodiments, the token vault may be provided as a part of the
token SRT server. Alternatively, the token vault may be a remote repository accessible
by the token SRT server. Token vaults, due to the sensitive nature of the data mappings
that are stored and managed in them, may be protected by strong underlying physical

and logical security.

[0045] A “transaction” may be any interaction or exchange between two or more
parties. For example, a transaction may include a first entity requesting resources from
a second entity. In this example, the transaction is completed when the resources are

either provided to the first entity or the transaction is declined.

[0046] A “transaction processing network,” or “processing network,” may refer to an
electronic payment system used to accept, transmit, or process transactions made by
payment devices for money, goods, or services. The processing network may transfer
information and funds among authorization entities (e.g., issuers), acquirers, merchants,

and payment device users.

[0047] FIG. 1 depicts a number of components that may be involved in a system used
to implement at least some embodiments of the disclosure. In FIG. 1, a client device
102 may be in communication with a number of remote entities via a network

connection (either wireless or physical). For example, the client device 102 may be

11
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used to access a website maintained by a resource provider server 104 or an
authorization entity server 106 (e.g., via a browser application). In this example, the
website may have embedded a checkout element configured to cause the client device
102 to initiate communication with a initiator server 108. The initiator server 108 may, in

turn, be in communication with a secure remote transaction (SRT) platform 110.

[0048] In some embodiments, the client device 102 may have installed on it a number
of facilitator applications 112. The facilitator applications may be configured to cause the
client device 102 to communicate with a number of facilitator application servers 114 in
order to authenticate a user of the client device 102. In some embodiments, the client
device 102 may store, in its memory, one or more cryptographic keys to be associated
with facilitators installed on the client device 102 and/or the client device 102 itself.

[0049] In some embodiments of the invention, the client device 102 may be a mobile
device (e.g. a mobile phone). The mobile device may be capable of communicating with
cell towers (e.g., via cellular communications such as GSM, LTE, 4G) and wireless
routers (e.g., via WiFi). The mobile device may store the user's account credentials,
such as a PAN (primary account number), a token, a name, an address, a CVV, an
expiration date, and any other suitable information. The mobile device may also store
one or more private cryptographic keys associated with the mobile device itself or
applications installed upon the mobile device. Such data may be securely stored via
hardware (e.g., a secure element) or software.

[0050] In some embodiments, the resource provider server 104 may be affiliated with
an online retailer or another suitable resource provider having an electronic catalog. The
resource provider server 104 may serve one or more pages of a resource provider
website to a browser installed on the client device 102. In some embodiments, the
website served to the browser application may contain a portal or link that, when
accessed using the browser application, initiates communication with the initiator server
108.

[0051] In some embodiments of the invention, the authorization entity server 106 may
be any computing device configured to determine whether or not to approve a
transaction to be conducted by a particular user. The authorization entity server 106
may maintain a number of accounts, one or more of which are associated with particular
users. Each account may be associated with some amount of a resource (e.g., a

balance) upon which authorization for a transaction may be based. However, while an

12
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authorization entity server 106 may be capable of determining whether or not to
authorize a transaction for a user, the authorization entity server 106 may not be
capable of authenticating a user as it is located remote to that user. Hence, the
authorization entity server 106 may be configured to use embodiments of the system
described herein to authenticate a user. In some embodiments, upon successful
enrollment of a user into the system described herein, the authorization entity server
106 may generate a token to be associated with the user and may provide the token to
the SRT platform 110 to be bound to a client device 102 along with a pair of
cryptographic keys.

[0052] The initiator server 108 may be any suitable computing device configured to
identify a user, identify accounts for that user, receive a selection of one of those
accounts, communicate the selected account to an SRT platform 110 associated with
that account, and complete a transaction using the selected account. In some
embodiments, the initiator server 108 may be further configured to verify signed data
received from the client device 102. For example, the initiator server may, upon
receiving data from the client device 102, verify that data using a public cryptographic
key associated with the client device 102 or an application installed upon the client
device 102.

[0053] In some embodiments, the system may be implemented across one or more
SRT platforms 110. The SRT platforms may each be associated with a transaction
processing network. Each SRT platform may include some combination of an SRT
server (or servers) 110(A), token data 110(B), and a processing network 110(C).
Multiple accounts may be associated with a single SRT platform. For example, a user
may be associated with two different accounts which are each associated with different
authentication entities, while both accounts are able to be processed using a single SRT
platform. The SRT server 110(A), may be configured to identify one or more facilitator
applications 112 associated with an account and cause the user to be authenticated
using one of those facilitator applications 112. This may involve communicating a
request for authentication to a facilitator application server 114 associated with a
particular facilitator application 112.

[0054] Additionally, once the user has been authenticated,either the client device 102
or the SRT server 110(A) may be configured to generate cryptographic keys and/or a

token to be bound (or otherwise associated) with a particular client device 102 which is
stored in the respective token data 110(B) so that data received from that client device

13
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102 may be verified using a stored public key. The token and cryptographic keys may
be bound to the client device 102 upon receiving an indication that the client device 102
has been verified by an authorization entity server 106. In some embodiments, the SRT
server 110(A) may pass a public key associated with the client device 102 to the initiator
server 208, which may verify data received from the client device 102 and generate
transaction information that includes the token to be used for a transaction. A mapping
between the token and the transaction may be maintained by the SRT server 110(A) in
its respective token data. In some embodiments, the SRT server 110(A) may receive a
number of files from various authorization entities, each of which may include mappings
between email addresses and various PANs. In this way, the SRT server 110(A) may

maintain a mapping between user identifier information and accounts.

[0055] The facilitator applications 112 may be any suitable set of computer-executable
instructions installed on the client device 102 that, when executed, causes the client
device 102 to perform an authentication process. In some embodiments, the
authentication process may involve the collection of biometric information associated
with a user of the client device 102. For example, the facilitator application 112 may
obtain voiceprint or fingerprint data to be used to authenticate the user. The facilitator
application may be tied to hardware installed on the client device 102. Examples of
facilitator applications 112 may include fingerprint, retinal, or voice scanning
applications. The hardware associated with those applications may include fingerprint,
retinal, or voice scanning hardware such as fingerprint, retinal, or voice sensors. Other
types of facilitator applications 112 may also include PIN and password facilitator
applications. In some embodiments, a facilitator application 112 may be a wallet SRT

server.

[0056] The facilitator application server 114 may be any suitable computing device that
provides support for a facilitator application 112. In some embodiments, the facilitator
application server 114 may perform authentication processing on behalf of the facilitator
application 112. For example, the facilitator application 112 may cause the client device
102 to obtain authentication data from a user of the client device 102. Once obtained,
the authentication data may be transmitted to the facilitator application server 114 that
corresponds to the facilitator application used to collect the authentication data. The
authentication data may then be compared to authentication data on record for that user
by the facilitator application server 114. Once a user has been authenticated, the

facilitator application server 114 and/or facilitator application 112 may generate an
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authentication result indicating that the user has been authenticated. The client device
102 may sign the received the authentication result using a private key specific to the

client device 102 and stored by the client device 102.

[0057] For an illustrative example of at least some embodiments of the disclosure,
consider a scenario in which a user wishes to enroll into the system described herein
and conduct a transaction. In this scenario, the user may request enroliment with a
particular authorization entity server 106. The request may be made in relation to a
particular account maintained by that authorization entity server 106 (e.g., a credit card
account maintained by a banking institution). The authorization entity server 106 may
reference account data stored in association with the particular account in order to
identify contact information. Once identified, the authorization entity server 106 may
transmit a verification message to the user via the stored contact information. In some
embodiments, the verification message may include a one-time password (OTP) or
other dynamic verification data, which the user may be required to enter via the client
device 102 to be verified. Once verified, the authorization entity server 106 may provide
an indication of the client device 102 to the SRT platform 110. A token and
cryptographic keys may be generated for the client device 102 either by the
authorization entity server 106, the client device 102, or the SRT platform 110. Once
generated, the token and at least a private cryptographic key of a cryptographic key pair

may be transmitted to the client device 102.

[0058] Once the client device 102 has been enrolled using the illustrative scenario
above, the user may access a merchant (resource provider 104) website to complete a
transaction (e.g., make a purchase). In this scenario, the user may, upon selecting a
number of items for the transaction, be served a checkout page for the merchant
website. The checkout page may include a list of the items, prices, quantities, or any
other suitable transaction-related information. In addition, the checkout page may
include a checkout element that may be selected to initiate a transaction. Once the
checkout element has been selected, the user may be given the ability to select an
account associated with the authorization entity server 106 to be used to complete the
transaction.

[0059] Upon receiving a selection of account associated with the authorization entity
server 106 to be used to complete the transaction, the SRT platform 110 may cause a
facilitator application 112 to be executed in order to authenticate the user. The facilitator
application 112 may then execute an authentication process and, upon completion of
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the authentication process, may return an authentication indicator that indicates whether
or not the user is authenticated to the client device 102. In this scenario, the client
device 102 may then sign the authentication indicator by performing a cryptographic
algorithm on the authentication indicator using the private cryptographic key of the
cryptographic key pair. The signed authentication indicator may be provided to the SRT
platform 110 via the initiator application server 108.

[0060] Upon verifying the authentication indicator and confirming that the user is
authenticated, the SRT platform 110 may provide the token associated with the clinet
device 102 back to the initiator application server 108. The initiator server 108 may

subsequently use the received token to complete the requested transaction.

[0061] For clarity, a certain number of components are shown in FIG. 1. It is
understood, however, that embodiments of the invention may include more than one of
each component. In addition, some embodiments of the invention may include fewer
than or greater than all of the components shown in FIG. 1. In addition, the components
in FIG. 1 may communicate via any suitable communication medium (including the

internet), using any suitable communication protocol.

[0062] FIG. 2 depicts an example system architecture that may be implemented to
provide secure remote transaction in accordance with embodiments of the disclosure. In
FIG. 2, a SRT server 202 may be in communication with a number of client devices 204
and authorization entity servers 206 via a network connection 208. The network
connection 208 may include at least a transaction processing network. In some
embodiments, the SRT server 202 may be an example SRT server 110 of FIG. 1.

[0063] In at least some embodiments, the SRT server 202 may include at least one
memory 214 and one or more processing units (or processor(s)) 216. The processor(s)
216 may be implemented as appropriate in hardware, computer-executable instructions,
firmware or combinations thereof. Computer-executable instruction or firmware
embodiments of the processor(s) 216 may include computer-executable or machine
executable instructions written in any suitable programming language to perform the

various functions described.

[0064] The memory 214 may store program instructions that are loadable and
executable on the processor(s) 216, as well as data generated during the execution of
these programs. Depending on the configuration and type of SRT server 202, the
memory 214 may be volatile (such as random access memory (RAM)) and/or non-
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volatile (such as read-only memory (ROM), flash memory, etc.). The SRT server 202
may also include additional storage 218, such as either removable storage or non-
removable storage including, but not limited to, magnetic storage, optical disks, and/or
tape storage. The disk drives and their associated computer-readable media may
provide non-volatile storage of computer-readable instructions, data structures, program
modules, and other data for the SRT server 202. In some embodiments, the memory
214 may include multiple different types of memory, such as static random access

memory (SRAM), dynamic random access memory (DRAM) or ROM.

[0065] Turning to the contents of the memory 214 in more detail, the memory 214 may
include an operating system and one or more application programs or services for
implementing the features disclosed herein including at least a module for binding
accounts to tokens and/or cryptographic keys (account binding module 220). The
memory 214 may also include account data 222, which provides data stored in
association with a user account, cryptographic ley data 224, which provides at least a
list of public cryptographic keys stored in association with client devices 204, and/or
token data 220, which provides a mapping between a generated token and a

transaction or account.

[0066] In some embodiments, the account binding module 220 may, in conjunction
with the processor 216, be configured to receive an indication from an authorization
entity server 206 that a client device 204 is to be enrolled with respect to a particular
account. In some embodiments, the indication may include a device identifier for the
client device 204 (e.g., a phone number) as well as an account number (e.g., a primary
account number (PAN)). In some embodiments, upon receiving the indication, the
account binding module 220 may generate a token to be associated with the client
device 204. The token may be stored by the SRT server 202 within a token vault (e.g.,
token data 226) in relation to the client device 204. Additionally, the account binding
module 220 may generate a cryptographic key pair to be associated with the client
device 204 and the account number. One of the keys of the cryptographic key pair may
be assigned as a private key 234 and the other may be assigned as a public key 238.
The cryptographic key assigned as the private key 234 may be conveyed to the client
device 204 using known secure key delivery protocols. In some embodiments, the
private key 234 may be provisioned onto the client device 204 via a message
transmitted to the client device 204 by the SRT server 202 (e.g., via the received device

identifier). In some embodiments, the private key 234 may be provisioned onto the client
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device 204 via a message transmitted to the client device 204 by the authorization entity
server 206. In some embodiments, the public key 238 may be transmitted to the
authorization entity server 206. In some embodiments, the account binding module 220
may be configured to verify the authenticity of an authentication indicator which has
been signed by a client device 204 using the private key 234.

[0067] In some embodiments, the account binding module 220 may be further
configured to generate a token upon receiving an indication that an authentication
indicator received from a client device 204 has been verified. In some embodiments, the
token may be a one-time use token which is only authorized for use with the specific
transaction at issue. In some embodiments, the token may be specific to both the client
device 204 and the resource provider, in that the token may be used multiple times by
the resource provider for that client device 204 (e.g., a “card on file” token). For
example, upon conducting with a particular client device 204 for the first time, the
resource provider may receive a token generated in the manner described herein. The
resource provider may then store the token in memory for use with the client device 204
until an expiration date (or some other suitable expiration condition) associated with that
token. The account mapping module 220 may store the generated token in a token vault
(e.g., token data 226) with a mapping to the account for which the token was generated.
Upon receiving an authorization request message that includes the token, the SRT
server 202 may query the token vault to identify the account associated with the token.
The SRT server 202 may then proceed with the transaction of the authorization request

message using the identified account information.

[0068] The SRT server 202 may also contain communications interface(s) 228 that
enable the SRT server 202 to communicate with a stored database, another computing
device or server, one or more remote devices, other application servers, and/or any
other suitable electronic devices. In some embodiments, the communication interface
228 may enable the SRT server 202 to communicate with other electronic devices on a
network (e.g., on a private network). The SRT server 202 may also include input/output
(1/O) device(s) and/or ports 230, such as for enabling connection with a keyboard, a
mouse, a pen, a voice input device, a touch input device, a display, speakers, a printer,

etc.

[0069] The client device 204 may be any electronic device capable of communicating
with other electronic devices. For example, the client device 204 may be a mobile
phone capable of wirelessly communicating with a number of other electronic devices.
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In some embodiments, the client device 204 may be an example of client device 102
depicted in FIG. 1. The client device 204 may have installed upon it a number of
software modules, including an authentication application 231 and at least one facilitator
application 232. In some embodiments, the client device may also include, in its
memory, at least one private key 234. In some embodiments, the authentication
application 231 may include computer executable instructions that cause the client
device 204 to perform at least a portion of the functionality described herein. For
example, in some embodiments, the authentication application 231 of the client device
204 may be configured to generate the private key 234 (and the related public key 238)

in response to verifying that received authentication data.

[0069] In some embodiments, the facilitator application 232 may be a mobile
application installed upon, and executed from, the client device 204. In accordance with
at least some embodiments, the facilitator application 232 may be configured to
authenticate the user and generate an authentication indicator that indicates whether or
not the user is authenticated. The authentication application 231 of the client device 204
may then be configured to sign the authentication indicator by performing a
cryptographic algorithm on the authentication indicator using the private cryptographic
key 234 which has been provided to the client device by the account binding module
220 as described above. It should be noted that there are a number of techniques for
signing data in this manner that would be known to one skilled in the art. In some
embodiments, the client device 204 may store a token generated by the account binding
module 220 described above. However, it should be noted that the client device need
not be provided the token in at least some embodiments.

[0070] In some embodiments, the authorization entity 206 may be an example of
authorization entity server 106 depicted in FIG. 1, which may be configured to
determine whether a particular transaction should be authorized. The authorization
entity 206 may maintain a number of accounts, at least one of which may be associated
with a client device 204. In some embodiments, the authorization entity 206 may
maintain a number of tokens 236 which are mapped to accounts that are maintained by
the authorization entity. In some embodiments, the authorization entity 206 may
maintain one or more public keys 238 associated with particular client devices 204. It
should be noted that in some embodiments, the authorization entity 206 may not store
token data 236 or public keys 238 (e.g., the data may be stored on the SRT server 202).

19



10

15

20

25

30

WO 2019/171163 PCT/IB2018/056173

[0071] FIG. 3 illustrates a registration process for an authentication system 300,
according to some embodiments. Authentication system 300 may include a
communication device operated by a user such as client device 310, and a secure
remote server 320. In some embodiments in which system 300 is used to authenticate a
user to conduct transactions, system 300 may also include an issuer 330 (an example
of an authorization entity) associated with an account of the user. Client device 310 may
have an authentication application installed therein. The authentication application can
be, for example, downloaded from an application store or be pre-installed on client
device 310. In some embodiments, the authentication application can be compatible
with multiple service providers, and can be used to authenticate the user with different
service providers. Secure remote server 320 may securely store credentials associated
with a user’s account, and can be configured to release the user’s credentials upon
successful authentication of client device 310 to secure remote server 320. In some
embodiments, secure remote sever 320 can be associated with or be operated by a

token service provider.

[0072] The registration process may begin by the user launching the authentication
application on client device 310. The user may select a biometric facilitator to register
with the authentication application. Examples of a biometric facilitator may include a
facilitator application configured to cause the client device 310 to obtain fingerprint,
retina scan, facial recognition, voice recognition, or other unique human characteristics
that can be detected by client device 310. In some embodiments, the presence of a
secondary device coupled or in proximity to client device 310 can be used as an
alternative facilitator. The user may register multiple types of facilitators with the
authentication application, and may only need to register each particular facilitator once.
The registered facilitator(s) can then be selected for use to authenticate the user to one

or more compatible service providers.

[0073] Next, the user may select a compatible service provider and configure which
facilitator will be used to authenticate the user to the service provider. One or more
facilitators can be selected for a particular service provider. In some embodiments,
different facilitators or different combination of facilitators can be used for different
service providers. When multiple facilitators are selected for a particular service
provider, the user can be authenticated when all of the multiple facilitators are verified,
or when one of the multiple facilitators is verified. In some embodiments, the facilitators

can be prioritized such that a higher priority facilitator is requested first, and after a
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predetermined number of unsuccessful attempts, a lesser priority facilitator can be
requested. In some embodiments, the user may also optionally register the phone

number or other device identifier of client device 310 with the service provider.

[0074] Upon linking the selected facilitator(s) to a particular service provider, the
authentication application may generate a public/private key pair and associate the
public/private key pair with the service provider. The public key may then be sent to the
secure remote server 320 associated with the service provider for storage. In some
embodiments, the public key can also be optionally sent to an issuer 330, and issuer
330 may generate a one-time passcode (OTP) and send the OTP to client device 310
for verification. Client device 310 may send the OTP back to secure remote server 320
to verify that client device 320 is a valid device of the user, and issuer 330 and/or
secure remote server 320 may then provision a token for the user’s account, and
associate the token with the selected facilitator(s) and public key. In some
embodiments, the token is not required to be stored on client device 310. Instead, the
token can be stored at secure remote server 320 and is released by secure remote
server 320 upon authentication of the user and client device 310 to secure remote
server 320. This may enhance the security of the system because the token is not
resident on client device 310, and thus cannot be compromised by malware on client
device 310.

[0075] FIG. 4 depicts an example provisioning process by which a user is able to
manually add his or her accounts to be processed by the SRT platform and a private
key and/or token may be provisioned onto a client device in accordance with some

embodiments.

[0076] In this example provisioning process, the user may provide an indication of
one or more accounts with which he or she is associated to the SRT platform. In some
embodiments, the SRT platform may identify and contact an authorization entity (e.g.,
an issuer) associated with the indicated account. For example, the SRT platform may
identify an authorization entity associated with a particular account indicated by the user
based on an indicator within the provided account information. The SRT server may, in
turn, communicate with that authorization entity to verify the account. An authorization
entity associated with the account may then verify that the user is associated with the

account. An authentication process may then be performed as described herein.
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[0077] In some embodiments, this process may involve requiring a user to provide at
least one account number via an input field 402 at 404. The SRT platform may then
determine, based on the account number provided, a transaction processing network
and/or an authorization entity associated with the account. It should be noted that at
least some account identifiers may include a banking identification number (BIN) that
can be used to identify both the transaction processing network and the authorization
entity as a portion of the account number. The SRT platform may then communicate
with the identified authorization entity associated with the identified transaction

processing network.

[0078] In some embodiments, the identified authorization entity associated with the
identified transaction processing network may identify one or more communication
channels associated with the user of the account. For example, the user may be
associated with a particular communication channel upon opening an account with the
authorization entity. The one or more communication channels, or at least an
obfuscated version of those communication channels, may be presented to the user at
406 to enable the user to verify his or her ownership of the account via those
communication channels. In some embodiments, multiple communication channels may
be presented to the user for his or her selection. In some embodiments, a default

communication channel may be selected over which to communicate with the user.

[0079] Once an appropriate communication channel has been identified, the
authorization entity or the SRT platform may transmit verification details to the user via
the identified communication channel. In some embodiments, the verification details
may include a code or pin. The user may then be required to provide those verification
details back at 408 in order to verify that the user at least has access to the
communication channel.

[0080] In some embodiments, once a user has been verified as being an owner of the
account using the techniques depicted in FIG. 4, a private cryptographic key may be
provisioned onto the client device from which the process was initiated. The private
cryptographic key may be generated by the SRT server and may be used by the client

device to sign an authentication indicator in the future.

[0081] By way of illustrated example, as depicted in FIG. 4, a user may be prompted
to enter an account to be linked to himself or herself at 404. In this example, the

authorization entity, once contacted, may initiate a verification process. For example,
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the authorization entity may provide verification details (e.g., a one-time code) to a
communication channel known to be associated with the user. To do this, the
authorization entity may provide the user with a choice of communication channel to
which the verification details will be transmitted at 406. The user may then be asked to
retrieve the verification details in order to verify that the user is authentic at 408. If the
verification details provided by the user match those sent via the selected
communication channel, then the account may be verified as being associated with the
user at 410 and a private key may be provisioned onto the client device. It should be
noted that the verification process described herein may be separate from the
authentication process described elsewhere. In some embodiments, even though the
user has verified his or her ownership of an account in the manner depicted in FIG. 4,
the user may still be authenticated using the other techniques described herein. Upon
being authenticated using the techniques described herein, an authentication indicator
generated as a result of that authentication may be signed using the provisioned private

key.

[0082] FIG. 5 illustrates a process for authenticating the user with a service provider
using the authentication system, according to some embodiments. When the user
intends to access an account, service, or function associated with a service provider,
the user may launch an application associated with the service provider on client device
510. The application can be the same authentication application that was used to
register the user’s facilitators, a dedicated application provided by or associated with the
service provider (e.g., mobile wallet, mobile payment application, merchant application
,etc.), or can be a web browser via which the user can access a web page or login page
of the service provider. The application may determine one or more facilitators
previously linked to the service provider that the user is attempting to access, and
request the user to provide the one or more facilitators associated with the service
provider. In some embodiments, the application may request the user to provide all of
the facilitators if a combination of facilitators are used, or may request the facilitators
according to a prioritized order. The user may then provide the facilitator to client device
510. Upon verifying that the facilitator(s) provided by the user match the previously
registered facilitator(s), client device 510 may sign an authentication indicator using the

private key linked to the user’s account with the service provider.

[0083] An access request including the signed authentication indicator is then sent to

secure remote server 520 to indicate to secure remote server 520 that the user has
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successfully been authenticated to client device 510. In some embodiments, the access
request may include data representing the facilitator, or an indicator indicating which
facilitator(s) were provided by the user. Secure remote server 520 may then verify the
signature by using the stored public key linked to the user’s account associated with the
service provider. Upon verifying the signature, the secure remote server 520 may grant

the user access to the service provider.

[0084] In embodiments in which the secure remote server 520 is associated with a
token service provider, secure remote server 520 may release a token associated with
the user’s account to a merchant 540 to enable the user to conduct a transaction with
merchant 540. In some embodiments, the access request may also include transaction
details of the transaction, and secure remote server 520 may generate a transaction
authentication verification value and provide the transaction authentication verification
value with the token. For example, the transaction authentication verification value can
be a cryptogram generated based on the transaction details and/or the token. Merchant
540 can then provide the token or the token together with the transaction authentication
verification value in an authorization request message to request authorization for the

transaction.

[0085] In some scenarios, the user may access the service provider using a different
device than the communication device that was used for registering the user’s
facilitators. As such, the device that the user is using to access the service provider may
not have the previously stored facilitators or sensor hardware necessary to authenticate
the user. For example, the user may access a merchant’s website using a desktop
computer instead of the user’s client device, and the desktop computer may not have a
fingerprint reader or access to the user’s previously stored fingerprint data to properly
authenticate the user. In such scenarios, a cross-device authentication scheme can be

employed.

[0086] FIG. 6 illustrates a process for authenticating the user with a service provider
using multiple devices, according to some embodiments. When the user attempts to
access a service provider from a different device, such as visiting the service provider’s
web site using a web browser on device 650 that does not have the previously stored
facilitators, the user may enter a device identifier such as a phone number or an IP
address associated with the communication device 610 that does have the device
identifiers. Device 650 may then push an authentication request to communication
device 610. In response, communication device 610 may request the user to provide
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the facilitator(s) associated with the service provider. The user may then provide the
facilitator to client device 610. Upon verifying that the facilitator(s) provided by the user
match the previously registered facilitator(s), communication device 310 may sign an
authentication indicator using the private key linked to the user’s account with the

service provider.

[0087] An access request including the signed authentication indicator is then sent to
secure remote server 620 to indicate to secure remote server 620 that the user has
successfully been authenticated to communication device 610. In some embodiments,
the access request may include data representing the facilitator, or an indicator
indicating which facilitator(s) were provided by the user. Secure remote server 320 may
then verify the signature by using the stored public key linked to the user’s account
associated with the service provider. Upon verifying the signature, the secure remote
server 620 may grant the user access to the service provider.

[0088] In embodiments in which the secure remote server 620 is associated with a
token service provider, secure remote server 620 may release a token associated with
the user’s account to a merchant 640 whose website the user is accessing on device
350 to enable the user to conduct a transaction with merchant 640. In some
embodiments, the access request may also include transaction details of the
transaction, and secure remote server 620 may generate a transaction authentication
verification value and provide the transaction authentication verification value with the
token. For example, the transaction authentication verification value can be a
cryptogram generated based on the transaction details and/or the token. The
transaction authentication verification value can accompany a token in an authorization
request message and can serve as proof that the token is being used in an appropriate
corresponding transaction channel or mode (e.g., physical point of sale vs. e-
commerce). Merchant 640 can then provide the token or the token together with the
transaction authentication verification value in an authorization request message to

request authorization for the transaction.

[0089] FIG. 7 illustrates a flow diagram of a process 700 for performing authentication
of users in accordance with at least some embodiments. Process 700 can be performed

on a secure remote transaction server 202 depicted in FIG. 2.

[0090] Process 700 may begin at 702, when a request is received to enroll an account

with the system described herein. In some embodiments, the request may be submitted
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by a user of a client device via a mobile application installed upon the mobile device. In
some embodiments, the request may be conveyed to a secure remote transaction
server from an authorization entity. For example, upon submission of a request to enroll
an account into the system described by a user, the request may be transmitted to an
authorization entity. The authorization entity may then forward the request to the secure
remote transaction server. In this example, the authorization entity may determine
whether the user of the client device is authorized to access the account before or after

the request has been forwarded to the secure remote transaction server.

[0091] At 704, the process may involve determining that the user is authorized to
access the account. In some embodiments, this may involve either the secure remote
transaction server or the authorization entity associated with the account contacting the
user via a communication channel stored in relation to the account. For example, upon
creation of the account, the user may be required to provide a communication channel
(e.g., an email address or phone number) that will be associated with the account via a
know-your-customer (e.g., KYC) process. In this example, the user may be contacted
via the communication channel provided during the creation of the account. In some
embodiments, determining that the user is authorized to access the account may
involve transmitting a one-time passcode to the user via the communication channel
and causing the client device to prompt the user to enter the one-time passcode. In
these embodiments, the user may be determined to be authorized to access the
account upon determining that the one-time passcode entered by the user matches the

transmitted one-time passcode.

[0092] At 706, a cryptographic key pair may be generated in relation to the account. At
least the public key of the cryptographic key pair may be stored upon the secure remote
transaction server. At least the private key of the cryptographic key pair may be stored
upon the client device. In some embodiments, the cryptographic key pair may be
generated by the client device. For example, the client device may generate a
cryptographic key pair and may subsequently transmit the public key to the secure
remote transaction server. In some embodiments, the secure remote transaction server
may generate the cryptographic key pair. For example, the secure remote transaction
server may generate a cryptographic key pair and may subsequently transmit the
private key to the client device. In some embodiments, in addition to storing the public
key, the secure remote transaction server may forward the public key to an

authorization entity associated with the account being enrolled.
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[0093] At 708, the process may involve generating a token to be associated with the
account. In some embodiments, the token may be generated by the secure remote
transaction server. In some embodiments, the token may be generated by an
authorization entity server and transmitted to the secure remote transaction server. The

generated token may then be stored in association with the account.

[0094] At 710, the process may involve receiving a request to complete a transaction.
In some embodiments, the request may be received at a secure remote transaction
server from an access device that manages access to one or more resources. The
request may include various details related to the requested transaction along with a
signed authentication indicator. For example, upon initiation of the requested
transaction, the user may be prompted to provide one or more biometric samples. The
biometric samples provided by the user may be processed by a facilitator application on
the client device to determine the authenticity of the user. Once determined, the
facilitator application may generate an authentication indicator that indicates a likelihood
that the user requesting the transaction is the user enrolled into the account. The client
device may then sign this authentication indicator by performing a cryptographic
operation on the authentication indicator using the private key generated and stored on
the client device at 706. The signed authentication indicator may be provided to the

secure remote transaction server within the request received at 710.

[0095] At 712, upon receiving the signed authentication indicator, the secure remote
transaction server may verify the signed authentication indicator by performing a second
cryptographic operation on the signed authentication indicator using the public key
generated at 706 and stored at the secure remote transaction server. In this process,
the second cryptographic operation may result in the creation of an unsigned version of
the authentication indicator, which may then be processed to determine whether the
user is authenticated. In some embodiments, the unsigned version of the authentication
indicator may be compared to an expected authentication indicator result. In some
embodiments, a likelihood value in the unsigned version of the authentication indicator
may be compared to an acceptable risk threshold value to determine whether the
transaction should be conducted. For example, a generated unsigned version of the
authentication indicator may include a likelihood that the user requesting the transaction
is the user enrolled into the account. In this example, the likelihood may be compared to
a predetermined threshold value. If the likelihood is greater than the predetermined

threshold value, then the signed authentication indicator may be verified. Upon
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verification of the signed authentication indicator, the process may involve initiating the
requested transaction at 714. This may involve providing the token stored in association
with the account at 708 to the access device from which the request was received at
710.

[0096] FIG. 8 illustrates a flow diagram of a process 800 for registering authentication
data in accordance with at least some embodiments. Process 800 can be performed on
a communication device operated by a user, which may be an example of a client
device 102 depicted in FIG. 1.

[0097] Process 800 may begin at block 802 by receiving a request to register
authentication data for an account associated with a service provider. In some
embodiments, a user may indicate an account or accounts to register. For example, the
user may select one or more credit card numbers or banking account numbers to enroll

into the system.

[0098] At block 804, the user may be prompted to provide the authentication data. In
some embodiments, the user may select what type of authentication data to provide as
well as an application to authenticate the user (e.g., a biometric facilitator). In some
embodiments, an application may be automatically selected by the system to
authenticate the user. It should be noted that the application that performs the
authentication (e.g., the facilitator application) may be different from the application

used to request to register with the system.

[0099] At bock 806, the authentication data is received from the user, for example, via
a sensor on the communication device. For example, the user may provide a biometric
sample to the client device that includes fingerprint, voiceprint, facial images, or other
suitable biometric information. At block 808, the received authentication data may be
registered and stored onto the communication device or onto a remote sever that
supports a facilitator application installed upon the communication device (e.g., a
facilitator application server). The authentication data may then be processed to
authenticate a user of the communication device. For example, a facilitator application
may generate an authentication indicator indicating whether or not the user has been

authenticated.

[0100] At block 810, a public and private key pair may obtained by the communication
device. In some embodiments, at least a private key may be received by the
communication device from a secure remote server (e.g., an SRT server). For example,
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the communication device may send an authentication indicator to the secure remote
server, along with enroliment data, and may receive a private key generated by the
secure remote server. In some embodiments, the public and private key pair of the
cryptographic key pair may be generated by the communication device. In some
embodiments, the cryptographic key pair may be generated using information obtained
from the secure remote server and/or information related to the communication device.
For example, the communication device may receive a base key pair from the secure
remote server and may generate the cryptographic key pair using some algorithm for
modifying the base key pair using information from the communication device. At block
812, the private key is associated with the account and the authentication data and

stored on the communication device.

[0101] At block 814, the generated public key is sent to a secure remote server, and
the secure remote server links the public key to a token associated with the account. In
some embodiments, the token can be used by the user to access services associated

with the account, and may act as a substitute for a real account identifier of the account.

[0102] FIG. 9 illustrates a flow diagram of a process 900 for accessing an account,
according to some embodiments. In accordance with at least some embodiments,
process 900 may be performed on a communication device, which may be an example

of a client device 102 depicted in FIG. 1.

[0103] Process 900 may begin at block 902 by receiving a request to access an
account from the user's communication device. At block 904, the user may be prompted
to provide the authentication data previously registered for the account. In some
embodiments, the user may be prompted to provide authentication data via a mobile
application (e.g., a facilitator application) installed upon the communication device which
is separate from a mobile application via which the user has requested access to the

account.

[0104] At block 906, the authentication data is received from the user, for example, via
a sensor on communication device. At block 908, the received authentication data is
compared with the registered authentication data. At block 910, the received
authentication data is determined to match the registered authentication data. In some
embodiments, the registered authentication data may be stored on a remote server that
supports a biometric facilitator application and this step may involve providing the

received authentication data to that remote server for verification. In some
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embodiments, the registered authentication data may be stored on, and verified upon,

the communication device.

[0105] Atblock 912, in response to determining a match, an authentication indicator is
generated to indicate that the user has been verified. At block 914, the generated
authentication indicator may be signed using the private key stored on the
communication device in relation to the account.

[0106] At block 916, the signed authentication indicator may be sent to the secure
remote server within an access request. The secure remote server may verify the
signed authentication indicator using the public key associated the account, and in
response to determining that the authentication indicator is verified, releases the token
associated with the account to the service provider to grant the user access to the
account. In some embodiments, verification of the authentication indicator may involve
performing a cryptographic operation on the signed authentication indicator using the
public key that results in generation of an unsigned version of the authentication
indicator. The unsigned version of the authentication indicator may then be compared to

an expected unsigned version of the authentication indicator.

[0107] Embodiments of the disclosure provide for a number of technical advantages
over conventional systems. For example, embodiments of the disclosure enable
authentication of a user by leveraging existing facilitator applications on a mobile
device, while enabling an SRT platform and authorization entity to be assured that the
authentication was performed by a legitimate client device. As authorization entities are
not currently able to receive this assurance in conventional systems, this represents a
technical improvement over such systems (as those systems do not include the
technical means to provide this functionality). Further, as indicated by the above-
described process flows, embodiments of the invention can be used to securely
authenticate a device and a user of that device when conducting a remote transaction,
without requiring a user to enter a PIN or password. Further, since tokens and
transaction authentication verification values are used in embodiments of the invention,
sensitive data such as account numbers, Pl (personal identifiable information), etc., can

be protected in transit.

[0108] Although some of the examples described above are described in the context
of secure remote commerce transactions, it is understood that embodiments of the

invention can be used in other contexts in which authentication and data security issues
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are present. For example, embodiments of the invention can be used to obtain access

to secure data (e.g., medical records, personal data such as tax records, etc.) or can be
used in situations where a user may wish to obtain access to a secure location such as

a building or a transit station.

[0109] A computer system will now be described that may be used to implement any
of the entities or components described herein. Subsystems in the computer system are
interconnected via a system bus. Additional subsystems include a printer, a keyboard, a
fixed disk, and a monitor which can be coupled to a display adapter. Peripherals and
input/output (1/0) devices, which can couple to an 1/0 controller, can be connected to
the computer system by any number of means known in the art, such as a serial port.
For example, a serial port or external interface can be used to connect the computer
apparatus to a wide area network such as the Internet, a mouse input device, or a
scanner. The interconnection via system bus allows the central processor to
communicate with each subsystem and to control the execution of instructions from
system memory or the fixed disk, as well as the exchange of information between
subsystems. The system memory and/or the fixed disk may embody a computer-

readable medium.

[0110] The techniques described herein may involve implementing one or more
functions, processes, operations or method steps. In some embodiments, the functions,
processes, operations or method steps may be implemented as a result of the
execution of a set of instructions or software code by a suitably-programmed computing
device, microprocessor, data processor, or the like. The set of instructions or software
code may be stored in a memory or other form of data storage element which is
accessed by the computing device, microprocessor, etc. In other embodiments, the
functions, processes, operations or method steps may be implemented by firmware or a

dedicated processor, integrated circuit, etc.

[0111] Any of the software components or functions described in this application may
be implemented as software code to be executed by a processor using any suitable
computer language such as, for example, Java, C++ or Perl using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions, or commands on a computer-readable medium, such as a random
access memory (RAM), a read-only memory (ROM), a magnetic medium such as a
hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such
computer-readable medium may reside on or within a single computational apparatus,
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and may be present on or within different computational apparatuses within a system or

network.

[0112] While certain exemplary embodiments have been described in detail and
shown in the accompanying drawings, it is to be understood that such embodiments are
merely illustrative of and not intended to be restrictive of the broad invention, and that
this invention is not to be limited to the specific arrangements and constructions shown
and described, since various other modifications may occur to those with ordinary skill
in the art.

[0113] As used herein, the use of “a,” “an,” or “the” is intended to mean “at least one,”
unless specifically indicated to the contrary.
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WHAT IS CLAIMED |S:

1. A computer-implemented method comprising:

receiving, at a secure remote transaction server from a client device, a
request to enroll an account;

verifying, by the secure remote transaction server, that the client device
has authority to access the account;

storing, by the secure remote transaction server, at least a public key of a
cryptographic key pair in association with the account, wherein at least a private key of
the cryptographic key pair is stored on the client device in association with the account;
and

generating, by the secure remote transaction server, a token to be
associated with the account, the token being stored in association with the account, and
wherein the method further comprises

receiving, by the secure remote transaction server from an access device,
a request to complete a transaction in association with the account, the request
including a signed authentication indicator;

verifying, by the secure remote transaction server, the signed
authentication indicator using the public key stored in association with the account; and

upon verifying the authentication indicator, providing the token to the

access device.

2. The computer-implemented method of claim 1, wherein the signed
authentication indicator has been generated by the client device by performing a first

cryptographic operation using the private key.

3. The computer-implemented method of claim 2, wherein verifying
the authentication indicator using the public key comprises performing a second

cryptographic operation on the signed authentication indicator using the public key.

4. The computer-implemented method of claim 1, wherein verifying
that the client device has authority to access the account comprises:

identifying, by the secure remote transaction server, an authorization
entity associated with the account based on information in the request; and

verifying, by the secure remote transaction server, the authenticity of the

account with the authorization entity associated with the account.
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5. The computer-implemented method of claim 4, wherein the
authenticity of the account is determined by the authorization entity using a one-time

passcode.

6. The computer-implemented method of claim 5, wherein the
authorization entity transmits the one-time passcode to the client device via a

communication channel stored in relation to the account.

7. The computer-implemented method of claim 1, wherein the
cryptographic key pair is generated on the client device and the public key is received

by the secure remote transaction server from the client device.

8. The computer-implemented method of claim 1, wherein the
cryptographic key pair is generated on the secure remote transaction server and the

method further comprises transmitting the private key to the client device.

9. The computer-implemented method of claim 1, wherein the public

key is forwarded to an authorization entity associated with the account.

10. A secure remote transaction server comprising:
a processor; and
a memory including instructions that, when executed with the processor,
cause the secure remote transaction server to, at least:
receive, from a client device, a request to enroll an account;
verify that the client device has authority to access the account;
store at least a public key of a cryptographic key pair in association
with the account, wherein at least a private key of the cryptographic key pair is
stored on the client device in association with the account; and
generate a token to be associated with the account, the token being
stored in association with the account,
wherein the instructions further cause the secure remote transaction
server to:
receive, from an access device, a request to complete a transaction
in association with the account, the request including a signed authentication
indicator;
verify the signed authentication indicator using the public key stored

in association with the account; and
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upon verifying the signed authentication indicator, provide the token

to the access device.

11.  The secure remote transaction server of claim 10, wherein verifying
the signed authentication indicator using the public key comprises generating an
unsigned version of the signed authentication indicator and assessing the unsigned

version of the signed authentication indicator and.

12.  The secure remote transaction server of claim 11, wherein
assessing the unsigned version of the signed authentication indicator comprises
comparing the unsigned version of the signed authentication indicator to an expected

result.

13.  The secure remote transaction server of claim 11, wherein
assessing the unsigned version of the signed authentication indicator comprises
determining whether a likelihood value in the unsigned version of the signed

authentication indicator exceeds a threshold value.

14. The secure remote transaction server of claim 10, wherein the

token is subsequently used by the access device to complete the transaction.

15. The secure remote transaction server of claim 10, wherein the

token is generated as a random string of characters.

16.  The secure remote transaction server of claim 10, wherein
generating the token to be associated with the account comprises receiving the token

from an authorization entity associated with the account.

17. A computer-implemented method comprising:

receiving, by a communication device, a request to register authentication
data for an account associated with a service provider;

prompting, by the communication device, a user of the account to provide
the authentication data;

receiving, by the communication device, the authentication data from the
user;

registering, by the communication device, the authentication data onto the

communication device;
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obtaining, by the communication device, a private key of a cryptographic
key pair; and

associating, by the communication device, the private key with the
account and the authentication data, wherein a secure remote server links a public key

of the cryptographic key pair to a token associated with the account.

18.  The computer-implemented method of claim 17, further comprising:

receiving, by the communication device, a request to access the account;

prompting, by the communication device, the user to provide the
authentication data;

receiving, by the communication device, the authentication data from the
user;

comparing, by the communication device, the received authentication data
with the registered authentication data;

determining, by the communication device, that the received
authentication data matches the registered authentication data;

generating, by the communication device, an authentication indicator
indicating the match;

signing, by the communication device, the authentication indicator using
the private key; and

sending, by the communication device, the signed authentication indicator
to the secure remote server in an access request, wherein the secure remote server
releases the token to the service provider to grant the user access to the account in

response to verifying the signed authentication indicator using the public key.

19. A communication device comprising:

a processor; and

a computer readable medium, the computer readable medium comprising
code, executable by the processor for implementing a method including:

receiving a request to register authentication data for an account
associated with a service provider;

prompting a user to provide the authentication data;

receiving the authentication data from the user;

registering the authentication data onto the communication device;

obtaining a private key of a cryptographic key pair; and
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11 associating the private key with the account and the authentication data,
12 wherein a secure remote server links a public key of the cryptographic key pair to a

13 token associated with the account.
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