WD 03/ 060714 PCT/ US03/ 00659 SEMAPHORE SYSTEM BASED ON PROCESS EVENTS
COPYRI GHT NOTI CE [0001] A portion of the disclosure of this patent docunent
cont ai ns watoans@i4 which is subject to copyright protecti @eT/UB®omepyri ght
owner has no objection to 5 the facsimle reproduction by anyone of the
pat ent docunment or the patent disclosure as it appears in the Patent and
Trademark O fice patent file or records, but otherw se reserves all
copyright rights what SeemeHoRrRESYsirekIBrgEn0OR PRovESSEYENTSS t0 the software
and data as described below and in the drawi ngs hereto: Copyright (c)
2001, Intel Corporation, Al R ghts Reserved. 10 FI ELD OF THE | NVENTI ON
[0002] The invention rel ates geQOPMRIGHDNGOFISH el processes, and nore
particularly, to semaphores for managi ng access to shared system resources.
BACKGROUND OF THE | NVENTI ON [ 0003] Systens that perform parallel processing
conpri se [9001] t anecupbytionldf tesetisdlosge pf dois paéent ddcuoreTd woptaind erateian
using parallel processing is protecting the contents of a conmon resource.

[ 0004] OngnikpavBuMBYt tb%ddyﬁpﬁﬁsmeétmnsvhé dopyHERt GwaENRE A6 ®bjeMlioaltoi S

general ly a hardware or software flag. In rrultltaskl ng systems, a semaphore

is a Varthg%cgs%n@treb%%hﬁﬁtg }/tarﬁgglﬁ%%tfﬁegéteﬁt GO0UMENE 6° %I o t‘lh I's used

to loCk t resource rocess nee e resource

checks th emaphore to determ the source, tatu ci des
how t o prcﬁﬁggaure ES %@Prﬁ%@r'@ef\{‘%cﬁ{]ag%ﬁtﬁ‘c{ﬁra&eﬂﬂéarr gyﬁ*gﬁp@qnﬁﬁew re[clqg a file
or other resource is in ) i i i

but otherwise reserves all copyright rights whatsoever. The following notice

applies to the software and data as described below and in the drawings hereto:

Copyright © 2001, Intel Corporation, All Rights Reserved.
10 FIELD OF THE INVENTION

[0002] The invention relates generally to parallel processes, and more

particularly, to semaphores for managing access to shared system resources.
BACKGROUND OF THE INVENTION

[0003] Systems that perform parallel processing comprise simultaneously
15 executing processes. A common problem when using parallel processing is

protecting the contents of a common resource.

[0004] One known way to implement this is to use a seméphore, which is
generally a hardware or software flag. In multitasking systems, a semaphore is a
variable that indicates the status of a common resource. It is used to lock the

20  resource that is being used. A process needing the resource checks the
semaphore to determine the resource's status and then decides how to proceed.

A semaphore indicates to other potential users that a file or other resource is in

1



1 WD 03/060714 PCT/ US03/ 00659 use and prevents access by nore than one
process. [0005] However, when multiple processes need access to a comon
resour ce,wproslobms such as starvation and/ or deadl ock nayPeEaIs03/0065ar vati on
occurs when one or nore processes are prevented from accessing the conmon 5
resource, and deadl ock may occur when one or nore processes |ock each

ot her, thereb¥ stoq?rgi ng execut i on., %0006% This is further conplicated when
there are'SfupPt ﬁlr%v 3 GhPeEsPY Mt l& 1,947 5?C%ﬁ§proach to solving this
problemis to inplenent a semaphore for each resource. However, when the

nunber of ur ces, hecones ,ver arge, this 1 olution LS not very

ef fecti ve[.orO@Eﬁ)EF DE@&WF&?T’N‘%#@I%MW%S ["gséﬂ(;%%ﬁ%?op?ec?gwoe{nventi on
is illustrated by way of exanple, and nof b of limtatjon, in the
figures ofeSCHECCAERMIBEIRIUH %ﬁ%ﬁ@r\f?é@naa{w/@rng%ﬁ’l% MAYEPLCUES StdNeBOMuner al s
refer to simlar elements and in which: 15 [0008] FIG | is a block diagram
i |1 ust r at OerHra Vé\est @8 ar Blore Pecasses mre prrvsndethreniceessieetgl Camibesi ment s
of the invention. [0009] FIG 2 is a block diagramillustrating a prior art

syst e f oresosirdry anseteseivtkenay [0@03OWhEh Gnedrirmore progeksels Rgkaachldthst, r at i ng
a system having self-contained 20 semaphore systemin accordance with

enbodi menire &by 8 pi V%@d'u%n. [0011] FIG 4 is a block diagramillustrating
a sel f-cont a?['fr)lyed ?gr@p ore

[0006] This is further complicated when there are multiple resources. The
classical approach to solving this problem is to implement a semaphore for each
resource. However, when the number of resources becomes very large, this

10  solution is not very effective.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The present invention is illustrated by way of example, and not by
way of limitation, in the figures of the accompanying drawings and in which like

reference numerals refer to similar elements and in which:

15 [0008] FIG. 1 is a block diagram illustrating a system architecture in

accordance with general embodiments of the invention.

[0009] FIG. 2 is a block diagram illustrating a prior art system for using
semaphores.
[0010] FIG. 3 is a block diagram illustrating a system having self-contained

20 semaphore system in accordance with embodiments of the invention.

[0011] FIG. 4 is a block diagram illustrating a self-contained semaphore

system in one embodiment of the invention.
2



systemin one enbodi ment of the invention. 2 WO 03/060714 PCT/ US03/ 00659
[0012] FIG 5 is a flowhart illustrating a nmethod for using the

sel f - contwpDradeo7semaphore systemof FIG 4. [0013] FIG 6PCI/s0bbwek
diagramillustrating a self-contai ned semaphore system having a tiner

el ement in anot her enbodi nent of the invention. 5 [0014] FIG 7 is a

flowchart il ] ustrati met hod for using the self.-contained .se hor e
system of[obﬂéu 6. [%g'@iﬁa'slﬂ W%‘%‘@"'HS%?W%Q@JP%%PQJ?EF?lﬂgttB%FFlﬁ'éjog%g'g/%q em
havi ng semaphore systemthat interacts with a global arbiter in accordance
wi t h enboginephiaseslystane of Feehti on. 10 [0016] FIG 9 is a bl ock di agram

illustrating a global priority queue of the global arbiter of FIG 8.
[0017] FIG 10 is a_block diagramillustrating a semaphore systemt hat

i nt eract 0018h a gIfIEnI6 igrabloek digoramellesirinane gelfsen %@e‘gﬁ@%‘ﬁpﬁeﬁ [ 0018]
FIG 11 is a sanple flow diagram of how the global priority queue of 15

t he gl obaystarhineeing a tiFeB.eldmeptinarsdhe] @obodinrntof fize inveatioh.owchar t
illustrating a method for the semaphore systemof FIG 10. [0020] FIG 13
is a block diagramillustrating a semaphore systemhaving a tinmer elenent,
and that [0014] act s WiQ.1Y i ayflobeiharhillbstreting a roetbodfoodsingribe selftdestained

i nvention.

semaphore system of FIG. 6.

[0015] FIG. 8 is a block diagram illustrating a system having semaphore
system that interacts with a global arbiter in accordance with embodiments of the

invention.

10 [0016] FIG. 9 is a block diagram illustrating a global priority queue of the

global arbiter of FIG. 8.

[0017] FIG. 10 is a block diagram illustrating a semaphore system that

interacts with a global arbiter in one embodiment of the invention.

[0018] FIG. 11 is a sample flow diagram of how the global priority queue of

15 the global arbiter in FIG. 8 operates.

[0019] FIG. 12 is a flowchart illustrating a method for the semaphore

system of FIG. 10.

[0020] FIG. 13 is a block diagram illustrating a semaphore system having a
timer element, and that interacts with a global arbiter in one embodiment of the

20 invention.

[0021] FIG. 14 is a flowchart illustrating a method for the semaphore



[0021] FIG 14 is a flowhart illustrating a nethod for the semaphore 3 WO
03/ 060714 PCT/ US03/ 00659 systemof FIG 13. [0022] FIG 15 is a block

di agram iwbuwsweEtd ng a sanple logic circuit for the semaPRRINSIFYESEEM iN
accordance with general enbodinents of the invention. DETAILED DESCRI PTI ON
OF THE I NVENTION 5 [0023] In one aspect of the invention is a nethod for a
fai rness-based gore system f or managi ng access to shared system
resour cesyS Ofﬁgﬁi - conprises requesting a resource, and then
determining if that resource is being requested by another process, or if

that res is | ed b ot her ragess.. If it i eing r ted by
anot her ?[Hbgg]ss tﬁ%?'ﬁé‘gra:@%lfg@qrgmdﬁ@@tm 9163?%@@ %lgbcc‘ggcéfnhoﬁé(?ﬁheg a
hi gher priority. If the resource is |ocked by another process, . then the
process isemaphqjesystam it aseedance withygensirl@mbodiorents phthelvertidhs and
di fferent enbodi nents, the semaphore systemmay conprise and use any
conbi nation of a tiner _el enent arbiter havigRE a gl obal

ar

and a gILI obal
priority block. 15 [0BEFTAIEED DESCHIP TIQNLAFTdHFE INVENId i ous

operations, which will be described below The operations of the present
i nvention may be perfornmed b har dwar e conponents _or be enbqdied in
nmachi Ae- dﬁggﬁl abl e Inre WQ%ﬁgthe Wﬁﬁwwwtmi@rt%ﬂﬁ%%béseg

general - purpose or speci al - purpose processor or logic circuits progranmred
Wi t h t he semsaphareisystenn fopmahagingtaoseoptn aharedssystamAgseumeas Veey, the
operations may be perfornmed by a conbination of hardware and

method comprises requesting a resource, and then determining if that resource is

being requested by another process, or if that resource is locked by another

process. [f it is being requested by another process, then the resource is given to

10  the process having a higher priority. If the resource is locked by another process,

then the process is not granted access to the resource.

[0024] In variations and different embodiments, the semaphore system may
comprise and use any combination of a timer element and a global arbiter having

a global priority block.

15 [0025] The present invention includes various operations, which will be
described below. The operations of the present invention may be performed by
hardware components or may be embodied in machine-executable instructions,
which may be used to cause a general-purpose or special-purpose processor or
logic circuits programmed with the instructions to perform the operations.

20  Alternatively, the operations may be performed by a combination of hardware and

software.

[0026] The present invention may be provided as a computer program



software. [0026] The present invention may be provided as a conputer
program 4 WO 03/060714 PCT/US03/ 00659 product which may include a
machi ne- readabbEi14redi um havi ng stored thereon instructi oRETWSOFN6AERY be
used to program a conputer (or other electronic devices) to performa
process according to the present I nvention. The machi ne- readabl e rredi um

may i nclude,, but not flo di sket optj cal ., di sks

CD- ROMs (RSGAHSEWh '9%%3)&5%1 qxﬁﬁm@r%{if%' ﬁﬂgﬁmﬂ oredi hedi?%’ks ROMVE
(Read Only Menorie \@A RAME Random Access Menori es&% EPROVB (Erasabl e

Pr ogr ammeibBléuliang Which mewbeneeyi to PrPgRes 2 cempitte s @i electonigabl e
Progranmabl e Read Only Menories), magnetic or optical cards, flash nenory,
or ot her deypees)fio pedoam/a pmcleisae:cceraﬂag)toetheaﬁieaemtsim/emtiﬂre The nmetabinerg 10
el ectronic instructions. [0027] Mreover, the present invention may al so be

downl oadegz@abr mea Py hedy :nbmeamﬂémqmtewhermgw diek it optivaryisis
transferred froma renote conputer (e.g., a server) to a requesting

conputer ¢f. gon éémﬁeganex R8N eﬁ;ﬂmtemleegatlOﬁm@ﬂet(oegpt.éble.&@r“ er wave

or ot her propag a I um Vi conmuni , hrodem or

netvork HgEc 4 ) o e CRLAMI Yol Bty AL et o0 oo

illustrates a systeml 0 i n which enmbodi nents _of the invention nay be

i npl enent &dasakle fgpprangeabla Rpad Sinly Menapiieg)e ERARPMs (Géeadxamggnetic

Erasable Programmable Read Only Memories), magnetic or optical cards, flash
memory, or other type of media / machine-readable medium suitable for storing

10 electronic instructions.

[0027] Moreover, the present invention may also be downloaded as a
computer program product, wherein the program may be transferred from a
remote computer (e.g., a server) to a requesting computer (e.g., a client) by way
of data signals embodied in a carrier wave or other propagation medium via a

15 communication link (e.g., a modem or network connection). Accordingly, herein, a

carrier wave shall be regarded as comprising a machine-readable medium.
Introduction

[0028] FIG. 1 illustrates a system 100 in which embodiments of the
invention may be implemented. It comprises at least one CPU (central processing
20  unit) 102 (only one shown), at least one memory 104 (only one shown), and a bus
106 through which the CPU 102 and memory 104 interact. The memory 104
comprises a plurality of resources 108 (only one shown), and a plurality of
semaphores 110 (only one shown), and the CPU 102 comprises a plurality of

processes 112 (only one shown).



20 unit) 102 (only one shown), at |east one nenory 104 (only one shown),
and a bus 106 through which the CPU 102 and nenory 104 interact. The nenory
104 conpwDIsseipl urality of resources 108 (only one showra)X;usaneh6so
plurality of semaphores 110 (only one shown), and the CPU 102 conprises a
plurality of processes 112 (only one shown). 5 WD 03/060714 PCT/ US03/ 00659
[0029] FIG 2 illu atfes a prior art sysfem t hat .t hat, may be

i mpl emen{@29]n the?:iés?é'msir@(‘?%? pﬂP@”f&S{W?ﬁgqgﬁgﬁ@W@ethe CPU 102
conprises a plurality of processes 202, 204, 206, and plurality of

r esour cedmplied)ented i) thersystemgl 00widT & . dadh the sysiepe 2008thexdBU , 214 has a
correspondi ng 5 semaphore 216, 218, 220, 222 for nanagi ng shared access to

t he resogorgsis@d8, pluility o2ddceddet 202 ,1204) 206y ahd plrality afessources 208, 210,
212, and 214 may correspond to the senmaphore functionality of semaphores

216, 2180182042 222 \WiRhE *BRArBEolEe 208 29bE2 52 TRRNRAS aWairREhoRdifg I at her
than as separat’e semaphore objects 216, 218, 220, 222. 10 0030? In a

Fesout ce SoBBPROREE 10,51 2207 202 15} mBAGRRLaERE 5550ss i helfRbrecbpoBC R0
t at f . th ' 208, 210 : [ d d
over the 24D binaifs AlTedeicesdtmsrtaia 2982 1 292 538 2 18aFor r espond ng
semaphore 216, 218, 220, 222. If the desired resource 208, 210, 212, 214 is
15 avai | abirespenip theesamaghorgfaetionalityof semapheigs 2d8d< 18, w0:t22% ommand t o

the correspondi ng semaphore 216, 218, 220, 222 to change the status of the
represented by a single semaphore object 224, rather than as separate

semaphore objects 216, 218, 220, 222.

10 [0030] In a prior art embodiment, when a first process 202, 204, 206 wants
to access a resource 208, 210, 212, 214, the first process 202, 204, 206 checks
the status of the desired resource 208, 210, 212, 214 by sending a read command
over the system bus 106 to the resource’s 208, 210, 212, 214 corresponding
semaphore 216, 218, 220, 222. If the desired resource 208, 210, 212, 214 is

15 available, then the first process 202, 204, 206 sends a write command to the
corresponding semaphore 216, 218, 220, 222 to change the status of the

semaphore 216, 218, 220, 222 from unlocked to locked.

[0031] In embodiments of the invention, a system is described in which
semaphores are associated with a process rather than a resource. When a

20 semaphore is locked, it indicates the unavailability of a specified resource for the
semaphore’s corresponding process. When the semaphore is unlocked, it

indicates that its corresponding process is not currently using any resource.

[0032] The semaphore may be changed by the occurrence of one or more

events associated with its corresponding process. A semaphore system detects
6



semaphore 216, 218, 220, 222 fromunl ocked to | ocked. [0031] In enbodi ments
of the invention, a systemis described in which semaphores are associ ated
with a prwoasmer’at her than a resource. Wien a 20 semaphor eCraShyedesd, it

i ndicates the unavailability of a specified resource for the senmaphore's
correspondi ng process. \Wen the semaphore is unlocked, it indicates that
its correspondin rocess is not currently usj a resource. 0032] The
semaphor éh‘?rﬂfjc%rég@l%dﬂé SB\EVERES %@ G?'P%Wééh%ﬁlag&%og%erﬁﬁ'@a%%rﬁt sﬂ’é’é’?oci ated
with its correspondi ng process. A semaphore system detects 6 WO 03/060714
PCT/ US03/emaizBiment ¢he semanhere systemiegie saleeeniained io dhatrafist spmaphaieis of
the semaphore. In one enbodinent, the semaphore systens are sel f-contained
in that aybienstaristatshor behasly of afivstrgrotess leys comnetiedtingolitla afsecendpr ocess
by conmmunicating with a second semaphore that arbitrates on behalf of a

second prRe@fshoré haniblifite£BRPEhER Y a SecohE pres@dt Ohaarfothéesmbadiphdritat e
for their respective processes, but are dependent upon a gl obal arbiter

¢ L . ! | . th
descr Poed B er BPnbEs bl A8 AR AR eI BB, BT LT of (e
[ ti il]ustrat i . t 300.. 10 of FIG. 3, -the CPU 102
compr 1 soderepignLRer, Seiohal GebltS Y oS taRivaton Prafessind TheSery 104
conprises a plurality of resources 308, 310, 312, 314, and senmphore

syst em 3EgbFigenspare fuitherdesgihachb8ow. each process 302, 304, 306 has a
correspondi ng semaphore system 316, 318, 320 for nanagi ng shared

Self-Contained Semaphore

[0033] In one embodiment of the invention, as illustrated in the system 300
10 of FIG. 3, the CPU 102 comprises a plurality of processes 302, 304, 306, and the
memory 104 comprises a plurality of resources 308, 310, 312, 314, and
semaphore system 316, 318, 320. In the system 300, each process 302, 304,
306 has a corresponding semaphore system 316, 318, 320 for managing shared
access to the resources 308, 310, 312, 314. Alternatively, a single semaphore

15 system 324 can be shared by all processes.

[0034] In the descriptions below, processes 302, 304, semaphore systems
316, 318, and resource 308 are depicted to illustrate the arbitration process for
two processes and their corresponding semaphore systems for a given resource
308. However, one of ordinary skill in the art would understand that the

20  descriptions apply process 306, semaphore system 320, and resource 310, 312,
314, and any other processes, semaphore systems, and resources that may be

defined, but are not illustrated or discussed herein.

Semaphore Comprising Local Priority Block

7



access to the resources 308, 310, 312, 314. Alternatively, a single
semaphore 15 system 324 can be shared by all processes. [0034] In the
descri pt iwp93bel7ow, processes 302, 304, senmaphore systensPCIABGHI/ALEY and

resource 308 are depicted to illustrate the arbitration process for two
processes and their correspondi ng semaphore systens for a given resource
308. However, one of ordinary skill in woul d understand that the 20
descri pt il@985lappl y FpPotdiustrsies P%ﬁ%%@i@@ BRYIR9OrESAOPEEYUr ce 310,

312, 314, and any ot her processes, senmaphore systens, and resources that
my be cefriapbdre bystearse3 tht31i8. | ach af ibe semaphrasystemeBdbnd31Bemaphor e

Conprising Local Priority Block 7 WO 03/060714 PCT/US03/00659 [0035] FIG
4 i |1 ust cahfsises ecssnashS@2 0Bindrata thecavailebjpiondi ngavalatiphof 2 syst ens
316, 318. Each of the semaphore systens 316, 318 conprises a semaphore 400

to indi cate,the AYRh! IR ldrbiverdfo2UinaY aidindickifby afdesd tol£§i08M ¢§s0EbE 388! ocal
arbiter 402 that arbitrates for access to a given resource 308 5 on behal f

Eg{)lr Zipgﬁ)ibﬁe}%gfﬁé%?%fb 5@8“%?@6‘330 Frgodey 30% SO P O RUTHEE LD hor e
addi ti gn&Pf']?Spg%‘ﬁBSiFEQC%S: @fs%ﬁoﬁqﬁ%g%ggéé%ﬁgp é'?é ﬁ%gaﬂg'i%x%%o'pr iority

for its corresponding process 302, 304. Each process 302, 304 is assigned
fhan o sd00 ot ocdaondamiedimenten SEeBhai e mod. Soimpadelitdhe sare
resouree C?S%Spritsgea Ilo%gﬂ)rigrrit?/it}lgék 4?842 ti{agt%(;lsvaefsixed priority for its corresponding

process 302, 304. Each process 302, 304 is assigned a fixed priority that gives a

10  first process higher or lower priority than a second process. If more than one

process 302, 304 requests the same resource 308 the local arbiter 402 resolves

the conflict by giving the resource 308 to the process 302, 304 with the higher

priority. For example, of process P1 has priority=1 and process P2 has priority=2,

where 1 is a higher priority than 2, then if processes P1 and P2 simultaneously

15  request a given resource R, the local arbiter 402 will grant process P1 resource R

because P1 has a higher priority than P2.

[0037] FIG. 5 illustrates a method of the above-described embodiment. |t
starts at block 500 and continues to block 502 where it is determined if there is a
conflict between process P1 and process P2 over a resource R (i.e., does P1’s
20 request I.D. equal P2's request 1.D.?). [f there is a conflict, then it is determined if
'P1’s local priority is greater than P2’s local priority at block 504. If P1’s local
priority is greater than P2's local priority, then access is granted to P1 at block

508. Otherwise access is denied to P1 at block 512.

[0038] If there is no conflict, then it is determined if the resource R is locked
8



the conflict by giving the resource 308 to the process 302, 304 with the

hi gher priority. For exanple, of process P1 has priority=l and process P2
has pri orwOw3s@a¢o71ehere 1 is a higher priority than 2, themcCrfusps/omsesses Pl
and P2 simultaneously 15 request a given resource R the local arbiter 402
wi |l grant process Pl resource R because Pl has a higher priority than P2.

[0037] FIG_5 .illustrates a thod of, the gve- described enpoditent. It
starts aPydistie o g’%?n’i?%‘@ﬁﬁ Cﬁu‘g@eﬁ BO%?M%rWﬁbvt §n§2’le r'grfﬁed i f
there is a conflict between process Pl and process P2 over a resource R
(i.e., doeguast'!d.zguabfasscurrently lecked |.P2)at biapkdib, ang, iPP2 has relpasedi s a
conflict, then it is determined if Pl's local priority is greater than

P2' s | ocits Igek on iR st libck a0k 15R4s [dcke®@byP2,crml P2 hiaisaeleageid stsdogabrR,t han
P2's local priority, then access is granted to P1 at block 508. Oherw se

access i $halenbeshsit® RdodiceR Rehrarted td POIRbiddk 308 € R & 166kePand Pot . then
it is determned if the resource Ris |locked 8 WO 03/060714 PCT/ US03/ 00659

f
by P2.(i +&arndih ' ; : R, th
dbes b1 FBsplrelepsfd JEMEEn R Shef RTe BRhie0 et o R HHPEELE; B S0,
dif P2 h I i | ock .at k.51Q,, Lf Ris |ocked by P2,
and P2 ndacTeep Baseictxand e Geonte R hobloBied Byba dagAbdes oL “grant ca to
P1 at block 508. If Ris locked and P2 5 has not released its |ock on R,
then Pl iresqitne &iisarantasl tod> Rahblagk &OR. shile method erdeat Blogk 3ddnf i ct, and

the resource Ris not |ocked by P2, then access to resource Ris granted
to P1 at bl ock 508. The nethod ends at bl ock 514. Semaphore Conpri sing
Local Arbiter Pl usSemaehong eagwyising Local Arbiter Plus Timer Element

[0039] In yet another embodiment, as illustrated in FIG. 6, a semaphore
10  system 316, 318 may comprise the local arbiter 402, plus a timer element 600.
Each semaphore system 316, 318 may comprise a local priority block 404, as
discussed above, as well as a timer element 600 that keeps track of the time that
its corresponding process 302, 304 has waited for a given resource 308 without

locking its semaphore.

15 [0040] In one embodiment, the timer 600 is purely time-based, where it
counts the number of clock cycles that have passed since the request for a lock
was given. In another embodiment, the timer 600 is a counter that determines
which other processes have been granted access to the same shared resource as
the one its corresponding process is requesting. In the latter embodiment, the

20 timer 600 is incremented every time another process is granted access, and reset

(for example, to 0) when its own process is granted access.

[0041] In this embodiment, the local arbiter 402 grants a first process

access if it has been waiting longer than a second process. For example, if the

9



[0039] In yet another enbodinment, as illustrated in FIG 6, a semaphore 10
system 316, 318 nmay conprise the local arbiter 402, plus a tiner el enent
600. EacWwolamelphore system 316, 318 may conprise a | ocal Ppmiusn3/0065Hl ock
404, as discussed above, as well as a tiner elenent 600 that keeps track
of the time that its corresponding process 302, 304 has waited for a given
resource 308 without, locking its semaphore, 15 [0040] In o nbodi nent ,
the ti mePreeRss B1 havieoyPrqrig= bhge decnsdeng fongey %atqﬁ%C@ﬁﬂ]n%% a¥Nde| ock
cycles that have passed since the request for a lock was given. In another
embodi nemriorityr2, therethesilooai arbitec gramnte pragess Rieaegasisndtprogeses ifobaer
processes have been granted access to the sane shared resource as the one
i ts corr éspandaitiog lorageshan procgsdat,ithgn tHenlochkatbiter grardsipoodess?? t he 20
timer 600 is increnmented every tinme another process is granted access, and

reset  (fRbe8Xafot pﬁr&é@se%%veiae%n%ﬁﬁ@ afasual aniud o e aRsHthel 0041]
In this enbodinent, the local arbiter 402 grants a first process access if

it has b a : : if. the 9 WO
031 0657130 ATl REGES BT oo RRSHES, e TS ey R Belis bl g
| onger than a process, P2 havin riority=2, th he | ocal _arbiter grants
process ﬂo%ﬁ‘é’&‘ g hﬁ%@EQEQ”g‘Zacpﬁﬁﬁs' ﬂ)‘%ﬁﬂs \‘Rﬁ??etﬁa% \SJHGEPST ﬁin process P1,
then the local arbiter grants process P2 access. If both processes have
been wai t | n equal [ f.ti t hen.the, 5.l ocal, arbjter deternines
aht on- pr dB42r has U indfiga dhusaries s criltingeadhRigredin tiho feiatt fhe
hi gher priority access. In this case, that is process Pl.

FIG. 7. "The method for a process P1's semaphore system begins at block 700

and continues to block 702 where it is determined if there is a conflict between

10  process P1 and process P2 over a resource R. If there is a conflict, then it is
determined whether P1 and P2 have been waiting an equal amount of time at

block 704. If there is no conflict, then it is determined if the resource is locked by

process P2 at block 706.

[0043] If there is a conflict, and P1 and P2 have been waiting an equal

15 amount of time, it is determined if P1’s local priority is greater than P2’s local
priority at block 712. If P1’s local priority is greater than P2’s local priority, then
access is granted to P1 at block 714. Otherwise access is denied to P1 at block

716.

[0044] If there is a conflict, and P1 and P2 have not been waiting an equal
20 amount of time, it is determined if P1 has been waiting longer for the resource R

than P2 at block 708. If P1 has been waiting longer than P2 for resource R, then

access to resource R is granted to P1 at block 714. Otherwise, access to

resource R is denied to P1 at block 716.

10



[0042] A nethod illustrating this enbodinent is illustrated in the
flowchart of FIG 7. The nethod for a process P1l's semaphore system begins
at bl ock wO®3/0607d4 conti nues to block 702 where it is deterpairnsds/ifdese here i s
a conflict between 10 process Pl and process P2 over a resource R If there
Is a conflict, then it is determned whether Pl and P2 have been waiting
an equal nt of time at block 704..Lf there is.pno conflict, then,t is
det er mi négﬁ) t he Hé@@&ﬂ?&eﬂ?gonf@%g&ewﬁ ﬂ?@é@&ecé’ﬁﬂﬁ a5y L %d%l.io%843] | f
there is a conflict, and P1 and P2 have been waiting an e?ual 15 anount of
time, it bydP2stbloek 768, ndifiP2 hescaleaped #silagk or Ryptloek 7dRal B3 s | ocal
priority at block 712. If P1's local priority is greater than P2's | ocal

pri ority lodkeeirby B2 canss P2shap miasbd its Btk an R) thek attéss @ hesonreeRdscess i s
denied to P1 at block 716. [0044] If there is a conflict, and Pl and P2

have not pgfedw8iR1 &0bleBk 7g4allf R38 (cKBH nddP2 hb®ot dlehscdifs Riokidrer, i f P1
has been waiting |l onger for the resource R than P2 at block 708. If P1 has

been yai ty f'@?@%m) (ﬁlé’@ﬁlé}% tgﬁ]af BRRKTAB. I thhe s ne6afist, LpdrtRsource Ris

granted to erw se, access to resource Ris denied to P1

at block 716. 1Q, WO 03/060714 BCI/ USO3/ 0065 0045]. | f e | o]
conflict FERMURER 18 %‘g)t g%lgerdr%g?,merm%ce,sgggﬁﬁéurgfﬁlﬁ%rgbgeéf ‘%brjf/?ég at bl ock
706, and if P2 has released its |lock on Rat block 710. If Ris |ocked by
P2, and MPOGkaE14.eTBaseethpdendsat iecky’ 18-hen access to resource Ris

granted to P1 at block 714. If Ris |locked and P2 has not released its |ock

on R ) .
System Having Global Arbiter

[0046] In another embodiment of the invention, as illustrated in FIG. 8, the
10  system 800 comprises a CPU having a plurality of processes 302, 304, 306, and a
memory comprising a plurality of resources 308, 310, 312, 314, and a plurality of
processes 302, 304, 306. In the system 300, each process 302, 304, 306 has a
corresponding semaphore system 316, 318, 320 for managing shared access to
the resources 308, 310, 312, 314. Alternatively, a single semaphore system 324
15 can be shared by all processes. Additionally, the system 800 comprises a global

arbiter 802 for resolving conflicts.

[0047] In the descriptions below, processes 302, 304, semaphore systems
316, 318, and resource 308 are depicted to illustrate the arbitration process for
two processes and their corresponding semaphore systems for a given resource
20 308. However, one of ordinary skill in the art would understand that the
descriptions apply process 306, semaphore system 320, and resource 310, 312,
314, and any other processes, semaphore systems, and resources that may be

defined, but are not illustrated or discussed herein.

11



5 then P1 is denied access to Rat block 716. If there is no conflict, and
the resource Ris not |ocked by P2, then access to resource Ris granted
to P1 at wbloaok7744. The met hod ends at bl ock 718. SystempEaxisagjosesobal
Arbiter [0046] In another enbodi nent of the invention, as illustrated in
FIG -8, the 10 system 800 conprises a CPU having a plurality of processes
302, 304, . and menor y risin alJ resources 308, 310,
312, 314, W@% a pl ﬁ%’l“P?&za@ﬂ '“% nggg)%grb@go%gy CORRTFE &J4EEm 300
each process 302, 304, 306 has a corresponding semaphore system 316, 318,
320 for A99AGErenafier eiphel pEosty @leusithadeg endies o0, 90k §063908, Sl
Alternatively, a single semaphore system 324 15 can be shared by al

pr ocesse12A8d# 9B alHleye enbh enjrytcome8ponds tpaipsiesitya agidodeadh erdrbvalee 802 f or
resolving conflicts. [0047] In the descriptions bel ow, processes 302, 304,

semaphor engi¥stetBunidilie préddss. aidterRAREN; @adh &niiyenmdg pbatsfotdtd & |uln$du“eat e
the arbitration process for two processes and their correspondi ng

Sempgor‘?}rﬁgéése@ﬁdftﬂﬁﬁuﬂa)eé\‘ri’uﬂ? §ﬁ1e2@n§rﬂgesc“ Mftless P it IlyoééjéH“ary

ski | | e art wou at t t1ons app process 306,

semaphore system 320 resource, 310, 3 rocesses,
s;almaphor fre ‘é%ﬁse'ﬁsassm s%h?'&t@é'r\wgthH}PeV'ni qrwﬁﬁ\? V%gfg’ @bgﬁiﬁfé
illustrated or discussed herein. 11 WO 03/060714 PCT/ USO /00659 0048] As
illustr at%‘@ry\ﬁﬂ ¢ i§ the, P@C@F%@&Int'ﬁ?% f@reagmzprﬁg9s%w,a,ng%d3 aCeRFS I a[ 900 ]

(hereinafter "global priority queuet) havi ng entries 902, 904, 906, 908,
910, resource, it is moved to the bottom of the queue such that it has the lowest
priority.
10 [0049] A global arbiter 802 may comprise one queue for all resources such

that a first process P1 that is granted access over a second process P2
subsequently has lower priority than P2 for all resources, or the global arbiter 802
may comprise a plurality of queues each corresponding to a resource such that a
first process P1 that is granted access over a second process P2 subsequently

15  has lower priority than P2 for the given resource.

[0050] For purposes of illustration, the latter of the two implementations is
discussed. However, it should be understood by one of ordinary skill in the art

that either implementation will work.
Semaphore Comprising Local Arbiter Only

20 [0051] In one embodiment, as illustrated in FIG. 10, a semaphore system
316, 318 may comprise the local arbiter 402, and each process 302, 304 is
assigned an initial priority in the global priority queue 900 of the global arbiter 802.

The rankings change as the processes are granted access to the resource 308.

12



912, 914, 916 where each entry corresponds to a priority, and each entry
val ue indicates a unique process. (Alternatively, each entry may

corr espormiotos/oed7hi que 5 process, and the entry val ue i ndiPCRUSY3/0(669
priority of the process). Initially, each process is assigned to an entry
In the queue having a priority value (where the entry value is the process

I denti fi each process i rant.ed access to a .resource, it is noved
Lo the baPOsAR of ¢ ol RRLaDSr AR ok Tt Ao Tonal S MBE 52! 10 [ 0040)
A gl obal arbiter 802 may conprise one queue for all resources such that a
first pr@seiter 492 forgtsqoongrprneess tacdaterninedt there ica sanflicbcBdierpds a
subsequently has lower priority than P2 for all resources, or the gl obal

arbi ter @0aflictiethie giohz iasleiter §012eabivey tid cqnitioelsy givirty ther resspmedioripet o a
resource such that a first process Pl that is granted access over a second

process BoSeHaSHEYERE highdbgltmsl ?ﬂﬁl‘ﬂfﬂt a@rd@éfrhaﬁewﬁ}ﬁtfélobarpﬁ@ﬁmgéta\%

resource. [0050] For purposes o ustration, the latter of

| mpl egenigRyl G5 é.x%tmrfﬂ.é,sﬁ pﬁ&t%ggtﬁioﬁﬁg;mgﬁ% pgnrbgﬁ,'( g}m% QBSQ[a&og@ggaéuene of

ordinary sKill™in e ar e I on”w emaphor e
Conmprising Local Arhjter |y 20 1] .3 ane .enbodi.nment, as i.llustrated
G g BrSiesa S Een frigstend. T ahe PR MOUATRP L FuedBavaly ¢ or
402, and each process 302, 304 is assigned an initial priority in the
gl obal preIRUrEY qubﬁ@ﬂ%gff)@ﬁ' aritep DEHYS ageese oy thggesoureRR tR R ngs change
as the processes are granted access to the resource 308. 12 WO 03/ 060714
PCT/ US03/ 00659 . i .
[0053] An example is illustrated in FIG. 11, where five (5) processes P1,
P2, P3, P4, and P5 are at one time or another competing for a given resource, R1.
10  Assume that the global priority queue is initialized such that P1 has the highest
priority and P5 initially has the lowest priority (step 1). At step 2, P1 and P2
compete for R1 at the same time. Since P1 has higher priority than P2, P1 is

granted access and then moved to the bottom of the queue in step 3.

[0054] At step 4, P4 and P5 compete for R1. Since P4 has higher priority
15 than P5, P4 is granted access and moved to the bottom of the queue in step 5. At

step 6, P1 and P4 compete for R1. Since P1 has higher priority than P4, P1 is

granted access and moved to the bottom of the queue at step 7. At step 8, P2

and P1 compete for R1. Since P2 has higher priority than P1, P2 is granted

access and moved to the bottom of the queue. In this manner, it is apparent that
20 fairness is achieved since processes that have not been granted access to R1

have higher priority than processes that have been granted access.

[0055] The method discussed above is illustrated in the flowchart of FIG.
12. The method for a process P1’s semaphore system begins at block 1200 and

continues to block 1202 where it is determined if there is a conflict between
13



[0052] A local arbiter 402 for a first process comrunicates with a | ocal
arbiter 402 for a second process to determne if there is a conflict. If
there i s WO oso6l7hd ct, the gl obal arbiter 802 resol ves thePconfShi/etesby
giving the resource to the process with the higher global priority as
determ ned by its global priority queue 5 900. For exanple, if process Pl

has a higher priority int | obal prioridy,.gueue than.prgcess. P2, then

i f procefisl’é(é“se%l#J ﬁﬁadﬁog?%ﬁﬁ? %gﬁgﬁaﬁ%qr@alﬁ%sﬂ%ﬂ&'§@ncorﬁlé(§0ﬁ]|e§éﬁl5, t hen the
gl obal arbiter grants access to the resource Rto Pl. [0053] An SX nple is
i | | ust r adeterningd &P 13 glaksbpaoritys greatepinareR3 liehal priopity pgblops 1 Qﬁd P5
are at one tinme or another conpeting for a given resource, Rl. 10 Assune

t hat t he IfgP tbajloal ipoiorityisqureater itisan RRis glbbalgetiariig.thenacceds Issgrantes 1o ghest
priority and P5 initially has the lowest priority (step 1). At step 2, P1

and P2 gonpesieck 020K Gthefwlse $868sd isrtionida tieP 1Rt biwek 1 gher priority than
P2, P1 is granted access and then noved to the bottom of the queue in step

3. [0054] At step 4, P4 and P5 conpete for RL. Since P4 has higher priority

15 than i605614 IS ofteie B eesficiatitbrmiedetepmintel ibid msoafcd Rds (poked i n
step 5. At step 6, Pl and P4 conpete for RL. Since Pl has higher priority

han P4, '
7R st B T B A R B 8 R A TE IO TSty Chan

P1, P2 i rant e ac nd, npv t l.p this
manner . Jacked Bz, 3% PR SR i Bek B RoheBRctoss REreite RAB. Tl
have not been granted access t have hi riority than ocesses
fhat haveraedto Pl sdiosk d2e. T sirhetandarsnad Brbiedets Bishh GreR
illustrated in the flowhart of FIG 12. The method for a process Pl's
semaphor ¢hely Brldendesifidhaccasship Gt at hieok 124d. If there is no conflict, and the

10 resource R is not locked by P2, then access to resource R is granted to P1 at

block 1208. The method ends at block 1214.
Semaphore Comprising Local Arbiter and Timer Element

[0057] In another embodiment, as illustrated in FIG. 13, a semaphore

system 316, 318 may comprise the local arbiter 402 and a timer element 600 that
15 keeps track of the time that its corresponding process has waited for a given

resource without locking, supra. Additionally, each process is given an entry in

the global priority queue 900 of the global arbiter 802.

[0058] When multiple processes request the same resource, the local
arbiter 402 for a first process P1 of the multiple processes resolves a conflict
20 between P1 and a second process P2 of the multiple processes, where P1 has

higher priority than P2, as follows:

[0059] . the local arbiter 402 will grant access to the process that has

been waiting longer, as determined by the timer element 600;
14



continues to block 1202 where it is determned if there is a conflict
bet ween 13 WO 03/060714 PCT/ US03/ 00659 process Pl and process P2 over a
resour ce WO Bfed7mere is a conflict, then it is determ nedCrfusPioesyl obal
priority is greater than P2's global priority at block 1204. 1If P1l's
gl obal priority is greater than P2's global priority, then access is

granted t at bl ock 120 O herwi se access |,S nied to P1 ock
1205 °5 180881 It Chere I SONPTEBRTISCRAVS Hesn Melng B ARIPLRTOf fae:
resource Ris |locked by P2 at block 1206, and if P2 has released its |ock
on R at Bheglarhiraion i offforded tohealobs! arbitenRA2 o resplve Bece@llicti ts | ock on

R, then access to resource Ris granted to P1 at bI ock 1208. If Ris
| ocked and P2 has not released its | ock on R Pl is deni ed access to

Rat bl ocd0861D. |f ©Rnee arhitsation baﬁbeeetoﬁl@a‘dﬁdh@éhg@l@w@b%@ 802, $heyot

| ocked by P2, then access to resource Ris granted to P1 at block 1208.
The et haglolesidabidér &0 cansiRis4he Shoteg) poioetyCguegue 80O 1dp Hetsamine tvhtokroreandf Ti mer
El ement [0057] In another enbodinent, as illustrated in FIG 13, a

semapRor ehe $W6HROESRs @@mmarsqﬁﬁgheuspném MpeadloBalirbrér O tHMcgrantd ner

el enent 600 that 15 keeps track of ‘the time that its corresponding process

has wai t ed £k 184 de&ersggﬁgug?ﬁg\ggfr@gg% H{?)rl;égr pupra. Addi tionally, each

process is given an ent ueue 900 of the gl obal
arbiter 802 [ 0058] When nultiple processes request the sane resource, the

| ocal 402 | S
resol ves ol bBQLf #l%&%bé%ét%tegmg?&&sjssgtho%]ﬁﬁéwc?g? ‘%é)%%?gfﬁzoenul tiple
processe Semapeiwore syspem begins at block 1400 and continues to block 1402 where it is
determined if there is a conflict between process P1 and process P2 over a
10 resource R. If there is a conflict, then it is determined whether P1 and P2 have

been waiting an equal amount of time at block 1404. If there is no conflict, then it

is determined if the resource is locked by process P2 at block 1406.

[0063] If there is a conflict, and P1 and P2 have been waiting an equal

amount of time, it is determined if P1’s global priority is greater than P2's global
15  priority at block 1412. If P1’s global priority is greater than P2’s global priority,

then access is granted to P1 at block 1414. Otherwise access is denied to P1 at

block 1416.

[0064] If there is a conflict, and P1 and P2 have not been waiting an equal

amount of time, it is determined if P1 has been waiting longer for the resource R
20 than P2 at block 1408. If P1 has been waiting longer than P2 for resource R, then

access to resource R is granted to P1 at block 1414. Otherwise, access to

resource R is denied to P1 at block 1416.

[0065] If there is no conflict, then it is determined if the resource R is locked
15



hi gher priority than P2, as follows: [0059] the local arbiter 402 wll

grant access to the process that has been waiting |longer, as determ ned by
t he ti nmerweloaienti4 600; 14 WO 03/ 060714 PCT/ US03/ 00659 [ O®@E6@]USLS/0ds6e h
processes have been waiting the same anount of tine, then arbitrationis
of fl oaded to the global arbiter 802 to resolve the conflict. [0061] Once

bitration has b ffloaded to the gl obal arbi 02, bal
b ey BUPZ anaork 440hegh 2 hah Ielerasy beiagd 0 atslek W LR oh one

of 5 the two processes 302, 304 has higher priority. The gl obal arbiter
802 t henlapkedtty P2 cares P2thast tetegseddtsdecton,R,3ban keoesyyta resolraghBris priority.
[0062] FIG 14 illustrates this process. The nethod for a process P1's

semaphor gramet ednPaest Msciat 44 oiiR isHdckedmdnd PR hasiast teteddealciks [DERDMRer e it
is determined if there is a conflict between process Pl and process P2

over a 191%?&59?% géni%d ddceshes R atSpiack 2016 Kithetd@hd Eonfictdah@tineg ned whet her

P1 and P2 have een wai ting an equal amount of time at bf ock 1404. |f
procets. FrafiEB Rt bkEY bR hePSidRerh FtesdurddR SR 2035, Rlve
or 1 or | 1y biasksP B4 et methedeadgpbback i%r or ty at bl ock 1412, 11 PL's
global priority is greater than P2's global priority, then access is
Tt6. “[OURON T nETG: 15 1% asnia S GAGTAPL IR HAU0 AdeCR B Stai t1ng an
equal 402 as described in embodiments of the invention. Elements 1500 and 1502

illustrate circuitry for determining whether any conflict exists. Element 1500

10  determines whether a first process P1 and a second process P2 are requesting
the same resource R, and element 1502 determines if P1 is requesting a resource
that P2 has locked. Element 1504 accepts input from the global priority block to

determine which process has higher priority, and element 1506 accepts input from

the timer element to determine which process has been waiting longer.

15 [0067] For example, for a local arbiter 402 corresponding to a process P1,

access to a resource R will be granted if:

[0068] . P1 does not request the same resource as P2, and P1 does
not request a resource that P2 has locked. This is represented by the circuitry of

FIG. 15 as follows:

20 [0069] If element 1532 is TRUE, then access to R is granted to P1. If
element 1532 is FALSE, then access to R is denied to P1. Element 1532 is TRUE

if both elements 1508 and 1530 are TRUE.

[0070] Element 1508 generates a TRUE signal if P1 and P2 are not
16



amount of tinme, it is determned if Pl has been waiting | onger for the
resource R 20 than P2 at block 1408. If Pl has been waiting |onger than P2
for resouwoasms07then access to resource Ris granted to PPCatusbhs/awk 1414.
O herw se, access to resource Ris denied to P1 at block 1416. [0065] If
there is no conflict, then it is determned if the resource Ris |ocked 15

WO 03/ 060714 PCT/ US03/ 00659 by P2 at_block 1406, and if P2 has r ased
its |ockr@ﬁumﬂgﬂhs@@nﬁmoume-RTﬁgs i %&ﬁé&%@stpé,entﬁf?d 4@?%}3 eﬂé!?géééd its
|l ock on R, then access to resource Ris granted to Pl at block 1414. If R
i s | ockedequestidentiier nibenreeT BREesighalds igeokrraiad Rt elamnent H908.s deni ed access
to Rat block 1416. If there is no conflict, and the 5 resource Ris not

| ocked by P2, then access to resource Ris granted to Pl at block 1414.
The met hd@02Hds at Hiemekt 1438 gepevses adiRVEmigna itbalhslementsc1646 andgr am
for inplementing a local arbiter 402 as described in enbodi ments of the

i nvent i on.528 gamendie 4 5B0.SEhsighal0 Eleidnt 4628 tgeneratesiat FALSErsighed éf githairng
whet her any conflict exists. Element 1500 10 determ nes whether a first

process RlcABHt %@69'@91@?%8?@%?& FHISSE 8RBt TS, fohexampke, 'ehsALAce R, and
el ement 1502 determnes if Pl is requesting a resource that P2 has | ocked.

£ i . fr _ LS :
ahi ch pr oRaeEEA e A ERESF, SOMP 1 o8 ot Rt e Bk, 8t PERER Mo e
ti I t to det ' i h i.ti.ng | 0067
For - examppeed o BY G BTl 2P RS2 ear A mbna A d 4T SREEENBETD hccess
to a resource Rwll be granted if:

or 1524 generates a FALSE signal. For example, element 1510 generates a

FALSE signal if P1 does not request the same resource that P2 requests - in other

10  words, this generates the opposite signal of element 1508.

[0072] . P1 does not request the same resource as P2, P1 requests a
resource that P2 has locked, but P2 releases that lock. This is represented by the

circuitry as follows:

[0073] If element 1532 is TRUE, then access to R is granted to P1. |f
15 element 1532 is FALSE, then access to R is denied to P1. Element 1532 is TRUE

if both elements 1508 and 1530 are TRUE.

[0074] Element 1508 generates a TRUE signal if P1 and P2 are not
requesting the same resource. Thus, if P1’s request identifier does not equal P2’s

request identifier, then a TRUE signal is generated at element 1508.

20 [0075] Element 1528 generates a FALSE signal if either element 1512 or
1514 generates a FALSE signal. Thus, for example, if element 1512 generates a
TRUE signal instead (because P1 requests a resource that P2 has locked), then

element 1514 must generate a FALSE signal. This occurs if P2 releases its
' 17



[ 0068] Pl does not request the sane resource as P2, and Pl does not
request a resource that P2 has |locked. This is represented by the circuitry
of FIG wboawed7od | ows: 20 [0069] If element 1532 i s TRUEPCThsSn3/ewsess to R
is granted to P1. If elenent 1532 is FALSE, then access to Ris denied to
P1. Elenent 1532 is TRUE if both elements 1508 and 1530 are TRUE. [0070]

El enent 1508 generates a. TRUE . signal if P P2 are n WO 03/ 060714
PCT/ US03,80688Y Iqckgdddentifier Simigits @@?Suééﬁg@ﬁ{}%@t‘?ﬁ a%ﬁ'ssléél%‘@gff
identifier does not equal P2's request identifier, then a TRUE signal is

gener at egither elearanit1 51908 1§2d0ganeratesre AALSE3ggneln draitexarpleelemaninal i f
both el enents 1526 and 1528 generate a FALSE signal. Elenent 1528

gener at e 530kinSrates GNEALBE shyivdief P1 doek ewkndquisst thevsarhblrésgencerthaeS2a
FALSE signal. Thus, for exanple, elenent 1512 generates a FALSE signal if

Pl does rr‘é’%uéﬁgu?r?@)tf%r'i/\?o?eé',rtﬁ?s %&?éra’t%% thaopposk efgnaPoiblemndnt.158lgement 1526
gener at es FALSE signal if either elenent 1510 or 1524 generates a FALSE

signal. For exanple, elenment 1510 generates a FALSE signal if P1 does not

request gblm@]ams resour e iéq@tes@th@mkésourwa@mrml@ R TeGuedtinigsa
generates the opposite signal of elenent 1508. [0072] P1 does not request

th : but P2
ol eaces RO RS o0ibd, BRI A repGBRREFrdeelcd it B2 frioERed v
[0073] fthgr|1 E%ngs rle e?’azseldS th-g o%k),tar}l%nP'ijl %gg%vsaitte% lgnéésr foF %?é Fedso ?ceptlﬁanl f

P2. This is represented by the circuitry of FIG. 15 as follows:

[0077] If element 1530 is TRUE, then access to R is granted to P1. If
10 element 1530 is FALSE, then access to R is denied to P1. Element 1530 is TRUE

if both elements 1526 and 1528 are FALSE.

[0078] Element 1528 generates a FALSE signal if either element 1512 or
1514 generates a FALSE signal. Thus, for example, element 1512 generates a
FALSE signal if P1 does not request a resource that P2 has locked. Also, if

15 element 1512 generates a TRUE signal instead (because P1 requests a resource
that P2 has locked), then element 1514 must generate a FALSE signal. This

occurs if P2 releases its currently locked identifier.

[0079] Since element 1510 generates a TRUE signal if P1 has requested
the same resource as P2, element 1526 generates a FALSE signal under the

20  following circumstances. P1 and P2 have not been waiting the same amount of
time, causing element 1518 to generate a FALSE signal, and therefore, causing
element 1520 to generate a FALSE signal. Since P2 has not been waiting longer

than P1, element 1522 generates a FALSE signal. Consequently, element 1524

18



15 el ement 1532 is FALSE, then access to Ris denied to P1. Elenent 1532 is
TRUE if both elenents 1508 and 1530 are TRUE. [0074] El enent 1508

gener at eswa 03RE145i gnal if Pl and P2 are not requesting Phe/Gsas@oesesource.
Thus, if Pl's request identifier does not equal P2's request identifier,
then a TRUE signal is generated at el ement 1508. 20 [0075] El enment 1528

generates a FALSE signal if either ele t 1512 or enerates a FALSE
si gnal . Tnerateg@ %&gﬁgl%gnﬁ“f aiy @[?@Pﬁnt%g{éﬁ W@%&%éﬁ%ﬁ%@@ngli # instead
(because P1 requests a resource that P2 has | ocked), then elenent 1514
nust geneesuly edePANSES30 gaakratahpsT RIdE wignalfamebPi s esantsdiacseasrtod

03/ 060714 PCT/US03/ 00659 currently locked identifier. Simlarly, elenent
1526 generates a FALSE signal if either elenent 1510 or 1524 generates a
FALSE si dA880] For exanplR{ requssimthe semn® refnseassd 4 Haisswtsegyrgtingra p1
does not request the sane resource that P2 requests - in other words, this
gener at egeth@cenpasiP? asdochel, (of if BHerasequbdigd Hrd0liréd that Rbaekicked he
same resource as P2, P1 is not requesting a resource that P2 as | ocked,

(or if P]thﬁgt?’? (R4 RHE RSb PEhae fotit), 721 hBawatddestheaekedrce édelyRs 1BAg as

rel eased t l'ock), and P1 has waited | onger for the resource than P2.
TS e UERLHREP R e LSHEbIo il PAS gdBenidi] R sl BRRknldy |
el erent s U558 g asod G- 45 SEOWR00 78] B ement 1528 generat e a FALSE
signal if either elenent 1512 or

[0081] If element 1530 is TRUE, then access to R is granted to P1. If

element 1530 is FALSE, then access to R is denied to P1. Element 1530 is TRUE

10 if both elements 1526 and 1528 are FALSE.

[0082] Element 1528 generates a FALSE signal if either element 1512 or

1514 generates a FALSE signal. Thus, for example, element 1512 generates a

FALSE signal if P1 does not request a resource that P2 has locked. Also, if

element 1512 generates a TRUE signal instead (because P1 requests a resource
15 that P2 has locked), then element 1514 must generate a FALSE signal. This

occurs if P2 releases its currently locked identifier.

[0083] Since element 1510 generates a TRUE signal if P1 has requested
the same resource as P2, element 1526 generates a FALSE signal only if element
1524 generates a FALSE signal. P1 and P2 have been waiting the same amount
20 of time, causing element 1518 to generate a TRUE signal. Since element 1518 is
TRUE, element 1522 is necessarily FALSE. P2 does not have a higher priority
than P1 so element 1516 is FALSE causing element 1520 to be FALSE. This

causes element 1524 to be FALSE, and, therefore, element 1526. As a result,
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1514 generates a FALSE signal. Thus, for exanple, elenent 1512 generates a
FALSE signal if Pl does not request a resource that P2 has | ocked. Also, if
15 el erervOD30&7¢ener at es a TRUE signal instead (because PLTrEsquests a
resource that P2 has | ocked), then el enent 1514 nust generate a FALSE
signal. This occurs if P2 releases its currently | ocked identifier. [0079]
Since ele TRUE si gnal P1 h requested t he sane
resour ce §§ﬂ3§&5%$0%§”% 'ER %98@ ﬁﬁt%ﬁsgﬁﬁ agpegsiotthe 20
foll owi ng circunstances. Pl and P2 have not been waiting the same anount of
time, causing elenent 1518 to generate a FALSE signal, and therefore,
causing elenent 1520 to generate a FALSE signal. Since P2 has not been
waiting |onger than Pl, el enent 1522 generates a FALSE signal.
Consequently, elenment 1524 18 WD 03/ 060714 PCT/ US03/ 00659 generates a
FALSE signal, and el enment 1526 generates a FALSE signal. As a result,

el ement 1530 generates a TRUE signal, and Pl is granted access to R

[ 0080] P1 requests the same resource as P2, P1 is not requesting a
resource that P2 as |ocked, (or if Pl has requested a resource that P2 has
| ocked, 5 then P2 has released that |ock), Pl has waited for the resource
equally as long as P2, and P1's global priority is greater than P2's

gl obal priority. This is represented by the circuitry of FIG 15 as
follows: [0081] If elenent 1530 is TRUE, then access to Ris granted to P1.
If elenment 1530 is FALSE, then access to Ris denied to P1. El enent 1530
is TRUE 10 if both elenents 1526 and 1528 are FALSE

20



[0082] El enment 1528 generates a FALSE signal if either elenent 1512 or

1514 generates a FALSE signal. Thus, for exanple, elenent 1512 generates a
FALSE si gwalo3io6o7iPl does not request a resource that P2 ha®cramsk#thesAl so, if
el enent 1512 generates a TRUE signal instead (because Pl requests a
resource 15 that P2 has | ocked), then elenent 1514 nust generate a FALSE
signal. This occurs if P2 releases its currently |ocked identifier. [0083]
Si nce el e@BAUSIKBIO generates a TRUE signal if Pl has requested the sanme
resource as P2, element 1526 generates a FALSE signal only if elenment 1524
generates a FALSE signal. Pl1 and P2 have been waiting the sane anmount 20 of
time, cal84 el endhtisi®1 & veotige hepdeengleprabed fghasensiphoe sydaanthalsi1s is
TRUE, el enment 1522 is necessarily FALSE. P2 does not have a higher priority
t han Pl sothadeehmmpraces6 dventsAtaBterchan iomgresberoengdvelB20 1t ondentbld8BentThi s
causes el enment 1524 to be FALSE, and, therefore, elenent 1526. As a result,

19 VWO 03{{686E4sETEMIEH & fix&d ﬂ@ﬂ%/. 1R 3hodrsresabeginfent RHE frbeesd , and
P1 is granted access to R 20 WD 03/060714 PCT/ US03/ 00659 Concl usi on

[0084§ TQ\'fént ian féwggg_bgge@az?%gﬁw?ﬁ%ﬁwi bed for a semaphore systemt hat

i s based on process events r on resource events. | n one
enbodi nent, the process event is a sinple fixed priority. In another

embodi meffogsiNe P AFERSfore oRG SpbéififatdH, tRE FiehAS A oL RAH FeddiibRt vith
reference to specific embodiments thereof. It will, however, be evident that
various modifications and changes may be made thereto without departing from
the broader spirit and scope of the invention. The specification and drawings are,

10  accordingly, to be regarded in an illustrative rather than a restrictive sense.
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[0085] In the foregoing specification, the invention has been descri bed
wth reference to specific enbodinents thereof. It will, however, be

evi dent twato3/oeend ous nodifications and changes nay be na@eTiuses/etss W t hout
departing from the broader spirit and scope of the invention. The
specification and drawi ngs are, 10 accordingly, to be regarded in an
illustrative rather than a restrictive sense. 21 WO 03/060714

PCT/ USO3WHBH9S CHAMEBIZISLAIMED |S: 1. A nethod conprising: requesting
access to a shared resource for a first process having a first |ocal
priority; 5 determning if a second process is sinultaneously requesting
access td. t heA rshthoddcarepiiringe, t he second process having a second | ocal
priority; and if the second process is sinultaneously requesting access to
the shared resource, then granting access one of the first priority and
the 10 secondrguuestingychess fya sharesheasoutsafor griiret progess having antshod of
claim1, wherein the local priority is fixed for each of the first and the
second process. 3. |otheptietitypd of claim 1, additionally conprising if the
second process is not sinultaneously requesting access to the shared
resource, then: 15 determning if the second process currently has a | ock
on the shareddetezsining ¢, a second process is simultaneously requesting access to the

shared resource, the second process having a second local priority;

and

if the second process is simultaneously requesting access to the shared
resource, then granting access one of the first priority and the

10 second priority having a higher local priority.

2. The method of claim 1, wherein the local priority is fixed for each of the first

and the second prdcess.

3. The method of claim 1, additionally comprising if the second process is not

simultaneously requesting access to the shared resource, then:

15 determining if the second process currently has a lock on the shared

resource;

if the second process currently has a lock on the shared resource, then

denying the first process access to the shared resource; and

if the second process does not have a lock on the shared resource, then

20 granting the first process access to the shared resource.

4. A method comprising:
22



if the second process currently has a | ock on the shared resource, then
denying the first process access to the shared resource; and if the second
process dwelsnet7ihave a | ock on the shared resource, thenPCTUSgseNss? ng t he
first process access to the shared resource. 4. A nethod conprising: 22 WO
03/ 060714 PCT/ US03/ 00659 requesting access to a shared resource for a
first process having a first | ocal griorit anf ? first wait ti.nme;

det er mi ni ng i reauestiteraessdedshased resaurenm &y P@%ﬁ?@&he}‘(ﬁ]ga%é'g%s to the
shared resource, the second process having a second |local priority, 5 and
a second wait tinmejoddl prioetys endradfifst weddkne:s si mul t aneously requesting
access to the shared resource, then granting access to one of the first
process and the second process having a longer wait tinme; and if the first
wait time equaletemtiningstasecond pradass, s siewtaneonsiyngadesivng ageessito thae of
the first process and the second process having a | ocal higher priority.
5. The nethod of clshiared restueceithe sbeohd pedcassihmvirigya isscona &xtat priodigch of
the first and the second process. 6. The nmethod of claim4, additionally

conprigsing if the spePNdeBERERER tinge;nOt 15 simul taneously requesting
access to the shared resource, then: determining if the second process

currently has a | ock on the shared
if the second process is simultaneously requesting access to the shared
resource, then granting access to one of the first process and the

second process having a longer wait time; and

if the first wait time equals the second wait time, then granting access to
10 one of the first process and the second process having a local

higher priority.

5. The method of claim 4, wherein the local priority is fixed for each of the first

and the second process.

6. The method of claim 4, additionally comprising if the second process is not

15 simultaneously requesting access to the shared resource, then:

determining if the second process currently has a lock on the shared

resource,;

if the second process currently has a lock on the shared resource, then

denying the first process access to the shared resource; and

20 if the second process does not have a lock on the shared resource, then

granting the first process access to the shared resource.
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resource; if the second process currently has a | ock on the shared
resource, then denying the first process access to the shared resource;
and 20 i fwoDhg/oedtond process does not have a | ock on the ®lansd3/emwsource,
then granting the first process access to the shared resource. 23 WO

03/ 060714 PCT/ US03/00659 7. A method conprising: requesting access to a
shared resource for a first process having a first global priority on a
gl obal pri ori pymetkeidecarhpasigyobal arbiter; determning if a second process
is sinultaneously requesting access to the 5 shared resource, the second
process having a second global priority on the global priority queue of
the gl obal ar béduerstingratciets tde shecen tespuocets a firssprogesamavingl § firstquest i ng
access to the shared resource, then granting access to one of the first

process and the seggau ﬁbﬁﬁ&%a@dbd?%n@nfv Glnstle 6f #BRJbapaiisieriy. 10 8. The

met hod of claim7, mhereln the global priority queue is one of a plurality
of global priority queues in the gl obal arbiter, and each global priority

queue correspeResifing idh %éeoﬁchaf&@sé¢§@Mtﬂ@neauswh@qn@étnqiawesglt@itm 7,
additionally conprising if the second process is not sinultaneously

requesting access tsﬂa{ﬁ%be e%%ﬁh?ed tﬁ@é@%&?}r&fgg&c@ﬁ@ha%ﬁg%%@éé‘ﬂd‘bl‘%@al brié g

second process curren l'oc ared “resour
on the global priority queue of the global arbiter; and
if the second process is simultaneously requesting access to the shared
resource, then granting access to one of the first process and the

second process having a higher global priority.

10 8. The method of claim 7, wherein the global priority queue is one of a
plurality of global priority queues in the global arbiter, and each global

priority queue corresponds to a given shared resource.

9. The method of claim 7, additionally comprising if the second process is not

simultaneously requesting access to the shared resource, then:

15 determining if the second process currently has a lock on the shared

resource;

if the second process currently has a lock on the shared resource, then

denying the first process access to the shared resource; and

if the second process does not have a lock on the shared resource, then

20 granting the first process access to the shared resource.

10. A method comprising:
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if the second process currently has a | ock on the shared resource, then
denying the first process access to the shared resource; and if the second
process dwelsnet7ihave a | ock on the shared resource, thenPCTUSgseNss? ng t he
first process access to the shared resource. 10. A nethod conprising: 24 WO
03/ 060714 PCT/ US03/ 00659 requesting access to a shared resource for a
first process having a first global priority on.a, global ,priorit, ueue of
a gl obal - ar bi fequesiing aoges$ é?‘IaW%Feﬁﬁéﬂi‘"?e (qr@effrshgf%eﬁ?rh%t\@giq%'étgecond
process is sinultaneously requesting access to the 5 shared resource, the
second process havighapah psietitynen glghkal ppioribr quste oha giebaypautar, phdority -
queue of the global arbiter, and having a second wait tine; if the second
process is sinultanhaongl ¥ firstqudistirnag access to the shared resource, then
granting access to one of the first process and the 10 second process
having a longer wait tine; and if the first wait tine is equal to the
second wait tideesrmiihiag iba astomd pronessds sionultaneoaslytrequéstirgg agressdeshand t he
second process having a higher than global priority. 11. The method of

clai "f 10, wherein GRaret RRJUrdY, ithE sb¥orithBtiteks halmgod s8coddgllour plibfity of
gl obal priority queues in the global arbiter, and each global priority

queue corresponds .9 JeUNEN sHAALFGuL S BHESlobal arbiter, and having a

second wait time;

if the second process is simultaneously requesting access to the shared
resource, then granting access to one of the first process and the

10 second process having a longer wait time; and

if the first wait time is equal to the second wait time, then granting access to
one of the first process and the second process having a higher than

global priority.

11.  The method of claim 10, wherein the global priority queue is one of a
15 plurality of global priority queues in the global arbiter, and each global

priority queue corresponds to a given shared resource.

12.  The method of claim 10, additionally comprising if the second process is

not simultaneously requesting access to the shared resource, then:

determining if the second process currently has a lock on the shared

20 resource;

if the second process currently has a lock on the shared resource, then
denying the first process access to the shared resource; and
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12. The method of claim 10, additionally conprising if the second process
mul t aneously requesting access to the shared resource, then:
det er m niwg@ 0Bf6d7he second process currently has a | ock onpchasshersed 20

is not si

resour ce;
resour ce,
and 25 WO

if the second process currently has a | ock on the shared

then denying the first process access to the shared resource;

o s B SFB00ATER=s di nof A 3.0 T YRR 3ebdiee ke

| ock on the sH
shared resource. 13. An apparatus conprising: a local arbiter to arbitrate

on behal f
r esour ces;

10 determ

of the c&raptipmH gt prasess aceess Bribesthared FesAUiEal ity of

have a
s to the

and a semaphore to indicate a status of the correspondi ng
process. 14. The apparatus of claim 13, additionally conprising a | ocal
priority 18 ocl\n @PPIABITER®BPHSINGcal priority of the corresponding process.
15. The apparatus of claim 13, additionally conprising a tinmer elenent to

ne a wait tinme for the correspondi n r . 16. A t
conprisi hg: orfeloggl greiter %ﬁmtﬁéng@EQg}gﬁ&%ﬂr%éggg ﬁgr%roﬁ?%%%;@gfgfeach

corresponding to a semaphore system and

each semaphore system having a

| ocal 5arbiter to arbpluralityg of @sascesssandl5 to a given one of the shared

resour ces.

14.

a semaphore to indicate a status of the corresponding process.

indicate a local priority of the corresponding process.

15.  The apparatus of claim 13, additionally comprising a timer element to

10

determine a wait time for the corresponding process.

16. A system comprising:

15

17.

20

one or more shared resources; and

The apparatus of claim 13, additionally comprising a local priority block to

one or more processes, each corresponding to a semaphore system, and

each semaphore system having a local arbiter to arbitrate for access

to a given one of the shared resources.

comprises a local arbiter block having a local priority corresponding to a

The system as in claim 16, wherein a given semaphore system additionally

corresponding process, and the local arbiter arbitrates for access to a given

one of the shared resources by granting access to the corresponding
process if its corresponding process has a local global priority than a

conflicting process.
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17. The systemas in claim 16, wherein a given semaphore system
additionally conprises a |local arbiter block having a local priority
correspormiDrg/o61e  correspondi ng process, and the | ocal &chiusesomsditrates
for access to a given one of the shared resources by granting access to
the corresponding 20 process if its corresponding process has a | ocal

gl obal priority than a conflicting process. 26 WO 03/060714 PCT/ US03/ 00659
18. The si&t enihef systamnofclaimvhgnehereirhtihel locall priprityis fixed.s fi xed. 19. The
systemas in claim17, wherein the given semaphore system additionally
conprises a timer element, and the local arbiter arbitrates for access to
a given offe ofTheheysidrarainraigioud ¢ ewbgreibthy ginen sgnaphess sysiethe
correspondi ng process if the corresponding process waited |longer for the

gi ven resour cexddishalip@oripitfses e limer Bleasaftsand angliochl afbitee arbiaesridi ng
process waited the sanme anount of tine for the given resource as the

conflicting pr&t&gg&o B'befvrér%ﬁﬁbi’ﬂ% ﬁ%ﬁéﬁeécﬂgkg%y;o correspondi ng process

if the corresponding process has a cal "priority than the
conflicting process. 20. The system of claim 16, wherein the |ocal arbiter

arbi tates f Or%r%ﬁﬁﬁ% 2ctésto tﬂb‘é%?re%@@n@iﬁg}??@céé’saﬁ% EGRO SR Pratedst | ng
access to the Torresponding process If ere are no conflicti’ng processes.
21 waited longer for the given resource than the conflicting process;

and

if the corresponding process waited the same amount of time for the given
resource as the conflicting process, then granting access to the
10 corresponding process if the corresponding process has a higher

local priority than the conflicting process.

20. The system of claim 16, wherein the local arbiter arbitrates for access to a
given one of the shared resources by granting access to the corresponding

process if there are no conflicting processes.
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WO 03/ 060714 PCT/ US03/ 00659 21. The systemas in claim?20, the system
additionally conprising a global arbiter having a global priority queue,

t he gl obawoaslst7es to: nodi fy process priorities by novi n@Cprusopemses t hat
have been granted access to a given resource to a position in the gl obal
priority queue 5 having a lowest priority; and arbitrate conflicts between
a first process and a second process by granting access to one of the
first praress Trdsyshemsaciardaipr 2@.ahs syatarmgdditiohally ngmprisinge glaiebbal
priority. 22. The system of claim 16, wherein the semaphore additionally

conprises a LOnkddWRvicd 8Bal priodity fesleyané gyl beitexitdi trates for access
to a given one of the@shared rpglsouyrd(j:‘i by: ggranti ng access to the

correspondi ng process if the corresponding process waited |onger for the
gi ven resour C%bb@ﬁgﬁ)c@@gfdribﬁtie@ﬁy PiGIES proceades ithatt fevedmsaregoeti ng
pro](c:?e_ss has waite he same anount of tine for the 15 given resource as the
conflicting proces f £l ' iti R g Rbef BESHlQuugl obal
arbiter. 23. The s%%cyeeg]gg%%éwégf%é%@%?ﬁ%%gbgygpgﬁm %gi ti gﬁa(lgrlltycqco#gri si ng
t he gl obal arbiter, havin | obal rity queue, the global arbiter to:

. . o \L g a r prl
modi fy priorities RPN BAQUES BIPTIG\ANY processes that have been grant ed
20 access to a given resource to a position in the global priority queue

gﬁ\éi gg sgcgﬁ\é\e;qtrgglggigg %bbﬁ;&p%%w%&%lé fidt [earocc%r%fslain%tg sBESNE SFbc%sEibryséraH{ir(?gfess
access to one of the first process and the second process having a

having a higher global priority.

22.  The system of claim 16, wherein the semaphore additionally comprises a
10 timer element, and the local arbiter arbitrates for access to a given one of

the shared resources by:

granting access to the corresponding process if the corresponding process

waited longer for the given resource than a conflicting process; and

if the corresponding process has waited the same amount of time for the
15 given resource as the conflicting process, then offloading the

arbitration process to a global arbiter.

23.  The system as in claim 22, the system additionally comprising the global

arbiter having a global priority queue, the global arbiter to:

modify priorities to processes by moving processes that have been granted
20 access to a given resource to a position in the global priority queue

having a lowest priority; and

arbitrate conflicts between a first process and a second process by granting
28



28 WO 03/060714 PCT/ US03/ 00659 access to one of the first process and the
second process having a higher priority. 24. A machi ne-readabl e nedi um
havi ng stwoed/osdiesr eon data representing sequences of i nsPCEASOBOBSI t he
sequences of instructions which, when 5 executed by a processor, cause the
processor to performthe follow ng: request access to a shared resource

process | o st mil ¢ an@0ey S bt e 86 Roselt e selFATER Pes i A 1TC

second process haviB? a second local priority; 10 and if the second
process si mul t aneouSi9Ner &FREYLs access to the shared resource, then grant
access one of the first priority and the second priority having a hi gher

| ocal priqrity. 25. The mgchi ne-readabl.e nedi of claim 24, wherein the
local pri af tyATachigereRdanledrediEnneYing FOTeABe eRaA SCRIESERING r ocess.
26. The machi ne-readabl e nmedi um of claim 24, additionally conmprising if the
second processs¢guensessifrinstiugiiongsing saayesses of institicions whiche Wiedr ed
resource, then additionally conprising sequences of instructions which,
when eXecut ed byeecutpd byesprcessaysausd éhepparessor tot perfent thenfioll@Pindet er m ne
if the second process currently has a |l ock on the shared resource;

request access to a shared resource for a first process having a first local

priority;

determine if a second process is simultaneously requesting access to the
shared resource, the second process having a second local priority;

10 and

if the second process simultaneously requests access to the shared
resource, then grant access one of the first priority and the second

priority having a higher local priority.

25.  The machine-readable medium of claim 24, wherein the local priority is

15 fixed for each of the first and the second process.

26. The machine-readable medium of claim 24, additionally comprising if the
second process is not simultaneously requesting access to the shared
resource, then additionally comprising sequences of instructions which,

when executed by a processor, cause the processor to perform:

20 determine if the second process currently has a lock on the shared

resource;

if the second process currently has a lock on the shared resource, then
29



if the second process currently has a | ock on the shared resource, then 29
WO 03/060714 PCT/ US03/ 00659 deny the first process access to the shared
resour ce;wand/osd714 he second process does not have a | ock ®aTiuse3/elsasr ed
resource, then grant the first process access to the shared resource. 27.
An apparatus conprising: 5 at |east one processor; and a machi ne-readabl e

orocessor . are capahrly e AFaRIs e i Sl SB BATENY “aocbss o a

shared resource for a first process having a first local 10 priority;

q . Cf oo . >l : h
shar ed 1 esour ol ¢ Aacol BFGRSsIsbeN IRHAIREAUBI iR R B R IbY Lna 1 ¢
t he second process si equsl ccess to the shared 15

.t an. request
resource, then gr angr%ﬂéhgg'r méog?sﬁﬁgeﬁﬁig&epﬁﬁ%r@ptrgsgﬂwet he second
priority having a higher |local priority. 30 WD 03/060714 PCT/ US03/ 00659
28. The a??ara}\us of claim?27. .wherein the [ocal priority is fixed for each

of the fFfst aﬂ@qpﬁéatg&c(?ﬁraprlﬁ“?ﬂ:ess.

5 at least one processor; and

a machine-readable medium having instructions encoded thereon, which
when executed by the processor, are capable of directing the

processor to:

request access to a shared resource for a first process having a first local

10 priority;

determine if a second process is simultaneously requesting access to the
shared resource, the second process having a second local priority;

and

if the second process simultaneously requests access to the shared
15 resource, then grant access one of the first priority and the second

priority having a higher local priority.
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29. The apparatus of claim 27, additionally conprising if the second
process is not simultaneously requesting access to the shared resource,
then 5 adwptisoeid y encoded instructions which, when exec®rCEASHY0BS
processor, are capable of causing the processor to: determine if the
second process currently has a |l ock on the shared resource; if the second
process currently has a lock on the shared resource, then 10 deny the
first prothss Hiaprarails Qfed@m%dwhemthfetocahUrl(i)rityUémxe;@fmr&iacprco)‘ctbes does
not have a lock on the shared resource, then grant the first process
access to the febioamd theesenondepro8dss.An appar at us conpri si ng: neans for
arbitrating on behalf of the corresponding process for one of a 15
plurality of resources; and nmeans for indicating a status of the

cor r esporifi.ng Thveoapparatiilof dhien appadditiosallyfcarhprisin@@,theddtoh@paddass is
conprising means for indicating a local priority of the corresponding
process. 32. ﬁms&ﬁammlwﬁeqﬁb&iﬁ@§@eeé%d16'thb_%'h§%d'ré%%@?éé,§tfié\9 means for

determining a 20 wait tine for the correspondi ng process.
5 additionally encoded instructions which, when executed by a processor, are

capable of causing the processor to:

determine if the second process currently has a lock on the shared

resource,

if the second process currently has a lock on the shared resource, then

10 deny the first process access to the shared resource; and

if the second process does not have a lock on the shared resource, then

grant the first process access to the shared resource.
30.  An apparatus comprising:

means for arbitrating on behalf of the corresponding process for one of a

15 plurality of resources; and
means for indicating a status of the corresponding process.

31.  The apparatus of claim 30, additionally comprising means for indicating a

local priority of the corresponding process.

32.  The apparatus of claim 30, additionally comprising means for determining a

20 wait time for the corresponding process.
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