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DISTRIBUTING SERVICE INFORMATION

CROSS-REFERENCE TO RELATED APPLICATIONS
[0601]  This application claims the benefit of Provisional U.S, Fatent Application No. 62/932,079, filed

November 7, 2019, the disciosure of which is incorporated herein by reference in its entirely.

BACKGROUND

00021 Wirelsss communication devices may sstablich communications with other devices and data
networks via various access networks, For example, a wirelsss communication device may establish
communications vig a wireless local area network (WLAN) {e.g., an Institute of Electrical and Eleclronics
Enginears (IEEE) 8062 11 WLAN) andior aradio access network (RAN) (e.g., a 3GPP RAN). A wireless
communication device may access an 802,11 WLAN andfor 3GPF network, for example, to communicate
with other wirsless devices andior io access data networks that may be communicatively coupied with the
802.11 WLAN andfor 3GPP RAN.

SUMMARY

0003}  Systemns, methods and instrumentalities are disclosed hersin (8.g., including via example
implerentations} for disiributing service information, for example, in a network (e.g., In 802.11 networks,
3GPP networks, efc.}. Servics information may relate to, for example, enhanced broadoast services
(eBCS). Enhanced broadoast services may be identified in service information flows, for example, basad
on (8.9, by use of) muiticast addresses andior g higher layer ideniifier (1D} (e.q., an internet protocal (IP)
multicast address).

f0004]  An acoess point (AP) may advertise eBCS capabilities and services, for example, by
broadeasiing a public action frame. Adverlisement and discovery of 6BCS services may be made, for
example, without {e.q., requiring} transmisston from a consuiming station. A public action frams may
comprise (.., include), for example, information specifying a category of service and/or a type of public
getion. A public action frame may (8.q., further) include information that may be used fo authenticate the
source (8.9., origin) of an eBCS service. An crigin authentication may be parformed, for example, on a per

service basis. An eBCS public action frame may include, for example, one or more of the following {a.g,
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elements): a public key fisld, an authentication pararmelers field, andfor seivice list elements, which may
specify one or more aspects of the services,

00081 A public action frame (.., and the information thersin) may be transmittad, for example, on a
pef-service basis, A public aclion frame may include origin authentication information andfor eBCS service
discovery information, A public action frame may be configured, for example, so that multiple frames may
be authenticated (8.g., through a common key and mechanism). The eBCS service information may be
{e.0., periodically) transmiited periodically. The sBCS service information may include {8.g., common}
eBCS origin authentication parameters andfor parameters that may be usad to authenticate {e.q., multiple)
frames,

60061  Consumption or usage of services by stations may be reported, Two or mora public action frames
may be empioyed, for example, to discover eBCS services consumed by stations. An elBCS membership
request frame may be sent fo a station. An eBCS membership request frame may requast that a siation
identify eBCS services that the station may consume andfor may be consuming. A station may indicale
{8.g., identify} sBCS services the station may use or may be using (e.g., consuming), for example, in a
response {e.g., an eBCS membership response frame). A station may generate an eBCS membership
response frame ideniifying zero or more BCS services that the particular station may consume or may be
consuming. Reporting (e.g., by a station) may be solicited or unsolicitad.

00071  In examples, methods may be implemenied for distributing service information. Methods may be
implemanted {e.q., in whole or in part), for example, by one or more devices, apparatuses, and/or systems
{e.g., a WTRU such as a STA andfor UE, a network naode such as an AP or a gNodeB (gNB), andfor the
like), which may comprise one or more processors corndigured 1o exscuts the methods (e.g., in whale or in
part) as comptier executable instructions that may be sfored on a computer readable medium or a
computer program product, that, when executed by the one or more processors, performs the methods,
The computsr readable medium or the computer program produnt may comgprise instructions that cause
one of more processors 1o perform the methods by executing the instructions. Although a device used in
axamplas hersin may be associated with a cartain network, other devica(s) (a.g., analogous devics(s} in
tha same or different natworks) may perform like actions.

00081 A WTRU may include a processor configured {g.¢., programmad with execuiable instructions to
implemsnt a method) to receive a broadcast frams, where the broadcast frame may include per-service
information; receive origin authentication information; delermine 1o use a servics indicated in the broadoast
frame; receive a broadcast data frame associated with a single servics, where the broadcast data frams
may be associated with the broadcast frame; and use the origin authentication information to authenticate

the broadcast data frame associated with the service.
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{00081  The per-service information may include a service definition. The origin autheniication information
may include a per-service authentication paramster.

00101  The origin authentication information may be included in the broadeast frams. The origin
autheriication information may be per-service authentication information.

100111  The per-service information and the origin authentication information included in the broadcast
frame may be associated with a single servics.

60121  The origin authentication information may be common o frames aseociated with different
services.

00131 The procsssor may be (g.g., further) configured {e.q., programmed with executable insfructions fo
implement a method) to send a frame that indicates one or more services that the WTRU is using.

[0014] The frame thal indicales one or more services that the WTRU is using may be sent in response
to reception of a rame that raquests the WTRU indicate one or mors servicss that the WTRU is using.
[0015]  The frame that indicates one or more services that the WTRU is using may include one or mors
respective identifiers associaled with the indicated one or more services,

[0018]  The service may be used without the WTRU having sent a guery to an originating device,

(00177 This Summary is provided to infroduce a selection of concepts in a simplified form that are further
desgcribed herein in the Detailed Desoription. This Summary is not infended 1o limit the scope of the claimed

subject matter. Other faatures are describad herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG. 1A is a system diagram illustrating an example communications systemn in which one or
more disciosed embaodiments may be implemented.

[0018] FIG 1Bis a sysiem diagram illustrating an example wireless transmil/receive unit (WTRU) that
may be used within the communications system illustrated in FIG. 1A according fo an embodimeant,
00201 FIG. 1C is & system diagram Bustraling an example radic access network (RAN) and an example
core natwork {CN) that may be usad within the communications system illustrated in FIG. 1A according to
an embodirment,

60211 FIG 1D is a system diagram Hustrating a further example RAN and a further example CN that
may be used within the communications system ilustrated in FIG. 1A according fo an embodiment,
00221 FIG. 2 depicts an example format of an example eBCS information frame,

{00231  FIG. 3 dspicts an exampls of a public key field.
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[0024] FIG. 4 depicts an example of an eBCS autheniication paramelers fisid,

[0025] FIG. 5 depicts an example of an eBCS servics list,

[00268] FIG. € depicts an example format for an example eBCS 1D field.

{00271  FIG. 7 depicts an example of eBCS information frames, e.q., relative to eBCS data frames,
[0028] FIG. B depicis an example of a per-service eBCS information frame,

[0028] FIG. 8 depicts an example format for an example eBCS mambership request frame.
{00301 FIG. 10 depicis an example of an eBCS membership response frams.

(00311  FIG. 11 depicte an example of an eBCS 1D list,

10032] FIG 1Z depiots an exampie of a solicited eBCS membership request and response,
[0033] FIG. 13 depicis an example of an unsolicited eBCS membarship response.,
DETAILED DESCRIPTION

[0034] Systems, methods and instrumentalities are disclosed herein (8.9, including via example
implementaticns) for distributing (2.g., eBCS) service information. Service {e.q., eBCS) capabilities may be
advertised (8.9., by an acoess point (AF)), for example, by broadeasting a pubiic action frame. A public
gelion frame may include per-service information. A public action frame may be iransmitted on a per
servics basis. A public action frame may combine authentication information and service information.
Enhanced broadoast service origin authentication may be perfcrmed on & per service basis (e.g., using
origin authenticalion information to authenticate brosdeast data frames for & consumed service). Origin
authentication information may be common to framas associated with differsnt sarvices. Servicas may be
consumed without querying a service originating device, Stations {8.g., with and without association with
an AP} may repori consumiption or usage of sarvices. Reporting may be unsolicited or soliciled {e.g., In
response fo aregquest from an AR).
[0G35]  FIG. 1A s a diagram illustrating an exarple communications system 100 in which one or more

disciosed embodiments may be implemented. The commurnications system 100 may be a muitiple access

system that providas content, such as voios, data, vidso, messaging, broadcast, etc., to muitiple wirsless
users. The communications system 100 may enable multiple wirsless users o access such content
through the sharing of system rescurces, including wireless bandwidth. For example, the communications
systems 100 may employ one or more channal access methods, such as code division muiitiple accass
{COMA), time division multiple access (TDMA), frequency division muitiple access (FDMA), orthogonal
FDMA (OFDMA), single-carrier FDMA {SC-FDMA), zero-tail unique-word DFT-Spread OFDM (ZT UW
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D78~ OFDM), unique word QFDM (UW-OFDM), resource block-fiitered OFDM, filter bank mutliicarrier
(FBMC), and the like.

[0038]  Asshown in FIG. 14 the communications system 100 may include wireless transmit/receive
unils (WTRUs) 1024, 102b, 102¢, 102d, a RAN 104/113, & CN 106/115, a public swilched islephone
natwork (PSTN) 108, the Internet 110, and other networks 112, though it will be appreciated that the
disciosed embodiments contemplate any number of WTRUs, base stations, networks, and/or network
slernents. Each of the WTRUs 102a, 102b, 102¢, 102d may be anv type of device configurad to operate
andfor communicate in a wireless environment. By way of exampls, the WTRUs 102a, 102b, 102c, 1024,
any of which may bs referred to as a "station” and/for a “STA”, may be configured to transmit and/or receive
wireless signals and may include & user aquipment (UE), a mobile station, a fixed or mobile subscriber unit,
a subscription-hased unit, a pagesr, a callular telephone, a personal digital assistant (PDA), a smartphons, a
laptop, a netbook, a personal compuler, a wireless sensor, a hotspet or Mi-Fi device, an internet of Things
{loT) devics, a watch or other wearable, a head-mounted display (HMD), a vehicle, a drone, a medical
device and applications {e.g., remols surgery), an industrial device and applications {e.q., a robot andior
other wirsless devices operating in an industrial and/or an automated processing chain contexis), a
consumer electronics device, a device operaling on cornmercial andfor industrial wirgless networks, and
the tike. Any of the WTRUs 102a, 1020, 102c and 102d may be interchangsably referred to as a UE.
00377  The communications systems 100 may also include a base station 114a andfor a base station
114b. Each of the base stations 114a, 114b may be any iype of device configured to wirelessly interface

with at least one of the WTRUs 1023, 102b, 102¢, 102d to facilitate accsss o one or more communication
natworks, such as the CN 106/115, the Internet 110, and/for the other networks 112, By way of example,
the base siafions 1142, 114b may be a base fransceiver station (BTS), a Node-B, an encode B, a Home
Node B, a Homs eNode B, a gNB, a NR NodsR, a sits confroller, an access point {AP), a wireless router,
and the fike. While the base slations 1144, 114b are each depicted as a single slement, it will be
appraciated thal the bagse stations 114a, 114b may include any number of interconnecied bass stations
andfor network elements,

[0038] The base station 114a may be part of the RAN 104/113, which may alsc include other base
sialions andior network slemenis {not shown), such as a base slation controlier (BSC), a radio nefwork
controller (RNC), relay nodes, efe. The base station 114a andior the base station 114b may be configured
to transmit andlor receive wireless signals on one or more carrier frequencies, which may be referred o as
@ cell (not shown), Thess frequencies may be in licensed specirum, uniicensed spectrum, of a
combination of ficensed and unlicansed spectrum. A cell may provide coverage for a wireless service to a

speacific geographical area thal may be relatively fixed or that may changs over time. The celf may further
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be divided inlc cell seciors. For example, the cell associaled with the base stalion 114a may be divided inio
thrae sectors. Thus, in one embodiment, the bass station 114a may include thres transcsivers, i.e., one for
each secior of the cell. in an embodiment, the base station 114a may empioy multiple-input muitipie output
{MIMO} technology and may utilize multiple transceivers for each sector of the call. For example,
beamforming may be used {o transmit andfor receive signals in desired spatial directions,

[003%]  The base stations 114a, 114b may communicate with one or more of the WTRUs 102a, 102b,
1020, 102d over an air inferface 116, which may be any suitable wireless communication link (e.g., radio
frequency (RF), microwave, centimeter wave, micromster wave, infrared (IR}, ultraviclet (UV), visible light,
ste.). The air interface 118 may be established using any suitable radio access technology (RAT).

00401  More specifically, as notad above, the communications system 100 may be a multiple access
systemn and may employ ona or more channe! access schemes, such as COMA, TDMA, FDMA, OFDMA,
SC-FDMA, and the like. For example, the base station 114a in the RAN 104/113 and the WTRUs 1023,
102b, 102¢ may implement a radio iechnology such as Universal Mobile Telecommunications System
{UMTS) Terrestrial Radio Accass {UTRA), which may establish the air interface 115/116/117 using
wideband COMA (WCDMA), WCDMA may indlude comrmunication protocols such as High-Spead Packet
Access (HSPA) andior Evolved HSPA (HSPA+), HSPA may include High-Speed Downlink (DL) Packetl
Access (HSDPA) and/or High-Spead UL Packet Access (HSUPA).

00411  Inan embodiment, the base station 114a and the WTRUs 1023, 102b, 102c may implement a
radio fachnology such as Evolved UMTS Terrestrial Radio Access (E-UTRA}, which may esiablish the air
interface 116 using Long Term Evolution (LTE) and/or LTE-Advanced (LTE-A) andfor LTE-Advanced Fro
(LTE-AFro).

00421  In an embodiment, the base station 114a and the WTRUs 1023, 102b, 102¢c may implement a
radio tachnoiogy such as NR Radio Access , which may establish the air interface 116 using New Radio
(NR).

100431 in an embodiment, the base station 114a and the WTRUs 10Za, 102b, 102¢ may implement
multiple radio access technologies. For example, the base station 114a and the WTRUs 102g, 102b, 102¢
may implement LTE radio access and NR radic acosss together, for instance using dual connectivily (DC)
principles. Thus, the air interface utilized by WTRUs 1022, 102b, 102¢ may be characterized by multipls
types of radic access technologies andfor fransmissions sent foffrom multiple types of base stations (e.g., a
eNB and a gNB).

[0044]  In other embodiments, the base station 114a and the WTRUs 1022, 102b, 102¢ may implement
radio technologies such as IEEE 80211 (i.e., Wirelsss Fidelity (WiFi), IEEE 802.16 (i.e., Worldwids
Interoperability for Microwave Access (WilMiAX)), CDMAZ000, CDMAZ0C0 X, CDMA2000 EV-DO, Interim

3

J



WO 2021/092467 PCT/US2020/059515

Standard 2000 (15-2000), inferim Standard 95 {8-95), interim Standard 856 {18-856), Global System for
Mobile communications {GSM), Enhancad Data rates for GSM Evolution (EDGE}, GSM EDGE (GERAN],
and the like.

[0045]  The base station 114k in FIG. 1A may be & wirgless router, Home Node B, Home eNode B, or
access poind, for exampls, and may utilize any suitable RAT for facifitating wireless connectivity in a
localized arsa, such as a place of business, a home, a vehicle, a campus, an indusirial faciiity, an air
corridor {e.g., for use by drones), a roadway, and the like. In one embodiment, the base siation 114b and
tha WTRUs 1020, 102d may implement a radio technology such as IEEE 802,11 to sstablish a wireless
lncal area network (WLAN). in an embodiment, the base sigtion 114b and the WTRUs 102¢, 102d may
implement a radic technology such as IEEE 802,15 to establish a wireless personal area network (WPAN)
in yat anothar embodiment, the base station 114b and the WTRUs 102¢, 102d may utilize a cellular-based
RAT {(e.g., WCDMA, CDMAZ000, GSM, LTE, LTE-A, LTE-A Pro, NR efc.) to estabiish a picocell or
femiocsll. As shown in FIG. 1A, the base station 114b may have a direct connaction to the internet 110
Thus, the base station 114b may not be required to access the Internet 110 via the CN 106/115,

[0048]  The RAN 104/113 may be in communication with the CN 106/115, which may be any type of
network configured to provide voics, data, applicalions, andfor voice over internet protocol (VolP) services
to one or more of the WTRUs 1023, 102b, 10Z¢, 102d. The data may have varying quality of service (QoS)
requirements, such as differing throughput requirements, latency requirements, error tolerance
requiraments, reliability requirements, data throughput requirements, mobility requirements, and the like,
The CN 106/115 may provide call control, billing services, mobile location-based services, pra-paid calfing,
Internet connectivity, video distribution, elo., andfor perform high-level security functions, such as user
authentication. Although nol shown in FIG. 1A, it will be appreciated that the RAN 104/113 andfor the CN
106/115 may be in direct or indirect communication with other RANs that employ the same RAT as the
RAN 104/113 or a different RAT, Far examgple, in addition to bseing connected to the RAN 104/113, which
may be ulilizing a NR radio {echnology, the CN 106/115 may also be in communication with another RAN
{not shown) employing a GSM, UMTS, CDMA 2000, WiMAX, E-UTRA, or WiFi radio technology.

100471  The CN 106/115 may aiso serve as a gateway for the WTRUs 1028, 102b, 1020, 10Zd io access
the PSTN 108, the Internat 110, and/or the other nefworks 112, The PSTN 108 may include circuit-
switched telephons networks that provide plain old telephone service (FOTS). The Internet 110 may
include a global system of interconnacted computer networks and devices that uss cormmon
communication profocols, such as the transmission control profocol (TCP), user datagram protoco! {UDP)
andior the internet protogol {IP) in the TCPAP internst protocol suite. The netwarks 112 may include wired

andfor wireless communications nelworks owned andfor operated by other service providers. For example,
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the networks 112 may include ancther CN connected to one or more RANs, which may employ the same
RAT as the RAN 104/113 or a different RAT.

00481  Some or all of the WTRUs 1024, 102b, 1020, 1024 in the communications system 100 may
include multi-mode capabilities {6.g., the WTRUs 102a, 102b, 102¢, 102d may include multiple transceivers
for communicating with different wireless networks over different wireless links). For exampls, the WTRU
102¢ shown in FIG. 1A may be configured to communicate with the base station 114a, which may employ a
cellular-based radio technology, and with the base station 114b, which may smploy an IEEE 802 radio
technology.

[0048]  FiG. 1B is a system diagram illustrating an example WTRU 102, As shown in FIG. 1B, the
WTRU 102 may include a processor 118, a transceiver 120, a fransmitiracaive slemant 122, 2
spaakerimicrophone 124, akeypad 126, a displayftouchpad 128, non-removable memary 130, removable
mamory 132, a powsr source 134, a global positioning system (GFS) chipsst 136, and/or other peripherals
138, among others. It will be appreciated that the WTRU 102 may include any sub-combination of the
foragoing elements while remaining consistent with an smbodiment.

(00501  The processor 118 may be a general purpose processor, a special purpose Processor, &
conventional processor, a digital signal processor {DSP), a plurality of microprocessars, one or more
microprocessors in association with a DSF core, a controller, a microcontrolier, Application Spacific
Integrated Circuits (ASICs), Field Programmable Gate Arrays {(FPGAS) circuis, any other type of infsgrated
cirouit (IC), a state machine, and the like. The processor 118 may perform signal coding, data processing,
power conirol, input/output processing, andfor any other functionality that enables the WTRU 102 to
operate in a wirsless environment. The procsssor 118 may be couplad {o the transceiver 120, which may
be coupled fo the fransmitfreceive element 122. While FIG. 1B depicts the processor 118 and the
transceiver 120 as separate components, it will be appreciated that the processar 118 and the transceiver
120 may be integrated togather in an elsctronic package or chip.

[0051]  The transmitirecsive slement 122 may ba configured to transmil signals to, of receive signals
from, a base station (e.g., the base station 114a) over the air interface 118, For example, inone
smbodimant, the transmitireceive element 122 may be an antenna configured to fransmit and/or receive
RF signals. in an embodiment, the fransmitireceive slement 122 may be an emitter/detector configured to
fransmit andfor receive IR, UV, or visible light signals, for example. In yst another embodiment, the
fransmitfreceive slement 122 may be configured o transmit andior receive both RF and light signals. it will
bs appreciated that the fransmitirecsive slement 122 may be configured to transmit andfor receive any

combination of wireless signals.

.
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(00521  Although the transmilfreceive element 122 is depicted in FIG, 18 a5 a single element, the WTRU
1032 may includa any number of transmit/receive elements 122. More specifically, the WTRU 102 may
employ MIMC technology. Thus, in one embodiment, the WTRU 102 may include two or more
transmitireceive elemenis 122 (2.9., multiple antennas) for transmiiling and raceiving wireless signals over
the air interface 116.

{04531  The fransceiver 120 may be configired to modulate the signals that are to be transmitied by the
transmitiracelve slement 122 and fo demodulate the signals thal are recsived by the iransmitireceive
slement 122. As noted above, the WTRU 102 may have muiti-mods capabiiities. Thus, the transceiver 120
may include muitiple transceivers for enabling the WTRU 102 to communicate via multiple RATs, such as
NR and IEEE 802.11, for example.

100541  The processor 118 of the WTRU 102 may be coupled to, and may receive user input data from,
tha speakerfmicrophone 124, the keypad 126, andfor the display/touchpad 128 {e.q., a liquid crystal display
(LCD) display unit or organic light-emitting diode (OLED) display unit). The processor 118 may also outpul
user data o the speaker/microphons 124, the keypad 126, andfor the dispiay/touchpad 128, In addition,
the processor 118 may access information from, and store data in, any fype of suitable memory, such as
tha non-removable memory 130 andfor the removabie memory 132, The non-removable memory 130 may
include random-accass memary {RAM}, read-only memory (ROM), a hard disk, or any other type of
memory storags device. The removable memory 132 may include & subscriber identity module (S1M) card,
a mamory stick, a securs digital (SD) memory card, and the like. In other embodimenis, the processor 118
may access information from, and store data in, memory that is not physically located on the WTRU 102,
such as on a server of a homs computer (not shown),

[0055]  The procassor 118 may receive power from the power source 134, and may be configured to
distribute andfor control the power to the other components in the WTRU 102, The power sourcs 134 may
be any suitable davice for powering the WTRU 102, For example, the power source 134 may include one
or more dry cell batteries (e.g., nickel-cadmium {NiCd), nickel-zinc (NiZn), nicksl metal hydride (NiMH},
lithium-ion {Li-ion), etc.), solar cells, fuel calis, and the iike,

[0058]  The processor 118 may also be coupled fo the GPS chipset 136, which may be configured fo
provide location information {e.g., longituds and latitude} regarding the current location of the WTRU 102,
in addition to, or in lisu of, the information from the GPS chipsat 136, the WTRU 102 may receive location
information over the air interface 116 from a base station {.q., base stations 114g, 114b) andfor determine
its location based on the timing of the signals being received from two or more nearby base stations. It wil
be appreciated that the WTRU 102 may acquire location information by way of any suitable location-

determination method while remaining consistent with an embodiment.
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{00571  The processor 118 may further be coupled to other peripherals 138, which may include one or
more software and/or hardware modules that provide additional features, functionality andfor wired or
wireless connectivity, For exampile, the peripherals 138 may include an acceleromeler, an e-compass, a
satallite transceiver, a digital camera {for photographs andfor video), a universal serial bus (USB) porl, a
vibration device, a television transceiver, a hands fres headset, a Bluetooth® module, a frequency
modulated (M) radio unit, a digital music player, a media player, a video game player modtie, an Internst

browser, a Virtual Reality andfor Augmented Realily (VR/AR) devics, an aclivily tracker, and the fike, The

paripherais 138 may include one of more sensors, the sensors may be ane or mors of a gyrescops, a
accelerometar, a hall effect sensor, a magnetometer, an orientation sensor, a proximily sensor, a
temperature sensor, a ime sensor; a geclocation sensor; an altimeler, a light sensor, a touch sensor, a
magnetomeier, a baromstar, a gesture sensor, a biometric sensor, andfor a humidity sensor,

[0658]  The WTRU 102 may include a full duplex radio for which transmission and reception of some or
all of the signals (e.g., assodialed with particular subframes for both the UL (e.g., for ransmission) and
downlink (g.g., for recaption) may be concurrent andfor simultaneous. The full duplex radic may include an

interference management unit to reduce and or substantially sliminate self-interferences via either hardware

{e.9., a choke) or signal processing via a processar (2.9., a separate processor {nol shown) or via
processor 118}, In an embodiment, the WRTU 102 may include a half-duplex radic for which transmission
and reception of some or ali of the signals {s.g., associated with particular subframes for efther the UL
{e.g., for fransmission) or the downiink {&.g., for reception}).

(00581 FIG. 1C is a system diagram iflustrating the RAN 104 and the CN 108 according to an
embodiment, As noted above, the RAN 104 may employ an E-UTRA radio technology o communicate with
he WTRUs 1023, 102h, 102¢ over the air interface 116, The RAN 104 may also be in communication with

the CN 106.
006801 The RAN 104 may include eNode-Bs 160a, 160b, 1600, though it will bs appreciated that the
RAN 104 may include any number of eNode-Bs while remaining consistent with an embodiment. The
eNods-Bs 160a, 160b, 160c may each include one or more transceivers for communicating with the
WTRUs 102a, 102b, 102¢ over the air interface 116. in ons embodiment, the eNode-Bs 180a, 160b, 160c
may implement MIMO technology. Thus, the eNode-B 1604, for example, may use muitiple antennas {o
transmit wirelsss signals to, andfor receive wireless signals from, the WTRU 102a
[0081]  Each of the eNode-Bs 1604, 160h, 160¢ may be assccoiaied with a pariicular cell {not shown)
and may be configured to handle radio resource management decisions, handover decisions, scheduling of
users in the UL andfor BL, and the like. As shown in FIG, 1C, the eNode-Bs 160a, 160b, 160c may

comimiunicate with one ancther over an X2 interface.
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[0062]  The CN 106 shown in FiG. 1C may include a mobility management enlity (MME) 162, & serving
gateway {SGW) 164, and a packet data network (PDN) gateway {or PGW) 165, While each of the
foragoing slements are depicted as part of the CN 108, it will be appreciated thal any of these elements
may be owned andfor operated by an entity other than the CN operalor.
{00631  The MME 162 may be connectad to sach of the elode-Bs 1623, 162b, 162¢ in the RAN 104 via
an 81 interface and may serve as a conirol node. For example, the MME 162 may be responsible for
authenticating users of the WTRUs 1023, 102b, 102¢, bearer activalion/deactivation, selecting a particular
serving gateway during an initial attach of the WTRUs 102a, 102b, 102¢, and the like, The MME 162 may
provide a canirol plane function for switching betwesn the RAN 104 and other RANSs {not shown) that
employ other radio iechnologies, such as GSM andior WCDMA
[0064] The SGW 164 may be connected to each of the eNode Hs 160a, 1600, 160c in the RAN 104 via
tha 51 interface. The SGW 184 may generally route and forward user data packets toffrom the WTRUs
1023, 102b, 102c. The SGW 164 may perform other funclions, such as anchoring user planes during inter-
eNode B handovers, triggering paging when DL data is avaiiable for the WTRUs 102a, 102b, 102¢,
managing and storing contexts of the WTRUs 1023, 10Zb, 10Zc, and the like.
00651  The SGW 164 may be connected to the PGW 166, which may provide the WTRUs 102a, 102b,
107Zc with access to packet-switched networks, such as the internst 110, {o facilitate communications
between the WTRUs 1023, 102b, 102¢ and iP-anabled devices.
[6066]  The CN 108 may fagilitate communications with othar nstworks. For example, the CN 106 may
provide the WTRUs 102z, 102b, 102¢ with access fo circuit-switched networks, such as the PSTN 108, io
facifitate communications between the WTRUs 102a, 102b, 102¢ and traditional land-line communications
devices. For example, the CN 106 may include, or may communicate with, an iP gateway {&.g., an iP
multimedia subsystem (IMS) server) that serves as an interface batwesn the CN 106 and the PSTN 108. In
addition, the CN 106 may provide the WTRUs 1023, 102b, 1020 with access 1o the other networks 1
which may include other wirad andior wirsless nefworks that are owned and/or operated by other service
providers,
00671  Although the WTRU is described in FIGS. 1A-1D as a wireless lerminal, itis contemplated that in
certain represantative embodiments that such a terminal may use (e.g., temporarily or permanently} wired
commiication interfaces with the communication network.
[0068]  Inrepresentative embodiments, the other network 112 may be 2 WLAN,
006881 A WLAN in infrastructure Basic Service Set {BSS) mode may have an Access Faoint (AP) for the
BSS and one or more stations (STAs) associated with the AP. The AP may have an aceess or an interface
to a Distribution System (BS) or ancther type of wirediwireless network that carries traffic in to and/or out of
T
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the BSS. Traffic lo STAs that originales from outeide the BSS may arrive through the AP and may be
delivered {o the 8TAs. Traffic originating from STAs to destinations outside the BSS may be sent o the AP
to be deliverad to respactive dastinations. Traffic between STAs within the BSS may be sent through the
AP, for example, where the source STA may send traffic to the AP and the AP may deliver the traffic to the
destination STA. The traffic betwesn STAs within a BSS may be considered andior referred {0 as peer-io-
peer traffic. The peer-to-peer traffic may be sent between (e.g., directly between) the source and
destination STAs with a direct link selup {DLS). In certain representative embodiments, the DLS may use
an 802.11e DLS or an 802.11z funneled BLS (TDLS). A WLAN using an Indepsndent B33 (IBSS) mode
may not have an AP, and the STAs (e.qg., ali of the STAs) within or using the IBSS may communicate
dirgotly with each other. The IBSS mods of communication may sometimes be referred fo hersin as an “ad-
hoc” mode of communication.

[0G70)  When using the 802.11ac infrastructure mode of operation or a similar mode of cperations, the
AP may fransmit a beacon on a fixed channel, such as a primary channel. The primary channel may be &
fixed width {8.g., 20 MHz wide bandwidth} or a dynamically set width via signaling. The primary channel
may be the cperating channs! of the BSS and may be used by the STAs o sstablish a connaction with the
AP, In certain representative smbodiments, Carrier Sense Multiple Access with Collision Avoidance
{CSMAJCA) may be implemanted, for example in in 802,11 systams. For CSMAICA, the STAs {a.g., every
8TA), including the AP, may sense the primary channel, If the primary channel is sensedidstected andfor
determined fo be busy by a particular STA, the particular STA may back off. One STA {(8.g., only one
station) may fransmit at any given time in a given B3S,

0671 High Throughput (HT) STAs may use a 40 MHz wide channel! for communication, for example,
via a combination of the primary 20 MHz channel with an adiacent or nonadjacent 20 MMz channel fo form
a 40 MHz wide channsl.

00721 Very High Throughput (VHT) STAs may support 20MHz, 40 MHz, 80 MHz, andfor 160 MHz wide
channels, The 40 MHz, andior 80 MHz, channels may be formad by combining contiguous 20 MHz
channels. A 160 MHz channel may be formed by combining 8 contiguous 20 MHz channsis, or by
combining two nan-contiguous 80 MHz channels, which may be referred o as an 80+80 configuration, For
the 80480 configuration, the data, afler channel encoding, may be passed through a segmenti parser that
may divide the data into two streams. inverse Fast Fourier Transform (FFT) processing, and time domain
processing, may be done on each stream separately. The streams may be mapped on to the two 80 MHz
channels, and the dafa may be transmilted by a transmitling STA. Al the receiver of the receiving STA, the
above described opsration for the 80+80 configuration may be reversed, and the combined data may bs

sent io the Medium Access Conirol (MAC).
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[0073] Sub 1 GHz modes of operation are supported by 802.11af and 802.11ah. The channel operating
bandwidths, and carriars, are reducad in 802.11af and 802.11ah relative to those used in 802.11n, and
80Z. 11ac. 80Z 11af supporis 5 MHz, 10 MHz and 20 MHz bandwidths in the TV White Space (TVWS)

!

spactrum, and 802, 11ah supports 1 MHz, 2 MHz, 4 MHz, 8 MHz, and 16 MHz bandwidihs using non-
TVWS specirum. According {o a representative embodiment, 802.11ah may support Meler Type
Control/Machine-Type Communications, such as MTC devices in a macro coverage area. MTC devices
may have ceriain capabiiities, for example, limited capabilities including support for (e.g., only support for)
certain andfor limited bandwidths. The MTC devices may include a battery with a batfery [ife above a
thrashold (e.g., to maintain a very long batlery life}.

[0074]  WLAN syslems, which may support muliiple channels, and channel bandwidths, such as
802.11n, 802.11ag, 802.114f, and 802.11ah, include a channel which may bs designated as the primary
channel, The primary channel may have a bandwidth equal to the largest common operating bandwidth
supported by all STAs in the BSS. The bandwidih of the primary channel may be set andfor limifed by a
STA, from among all STAs in operating in a BSS, which supports the smallest bandwidth operating mods,

]

in the example of 802, 11ah, the primary channel may be 1 MHz wide for STAs {e.g., MTC type devices)
that support {e.g., only supporl) a 1 MHz mode, even if the AP, and other STAs in the BSS support 2 MHz,
4 MHz, & MHz, 16 MHz, andfor other channel bandwidth operating modes. Carrier sansing and/or Network
Allocation Vector (NAV} settings may depend on the stalus of the primary channel. if the primary channel is
busy, for exampie, due io a STA {which supports only a 1 MMz operating mode), fransmitling to the AP, the
entire available frequency bands may be considered busy even though a majorily of the frequency bands
remaing idle and may be available.

[0078]  Inthe United Stales, the availabls frequency bands, which may be used by 802.11ah, are from
402 MHz to 928 MHz. In Korea, the available frequency bands are from 917.5 MHz to 823.5 MHz. In
Japan, the avaliable frequency bands are from 916.5 MHz to 927.5 MHz, The total bandwidth available for
802.11ah is 8 MHz to 26 MHz depending on the country cods.

[0076] FIG. 1D is a system diagram ilfustrating the RAN 113 and the CN 115 according to an
smbodiment. As noled above, the RAN 113 may employ an NR radio technology to communicate with the
WTRUs 102a, 102b, 102¢ over the air interface 116, The RAN 113 may also be in communication with the
Ch 118,

(00777 The RAN 113 may include gNBs 180a, 180b, 180s, though il will be appreciated that the RAN
113 may includs any number of gNEs whils remaining consistent with an embodiment. The gNBs 180a,
180b, 180¢ may each include one or more transcsivers for communicating with the WTRUs 102a, 102b,

102c over the air interface 116, In one embadiment, the gNBs 180a, 180b, 180c may implement MIMO
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fechnology. For example, gNBs 180a, 1080 may ulilize beamforming to transmil sigrals 1o andfor receive
signals from tha gNBs 180a, 180b, 180c. Thus, the gNB 180z, for example, may uss multiple anfennas to
transmit wireless signals to, andfor receive wireless signals from, the WTRU 10Za. In an embodiment, the
gNBs 180a, 180b, 180c may implement carrier aggregation technology. For example, the ghB 180a may
transmit multiple component carriers i the WTRU 102a {not shown), A subset of these component carriers
may be on unlicensed spectrum while the remaining component carriers may be on icsnsed specirum. in
an embodiment, the gNBs 180a, 180b, 1800 may implement Coordinated Multi-Point (CoMP) technology.
For example, WTRU 102a may receive coordinated transmissions from gNEB 180a and gNB 180b {andior
ghB 180c).
[0078] The WTRUs 1028, 102b, 1020 may commiunicale with gNBs 180a, 180b, 180¢ using
fransmissions associated with a scalable numerclogy. For exampls, the CFDM symbol spacing andfor
OFDM subcarrier spacing may vary for different transmissions, different cells, andfor different portions of
the wireless transmission spectrum. The WTRUs 1024, 102b, 102c may communicaie with ghBs 180s,
180D, 180¢ using subframs or transmission time intervals (TTls) of various or scalable lengths (e.g.
containing varying number of OFDM symbeols andlor lasting varying lengths of absolute time).

00781 The gNBs 1803, 180b, 180c may be configured to cormmunicate with the WTRUs 1023, 102b,
102¢ in a standalone configuration andlor a non-standalona configuration. In the standalone configuration,
WTRUs 1028, 102b, 102¢ may communicate with ghBs 180a, 180b, 180¢ without alsc accessing other
RANs {e.g., such as eNode-Bs 1603, 160b, 160¢). In the siandalone configuration, WTRUs 1023, 102k,
1032¢ may utilize one or more of gNBs 180a, 180b, 180c as a mobility anchor point. In the standalons
configuration, WTRUs 102a, 102b, 102¢ may communicate with gNEs 180a, 1805, 180¢ using signals in an
unlicensed band. In a non-standalone configuration WTRUs 1023, 102b, 102¢ may communicate
with/connect fo gNBs 180a, 180b, 180c while also communicating with/connecting to ancther RAN such as
sNode-Bs 160a, 160h, 160c. For example, WiRUs 1024, 102b, 102¢ may implement DC principles to
communicate with one or more ghNBs 1803, 180k, 180¢ and one or more eNods-Be 1603, 160b, 160
substantially simultaneously. In the non-standalone configuration, eNode-Bs 1602, 160k, 160¢c may serve
as a mobility anchor for WTRUs 162a, 102b, 102¢ and gNRBs 180a, 180b, 180c may provide additional
coverage andior throughput for servicing WTRUs 102g, 102b, 102¢.

[G080]  Each of the gNBs 180a, 180b, 180c may be associated with a particular celi {not shown) and
may be configured to handle radic resource management decisions, handover decisions, scheduling of
users in the UL andfor DL, support of network slicing, dual conneclivity, interworking between NR and E-

LTRA, routing of user plane dafa fowards User Plane Function (UPF) 184a, 184b, routing of confrol plane
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information towards Access and Mobility Management Funclion (AMF) 1823, 182b and the like. As shown
in FIG. 10, the gNEs 180a, 180b, 180c may communicale with one another over an Xn interfacs.

00811  The CN 115 shown in FiG. 1D may include at least one AMF 1823, 182h, at least one UPF
1844,184b, al least one Session Management Funetion {SMF} 183a, 183k, and possibly a Data Nelwork
{DN) 185a, 185b. While each of the foregoing slements are depicted as part of the CN 115, it will be
appreciated that any of these slements may be owned and/or aperated by an entity other than the CN
opsrator,

(00821  The AMF 1823, 182b may be connected to cne or maors of the gNEs 180a, 1800, 180¢ in the
RAN 113 via an N2 interface and may serve as a conirol node. For example, the AMF 1823, 187b may be
responsible for authenticating users of the WTRUs 102a, 102b, 102¢, support for network slicing {e.g,,
handling of different PDU sessions with different requirements), selecting a particuiar SMF 183a, 183b,
management of the registration area, termination of NAS signaling, maobility management, and the like.
Network slicing may be used by the AMF 1823, 182b in order {o custormize CN support for WTRUs 1023,
102b, 10Zc based on the types of services baing utilized WTRUs 102a, 1020, 102¢. For example, diffsrent
natwork slices may be established for differsnt use cases such as services relying on ultra-reliable low
latency {URLLC) acosss, services relving on enhanced magssive mobile broadband (eMBB) access,
servicss for machine type communication (MTC) acesss, andlor the like. The AMF 162 may provide a
control plane function for switching between the RAN 113 and cther RANs (not shown) that employ other
radio technologies, such as LTE, LTE-A, LTE-A Pro, andlor non-3GPP access technologies such as WiFL
100831  The SMF 1833, 183b may be connected to an AMF 182a, 182b in the CN 115 via an N11
interface. The SMF 183a, 183b may also be connectad to a UPF 1843, 184k in the ON 115 via an N4
interface. The SMF 183a, 183b may sslect and control the UPF 184a, 184b and configure the routing of
traffic through the UPF 184a, 184b, The SMF 183a, 183b may perform other functions, such as managing
and aliocating UE 1P address, managing PDU sessions, confrolling policy enforcemant and QoS, providing
downlink data notifications, and the like. A PDU session fype may be IP-based, non-iP based, Ethernet-
hased, and the like.

[0084]  The UPF 1844, 184b may be connected to one or more of the gNBs 180a, 180k, 180cin the
RAN 113 via an N3 interface, which may provide the WTRUs 1023, 102b, 102¢ with access to packet-
switchad networks, such as the intemnst 110, to faciiitate communications betwesn the WTRUs 102a, 102b,
102¢ and IP-enabled devices. The UPF 184, 184b may perform other functions, such as routing and
forwarding packets, enforcing user plane policies, supporting multi-homed PDU sessions, handling user

plane QoS, buffering downlink packsts, providing mobility anchoring, and the iiks.
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[0088]  The CN 115 may facilitate communications with other networks, For example, the CN 115 may
include, or may communicate with, an IP gateway (e.g., an IP multimedia subsystern {{MS) server) that
serves as an interface between the CN 115 and the PSTN 108, In addition, the CN 115 may provide the
WTRUs 1023, 102b, 102¢ with acosss {o the other networks 112, which may include other wired andfor
wireless networks that are owned andior operated by other service providers. In one embodimeant, the
WTRUs 1028, 102b, 102¢c may be connecled o a local Data Network {DN) 185a, 185b through the UPF
184a, 184h via the N3 interface to the UPF 184a, 184b and an N6 interface belwesn the UPF 1844a, 184b
and the DN 185a, 1850

[0088] Invisw of Figures 1A-10, and the carresponding description of Figures 1A-10, one or mors, or
all, of the funclions described herein with regard to one or more of. WTRU 102a-d, Base Station 114a-b,
eNode-B 160a-c, MME 162, SGW 184, PGW 1586, gNB 180a-c, AMF 182a-b, UPF 184a-h, SMF 183a-b,
DN 185a-b, andfor any other device{s) described herain, may be periormed by one or more emulation
devices {not shown). The emulation devices may be one or more devices configured fo emulate ong or
more, of all, of the functions described herein. For example, the emulation devices may be used to test
other devices andfor to simulate network andfor WTRU functions.

00871  The emulation devices may be designed lo implerment one or more fests of other devices in & lab
environment andfor in an operator network environmant. For example, the one or more emulation devicas
may perform the one or mors, or ail, functions while being fully or partially implemented and/ior deployed as
part of a wired andfor wireless cormunication network in order to test olher devices within the
communication network. The one or more emulation devices may perform the one or more, or all,
functions while being temporarily implementedidepioyed as part of a wired and/or wirsless communication
network, The ernulation devics may be directly coupled {o anclher device for purposss of lesting andfor
may performing testing using over-the-air wireless communications.

00881 The one or more smulation devices may perform the one or more, including all, functions while
not being implementedideployed as part of a wired andior wirsless communication network, For example,
tha emulation devices may be utilized in a testing scenario in a testing iaboratory andfor a non-deployed
{e.g., tesiing) wired and/or wireless communication network in order o implement testing of one or more
components. The one or more emulation devices may be test equipment. Direct RF coupling andfor
wireless communications via RF circuitry {e.g., which may includs ons or more antennas) may be used by
the emulation devices io transmit andfor receive data,

00831  Systems, methods and instrumentalities are disclosed herain (8.4, including via example
implementations) for distributing (2.g., eBCS) service information. Service {e.q., eBCS) capabilities may be

advertised (e.g., by an acoess point (AF)), for example, by broadeasting & public action frame. Although the
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ferm public action frame may be used as an example harein, the frame may be any type of frame. A public
action frame may includs per-service information. A public action frame may be fransmitted on a per
service basis. A pubiic action frame may combing authentication information and servics information per
servios {8.G,, In a single frams). Enhanced broadcast service origin authentication may be performed on a
per servics hasis (.9, using origin authentication information fo authenticate broadeast data frames for a
consumed servics). Origin authentication information may be common to frames associated with different
services. Services may be consumed without querying a servics criginating device. Stations {s.g., with
and without agsociation with an AP) may report consumption or usags of services. Reporting may be
unsalicited or solicited {e.q., in response o a request from an AP).

(00901 A fulure home, such as a beyond 5G (B5G) home that may be used as an exampie herein, may
provide {e.q., a wids range of innovative} applications andfor services to people andfor devices, such as,
for example: immersive mixed-reality gaming; home security/surveiliance {e.q., monitoring by aulonomous
drones, efc.); in-homs heaith care and aging care; holoporiation and/or hologram creation (2.9, on
lightwsight extended reality (XR) glasses); andlor other applications and/or services. Applications andfor
services may be realized (e.q., implemeanted}, for example, with cne or more devices. For example, a
home may include one or mulitiple devices, which may have one or mors (8.9, wide ranging) capabilities
{8.9., to implement cne or more applications andfor services). Devices may be (e.g., wirelessly} connected,
for example, via a range of access technologies. A device may cooperate with one or mors other devices
{e.q., devices may cooperate wilh sach other) to provide, for example, broadeast andfor multicast services,
&.g., for distributing video, sensor information, andfor other data.

0091 Meadium access control (MAC) may support {8.g., enable) enhanced fransmission and reception
of broadcast data in an infrastructure basic service set (BSS) andfor in enhanced broadoast services
(eBCS). For example, IEEE 8062.11bo may indicate/specily one or more modifications to an [EEE 80211
MAC spedification o support enhanced transmission and receplion in a BSS andfor in eBCS, An
infrastruclure BSS may involve {g.g., include} an association between one or more fransmitters and one or
more racsivers, AneBCS may not involvs (e.g., include) an association between one or more tranemitters

and one or more receivers. Functionality (2.g., provided by [EEE 802 11bc} that may be implemantied in

systems, devices, andfor methods may {8.9., also) include origin authenticily profection for broadeast data
frames (&.g., associated with a service).

00921  Systems, devices, andfor methods (e.g., implementing IEEE 802.11be funclionality) may be
used, for example, in a B5G future home. For example, stadium video distribution may apply to (e.g., be

supported or provided by andior implemented in) a B5G future home implementation. Stadium video
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distribution may involve providing eBCS for videos to many densely located stations (STAs), The STAs
may be assoglated or unassociated with an access point (AP). STAs may or may not fransmit.

100931  Alow power sensor UL broadeast may be applicabls o a BSG future home implementation.
internet of things {loT) devices {e.q., pre-configured loT devices) may (e.g., aulomatically) connect fo an
end server, for example, through eBCS AFs andior may operate with littie or no setup. o7 devices may be
low power, mobile lo7 devices reporting to servers, for example, through eBCS APs without scanning and
assooiation. Processing (e.g., as described hersin) may be applicable {s.g., in BAG future home
implementations}, for example, with higher-powsrfhigh-data sensors {e.g., camera, radar, light detection
and ranging (LIDAR), and/or other sensors).

60241  Intelligent transportation broadoast may be applicable to B5G future home implementations. An
eBCS service for transportation related information {s.g., for railway crossings) may be provided, for
axample, by connected vehicle roadside equipment (RSE), connected vehicle(s) (s.g., with on-board
equipment (OBE)}, andfor personal informational device(s) {(FID{s)). An RSE may provide an eBCS
service for local traveler information.

[0095] Broadeast services for event production may be applicable io BSG future home implementations.
Broadoast services for event production may include, for example, providing eBCS for multipls data
streams that may be suitable for different customer STAs. The number of STAs may be large. STAs may
be slaiic or mobile.

[0006]  Multiingual andfor smergency broadcast may be applicable fo BSG future home

implementations, Multi-ingual andfor emergency broadcast may include providing eBCS for emargency
andlor multi-lingual ssrvice to mulliple {g.g., many) denssly located STAs. The STAs may be associaisd or
unasseciated with an AP, The STAs may or may not fransmit. The STAs may be static or mobile.

00971 VR eSports video distribution may be applicable to B5G future home implementations. For
example, eBCS may distribute video (2.g., a view of a player) to an audiencs, which may be at alocation of
a VR eSports game, such as an arena.

[0098]  Multi-channe! data distribution may be applicable to B5G future homs implementations. Multi-
channel dala distribution may include, for example, an AP broadoasting (e.q., the same) information in
different ianguages {e.q., sach in a dedicated channel). A user may chooss, for example, one or mare of
the channels.

[0098]  |Lecture room slide distribution may be applicable fo B8G future home |

plementations. Lecture
roomn siide distribution may include, for example, {8.q., simultansous)} distribution of slides on a screen to
one of more audience cornputing devicss {e.g., PCs, tablets, ete.). A slide distribution may be provided fo
an audience with or without downloading visual aids andfor changing pages. Slide distribution to an
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audience (2.9, studenis) may be synchronized. Slide distribution may provide for {&.g., support} in home
sharing.

(04001  Aregional based broadeast television (TV) service may be applicable to B5G future home
implementations. Local news andfor felevigion content {8.g., originating from a TV company) may be
distributed to a consumer davice {2.q., a bring your own device {(BYOD)), which may ormay ornotbe a TV
receiver. Evacuation information may be distributed {2.g., in times of a crisis, such as a natural disasier)
with or without (.., complex} cusiomer operation.

{01 AR tagged uplink {UL) forwarding may be applicable to B5G future home implementations. A
tracker devics (e.g., a re-configured low-cost low power {racker device) may (e.g., automatically) connect to
an end server, for example, through one or more eBCS APs in a nsighborhood (8.g., with little or no sstup
action). A tracker device may (e.qg,, pericdically} repart o a sarver {e.g., through one or mors eBCS APs)
without scanning and association. An eBCS AP may append meiadata (s.q., IP address, dateftims,
location, received signal strength indicator (RSS1), and/or the like) to packels (s.q., before forwarding the

packets to the destination server)

). Mata-data from an eBCS AP may be protectad.

(04021  Sewvice information (8.q., for one or more applications andfor services, as described hersin
andior slsawhers) may be distributed, for example, so that STAs (g.g., whether associated or not
associated with an AP} may {8.g., bs configuredfenabled to) obtain and process service information. In
some examples {e.g., environments or scenarics), an STA may not be capable of iransmitting or may
determine to nof fransmil. A requestiresponse mechanism (g.g., based on an access network query
protocal (ANGR)) may or may be used in one or more examples.

01031 Service information may be distribuled, for example, based on implementation characieristios,
such as one of more of the following: processing may use public action frames {o deliver managemsnt
information; processing may provide origin authenticity protection for broadoast data frames {e.g., received
by an STA); processing may support modes of operation {(8.g., & first mode where there is an assosiation
batwesn fransmitter{s) and recsiver{s), such as in an infrastructurs BSS, and a second mode where
without an association between transmitter(s) and receiver(s)); there may or may not be an association
andfor handshake between an STA and an AP; processing may support (8.9., have a mechanism to
failitate} discovery of STAs consuming a broadoast service; andior processing may support {(e.g., have a
machanism for} advertisement {8.g., by eBCS APg) of eBCS capabilities and eBCS services {e.g., provided
by an eBCS AP).

[0104] A time effidient stream loss-tolarant authentication {(TESLA) protocol may {e.g., be used to)
authenticate an AP, for exampls, to provide origin authenticity protection for broadcast data frames (a.g.,

using public action frames to deliver ranagement information), TESLA may be & ohe-way key chain
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algorithm, TESLA may allow for checking inlegrity and authenticating the source of a (2.g., each) packet in
muiticast or broadeast data streams (e.g., using low-cost operations). Implementation of a TESLA protocol
may invoive recurrent authentication of frames. A recelving station may buifer K frames, which may be
authenticaled, for example, every Tk seconds (2.g., iffwhen an AP makes a key public). Authentication of a
frame Ki-1 may be based on the prior verification of frame Ki, Multiple {e.g., all} frames may be relais
{e.q., o sach other) andfor may be buffered.
[0405] Higher layer origin authentication may be ussd (8.g., may also be used). For example, higher
layer origin authentication may be used (e.q., may alsc be used) within the same service origin
authentication frame.
[0106]  Advertisemant of one or more eBCS services may be provided by one or more mechanisme
{e.q., procsdures/methads). Discovery of one or more STAs consuming one or more broadcast servicas
may be provided by one or more mechanisms.
(04071 In some examples, stations {8.¢., associated andior non-associated with an AP} that may (8.¢.,
be configursd, enabled, and/or permitted to) transmit may coexist with stations that may not {e.g,, be
configured, enabled, andfor parmitied {o) transmil (8.9., receiver-only stalions). Discovery and use of sECS
services may be supported (.., by access network query protocol {ANQP)), for example, iffwhen a device
may {&.q., be configured, enabled, andior permitted to} fransmit information. A consuming davice {e.g., a
device that may seek andfor use one or more eBCS sarvices) may or may not fransmit information to
discover, use, andfor repori usage of eBCS. In some examples {e.q., Usage scenarios, such as sensors or
TV set top boxes}, a consuming devics may not transmit (e.q., in relation to consuming eBCS services).
[0408]  Crigin authentication may be implemenied by ons or more machanisme, An autheniication
procedure may determinefindicate whether one or more reseived frames wers fransmitfed by an AP that
tha STA is listening to.
01091 There may be a single authentication key for multiple {s.g., all) 6BCS frames sent by an AP,
which may be assumed by a TESLA implementation. Cne or more {g.g., alf} STAs may buffer (s.g., a
considerable number of) frames (8.0, to authenticate the frames). A STA may consume a subsat of frames
{e.q., frames for the eBCS service being consumed by the STA). Different {e.g., TESLA) keys may be used
for (8., each of several) different eBCS servicss. A STA listsning {o a eBCS sarvice {e.g., via a channel)
may reduce the consumption of resources, for example, by buffering frames (e.g., only) for the aBCS
servios/channal consumed by the STA.
(18] Discovery of STAs consuming ong or more services may be implemented by one or more
mechanisms. For example, stations (STAs) listening to one or more eBCS services may be queried to
determine the ong of more eBCS services.
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[0411]  Sewvice information (e.¢., eBCS sarvice information) may be distributed, for exampls, based on
{e.9., consistent with} one or more implementation characteristics {e.q., as described herein), An STA
querying mechanism may be based on {e.g., consistent with) one or more implementation characteristics
{e.0., as described herein),
[12] Systems, methods and instrumentalities disclosed herein (8.q., via example implementations and
techniques} may perform, for example, one or more of the following: identify one or more eBCS services;
advertise andfor disssminate eBCS servicss (e.q., without transmission of information by a potential or
actual consuming device, for example, to discover the service, andfor while providing per-service origin
authentication); receive a {e.q., broadcast} frame (.., including per-service information); receive (8.9,

origin) authentication information; select {e.g., delermine 16 use or consume) one or more (8.9, advertised)

services {e.g., indicated in a frame including service information); raceive a {8.q., broadeast) data frams
associated with a {e.q., single) service (6., the selected service) andior associated with the {e.g.,
broadeast) frame (g.g., including per-sevice information); autheniicale the broadeast data frame (8.g.,
associated with the selectediusediconsuimed service} using the origin authentication information; andfor
gather (s.g., collect) usage or membership information on devices consuming one or more sBCS services.
(01131 Services (s.g., eBCS services) may be identified by one or more implementations disclosed
herein. Examples are provided for eBCS frame format and operations. identifiers (IDs) may {e.g., be used
to) identify eBCS services. IDs may be used {8.g., in processing) for the identification of eBCS services
within frames.

[0114] Flows may bs identified {e.q., in eBCS) for {s.g

A

individual} broadcast services. Occupied
channe! bandwidih (OCB) transmission may be used. STAs may fransmil (e.g., an OCB fransmission) with
a destination address and a basic service set identifier (BSSID) address set to wildeards (a.g., all ones).
Addresses set to wildcards may not support {s.g., allow} identification of specific fiows at the MAC laver,
Inspection may be performed (8., by higher lavers) to identify a {e.g., each) flow. An {e.q., individual)
eBCS flow may be identified by one or more (8.q., two) mechanisms. For example {e.g., in afirst
machanism), multicast (e.q., groupcast addresses) may be usad to identify an eBCS flow. Transmissions
from an AP to STAs may use a mullicast L2 address as a destination, which may support (e.g., enable)
identification of differeni BCS services. For exampls {e.g., in a second mechanism), a higher layer 1D may
bs usad (8.9, an IP multicast address, MPEG streams, andfor fransport protocol and ports) to identify an
eBCS fiow.

[0415]  There may be mulliple fypas of fransmissions from STAs to APs (e.g., STAs generating an eBCS
service). For example {e.g., in a first typs of transmission), transmission from a non-associated STA may

use OCB, where a higher layer identifier (e.g., a destination I[P address) may be used to differentiate
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A

services. For example {8.g., In a second type of transmission), transmission from associaled STAs may
use a mullicast {e.q., groupcast) L2 address to differentials an eBCS.

[0418] Information (s.g., eBCS information} may be delivered, for example, by a public action frams. An
AP (8.g., eBCS APs) may advertise eBCS capabililies and eBCS services provided by the AP.
Management operations may use public action frames. A public action frame may be sent (a.g.,
transmitied), for example, as broadoast, multi-cast, or periodic unicast. A public action frame may be used
to advertise eBCS services provided by a STA that provides (e.g., generates) an eBCS service (e.g., AP
and non-AP service(s)).

[0117] References {o IEEE 802,11 may refer {o one of more versions, such as the I[EEE 802.11-2016
version,

[0118]  An oBCS public action frame may include category and action fisid valuss. Table 1 shows an
example of public action frame calegories and values, including an BCS public action frame cafegory and

value (8.9, 34, as shown by example in Table 1},

Table 1—Example of public action frame categories and values

Public Action field values Dasceription

Q 20140 BSS Coexistence Management
1 DSE enablement

2 DEE de-enablement

333

34 (for example) eBCS

{01181  One or more public action frame Tormals may be provided {(g.g., defined, configured) to support
eBCS. Table 2 shows an exampls of sBCS public action field value(s) associated with a {e.g., each) frame

format within an eBCS category.

Table 2 - Exampie of eBCS Public Action field values

aBCS Public Action field value | Meaning

0 2BCS Information frame
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(04201  Sewvice information (e.g., per eBCS service informalion) may be carried, for example, in different
frames, Frames may include per service origin authentication information {e.g., as disclosed herain),
[0421] Origin authentication may be provided per service. An (8.9, a single) eBCS source and an {e.q.,
a single} eBCS sarvice may be authenticated, for example, based on (8.q., using) the conlents {e.g.,
componsnts) of an eBCS information frame. The contents of a frames may include, for example, ons or
more of the following: Ksx {e.g., where s may be a sequence number of eBCS information); Ks11 {8,
whare L may be the last used key index); Ksit+aq; a timestamp, T, Tx; d; an eBCS information sequence
number; a public key with a certificate authorily {CA) signature; andlor a signature by the sender’s privale
key,
01221  Akey of a current saquence field may indicats a kay that may be usad to profect an sBCS
information frame {e.g., Ks v, whare s may be a sequence number carried in the eBCS Sequence number
field). A distance fisld may correspond to the number of frames to be buffered for a service (e.q., referred o
as d}. The key of the last index field may correspond fo the key with the last used key index (e.g., refarred
to as Ke1,1). The key of a distance field may corrsspond {o the key to be used for the last frame in the
pariod, for example, at a distance d from the starting frame {e.g., referred {0 as Ks1,1+11). An eBCS
information frame period field may represent the number of fime units (TUs) between eBCS information
frames carrying key information for an eBCS sarvice {e.q., referred to as ). An eBCS rekeying period fisld
may represent the number of TUs batween changss in the key for the eBCS servics (6., referred 1o as
Ti).
104231 Frame components may be divided into multiple {(2.g., two) categories (8.9, per service and
common {o mulliple or all services). Components that may be common o multiple (8.9, all) services may
include, for example, cne or more of the following: an eBCS information segquence number; a public key
with a CA signature; a signature by the sender’s private key; and/or a timestamp. Components that may be
per sarvice may inciuds, for example, one or mors of the following: Ks. v, Ks1i; Ksteat, Ti; Te; andfor d.
01241  Structure may be provided {e.q., basad on categories describad herein) for an eBCS information
public action frame to communicate mudtiple (e.g., alist of) eBCS services and associated origin
authentication parameters.
01251  An eBCS sarvics advertisement may be providad via an eBCS information public action frame,
An eBCS information frams may be sent {e.q., pericdically}, for example, by a generating STA {s.g., AP
and non-AP), Tor exarnple, to indicate that the eBCS services are available,
[26] FIG 2 depicts an example format of an example eBCS information frama. A category field may
be set to a value representing eBCS (g.9., 34, as shown by example in Table 1}, An eBCS public action
field may be set to a valus for an 6BCS information frame (8.9., 0, as shown by example in Table 2}, An
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eBCS sequence number (2.g., a 16-bit number} may indicate the sequence of a frame within an eBCS
{8.9., general) stream. An origin authentication (DA} {8.9., a bt} may indicate {e.g., if set fo 1} that an origin
authentication may be in place for the eBCS (.., as discussed herein), Public key, signature, and/or
timestamp fielde may be present, for example, if the OA fisld indicates {8.g., by being set to 1) that an
origiy authentication may be in place for the eBCS. A public key field may be, for example, as described
herein. A signature fisld may includs the signature of the frame, for example, using the private key
corresponding fo the public key provided in the public key field. A imesiamp field may provide a value
obiained from a fiming synchronization function. A common paramstars (CP) bit may indicate {g.g., iffwhen
setto 1) that the frame includes a common eBCS origin authentication field. A commaon eBCS origin
authentication field may be of type eBCS origin authentication {e.q., as described herain). A common sBCS
origin authentication field may provide information that may be used for origin authentication for eBCS
servicss (8.9, services may or may not have a spacific key}. An eBCS service count may be an octet
siring. An eBCS service count may indicate the number of eBCS service list elements (.9, as described
harain) that may be included in an eBCS service list field.

104271  An eBCS public action frame may includs one or more elements (e.g., fields, subfields). FiG. 3
depicis an example of a public key fisld {e.q., in an example eBCS information frame). A public key field
may include ons or multiple (e.g., two) subfislds. A group field may (e.q., be used o) indicats which
cryptographic group was used when generating the public key. A public key field may include the public
key of the generating STA (8.g., AP and non-APF), which may be signed by a CA authority, A STA may
send a public key framsa encoded as an oclet siring.

[0128] A certificate ID may indlude, for examnple, a Unicods transformation format 8 (UTF-8) string,
which may indicgie an identifier assigned to the STA in a particular manner {e.g., oulside of a speaified
scops). A certificate 1D may be, for example, a Wiki certified interoperability cartificate 1D (e.g., in the form
of "WFA3991"). A certificate 1D may be used by a receiving STA, for example, 1o lock up a certificale
assigned fo the certificals 1D,

101281 An eBCS origin authentication parameters field may be ussdfimplemented (e.g., in an example
eBCS information frame). FIG. 4 depicts an exampie of an eBCS authentication parameters field (e.g., in
an example sBCS information frame). A length fisld (e.g., 16 bils) may indicale the length of an eBCS
origin authentication parameter field element. An eBCS seauence number {e.g., a 16-bit number) may
indicate the sequence of a frame within a spacific eBCS sarvice, which may (8.g., bs used to) support
different origin authenticstion keys per service. A different sequence number may be used per seivice. A
key of a current sequence field may indicats a key that may be usad to profact an sBCS information frame

{e.g., Ks n, where s may be a sequence number carried in the eBCS Sequence number field). A distance
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field may correspond o the number of frames {o be buffered for a service (e.g., referred o as ¢}, The key
of the last index fisld may corraspond fo the key with the last used key index {e.g., referrad to as Ksr, L),
Tha key of a distance field may correspond ic the key 1o be used for the last frame in the period, for
example, al a distance d from the starting frame {s.g., referred to as K1, 1+a04). An &BCS information frame
period field may reprasent the number of time units {TUs) between eBCS information frames carrying key
information for an eBCS service {8.g., refarred fo as T}, An eBCS rekeying period field may represent the
number of TUs batween changes in the key for the eBCS service (8.9, referred to as Tu).

[0130]  Service list elsments (e.g., for eBCS) may be usedfimplemented (e.g., in an example eBCS
information frame). FIG, & depicts an example of an eBCS service list. An (.., each) element of an eBCS
service list may, for example, follow the format indicated by exampie in FIG. 5. Alength field may indicals
the length of an slement of an eBCS service list. An eBCS 1D field may include an identifier for an eBCS
servioe that may be mapped to packels received by the STA A {8.g., each) eBCS iD field may, for
example, follow the example format indicated in FIG., 6.

{0131 FIG. 6 dapicts an example format for an example eBCS 1D field. Atype field {e.g., as shown by
example in FIG, 6) may indicate the type of il that may be used in the slement of the eBCS D s, Alype

field may take values, for example, as specified by example in Table 3.

Table 3: Example of identifier types and lengihs

Type Description Length of Element (bits)
0 [Pvd Address 32
1 [Pv6 Address 128
2 MPEG Transport Stream 32
Identifier
3 MAC Address 48

[0132]  Anelement fisld (5.9, as shown by exampie in FIG. 6) may inciuds an actual identifier of the type
and length {e.g., as defined by example in Table 3). A content with restrictions field {e.qg., as shown by
example in FIG. 5) may be, for example, one bit, A confent with resirictions field may indicate, for example,
whether/if the aBCS service involves (e.q., requires) registration or a oypher key, which may be obtained
off-

to provide an end-user with a view the contents of the eBCS servics. A URL field may provide a URL,

2. A humnan readable description fisld may provide a human readable description, which may be used

which may be presented to a user, (e.q., automatically} accessed for registering to a specific channal,

-25-



WO 2021/092467 PCT/US2020/059515

andfor used fo gel a subscription key, A URL may be accessed (6., through a relevant lechnology) to get
the key that may be used to decrypt the information in the frames. An eBCS servics origin authentication
field may indicate {e.q., iffwhen sel to 1), for example, whether/if the eBCS service describad in the eBCS
servios list element includes an eBCS origin authentication parameters fisld (e.g., with parameters, as
described herein).

[0433] Service advertisement {e.q., eBCS advertisement) may be implementad, for example, in
information frames {8.q., 6BCS information frames). Crigin authentication of frames may be based on the
periodic sending of a frame, which may include a key to authenticate one or more {e.q., all) frames sent by
an originating STA during a period.

[0134] FIG. 7 depicts an example of eBCS information frames (e.g., identified in FIG. 7 by labels,
arrows, and light gray shading). An information frame may be transmitied, for exampls, every T) seconds.
An information frame may be used to authenticate (e.g., in a recurrent fashion) the eBCS Daia frames
{6.9., associated with service(s)).

[0435]  An({s.g., each) eBCS information {info) frame may include, for example, one or more of the
following: Ks n (.q., where s may be a sequence number of ¢BCS information); Ks11 (8.9, where L may be
the last used key index}; Ks1rei{e.g., if d = 2); atimestamp; T, T, d; an eBCS information sequence
number; a public key with a CA signaturs; and/or a signalure by the sender’s privats key.

[0438]  The siruciure of an information frame may vary (2.q., may be limited), for example, hased on one
or mors issues, conditions andfor configurations, such as a configuration of an STAto utilize an (8.9, 2
single} eBCS service to receive and buffer frames for muiliple {e.g., all} eBCS services.

(04371 FIG. 8 depicts an example of a per-service eBCS information frame. A per-service eBCS
information frame may be a mechanism that may be used to send information (8.g., as describad harein)
on a per-service basis {8.g., joining origin authentication information with eBCS service discovery).
Information frames {e.g., @BCS information frames) may carry one of more of the following information: an
eBCS information sequence number; a public key with a CA signature; a signaturs by the sender’s private
key, a timestamp; common eBCS origin authentication parameters for services that may be origin
autheriicated in a common way,; & list of services that may be provided by the originating STA {(e.g., AP or
non-AP); andfor per service origin authentication information,

[0138] Services (.., eBCS services) that may be broadoast by an STA {a.g., AP or non-AP) may be
configured, for exampls, 5o that multiple (e.q., all) frames {e.q., data frames associated with service(s))
may be authenticated through {e.q., the same) one or more kays and mechanisms. An eBCS information

frame may be (8.g., periodically) transmitted pariodically. An eBCS Information frame may indlude {a.g.,

- 26 -



WO 2021/092467 PCT/US2020/059515

common) eBCS origin authentication parameters, for exampie, along wilh parameters thal may be used to

authenticate

ultipe {s.q., all) frames.

[0438] A service may determine that the service may be preferred. For example, a service may
determine that the service is heiler due {o the servics's characteristics that permil the service’s frames o
be authenticated separatsly, for example, in order to reduce buffering. A generating STA {e.g., AP of non-
AP} may send a different eBCS information frame with the eBCS service definition and authentication
parameaters, for example, to support a service delermination. information may be seni, for example, through

a separated sBCS information frame or, for exampls, by sending an {e.g.

AN

a single) eBCS information
frame, which may include (e.g., all) ¢BCS services information.

[0140] An eBCS information frams definition {(e.g., configuration) may enable transmission of an {e.g,, a
single} eBCS information frame, which may includefjoin information for origin authentication and
advertisernent of an eBCS service {e.g., advertised by a genarating STA).

(01411 An eBCS service (a.g., thalis not using origin authentication functionalily) may be advertised, for
example, by providing a service description andfor by indicating that the aBCS service does not use origin
autherdication. Commen eBCS origin authentication parameters may be used, for example, ifiwhen an
eBCS service does not use origin authentication functionality.

{01421 Service {8.g., eBCS service) consumer reporting may employ {(e.g., may be implemented with}
public action frames, for example, for stations to report consuming (e.q., listening to) specific (e.g.,
identifiable) eBCS services. Disoovery of STAs consuming a specific eBCS may bs implemsnted with ons
or mare rechanisms. One or more (8.9, two) public action frames may be used to discover the e2CS
servicss consumed by one or rore stations (STAg),

[43]  Cne or more {8.g., several) public action frame formats may be definad {8.g., configured) to
support enhanced broadcast services (eBCS). Table 4 shows an example of eBCS action field values
associaled with a {e.q., sach) frame format within an eBCS category. Table 4 may be inferpreted as a

continuation of Table 2.

Table 4 - Example of eBCS public action field values

eBCS public action field value Meaning
3 eBCS Membership Reguest
4 eBCS Membership Response




WO 2021/092467 PCT/US2020/059515

[0144]  An eBCS membership request may be associated with an eBCS membership request frame
format. An eBCS mambarship request frame may be sent to an 3TA, for example, fo request eBCS
services that the STA may be listening to or consuming. An action field of an eBCS membership requast
frame may include information {8.g., as shown by example in FIG. 9).
[45]  FiG. 9 depicts an example format for an exampie eBCS membership request frame. A catsgory
field may be sel to a value representing eBCS {e.g., 34, as shown by example in Table 1), An eBCS public
gelion fisld may be set o a value for an eBCS membership request frame {8.¢., 3, as shown by exampis in
Tabls 4). A diglog token fisid may be set by the requesting STA, for exampis, {0 a nonzero valus that may
be used for matching action responses with action requests,
[0148] An eBCS membership response may be associated with an eBCS membership response frame
format. An eBCS membership response frame may be sent by an STA, for example, in response to an
eBCS membership request frame. For example, an eBCS membearship response frame may be solicited
{e.g., sentin response 1o a query) or may be unsolicited {6.g., sent upon a change in the list of 6BCS
services that the STA may listen {o). An action fisld of an eBCS membership response frame may include
information (e.g., as shown by example in FIG. 10).
[47]  FIG. 10 depicts an exampile of an eBCS membership response frams. A category field may be
set o a value representing eBCS (8., 34, as shown by example in Table 1), An eBCS action fisld may be
sel fo a value for an eBCS membership response frame (e.g., 4, as shown by example in FIG. 4). A dialog
token field may be sel, for example, to a nonzeroe value of the cormesponding eBCS membership request
frame. A dialog token fisld may be set to a value {a.g., 0), for exampls, if the eBCS membership raport
frame is (e.g., being) transmitted for a reason other than in response 1o an eBCS membership request
frame. A eBCS [Ds count field may spedily {e.q., indicate) the number of eBCS IDs that may be in the
eBCS [Ds list field. An eBCS D list field may include zero or more higher layer iDs, which may indicate a
set of eBCS's that may be listenad to by the STA. A (e.g., each) element in a list fisid may follow a format
{e.g., the formatl shown by example in FIG. 11).
[148] FIG. 11 depicts an example of an eBCS D list. A typs field may indicate the type of ID used in an
slerent of the eBCS D list. A fype fisid may have spedified values {8.9., & shown by example in Table
3). An element field may include an actual identifier {a.g., of the type and length as shown by example in
Table 3).
{01481  Reporting may be provided for eBCS services. Reporting may be solicited reporiing or unsoliciied
reporting.
[0150)  FIG. 12 depicts an example of a soficited eBCS membership request and response. As shown
by example in FIG. 12, an STA {8.g., AP or non-AP) may (e.g., using frames defined herein) request
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information onfabout {e.g., different) eBCS services thal may be or are being consumed in a nefwork. A
raporting operation may bs based on a requesi/rasponss machanism. For example, a STA (e.g., AP or
non-AF) may send an eBCS membership request {8.g., in broadcast/muiticast or unicast) requesting
information on the sevices thal may be consumed, STAg listening o the frame may answer, for example,
with an 6BCS membership response frame, which may indicale iDs of the éBCS servicas baing consumed.
[0151] FIG. 13 depicis an example of an unsolicited eBCS message response. As shown by example in
FIG. 13, an STA thal consumies (e.g., staris consuming) a service may send an eBCS membership
response frame (e.q., in broadeast, multicast, or unicast) to advertise that the STA is consuming a service.
The STA may provide an indication of consumed services without receiving an eBCS membership request
message.

[0152] Systems, msthods and instrumentalities have been disclosed herein (e.g., including via example
implementations) for distributing (e.g., €BCS) ssrvics information. Sarvice {e.g., eBCS) capabilities may be
advertised (e.g., by an access point (APY), for example, by broadeasting a public action Trame, A public
action frame may include per-service information. A public action frame may be transmitted on a per
servioe basis. A pubiic action frame may combine authentication information and servics information.
Enhanced broadcast service origin authentication may be performed on a per service basis (8.g., using
origin authentication information to authenticate broadcast data frames for a consumed service). Origin
authentication information may be commeon to frames associated with different services. Services may be
consumed without querying a service originaling device. Stations {g.g., with and withoul association with
an AP} may report consumption or usage of services. Raporting may be unsolicited or soficited (e.g., in
response to a request from an AP).

[M83] it will be appreciated that while illustrative embodiments have been disslosaed, the scope of

tial embodiments is not limited to those explicitly set out. For example, while the system has baen

pote
described with reference to 802.11 and particular frames with particuiar contents, the envisioned
embodiments extend beyond implementations using these technologies. The pofential implementations
axtend to all types of service layer architectures, systems, and embodiments, The techniquss described
herein may be applied indepandently andfor used in combination with other resource configuration
fachniguss.

[0154] itis understood that the entities performing the processes described herein may be logical

entities that may be implemenied in the form of software (6., compuler-axecutable ingiructions) siored in a
memory of, and executing on a proosessor of, a mobile davice, network node or computsr system, That s,
the processes may be implemented in the form of software {i.e., computser-exacutabls instructions) stored

in a memory of a mobile device andfor network node, such as the nods or computer syster, which
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computer executable instructions, when execuied by a processor of the node, perform the processes
discussad. It is also undersiood that any transmitting and ressiving processes illustrated in the Figures may
be performed by communication circuitry of the nods under control of the processor of the node and the
computar-exscutable instructions {e.q., software) that il executas.

[558] The various techniques described herein may be implementsd in connection with hardware or
software or, where appropriate, with a combination of both. Thus, the implementations and apparatus of the
subject matter described hersin, or certain aspects or portions thereof, may take the form of program code
{i.e., instructions) embaodied in tangible media, or any other machine-readable storage medium whersin,
whan the program code is loadad into and executed by a machine, such as a computing device, the
maghing becomes an apparatus for practicing the subject matter described herein, In the case where
program code is stored on media, it may b the cass that the program code in guestion is stored on one or
more media that collectively perform the actions in question, which is to say that the one or more media
taken logelher conlain code to perform the actions, but that - in the case whers there is more than one
single medium — there i no requirement that any particular part of the code be stored on any particular
madium. In the case of program cods exacution on programmable davices, the compuiting device generally
includes & processor, & storage medium readable by the processor {(including volatile and non-volalile
memory andfor storage elements}, at least ons input device, and at lsast one output device. Ons or more
programs that may implement or utilize the processes described in connection with the subject matter
described herein, 8.¢., through the use of an AP, reusable controls, or the like. Such programs are
preferably implemented in a high level procedural or object oriented programming language o
comminicate with a comptiter system, However, the program(s) can be implamentsd in assembly or
maghine language, if desired. In any case, the language may be a compiled or interprated language, and
combined with hardware implementations.

[0156] Although example embodiments may refer to utilizing aspects of the subject maiter described
herein in the context of one or more stand-alone computing sysfems, the subject matlter described hersin is
nof so limited, but rather may he implemented in connaction with any compuiting environment, such as a

natwork or distributed computing environment, Still further, aspects of the subject maiter described herein

may be implemented in or across a plurality of processing ohips of devices, and siorage may similarly be
affected across a plurality of devices, Such devices might include personal computers, network servers,
handhald devices, supercomputers, or computers integrated into other systems such as automobilss and

airplanes.
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(04571  Although the features and elerments may be described herein in parlicular combinations, each
feature or slemant may be used alonse, without the other featuras and elements, andlor in varicus
compinations with or without other fealures and elements.

[0458]  In describing preferred embaodimenis of the subject matier of the present disclosure, as illusirated
in the Figures, specific terminology is employed for the sakes of clarity. The claimed subject matter,
however, is not infendad to be limited io the specific lerminology 5o selected, and it is to be understood that
sach spedific element includes all technical equivalents that operale in & similar manner o accomplish a

similar purpose,

!
(3]
t



