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FILELD OF THE | NVENTI ON: METHOD AND APPARATUS \:@3

SOCI ATI NG CAPABI LI TI ES W TH A VI RTUAL | NPUT DEVI CE AKI%WQ
Dl SPLAY OBJECT This invention relates to the field of
mul ti-user interactive systens. Specifically, this invention rel ates
to a nethod and apparatus for associating 5 capabilities between a
virttual input device and a display object. BACKGROUND OF THE
| NVENTI ON: Figure 1 illustrajes a nulti-user interactive

conput er system 100, 10 including nmultiple "display objects” or itens that

can be mani Pl ot@E THE INVENTION:

.. METHOD AND APPARATUS FOR ASSOCIATING CAPABILITIES
- WITH A VIRTUAL INPUT DEVICE AND A DISPLAY OBJECT

This invention relates to the field of multi-user interactive systems.
Specifically, this invention relates to a method and apparatus for associating

5 capabilities between a virtual input device and a display object.

BACKGROUND OF THE INVENTION:

Figure 1 illustrates a multi-user interactive computer system 100,

10  including multiple “display objects” or items that can be manipulated by
numerous users simultaneously. The display objects in multi-user
interactive environment 100 include virtual input devices 125 and 127, menu
135, button 130 and objects OBJ 1 - OBJ 5 (any other type of visual display
objects). |

15

In this multi-user enviromr.u.ent, it may be desirable to limit users’
access rights to interact with the display objects. Examples of limiting access
rights exist in a number of computer systems today. The MACINT OSH™
operating system, from Apple Computer , Incorporated of Cupertino,

20 California, for example, allows the owner of a folder or file to assign specific
rights to other users on a network, thus specifying user access to those files or
folders. The owner marks the folder with an indicator such as “Read,”

" indicating to the computer system that users who access the system have
READ privileges to that folder. Each user that accesses the system will thus be

25 able to read all files in this folder. Each user’s access is independent of other

users because each user will “see” a view of the system that is independent of

other users. -



nuner ous users simultaneously. The display objects in multi-user
I nteractive environnment 100 include virtual input devices 125 and 127, nenu
135, button 130 and objects OBJ 1- OBJ 5 (any other type of visual display

objects). 15 In this multi-user environnment, it nmay be
desirable to limt users' access rights to interact with the di spl ay
obj ects. Exanples of liniting access rlghts exi st in a nunber of
conput er systens today. The NACINTCSH[err] operating system from
Appl e Conputer, Incorporated of Cupertino, 20 California, for exanple,
allows the owner of a folder or file to assign specific rights to

ot her users on a network, thus specifying user access to those files or
fol ders. The ownén avanis-nde drofittriment, hoaveviendintdtiple aswbd may Yeead, "

i ndi cating to the conput er systemthat users who access the system have
READ pri vi | inferadting with & singgle objexth Eadle usehistrepresentackon ltke sputpartem | |
thus be display screen by a separate virtual input device, and the users can “see” each
5 other, as well as other display objects on the computer display screen. As the
number of users and objects increase, the type of access right manipulation
described above becomes too cumbersome for a system “facilitator” to )
function effectively. Additionally, it becomes increasingly difficult for the
system facilitator to determine total access rights for each user in the multi-
10  user environment. The system facilitator will have to examine each object in
 the environment to determine whether a particular user has access to the
object. In this multi-user environment, therefore, it is desirable for access
rights to be easily manipulable, to allow a system facilitator to easily create,

assign and revoke access rights, and to easily view all access rights associated

: 15 with each user in the environment.



25 able to read all files in this folder. Each user's access is

I ndependent of other users because each user wll "see" a view of the
systemthat is independent of ot her users.

In a nmulti-user environment, however, nultiple users my ‘be

interacting with a single object. Each user is represented on the conputer
di spl ay screen by a separate virtual input gevice, and the users can "see"
each 5 other, as well as other display 0bjects on the conputer display
screen. As the

SUMMARY OF THE INVENTION
The present invention provides a method and apparatus for
associating capabilities between a virtual input device and a display object.
5 According to one embodiment of the present invention, capabilities are
associated with a virtual input device by selecting a new capability, the new
capability represented on a display device as a new capability display object,

and associating the new capability with the virtual input device.

10 According to another aspect of the invention, the virtual input device
represents a user. Additionally, a display object can generate a private

capability object for association with a virtual input device.

Other objects, features and advantages of the present invention will be

" 15 apparent from the accompanying drawings and from the detailed description.



nunber of users and objects increase, the type of access right manipul ation
descri bed above becones too cunbersone for a system"facilitator" to
function effectively. Additionally, it becones increasingly difficult for

t he systemfacilitator to determ ne total access fi'ghts for each user
inthe multi- 10 user environnent. The systemfacilitator will have to
exam ne each object in the environnent to determ ne whether a

particul ar user has access to the objegt. In this nmulti-user
environment, therefore, it is desirable for access rights to be easily

mani pul able, to allow a systgmg Lwiikiceat e assign
and revoke access rights, and | I ght s associ at ed
15 wth each user in the environnent;

3 rd

The present invention is illustrated by way of example, and not by way
of limitation, in the figures of the accompanying drawings in which like

5 reference numerals refer to similar elements and in which:
Figure 1 illustrates a multi-user interactive computer system

Figure 2A illustrates a typical computer system in which the present

10 invention operates

Figure 2B illustrates a typical network environment within which the

present invention operates
15 Figure 3 illustrates one embodiment of the present invention

Figure 4 is a flow chart illustrating the steps performed according to

one embodiment of the present invention

20 Figure 5 illustrates a new capability being dragged from the capabilities

palette and being added into a capabilities box

Figure 6 illustrates a private display object being generated and dragged
into a capability box
25



SUMVARY OF THE | NVENTI ON The present invention provides a

net hod and apparatus for associ ating capabilities between a virtual

i nput device and a di splay object. 5 According to one enbodi ment of the
present invention, capabilities are associated with a virtual input
device by selecting a new capability, the new capability represented
on a display device as a new capability display object, and
associating the new capability with the vittual i nput devi ce. 10

According to another aspect of the invention, the virtual input device

represents a user. AJdDERSASDEsEUFIBN GiTiob PREFEGAD MARGHANANR Private
capability object for associatiron wth a virtual 1 npu evi ce.

O her objects, features and advantages of the present invention will be

The present invention provides a solution to the disadvantages of
prior art methods for manipulating object capabilities. Specifically, the
5 present invention provides a method and apparatus for associating
capabilities between a virtual input device and a display object. A “display
- object” in the context of this specification includes any item within the
computer system that can be represented on a display device as a visual object.
A display object in this specification also includes a single display object, or
10  multiple display objects in a user- or system-defined collection or “region” on
the display device. In the following detailed description, numerous specific
details are set forth in order to provide a thorough understanding of the
present invention. It will be apparent to one of ordinary skill in the art,
however, that these specific details need not be used to practice the present
* 15  invention. In other instances, well know structures, interfaces and processes
have not been shown in detail in order not to unnecessarily obscure the

present invention.

Figure 2 illustrates a typical computer system 200 in which the present
20 invention operates. The preferred embodiment of the present invention is
implemented on a Sun™ Workstation manufactured by Sun
Microsystems™ of Mountain View, California. Alternate embodiments may
" 'be implemented on an IBM™ Personal Computer manufactured by IBM
Corporation of Armonk, New York or a Macintosh™ computer
25 manufactured by Apple™ Computer, Incorporated of Cupertino, California.
It will be apparent to those of ordinary skill in the art that other alternative

computer system architectures may also be employed.



15 apparént fromthe acconpanyi ng drawi ngs and fromthe detail ed

descri ption. 4

BRI EF DESCRI PTI ON OF THE DRAW NGS The present invention is
illustrated by way of exanple, and not by way of NMmtation, in the
figures of the acconpanying drawi ngs in which Iike 5 reference nunerals
refer to simlar elenents and in which: . Figure 1 illustrates

a nmulti-user interactive conputer system 6

In general, such computer systems as illustrated by Figure 2 comprise a

bus 201 for communicating information, a processor 202 coupled with the bus
201 for processing information, main memory 203 coupled with the bus 201

5 for storing information and instructions for the processor 202, a read-only
memory 204 coupled with the bus 201 for storing static information and
instructions for the processor 202, a display device 205 coupled with the bus
201 for displaying information for a computer user, an input device 206‘.
coupled with the bus 201 for communicating information and command

10 selections to the processor 202, and a mass storage device 207, such as a

magnetic disk and associated disk drive, coupled with the bus 201 for storing
information and instructions. A data storage medium 208 containing digital
information is configured to operate with mass storage device 207 to allow
processor 202 access to the digital information on data storage medium 208

’ 15 via bus 201.

Processor 202 may be any of a wide variety of general purpose
processors or microprocessors such as tile Pentium™ microprocessor
manufactured by Intel™ Corporation. A Motorola™ 68040 or Power PC™

20 brand microprocessor manufactured by Motorola Corporation may also be
used. It will be apparent to those of ordinary skill in the art, however, that
other varieties of processors may be used in a particular computer system.

+ Display device 205 may be a liquid crystal device, cathode ray tube (CRT), or
other suitable display device. Mass storage device 207 may be a conventional

25  hard disk drive, floppy disk drive, CD-ROM drive, or other magnetic or
optical data storage device for reading and writing information stored on a

hard disk, a floppy disk, a CD-ROM a magnetic tape, or other magnetic or



Figure 2A illustrates a typical conputer systemin which the present 10

I nventi on operates Figure 2B illustrates a typical network
environnment within which the present invention operates 15

Figure 3 illustrates one enbodi ment of the present invention

Figure 4 is a flow chart illustrating the steps perforhned according to

one enbodi nent of the present invention 20 Figure S illustrates a
new capability being dragged fromthe capabilities pal ette and being

added into a capabilities box
optical data storage medium. Data storage medium 208 may be a hard disk, a

floppy disk, a CD-ROM, a magnetic tape, or other magnetic or optical data
storage medium.
5 In general, processor 202 retrieves processing instructions and data
from a data storage .medium 208 using data storage device 207 and downloads
. this information into random access memory 203 for execution. Proces§or

202, then executes an instruction stream from random access memory 203 or
read-only memory 204. Command selections and information input at

10  alphanumeric input device 206 are used to direct the flow of instructions
executed by processor 202. Equivalent input device 206 may also be a pointing
device such as a conventional mouse or trackball device. The results of this

processing execution are then displayed on display device 205.

* 15 The preferred embodiment of the present invention is impl_einented as
a software module, which may be executed on a computer system such as
computer system 200 in a conventional manner. Using well known
techniques, the application software of the preferred embodiment is stored on
data storage medium 208 and subsequently loaded into and executed within

20 computer system 200. Once initiated, the software of the preferred

embodiment operates in the manner described below.

Figure 2B illustrates a typical network within which the present
invention can be implemented. Computer systems 200 are interconnected
25 via network 250. It will be apparent to one of ordinary skill in the art that

network 250 can comprise any type of network, including the Internet, a Local



F| gure 6 illustrates a private display object being generated and dragged
into a capability box 25

5 DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENT
The present invention provides a solution to the disadvantages of
prior art nmethods for mani pul ati ng object capabilities. Specifically, the
5 present invention provides a nethod and aéopar atus for associating

Area Network (LAN), a Wide Area Network (WAN), an Ethernet network,

an ISDN network, a cable network or a conventional phone line.

Figure 3 illustrates one embodiment of the present invention. Multi-

5 user interactive system 100 includes a variety of display objects such as virtual
input devices 125 and 127, menu 135, button 130, and objects OBJ 1 - OB]J 5.
Examples of virtual input devices include mouse cursors, text editing cursors
and other devices that translate the input of a device such as a mouse Z)r a
trackball system, into visible motion or output on the cdmputer display

10 device 205. These virtual input devices are displayed as cursor symbols 314

and 316 in Figure 3. It will be apparent to one of ordinary skill in the art that

other virtual input devices and screen markers may also be utilized.

Capabilities palette 300 represents a collection of capabilities. This
15  grouping is performed merely to simplify access to the most comonly
accessed capabilities. The groupiiig is not required, however, and the display
objects representing the capabilities may be displayed anywhere within multi-

user interactive environment 100.

20 As illustrated, capabilities palette 300 includes mpltiple types of
capabilities that can be assigned to virtual input devices' within multi-user
interactive system 100. Each of these capabilities represents the right to

.. interact in some way with display objects or a “regions” within multi-user
interactive system 100. A region, such as REGION 2 illustrated in Figure 3,
25  represents a user or system defined set of display objects that can be

simultaneously processed.



capabilities between a virtual input device and a display object. A

"di spl ay object” in the context of this specification includes any
itemwi thin the conput er systemthat can be represented on a display
device as a visual object. A display object in this$ specification also
i ncl udes a single display object, or 10 nmultiple display objects in a
user- or systemdefined collection or "region" on t he di spl ay devi ce.
In the follow ng detail ed description, nu@erous specific details are
set forth in order to provide a thorough understanding of the pr esent

i nvention. |t wicdpdilisiepanant -@Ap%efud@r&?aﬁnmé slibh ab WM&fseaﬁgxme

however, that these specific details need not be used to practice
present 15 (ehﬂNl@ﬁﬁ'ghﬂmddSerdft%n)i, "MaReaniddlet (eddblevnsiddle mibese biftbR),f aces

and processes have not - been shown in detail in order not to
unnecessar i‘IGrablobject® (ehable cursorptevicerto pick eptdisplay object), “Edit text”
{enable user to edit text) and “Press button” (enable button). Other
S appropriate capabilities can be defined for a given multi-user environment.

Capabilities can also be grouped into “bundles” and assigned collectively.

In one embodiment of the present invention, each of these capabilities
is a manipulable display object itself. The rights to acceés the capabilities are
10  themselves defined as capabilities. As such, each display object may either be
a capability, or have a capability assigned to it. This ability to recursively
assign capabilities to capabilities provides the system facilitator with a

powerful tool to control access rights at multiple levels.

* 15 For example, “Grab object” is-a capability in capabilities palette 300. The
“Grab object” capability is displayéci as a display object, and this display object
can have one or more capabilities associated with it. This “second level” of
capabilities is also represented as display. objects on display device 205, and
each of these display objects can have further capabilities recursively

20 associated with it. The system facilitator can thus define comprehensive and
flexible levels of access control for each virtual input device and each display
object by simply creating or removing capabilities display objects. This

- simplicity is a significant advantage in a fast-paced environment where
multiple users are constantly accessing multiple objects.

25

Capabilities boxes 305 and 310 display capabilities associated with users

within the multi-user interactive environment 100. Capabilities box 305



Figure 2 illustrates a typical conputer system 200 in which the present 20
i nvention operates. The preferred enbodi ment of the present invention is

i npl emented on a Sun[err] Wrkstation manufactured by Sun M crosyst ens
of Mountain View, California. Alternate enbodinents may “- be

I npl emented on an IBMerr] Personal Conputer manufactured by |BM

Cor por ati on of Arnmonk, New York or a Macintosh conputer 25 manufactured
by Apple[err] Conputer, Incorporated of Cupétino, California. I t

wi |l be apparent to those of ordinary skill in the art that other

g' ternative displaf e ddabliSdLaBsabatd wohY GerTRwiRs 39 307 (RERapeed-
referred to as “user 307”) and capabilities box 310 displays the capabilities
associated with a user having ID 312 (hereafter referred to as “user 312”).
Generally, a virtual inptit device is associated with each user. A virtual input

5 device may, however, be temporarily unassociated with any user, as described

further below.

In one embodiment of the present invention, by dragging a capability
from capabilities palette 300 into capabilities box 305 or 310, that capability can
10  be acquired by the respective virtual input device associated with users 307
and 312. Generally, the capability is dragged from capabilities palette 300 by a
system facilitator. A user may, however, also have the capabilities necessary

to drag a capability from capabilities palette 300.

15 If user 307 does not have a “Grab object” capability, for example, the
user will not be able to manipulaté display objects in multi-user interactive
system 199. User 307 will thus not be able to use his associated virtual input
device to drag a capability from capabﬂiﬁes palette 300 because the virtual
input device will not be able to grab the display object. If the system facilitator

20  drags the “Grab object” capability from capabilities palette 300 into capabilities
box 305, the virtual input device associated with user 307 “acquires” the
capability to pick up display objects in the system. Representing capabilities as
display objects thus presents a system facilitator with a powerful, easily
manipulable ability to control access rights.

25
‘Additionally, as described above, capabilities can also be associated

between display objects and virtual input devices that are independent of



In general, such conputer systens as illustrated by Figure 2 conprise a

bus 201 for comrunicating information, a processor 202 coupled wth the bus
201 for processing information, main nmenory 203 coupled with the bus 201

5 for storing information and instructions for the procéessor 202, a
read-only menory 204 coupled with the bus 201 for storing static

i nf or mati on and I nstructions for the processor 202, a display device
205 coupled with the bus 201 for dispiaying information for a conputer
user, an input device 206 coupled with the bus 201 for communi cating

i nf or mat i on, gl FBRERApId dn MELASS! PRl S IVIRNERES0I 30 cal}h @ TS

storage device 2 magnetic oci ate I sk

drive, coupsedcistddwitiecdpibil§l Gaib &%J@ét"ﬂghrmd_ inpud iR id 31" magthot be
instructions. A data storage madl um 208 contai ning digital i nformation

i s confi gurastotiatezheritlt anyvusér attde timnherthe eapbilineisz3sodiated! withy it.
processor 202 access to the digital information on data storage nedi um 208
Virtual input device 314 is thus available to be “picked up” or selected by any
5  user in the multi-user interactive system 100. If, for instance, user 312 picks
up the virtual input device 314, user 312 will acquire the “Grab object”
capability associated with virtual input device 314. If desired, user 312 can

also “drop” the capability by dropping the virtual input devxce

10 Figures 4 is a flow chart illustrating one embodiment of the present
invention. In step 402 in Figure 4, a capability is selected from a capabilities
palette. This capability is then associated with a user in step 404. The
association is accomplished by dragging a display object associated with the
capability from the capability box into the display object representing the user.

For example, as illustrated 1n Figure 3, user 312 has capabilities CAP 5
and CAP 3 associated with him. Figure 5 illustrates capabilities box 310 after a
new capability is associated with user 312, according to the s;ceps described in
the flow chart of Figure 4. Cursor object 314 is used to drag CAP 1 from

20 capabilities palette 300 into capabilities box 310. CAP 1 is now associated with
user 312 and all display objects in multi-user interactive system 100: Instead
of all display objects in multi-user interactive system 100, CAP 1 can also be

" defined for a specific object on the display screen, such as OBJ 2, or a user or
system defined region, such as REGION 2.
25
In another embodiment of the present invention, each display object or

region can create a “private” capability object representing capabilities for



15 via bus 201. Processor 202 may be any of a wide variety
of general purpose processors or m croprocessors such as the
Pentiunferr] mcroprocessor manuf actured by Intel[err] Corporation. A
Mot or ol a 68040 or Power PC 20 brand m croprocessor nahufactured by

Mot orol a Corporation may al so be used. It will be apparent to those
of ordinary skill in the art, however, that ot her varieties of
processors may be used in a particular compiter system Di spl ay
device 205 may be a liquid crystal device, cathode ray tube (CRT), or

ot her sui t abiselfdiThis Privaey tHsabiliysehje¢tAicRlS 4lsatond 130t BPaccbss Aghts, over
conventional 25 ha?d di sksp(;lari ve, f]I oppy di sk dri ve?gCD ROM drlg{/le, or

ot her magnetthe capabilities deptriloal abiaten Rdranageplecapabilities box:B10rig Figdrewei t i ng
informati on stored ‘on a hard di sk, a floppy disk, a CD-ROM a nagnetic
tape, or ot fhas spegifistdapabilities, CAP 3 and CAP 5, assigned to it.- These capabilities

allow user 312 to manipulate display objects in multi-user interactive system

5 100. Additionally, however, OB]J 4, for example, can generate a private

capability object or set of capability objects, and represent this private

capability object as a display object, POB] 1. In this case, user 312 will not be

able to manipulate OBJ 5 unless, in addition to the other capabilities, POBJ 1 is

also selected, dragged into capabilities box 310 and associated with user 312.

10 The private display object thus represents an additional layer of access rights

that can be controlled on a per-object basis.

For insfance, if capabilities box 310 includes capabilities CAP 3, CAP 5
and “Press button,” a system facilitator can remove the “Press button”

" 15  capability from capabilities box 310, thus revoking the ability from user 312 to
press any button display objects in multi-user interactive system 100. The
system facilitator may, however, chose to allow user 312 to press only one
button, OBJ 4, which may be a help butt(')n, for example. The facilitator can
thus select OBJ 4 and request a private “Press button” capability, POBJ 1. If the

20  facilitator then assigns POB]J 1 to user 312, user 312 will acquire the ability to
press help button OBJ 4, although the “Press button” capability for the rest of -
the display objects in the system has been revoked. This provides the system

- facilitator with a significant degree of control over object access rights in a
multi-user system.

25

"Thus, a method and apparatus for associating capabilities between a

virtual input device and a display object is disclosed. These specific



7 optical data storage nedium Data storage nmedi um 208 may be a hard
di sk, a floppy disk, a CD-ROM a magnetic tape, or other magnetic or
optical data st orage nedi um 5 In general, processor 202
retrieves processing instructions and data froma data storage nedi um
208 usjng data storage device 207 and downl oads this information into
random access nenory 203 for execution. Processor 202, then executes
an instruction streamfromrandom access r’re%ry 203 or read-only
menory 204. Command sel ections and information input at 1 O al phanuneric
i nput devi ce azBhgeneents ethd methods tesdiibetll lnavent atensierelgtilloBtrative of th¥ecut ed
by processor 202. Equivalent input device 206 nmay al so be a pointing
principles of the present invention. Numerous modifications in form and

detail may be made by those of ordinary skill in the art without departing

from the scope of the present invention. Although this invention has been
5 shown in relation to a particular preferred embodiment, it should not be

considered so limited. Rather, the present invention is limited only by the

scope of the appended claims.



devi ce such as a conventional nouse or trackball device. The results of

this processi ng execution are then displayed on display device 205.
15 The preferred enbodi nent of the present invention is inplenented
as a software nodul e, which may be executed on a conputer system such -
as conputer system 200 in a conventional manner. _Using wekld-—kmown
t echni ques, the application software of the preferred enbodi nent is stored
on dat a storage medi um 208 and subseddent|y | oaggghdertizsBem@ersced ut ed
within 20 conmputer system 200. Once initiated, the so
preferred enbodi nent operates in ¢chgMmsanner descL!
Figure 2B illustrates a typical network within which t sen :
i nventi on caWebelaimpl ement ed. Conputer systens 200 are interconnected 25
via network 250. It“will be apparent to one of ordinary skill in the art
t hat :

1. A computer-implemented method for associating capabilities with a

5 virtual input device, said computer-implemented method comprising the
steps of:
selecting a new capability, said new capability represented on a display
device as a new capability display object; and
associating said new capability with said virtual input device.
10
2. The computer-implemented method of claim 1 wherein said virtual

input device represents a user.

3. The computer-implemented method of claim 2 wherein a user

* 15 capabilities box is displayed on said display device, said user capabilities box
displaying current capabilities associated with said user, said step of
associating said new capability with said virtual input device further

including the step of dragging said new éapability display object into said user

capabilities box.

20
4. The computer-implemented method of claim 1 wherein said step of
selecting said new capability includes the step of selecting said new capability
from a list of capabilities.

25 5. The computer-implemented method of claim 4 wherein said step of

selecting said new capability from said list of capabilities includes the step of

UL
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network 250 can conprise any type of network, including the Internet, a

Local g -Ar ea
Network (LAN), a Wde Area Network (WAN), an Ethernet network, an

| SDN network, a cable network or a conventional phorndspgegfdias Been Replaced
Figure 3 illustrates one enbodi nent of the present i ' - 5
user interactive system 100 includes a variety of di uch as
vi rtual i nput devices 125 and 127, nenu 135, button 130, and objects
oBJ 1 - OBJ 5. Exanpl es of virtual l1r’nput devi ces include nouse

cursors, text editing cursors
selecting said new capability from a graphical representation of said list of

capabilities.

6. The computer-implemented method of claim 1 further including the
steps of:
5 generating a private capability object, said private capability object
representing access rights to a display .object; and )

associating said private capability object with said virtual input device.

7. The computer-implemented method of claim 6 wherein said step of
10  associating said private capability object with said virtual input device further
includes the step of dragging said private capability object into said user

capabilities box.

’ 8. A machine readable medium having stored thereon data representing
15 sequences of instructions, which when executed by a computer system, cause
said computer system to perform the steps of:
selecting a new capability, said nex.,v capability represénted on said
display device as a new capability display object; and
associating said new capability with said virtual input device.
20
9. The machine readable medium of claim 8 wherein said virtual input

device represents a user.

10.  The machine readable medium of claim 9 wherein a user capab-ilities
25 box is displayed on said display device, said user capabilities box displaying

current capabilities associated with said user, said step of associating said new

—
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and ot her devices that translate the input of a device such as a nouse or a
trackball system into visible notion or output on the conputer- d1sp1ay 10
devi ce 205. These virtual input devices are displayéed as cursor s pl's 314

and 316 in Figure 3. It will be apparent to one of omﬂlshqt’ the
art that ot her virtual input devices and screen }“&o be

utilized. Capabilities palette 300 repr tion of
capabilities. This 15 grouping is perforned nerely to sinplify access to
the nost commonly accessed capabi |1Itles The grouping is not

requi red, however, and the display obj ects representing the
capabilities be di spl ayed anywhere wi thin multi- user

i nteracti \pepehxlf/ty omitbrsaid girtual pput devme further indludingathedstep af atrapgiriges

pal ette 300, jncludes nultiple types o capabi | i t i es that can be

assi gned tsaldmfewéapaibﬂymdlaewme%mw saidriypex ca@@brlmes OX.

i1.  The machine readable medium of claim 8 wherein said step of
5 selecting said new capability includes the step of selecting said new capability

from a list of capabilities.

12. The machine readable medium of claim 11 wherein said step of
selecting said new capability from said list of capabilities includes the step of
selecting said new capability from a graphical representation of said list of

10 capabilities.

13.  The machine readable medium of claim 8 further including sequences
of instructions for performing the steps of: }
’ generating a private capability object, said private capability object
. representing access rights to a display object; and

15 associating said private capability object with said virtual input device.

14.  The machine readable medium of claim 13 wherein said step of
associating said private capability object with said virtual input device further
includes the stép of dragging said private capability object into said user

20 -capabilities box.

15, An computer system for associating capabilities with a virtua] input
device, said computer system comprising:

a display device;
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I nteractive system 100. Each of these capabil ities represents the right to
interact in some way with display objects or a "regions” within multi-user
interactive system 100. A region, such as REGON 2 illustrated in Figure 3,
25 represents a user or system defined set of di sp’hﬁyshgg@Hgscgeghﬁehpt can be

si mul t aneousl y processed.
9 Capabilities CAP 1 - CAP 5 include cap m,uulﬂ '#ﬂﬂ”
bl e

"Mouse right" (enabl e right nouse button); "Mous
m ddl e nouse button), "Grab object" (gmable cursor device to pick up
di splay object), "Edit text" (enabl e user to edit text) and "Press

button” (enable button). Oher 5 appropriate capabilities can be defined
for a given nultisaidevririenaV inpundedice, wherefiapaid Virtuadinpan davie detects auped
i nto "bundl es” and assigned col |l ectively.
new capability, said new capability represented on said display
device as a new capability display object; and
y a mechanism configured to associate said new capability with said
5 virtual input device.

16.  The computer system of claim 15 wherein said virtual input device

represents a user.

10 17. The computer system of claim 16 wherein a user capabilities box is
displayed on said display device, said user capabilities box displaying current
«capabilities associated with said user, said mechanism configured to associate
said new capability with said virtual input device further including a |
mechanism configured to drag said new capability display object into said user

. 15 capabilities box.

18.  The computer-implemented method of claim 15 wherein said
mechanism configured to select said new capability includes a mechanism

configured to select said new capability from a list of capabilities.

20 19. The computer system of claim 18 wherein said mechanism configured
* to select said new capability from said list of capabilities includes a
mechanism configured to select said new capability from a graphical

representation of said list of capabilities.

20. The computer system of claim 15 further including:

A




I n one enbodi nent of the present invention, each of these capabilities
is a mani pul abl e display object itself. The rights to access the
capabilities are 10 thenselves defined as capabilities. As such, each

di spl ay object may either be a capability, or have acapability._
assigned to it. This ability to recursively assggn capabilities to
capabilities provides the systemfacilitator with a isShe feniRepllaogd t O
control access rights at nultiple |evels. 15 _lumw I "Grab
object” is a capability in capabilities palette 300. ! é
obj'ect” capability is displayed as a dispgay object, and this di's y

obj ect can have one or nore capabilities associated with it. This
"second | evel " of capabilities is also represented as display objects

cond Tevel * of  _~ capab epresent ed - i
Further capani | Ereearidionfigpredf Belluale ¥ PRVAIC RGNS Gt Sl e

facilitator can t I ; kb hE1; | 9.:0f;.
eadgﬁfc{a/?ﬁlggrgﬁﬁhﬁfbﬂr &nﬁﬁg access rﬁ%lﬁg kb lakdi § éb]&%,

access control fo i‘nput “devi ce“and eac i spla obj ect

by sinply creati nggn@ renoving capabilities display objects. This
simplicity is a significant advantage in a fast-paced environnment where
mul tiple uSers ameechamitrrdonyigaced ts asspciaté saidl privhieampabilp object with
Capabilities boxes 305 and 310 display capabilities associated with users
wi thi n& he nul ti - $atd viriual iitvdevdessi r onnent 100. Capabilities box 305-

S

21.  The computer system of claim 20 wherein said mechanism configured
to associate said private capability object with said virtual input device further
includes a mechanism configured to drag said private capability object into

10  said user capabilities box.

L
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10 di spl ays the capabilities associated with a user having I D 307

(hereafter referred to as "user 307") and capabilities box 310
di spl ays the capabilities associated with a user having ID 312
(hereafter referred to as "user 312"). General ly, "a virtual input

device is associated with each user. A virtual input 5 devi ce may,
however, be tenporarily unassociated with any user, as descri bed
further bel ow. I n one enbodi nent of the present invention,
dragging a capability

19

A METHOD AND APPARATUS FOR ASSOCIATING CAPABILITIES
WITH A VIRTUAL INPUT DEVICE AND A DISPLAY OBJECT

ABSTRACY
The present invention provides a method and apparatus for’
;ssociating capabilities between a virtual input device and a display objett.

5 According to one embodiment of the present invention, capabilities are
associated with a virtual input device by selecting a new capability, the new
capability repfesented on a display device as a new capability display object,
and associating the new capability with the virtual input device. According to
another aspect of the invention, the virtual input device represents a user.

10 Addiﬁonally, a display object can generate a private capability object for

association with a virtual input device.

by



fromcapabilities palette 300 into capabilities box 305 or 310, that
capability can 10 be acquired by the respective virtual input device
associ ated with users 307 and 312. Cenerally, the capability is
dragged from capabilities palette 300 by a systemfacilitator. A
user may, however, also have the capabilities necessary - to drag a
capability-fromcapabilities palette 300. 15 | f user 307 does
not have a "Grab object” capability, for exanple, the user will not
be able to mani pul ate di splay objects ia1gulti-user interactive

system 199. User 307 will thus not be a /& to use his associated virtual

i nput device to drag a capability fromcapabilities palette 300
because the virtual - i nput device will not be able to grab the

di spl ay obj eqt—+—the—systemfacttator—26 eags—the—-Gab—obj ect "
capability frlomcapabilities palette 300 into capabilities box 305,
the virtual iJjnput device associated with user 307 "acquires" the
capability td pick up display objects in the system Representing
capabilities |as di spl ay oljects—thus presents a systemfaci]itator
with a powerfjul, easily oBJ

MENU | 2 oBJ

1| VIRTUALINPUT 120
-

DEVICE 125 3

oBJ 0BJ oBJ

1] x 4 S

KVIRTUAL INPUT
DEVICE 127

MULTI-USER INTERACTIVE SYSTEM 100

EKEIG. 1 rrorar



mani pul able ability to control

as descri bed above,
di spl ay objects and virtual
users. For exanple,

access rights.
capabilities can al so be associ ated
i nput devices that are independent of

i nput device (cursor) 314 can be
I nput device 314 may not

in Figure 3, virtua
associated wth capability "G ab object.” Virtual

25

Addi tional ly,
bet ween

be associated with any user at thg;tine the capability is associated
Virtual input device 314 is thus available to be "picked up"
i nteractive system 100. If,

wthit.
or selected by
for instance,

user
pi cks
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‘up the virtual input device 314, user 312 will acquire the "G ab object"
capability associated with virtual input device 314. If desired, user 312
can al so "drop" the capability by dropping the virtual input device.
10 Figures 4 is a flow chart illustrating one enbodi nent of the

pr esent invention. In step 402 in Figure 4, a capability is selected
froma capabilities palette. This capability is then associated with a
user in step 404. The associ ati3gm i s acconplished by dragging a

di spl ay object associated with the capability fromthe capability box
into the display object representing the user. 15 For
"exanple, as illustrated in Figure 3, user 312 has capabilities CAP 5

and CAP 3 associated with him Figure 5 illustrates capabilities box 310
after a new capability is associated with user 312, according to the
steps described in the flow chart of Figure 4. Cursor object 314 is
used to drag CAP 1 from

COMPUTER ' _ COMPUTER
SYSTEM SYSTEM

200 - 200

COMPUTER
SYSTEM

200

. FIG. 2B



20 capabilities palette 300 into capabilities box 310. CAP 1 is.:now

associated with user 312 and all display objects in multi-user

i nteractive system 100. | nstead of all display objects in nmulti-user
i nteractive system 100, CAP 1 can al so be defined for a specific

obj ect on the display screen, such as OBJ 2, or a user or system
defined region, such as REGON 2. 25 I n anot her enbodi nent of
the present invention, each display object or region can create a

"private" capability object represeMd ng capabilities for
12
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itself. This private cabability obj ect acts .as a second | ayer of access

ri ghts, over " the capabilities described above. For exanpl e,
capabilities box 310 in Figure 6 has specific capabilities, CAP 3 and
CAP 5, assigned to it. These capabilities al l ow user 312 to

mani pul ate display objects in nmulti-user interactive system 5 100.

Addi tionally, however, OBJ 4, for exanple, can generate a private
capability object or set of capability/pobjects, and represent this private
capability object as a display object, POBJ 1. In this case, user 312 wll
not be able to mani pulate OBJ 5 unless, in addition to the other
capabilities, POBJ 1 is al so selected, dragged into capabilities box
310 and associated with user 312. 10 The private di splay object thus
represents an additional |ayer of access rights that can be
controlled on a per-object basis. - For instance, if
capabilities box 310 includes capabilities CAP 3, CAP 5

SELECT A CAPABILITY FROM | s~
A CAPABILITIES PALETTE

Y

ASSOCIATE THE CAPABILITY | s %
WITH A USER

404

FiG. 4



and "Press button,"” a systemfacilitator can renove the "Press button"” 15
capability fromcapabilities box 310, thus revoking the ability from user

312 to press any button display objects in nulti-user interactive
system 100. The system facilitator may, however, ‘chose to all ow user
312 to press only one button, OBJ 4, which may be a help button, for
exanpl e. The facilitator can thus select OBJ 4 and request a private
"Press button" capability, POBJ 1. If the 20 facilitator then assigns
POBJ 1 to user 312, user 312 will acquire the ability to press help

button OBJ 4, although the "Press button" capability for the rest of
the .di spl ay objects in the system has®h&en revoked. This provides the

system facilitator with a significant degree of control over object
access rights in a mul ti-user system 25 Thus, a net hod
and apparatus for associating capabilities between a virtual input
device and a display object is disclosed. These specific
8
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13 . arrangenents and nethods described herein are nerely illustrative

of the principles of the present invention. Nunmerous nodifications in
form and detail may be nade by those of ordinary skill in the art
wi t hout departing fromthe scope of the present invéention. Although
this invention has been 5 shown in relation to a particular preferred
enbodi nent, it should not be considered so limted. Rather, the present
invention is limted only by the scope of the appended cl ai ns.
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CLAI M5 1. A corrput er-i rrpl enented net hod for assq)g‘ggt hngmﬁ&gessmﬁ
rights with a virtual Thiegadt: gleyi.c sal d conputer-inpl ener o
conprising the steps of ‘Tng a new access right jrepre t ed

a first object, said n !”’l&ﬂ"ﬂ representing a predefi n&dﬁrﬁggtwg% t
Interact with anot her cqw ring said ngwjaccess right by
said virtual input device by causi ng the Trst object to ilnteract with a

¥
= o

—

second obj eg| Ajfiyy esenting access rights of said virtual ilnput device

2. The conputer-inpl emented nmet hod of claim2 wherein sai d virtual i nput
devi ce representd.a ugecomputer-impleniented fiiethabfgrassociating aceassaightewitbd of
claim2 wherein a user cap abllltles box is displayed on said. dis Ialy
device, sai @ Yigual 'BBB"a@?Y'F?sl w@id SBWR&"‘@dFW"ﬂ%m@Q r%@%@dm&“mg 8% seps
associ ated wth said user, said step of associating said new access rights
with said virttual input devi ce further including the step of dragging said

first object intgekwtifigusaieve apebss irightsepmsented by a first object, said new
access right representing a predefined right fo interact with another object; and

associating said new access right with said virtual input device by causing

the first object to interact with a second object representing access rights of said

virtual input device.

2. The computer-implemented method of claim 2 wherein said virtual

input device represents a user.

3. The computer-implemented method of claim 2 wherein a user
capabilities box is displayed on said display device, said user capabilities box
displaying current access rights associated with said user, said step of
associating said new access rights with said virtual input device further including

the step of dragging said first object into said user capabilities box.

4. The computer-implemented method of claim 1 wherein said step of
selecting said new access right includes the step of selecting said new access
right from a list of access rights.

5. The computer-implemented method of claim 4 wherein said step of
selecting said new access right from said list of access right, includes the step of
selecting said new access right from a graphical representation of said list of
access rights.

6. The computer-implemented method of claim 1 further including the
steps of:

generatlng a private object, said private object representing access rights

Hllllll IHIH lllH Ul Illl [ avenoeo sheer
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4. The conput er -+ apt enent ed- met-hod-of claim 1l wherein said step of

sel ecting said new ht _i ncI udes the step of selecting said new
access right froma ;ﬁh ﬁl] i ght s. Thu

5.
conput er - i npl enent ed m 4 wherein said step of RSYIMENEN SERET
new access right fro acces?grl ght, includes hre “stepof '

sel ecting said new access ri ght from a graphical representfti Of
|ist of access rights. : The conput er-inpl enent dlj@lsh ﬁ(ﬁ’a §§]8
claim1 further including the steps of: gener j e

obj ect, sai domdrsalayabm nd epresenting access rights to ja di spl ay object;

and associating said private object with said virtual input device.

7. The computer-implemented method of claim 6 wherein said step of
associating said private object with said virtual input device further includes the

step of dragging said private object into said user capabilities box.

8. A machine readable medium having stored thereon data
representing sequences of instructions, which when executed by a computer
system, cause said computer system to perform the steps of:

selecting a new access right represented by a first object, said new
access right representing a predefined right to interact with another object; and

associating said new access right with said virtual input device by causing
the first object to interact with a second object that represents current access

rights of said virtual input device.

9. The machine readable medium of claim 8 wherein said virtual input

device represents a user.

10. The machine readable medium of claim 9 wherein a user
capabilities box is displayed on said display device, said user capabilities box
displaying current access rights associated with said user, said step of
associating said new access right with said virtual input device further including

the step of dragging said first object into said user capabilities box.
11. The machine readable medium of claim 8 wherein said step of
selecting said new access right includes the step of selecting said new access

right from a list of access rights.

12.  The machine readable medium of claim 11 wherein said step of

n g g
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associ ating said-private Obj ect W|th said virtual input dewx;em- S A
The.conputer-inp eng‘gamsmmm@f claim6 wherein said ls,ﬁkjﬁ MIENAssotHEETg

said private obj rt ual input device furtherpnctudes the-
step of dragging s \ Ject i nto said user capapi bri ..‘b‘
8. A machine re um havi ng ored thereon ataj 'gﬁas [ g

sequences of |nstruct|ons, whi ch when exetuted by a conputlker—system.
sai d conputer systemto performthe steps of: selecting a new access

right represented by a first object, said new access rig re-p'r-eseﬂ-t-mg—
predefined rsefgutingsaichnewacress nghtafrmn Isaid Icslbpéecc;eamhts includesdhe stepokai d
new access r'?ch by s I d virtual ﬁﬁf’t devi ce él causin ghe fi rc, béfa
to interact SAEHN d}‘ﬁ’f’éﬁj:%%st righGfro ?‘eEr%@BWp PR &5 Sa of
said virt Ua'adc@@é'h ﬂ@w ce. : The machine readabl e nedi um of
claim8 wherein saf1 virtual input deV| ce represents a user. 10.

The machi ne readabl e nedium of claim 9 wherein a user capabi lities box is

di spl d d d d b |t
'splayed on sai 4 i selay device. <ol 0 USSP |4 4ieS PRither inouding

sequences of instructions for performing the steps of:
generating a private object, said private object representing access rights
to a display object; and

associating said private object with said virtual input device.

14. The machine readable medium of claim 13 wherein said step of
associating said private object with said virtual input device further includes the

step of dragging said private object into said user capabilities box.

15. A computer system for associating access rights with a virtual input
device, said computer system comprising:

a display device;

a virtual input device;

a mechanism configured to associate a new access right with said virtual
input device by causing a first object representing a new access right to interact
with a second object that represents current access rights of said virtual input

device, said first and second objects being displayable on said display device.

16.  The computer system of claim 15 wherein said virtual input device
represents a user.

17.  The computer system of claim 16 wherein a user capabilities box is
displayed on said display device, said user capabilities box displaying current
capabilities associated with said user, said mechanism configured to associate

sald new capablhty with said virtual input device further including a mechanism

HIIIIIHIIIIIIIIIIIIIII I |~ Amenoes SHEE
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di spl ayi ng current—aecess rights associated with said user,
associ ating said ngw access right With said virtual i nput.__d_eyl ce further
g first object into sai @mer

er “HENT SHEET

i ncluding the step Q‘Qeé}gReﬁ
capabilities box. ’”m e machi ne readabl e nediju

wherein said step o I d new access right inclju 13 hB Et 38 ol
sel ecting said new access roma 14 st of access ri ghtfs. 1938
16 12. The machi ne readabl e medium of claim 11l wh trein_said ste

of selecting said new access right fromsaid |ist of accgss rights include

the step otosfigured itoairagishid ABWSHRBSity U!?s'iblayf  SBLRinkS 38l ﬁw&ﬁﬁw]
eada

of said |list of access right. he machine r

said step of

o7

e nedium of

claim 8 fBf%Xher incl udi ng sequences of | nstruct ions for performng the

steps of:

18.  The computer-implemented method of claim 15 wherein said

mechanism configured to select said new capability includes a mechanism

configured to select said new capability from a list of capabilities.

19.  The computer system of claim 18 wherein said mechanism

configured to select said new capability from said list of capabilities includes a

mechanism configured to select said new capability from a graphical

representation of said list of capabilities.

20.  The computer system of claim 15 further including:

a mechanism configured to generate a private capability object, said private

capability object representing access rights to a display object; and

a mechanism configured to associate said private capability object with said

virtual input device.

21.  The computer system of claim 20 wherein said mechanism

configured to associate said private capability object with said virtual input device

further includes a mechanism configured to drag said private capability object into

said user capabilities box.
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generating a private object, said private object representing access rights
to a.di splay object; and associating said private object with said

virtual input device. 14. The machi ne readabl e nedpum phrobg \
wherein said step of associating said private object-with s HpkgfﬁﬁéﬁTnSHEET

I nput device further includes the step ofgsdragging said privyate object into
sai d user capabilities box. 15. A conputer systemjf ¢r Ga&sﬁéYd8$91g
access rights with a virtual input device, said conputer sys$téem conprisSing:

a di splay devi-ce: a virtual input device; a mechani sm
configured t%Mﬁe a new access right to be acquired by sai |
device by causing a first object representing a new access right to

' i th d, obj .h . ' f id
Virtual input device, ASPIPHlerdRPlamelas ihan fatdSopefiig Sitess BN M,
sai d di spl ay, ggvhfRput device, sai&@omﬁ[ﬁa-iﬁ@e@%ﬁ{edsﬂﬁﬂﬁﬂ &Smptisih§ A sty ei n

A
said virtual 1 nput gew ce represents
of:

selecting a new access right represented by a first object, said new
access right representing a predefined right to interact with another object; and

acquiring said new access right by said virtual input device by causing the
first object to interact with a second object representing access rights of said

virtual input device.

2. The computer-implemented method of claim 2 wherein said virtual

input device represents a user.

3. The computer-implemented method of claim 2 wherein a user
capabilities box is displayed on said display device, said user capabilities box
displaying current access rights associated with said user, said step of
associating said new access rights with said virtual input device further including

the step of dragging said first object into said user capabilities box.

4. The computer-implemented method of claim 1 wherein said step of
selecting said new access right includes the step of selecting said new access

right from a list of access rights.

5. The computer-implemented method of claim 4 wherein said step of
selecting said new access right from said list of access right, includes the step of
selecting said new access right from a graphical representation of said list of

access rights.

6. The computer-implemented method of claim 1 further including the

L




17. The:conputer systemof claim 16 wherein a user capabilities box is_____
di sp} ayed on said display device, said user capabilities va :dl-%S‘ -a;;;itjng,sl Ei
current capabilities associated with said user, sai d nmechal* ‘onfi gured-
to associate 1 . sal d new
capability with said virtual input devicesfurther including ja 88h&#itsis3
configured to drag said new capability display object intoj spid user ,
capabiliti estepsof: 18. The conputer-i rrpl enented nef hod of claim 15

wh d h fi i
mechant sm conf | oGR8 AUSESA PLLRe St B4 Eaiyab e Wity ot fihts e~
capabi | i ti egq 5 display object; and

associating said private object with said virtual input device.

7. The computer-implemented method of claim 6 wherein said step of
associating said private object with said virtual input device further includes the

step of dragging said private object into said user capabilities box.

8. A machine readable medium having stored thereon data
representing se;quencés of instructions, which when executed by a computer
system, cause said computer system to perform the steps of:

selecting a new access right represented by a first object, said new
access right representing a predefined right to interact with another object; and

acquiring said new access right by said virtual input device by causing the
first object to interact with a second object that represents current access rights

of said virtual input device.

9. The machine readable medium of claim 8 wherein said virtual input

device represents a user.

10. The machine readable medium of claim 9 wherein a user
capabilities box is displayed on said display device, said user capabilities box
displaying current access rights associated with said user, said step of
associating said new access right with said virtual input device further including

the step of dragging said first object into said user capabilities box.

11.  The machine readable medium of claim 8 wherein said step of
selecting said new access right includes the step: of selecting said new access

right from a list of access rights.
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P
19. The-conputer system of claim 18 wherein said mechanfif{hilAGRIMGIT SHFFD
sel ect said new capability fromsaid |ist of capabilities i qcTudes &a——
mechani sm configured to select said new capability froma grarﬂfgﬁﬁ 99
representation of said |ist of capabilities. -20. {THe &Fe‘tg
system of claim 15 further including: 16 a nechani sm cQnf+geed—-i.0
generate a private capability object, said private capabiljity object
representing acce¥d rithe snaching eadable masiwotof clain 11 wh

configured to;associate said pri.vate capapility object ,wit aid virtual

o nut Sdevt cseidingSad e Uctelt YRl ford B8RPl of Hodrasidhtsinclid Be Stép 88
mechani sm ¢ | eghi ' ' i i hid Fote] AL aid
Trtonl 1 mpotediesail ey Heeedd RoRENEnPh ABbRicar R eIt Iof Bailishof 2
privat e capadudessyighbj ect into said user capabilities box.

13. The machine readable medium of claim 8 further including
sequences of instructions for performing the steps of:

generating a private object, said private object representing access rights
to a display object; and

associating said private object with said virtual input device.

14.  The machine readable medium of claim 13 wherein said step of
associating said private object with said virtual input device further includes the

step of dragging said private object into said user capabilities box.

15. A computer system for associating access rights with a virtual input
device, said computer system comprising:

a display device;

a virtual input device;

a mechanism configured to cause a new access right to be acquired by -
said virtual input device by causing a first object representing a new access right
to interact with a second object that represents current access rights of said
virtual input device, said first and second objects being displayable on said
display device.

16.  The computer system of claim 15 wherein said virtual input device

represents a user.

17.  The computer system of claim 16 wherein a user capabilities 'box is
displayed on said display device, said user capabilities box displaying current

capabilities associated with said user, said mechanism configured to associate
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17
said new capability with said virtual input device further including a mechanism

' cohﬁgured to drag said new capability display object into said user capabilities

box.

18. The computer-implemented method of claim 15 wherein said
mechanism configured to select said new capability includes a mechanism

configured to select said new capability from a list of capabilities.

19. The computer system of claim 18 wherein said mechanism
configured to select said new capability from said list of capabilities includes a
mechanism configured to select said new capabilty from a graphical

representation of said list of capabilities.

20.  The computer system of claim 15 further including:

a mechanism configured to generate a private capability object, said
private capability object representing access rights to a display object; and

a mechanism configured to associate said private capability object with

said virtual input device.

21.  The computer system of claim 20 wherein said mechanism
configured to associate said private capability object with said virtual input device
further includes a mechanism configured to drag said private capability object
into said user capabilities box.

R

AMERDED  SHEET




