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HOME AND ~UILDING tLECTRICAL CONTROL PR~~oco1(;~ 
--------~----------------------------------- .; =~ 

This invention relates to home and building 

management systems and in particular to a communi 

protocol suitable for use.in such systems. 

5 BACKGROUND TO THE INVENTION 

A typical electrical control system for home and building 

installation comprises a quantity of devices designed to 

c~ntrol switches, sockets1 electr~cal loads of various types 
! 

10 (e.g lighting, heating, cooling and various motorised 

devices), and protective devices such as miniature circuit 

breakers, residual current_breakers, fuses etc. A control 

system in such an installation comprises one or more, low 

~ewer consumption transceiver devices-associated with one or 

15 ·mare of the abovementioned electrical elements, Lhe 

transceivers typically being connected in parallel via a 

communications medium. 

For the sake of simplicity and cost it is typical for the 

20 communication medium to comprise a two-wire power and 

datagram (signal) means. The two:..wire means may be provided 

with shielded or unshielded twisted pair. Various topologies 

such as bus, star, ring, mesh and/or a mixture of the above 

topologies can be used with this medium. 

25 

Each device in the network comprises a transceiver for 

receiving and transmitting data signals, a computer device 

for receiving data and sending data of its own volition_ . 
dependent on programs stored therein and storage means to 

30 maintain various data fe.g. the status of other devices in 

the network), and control circuit means for controlling 

electrical apparatus (e.g. lights, switches, power loads) 

associated.therewith. 

35 Each device in the network is adapted and arranged to 

exchange data signals via the two-wire medium. 

';.' ,-~ 

. : i 

.. ) 

11111i11~r .! 

-1- ·. THIS SHEET HAS BEEN lj 

REPLACED I 



. '; 

5 

By linking the v~rious devices it is possible to control and 
manage the var.ious apparatus associated with each device each 
of which are controlled independent of the other. 

The exchange of information between the devices is an 
important element in the control of devices on the network 
and exchange of information in digital form is typical. 
Digital signals can be designed to minimise information· 
exchange errors which is impo.rtant in safety critical 

10 environments. However, the communications medium has an 
inherent upper bandwidth for the quantity of digital 
information which it can carry at any one time. Therefore, 
there are a number· of digital transmission techniques .. which 
can be used to best use the available bandwidth of the medium 

15 amongst the numerous 'and various types of de·'1'ices distributed 
over the network. The ability of the communications medium 
to convey digital information to all the devices may also be 
restricted by its total length since digital signal 
transmission time from the devices most distant from each 

20 other may exce~d an allowable period within which digital 
signals will not overlap in time. 

One technique known as Time Division Multiplexing (TOM) 
allows each device to take a turn (in a round robin), each 

25 one periodically obtaining the entire data exchange b~ndwidth 
for a predetermined period of time. In using this technique 
transmission time is uniquely segmented amongst the devices 
and each segment of time carries data transmitted from one 
and only one of the devices within the network. During this 

30 time all of the devices on the network can read data proyided 
by the device transmitting (broadcast data). A TOM technique 
requires the allocation of a unique time slot to each of the 
existing and/or future devices, and'each time slot beginning. 
and end is synchronised to a master clock located in the 

35 network. 

All devices contribute a predetermined amount of digital 
data, one after the other, until every devic~ has sent all 
its data. This procedure is advantageous and particularly 
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efficient where frequent updating of data is required either 
by a central controller or each device itself. In a network 
where all devices are required to know the operating mode or 
condition of other devices on the network TOM offers a means 

5 for orderly exchange of information. However, this 
arrangement is very inflexible and may limit the amount, and 
sometimes the complexity, of the digital data being 
communicated from each devic.e. 

10 One limitation of the TOM technique is that each time slot 
must be interpreted unambiguously by all communicating 
devices. A central synchronising clock may initiate each 
data exchange transmission period but delayed digital data 
resulting from signal propagation delays along the network 

15 will result in the loss or corruption of data. The receiving· 
device will not easily determine" which bits of data are from 
which sets of data thus no data can be safely accepted by the 
receiver. For this reason, TOM is not ideal for long or 
lengthening network distances. 

20 

A further.digital data communication technique used in such 
networks is known as Carrier Sense, Multiple Access., with 
Collision Detection (CSMA/CD) and is most commonly used 
wherever data must be communicated between one of many 

25 devices widely distributed over a large network. · A further 
enhancement of the CS.MA/CD scheme is to include some form of 
Collision Avoidance (CA) ·so that the inevitable collision of 
digital data information packets and· the frequency thereof, 
may be reduced or recovered if data is lost as a result of 

3~ collisions. 

CS.MA/CD - CA does not require any central coordina~ion, so it 
is well suited to a home building electrical control system 
requiring relatively high digital data exchange rates for 

35 communicating information between widely distributed 
intelligent devices, such as those described above. 

However, in a bandwidth l~!t~d network using, for example, 
t)!~_ typ~_ of ~~"'.."w!..~~-.medium described above, CS~/CD is not 
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necessarily optimumly configured for the quick gathering of 

information from a large number of devices. Since 

communication between devices must be established one at a 

time and during any one such communication period, only one 

5 unit may transmit at any one time. CSMA/CD is therefore an 

inefficient technique fo~ the exchange of status information 

between many devices. 

10 

BRIEF DESCRIPTION OF THE INVENTION 

In a broad aspect of the invention a digital data exchange 

protocol for use on a packet switched communications network 

for connecting between two or more control devices compr.ises 

the use of a Carrier Sense, Multiple Access/ Collision 

15 Detection packet switched protocol, having an additional 

frame adapted to initiate a time division multiplex 

communication period during which the status of each of said 

devices can be transmitted to each other device connected to 

said network. 

20 

A digital data exchange protocol wherein the Carrier Sense, 

Multiple Access/ Collision Detection protocol also uses 

Collision Avoidance. 

25 A digital data exchange protocol wherein during said time 

division multiplex communication period, time slots for each 

device are synchronised by a single clock referred to by the 

network. 

30 A digital data exchange protocol wherein said time division 

multiplex communication period is greater than the 

propagation delay ~etween devices which are physically 

furthest apart as measured through the network. 

- 35 A specific embodiment of the invention will now be described 

in some further detail with·reference to and as illustrated 

in the accompanying figures. This embodiment is 

illustrative, but not resti:.:ictive of the invention. 
---- ··-······-······-··· ·---
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DETAILED DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a basic layout of a plurality of devices arranged 

in a network interconnected by a pair of wires; 

Fig. 2 is a timing diagram of a CSMA/CD - CA digital data 

frame; 

Fig. 3 is a TDM initiating frame of an CSMA/CD - CA frame; 

10 and 

Fig. 4 is a schematic of a TOM data exchange protocol in 

accordance with an embodiment of the invention. 

15 DETAILED DESCRIPTION OF THE INVENTION 

A large variety of information, control and management 

systems utilising packet switched communication networks with 

two-wire power and communication mediums are used for an 

20 equally large variety of applications. In particular, packet 

switched networks are being used more often in the 

residential, commercial building and industrial buildings 

construction industry to support building control management 

systems. 
25 

Pairs of conductors are typically easily laid and routed in 

new and existing buildings and simple tap-in line connections 

are connectable at any point along the pair of conductors, as 

depicted pictorially in Fig. 1. Wires 10 and 12 provide a 

30 medium for the communication of power and signals to the. 

devices 14, 16 ,- 18 and 20 which are distributed as required 

along the length of the wires 10 and 12. 

In this embodiment the digital data exchange protocol may 

35 preferably be of the.CSMA/CD - cA type, of which Fig. 2 

depicts a typical frame:; where in this example control = 0. 

However, when required, a special frame, as depicted in Fig. 

3 where control is not equal to o, can be sent by any device 

. '!~-~!>:~~---~_he network to initiate a TDM communication period. 
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During the TOM period, all participating devices may 

preferably be synchronised by that· special frame,_and/or as 

well as by a synchronising clock, which is present on the 

communications medium at all times. The synchronising clock 

s·- provides a timing' reference on.l,y and therefore can be 

generated by an "non-intelligent" clock device located 

anywhere on the network. 

It is preferable for the design of a communication protocol 

10 using CSMA/CO and/or CA which uses a TOM initiating frame, to 

have a predetermined maximum bandwidth and maximum physical 

length of the two-wire communication medium. Predetermining 

these two characteristics reduces the probability and/or 

incidence of timing errors that may occur if either is 

15 exceeded. 

Further, it is preferable for all the connected devices to be 

adapted to maintain TOM data sending synchronisation with the 

received frame which initiates the TOM digital data exchange 

20 ·period. 

Furthermore, it is preferable that the initiating frame of 

the device requesting a TOM protocol period contains 

sufficient information to allow participating devices to 

25 contribute the appropriate information within that TOM frame 

period. 

Typically in this embodiment the TOM frame period is used by 

all the devices on the network for collecting informati~n 

30 about all other devices currently oper~tional on the network, 

as depicted pictorially in Fig. 4. The type of information 

that may be provided comprises the status of one or all of 

the devices in the network, or alternatively groups of 

devices in the network, or even the existence of a newly 

35 added device to the ne~work. A list of all active devices 

·may be maintained either centrally or distributed amongst all 

devices and this simplifies and·assists in the identification 

--~ ·-----------··· 
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of current. and potential communication and set up problems 
between devices. 

Using a specialised TDM frame period for quickly exchanging 
5 information within a predominantly CDMA/CD - CA protocol 

ensures that important information is quickly and more 
importantly efficiently exchanged between each device. A 
conventional CSMA/CD - CA communication protocol makes 
multiple (not necessarily successful) ~o:mmunication attempts 

10 when requiring the exchange of similar information amongst 
the devices on the network and takes longer and unnecessarily 
uses sometimes scarce bandwidth. 

Since each frame of the CSMA/CD - CA protocol is confirmed as 
· 15 being received correctly upon its receipt, the status of the 

apparatus or load connected to the device will have changed 
as required. Consequently information collected during any 
simultaneously initiated TOM frame will also confirm a change 
of operational status of the initiating or sending device. 

20 

This preferable use of a TOM frame period amongst a 
CSMA/CD - CA protocol ensures a reduction in the quantity of 
re-transmissions which would typically be required in a CSMA/ 
CD - CA protocol exchange of information. This has 

25 particular advantages at the typically low communication 
rates of two-wire communication mediums used in building 
management networks. 

The invention has been described using a specific packet 
30 switching network making use of both CSMA/CD - CA·and TOM 

communication protocols in order to achieve efficient usage 
of the available bandwidth. 

However, it will be appreciated by those skilled in the art 
35 that the invention is not restricted in its use to.the 

particular application described and neither is the present 
· invention restricted in its preferred embodiment with regards 
to the particular components and/or configuration of protocol 
elements described herein. It will be·appreciated that 
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various modifications can be made without departing from the 
principles of the invention, therefore, the invention should 
be understood to include all such modifications within its 
scope. 
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Claims: 

1. .A digital data exchange protocol for use.on a packet 

switched conununications network for connecting between two or 

more control devices comprises the use of a Carrier Sense, 

Multiple Access/ Collision Detection packet switched 

5 protocol, having an additional frame adapted to initiate a 
time division multiplex communication period during which the 

status of each of said devices can be transmitted to each 

other device connected to said network. 

10 2. A digital data exchange protocol in accordance with 

claim 1 wherein the Carrier Sense, Multiple· Access/ Collision 

Detection protocol also uses Collision Avoidance. 

J. A digital data exchange protocol in accordance with any 

15 preceding claim wherein during said time division multiplex 

communication period, time slots for each device are 

synchronised by a single clock referred to by the network. 

4. A digital data exchange protocol in accordance with 

20 claim 1 wherein said time division multiplex communication 

period is greater than the propaqation delay between devices 

which are physically furthest apart as measured through the 

·network. 
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HOME AND BUILDING ELECTRICAL CONTROL PROTOCOL 

. ABSTRACT -------
This invention relates to home and building electrical 
management systems and in particular to a communicat~ons 

protocol suitable for use in such systems. 

5 A typical electrical control system for home and building 

installation comprises a quantity of devices design~d to 

control switches, sockets; electrical loads of various types. 

A control system in such an installation comprises one or 
more, low power consumption transceiver devices associated 

10 with one or more of the abovementioned electrical elements, 

the transceivers ~ypically being connected in parallel via a 
communications medium. 

Packet switched networks are being used more often in the 
15 residential, commercial building and industrial building 

construction industry to· support building control management 

systems. Pairs of conductors (10, ~2) are typically easily 

laid and routed in new and existing buildings and simple 
tap-in line connections are connectable at any point along 

20 the pair of conductors. 

The invention disclosed herein comprises a digital data 

exchange protocol fo~ use on a packet switched communications 
network for connecting between two or more control devices 

25 (14, 16, 18 and 20) comprising the use of a Carrier Sense, 
Multiple Access/Collision Detection packet (Fig 2) switched 
protocol, having an additional frame (Fig 3) in said packet 
to initiate a time division multiplex communicatirm peri~d 
during which the status of each of said devices can be 

30 transmitted to each other device connected to said network. 

The digital data exchange protocol may use a Carrier Sense, 
Multiple Access/Collision Detection with Collisi~~ Avoidance 

·and the digital data exchange protocol will be such that the 

35 time division multiplex communication period is greater than 

the propagation delay between devices which are the furthest 
apart as measured_through the network. 
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FIGURE 1 

HEADER I CONTROL I · DATA f cHECKSUM I DUMMY ACK 

FIGURE 2 

HEADER I CONTROL I DATA. I CHECKSUM I DUMMY I ACK I DUMMY 
I 

.FIGURE3 

§ data from device with address O 

data from device with address 1 

data from device with address 2 

data from device with address 225 
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data can be of any format, as defined by 
control information in the header of the 
initiating frame 
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