DISTRIBUTED KEY MANAGEMENT FOR TRUSTED EXECUTION
ENVIRONMENTS

Abstract

Disclosed herein are methods, systems, and apparatus, including computer programs
encoded on computer storage media, for securely executing smart contract operations in a
trusted execution environment (TEE). One of the methods includes establishing, by a key
management (KM) TEE of a KM node, a trust relationship with a plurality of KM TEEs in a
plurality of KM nodes based on performing mutual attestations with the plurality of KM
TEESs; initiating a consensus process with the plurality of KM TEEs for reaching consensus
on providing one or more encryption keys to a service TEE of the KM node; in response to
reaching the consensus with the plurality of KM TEE:s, initiating a local attestation process
with a service TEE in the KM node; determining that the local attestation process is
successful; and in response to determining that the local attestation process is successful,

providing one or more encryption keys to the TEE executing on the computing device.
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