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TECHNICAL FIELD

[0007] This application generally relates to systems and methods for training and

deploying audio processing neural networks.

BACKGROUND
[0008] The advent of Internet of Things (IoT) devices has led to newer channels of

machines interacting with voice commands. Oftentimes, many of the interactions with devices

involve performing operations on private and sensitive data. Many new mobile apps and home
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personal assistants are enabling financial transactions using voice-based interactions with the
device. The call center and, in particular, interactions with human agents at call centers, is no
longer the only instance of voice-based interactions for institutions managing critical personal
information. It is essential to reliably verify the identity of callers/speakers, who access and
manage user accounts by operating various edge devices or IoT devices, or by contacting call

centers, according to a uniform level of accuracy and security.

[0009] Automatic Speech Recognition (ASR) and Automatic Speaker Verification (ASV)
systems are often used for security and authentication features, as well as other voice-based
operations. Most implementations of voice biometrics use active and static enrollment and
typically assume that the link between audio utterances and speaker identity is known. Active
enrollment is when the users are prompted for an enrollment phase in which they have to repeat a
passphrase or speak freely, typically until the criteria defined by the voice biometrics system are
met. Active enrollment often occurs in combination with static enrollment when a user initially
sets up their respective device or begins to use an over-the-top service. Active enrollment may be
time consuming, and the deployment of voice biometrics might not be successful because users
might opt out from enrolling. Further, static enrollment may result in voice models becoming stale
or for inaccurate verification as more people wish to use the voice biometrics system or their voices

change.

[0010] Furthermore, over-the-top (OTT) services may differ from other services that use
automatic voice verification, such as banks, because an OTT service may require identifications
of individual speakers from multiple speakers at a time as opposed to solely determining if a
speaker satisfies a predefined criteria associated with the speaker’s profile (e.g., determining
whether the speaker’s voice matches a voice corresponding to the speaker’s profile regardless of
any other speaker profiles). It can be difficult to maintain a system that can actively differentiate
between speakers, particularly when multiple speakers are concurrently or intermittently speaking
with each other. Further, it can be difficult to provide content or configure an edge device for
individuals when the system identifies speech from multiple individuals at a time, such as when

multiple people gather to watch videos or listen to music together or get into a car together.

[0011] What is therefore needed are improved approaches to enrolling new speakers as a

service operates and to providing content or configuring edge device for speakers with pre-
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established and/or non-established speaker profiles so a system can differentiate the profiles from

each other for utterance matching.

SUMMARY
[0012] Disclosed herein are systems and methods capable of addressing the above
described shortcomings and that may also provide any number of additional or alternative benefits
and advantages. Embodiments described herein provide for a flexible voice biometrics system
capable of passive, active, continuous, or static operations, or some hybrid combination thereof.
In particular, the systems and methods described herein provide for methods of passively and/or
continuously, in some cases in addition to actively and/or statically, enrolling speakers as the
speakers speak into or around an edge device (e.g., car, television, radio, phone). By implementing
such systems and methods, the device can identify new users on the fly without requiring a new
speaker to mirror prompted utterances to actively reconfigure the device each time a new speaker
wishes to set up a profile. The systems and methods further provide for a method of organizing
and reorganizing speaker profiles as the speakers provide utterances to the system to maintain up-
to-date profiles for the speakers and avoid false authentication acceptances and/or rejections. The
systems and methods provide for a passive and continuous voice biometrics system, in some cases
with possibly no knowledge of speaker identities. The systems and methods may create identities
in an unsupervised manner, in some cases passively enrolling and recognizing individual speakers
as the system identifies speakers that do not satisfy a criterion for any stored user profiles. Such
systems and methods may be used for personalization and security purposes across a wide range
of applications, including [oTs (e.g., identifying a driver of a car and configuring the car’s settings
based on settings associated with the driver’s speaker profile), for over-the-top services

(e.g., identifying a television viewer to provide relevant content), and/or for call center use cases.

[0013] In an embodiment, a computer-implemented method comprises extracting, by the
computer, an inbound embedding for an inbound speaker by applying a machine-learning model
on an inbound audio signal; generating, by the computer, a similarity score based upon a distance
between the inbound embedding and a voiceprint stored in speaker profile in a speaker profile
database; and responsive to the computer determining that the similarity score for the inbound

embedding fails to satisfy a similarity threshold: generating, by the computer, in the speaker profile
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database a new speaker profile for the inbound speaker containing the inbound embedding, the

new speaker profile is database record storing the inbound embedding as a new voiceprint.

[0014] In another embodiment, a system comprises a speaker database comprising non-
transitory machine-readable storage media configured to store data records containing speaker
profiles; and a computer comprising a processor configured to: extract an inbound embedding for
an inbound speaker by applying a machine-learning model on an inbound audio signal; generate a
similarity score based upon a distance between the inbound embedding and a voiceprint stored in
speaker profile in the speaker profile database; and responsive to the computer determining that
the similarity score for the inbound embedding fails to satisfy a similarity threshold: generate in
the speaker profile database a new speaker profile for the inbound speaker containing the inbound
embedding, the new speaker profile is database record storing the inbound embedding as a new

voiceprint.

[0015] In another embodiment, a computer-implemented method comprises receiving, by
a computer, an inbound audio signal including a plurality of utterances of a plurality of inbound
speakers; applying, by the computer, a machine-learning architecture to the inbound audio signal
to extract a plurality of inbound embeddings corresponding to the plurality of inbound speakers;
for each inbound speaker of the plurality of inbound speakers: generating, by the computer, one or
more similarity scores based upon an inbound embedding for the inbound speaker, each similarity
score for the inbound speaker indicating a distance between the inbound embedding and one or
more voiceprints stored in a speaker profile database; and identifying, by the computer, a nearest
voiceprint for the inbound speaker from the one or more voiceprints, the nearest voiceprint
corresponding to a max similarity score of the one or more similarity scores generated for the
inbound speaker; and for each max similarity score satisfying one or more similarity score
thresholds: updating, by the computer, a speaker profile database to include the inbound
embedding for the inbound speaker having the max similarity score satisfying the one or more

similarity score thresholds.

[0016] In another embodiment, a system comprises a speaker database comprising non-
transitory machine-readable storage media configured to store data records containing speaker
profiles; and a computer comprising a processor configured to: receive an inbound audio signal

including a plurality of utterances of a plurality of inbound speakers; apply a machine-learning
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architecture to the inbound audio signal to extract a plurality of inbound embeddings
corresponding to the plurality of inbound speakers; for each inbound speaker of the plurality of
inbound speakers: generate one or more similarity scores based upon an inbound embedding for
the inbound speaker, each similarity score for the inbound speaker indicating a distance between
the inbound embedding and one or more voiceprints stored in a speaker profile database; and
identify a nearest voiceprint for the inbound speaker from the one or more voiceprints, the nearest
voiceprint corresponding to a max similarity score of the one or more similarity scores generated
for the inbound speaker; and for each max similarity score satisfying one or more similarity score
thresholds: update a speaker profile database to include the inbound embedding for the inbound

speaker having the max similarity score satisfying the one or more similarity score thresholds.

[0017] In another embodiment, a computer-implemented method comprises receiving, by
a computer, an inbound audio signal for an inbound speaker from an end-user device via a content
server; applying, by the computer, a machine learning model to the inbound audio signal to extract
an inbound embedding for the inbound speaker; generating, by the computer, a similarity score for
the inbound embedding based upon a distance between the inbound embedding and a voiceprint
stored in a speaker profile in a speaker database, the similarity score satisfying one or more
similarity score thresholds; identifying, by the computer, in the speaker profile one or more speaker
characteristics corresponding to one or more content characteristics for the content server; and
transmitting, by the computer, the one or more speaker characteristics associated with the inbound

speaker to the media content server.

[0018] In another embodiment, a system comprises a speaker database comprising non-
transitory machine-readable storage media configured to store a plurality of speaker profiles; and
a server comprising a processor configured to: receive an inbound audio signal for an inbound
speaker from an end-user device via a content server; apply a machine learning model to the
inbound audio signal to extract an inbound embedding for the inbound speaker; generate a
similarity score for the inbound embedding based upon a distance between the inbound embedding
and a voiceprint stored in a speaker profile in the speaker database, the similarity score satisfying
one or more similarity score thresholds; identify in the speaker profile one or more speaker

characteristics corresponding to one or more content characteristics for the content server; and
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transmit the one or more speaker characteristics associated with the inbound speaker to the media

content server.

[0019] In another embodiment, a method comprises obtaining, by the computer, a speaker
profile associated with a speaker containing one or more embeddings for the speaker; determining,
by the computer, a level of maturity for a voiceprint for the speaker based upon a false acceptance
rate and one or more maturity factors for the one or more embeddings; updating, by the computer,
one or more similarity thresholds of the speaker profile according to the level of maturity and the

one or more maturity factors.

[0020] In another embodiment, a system comprises a speaker profile database comprising
non-transitory machine-readable media configured to store a plurality of speaker profiles; and a
computer comprising a processor configured to: obtain a speaker profile associated with a speaker
containing one or more embeddings for the speaker; determine a level of maturity for a voiceprint
for the speaker based upon a false acceptance rate and one or more maturity factors for the one or
more embeddings; and update one or more similarity thresholds of the speaker profile according

to the level of maturity and the one or more maturity factors.

[0021] In another embodiment, a device-implemented method comprises receiving, by a
device, an inbound audio signal containing an utterance of an inbound speaker; applying, by the
device, an embedding extraction model on the inbound audio signal to extract an inbound
embedding for the inbound speaker; generating, by the device, one or more similarity scores for
the inbound embedding upon a relative distance between the inbound embedding and one or more
voiceprints stored non-transitory machine-readable media; identifying, by the computer, a speaker
identifier associated with a voiceprint for the inbound speaker in response to determining that a
similarity score generated using the voiceprint satisfies a similarity threshold; and transmitting, by

the device, the speaker identifier to a content server.

[0022] In another embodiment, a system comprises a speaker database comprising non-
transitory machine-readable storage media configured to store data records containing speaker
profiles; and a device comprising a processor configured to: receive an inbound audio signal
containing an utterance of an inbound speaker; apply an embedding extraction model on the

inbound audio signal to extract an inbound embedding for the inbound speaker; generate one or
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more similarity scores for the inbound embedding upon a relative distance between the inbound
embedding and one or more voiceprints stored the speaker database; identifying, by the computer,
a speaker identifier associated with a voiceprint for the inbound speaker in response to determining
that a similarity score generated using the voiceprint satisfies a similarity threshold; and transmit

the speaker identifier to a content server.

[0023] It is to be understood that both the foregoing general description and the following
detailed description are exemplary and explanatory and are intended to provide further explanation

of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The present disclosure can be better understood by referring to the following
figures. The components in the figures are not necessarily to scale, emphasis instead being placed
upon illustrating the principles of the disclosure. In the figures, reference numerals designate

corresponding parts throughout the different views.

[0025] FIG. 1 shows components of a system employing audio-processing machine-

learning operations.

[0026] FIG. 2 shows components of a system employing audio-processing machine-
learning operations, where the machine learning models and other machine learning architecture

are implemented on a local device.

[0027] FIGS. 3A-3B show operational steps of a method for actively enrolling users and

identifying (authenticating) users.

[0028] FIG. 4 shows operational steps of a method for adaptive thresholding in an audio

processing system.

[0029] FIG. 5 shows execution steps of a method for identifying and evaluating strong and

weak utterances in audio processing.

[0030] FIG. 6 shows operational steps of a method for clustering speakers when audio

processing.
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[0031] FIG. 7A shows operational steps of a method for correcting label identifiers
(e.g., speaker identifiers, subscriber identifiers) of one or more voiceprints according to current

and/or historical information.

[0032] FIG. 7B illustrates an example of label correction using clusters for a particular

speaker and clusters of other putative speakers.

[0033] FIG. 8 shows operational steps of a method for audio processing using passive and

continuous enrollment configurations.

[0034] FIG. 9 shows operational steps of a method for audio processing audio signals

using mixed active-passive and continuous enrollment configurations.

[0035] FIG. 10 shows operational steps of a method for audio processing audio signals

using active and continuous enrollment configurations.

[0036] FIGS. 11A-11B shows components of a system employing audio-processing

machine-learning operations, where the machine-learning models are implemented by a vehicle.

[0037] FIG. 12 illustrates an example table for a similarity threshold scheduler based on a

maturity factor and false acceptance rate.

DETAILED DESCRIPTION

[0038] Reference will now be made to the illustrative embodiments illustrated in the
drawings, and specific language will be used here to describe the same. It will nevertheless be
understood that no limitation of the scope of the invention is thereby intended. Alterations and
further modifications of the inventive features illustrated here, and additional applications of the
principles of the inventions as illustrated here, which would occur to a person skilled in the relevant

art and having possession of this disclosure, are to be considered within the scope of the invention.

[0039] Voice biometrics for speaker recognition and other operations (e.g., authentication)
typically rely upon models or feature vectors (sometimes called “embeddings”) generated from a
universe of speaker samples and samples of a particular speaker. As an example, during a training
phase (or re-training phase), a server or other computing device executes a speech recognition

engine (e.g., artificial intelligence and/or machine-learning programmatic software) that is trained
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to recognize and distinguish instances of speech using a plurality of training audio signals. The
machine-learning architecture outputs certain results according to corresponding inputs and
evaluates the results according to a loss function by comparing the expected output against the
observed output. The training operations then tailor the weighted values or hyper-parameters (of a
neural network in the machine-learning architecture) and reapply the machine-learning
architecture to the inputs until the expected outputs and observed outputs converge. The server
then fixes the hyper-parameters and, in some cases, disables one or more layers of the neural

network architecture used for training.

[0040] After training the machine-learning architecture, the server can further refine and
develop the machine-learning architecture to recognize a particular speaker during enrollment
operations for the particular speaker. The speech recognition engine can generate an enrollee a
model embedding (sometimes called a “voiceprint”) using embeddings extracted from enrollee
audio signals having utterances of the speaker. During later inbound audio signals, the server refers
to the voiceprints stored in a speaker profile in order to confirm whether later audio signals involve
the known speaker based upon matching an inbound embedding extracted from the later inbound

audio signal against the enrollee’s voiceprint.

[0041] These approaches are generally successful and adequate for detecting the enrollee
in the context of assessing inbound phone calls to a call center. More flexible and less-visible
approaches to the enrollment and deployment operations might be desirable in other contexts,
when users would prefer a more fluid or less-structured experience, such as instances when users
are watching television or operating certain IoT or voice-enabled devices (e.g., vehicles, smart

appliances, personal assistances).
[0042] Machine-Learning Model for Voiceprints and Content Services

[0043] The embodiments described herein disclose systems and methods for biometrics
recognition, including voice recognition, for voice-based interface, management, authorization,
and content personalization. Computing devices execute software programming implementing
various types of machine-learning architectural layers or operations, including Gaussian Matrix
Models (GMMs) and neural networks, for processing audio signals. The machine-learning

architecture generally comprises any number of machine-learning models that, for example,
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generate feature vectors and extract embeddings representing or modeling aspects of an input audio
signal; perform classifications according to the embeddings; generate a model embedding
(e.g., voiceprint) for a particular speaker based upon one or more embeddings extracted from
utterances of that speaker; and cluster similar-sounding utterances speakers or audio signal
characteristics based upon similarities or differences between extracted features or embeddings
compared against stored/expected features or. Once a voiceprint has been created, a system may
detect utterances from individuals by comparing embeddings extracting from the utterances
against the voiceprint to create a similarity score indicating a likelihood the utterance should be
associated with the voiceprint (e.g., was spoken by the speaker represented by the voiceprint). If
the similarity score satisfies one or more preconfigured similarity scores, then the system may
associate the embeddings for the utterance with the speaker and/or include the embedding for the
utterance to the voiceprint to update the voiceprint. Although the descriptions of certain
embodiments mention training operations, the embodiments disclosed herein generally presume

that the training phase is completed and begin with the enrollment phase.
[0044] Passive enrollment

[0045] The voice biometrics systems described herein generally assume that the server or
other computing device includes a trained machine-learning architecture. As such, the
embodiments proceed to voice processing of the enrollment and deployment phases, where the
server performs the enrollment operations in an active or passive enrollment configuration. In
active enrollment configurations, an audio or visual user interface (e.g., telephone, television
screen) presents a user with prompts instructing the user to speak various phrases. In response to
the prompt, the user may, for example, repeat a passphrase or speak freely, until one or more
criteria (e.g., number of utterances, time between inputs) are satisfied. An administrative user input
defines the criterion, or one or more machine-learning models automatically establish or adjust the

criterion.

[0046] Passive enrollment does not require user prompts, though some implementations
employ hybrid approaches (e.g., active and passive). Rather, the server applies the various
machine-learning layers on audio signals passively, without requiring user awareness, to extract
features, perform classifications, and other operations. Beneficially, downstream operations

employing the speaker modeling operations described herein (e.g., biometric authentication,

10
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content personalization, speaker diarization) occur in a seamless and frictionless manner, whereby

the user need not change or disrupt interactions, saving time for enrollment or other operations.
[0047] Continuous Enrollment

[0048] The server may further implement static or continuous voice processing operations
during the enrollment and deployment phases. In static operations, the voice biometrics system
enrolls speakers once or at a fixed time, and the server does not execute the enrollment operations
from new incoming audio signals or update the machine-learning architecture or models

(e.g., parameters, voiceprints) after the initial enrollment.

[0049] By implementing continuous voice processing operations, a voice biometrics
system employs and benefits from new incoming audio signals. The machine-learning architecture
might initially implement static voice-processing operations to actively enroll speakers at a fixed
time, the server may further ingest new utterances and develop the machine-learning models to
enroll and detect new speakers at times subsequent to the fixed time. By implementing the
continuous voice processing operations, the continuous voice processing operations may detect
new utterances and compare the extracted embeddings for the new utterances against predefined
criteria (e.g., voiceprints, similarity scores, authenticating data, user information, device
information) to identify and enroll new speakers over time. The criteria may include, for example,
various types of features extracted from biometric information, speaker/user information, device
information, and metadata received with data inputs from end-user devices. The voice biometrics
systems that perform continuous enrollment operations can passively capture and analyze
enrollment inputs (e.g., enrollment audio signals) containing the various features and other types
of information. The system then automatically detects new speakers based on the features of the
input audio signal and generates new voiceprints (e.g., model embeddings) that the system
references identify enrolled speakers or distinguish unknown, new speakers. Such systems may
further perform continuous enrollment of, and periodic updates to, speaker profiles and speaker

voiceprints to avoid staleness, which can result in an increased false rejection or acceptance rate.
[0050] Condition-Dependent Adaptive Thresholding

[0051] Some embodiments of speaker recognition systems employ fixed thresholding. For

single-speaker verification employing fixed thresholding, the server compares an speaker

11
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embedding extracted from an inbound audio signal against an enrolled embedding (voiceprint) and
computes a similarity or prediction score. If the similarity score satisfies a predefined speaker-
independent fixed threshold, then the computing device verifies the inbound audio sample.
Otherwise, the computing device rejects the inbound audio signal or reports a failing prediction
score. For multi-speaker verification or open-set identification employing fixed thresholding
having a number of speaker (&), the computing device extracts N inbound speaker embeddings
from the inbound audio signal and compares the N inbound embeddings against a number of
voiceprints (}) to compute N-by-} similarity scores, whereby the computing device compares each
inbound embedding against each voiceprint. The computing device then outputs N-different
similarity scores. The computing device only considers the maximum similarity score for each
speaker, where the maximum similarity score represents the closest match between the particular
speaker embedding and a particular voiceprint. If the maximum similarity score of the particular
speaker embedding satisfies the predefined speaker-independent fixed threshold, then the
computing device verifies or identifies the corresponding speaker in the multi-speaker audio

sample.

[0052] In some cases, employing fixed thresholding operations allows some voiceprints to
mature faster than other models. A voiceprint based on poor quality metrics, in several maturation
factors, causes a computing device to falsely accept speakers at an unacceptable rate. A maturation
factor includes, for example, the number of enrollment utterances. For instance, a speaker
voiceprint enrolled with 50 utterances is much more mature than a voiceprint enrolled with only 1
utterance. Another example of a mature factor includes an overall duration of net speech. For
instance, a speaker voiceprint model enrolled with 1 utterance of 30 seconds long is more mature
than another model enrolled with 1 utterance of only 2 seconds. Still another example includes the
quality of the audio. For instance, a speaker model enrolled with 1 utterance collected in clean
conditions of relatively low noise (high SNR, low T60) will be more mature than a model enrolled

with 1 utterance collected in noisy and relatively reverberant conditions (low SNR, high T60).

[0053] Some embodiments of the speaker recognition systems employ condition-
dependent adaptive thresholding. By implementing condition-dependent adaptive thresholding,
the system accounts for maturation deficiencies and increases the accuracy to satisfy a desired

false acceptance rate (or a desired false identification rate) of the machine-learning architecture

12
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trained to recognize or authenticate speakers. The system continuously adjusts similarity
thresholds for matching the individual speaker voiceprints based on the voiceprint’s maturity and
a maturity threshold. In some cases, the server may determine different similarity thresholds for
individual speaker profiles based on the maturation factors or a combination of such factors
associated with the embeddings and the voiceprint of the particular speaker profile. The server
generates and updates the series of similarity score thresholds for a given speaker depending on
the target false acceptance rate and maturity factors, as configured according to administrative
configurations received from an administrative device. For a model embedding (voiceprint), the
system determines or updates the similarity thresholds according to the different acceptable or
target false accuracy rates and/or maturity factor thresholds, such as the number of utterances
added to the voiceprint. As an example, as the system adds utterances to the speaker-embedding
model, the system might increase the similarity threshold as a result of the system having a better
picture of the speaker (e.g., an increased number of utterances associated with the speaker). As
another example, the similarity threshold for a given voiceprint may decrease when the configured

false accuracy rate increases according to a user configuration input to the server.

[0054] A system implementing condition-dependent adaptive thresholding may use
utterances received to update a speaker embedding model. For example, in some embodiments the
server employs dual-thresholding in which the server generates the similarity score for an inbound
embedding, extracted from an inbound utterance, by comparing the inbound embedding against
the voiceprint and then evaluates the similarity score against a higher and a lower threshold of the
particular speaker. If the similarity score exceeds the higher threshold, then the server verifies or
authenticates the speaker. The server then adds the inbound embedding to the voiceprint and adds
the inbound utterance to the speaker profile as a new utterance associated with the speaker. If the
similarity score exceeds the lower threshold, then the server verifies or authenticates the inbound
speaker. In circumstances where the prediction score satisfies the lower threshold but does not
satisfy the higher threshold, then the server stores the inbound embedding and the inbound
utterance in a list of weak embeddings, which is a memory location that serves as a buffer or
quarantine for embeddings that were close enough to the voiceprint to verify the speaker, but not
similar enough to the voiceprint to update the voiceprint, possibly due to poor audio quality or
background noise. The system may calculate new similarity scores for the stored weak embedding

and utterance against the voiceprint as the server updates the voiceprint (other aspects of the

13
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machine-learning architecture) to determine if the stored weak embedding and utterance become
similar enough to the updated voiceprint to exceed the higher threshold and may therefore add the
utterance as a new utterance to the model. In some embodiments, the server also includes one or

more lists of strong embeddings that were used by the server to generate the voiceprint.
[0055] Unsupervised Clustering

[0056] A voice biometrics system may be able to identify multiple speakers at a time using
an unsupervised clustering method. The server generates clusters by executing any number of
clustering algorithms or operations for calculating similarity scores, and may reference any number
of features or types of data, including the voiceprints. The clusters are associated with multiple
speakers up to a threshold number of speakers and identify speakers in real-time based on
utterances that are the most similar to a speaker’s respective cluster. For example, a media content
server of a media service issues a subscriber identifier to a household or power user of the
household and then allocates a predetermined number of users in a media database. The speaker
profile database generates one or more speaker profiles according to the number of users associated
with the subscriber identifier. The server performing the clustering operations references the
speaker profile or media database to determine the number of users allocated to the subscriber
identifier and employs that allocated number of users as the threshold number of speakers. Based
on the clustering operations, such as comparing multiple embeddings extracted for multiple
speakers in an inbound audio signal, the server generates similarity scores, identifies the closest
matched voiceprints, and compares the similarity score of the nearest voiceprints against the

similarity thresholds of the respective voiceprints or against a default similarity threshold.

[0057] A voice biometrics system may use incremental clustering (e.g., sequential
clustering) and/or organizational clustering (e.g., hierarchical clustering) techniques to build
clusters for individual speakers to ensure an efficient and accurate clustering method that can be
used for passive and continuous enrollment and authentication. The system may employ
incremental clustering operations unless a particular criterion is met (e.g., it is a scheduled time, a
scheduled time interval has passed, the system has processed a predetermined number of utterances
since the system previously used hierarchical clustering, the system has identified a number of
speakers that exceeds a threshold, etc.), in which case the system may execute organizational

clustering operations.

14
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[0058] To use sequential clustering, for example, a voice biometrics system may determine
similarity scores for a new utterance against a group of existing clusters. The system may identify
the highest similarity score and determine if the similarity score exceeds a predefined threshold. If
the similarity score exceeds the threshold, the system may add the utterance to the cluster
associated with the similarity score. Otherwise, the system may create a new cluster with the
utterance as the first utterance. The system may implement sequential clustering for each new
utterance that it ingests to maintain up-to-date speaker embedding models for individual speakers

while minimizing the processing resources required to do so.

[0059] To use hierarchical clustering, for example, a voice biometrics system may access
each of the stored utterances in the system and shuffle the utterances between the clusters. The
system may compare each of the utterances of the clusters with each other and cluster the
utterances together that have the highest similarity. Additionally or alternatively, the system
compares the voiceprints against one another to combines those voiceprints with the highest

similarity scores that also match a voiceprint similarity threshold.

[0060] Because each clustering methodology has its own advantages and disadvantages
(e.g., incremental clustering may be faster but less accurate while organizational clustering may
be more accurate but require a large amount of computer resources), using a combination of the
two methodologies over time may cover the deficiencies of both methods and enable the system
to create mature and accurate speaker embedding models. The system may execute incremental
clustering operations intermittently with organizational clustering operations to improve the
accuracy of the speaker embedding models while avoiding using organizational clustering too
often to save processing resources. The combination ensures efficient and accurate clustering that

is appropriate for passive and continuous enrollment and authentication.
[0061] Label Correction

[0062] Using reorganizing clustering operations may require a voice biometrics system to
implement a set of label correction operations. For example, to accurately migrate labels to
anonymous clusters (e.g., newly generated clusters, unassigned clusters) created through
reorganizational re-clustering operations, a system may compute pairwise similarities between

clusters from the unorganized clusters and the clusters that were organized using the reorganizing
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operations. The system may create a similarity matrix by computing the pairwise similarities
between each of the old and new clusters and identify the clusters that are the most similar to each
other as matching clusters. The system may migrate the labels from the old clusters to the new
matching clusters. Because the system may store associations between the labels and information
about the labels (e.g., content preferences), the system may create and/or maintain associations
between the new clusters and any information that was associated with the previous clusters

through the migrated labels.
[0063] Content Personalization and Control

[0064] Some over-the-top services may create, or use third-party services to create, profiles
for individuals as the individuals use the respective service to provide content (e.g., picture content,
video content, audio content, etc.) or recommendations for content to the individuals. These
services may do so from active inputs by the individuals (e.g., users may input preferences
indicating the types of content they prefer or provide information about themselves such as their
age) or the services may maintain profiles about individuals in a database and identify the different
types of content that the users view while using the over-the-top services. By implementing the
systems and methods described herein, a system may use voice data received from an over-the-top
service (e.g., via an edge device) to identify individuals that are using the service to view content

and provide identifiers of the individual to a service to provide the individual with relevant content.

[0065] For example, a voice biometrics system may receive utterances from a speaker and
use machine-learning techniques (e.g., clustering and/or a neural network architecture) to identify
a speaker profile for the speaker from a speaker profile database (sometimes called an “analytics
database”) maintained by the system. The system retrieves one or more identifiers of a speaker (or
the speaker’s household, a group associated with the speakers, etc.) from the speaker profile and
indicates the speaker to the media service. The media service can use the identifier to identify a
profile associated with the identifier (e.g., a consumer profile, user profile) from a media content
database that the service maintains. The service can provide content and/or content suggestions to
the speaker or the speaker’s edge device based on the profile associated with the identifier. In some
cases, the system can identify the content to provide to the speaker or edge device based on the
speaker’s identifier itself. Because the system may determine the identifiers in an unsupervised

system as anonymized identifiers (e.g., hashed versions of the identifiers), the identifiers may
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maintain the anonymity of speakers so neither the system nor the over-the-top service can obtain,
from the identifiers, personally identifying information about specific individuals for which the

system or service serve content.

[0066] In some cases, a voice biometric system may use speaker profiles for age-related
parental controls. To do so, the system may store associations between the speaker profiles and
flags indicating age-related characteristics of the speaker (e.g., whether the person is above a
particular age or the age of the speaker). The system may obtain the age characteristics associated
with the profiles through a user input or automatically based on utterances that the system uses to
build the speaker’s profile. In some cases, the system may receive the age characteristics from a
third-party service. The system may provide the age-related characteristics to an over-the-top
service to use to select content to provide to a speaker or to otherwise stop a speaker from viewing

content if the individual does not satisfy an age-related speaker characteristic.

[0067] In some cases, a voice biometric system may use the systems and methods
described herein to stop speakers from spoofing other speakers to view content associated with the
speaker profile of the spoofed speaker (e.g., in a replay attack in which an individual plays a
recording of another speaker). For example, a child may play a recording of the child’s parents
speaking to overcome age-related restrictions of an over-the-top service. The system may detect
that the child is playing the recording and, instead of identifying the speaker profile of the child’s
parent, generate an alert and/or transmit a signal to the over-the-top service indicating the child is
attempting to spoof his or her parents to stop the service from providing age-restricted content to
the child. Thus, the system may determine whether an individual is spoofing another individual

and generate an alert to stop the service from providing unauthorized users with content.

[0068] To prevent replay attacks, the server may evaluate additional authentication data
received from the speaker and compare the authentication data against expected authentication

data, such as an additional password or passphrase or other required information.

[0069] In some embodiments, the server prevents replay attacks by evaluating various
types of data and features for spoofing conditions. The server executes a machine-machine
learning architecture model trained to assess the inbound audio signal for artifacts indicating the
spoofing condition, as described in US Application No. 15/910,387, issued as US 10,692,502,
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which is incorporated by reference herein. A replay attack comprising a recording of a parent’s
utterance may, in certain low level features, include qualities found in a played-back recording that
are typically not present in actual, live utterances. For example, a recorded audio sample may
consistently introduce audio artifacts related to frequency, frequency range, dynamic power range,
reverberation, noise levels in particular frequency ranges, and the like, at least some of which
artifacts may be imperceptible without using specialized speech processing techniques and/or
equipment such as disclosed herein. The machine-learning architecture includes a spoof-detection
classifier trained to discriminate between such spoofing conditions (e.g., qualities, artifacts) and
genuine inbound utterances. The server references the voiceprint for the parent to identify potential
spoofing conditions. For example, the parent may consistently provide utterances using only a
particular device that generates audio signals having specific low-level audio qualities and thus
yields embeddings based upon those qualities and a parent voiceprint based upon the particular,
consistent low-level features. The speaker profile may capture and store the particular types of
low-level features for later use in distinguishing spoofed and genuine access. When a child enters
an inbound replay utterance, the server determines the similarity score and/or a spoofing score
based upon comparisons of an inbound replay embedding against the parent voiceprint and the
inbound replay embedding against artifact features used to generate the parent’s voiceprint score.
Additional examples of spoof detection that may be implemented by the server to prevent replay

attacks can be found in U.S. Application 17/192,464, which is incorporated by reference herein.
[0070] Device Personalization and Control

[0071] Some devices may use speaker profiles, such as those described herein, to configure
and/or customize edge devices. For example, a system may store voice profiles locally on a car (or
in the cloud with an identifier associated with the car), with each voice profile associated with
configurations for the car. An individual associated with one speaker profile may be associated
with one or more of a temperature, radio volume, window setting, etc., and another individual may
be associated with different settings. The system may store profiles for multiple individuals so
when the system ingests an utterance and identifies a speaker profile based on the utterance, the
system may communicate with the other applications of the device to automatically adjust the

configurations of the device based on the settings of the speaker profile.
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[0072] EXAMPLE SYSTEM COMPONENTS
[0073] Audio Processing for Media Content System
[0074] For ease of description and understanding, the embodiments described herein

describe computing systems that employ audio-processing and user data analytics in the context
of content delivery systems. Embodiments, however, are not limited to such implementations, and
may employ the processes described herein for any number of systems that might benefit from, for
example, passive or active speaker identification, or continuous or static speaker identification, for
processing individual or multi-speaker voice biometrics. Nearly any system that receives,
processes, and identifies speakers in audio inputs may implement the systems and processes for
multi-speaker identification or authorization of multi-speaker voice biometrics described herein.
Non-limiting examples of systems that might employ the audio processing and data analytics
herein include IoT devices (sometimes called edge devices) (e.g., smart appliances, vehicles), call
centers and similar help desks or service centers, secure authentication systems or services

(e.g., office or home security), and surveillance or intelligence systems, among others.

[0075] Moreover, the embodiments herein employ audio processing operations to identify
speakers as particular known or unknown users. Embodiments, however, are not limited solely to
voice biometrics, but may ingest and process any number of additional types of biometrics for
identifying speakers as particular users. Non-limiting examples of the additional types of
biometrics that embodiments may ingest and process include eye scans (e.g., retina or iris
recognition), faces (e.g., facial recognition), fingerprints or handprints (e.g., fingerprint
recognition), user behaviors (e.g., “behavior prints”) when accessing a monitored system (e.g.,
keypresses, menu accesses, content selection, rate of inputs or selections), or any combination of

biometric information.

[0076] FIG. 1 shows components of a system 100 employing audio-processing machine-
learning operations. The system 100 comprises an analytics system 101, a content system 110, and
end-user devices 114. The analytics system 101 includes analytics server 102, analytics database
104, and admin device 103. The content system 110 includes content servers 111, and content
databases 112. Embodiments may comprise additional or alternative components or omit certain

components from those of FIG. 1, and still fall within the scope of this disclosure. It may be
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common, for example, to include multiple content systems 110 or for the analytics system 101 to
have multiple analytics servers 102. Embodiments may include or otherwise implement any
number of devices capable of performing the various features and tasks described herein. For
example, the FIG. 1 shows the analytics server 102 in as a distinct computing device from the
analytics database 104. In some embodiments, the analytics database 104 is integrated with the

analytics server 102.

[0077] The various components of the system 100 are interconnected with each other
through hardware and software components of one or more public or private networks. Non-
limiting examples of such networks may include: Local Area Network (LAN), Wireless Local
Area Network (WLAN), Metropolitan Area Network (MAN), Wide Area Network (WAN), and
the Internet. The communication over the network may be performed in accordance with various
communication protocols, such as Transmission Control Protocol and Internet Protocol (TCP/IP),

User Datagram Protocol (UDP), and IEEE communication protocols.
[0078] Overview and Infrastructures

[0079] An analytics service provides customers, such as a media content service or
enterprise call centers, computing services for audio processing and analyzing data received from
end-users. Non-limiting examples of the analytics services include user identification, speaker
recognition (e.g., speaker diarization), user authentication, and data analytics about the end-users.
The analytics service operates the analytics system 101 comprising various hardware, software,
and networking components configured to host and provide the analytics services to one or more

content systems 110 of one or more media content services (e.g., Netflix®, TiVO®).

[0080] The content media service operates the content system 110 comprises hardware,
software, and networking components configured to host cloud-based media services, such as
over-the-top (OTT) or digital streaming services, providing media content to end-user devices 114.
The content system 110 identifies and provides personalized content for the end users, such as

content recommendations, content restrictions (e.g., parent controls), and/or advertisements.

[0081] In operation, the provider server 111 (of the content system 110) receives various
types of input data from the end-user devices 114 and forwards the input data to the analytics

server 102 (of the analytics system 101). The analytics server 102 executes various analytics
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processes described herein using the input data forwarded from the provider server 111, and then
transmits various outputs to the provider server 111 resulting from the analytics processes. The
provider server 111 employs the outputs received from the analytics server 102 to, for example,
identify and generate the personalized content that is based on, for example, user operations or
behaviors (e.g., viewing habits), interactions between the end-user devices 114 and the content
system 110, characteristics of users (e.g., age), and the user identities, among other types of

information for content personalization.

[0082] The content system 110 or the analytics system 101 might ordinarily identify a user
based on, for example, subscription information (e.g., subscriber identifier) or user credentials
(e.g., username, password), but the analytics system 101 described herein additionally or
alternatively identifies the user (on behalf of the content system 110) based on the user inputs and

spoken utterances captured by the end-user devices 114.

[0083] In some cases, the end-user device 114 actively captures user input data, where the
end-user actively interacts with the end-user device 114 (e.g., speaking a “wake” word, pressing a
button, making a gesture). In some cases, the end-user device 114 passively captures the user input
data, where the end-user passively interacts with the end-user device 114 (e.g., speak to another
user, the end-user device 114 automatically capturing utterances without user’s affirmative action).
Various types of inputs represent the ways that users interact with end-user devices 114, such as
sound or audio data captured by a microphone of the end-user device 114 or user inputs entered
via a user interface presented by the end-user device 114. The captured sound includes the
background noise (e.g., ambient noises) and/or utterances of one or more speaker-users.
Additionally or alternatively, the user inputs can include videos (or images) of users (e.g., facial
expressions, gestures) captured by or uploaded to the end-user device 114. The user inputs to the
user interface can include interface inputs into a physical or graphical user interface, such as a
touch input swiping across the device, using the device in a gesture, pressing buttons on the device
(e.g., keypad dual-tone multi-frequency (DTMF) tones), inputting text, capturing biometric

information such as a fingerprint, and the like.

[0084] The content server 111 receives the user inputs from the end-user devices 114 as
user input data. The content server 111 performs various processing operations on the user input

data, such as identifying or extracting various forms of metadata, performing one or more
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authentication operations using the user input data, anonymizing or obfuscating certain types of
data (e.g., generating a hash of one or more identifiers), among other potential operations. The
content server 111 may convert, modify, and/or enrich the user input data before transmitting the
user input data to the analytics server 102. Non-limiting examples of the types of data in the user
input data include audio signals, user interface inputs (e.g., user requests, user instructions),
authentication inputs (e.g., user credentials, biometrics), various identifiers (e.g., subscriber

identifiers, user identifiers), and various types of communications metadata, among others.

[0085] The analytics system 101 receives the audio signal as a data file or data stream, in
any number of machine-readable data formats (e.g., WAV, MP3, MP4, MPEG, JPG, TIF, PNG,
MWYV), from the provider server 111. The audio signal may include speech in addition to
background noise. In some configurations, before the analytics system 101 receives the audio
signal, the content system 110 may tag the audio signal with information about the interaction,
such as metadata or speaker-independent characteristics. Non-limiting examples of such
information may include the time of interaction, date of interaction, type of end-user device 114,
microphone type, place of interaction (e.g., bedroom, living room, restaurant), the particular end-
user device 114 associated with an interaction (e.g., a particular smart TV 114a, a virtual assistant
114d), subscriber identifier associated with the interaction, unique identifier associated with the

interaction (e.g. an automatic number identifier), and the like.

[0086] Components of the analytics system 101, such as the analytics server 102, generate
voiceprints, update voiceprints, predict a similarity score, identify (or authenticate) speakers in the
audio signal, and relabel voiceprints, in order to provide user identification services (or
authentication services). The analytics system 101 may provide a similarity score (or label)
associated with a speaker in the audio signal, to customers of the analytics system 101. For
example, the analytics system 101 may transmit a speaker identifier to the content system 110

based on the audio signal associated with the interaction.
[0087] Content System

[0088] The content system 110 sends or streams media data to the end-user devices 114 of
the subscribers. The subscriber represents the customer of the content system 110, but may also

represent a collection of one or more users. For example, the subscriber could represent a
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household and members of a family and/or guests who access the services of the content system
110 using the end-user devices 114. The family may access media content if at least one member
of the family registers as a subscriber to the content system 110. The provider server 111 transmits
media content to the end-user devices 114 for the users (including subscribers and guests of the

subscribers) based on various user interactions with end-user devices 114.

[0089] The components of the content system 110 capture the various types of input data
(e.g., metadata) received from the end-user device 114, which the content system 110 adds to the
input data forwarded to the analytics server 102 via one or more networks. Computing devices of
the content system 110, such as content servers 111, assign inbound input data (including the audio
signal) to a subscriber identifier before forwarding the input data to the analytics system 101. The
subscriber identifier is a data value, tag, or other form of data that indicates a subscriber or
customer of the content system 110. The subscriber identifier associates various types of data with
the particular subscriber, including audio signal that the content system 110 received with a

particular input from the particular subscriber.

[0090] The subscriber defines or otherwise associates a collection of wusers
(e.g., household) who access the services of the content system 110 using the subscriber identifier
common to the collection of users. In such cases, the content database 112 includes data records
for each of the users (speakers), sometimes referred to as “speaker profiles.” In operation, the
analytics system 101 receives the subscriber identifier and audio signal for input data, though for
privacy purposes the analytics system 101 need not include personally identifying information.
For example, content server 111 generates and sends an anonymized version of the subscriber
identifier or speaker identifier to the analytics system 101, thereby protecting the private
information of the subscriber or particular users by preventing the private information of the

subscriber from being directly transmitted (or otherwise ascertainable) to the analytics system 101.

[0091] The content system 110 stores media and subscriber information in the content
database 112, enabling the content system 110 to identify the subscribed users (e.g., the account
of the subscriber) associated with the subscriber identifier. For example, the content database 112
stores subscriber data records containing the subscriber identifier, audio signal (including speaker
identifiers received from the analytics system 101, user characteristics, speaker-independent

characteristics, and other metadata) and subscriber account in a lookup table.
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[0092] The content system 110 forwards the audio signal (with the subscriber identifier)
to the analytics system 101 according to preconfigured triggering conditions. For example, the
content system 110 receives audio signal from the end-user device 114 and forwards the audio
signal to the analytics system 111. The audio signal includes, for example, one or more utterances
in which a user requests media content (or other services) from the content system 110. That
content system 110 may forward the audio signal associated with the request to the analytics
system 101 to identify the user with respect to a set of users in real-time. The analytics system
101 may transmit speaker information (e.g., speaker characteristics, speaker identifiers, speaker-
independent characteristics, metadata) to the content system 110. The content system 110 may
respond to the speaker request with personalized content using the user information. In some cases,
the content server 111 may forward the audio signal to the analytics system 101 in response to
instructions or queries received from another device of the system 100, such as the analytics server

102, or admin device 103.
[0093] Content Server

[0094] In some embodiments, the content server 111 may host and execute software
processes and services for identifying speech in the audio signal, transforming audio signal from
one format to audio signal of a different format (e.g., transforming media files from a WAV file
format to an MP3 file format), pre-processing the audio signal, anonymizing the audio signal (e.g.,
associating a hash identifier with the audio data), extracting biometric features associated with
speakers in the audio signal, and the like. For example, the content server 111 is configured to
detect audio events in the audio signal. The content server 111 may also be configured to preform
automatic speech recognition (ASR) on the audio signal to capture the content of the audio signal

(e.g., the user request to consume content).

[0095] The content server 111 provides content to a user actively interacting with an end-
user device 114. For example, the user may speak to the end-user device 114. The content server
111 may also provide content to a user passively interacting with an end-user device 114 (e.g., to
users speaking within a predetermined proximity to the end-user device 114). The content server
111 may transmit user interface data or content (e.g., computer files, data stream), including
recommendations of television shows or advertisements, to speakers based on the identity of

speakers, as indicated by the analytics server 102.
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[0096] Content Database

[0097] The content database 112 of the content system 110 stores various types of data
records, including subscriber data, speaker profiles, and media content for streaming to the end-
user devices 114. For example, the content database 112 may store a library of content. The content
database 112 may also store the audio signal, speaker identifiers, speaker characteristics, speaker-
independent characteristics, and other metadata associated with the interaction received from the

end-user devices 114 or the analytics server 102.

[0098] The content database 112 may also store the subscriber information, such as the
owner or household of the account, the allowed number of users on the account, the allowed
number of devices associated with the account, the current number of users associated with the
account, the current number of devices associated with the account, the allowed geographic area
of operation (e.g., the account may be prohibited in some countries and allowed in others),
purchase options (e.g., requiring a password before every purchase), billing information
(e.g., credit card information, billing address, shipping address), identifiers associated with the
subscriber (e.g., subscriber identifier, household identifier), speaker identifiers associated with the

subscriber identifier, anonymizing information (e.g., a hash function, encryption key), and the like.

[0099] The subscriber profile or user profile of the content database 112 may store viewing
history, speaker information (e.g., name, age, birthday, gender, religion), security credentials
(e.g., login credentials, biometrics), and preferences for particular speakers. Non-limiting
examples of preferences may include the content that the speaker historically viewed, liked,
bookmarked, or that the user otherwise indicated an interest in, and the like. In operation, the
content server 111 identifies the particular speaker based on login credentials or metadata, or as
determined by the analytics server 102, and determines certain media for the speaker based on the
preferences. The subscriber profile comprises or is associated with one or more speaker profiles.
In some cases, a speaker profile of the content database 112 corresponds to a speaker profile stored

in the analytics database 104 (sometimes referred to as a speaker database).

[0100] In some implementations, the subscriber or speaker profile includes content
restrictions or controls (e.g., parental controls for minor users) that instruct the content server 111

to inhibit delivery of certain media to certain speakers. The content restrictions (in the subscriber
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or user profiles) correspond to age appropriate ratings (e.g., R, PG-13, TV-MA) or content
characteristics stored in the media data records of the content database 112. The content
characteristics are data values indicating parent/discretion advisories or extreme or objectionable
types of content, such as tobacco/drug use, strobing lights, nudity, and violence, among others.
The content characteristics correspond to user or speaker characteristics stored in the content

database 112 or analytics database 104 as user or speaker profile information.

[0101] At least one user profile of the subscriber profile is designated a power user profile
(e.g., speaker profile of a parent) having privileges to configure the content restrictions for the
entire subscriber profile (e.g., household) or for particular users (e.g., children speakers). The
power user operates a user interface of the end-user device 114 to input various content restriction
configurations into a configuration interface. The content restriction configurations indicate and
configure the content restrictions according to a particular user profile identifier (e.g., user name),
the user age, or the particular content/speaker characteristics. The content server 111 might
ordinarily determine that a particular user logged into the content service by referencing a user
identifier of the user. The content server 111 receives the user identifier in the login credentials
(containing the user identifier) or uses a speaker identifier returned from the analytics server 102
to identify the user identifier in the content database 112. The content server 111 uses the user
identifier to query the content database 112 and determine the level of privileges assigned to the

particular user and any corresponding content restrictions.

[0102] In some embodiments, the configuration restrictions further indicate the means for
disabling or updating the content restrictions, such as an additional challenge input (e.g., PIN,
password) or biometric input (e.g., fingerprint, voiceprint). In operation, after the analytics server
102 identifies the particular user (e.g., speaker) from the input data (e.g., the audio signal), the
content server 111 references the content database 112 to identify the content restrictions assigned
to the user and applies the content restrictions on the content requested, queried, or presented to
the user according to the age appropriate ratings or the content characteristics stored in the media

data records.
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[0103] End-User Devices

[0104] The end-user devices 114 may be any device that the user operates to control any
audio or visual interface or otherwise operate the content services. Non-limiting examples of end-
user devices 114 may include a smart TV 114a, a remote controller 114b, a set-top box 114c¢, or
an IoT device, such as a virtual assistant 114d or other edge device or mobile computing device.
The smart TV 114a may be a TV configured to connect to a network such as an Internet network
and configured with a microphone and/or camera. The TV remote controller 114b may be a
controller configured to control content displayed on a TV. The set-top box 114c¢ (e.g., cable box,
Slingbox, AppleTV, Roku Streaming Stick, TiVo Stream, Amazon Fire) includes any media
streaming and/or storage device comprising a processor and non-transitory storage media and
configured to perform the various processes described herein. The set-top box 114¢ may
communicate with the media content system 110 via one or more networks to upload and download
various types of content, user, and device information. The IoT device may be a
telecommunication-oriented device (e.g., cell phone) or computing device configured to
implement voice-over-IP (VoIP) telecommunications or other network communication
(e.g., cellular, internet). The IoT device comprises hardware and software components configured
for data streaming via TCP/IP network or other computing network channel. The personal assistant
114d may be a virtual assistant device (e.g., Alexa®, Google Home®), smart appliance,
automobile, or other smart device capable of executing software applications and/or performing

voice interface operations.

[0105] The end-user devices 114 may comprise a processor and/or software capable of
using communication features of a paired or otherwise networked device. The end-user devices
114 may be configured with a microphone, accelerometer, gyroscope, camera, fingerprint scanner,
interaction buttons (such as directional buttons, numeric buttons), joysticks, or any combination,
and the like. The end-user devices 114 may comprise hardware (e.g., microphone) and/or software
(e.g., codec) for detecting and converting sound (e.g., spoken utterance, ambient noise) into
electrical audio signals. The content system 110 may collect and store the audio signal in the
content database 112, though the analytics system 101 typically avoids storing the audio signal or

purges any audio signals stored in memory.
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[0106] The content server 111 receives the input data from the end-user devices 114 and
may perform various pre-processing operations, such as converting an audio signal of the input
data, identifying and associating the subscriber identifier with the input data, or storing various
features of the audio signal in the content database 112. The content server 111 then forwards the
audio signal (and subscriber identifier) to the analytics server 102 (of the analytics system 101)

via one or more networks.

[0107] The content server 111 temporarily stores the audio signal into non-transitory
machine-readable storage media, such as a buffer or cache memory, for a predetermined amount
of time. Additionally or alternatively, the content server 111 stores the audio signal into the content

database 112.

[0108] The content server 111 forwards the input data (e.g., audio signal, metadata) to
computing devices (e.g., analytics server 102) of the analytics system 101. In some configurations,
the content server 111 transmits the input data to the analytics server 102 according to
preconfigured triggering conditions, such as a predetermined interval or in response to the content

server 111 receiving the input audio signal from the end-user device 114.

[0109] In some embodiments, the content server 111 or end-user device 114 continuously
captures and stores sound recordings, even before the end-user device 114 detects an active input
(e.g., wake word) from a user. For example, when a group of people discusses what to watch, the
end-user device 114 captures the sound. After the group decides a particular show to watch, the
group will typically go silent and one person will say the wake word and announce the show that
the group decided to watch. Because the group has gone silent, the end-user device 114 and the
content server 111 benefit from capturing and storing the sound of the group debate for some
period of time before the wake word. In this way, the content server 111 and the analytics server
102 review audio signals beginning some amount of time before the active input. In such
embodiments, when the user operates the end-user device 114 to capture sound actively, the
content system 110 retrieves stored audio signals captured by the end-user device 114 an amount
of time before the user actively operated the end-user device 114. The content system forwards
both the audio signals associated with the triggering condition and the retrieved audio signals to

the analytics server 102,
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[0110] The analytics server 102 uses the received audio signals and, in some embodiments,
additional types of data (e.g., subscriber identifier, user credentials, metadata) to determine a
speaker identifier. The analytics server 101 transmits the speaker identifier (and speaker
characteristics, speaker-independent characteristics, and other metadata) to the content server 111.
The content server 111 maps the speaker identifier to a subscriber identifier and/or to information
regarding a particular speaker to determine the content that the content server 111 needs to deliver

to the speaker.
[0111] Analytics Server

[0112] The analytics server 102 may be any computing device comprising one or more
processors and software, and capable of performing the various processes and tasks described
herein. The analytics server 102 may host or be in communication with databases 112, and 104,
and may receive audio signals, speaker-independent characteristics, and a subscriber identifier
from a content system 110. Although FIG. 1 shows a single analytics server 102, the analytics
server 102 may include any number of computing devices. In some configurations, the analytics
server 102 may comprise any number of computing devices operating in a cloud computing or
virtual machine configuration. In some embodiments, computing devices of the content system

110 (e.g., content server 111) partly or entirely perform functions of the analytics server 102.

[0113] The analytics server 102 executes various software-based processes that, for
example, ingest the inputted audio signal (e.g., audio recording of speaker utterances, subscriber
identifier, user identifier, metadata) from the content server 111, queries an analytics database 104,
and applies various machine-learning operations on the audio data. The machine-learning
algorithms implement any number of techniques or algorithms (e.g., Gaussian Matrix Models
(GMMs), neural networks) for performing the various operations described herein, such as
detecting audio events, extracting embeddings, generating or updating enrolled voiceprints, and

identifying/authenticating one or more users having utterances in the audio signal.

[0114] The analytics server 102 queries speaker profiles stored in the analytics database
104 to identify known or new speakers in the audio signals, generates new or temporary speaker
profiles, and/or updates speaker profiles of the analytics database 104. Using the subscriber

identifier or other metadata received with the audio data, the analytics server 102 identifies the
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voiceprints associated with the received subscriber identifier (e.g., suspect voiceprints), creates a
similarity matrix between pairs of embeddings, clusters similar embeddings based on the distances
of each of the embeddings, creates a similarity matrix of similarity scores, determines a maximum
similarity score using various thresholds, determines strong embeddings and weak embeddings,
stores weak embeddings in the analytics database 104, updates voiceprints using strong
embeddings, and identifies a speaker by evaluating the voiceprint associated with the maximum

similarity score.
[0115] Embedding Extraction

[0116] The analytics server 102 execute machine-executed software for implementing one
or more machine-learning architectures comprising any number of layers configured to perform
certain operations, such as audio data ingestion, pre-processing operations, data augmentation
operations, embedding extraction, loss function operations, and classification operations, among
others. To perform the various operations, the one or more machine-learning architectures
comprise any number of models or layers, such as input layers, layers of an embedding extractor,
fully-connected layers, loss layers, and layers of a classifier, among others. The analytics server
102 executes audio-processing software that includes the one or more machine-learning models
and layers. For ease of description, the analytics server 102 is described as executing a single
machine-learning architecture having the embedding extractor, though multiple machine-learning

architectures (including neural network architectures) could be employed in some embodiments.

[0117] The analytics server 102 receives the audio signal from the content server 111 and
extracts various types of features from the audio signal. The analytics server 102 performs audio
event detection or other voice activity detection to differentiate between background noise, silence,
and speakers in the audio signal. For example, the analytics server 102 may pre-process the audio
data (e.g., filtering the audio signal to reduce noise, parsing the audio signal into frames or sub-
frames, performing various normalizations or scaling operations), execute voice activity detection
(VAD) software or VAD machine learning, and/or extract features (e.g., one or more spectro-
temporal features) from portions (e.g., frames, segments) or from substantially all of the audio
signal. The features extracted from the audio signal may include Mel frequency cepstrum

coefficients (MFCCs), Mel Filter banks, Linear filter banks, bottleneck features, and the like.
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[0118] In some embodiments, the content server 111 applies a VAD or ASR engine on the
input audio signal that the content server 111 receives from the end-user device 114. The content
server 111 transmits the speech portions of the input audio signal to the analytics server 102, and
the analytics server 102 applies the machine-learning model for speaker recognition

(e.g., embedding extractor) on the input audio signal.

[0119] The analytics server 102 extracts embeddings from the audio signal using a neural
network architecture (e.g., a deep neural network (DNN), a convolutional neural network (CNN)),
Gaussian mixture models (GMM), or other machine learning methods. The analytics server 102

may represent the embeddings using x-vectors, CNN vectors, i-vectors, and the like.

[0120] As an example, the analytics server 102 may train a machine learning architecture
to perform VAD operations parsing a set of speech portions and a set of non-speech potions from
the audio signal. When the VAD is applied to the features extracted from the audio signal, the
VAD may output binary results (e.g., speech detection, no speech detection) or continuous values
(e.g., probabilities of speech occurring) for each frame (or sub-frame) of the audio signal. The
speech portions of the audio signal may be called utterances. The audio signal may include
utterances of multiple speakers. The audio signal may also include overlapping sounds (e.g.,
utterances and ambient background noise). The analytics server 102 may determine the beginning
and end of an utterance using speaker detection or other conventional speaker segmentation

solutions.

[0121] In some embodiments, the content server 111 executes a VAD or ASR machine-
learning model to identify speech portions in user inputs that the content server 111 received from
the end-user devices 114. In such embodiments, the content server 111 transmits the speech
portions of the audio signals containing the utterances of one or more speakers to the analytics
server 102. The analytics server 102 need not execute the VAD or ASR operations prior to

extracting embeddings.
[0122] Countering Replay Attack

[0123] The analytics server 102 may determine whether the audio signal captured by the
end-user device 114 is a bona fide audio signal or a replay attack (e.g., audio signal captured by a

microphone in a physical and reverberant space and represented to a microphone of an end-user
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device 114 using a replay device). In determining whether the speech portions of audio signal are
replay attacks, the analytics server 102 may ingest, determine, or query the content system 110 for
speaker-independent characteristics such as the end-user device 114 type and the microphone type.
In addition, the analytics server 102 may apply one or more trained machine learning models to
on the inbound audio signal to identify spoofing conditions based upon various artifacts in the

inbound audio signal and corresponding artifact-features in the parent’s voiceprint.
[0124] Active and Static Enrollment

[0125] The analytics server 102 can employ a machine learning architecture to recognize
a particular speaker during an enrollment phase for a particular enrollee-speaker. The machine
learning architecture can generate an enrollee voice feature vector (sometimes called a
“voiceprint”) using enrollee audio signals having speech segments (or utterances) involving the
enrollee. During later active or passive operations with the end-user devices 114, analytics server
102 extracts embeddings from captured audio signals and compares the embeddings to voiceprints

in order to confirm whether the later captured audio signals involve the enrollee.

[0126] The analytics server 102 enrolls users during the enrollment phase (e.g., a
predetermined enrollment time). For example, the analytics server 102 may actively enroll users
during initialization of a new end-user device 114. Additionally or alternatively, the analytics
server 102 may actively enroll users annually (e.g., to update existing voiceprints, generate new

voiceprints for new users).

[0127] During an enrollment phase, the analytics server 102 may prompt a user for an
enrollment phrase that the users repeats until the analytics server 102 receives enough utterances
(e.g., speech portions of audio signal) to recognize a particular speaker using the speaker’s

voiceprint.

[0128] The analytics server 102 creates a voiceprint based on enrollment embeddings
during the enrollment phase. During the enrollment phase, the analytics server 102 extracts
embeddings from one or more utterances such that the analytics server 102 can mathematically
identify the user of a particular signal. The analytics server 102 may determine that enough
embeddings have been extracted during the enrollment phase when the analytics server 102

receives a duration of net speech exceeding a threshold. Additionally or alternatively, the analytics
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server 102 may determine that enough embeddings have been extracted during the enrollment
phase when the analytics server 102 a predetermined number of enrollment signals (e.g., two

fingerprint scans and two utterances, five different utterances).
[0129] Continuous and Passive Enrollment

[0130] Additionally or alternatively, the analytics server 102 continuously enrolls users.
Instead of enrolling users at predetermined (or designated) time periods as in static enrollment, the
analytics server 102 may enroll users any time by creating voiceprints associated with the received
utterances. Because the utterances received during continuous and passive enrollment may be
utterances of any duration or quality, the maturity of the voiceprints created during continuous and

passive enrollment may vary.

[0131] For example, the analytics server 102 may receive an audio signal (and a subscriber
identifier) forwarded from the content server 111. The analytics server 102 may extract features
and embeddings from the audio signal using VAD software, embedding extractor models, or other
machine-learning models. The analytics server 102 applies the machine-learning architecture on

the audio signal to extract the embedding for the particular speaker.
[0132] Unsupervised Clustering

[0133] In some embodiments, the analytics server 102 may receive a subscriber identifier
forwarded from the content server 111. The analytics server 102 queries the analytics database 104
and retrieves voiceprints associated with the received subscriber identifier. The voiceprints are
putative voiceprints for the embeddings based on the association with the subscriber identifier.
Each voiceprint and associated unique speaker identifier is linked to at least one subscriber

identifier.

[0134] In some embodiments, the analytics server 102 may not receive a subscriber
identifier forwarded from the content server 111. Instead of evaluating the similarity of the
embeddings and the voiceprints associated with putative speaker clusters (the speaker cluster being
a putative speaker cluster based on an association with a subscriber identifier), the analytics server
102 will evaluate the similarity of the embeddings with a set of voiceprints. The set of voiceprints

may include voiceprints that have recently (e.g., within a predetermined amount of time) been
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transmitted to the analytics database 104, voiceprints associated particular speaker characteristics,

and voiceprints associated with particular speaker-independent characteristics.

[0135] The analytics server 102 may cluster (or otherwise associate similar embeddings)
using sequential clustering algorithms (e.g., k-means clustering). The analytics server 102 may
cluster the voiceprints by creating a similarity matrix and determining the similarity of each of the
clusters (voiceprints) to other voiceprints. In some configurations, the analytics server 102 may
evaluate the similarity of the clusters to the voiceprints by evaluating the distance of each of the
embeddings in the cluster to a centroid of a voiceprint. If the similarity of the clusters satisfies one
or more thresholds, the analytics server 102 may merge the two voiceprints into a single voiceprint

(e.g., taking the average of the voiceprints).

[0136] In some implementations, the analytics server 102 clusters inbound and/or stored
embeddings by, for example, randomly generating a centroid and associating embeddings with the
centroid. The analytics server 102 clusters embeddings based on relative distances between the
embeddings and the centroid. The analytics server 102 moves the centroid to a new relative
location based on minimizing the average distance of each of the embeddings associated with the
centroid. Each time the centroid moves, the analytics server 102 recalculates the distances between
the embeddings and centroid. The analytics server 102 iterates the clustering process until a
stopping criteria is met (e.g., embeddings do not change clusters, the sum of the distances is
minimized, a maximum number of iterations is reached). In some configurations, the analytics
server 102 measures the distances between the embeddings and the centroids using Euclidean
distance. In some configurations, the analytics server 102 measures the distances between the
embeddings and the centroids based on the correlation of the features in the embeddings. The
distance between the embeddings and the centroids are indicated using a similarity score. The more
similar the embeddings are to the centroid, the higher the similarity score. The analytics server 102

tracks the similarity scores between each of the embeddings and centroids in a similarity matrix.

[0137] Additionally or alternatively, the analytics server 102 may treat each embedding as
a centroid. The analytics server 102 clusters the embeddings based on the distances of the centroid
embedding to the other embeddings. Distance measures may include, for example, the smallest
maximum distance to other embeddings, the smallest average distance to other embeddings, and

the smallest sum of squares of distances to other embeddings.
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[0138] The analytics server 102 may also cluster embeddings with voiceprints using
sequential clustering algorithms. The clusters represent a collection of utterances similar to a
particular speaker (e.g., a speaker cluster) where a voiceprint represents the centroid for the speaker
cluster. The analytics server 102 identifiers speaker clusters using speaker identifiers. The speaker
identifier anonymizes the speaker, protecting the private information of the speaker by

distinguishing one speaker cluster from another speaker cluster.

[0139] In some configurations, the analytics server 102 associates metadata (or speaker
characteristics, speaker identifiers) with the voiceprint. The metadata associated with the
voiceprint can include a quality of the audio signal. For example, the audio signal may contain
utterances in clean conditions (e.g., a high signal-to-noise (SNR) ratio, a low reverberation time
(T60)). Additionally or alternatively, the audio signal may contain utterances in noisy conditions
(e.g., low SNR, high T60). Metadata can also include an overall duration of net speech. The
analytics server 102 may determine the duration of speech by summing the durations of each of
the utterances in the speaker cluster. Metadata can also include a total number of utterances in the
speaker cluster, speaker characteristics, speaker identifiers, and/or speaker-independent

characteristics.

[0140] The analytics server 102 may also determine speaker characteristics based upon
information inputted by the speaker, received from the content server, or identified by executing
the various machine-learning models. The speaker characteristics may include, for example, the
age of the speaker, the gender of the speaker, an emotional state of the speaker, the dialect of the
speaker, the accent of the speaker, and the diction of the speaker, among others. In some
embodiments, for example, the analytics server 102 may identify certain speaker age
characteristics by applying machine-learning models, such as those described by Sadjadi et al.,
“Speaker Age Estimation On Conversational Telephone Speech Using Senone Posterior Based I-
Vectors” IEEE ICASSP, 2016, and Han et al., “Age Estimation from Face Images: Human vs.
Machine Performance,” ICB 2013. And in some embodiments, the analytics server 102 may
identify certain speaker gender characteristics by applying machine-learning models, such as those
described by Buyukyilmaz et al., “Voice Gender Recognition Using Deep Learning,” Advances in
Computer Science, 2016. Each of the above-mentioned references in this paragraph is incorporated

by reference herein.
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[0141] The analytics server 102 may create a voiceprint associated with a speaker based
on one or more embeddings. In some configurations, the analytics server 102 creates a voiceprint
using a mature embedding cluster (e.g., a cluster based on enrollment embeddings). The mature
voiceprint (or mature embedding cluster) may contain sufficient biometric information for the
analytics server 102 to identify the speaker using the speaker identifier. In some configurations,
the analytics server 102 may create a voiceprint by averaging the enrollment embeddings. In some
configurations, the analytics server 102 may associate metadata (or user characteristics, speaker

identifiers) with the voiceprint.

[0142] The metadata associated with the voiceprint can include information about the
utterances (represented by the embeddings) in the voiceprint. Metadata can include the quality of
the audio data associated with a particular embedding (or with a voiceprint). For example, a
microphone may capture audio data in clean conditions (e.g., a high signal-to-noise (SNR) ratio, a
low reverberation time (T60)). A microphone may also capture audio data in noisy conditions (e.g.,
low SNR, high T60). Metadata can also include an overall duration of net speech. The analytics
server 102 may determine the duration of speech by summing the durations of each of the
utterances in the voiceprint. Metadata can also include a total number of utterances in the cluster.
For example, the analytics server 102 may receive one 10-second utterance. Additionally or
alternatively, the analytics server 102 may receive five one-second utterances. Metadata can also

include user characteristics, speaker identifiers, and/or speaker-independent characteristics.

[0143] The analytics server 102 generates a similarity matrix of similarity scores. The
analytics server 102 determines the similarity scores for each particular speaker by evaluating the
relative distances between the embeddings extracted for a particular speaker and the voiceprints
of other putative speakers stored in the database. Additionally or alternatively, the analytics server
102 may evaluate the similarity score using cosine similarity or probabilistic linear discriminant
analysis (PLDA). The analytics server 102 determines the most similar embeddings to the speaker
clusters by identifying a maximum similarity score between each of the embeddings and speaker

clusters.
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[0144] Strong and Weak Ultterances

[0145] The analytics server 102 may evaluate the maximum similarity score using various
thresholds. For example, the analytics server 102 may compare the maximum similarity score to
both a lower threshold and a higher threshold. Additionally or alternatively, the analytics server
202 may employ one or more algorithms to combine the higher and lower threshold to estimate an

optimal threshold for a particular voiceprint.

[0146] If the analytics server 102 determines that the maximum similarity score for a
particular embedding fails the low similarity threshold, then the analytics server 102 determines
that the speaker is likely a new unknown user. The analytics server 102 will generate a new speaker
profile using the particular embedding. The speaker profile includes a voiceprint, a speaker cluster

(e.g., embeddings associated with the voiceprint), a speaker identifier, and metadata.

[0147] If the analytics server 102 determines that the maximum similarity score satisfies
the low similarity threshold, then the analytics server 102 may identify (or authenticate) the
speaker. In addition, the analytics server 102 determines that that the embedding involved in the
similarity score is a weak embedding based on a weak utterance. Weak embeddings lack enough
similarity with the corresponding voiceprint for immediately characterizing the weak embedding
as part of the particular speaker cluster. The analytics server 102 may store and/or update a set of

weak embeddings in the analytics database 104.

[0148] The analytics server 102 may evaluate the set of weak embeddings based on
triggering criteria. Non-limiting examples of triggering criteria include: periodic weak embedding
evaluations and a threshold number of stored weak embeddings. In response to the analytics server
102 identifying a triggering criterion, the analytics server 102 may recalculate the similarity score
of each of the embeddings in the set of weak embeddings to the voiceprint associated with the set
of weak embeddings. The analytics server 102 may update the voiceprint with weak embeddings
in response to the similarity score exceeding a threshold. Additionally or alternatively, the

analytics server 102 may remove one or more weak embeddings from the set of weak embeddings.

[0149] If the analytics server 102 determines that the maximum similarity score satisfies
the high similarity threshold in addition to the low similarity threshold, the analytics server may

determine that the embedding involved in the similarity score is a strong embedding instead of a
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weak embedding. A strong embedding is an embedding that is very similar (e.g., close with respect
to a relative distance) to the voiceprint. The analytics server 102 updates the speaker cluster to
include the embedding. The analytics server 102 may recalculate the voiceprint based on the new
embedding. The analytics server 102 may weigh embeddings identified as strong embeddings
differently from embeddings not identified as strong embeddings. For example, the analytics
server 102 may update the voiceprint by taking a weighted average of the embeddings.
Additionally or alternatively, the analytics server 102 may update a list of strong embeddings

associated with the known speaker.

[0150] The analytics server 102 may query the analytics database 104 for the set of weak
embeddings based on triggering conditions. For example, the analytics server 102 may query the
analytics database 104 periodically (e.g., weekly) or when the set of weak embeddings reaches a
predetermined number. The analytics server 102 may re-calculate the similarity score of each of
the embeddings in the set of weak embeddings to the voiceprint associated with the set of weak
embeddings. Based on the maximum similarity score exceeding various thresholds (e.g., the lower
threshold and/or the higher threshold), the analytics server 102 may update the voiceprint with the
weak embedding. The weak embedding may become a strong embedding as the voiceprint evolves
(e.g., ages, becomes more accurate and more mature) over time. Additionally or alternatively, the
analytics server 102 may remove one or more weak embeddings in the set of embeddings

associated with the voiceprint.
[0151] Condition-Dependent Adaptive Thresholding

[0152] The analytics server 102 may determine the higher and lower thresholds used in
determining strong/weak embeddings adaptively. The analytics server 102 employs condition-
dependent adaptive thresholding to determine the higher and lower thresholds based on the

maturity of the voiceprint associated with the maximum similarity score.

[0153] If the analytics server 102 determines that the voiceprint is mature (e.g., satisfies a
maturity threshold), then the analytics server 102 may not use high similarity thresholds and low
similarity thresholds when evaluating the maximum similarity score. For example, the analytics
server 202 may employ one or more algorithms to combine the high similarity thresholds and low

similarity thresholds to estimate an optimal threshold for a particular voiceprint. The analytics
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server 102 uses the optimal threshold in evaluating the maximum similarity score of embeddings

and voiceprints.

[0154] The analytics server 102 may determine whether the voiceprint is mature using one
or more maturity factors. Non-limiting examples of the maturity factors include the number of
enrollment utterances, the overall duration of net speech across the utterances, and the quality of
the audio from the audio signals associated with the voiceprint. The analytics server 102 may
employ any number of algorithms for determining whether the voiceprint is mature. For example,
the server compares a maturity factor (e.g., number of utterances) against a preconfigured maturity
threshold corresponding to the maturity factor (e.g., threshold number of utterances). As another
example, the server statistically or algorithmically combines the maturity factors and compares the
combined maturity factor against a preconfigured maturity threshold corresponding to the

combined maturity factor.

[0155] If the analytics server 102 determines that the voiceprint is not mature (e.g., does
not satisfy a maturity threshold), then the analytics server 102 employs condition-dependent
adaptive thresholding to determine high similarity thresholds and low similarity thresholds for

particular voiceprints.

[0156] The analytics server 102 minimizes a false acceptance rate (FAR) by utilizing the
condition-dependent adaptive threshold. The false acceptance rate is the rate of the analytics server
102 falsely authenticates and/or identifies a speaker. An administrator (e.g., using admin device
103) may determine (or preconfigure) FAR (e.g., 0.5%, 1%, 2%, 3%, 4% or 5%). Additionally or
alternatively, the content system 110 may request specific FARs associated with their speaker
identification/authentication, or a machine-learning model may algorithmically determine the

FAR.

[0157] Because the FAR varies based on the maturity of the voiceprint, the analytics server
102 applies different thresholds (e.g., high similarity thresholds and low similarity thresholds) to
different voiceprints when evaluating the similarity of an embedding with a voiceprint. In some
configurations, the analytics database 104 may store a table of thresholds (e.g., a threshold

scheduler) at various FARs for one or more particular conditions.
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[0158] Output

[0159] The analytics server 102 may transmit one or more speaker identifiers based on the
audio signal to the content server 111. Additionally or alternatively, the analytics server 102 may
transmit similarity scores associated with the speaker identifiers to the content server 111. The
content server 111 may map the received speaker identifier with a human speaker (and a subscriber
identifier, if the speaker identifier was not associated with a subscriber identifier earlier). For
example, the analytics server may use a lookup table to map the speaker identifier to the particular
human speaker. The analytics server 102 may also transmit the speaker profile (including the
speaker-independent characteristics, speaker characteristics, metadata) associated with the speaker

identifier.

[0160] The content system 111 may store preferences of a user associated with the speaker
identifier. Non-limiting examples of preferences may include the content that the user historically
viewed, liked, bookmarked, or that the user otherwise indicated an interest in, and the like. The
content system 111 may stream personalized content to the speaker based on the received speaker
identifier. If preferences associated with the speaker identifier are not stored (e.g., a new user), the

content system 110 may stream generic content to the user.

[0161] The analytics server 102 may identify an environment setting representing the
speaker or speakers current circumstances and environment. The machine-learning model
executed by the analytics server 102 may include an audio event classification model and/or an
environment classification model, such as background noise or specific sounds that are classifiable
(e.g., dishwasher, trucks) or include overwhelming amount of energy to the inbound signal. The
analytics server 102 may transmit the speaker identifiers to the content server 111 along with an
indicator of the environment setting associated with certain content characteristics. For example,
a speaker interacting with a smart TV 114a at a restaurant or party with only adult speakers may
cause the content server 111 to generate different suggested content to the end-user device 114
from a different circumstance where the speaker interacts with a smart TV 114a in a living room

including child speakers.

[0162] In some configurations, the content server 111 references the output of the analytics

server 102 to limit access a particular subscription and the number of authenticated users. If the
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analytics server 102 has received the subscriber identifier from the content server 111, then the
analytics server 102 may use the speaker profile (and associated speaker identifier, speaker
characteristics, speaker-independent characteristics, metadata) to determine whether the speaker
is authorized to access the subscriber account based upon authentication rules and limitations
associated with the particular subscriber identifier. The analytics server 102 may transmit an
indication of whether the speaker identifier is authorized with respect to the particular subscriber
identifier to the content system 110. Additionally or alternatively, the content server 111 may
authenticate a speaker using the speaker profile information with respect to certain restricted
content. For example, a speaker’s age, identified in the speaker profile, may authenticate one or
more speakers to consume age-restricted content (e.g., based on parental controls or certain age

appropriate ratings).

[0163] In some embodiments, the analytics server 102 enables the age-restricted content
or instructs the content server 111 to enable the age-restricted content based upon the input data
(e.g., inbound audio signal, authentication data, metadata, end-user device data 114) that the

analytics server 102 received from the content server 111.
[0164] Label Correction

[0165] In some configurations, the analytics system 101 corrects label identifiers (e.g.,
speaker identifiers, subscriber identifiers). The analytics system 101 corrects labels by clustering
(e.g., hierarchical clustering) voiceprints. Correcting label identifiers minimizes the likelihood of

small cumulative identification/authorization errors, increasing the purity of the speaker clusters.

[0166] The analytics server 102 may correct the label identifiers of the voiceprints created
during a deployment phase. The analytics server 102 corrects label identifiers before the label
identifiers are transmitted to the content server 111. The analytics server 102 may also correct label

identifiers of voiceprints stored in a database (e.g., content database 112, analytics database 104).

[0167] The analytics server 102 corrects label identifiers in response to identifying
criterion triggering the label correction. Non-limiting examples of triggering criteria includes: a
periodic time interval or preconfigured label-correction schedule; executing a clustering or re-
clustering operation; identifying or otherwise receiving a certain number of new speaker

identifiers; or generating a certain number of voiceprints, among others.
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[0168] In some configurations, even if the analytics server 102 identifies triggering criteria,
the analytics server 102 may determine not to correct label identifiers. The analytics server 102
may determine not to correct label identifiers if the voiceprints retrieved by the analytics server
102 are associated with a high confidence value. The analytics server 102 may associate a
confidence value based on whether the analytics server 102 created the voiceprint during an active
enrollment phase or a passive enrollment phase. The analytics server may determine that
voiceprints created during an active enrollment phase have a higher confidence value than
voiceprints created during a passive enrollment phase. The voiceprint created based on the active
enrollment embeddings may be considered pure and mature. Additionally or alternatively, the
analytics server 102 may determine not to correct label identifiers if the analytics system 101 is

running slowly.

[0169] The analytics server 102 may query a database (e.g., content database 112 or
analytics database 104) and retrieve a set of speaker profiles (including voiceprints, speaker
clusters containing embeddings, subscriber identifiers, or speaker identifiers). The set of speaker
profiles may be recently accessed and/or modified speaker profiles (e.g., speaker profiles retrieved
by the analytics server in the past two days), speaker profiles associated with particular speaker
characteristics, speaker profiles associated with particular speaker independent characteristics,

and/or speaker profiles associated with other metadata.

[0170] In some configurations, the analytics server 102 may compute the pairwise
similarity between the retrieved voiceprints and the embeddings extracted from the audio signal.
The retrieved voiceprints are considered an old labeled set, and the embeddings from the audio
signal are considered a new anonymous set. Additionally or alternatively, the analytics server 102

may compute the pairwise similarity between the retrieved voiceprints.

[0171] The analytics server 102 migrates label identifiers associated with the old labeled
set to the new anonymous set based on the similarity of the voiceprints in the new anonymous set
and the voiceprints in the old labeled set. The analytics server 102 determines the similarity of the
voiceprints by evaluating voiceprints that are close (e.g., according to Euclidean distance
measures, correlation-based measures). If the analytics server 102 determines that the voiceprints
are close (e.g., the relative distance satisfies a threshold), the voiceprints and associated label

identifiers may be merged. The analytics server 102 may migrate the label identifiers associated
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with the old labeled set to the new anonymous set such that the speaker identifier and/or subscriber
identifier of the new anonymous set are replaced with the speaker identifier and/or subscriber
identifier of the old labeled set. In addition to migrating the label identifiers, the analytics server
102 may determine a new centroid for the merged voiceprints by averaging the centroid of the old
labeled set and the centroid of the new anonymous set. In some configurations, the analytics server
102 may compare the user characteristics before migrating the labels of the old labeled set to the
new anonymous set. In some configurations, the analytics server 102 updates the analytics

database and/or content database with the migrated labels.
[0172] Authenticating Users and Parental Controls

[0173] As discussed herein, the analytics server 102 may determine the identity of a user
interacting with the end-user device 114 by comparing the similarity of the extracted embedding
to embeddings/voiceprints stored in the analytics database 104. The analytics server 102, upon
identifying one or more users, may transmit a user identifier, user characteristics (e.g., age, gender,
emotion, dialect, accent, and the like), user-independent characteristics, and/or metadata to the
content server 111. In some configurations, the analytics server 102 (or content server 111 using
the information transmitted from the analytics server 102) may authenticate the identified users
using the transmitted information. For example, a user’s age may authenticate the user to watch

content over a certain age limit.

[0174] In some configurations, the analytics server 102 (or content server 111) may
determine whether the user authorized to watch content based on the identified users. For example,
the analytics server 102 may identify an eight-year-old boy watching television. The analytics
server 102 identifies another speaker having an elevated privileges based upon the analysis of the
audio signal, where the analytics server 102 has identified speaker profiles of two speakers having
voiceprints matching the embeddings extracted for the two speakers. For example, the analytics
server 102 identifies the child’s parent in the same audio signal as the eight-year-old boy. The
presence of the adult male in close proximity to the eight-year-old boy results in the analytics

server 102 (or content server 111) authorizing the eight-year-old boy to watch certain content.

[0175] Analytics Database
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[0176] The analytics database 104 may store FARs for particular content systems 110,
speaker identifiers (and voiceprints) associated with subscriber identifiers (e.g., a lookup table),
extracted embeddings (e.g., weak embeddings), user characteristics, trained machine learning

models (e.g., to execute VAD operations, to extract embeddings), and the like.

[0177] The analytics database 104 may store clustered embeddings as a voiceprint if the
embeddings in the cluster satisfy one or more thresholds (e.g., the analytics server 102 determines
that the cluster is a mature enrollment cluster). The analytics server 102 may determine that the
enrollment cluster is mature if the duration of the utterances in the cluster (represented by the
embeddings in the cluster) satisfy a threshold, the number of utterances in the cluster satisfy a

threshold, some combination, or the like.

[0178] Additionally or alternatively, the analytics database 104 may store the clustered
embedding as a voiceprint if the clustered embeddings are not associated with a speaker identifier
and/or subscriber identifier. The analytics database 104 may store a voiceprint even if the

voiceprint is not matured.

[0179] In some configurations, the analytics database 104 may purge (remove, delete)
stored voiceprints. For example, the analytics database 104 may receive instructions from the
content server 111 to remove the speaker identifiers associated with a subscriber identifier (e.g., a
subscriber may have decided to unsubscribe from the services of the content system 110).
Additionally or alternatively, the analytics database 104 may remove a stored voiceprint given a
predetermined amount of time. Additionally or alternatively, the analytics database 104 may
remove a stored voiceprint if the analytics database 104 (or the analytics server 102) determines
that the voiceprint meets certain criteria. For example, the embeddings in the voiceprint cluster are

based on synthetic speech.

[0180] In operation, the analytics database 104 may receive audio data and a subscriber
identifier from the content server 111. The analytics database 104 may lookup speaker identifiers
(and associated voiceprints) associated with the subscriber identifier. The analytics database 104
may also lookup higher/lower thresholds associated with the voiceprints and any user
characteristics. The analytics database 104 may also lookup FARs associated with the content

system 110. The analytics database 104 may update the voiceprint entries, higher/lower thresholds,
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FARs, and user characteristics in the lookup table. The analytics database 104 may also add

voiceprint entries, subscriber identifiers, higher/lower thresholds, FARs and user characteristics to

the lookup table.
[0181] Admin Device
[0182] An admin device 103 of the analytics system 101 is a computing device allowing

personnel of the analytics system 101 to perform various administrative tasks or user-executed
identification, security, or authentication operations. The admin device 103 may be any computing
device comprising a processor and software, and capable of performing the various tasks and
processes described herein. Non-limiting examples of an admin device 103 may include a server,
personal computer, laptop computer, tablet computer, or the like. In operation, a user uses the
admin device 103 to configure operations of various components in the system 100, such as an
analytics server 102 and may further allow users to issue queries and instructions to various
components of the system 100. For example, the admin device 103 may be used to determine a

FAR associated with a content system 110.
[0183] Client-Side Audio Processing for Media Content System

[0184] For ease of description and understanding, the embodiments described herein
mention employing such technology in the context of content delivery systems that operate, in
part, according to speaker utterance and voice inputs. Embodiments, however, are not so limited
and may be employed in any number of systems or products that might benefit from passive (or
active) enrollment, continuous (or static) enrollment, or continuous identification/authorization of
multi-speaker voice biometrics. For instance, the identification/authorization of multi-speaker
voice biometric systems and operations described herein could be implemented in any system that
receives and identifies audio inputs (e.g., edge-devices/IoT devices such as cars or smart

appliances, or call centers).

[0185] Moreover, the embodiments herein employ audio processing operations to identify
speakers as particular known or unknown users. Embodiments, however, are not limited solely to
voice biometrics, but may ingest and process any number of additional types of biometrics for
identifying speakers as particular users. Non-limiting examples of the additional types of

biometrics that embodiments may ingest and process include eye scans (e.g., retina or iris
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recognition), faces (e.g., facial recognition), fingerprints or handprints (e.g., fingerprint
recognition), user behaviors (e.g., “behavior prints”) when accessing a monitored system (e.g.,
keypresses, menu accesses, content selection, rate of inputs or selections), or any combination of

biometric information.

[0186] FIG. 2 shows components of a system 200 employing audio-processing machine-
learning operations, where the machine learning models and other machine learning architecture
are implemented on a local device. The system 200 comprises an analytics system 201, a media
content system 210, and end-user devices 214. The analytics system 201 includes analytics server
202, analytics database 204, and admin device 203. The content system 210 includes content
servers 211, and media content databases 212. Embodiments may comprise additional or
alternative components or omit certain components from those of FIG. 2, and still fall within the
scope of this disclosure. It may be common, for example, to include multiple content systems 210
or for the analytics system 201 to have multiple analytics servers 202. Additionally or alternatively,
the analytics system 201, or a portion of the analytics system 201 may be embedded into an end-
user device 214. Embodiments may include or otherwise implement any number of devices
capable of performing the various features and tasks described herein. For example, the FIG. 2
shows the analytics server 202 in as a distinct computing device from the analytics database 204.

In some embodiments, the analytics database 204 is integrated with the analytics server 202.

[0187] System 200 in FIG. 2 is similar in operation to system 100 in FIG. 1, though in
FIG. 2 the end-user devices 214 perform various audio-processing and data analytics operations.
For example, in response to a user’s active interaction with the end-user devices 214, the end user
devices 214 will capture user input data (e.g., an audio signal). Instead of the end-user devices 214
forwarding the captured audio signal to the content system 210 (as in FIG. 1), one or more machine
learning architectures are applied to the audio signal before forwarding the audio signal to both (or

either) the content system 210 and the analytics system 201.

[0188] In some configurations, the end-user devices 214 may identify or extract various
forms of metadata; modify, convert or enrich the audio signal; host and execute software processes
and services for identifying speech in an audio signal; extract biometric features associated with
the speakers in the audio signal, and identify/authenticate speakers in the audio signal.

Additionally or alternatively, the end-user devices 214 may filter the audio signal (de-noise the
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audio signal), convert the format of the audio signal, parse (or partition) the audio signal, execute

VAD software (or VAD machine learning), perform ASR, and scale the audio signal.

[0189] In some configurations, the end-user devices 214 stores the audio signal in a
database or other into non-transitory machine-readable storage media, such as a buffer or cache
memory, for a predetermined amount of time. In response to a triggering condition, the end-user
device 214 may retrieve the stored audio signals and forward the stored audio signal, and the audio
signal associated with the triggering condition, to the analytics system 201. For example, if a user
operates an end-user device 214 to capture sound actively, the end-user device 214 may retrieve
stored audio signals captured by the end-user device 214 an amount of time immediately before
the user actively operated the end-user device 214. In some embodiments, the end-user devices
214 forward the audio signals to the analytics system 201 to process the audio signals and identify
speakers in the audio signals. Additionally or alternatively, the end-user device 214 may process
the audio signals and identify speakers in the audio signals. The end-user devices 214 may process

the audio signals by extracting embeddings from the audio signals.

[0190] In operation, the end-user devices 214 may apply various machine-learning
operations on the audio signals. For example, the end-user devices 214 may extract embeddings
by executing VAD software or other machine learning architectures configured to extract features
from the audio signal. In some embodiments, the end-user devices 214 may forward the extracted
embeddings to the analytics system 201 such that the analytics system 201 may cluster the
embeddings with voiceprints retrieved from the analytics database 204, as described in FIG. 1.
The analytics server 202 may identify speakers based on a similarity of utterances in the audio
signal to stored voiceprints. The analytics server 202 may forward the speaker identifier and other

metadata to the content system 210.

[0191] Additionally or alternatively, if voiceprints are stored in the end-user device 214,
the end-user devices 214 may cluster the embeddings with the stored voiceprints and generate a
similarity matrix describing similarity scores for each extracted embedding compared to one or
more voiceprints stored in the end-user devices 214. Additionally or alternatively, the end-user
devices 214 may query the analytics database 204 in the analytics system 201 and retrieve suspect
voiceprints, or putative voiceprints for the extracted embeddings based on an association with the

subscriber identifier or speaker characteristics, as described in FIG. 1.
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[0192] In some configurations, the end-user devices 214 forward similarity matrices to the
analytics system 201 such that the analytics system 201 may use condition-dependent adaptive
thresholding to compare the maximum similarity score to high similarity thresholds and low
similarity thresholds as described in FIG. 1. The analytics server 211 may determine weak
utterances, strong utterances, and update the voiceprints. Additionally or alternatively, the end-
user devices 214 may query the analytics database 204 in the analytics system 201 and retrieve
FARSs, maturity thresholds, and similarity thresholds as described in FIG. 1. The end-user devices
214 may update voiceprints based on comparing the maximum similarity scores in the similarity
matrix to similarity thresholds. The end-user devices 214 may store the updated voiceprints and

also may transmit the updated voiceprints to the analytics database 204.

[0193] In some configurations, as described in FIG. 1, in response to triggering criteria,
the analytics server 202 may execute label correction to correct label identifiers. Additionally or
alternatively, the end-user devices 214 may execute label corrections and forward the updated label

identifiers to the analytics system 201 and/or the content system 210.

[0194] If the end-user devices 214 identify a speaker from an audio signal using a speaker
identifier, the end-user devices 214 may transmit the speaker identifier and any metadata to content
system 210 such that the content system 210 can determine the personalized content to stream to
the identified speaker. The end-user devices 214 may also transmit the speaker profile (including
the speaker identifier, extracted embeddings, metadata, voiceprints) to the analytics system 201

(e.g., the analytics database 204).

[0195] EXAMPLE OPERATIONS
[0196] Active and Static Enrollment in Audio Processing Authentication System
[0197] FIG. 3 describes the phases that the server progresses through to identify (or

authenticate) a user. FIG. 3A shows the operational steps of a method 300a for actively enrolling
users during an enrollment phase, according to an embodiment. FIG. 3B shows the operational
steps of a method 300b for identifying (or authenticating) a user during a deployment phase. A
server of an analytics system (e.g., analytics server) executes machine-readable software code that
perform the methods 300a, 300b described below, though one or more processors of any number

of computing devices may perform the various operations of the methods 300a, 300b. Some

48



WO 2021/211836 PCT/US2021/027474

embodiments may include additional, fewer, or different operations than those described in the

methods 300a, 300b.

[0198] Referring to FIG. 3A, in step 302, the server prompts a user for an enrollment
signal. In some configurations, the server may prompt the user for enrollment signals once or at a
periodic time interval (e.g., every six months). In some configurations, the server may prompt the
user for enrollment signals when, for example, the device is initiated for the first time, at
predetermined intervals, or when the user accesses a configuration interface to register/enroll a
new speaker-user. In some configurations, the server may prompt the user for enrollment signals
based on instructions (from a user or other administrator) to execute an enrollment phase. The
prompts may include prompting the user to place a finger on a fingerprint sensor, prompting the
user to speak a particular phrase, prompting the user to speak naturally, prompting the user to

appear within the bounds of a digital boundary box on a display, and the like.

[0199] In step 304, the server receives an enrollment signal. An enrollment signal is a
signal received during a designated enrollment phase (e.g., an active enrollment of a user).
Enrollment signals may be distinct from other types of signals, as the end-user device and the
server receive the enrollment signals during the enrollment phase and in response to a prompt (as
in step 302). For example, the server receives an enrollment signal in response to a user pressing
a button on the end-user device and speaking a particular utterance responsive to the audio or
visual prompt, which the end-user device transmits to the server. The server receives the audio
signal directly or via an intermediary server (e.g., content server). In some configurations, the
server receives several enrollment signals (e.g., multiple speech portions of a signal (utterances))
and any number of biometric data for enrolling biometric data (e.g., one or more fingerprint angles)

in addition to the enrollment utterances.

[0200] In some configurations, the server receives an audio signal that is a data file or data
stream containing audio data in a machine-readable format. The audio signal comprises an audio
recording that includes any number of speaker utterances for any number of speakers. The audio
data may also include data or metadata received with the audio signal. For example, the audio data
may include speaker-related information (e.g., user/speaker identifier, subscriber/household
identifier, user biometrics) or metadata related to the communications protocols or medium

(e.g., TCP/IP header data, phone number/ANI).
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[0201] In step 306, the server extracts embeddings from the enrollment signal by applying
a machine-learning architecture comprising various machine-learning models (e.g., embedding
extractor). Embeddings are mathematical representations of the biometric information (or features
of the biometric information) in the enrollment signal. The server may extract features from the
utterances including Mel frequency cepstrum coefficients (MFCCs), Mel Filter banks, Linear filter
banks, bottleneck features, and the like. The server extract the features from the input audio signal
using machine-learning models configured to extract features and generate the speaker

embeddings.

[0202] The type of enrollment signal may dictate how the server extracts embeddings. For
example, a user may provide a fingerprint as an enrollment signal. In other examples, the server
may extract features associated with the digital fingerprint image, including ridges, valleys, and
minutiae; and/or the server may extract the features using machine-learning models configured to
extract features of image data. The server extracts the various types of features using machine-
learning models configured to extract features and generate the corresponding embeddings for the
particular types of biometrics employed for user recognition, in conjunction with the speaker

embeddings.

[0203] In determination step 308, the server determines whether enrollment is mature. The
server may determine that the enrollment is mature when the server has extracted enough
embeddings (or biometric information) to satisfy a threshold number of embeddings or other
information. For example, the server may determine that enrollment is mature when the server
receives a predetermined duration of net speech. Additionally or alternatively, the server may
determine that enrollment is mature when the server receives a predetermine number of various
enrollment signals (e.g., two fingerprint scans and two utterances, five different utterances). The
mature voiceprint (or mature embedding cluster) may contain sufficient biometric information for

the analytics server 102 to identify the speaker using the speaker identifier.

[0204] If the enrollment is not mature, the server prompts the user for an enrollment signal
(e.g., step 302). The server prompts the user for additional enrollment signals (having enrollment
utterances) until the enrollment is mature. As an example, if the server receives an enrollment
utterance with a first type of content (e.g., user name), then the server prompts the user for a second

utterance (e.g., user birthday). As another example, if the server receives biometric information
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(e.g., fingerprint), the server prompts the user for an audio signal containing an enrollment

utterance.

[0205] If the enrollment is mature, the server proceeds to step 310. In step 310, the server
creates a voiceprint for the user (sometimes referred to as an enrollee voiceprint). The server
statistically or algorithmically combines the enrollment embeddings to extract the voiceprint for
the enrolled speaker-user. In some implementations, clusters of enrollment embeddings extracted
from the enrollment signal represent a collection of utterances similar to a particular speaker (e.g.,

a speaker cluster) where a voiceprint represents the centroid for the speaker cluster.

[0206] In step 312, the server updates a speaker profile. Speaker profiles are data records
associated with each user (or speaker) enrolling during the enrollment phase. The speaker profile
includes a voiceprint, a speaker cluster (e.g., embeddings associated with the voiceprint), and
metadata. As described in FIG. 1, metadata can include information about the utterances, the
quality of the enrollment signal, an overall duration of net speech, a total number of utterances in
each cluster, speaker characteristics, and speaker-independent characteristics. Speaker identifiers
313 are associated with each speaker profile to distinguish and identify particular speakers. As
described in FIG. 1, the speaker identifier may not include or represent any personally identifying
information. The server may also generate a new speaker identifier or request a new speaker

identifier for the new speaker profile from the content server.

[0207] In step 314, the server may transmit the speaker identifier to a third-party system
(e.g., content server, call center). The third-party system may map the received speaker identifier
with a human speaker. For example, the third-party system may use a lookup table to map the
speaker identifier to the particular human speaker. Additionally or alternatively, the third-party
system may associate a subscriber identifier or other household and/or group identifier with each
speaker identifier. The server may also transmit the speaker profile (including the speaker-
independent characteristics, speaker characteristics, metadata) associated with the speaker

identifier.

[0208] Referring to FIG. 3B, in step 322, the server may receive an inbound signal
containing biometric information. The inbound signal may be an image of the user, an utterance

in an audio signal, a fingerprint, and the like. In some configurations, the server receives the

51



WO 2021/211836 PCT/US2021/027474

inbound signal in response to an end-device actively capturing user input data. For example, the
user may actively interact with the end-user device (e.g., speaking a “wake” word, pressing a
button, making a gesture). Additionally or alternatively, the end-user device 114 passively captures
the user input data, where the end-user passively interacts with the end-user device 114 (e.g., speak
to another user, the end-user device 114 automatically capturing utterances without user’s

affirmative action).

[0209] In step 324, the server extracts embeddings from the inbound signal. In some
configurations, the server may perform pre-processing on the inbound signal (e.g., partition the
inbound signal, scale the inbound signal, de-noise the inbound signal). Additionally or
alternatively, the server may identify events in the inbound signal. For example, the server may
detect audio events by executing VAD software. The VAD software may distinguish silence from
speech. Additionally or alternatively, the server may perform object detection (or recognition,
identification) in the inbound signal. For example, the server will recognize and differentiate a face
from a hand. The server will use the identified biometric portions of the inbound signal (e.g.,

speech, fingerprints) to extract embeddings.

[0210] The inbound signal may be an audio signal comprising an audio recording including
any number of speaker utterances for any number of speakers. The audio data may also include
data or metadata received with the audio signal. For example, the audio data may include speaker-
related information (e.g., user/speaker identifier, subscriber/household identifier, user biometrics)
or metadata related to the communications protocols or medium (e.g., TCP/IP header data, phone

number/ANI).

[0211] The server may extract embeddings sing machine learning models configured to
extract features of the audio signal. The features include low-level spectro-temporal features from
the various speaker utterances. The features may also include various data related to the users or
speakers (e.g., subscriber identifiers, speaker identifiers, biometrics) or metadata values extracted
from protocol information or data packets (e.g., IP address). A machine-learning architecture,
comprising various machine-learning models (e.g., embedding extractor model), extracts

embeddings for putative speakers based upon the features extracted from the input audio signal.

52



WO 2021/211836 PCT/US2021/027474

[0212] In step 326, the machine-learning architecture generates one or more similarity
scores by comparing the features or the embeddings extracted for a particular speaker against the
corresponding features or embeddings of other putative speakers and/or against the corresponding
features or embeddings of speaker clusters stored in the database. The clusters represent a
collection of utterances similar to a particular speaker where the speaker voiceprint represents a
centroid for the speaker cluster. The server applies the machine-learning architecture on the audio
signal to extract the embedding for the particular speaker. The server compares the embeddings or
features against speaker clusters stored in the speaker profile database and then determines the
similarity scores for the speakers. For each particular speaker, the server generates a set of
similarity scores based upon a relative distance between the speaker embedding (extracted from

the input audio signal) and the voiceprints stored in the speaker profile database.

[0213] Additionally or alternatively, the server performs clustering operations according
to certain features extracted from the input audio signal and determines one or more clustering

similarity scores for each user based upon the features.

[0214] The server identifies pairs of speaker clusters and speakers having the maximum
similarity score 327. For each speaker, the server outputs the maximum similarity score 327

calculated for the particular speaker, representing the most likely match between the speakers.

[0215] In determination step 328, the server determines whether the maximum similarity
scores for each voiceprint satisfies one or more thresholds. The server determines whether the
inbound audio signal includes an utterance for a new or known speaker by evaluating the similarity

score of the corresponding embedding or features against known voiceprints or expected features.

[0216] If the maximum similarity score satisfies one or more thresholds, the server
determines that the speaker is likely associated with a known registered user 329. For example,
the known registered user 329 may be a user enrolled during the enrollment phase of FIG. 3A. On
the other hand, if the server determines that the maximum similarity score fails one or more
thresholds, the server determines that the speaker is likely a new unknown user 331. The server
may generate a new speaker profile and speaker identifier using the particular voiceprint. The
speaker profile includes a voiceprint, a speaker cluster (e.g., embeddings associated with the

voiceprint), a speaker identifier, and metadata.
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[0217] In step 330, the server outputs the speaker identifier and speaker profile (of the
known registered user 329 and/or the new unknown user 331) to one or more downstream
applications. In some configurations, the server authenticates a user according to the speaker
profile of the known registered user 329. Additionally or alternatively, the downstream operations
identify, authenticate and/or authorize a particular speaker using the speaker identifier. The
downstream application may perform different functions depending on whether the speaker is a
known registered user or a new unknown user. For example, downstream applications may
execute, unlock functionality, or perform operations based on identified and/or authenticated
registered users. If a user is a new unknown user 331, downstream applications may restrict the

user’s access to the application’s software, functionality, or information.
[0218] Adaptive Thresholding for Audio Processing

[0219] FIG. 4 shows operational steps of a method 400 for adaptive thresholding in an
audio processing system. The method 400 described below is performed by a server of an analytics
system (e.g., analytics server) executing machine-readable software code, though any number of
processors of any number of computing devices may perform the various operations of the method
400. Embodiments may include additional, fewer, or different operations than those described in
the method 400. The server applies a machine-learning architecture, comprising any number of
machine-learning models and algorithms, on input audio signals to perform various operations.
The server and the machine-learning architecture execute the method 400 during an enrollment
phase, though the server and the machine-learning architecture may perform the various operations
of the method 400 during the enrollment phase, a deployment phase, or as an ongoing combination

of such phases.

[0220] In step 402, the server receives an input audio signal. The server receives the input
audio signal directly from the end-user device directly (as in FIG. 2) or via a computing device of
a third-party system (e.g., content system, call center system) (as in FIG. 1). The input audio signal
includes an utterance of a speaker-user, where the input audio signal is a data file (e.g., WAV file,
MP3 file) or a data stream. The server performs various pre-processing operations on the input
audio signal, such as parsing the audio signal into segments or frames of speech or performing one
or more transformation operations (e.g., Fast-Fourier Transform), among other potential

operations.
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[0221] The input audio signal may be an enrollment audio signal or inbound audio signal,
where server receives the input audio during an enrollment phase or deployment phase. The audio
signal may also include data or metadata received with the audio signal. For example, the audio
signal may include speaker-related information (e.g., user/speaker identifier, subscriber/household
identifier, user biometrics) or metadata related to the communications protocols or medium

(e.g., TCP/IP header data, phone number/ANI).

[0222] The server receives the audio signal and extracts various types of features from the
audio signal. The features include low-level spectro-temporal features from the various speaker
utterances. The features may also include various data related to the users or speakers
(e.g., subscriber identifiers, speaker identifiers, biometrics) or metadata values extracted from
protocol information or data packets (e.g.,IP address). A machine-learning architecture,
comprising various machine-learning models (e.g., an embedding extractor model), extracts

embeddings for putative speakers based upon the features extracted from the input audio signal.

[0223] In some embodiments, the server or machine learning architecture applies a voice
activity detection (VAD) model on the audio signal. The VAD is a machine-learning model trained
to detect instances of utterances within the audio signal and extracts or otherwise identifies
segments of the audio signal comprising the detected utterances. In some cases, the VAD generates
an abridged, speech-only audio signal. The server may store the speech segments and/or the
abridged audio signal into a database (e.g., speaker profile database, voiceprint database) or in

some other non-transitory machine-readable storage media.

[0224] In step 404, for each particular user, the server stores the embedding or voiceprint
into a database record (representing a speaker profile) of an analytics database. The server further
stores various types of user information associated with the particular speaker. The user
information includes, for example, a user-specific similarity threshold generated for the user. If
the speaker profile is new or otherwise lacks the user-specific similarity threshold, then the server

stores a preconfigured default similarity threshold into the speaker profile.

[0225] In determination step 406, the server determines whether the voiceprint satisfies
one or more maturity thresholds, representing whether the voiceprint is mature or stable. The

server identifies one or more maturity factors associated with the speaker profile and utterances.
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Non-limiting examples of the maturity factors include the number of enrollment utterances, the
overall duration of net speech across the utterances, and the quality of the audio from the audio

signals.

[0226] The server may employ any number of algorithms for determining whether the
voiceprint is mature. For example, the server compares a maturity factor (e.g., number of
utterances) against a preconfigured maturity threshold corresponding to the maturity factor
(e.g., threshold number of utterances). As another example, the server statistically or
algorithmically combines the maturity factors and compares the combined maturity factor against
a preconfigured maturity threshold corresponding to the combined maturity factor. A
preconfigured false acceptance rate dictates the preconfigured maturity threshold. An
administrative user manually enters or various machine-learning models algorithmically determine
the false acceptance rate. As the false acceptance increases, the maturity threshold increases,
thereby increasing the likelihood that the server will determine that the maturity factor fails the

maturity threshold and that the voiceprint is not sufficiently mature.

[0227] In some embodiments, the server employs tiered maturity thresholds corresponding
to tiered false acceptance rates. For example, the server may store a table of maturity thresholds
(e.g., a threshold schedule) at various false acceptance rates. Referring to FIG. 12, example 1200
illustrates a threshold scheduler based on a single maturity factor (number of enrollment
embeddings) and the various false acceptance rates. In some implementations, threshold schedules
may associate similarity scores with several maturity factors (e.g., number of enrollments 1202).
Column 1202 indicates a maturity threshold based on the single maturity factor (e.g., a number of
enrollment utterances 1202). Different predetermined false acceptance rates (FAR) are indicated
in columns 1204 and 1206 respectively. Column 1204 indicates similarity thresholds based on a
predetermined FAR at 0.5%. Column 1206 indicates a similarity threshold based on a
predetermined FAR at 5%. The similarity thresholds indicated in column 1204 are considered high
similarity thresholds. The similarity thresholds in column 1206 are considered low

similarity thresholds.

[0228] Referring back to FIG. 4, in step 410, the server adjusts a similarity threshold for
the speaker in response to the server determining that the voiceprint is not mature for failing the

maturity threshold (in step 408). The server adjusts the similarity threshold in accordance with the
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false acceptance rate, whereby the server increases or decreases the similarity threshold to meet a
desired level of accuracy represented by the false acceptance rate. For example, the server
increases the similarity threshold for the particular speaker when the maturity factors (e.g., number
of utterances) fail to meet a given maturity factor threshold. The server updates the similarity score
such that the server evaluates the voiceprint according to false acceptance rate for future inbound
audio signals. The server iteratively prompts a speaker for an additional utterance or enrollment

embedding until the maturity threshold is satisfied.

[0229] Referring back to FIG. 12, in an example, the maturity threshold may be set to 10
enrollment utterances. If the server determines that the voiceprint does not satisfy the maturity
threshold (e.g., the received input audio signal in step 402 was for a 7th enrollment utterance, then
depending on the FAR (for particular subscriber identifiers or third-party systems), the high
similarity score associated with the speaker is 4.29 (e.g., score threshold 1208) and the low
similarity scoreis 0.1 (e.g., score threshold 1210). The server stores the similarity scores associated
with the speaker in a speaker database. If the speaker speaks again, the thresholds used in
evaluating the similarity of future inbound audio signals will be the high similarity score associated
with the speaker is 4.29 (e.g., score threshold 1208) and the low similarity score is 0.1 (e.g., score
threshold 1210).

[0230] Referring back to FIG. 4, in step 412, the server stores the voiceprint and the
similarity threshold into the speaker profile and applies the voiceprint and the similarity threshold
against future inbound audio signals when the server determines that the voiceprint is mature (in
step 408). The server applies the voiceprint and the similarity threshold against future inbound
audio signals that purportedly comprise utterances from the particular speaker. In some
implementations, the server stores the voiceprint and the similarity threshold into the speaker
profile database. In some implementations, the server stores the voiceprint and the similarity

threshold into the end-user device or other device in communication with the server.

[0231] Referring back to FIG. 12, in the example described above, the maturity threshold
is set to 10 enrollment utterances. If the server determines that the voiceprint does satisfy the
maturity threshold (e.g., the received input audio signal in step 402 was for a 10® enrollment
utterance), then depending on the FAR (for particular subscriber identifiers or third-party systems),
the high similarity score associated with the speaker is 4.37 (e.g., score threshold 1212) and the
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low similarity score is 0.15 (e.g., score threshold 1214). The server stores the similarity scores
associated with the speaker in a speaker database. If the speaker speaks again, the thresholds used
in evaluating the similarity of future inbound audio signals will be the high similarity score
associated with the speaker is 4.29 (e.g., score threshold 1208) and the low similarity score is 0.1
(e.g., score threshold 1210).

[0232] Unsupervised Clustering

[0233] FIG. 5 shows execution steps of a method 500 for identifying and evaluating strong
and weak utterances in audio processing. The method 500 described below is performed by a server
of an analytics system (e.g., analytics server) executing machine-readable software code, though
any number of processors of any number of computing devices may perform the various operations
of the method 500. Embodiments may include additional, fewer, or different operations than those
described in the method 500. The server applies a machine-learning architecture, comprising any

number of machine-learning models and algorithms, to perform various operations.

[0234] In step 502, the server receives an input audio signal from an end-user device and
extracts various types of features from the input audio signal. The input audio signal comprises a
data file or data stream containing audio data in a machine-readable format. The audio data
comprises audio recording that includes any number of speaker utterances for any number of
speakers. The input audio signal includes an utterance of a speaker-user, where the input audio
signal is a data file (e.g., WAV file, MP3 file) or a data stream. The input audio signal may be an
enrollment audio signal or inbound audio signal, where server receives the input audio during an
enrollment phase or deployment phase. The server extracts various types of features from the input
audio signal, such as spectro-temporal features or metadata. Additionally or alternatively, the
server performs various pre-processing operations on the input audio signal, such as parsing the
audio signal into segments or frames of speech or performing one or more transformation

operations (e.g., Fast-Fourier Transform), among other potential operations.

[0235] In step 504, the server compares embeddings or features, extracted for the speakers,
against speaker clusters stored in the speaker profile database and then determines similarity scores
for the speakers. The clusters represent a collection of utterances similar to a particular speaker

where the speaker voiceprint represents a centroid for the speaker cluster. The server applies a
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machine-learning architecture, having one or more machine-learning models, on the audio signal
to extract the embedding for the particular speaker. For each particular speaker, the server
generates a set of similarity scores based upon a relative distance between the speaker embedding

(extracted from the input audio signal) and the voiceprints stored in the speaker profile database.

[0236] Additionally or alternatively, the server performs clustering operations according
to certain features extracted from the input audio signal and determines one or more clustering

similarity scores for each user based upon the features.

[0237] In step 506, the server identifies each pair of speaker and cluster having the
maximum similarity score. For each speaker, the server outputs the maximum similarity score

calculated for the particular speaker, representing the most likely match between the speakers.

[0238] In determination step S08, the server determines whether the similarity score for an
embedding (or features) of a particular speaker satisfies one or more similarity thresholds. The
server determines whether the input audio signal includes an utterance for a new or known speaker
by evaluating the similarity score of the corresponding embedding or features against known
voiceprints or expected features. If the server determines that the similarity score for the particular
embedding satisfies the similarity threshold, then the server likewise determines that the
embedding is likely associated with a known registered user. On the other hand, if the server
determines that the similarity score for the particular embedding fails the similarity threshold, then

the server determines that the embedding is likely a new user.

[0239] In some embodiments (as in FIG. 6), the server compares the outputted similarity
score for the particular speaker against a low similarity threshold and a high similarity threshold
to provide a level of granularity that can control for poor quality embeddings resulting from poor
quality utterances. In such embodiments, if the server determines that the similarity score for the
particular embedding satisfies the high similarity threshold, then the server likewise determines
that the embedding is likely associated with a known registered user. On the other hand, if the
server determines that the similarity score for the particular embedding fails the low similarity
threshold, then the server determines that the embedding is likely a new user. As discussed below,

if the similarity score falls between the low threshold and the high threshold, then server stores the
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relevant audio data and similarity score into a buffer memory, speaker profile, or other quarantine

memory location.

[0240] In step 510, the server generates a new voiceprint and a new speaker profile in
response to the server determining that the embedding for the particular speaker fails the similarity
threshold (in step S08). The server generates a new speaker profile in the analytics database or
another memory location configured to store temporary or guest speaker profiles. The server stores
various types of data into the new speaker profile, which the server identifies in or extracts from
the input audio signal (e.g., speaker identifier, embeddings, voiceprint, features, metadata, device

information).

[0241] In step 512, the server updates a stored voiceprint and an existing enrolled (or
known) speaker profile in the database, in response to the server determining that the embedding
for the particular known speaker satisfies the similarity threshold (in step 508). The server updates
the known speaker profile for the known speaker profile in the analytics database or in a temporary
or guest speaker profile. The server stores various types of data into the known speaker profile,
which the server identifies in or extracts from the input audio signal (e.g., speaker identifier,

embeddings, voiceprint, features, metadata, device information).

[0242] In optional step 514, the server performs one or more re-clustering operations to
reevaluate the speaker clusters and update the speaker profiles of the speaker profile database. The
server performs the re-clustering operations in response to a particular triggering condition. Non-
limiting examples of the triggering condition may include a preconfigured periodic time interval
or when the server receives a threshold number of utterances associated with, for example, a
subscriber (e.g., household) or user, among others. The server extracts features or embeddings for
the speakers to generate new voiceprints or update existing voiceprints for the speaker profiles.
The server re-computes the similarity scores for the speakers based upon the relative distances
between the features or embeddings of extracted for each particular utterance and each particular
voiceprint or other type of cluster centroid. The server stores the new or updated voiceprints into

new or updated speaker profiles, along with various types of data associated with the speaker.

[0243] In some embodiments, the re-clustering operation performed by the server is a

hierarchical clustering operation (as in FIG. 7). Hierarchical clustering minimizes the likelihood
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of small cumulative identification/authorization errors, increasing the purity of the speaker
clusters. The server determines relative distances, or other comparative differences or clustering
algorithms (e.g., PLDA, cosine distance), between the voiceprints and identifies existing or new

voiceprints that satisfy a similarity score threshold.
[0244] Identifying Strong and Weak Utterances for Audio Processing

[0245] FIG. 6 shows operational steps of a method 600 for clustering speakers when audio
processing. The method 600 described below is performed by a server of an analytics system
(e.g., analytics server) executing machine-readable software code, though any number of
processors of any number of computing devices may perform the various operations of the method
600. Embodiments may include additional, fewer, or different operations than those described in
the method 600. The server applies a machine-learning architecture, comprising any number of
machine-learning models and algorithms, on input audio signals to perform various operations.
The server and the machine-learning architecture execute the method 600 during an enrollment
phase, though the server and the machine-learning architecture may perform the various operations
of the method 600 during the enrollment phase, a deployment phase, or as an ongoing combination

of such phases.

[0246] The server executes the method 600 during (active or passive) enrollment
operations, deployment operations, and/or during re-clustering database-updating operations. For
clustering operations, the server applies operations of a trained machine learning architecture on
current audio signals or historic audio signals, where the audio signals may include enrollment
audio signals, inbound audio signals (received during a deployment phase), or the stored audio
signals. The machine learning architecture includes any number of machine learning models and
various other operations that the server applies on the particular audio signals, including pre-
processing (e.g., feature extraction) and clustering operations. The clustering operations facilitate
new or known speaker recognition using speaker utterances in the audio signals. The server
extracts features or feature vectors (e.g., embeddings) from the audio signals and then clusters the
extracted information (e.g., features, embeddings) into clusters corresponding to speakers present
in the audio signal. The method 600 includes unsupervised clustering operations, though in some

embodiments, the server may perform supervised clustering operations.
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[0247] In step 602, the server receives an input audio signal from an end-user device and
extracts various type of features from the audio signal. The audio signal may be a data file or data
stream containing audio data in a machine-readable format. The audio data comprises an audio
recording including any number of speaker utterances for any number of speakers. The audio data
may also include data or metadata received with the audio signal. For example, the audio data may
include speaker-related information (e.g., user/speaker identifier, subscriber/household identifier,
user biometrics) or metadata related to the communications protocols or medium (e.g., TCP/IP

header data, phone number/ANI).

[0248] The server receives the audio signal and extracts various types of features from the
audio data. The features include low-level spectro-temporal features from the various speaker
utterances. The features may also include various data related to the users or speakers
(e.g., subscriber identifiers, speaker identifiers, biometrics) or metadata values extracted from
protocol information or data packets (e.g.,IP address). A machine-learning architecture,
comprising various machine-learning models (e.g., embedding extractor model), extracts

embeddings for putative speakers based upon the features extracted from the input audio signal.

[0249] In step 604, the machine-learning architecture generates one or more similarity
scores by comparing the features or the embeddings extracted for a particular speaker against the
corresponding features or embeddings of other putative speakers and/or against the corresponding
features or embeddings of speaker clusters stored in the database. The clusters represent a
collection of utterances similar to a particular speaker where the speaker voiceprint represents a
centroid for the speaker cluster. The server applies the machine-learning architecture on the audio
signal to extract the embedding for the particular speaker. The server compares the embeddings or
features against speaker clusters stored in the speaker profile database and then determines the
similarity scores for the speakers. For each particular speaker, the server generates a set of
similarity scores based upon a relative distance between the speaker embedding (extracted from

the input audio signal) and the voiceprints stored in the speaker profile database.

[0250] Additionally or alternatively, the server performs clustering operations according
to certain features extracted from the input audio signal and determines one or more clustering

similarity scores for each user based upon the extracted features.
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[0251] The server identifies pairs of speaker clusters and speakers having the maximum
similarity score. For each speaker, the server outputs the maximum similarity score calculated for

the particular speaker, representing the most likely match between the speakers.

[0252] In step 606, the server determines whether the similarity score for a particular
speaker satisfies a low similarity threshold or a high similarity threshold. The server determines
whether the input audio signal includes an utterance for a new or known speaker by evaluating the
similarity score of the corresponding embedding or features against known voiceprints or expected
features. If the server determines that the similarity score for the particular speaker embedding
satisfies the high similarity threshold, then the server determines that the speaker is likely
associated with a known registered user. On the other hand, if the server determines that the
similarity score for the particular embedding fails the low similarity threshold, then the server
determines that the speaker is likely a new unknown user. If the server determines that the
similarity score satisfies the low threshold but also fails to satisfy the high threshold, then the

server determines that the

[0253] In step 608, the server generates a new voiceprint and a new speaker profile in
response to the server determining that the embedding for the particular speaker fails the low
similarity threshold (in step 606). The server generates the new speaker profile in the analytics
database or another memory location configured to store temporary or guest speaker profiles. The
server stores various types of data into the new speaker profile, which the server identifies in or
extracts from the input audio signal (e.g., speaker identifier, embeddings, voiceprint, features,

metadata, device information).

[0254] In step 610, the server generates or updates a list of weak embeddings for a known
user in response to the server determining that the embedding satisfies the lower threshold but fails
to satisfy the high threshold (in step 606). The list of weak embeddings operates as a buffer or
quarantine storage location associated with the particular speaker, but the embedding (and
utterance) lack enough similarity with the corresponding voiceprint for immediately characterizing
the weak embedding as part of the particular speaker cluster. The weak embedding is stored with
the audio data and various types of data (e.g., audio recordings, utterances, metadata, embedding)

that potentially originated from the known user.
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[0255] In step 612, the server updates a stored voiceprint and an existing enrolled (or
known) speaker profile in the database, in response to the server determining that the embedding
for the particular known speaker satisfies the similarity threshold (in step 606). The server updates
a list of strong embeddings associated with the known user. The list of strong embeddings includes
the embeddings that the server uses to generate the voiceprint or cluster for the known user. The
server updates the speaker profile for the known speaker in the analytics database or in a temporary
or guest speaker profile. The server stores various types of data received with the strong embedding
into the known speaker profile, which the server identifies in or extracts from the input audio signal

(e.g., speaker identifier, embeddings, voiceprint, features, metadata, device information).

[0256] In optional step 614, the server performs a re-clustering operation, updates the
clusters in the database, and updates the database accordingly. The server performs one or more
re-clustering operations to reevaluate the speaker clusters and update the speaker profiles of the
speaker profile database. The server performs the re-clustering operations in response to a
particular triggering condition. Non-limiting examples of the triggering condition may include a
preconfigured periodic time interval or when the server receives a threshold number of utterances
associated with, for example, a subscriber (e.g., household) or user, among others. The server
extracts features or embeddings for the speakers to generate new voiceprints or update existing
voiceprints for the speaker profiles. The server re-computes the similarity scores for the speakers
based upon the relative distances between the features or embeddings of extracted for each
particular utterance and each particular voiceprint or other type of cluster centroid. The server
stores the new or updated voiceprints into new or updated speaker profiles, along with various

types of data associated with the speaker.

[0257] In some cases, the server re-evaluates each list of weak embeddings to determine
whether the weak embeddings are sufficiently similar to the particular known speaker, or any other
speaker. Re-clustering might update one or more voiceprints, clusters, or thresholds. As a result,
one or more weak embeddings might better match certain voiceprints or clusters, according to the
server’s re-computed similarity scores. If the server determines that a certain weak embedding
satisfies the similarity threshold of a particular voiceprint, then server adds the weak embedding
and related audio data into the speaker profile corresponding to the particular voiceprint and

updates the voiceprint and speaker profile according to the weak embedding.
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[0258] In some cases, the server re-evaluates each list of strong embeddings to determine
whether the strong embeddings remain sufficiently similar to the particular known speaker or any
other speaker. As a result of re-clustering operations, one or more strong embeddings no longer
sufficiently match the particular speaker voiceprint or cluster, or might better match another
voiceprint or cluster, according to the server’s re-computed similarity scores. If the server
determines that a certain strong embedding no longer satisfies the similarity threshold of a
particular voiceprint, then server removes the strong embedding and related audio data from the
speaker profile corresponding to the particular voiceprint and updates the voiceprint and speaker
profile according to the remaining strong embeddings. If the server determines that a certain strong
embedding satisfies the similarity threshold of a particular voiceprint, then server adds the strong
embedding and related audio data into the speaker profile corresponding to the particular

voiceprint and updates the voiceprint and speaker profile according to the strong embedding.
[0259] Label Corrections

[0260] FIG. 7A shows operational steps of a method 700a for correcting label identifiers
(e.g., speaker identifiers, subscriber identifiers) of one or more voiceprints according to current
and/or historical information. The method 700a described below is performed by a server of an
analytics system (e.g., analytics server) executing machine-readable software code, though any
number of processors of any number of computing devices may perform the various operations of
the method 700a. Embodiments may include additional, fewer, or different operations than those
described in the method 700a. The server applies a machine-learning architecture, comprising any
number of machine-learning models and algorithms, on input audio signals to perform various
operations. The server and the machine-learning architecture execute the method 700a during an
enrollment phase, though the server and the machine-learning architecture may perform the
various operations of the method 700a during the enrollment phase, a deployment phase, or as an

ongoing combination of such phases.

[0261] The server receives an audio signal from an end-user device and extracts various
type of features from the audio signal. The audio data comprises an audio recording including any
number of speaker utterances for any number of speakers. The server extracts various types of
features from the audio signal. The features include low-level spectro-temporal features from the

various speaker utterances. The features may also include various data related to the users or
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speakers (e.g., subscriber identifiers, speaker identifiers, biometrics) or metadata values extracted
from protocol information or data packets (e.g., IP address). A machine-learning architecture,
comprising various machine-learning models (e.g., an embedding extractor model), extracts

embeddings for inbound speakers based upon the features extracted from the audio signal.

[0262] The server generates one or more similarity scores by comparing the features or the
embeddings extracted for a particular speaker against the corresponding features or embeddings
of other putative speakers and/or against the corresponding features or embeddings of voiceprints
stored in the database. The server determines the similarity score by evaluating a relative distance
between the embeddings and the voiceprints. The server may determine a relative distance
according to distance measures such as Euclidean distance measures and/or correlation-based
measures. Additionally or alternatively, the server may evaluate the similarity of the embeddings
and voiceprints by determining a similarity score using, for example cosine similarity approaches
or probabilistic linear discriminant analysis (PLDA). If a maximum similarity scores associated
with each embedding does not satisfy one or more thresholds, the server may use the embedding
to create a new speaker profile (e.g., identify a new speaker with a new cluster, new voiceprint,

new speaker identifier).

[0263] FIG. 7B illustrates an example 700b of label correction using clusters for a
particular speaker and clusters of other putative speakers. As described above, in one example, the
server creates a new speaker profile if a maximum similarity score associated with an embedding
does not satisfy one or more thresholds. Cluster 721, Cluster 723, Cluster 725, Cluster 727, Cluster
729 (collectively referred to as “clusters 720”) represent the embedding clusters extracted from the
audio signal. The server may not associate any of clusters 720 with speaker identifiers.
Additionally or alternatively, the server may determine to associate new speaker identifiers with

clusters 720.

[0264] Referring back to FIG. 7A, in step 702, the server obtains label identifiers
(e.g., subscriber identifier, speaker identifier) and voiceprints. The server obtains the label
identifiers from a database or generates new label identifiers for unknown speakers. The server
obtains one or more new label identifiers and voiceprints from a newly created speaker profile.
Additionally or alternatively, the server obtains prior label identifiers and voiceprints by querying

a speaker database and retrieving data for particular speaker profiles. The server retrieves, for
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example, speaker profiles associated with a subscriber identifier, speaker profiles recently accessed
and/or modified by the server (e.g., speaker profiles retrieved by the analytics server in the past
two days), speaker profiles associated with particular speaker characteristics, speaker profiles
associated with particular speaker independent characteristics, and/or speaker profiles associated
with other metadata. The retrieved speaker profiles may include certain label identifiers
(e.g., subscriber identifier, speaker identifier) and voiceprints. The server may also fetch all

speaker profiles from one or more databases.

[0265] Referring back to FIG. 7B, as an example, when the server executes a re-clustering
operation for the database records (e.g., speaker profiles) associated with a particular subscriber
identifier, the server retrieves prior label identifiers and voiceprints associated with the particular
subscriber identifier. The server receives the clusters Known 731, Known 733, Known 735, and
Known 737 (collectively referred to as “known clusters 7307) in response to querying a database

for the subscriber identifier associated with the clusters 720 extracted from the audio signal.

[0266] Referring back to FIG. 7A, in step 704, the server generates voiceprint-pair
similarity scores by computing pairwise similarities from among the various voiceprints. The
server compares each voiceprint against each of the other voiceprints to compute the voiceprint-
pair similarity scores. The server computes each particular voiceprint-pair similarity score by
evaluating, for example, the relative distance between the two voiceprints of the pair, the cosine
similarity of the two voiceprints, or the PLDA of the two voiceprints. The server identifies each
maximum voiceprint-pair similarity score for each of the voiceprints to identify best-match

voiceprint-pairs.

[0267] Referring back to FIG. 7B, the voiceprint similarity score matrix 738 identifies the
similarity scores of each of the clusters 720 compared to each of the known clusters 730. Each cell
in the similarity score matrix 738 represents a similarity score comparing a known cluster of known
clusters 730 and a cluster of clusters 720. The maximum cluster-pair similarity score for each of

the clusters 720 and known clusters 730 is identified at 736.

[0268] Referring back to FIG. 7A, in step 706, the server identifies each particular
maximum voiceprint-pair similarity score. Optionally, the server may determine whether each

particular maximum voiceprint-pair similarity score satisfies a preconfigured re-label threshold
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(sometimes called a migration threshold). The re-label threshold may be the same as a similarity

threshold described herein used for matching inbound embeddings with a particular voiceprint.

[0269] In some implementations, the voiceprints may be associated with various re-label
thresholds that depend upon a level of maturity for a given voiceprint in the voiceprint-pair. For
example, a particular voiceprint is associated with a low similarity threshold and a high similarity
threshold in the speaker profile. In an example, the server compares the maximum voiceprint-pair
similarity score against, for example, the low similarity threshold. The server may also statistically

or algorithmically combine thresholds (e.g., the thresholds associated with each of the voiceprints).

[0270] In step 708, the server re-labels or migrates the label identifiers. The server may re-
label or migrate the label identifiers associated with either voiceprint to new or updated speaker
profiles associated with the clusters. In addition to re-labeling the label identifiers, the server may
determine to merge the voiceprints by averaging each of the voiceprints or applying the machine-

learning architecture to the voiceprints to algorithmically combine the voiceprints.

[0271] Referring back to FIG. 7B, the server updates or corrects the label identifiers of
clusters 720 by migrating the label identifiers of known clusters 730 and replacing the label
identifiers of clusters 720. For example, Cluster 721 is most similar to Known 733, indicated by
the maximum similarity score of 54.2 being greater than the similarity scores of Cluster 721 and

the other clusters of known clusters 730 (e.g., 0.3, 3.1, and -5.9 respectively).

[0272] Similarly, the server determined that Cluster 723 was most similar to Known 735,
indicated by the maximum similarity score of 39.8 being greater than the similarity scores of
Cluster 723 and the other clusters of known clusters 730 (e.g., -0.5, 2.5, and 5.4 respectively).
Although the maximum similarity score of 39.8 associated with Cluster 723 and Known 735 is
less than the maximum similarity score of 54.2 associated with Cluster 721 and Known 733, the
server still migrated the Known 735 label identifier to Cluster 723. The server’s re-label or
migration of the label identifiers associated with Cluster 721, Cluster 723, Cluster 725, Cluster
727 indicates that clusters Cluster 721, Cluster 723, Cluster 725, Cluster 727 were previously
identified by the server (e.g., Known 731, Known 733, Known 735, and Known 737).The server

created a new speaker profile for Cluster 729 because Cluster 729 was not similar enough to any
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of the putative speaker profiles. The server generated a new label identifier Known 740 for cluster

729 to represent the server creating a new speaker profile.
[0273] Full Passive and Continuous Enrollment

[0274] FIG. 8 shows operational steps of a method 800 for audio processing using passive
and continuous enrollment configurations. The method 800 described below is performed by a
server of an analytics system (e.g., analytics server) executing machine-readable software code,
though any number of processors of any number of computing devices may perform the various
operations of the method 800. Embodiments may include additional, fewer, or different operations
than those described in the method 800. The server applies a machine-learning architecture,
comprising any number of machine-learning models and algorithms, on input audio signals to
perform various operations. The server and the machine-learning architecture execute the method
800 during an enrollment phase, though the server and the machine-learning architecture may
perform the various operations of the method 800 during the enrollment phase, a deployment

phase, or as an ongoing combination of such phases.

[0275] In step 802, the server receives an input audio signal containing one or more
utterances of one or more speakers. The server receives the input audio signal from an end-user
device and extracts various types of features from the input audio signal, where the server receives
the input audio signal directly from the end-user device or via an intermediary device (e.g., third-
party server). The input audio signal comprises a data file or data stream containing audio data in
a machine-readable format. The audio data comprises audio recording that includes any number
of speaker utterances for any number of speakers. The input audio signal includes an utterance of
a speaker-user, where the input audio signal is a data file (e.g., WAV file, MP3 file) or a data
stream. The input audio signal may be an enrollment audio signal or inbound audio signal, where
server receives the input audio during an enrollment phase or deployment phase. The server
extracts various types of features from the input audio signal, such as spectro-temporal features or
metadata. Additionally or alternatively, the server performs various pre-processing operations on
the input audio signal, such as parsing the audio signal into segments or frames of speech or
performing one or more transformation operations (e.g., Fast-Fourier Transform), among other

potential operations

69



WO 2021/211836 PCT/US2021/027474

[0276] In step 804, the server applies a machine-learning architecture, comprising any
number of machine-learning models, on the features extracted from the input audio signal. An
embedding extraction model of the machine-learning architecture extracts an inbound embedding

for the inbound speaker using the features extracted from the input audio signal.

[0277] In determination step 806, the server determines whether a database
(e.g., voiceprint database, speaker profile database) is empty. The database includes data records
for particular households, subscribers or other collection of individuals who are customers of a
third-party content service or a data analytics service. The data records include speaker profiles
for particular speakers associated with speaker identifiers. In some implementations, the server
determines whether a portion of the database is empty. For instance, the server determines whether
the database contains any speaker profiles associated with a particular subscriber identifier

(e.g., speaker profiles for a household).

[0278] In step 808, the server generates similarity scores for the speaker embedding
generated for the utterances based upon the relative distance between each embedding and each
voiceprint stored in the database, when the server determines that the database is not empty (in
step 806). For each particular speaker, the server outputs the max similarity score 809, representing

the particular inbound speaker most closely matching (by similarity score) a particular voiceprint.

[0279] In determination step 812, for each particular inbound speaker embedding, the
server determines whether the corresponding max similarity score 809 satisfies a low similarity
threshold. In some cases, the low similarity threshold is a preconfigured default value or an
adaptive threshold tailored for the particular voiceprint and putative enrolled registered speaker

(asin FIG. 4).

[0280] In determination step 814, if the server determines that the particular max similarity
score 809 satisfies the low threshold (in step 812), then the server determines whether the max
similarity score 809 satisfies a high similarity threshold. In some cases, the high similarity
threshold is a preconfigured default value or an adaptive threshold tailored for the particular

voiceprint and the putative enrolled registered speaker (as in FIG. 4).

[0281] In step 816, the server updates a list of strong embeddings, if the server determines

that the max similarity score 809 satisfies the high threshold (in step 814). The server uses the
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strong embeddings for generating the voiceprints. For instance, the server updates the particular
voiceprint using the particular inbound strong embedding. The server may further update the
corresponding speaker profile to include the updated voiceprint. Because the max similarity score
809 for the particular embedding satisfied the high threshold, the server determines that the

particular inbound embedding is likely the putative enrolled registered speaker.

[0282] In step 822, after updating the list of strong embeddings, the server updates the
database containing the speaker profiles to include the strong inbound embedding. The server adds
the inbound embedding to the particular speaker profile having the voiceprint that best matched
the inbound embedding. The server updates the speaker profile having the speaker identifier that

is associated with the voiceprint best matched to the inbound embedding.

[0283] In step 820, the server creates a new speaker profile in the database, when the server
determines that the database empty (in step 806) or that the max similarity score 809 for a particular
inbound embedding fails to satisfy the low similarity threshold (in step 812). The server assigns a
new speaker identifier to the new speaker profile, where the server received the speaker identifier
from the third-party server. In some implementations, the server receives a hashed (or otherwise
obfuscated) version of a corresponding speaker identifier used by the third-party server, thereby
maintaining speaker privacy by preventing the server from receiving any personally identifying

information about the particular speaker.

[0284] In some cases, the new speaker profile is a temporary or guest speaker profile
having a limited, predetermined lifecycle. In such cases, the server or database purges the data of
the temporary profile from the database after a preconfigured amount of time for maintaining the
temporary profile. The server or database also restarts this lifecycle clock for maintaining the
temporary profile, for each instance that the server identifies another inbound embedding that
satisfies the high or low thresholds for matching the threshold temporary voiceprint (as in step 812
or step 814).

[0285] If the server determines that the voiceprint of the temporary profile is mature, then
the server converts the temporary profile into a permanent speaker profile in the database, thereby

updating the speaker profile in current step 820. For instance, the server receives determines that
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the temporary profile is mature upon receiving a threshold number embeddings that satisfy the

high threshold for the temporary voiceprint (as in step 814) from the particular speaker.

[0286] In step 818, the server updates a list of weak embeddings, when the server
determines the max similarity score 809 for the particular embedding fails to satisfy the higher
threshold (in step 814) for the nearest-matching voiceprint in the database, but the inbound
embedding already satisfied the low threshold (in step 812). The list of weak embeddings functions
effectively as a buffer or quarantine that contains the embeddings that potentially match the
corresponding nearest voiceprints. The server can reference these weak embeddings in later
operations, such as re-clustering operations, to determine whether to include the weak embeddings

in the speaker profile of the nearest-voiceprint.

[0287] In step 822, the server updates the database to include the embeddings and speaker
information. For a particular speaker embedding, the database receives one or more updates, such
as an updated list of strong embeddings (from step 816), an updated list of weak embeddings (from
step 818), or the new data record (from step 820). The database stores the updates of step 822 with
the speaker identifier 823 associated with the embedding, speaker profile information, or lists of
embeddings. The speaker identifier 823 is an anonymized value representing a user identifier of a
content system, such that the content server does not expose any personal information about the

speaker to the analytics server.

[0288] In step 824, the server outputs the speaker identifier 823 and any related
information about the speaker profile requested by the content server for downstream operations.
The server transmits the user identifier 823 to, for example, computing devices of the media
content system, end-user devices, or any other devices that perform the particular downstream
operation. In some implementations, the server also transmits additional speaker profile

information from the speaker profile stored in a database record.
[0289] Mixed Active-Passive and Continuous Enrollment

[0290] FIG. 9 shows operational steps of a method 900 for audio processing audio signals
using mixed active-passive and continuous enrollment configurations. A server, or other
computing device, executes the method 900, though the server may execute the method 900 during

an enrollment phase in some embodiments. The server executes the method 900 during an active
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enrollment phase and a deployment phase. During the active enrollment phase, the server receives
enrollment audio signals from an enrolled speaker who is responding to one or more audio prompts
and/or visual prompts. The prompts request the enrolled speaker to response audibly, which the
server receives as enrollment audio signals to generate enrolled voiceprints, enroll the particular
speaker, and generate corresponding speaker profile data in a database. During the deployment
phase, the server receives inbound audio signals that the server evaluates to identify a particular
inbound speaker. The server is also capable of continuously, passively enrolling unknown
speakers. If the server cannot identify the inbound speaker, then the server passively enrolls the

unknown speaker and generates a new data record for the new speaker in the database.

[0291] In step 902, the server receives an enrollment audio signal from an enrolled user
comprising utterances of a speaker-user. The server receives the enrollment audio signals from an
end-user device via an intermediate content server. The server extracts features from the
enrollment audio signals. The features may be spectro-temporal features and, in some cases,
various types of data or metadata. The server may also perform various pre-processing operations
on the enrollment audio signal, such as various data augmentation operations. The server may
extract features from the utterances including Mel frequency cepstrum coefficients (MFCCs), Mel
Filter banks, Linear filter banks, bottleneck features, and the like. In some cases, the server extracts
the features from the enrollment audio signal using machine-learning models configured to extract

features and generate the speaker embeddings.

[0292] In step 904, the server applies a machine-learning architecture, comprising any
number of machine-learning models, on the features extracted from the input audio signal. An
embedding extraction model of the machine-learning architecture extracts an inbound embedding
for the inbound speaker using the features extracted from the input audio signal. The server extracts
embeddings from the enrollment signal by applying a machine-learning architecture comprising

various machine-learning models (e.g., embedding extractor).

[0293] The type of enrollment signal may dictate how the server extracts embeddings. For
example, a user may provide a fingerprint as an enrollment signal. In other examples, the server
may extract features associated with the digital fingerprint image, including ridges, valleys, and
minutiae; and/or the server may extract the features using machine-learning models configured to

extract features of image data. The server extracts the various types of features using machine-
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learning models configured to extract features and generate the corresponding embeddings for the
particular types of biometrics employed for user recognition, in conjunction with the speaker

embeddings.

[0294] In determination step 906, the server determines whether the enrollment voiceprint
mature. The server may determine that the enrollment is mature when the server has extracted
enough embeddings (or biometric information) to satisfy a threshold number of embeddings or
other information, such that the server can mathematically identify the user of a particular signal.
For example, the server may determine that enrollment is mature when the server receives a
threshold duration of net speech from one or more audio signals containing utterances from the
enrollee. Additionally or alternatively, the server may determine that enrollment is mature when
the server receives a predetermine number of various enrollment signals (e.g., two fingerprint

scans and two utterances, five different utterances).

[0295] If the enrollment is incomplete (e.g., not mature), the server prompts the user for
an enrollment signal (as in step 902). The server prompts the user for additional enrollment signals
(having enrollment utterances) until the enrollment is mature. As an example, if the server receives
an enrollment utterance with a first type of content (e.g., user name), then the server prompts the
user for a second utterance (e.g., user birthday). As another example, if the server receives
biometric information (e.g., fingerprint), the server prompts the user for an audio signal containing

an enrollment utterance.

[0296] If the enrollment is mature, the server proceeds to step 908. In step 908, the server
creates a new enrollee voiceprint for the enrolled speaker-user. The server statistically or
algorithmically combines the enrollment embeddings to extract the voiceprint for the enrolled
speaker-user. The server stores the enrollment voiceprint into the speaker profile, along with any
various other non-identifying information about the enrollee. The server may also generate a new

speaker identifier or request the new speaker identifier from the content server.

[0297] In step 910, the server updates the database by storing, for example, the new
enrolled voiceprint and other information in the new speaker profile (e.g., speaker identifier,

subscriber identifier), thereby registering/enrolling the new speaker-user.
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[0298] In step 914, the server outputs the new speaker identifier and any related
information about the new speaker profile requested by the content server for downstream
operations. The server transmits the new speaker identifier to, for example, computing devices of
a media content system, end-user devices, or any other devices that perform the particular
downstream operation. In some implementations, the server also transmits additional new speaker

profile information from the new speaker profile stored in a new database record.

[0299] Following the active enrollment phase, the server enters the machine-learning
architecture into a deployment phase in which the server evaluates inbound audio signals for

enrolled speakers, yet the server also continues to passively enroll new, unrecognized speakers.

[0300] In step 916, receives an inbound audio signal containing one or more utterances of
one or more inbound speakers from an end-user device via the intermediate content server. The
server extracts features from the inbound audio signal. The features may be spectro-temporal
features and, in some cases, various types of data or metadata. The server may also perform various
pre-processing operations on the inbound audio signal, such as various data augmentation
operations. The server may extract features from the utterances including Mel frequency cepstrum
coefficients (MFCCs), Mel Filter banks, Linear filter banks, bottleneck features, and the like. In
some cases, the server extracts the features from the inbound audio signal using machine-learning
models configured to extract features and generate the speaker embeddings. In some
configurations, the server may perform pre-processing operations on the inbound signal (e.g.,

partition the inbound signal, scale the inbound signal, de-noise the inbound signal).

[0301] In step 918, the server applies the machine-learning architecture on the inbound
audio signal to extract an embedding for each of the inbound speakers. The server extracts each
inbound embeddings from the inbound audio signal based upon the features extracted from the

inbound audio signal.

[0302] In step 920, the server generates a similarity score for each inbound speaker
embedding generated for the utterances based upon the relative distance between the particular
inbound embedding and each voiceprint stored in the database. For each particular speaker, the
server outputs the max similarity score, representing the particular inbound speaker most closely

matching (by similarity score) a particular voiceprint.
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[0303] In determination step 922, for each particular inbound speaker embedding, the
server determines whether the corresponding max similarity score satisfies a low similarity
threshold. In some cases, the low similarity threshold is a preconfigured default value or an

adaptive threshold tailored for the particular voiceprint and putative known speaker (as in FIG. 4).

[0304] In step 924, the server creates a new speaker profile in the database, when the server
determines that the max similarity score for the particular inbound embedding fails to satisfy the
low similarity threshold (in step 922). The server assigns a new speaker identifier to the new
speaker profile, where the server received the speaker identifier from the third-party server. In
some implementations, the server receives a hashed (or otherwise obfuscated) version of a
corresponding speaker identifier used by the third-party server, thereby maintaining speaker
privacy by preventing the server from receiving any personally identifying information about the

particular speaker.

[0305] In determination step 926, the server determines whether the max similarity score
satisfies a high similarity threshold, if the server determines that the max similarity score satisfies
the low threshold (in step 922). In some cases, the high similarity threshold is a preconfigured
default value or an adaptive threshold tailored for the particular voiceprint and the putative enrolled

registered speaker (as in FIG. 4).

[0306] In step 928, the server updates a list of weak embeddings, if the server determines
the max similarity score for the particular embedding fails to satisfy the higher threshold (in
step 926) for the nearest-matching voiceprint in the database, but the inbound embedding already
satisfied the low threshold (in step 922). The list of weak embeddings functions effectively as a
buffer or quarantine that contains the embeddings that potentially match the corresponding nearest
voiceprints. The server can reference these weak embeddings in later operations, such as re-
clustering operations, to determine whether to include the weak embeddings in the speaker profile

of the nearest-voiceprint.

[0307] In step 930, the server updates a list of strong embeddings, when the server
determines that the max similarity score satisfies the high threshold (in step 926). The server uses
the strong embeddings for generating the voiceprints. For instance, the server updates the particular

voiceprint using the particular inbound strong embedding. The server may further update the
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corresponding speaker profile to include the updated voiceprint. Because the max similarity score
for the particular embedding satisfied the high threshold, the server determines that the particular

inbound embedding is likely the putative enrolled registered speaker

[0308] In step 910, the server updates the database to include the embeddings and speaker
information. For a particular speaker embedding, the database receives one or more updates, such
as an updated list of strong embeddings (from step 930), an updated list of weak embeddings (from
step 928), or the new data record (from step 924). The database stores the updates of step 910 with
the speaker identifier associated with the embedding, speaker profile information, or lists of
embeddings. The speaker identifier is an anonymized value representing a user identifier of a
content system, such that the content server does not expose any personal information about the

speaker to the analytics server.

[0309] In step 914, the server outputs the speaker identifiers, new or known identifiers,
and any related information about the speaker profile requested by the content server for
downstream operations. The server transmits the speaker identifier to, for example, computing
devices of the media content system, end-user devices, or any other devices that perform the
particular downstream operation. In some implementations, the server also transmits additional

speaker profile information from the speaker profile stored in a database record.
[0310] Active and Continuous Enrollment

[0311] FIG. 10 shows operational steps of a method 1000 for audio processing audio
signals using active and continuous enrollment configurations. A server, or other computing
device, executes the method 900, though the server may execute the method 900 during an
enrollment phase in some embodiments. The server executes the method 900 during an active
enrollment phase and a deployment phase. During the active enrollment phase, the server receives
enrollment audio signals from an enrolled speaker who is responding to one or more audio prompts
and/or visual prompts. The prompts request the enrolled speaker to response audibly, which the
server receives as enrollment audio signals to generate enrolled voiceprints, enroll the particular
speaker, and generate corresponding speaker profile data in a database. During the deployment
phase, the server receives inbound audio signals that the server evaluates to identify a particular

inbound speaker. Unlike the embodiment in FIG. 9, the active enrollment phase is mandatory for

77



WO 2021/211836 PCT/US2021/027474

enrolling all users. Although the server continuously, passively evaluates audio signals, the server
does not passively enroll new, unrecognized speakers. The clustering operations are semi-
supervised, but the clustering may be more constrained or more simplified than other embodiments
because the server is configured with a known number of clusters in advance. For example, the

database allocates a preconfigured number of enrolled speakers who have completed enrollment.

[0312] In step 1002, the server receives an enrollment audio signal from an enrolled user
comprising utterances of a speaker-user. The server receives the enrollment audio signals from an
end-user device via an intermediate content server. The server extracts features from the
enrollment audio signals. The features may be spectro-temporal features and, in some cases,
various types of data or metadata. The server may also perform various pre-processing operations
on the enrollment audio signal, such as various data augmentation operations. The server may
extract features from the utterances including Mel frequency cepstrum coefficients (MFCCs), Mel
Filter banks, Linear filter banks, bottleneck features, and the like. In some cases, the server extracts
the features from the enrollment audio signal using machine-learning models configured to extract

features and generate the speaker embeddings.

[0313] In step 1004, the server applies a machine-learning architecture, comprising any
number of machine-learning models, on the features extracted from the input audio signal. An
embedding extraction model of the machine-learning architecture extracts an inbound embedding
for the inbound speaker using the features extracted from the input audio signal. The server extracts
embeddings from the enrollment signal by applying a machine-learning architecture comprising

various machine-learning models (e.g., embedding extractor).

[0314] In determination step 1006, the server determines whether the enrollment
voiceprint mature. The server may determine that the enrollment is mature when the server has
extracted enough embeddings (or biometric information) to satisfy a threshold number of
embeddings or other information, such that the server can mathematically identify the user of a
particular signal. For example, the server may determine that enrollment is mature when the server
receives a threshold duration of net speech from one or more audio signals containing utterances
from the enrollee. Additionally or alternatively, the server may determine that enrollment is mature
when the server receives a predetermine number of various enrollment signals (e.g., two

fingerprint scans and two utterances, five different utterances).
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[0315] If the enrollment is incomplete (e.g., not mature), the server prompts the user for
an enrollment signal (as in step 1006). The server prompts the user for additional enrollment
signals (having enrollment utterances) until the enrollment is mature. As an example, if the server
receives an enrollment utterance with a first type of content (e.g., user name), then the server
prompts the user for a second utterance (e.g., user birthday). As another example, if the server
receives biometric information (e.g., fingerprint), the server prompts the user for an audio signal

containing an enrollment utterance.

[0316] If the enrollment is mature, the server proceeds to step 1008. In step 1008, the server
creates a new enrollee voiceprint for the enrolled speaker-user. The server statistically or
algorithmically combines the enrollment embeddings to extract the voiceprint for the enrolled
speaker-user. The server stores the enrollment voiceprint into the speaker profile, along with any
various other non-identifying information about the enrollee. The server may also generate a new

speaker identifier or request the new speaker identifier from the content server.

[0317] In step 1010, the server updates the database by storing, for example, the new
enrolled voiceprint and other information in the new speaker profile (e.g., speaker identifier,

subscriber identifier), thereby registering/enrolling the new speaker-user.

[0318] In step 1014, the server outputs the new speaker identifier and any related
information about the new speaker profile requested by the content server for downstream
operations. The server transmits the new speaker identifier to, for example, computing devices of
a media content system, end-user devices, or any other devices that perform the particular
downstream operation. In some implementations, the server also transmits additional new speaker

profile information from the new speaker profile stored in a new database record.

[0319] Following the active enrollment phase, the server enters the machine-learning
architecture into a deployment phase in which the server evaluates inbound audio signals for

enrolled speakers, yet the server also continues to passively enroll new, unrecognized speakers.

[0320] In step 1016, receives an inbound audio signal containing one or more utterances
of one or more inbound speakers from an end-user device via the intermediate content server. The
server extracts features from the inbound audio signal. The features may be spectro-temporal

features and, in some cases, various types of data or metadata. The server may also perform various
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pre-processing operations on the inbound audio signal, such as various data augmentation
operations. The server may extract features from the utterances including Mel frequency cepstrum
coefficients (MFCCs), Mel Filter banks, Linear filter banks, bottleneck features, and the like. In
some cases, the server extracts the features from the inbound audio signal using machine-learning
models configured to extract features and generate the speaker embeddings. In some
configurations, the server may perform pre-processing operations on the inbound signal (e.g.,

partition the inbound signal, scale the inbound signal, de-noise the inbound signal).

[0321] In step 1018, the server applies the machine-learning architecture on the inbound
audio signal to extract an embedding for each of the inbound speakers. The server extracts each
inbound embeddings from the inbound audio signal based upon the features extracted from the

inbound audio signal.

[0322] In step 1020, the server generates a similarity score for each inbound speaker
embedding generated for the utterances based upon the relative distance between the particular
inbound embedding and each voiceprint stored in the database. For each particular speaker, the
server outputs the max similarity score, representing the particular inbound speaker most closely

matching (by similarity score) a particular voiceprint.

[0323] In determination step 1022, for each particular inbound speaker embedding, the
server determines whether the corresponding max similarity score satisfies a low similarity
threshold. In some cases, the low similarity threshold is a preconfigured default value or an

adaptive threshold tailored for the particular voiceprint and putative known speaker (as in FIG. 4).

[0324] In determination step 1026, the server determines whether the max similarity score
satisfies a high similarity threshold, if the server determines that the max similarity score satisfies
the low threshold (in step 1022). In some cases, the high similarity threshold is a preconfigured
default value or an adaptive threshold tailored for the particular voiceprint and the putative enrolled

registered speaker (as in FIG. 4).

[0325] In step 1028, the server updates a list of weak embeddings, if the server determines
the max similarity score for the particular embedding fails to satisfy the higher threshold (in
step 1026) for the nearest-matching voiceprint in the database, but the inbound embedding already
satisfied the low threshold (in step 1022). The list of weak embeddings functions effectively as a
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buffer or quarantine that contains the embeddings that potentially match the corresponding nearest
voiceprints. The server can reference these weak embeddings in later operations, such as re-
clustering operations, to determine whether to include the weak embeddings in the speaker profile

of the nearest-voiceprint.

[0326] In step 1026, the server updates a list of strong embeddings, when the server
determines that the max similarity score satisfies the high threshold (in step 1026). The server uses
the strong embeddings for generating the voiceprints. For instance, the server updates the particular
voiceprint using the particular inbound strong embedding. The server may further update the
corresponding speaker profile to include the updated voiceprint. Because the max similarity score
for the particular embedding satisfied the high threshold, the server determines that the particular

inbound embedding is likely the putative enrolled registered speaker

[0327] In step 1010, the server updates the database to include the embeddings and speaker
information. For a particular speaker embedding, the database receives one or more updates, such
as an updated list of strong embeddings (from step 1030) or an updated list of weak embeddings
(from step 1028). The database stores the updates of step 1010 with the speaker identifier
associated with the embedding, speaker profile information, or lists of embeddings. The speaker
identifier is an anonymized value representing a user identifier of a content system, such that the

content server does not expose any personal information about the speaker to the analytics server.

[0328] In step 1024, the server generates an alert or other instruction for the intermediate
content server or the end-user device indicating that the speaker is unrecognized, if the server
determines that the particular inbound speaker embedding fails the low threshold (in step 1022).

The server may also be preconfigured to provide additional information to the content server.

[0329] In step 1014, the server outputs various types of information to the content server.
In some cases, the server transmits the speaker identifiers and any related information about the
speaker profile requested by the content server for downstream operations. In such cases, the server
transmits the speaker identifier to, for example, computing devices of the media content system,
end-user devices, or any other devices that perform the particular downstream operation. In some

implementations, the server also transmits additional speaker profile information from the speaker
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profile stored in a database record. Alternatively, the server transmits the alert or other instructions

to the content server indicating that the particular speaker was unrecognized by the server.

[0330] ADDITIONAL EXAMPLE EMBODIMENTS

[0331] FIGS. 11A-11B shows components of a system 1100 employing audio-processing
machine-learning operations, where the machine-learning models are implemented by a vehicle or

other edge device (e.g., car, home assistant device, smart appliance).

[0332] The vehicle comprises a microphone 1108 configured to capture audio waves 1110
containing speech and convert audio waves 1110 into audio signals for audio processing
operations. The vehicle comprises computing hardware and software components (shown as
analytics computer 1102 and speaker database 1104) configured to perform the various audio
processing operations described herein. The components and operations described in the system
1100 are similar to those of FIGS. 1-2. The system 100 of FIG. 1 placed much of the machine-
learning audio-processing operations on the analytics server 102, though the content system 110
might perform certain operations in some embodiments. The system 200 of FIG. 2 placed much
of the machine-learning audio-processing operations on the end-user device 214, though the end-
user device 214 could still rely upon the analytics system 201 or content system 210 for various
operations and database information. The vehicle-based system 1100 of FIG. 11, however, seeks
to encapsulate much of the audio-processing operations and data within the vehicle-based system

1100, with relatively less reliance upon the devices of the external system infrastructures.

[0333] The analytics computer 1102 receives input data signals from the microphone 1108
and performs various pre-processing operations, such as VAD and ASR to identify utterances. The
analytics computer 1102 and apply any number of machine-learning models to extract features,
extract embeddings, and compare the embeddings against voiceprints stored in the speaker
database 1104. The analytics computer 1102 is coupled to various electronics components of the
vehicle, such as the infotainment system, engine, door locks, and other components of the vehicle.
The analytics computer 1102 receives voice instructions from the driver or passengers to activate

or adjust the various options of the vehicle.

[0334] In some embodiments, the analytics computer 1102 employs parental control

operations or other limitations on the functions of the vehicle. The speaker profile stored in the
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speaker database 1104 is includes certain functional limitations that inhibit the analytics computer
1102 from performing certain operations. For example, the analytics computer 1102 may detect
speaker embeddings enrolled for a child speaker profile by executing the embedding extraction
model, or alternatively by executing a known machine-learning model for determining age using
voice. The analytics computer 1102 then inhibits activation of the starter or ignition, thereby
preventing the engine from activating, until the analytics computer 1102 detects an embedding
matching the voiceprint of an authorized user in the speaker database 1104. This feature is not only
a parental control, but also adapted for theft deterrence, whereby the analytics computer 1102
prevents the engine from activating until the analytics computer 1102 affirmatively detects an

inbound audio signal containing an inbound embedding from an enrolled speaker-user.

[0335] The analytics computer 1102 actively or passively enrolls the driver (e.g., first
parent), a secondary driver (e.g., second driver), and passengers (e.g., children). As an example,
when the driver first purchases the vehicle, a GUI displayed via the infotainment device shows a
prompt that requests the driver speak certain phrases, thereby submitting enrollment utterances
captured by the microphone 1108. The analytics computer 1102 then performs the various
processes described herein to generate the voiceprint for the driver, which the analytics computer
1102 stores into a speaker profile for the driver in the speaker database 1104. The driver also
enters, via the GUI, information about the driver, such as a name and certain preferences related
to, for example, the seating position, the radio stations, enabling child-locks, security preferences,
headlight-delays, and the like. This speaker information is stored into the speaker profile for the
driver. The driver may also input, via the GUI, a number of speakers expected to operate the system
1100 (e.g., ride in the car). The analytics computer 1102 generates clusters and voiceprints
according to the number of expected speakers. The analytics computer 1102 may generate speaker
profiles according to the number of expected speakers or the analytics computer 1102 generates
the speaker profiles by executing the active enrollment, passive enrollment, and/or continuous
enrollment operations described herein. For instance, the analytics computer 1102 performs
continuous, passive enrollment operations to generate the voiceprint for a child’s speaker profile.
The driver or child may enter various types of speaker information about the child via the GUI of
the infotainment system. This speaker information might include, for example, driver permissions

as parental controls mention herein.
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[0336] In some embodiments, the analytics computer 1102 employs static enrollment
configuration, whereby the analytics computer 1102 does not accept unknown speaker embeddings
as new enrollments. In addition, the analytics computer 1102 performs authentication functions
that rejects authentication of unrecognized voiceprints and does not permit the speaker from
accessing certain functions of the vehicle. For example, the analytics computer 1102 could be
employed in livery vehicles (e.g., police cars, delivery trucks) to limit unauthorized access to the

vehicle and vehicle operation.

[0337] The analytics computer 1102 performs continuous enrollment operations for
generating the speaker profiles that the analytics computer 1102 stores into the analytics database
1104 according to the speaker voiceprints, as well as various types of data representing the speaker
information. Non-limiting examples of speaker information can include operational permissions
for various computer-based features of the vehicle, such as turning or activating the ignition,
opening the doors (e.g., child locks), among others. As an example, the driver (e.g., parent) inputs,
via the GUI of the infotainment system indicates the various permissions of the child speaker
profile and the child’s name, which is associated with the speaker identifier of the speaker profile
and the voiceprint of the child. When the analytics computer 1102 identifies a new voiceprint for
a new speaker (the child), the infotainment system generates a GUI prompt indicating to the driver
(or other known, enrolled speaker) (e.g., parent) that the analytics computer 1102 identified and
generated the new voiceprint of the child. The parent could enter one or more inputs that confirm
which particular speaker profile (or speaker identifier) is associated with the new voiceprint for
the child. The analytics computer 1102 then stores the new voiceprint into the child’s speaker
profile in the analytics database 1104. The child may enter via the GUI various types of speaker
information into the speaker profile, such as preference configurations for seating preferences or
climate preferences. After enrolling the child, the analytics computer 1102 passively identifies
when the child is present in the vehicle according to utterances received by the microphone 1108.
The analytics computer 1102 then instructs the infotainment system or related controls systems to
function according to the preference data in the child’s speaker profile (e.g., change seating

position).

[0338] In an embodiment, a computer-implemented method comprises receiving, by a

computer, an inbound audio signal including a plurality of utterances of a plurality of inbound
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speakers; applying, by the computer, a machine-learning architecture to the inbound audio signal
to extract a plurality of inbound embeddings corresponding to the plurality of inbound speakers;
for each inbound speaker of the plurality of inbound speakers: generating, by the computer, one or
more similarity scores based upon an inbound embedding for the inbound speaker, each similarity
score for the inbound speaker indicating a distance between the inbound embedding and one or
more voiceprints stored in a speaker profile database; and identifying, by the computer, a nearest
voiceprint for the inbound speaker from the one or more voiceprints, the nearest voiceprint
corresponding to a max similarity score of the one or more similarity scores generated for the
inbound speaker; and for each max similarity score satisfying one or more similarity score
thresholds: updating, by the computer, a speaker profile database to include the inbound
embedding for the inbound speaker having the max similarity score satisfying the one or more

similarity score thresholds.

[0339] The method may further comprise identifying, by the computer, the one or more
voiceprints stored in the speaker profile database based upon a subscriber identifier received with

the inbound audio signal.

[0340] The method may further comprise determining, by the computer, that the max
similarity score for the inbound speaker embedding satisfies the one or more similarity scores; and
identifying, by the computer, a speaker profile in the speaker database containing the nearest

voiceprint for the inbound speaker, the speaker profile including a speaker identifier.

[0341] The method may further comprise determining, by the computer, that the max
similarity score for the inbound speaker satisfies a first similarity threshold and fails a second
similarity threshold, the first similarity threshold comparatively lower than a second similarity
threshold; and updating, by the computer, a list of weak embeddings stored in the speaker database

to include the inbound embedding of the inbound speaker.

[0342] The method may further comprise executing, by the computer, a re-clustering
operation on one or more speaker profiles in the speaker database associated with the subscriber
identifier; updating, by the computer, the max similarity score for the inbound embedding of the
list of weak embeddings based upon the re-clustering operation; and responsive to determining

that the max similarity score for the inbound embedding of the list of weak embeddings satisfies
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one or more similarity score thresholds: updating, by the computer, the speaker profile database to
include the inbound embedding for the inbound speaker having the max similarity score satisfying

the one or more similarity score thresholds.

[0343] The method may further comprise detecting, by the computer, a triggering
condition for performing a re-clustering operation for the subscriber identifier; and executing, by
the computer, a hierarchical clustering operation on the plurality voiceprints of one or more

speaker profiles associated with the subscriber identifier.

[0344] The method may further comprise updating, by the computer, the speaker identifier
associated with a new voiceprint cluster from an existing speaker profile, the new voiceprint cluster
generated by applying the hierarchical clustering operation on the one or more speaker profiles

associated with the subscriber identifier.

[0345] The method may further comprise receiving, by the computer, the inbound audio
signal from end-user device via an intermediary server; and transmitting, by the computer, the
speaker identifier associated with each inbound speaker having the max similarity score satisfying

the one or more similarity score thresholds.

[0346] The method may further comprise receiving, by a computer, the inbound audio

signal including a plurality of utterances of a plurality of inbound speakers.

[0347] The method may further comprise applying, by the computer, the machine-learning
architecture on the one or more features to identify one or more audio events to detect an
environmental setting; and transmitting, by the computer, to an intermediary server an indicator of
the environmental setting and each speaker identifier associated with each inbound speaker having

the max similarity score satisfying the one or more similarity score thresholds.

[0348] The method may further comprise for each max similarity score failing the one or
more similarity score thresholds: generating, by the computer, a new speaker profile associated
with the subscriber identifier comprising the inbound embedding; and updating, by the computer,
the speaker profile database to include the new speaker profile and the inbound embedding for the

inbound speaker.
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[0349] In an embodiment, a system comprises a speaker database comprising non-
transitory machine-readable storage media configured to store data records containing speaker
profiles; and a computer comprising a processor configured to: receive an inbound audio signal
including a plurality of utterances of a plurality of inbound speakers; apply a machine-learning
architecture to the inbound audio signal to extract a plurality of inbound embeddings
corresponding to the plurality of inbound speakers; for each inbound speaker of the plurality of
inbound speakers: generate one or more similarity scores based upon an inbound embedding for
the inbound speaker, each similarity score for the inbound speaker indicating a distance between
the inbound embedding and one or more voiceprints stored in a speaker profile database; and
identify a nearest voiceprint for the inbound speaker from the one or more voiceprints, the nearest
voiceprint corresponding to a max similarity score of the one or more similarity scores generated
for the inbound speaker; and for each max similarity score satisfying one or more similarity score
thresholds: update a speaker profile database to include the inbound embedding for the inbound

speaker having the max similarity score satisfying the one or more similarity score thresholds.

[0350] The computer may be configured to identify the one or more voiceprints stored in
the speaker profile database based upon a subscriber identifier received with the inbound audio

signal.

[0351] The computer may be configured to determine that the max similarity score for the
inbound speaker embedding satisfies the one or more similarity scores; and identify a speaker
profile in the speaker database containing the nearest voiceprint for the inbound speaker, the

speaker profile including a speaker identifier.

[0352] The computer may be configured to determine that the max similarity score for the
inbound speaker satisfies a first similarity threshold and fails a second similarity threshold, the
first similarity threshold comparatively lower than a second similarity threshold; and update a list
of weak embeddings stored in the speaker database to include the inbound embedding of the

inbound speaker.

[0353] The computer may be configured to execute a re-clustering operation on one or
more speaker profiles in the speaker database associated with the subscriber identifier; update the

max similarity score for the inbound embedding of the list of weak embeddings based upon the re-
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clustering operation; and responsive to determining that the max similarity score for the inbound
embedding of the list of weak embeddings satisfies one or more similarity score thresholds: update
the speaker profile database to include the inbound embedding for the inbound speaker having the

max similarity score satisfying the one or more similarity score thresholds.

[0354] The computer may be configured to detect a triggering condition for performing a
re-clustering operation for the subscriber identifier; and execute a hierarchical clustering operation
on the plurality voiceprints of one or more speaker profiles associated with the subscriber

identifier.

[0355] The computer may be configured to update the speaker identifier associated with a
new voiceprint cluster from an existing speaker profile, the new voiceprint cluster generated by
applying the hierarchical clustering operation on the one or more speaker profiles associated with

the subscriber identifier.

[0356] The computer may be configured to receive the inbound audio signal from end-user
device via an intermediary server; and transmit the speaker identifier associated with each inbound

speaker having the max similarity score satisfying the one or more similarity score thresholds.

[0357] The computer may be configured to receive the inbound audio signal including a

plurality of utterances of a plurality of inbound speakers.

[0358] The computer may be configured to apply the machine-learning architecture on the
one or more features to identify one or more audio events to detect an environmental setting; and
transmit to an intermediary server an indicator of the environmental setting and each speaker
identifier associated with each inbound speaker having the max similarity score satisfying the one

or more similarity score thresholds.

[0359] The computer may be configured to, for each max similarity score failing the one
or more similarity score thresholds: generate a new speaker profile associated with the subscriber
identifier comprising the inbound embedding; and update the speaker profile database to include

the new speaker profile and the inbound embedding for the inbound speaker.

[0360] In an embodiment, a computer-implemented method comprises receiving, by a

computer, an inbound audio signal for an inbound speaker from an end-user device via a content
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server; applying, by the computer, a machine learning model to the inbound audio signal to extract
an inbound embedding for the inbound speaker; generating, by the computer, a similarity score for
the inbound embedding based upon a distance between the inbound embedding and a voiceprint
stored in a speaker profile in a speaker database, the similarity score satisfying one or more
similarity score thresholds; identifying, by the computer, in the speaker profile one or more speaker
characteristics corresponding to one or more content characteristics for the content server; and
transmitting, by the computer, the one or more speaker characteristics associated with the inbound

speaker to the media content server.

[0361] The method may further comprise identifying, by the computer, the speaker profile

based upon a subscriber identifier received from the content server.

[0362] The subscriber identifier received by the computer may be a first anonymized
identifier, the subscriber identifier may be associated with one or more speaker identifiers for one
or more speakers, and each speaker identifier may be a second anonymized identifier

corresponding to each speaker profile.

[0363] The one or more speaker characteristics may include at least one of an age

characteristic and a gender characteristic.

[0364] The method may further comprise determining, by the computer, at least one of an
age characteristic and a gender characteristic of the inbound speaker by applying a second

machine-learning model on the inbound audio signal.

[0365] The method may further comprise determining, by the computer, an age of the
inbound speaker based upon an age characteristic stored in the speaker profile for the inbound

speaker.

[0366] The method may further comprise receiving, by the computer, speaker information
indicating at least one speaker characteristic for the inbound speaker from the content server;
storing, by the computer, the at least one speaker characteristic into the speaker profile for the
inbound speaker; and identifying, by the computer, the speaker profile based, in part, upon the at

least one speaker characteristic in the speaker profile.
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[0367] The method may further comprise receiving, by the computer, inbound
authentication data from content server with the inbound audio signal; and authenticating, by the
computer, the inbound speaker based upon the similarity score satisfying the similarity threshold
and the inbound authentication data satisfying expected authentication data stored in the speaker

profile.

[0368] The authentication data may comprise at least one of end-user device information,

metadata associated with the end-user device, speaker information, and biometric information.

[0369] The method may further comprise extracting, by the computer, one or more features
from the inbound audio signal; and calculating, by the computer, a spoofing score indicating a
likelihood that the inbound audio signal includes a spoofing condition based upon the one or more

features by applying a second machine-learning model.

[0370] The method may further comprise identifying, by the computer, in a media content
database one or more media content files having one or more content characteristics corresponding

to the one or more speaker characteristics.

[0371] The method may further comprise enabling, by the computer, age-restricted content
in the content database based upon an age characteristic of the one or more speaker characteristics
of the speaker satisfying a corresponding age-restriction characteristic in the one or more content

characteristics of the age-restricted content.

[0372] In an embodiment, a system comprises a speaker database comprising non-
transitory machine-readable storage media configured to store a plurality of speaker profiles; and
a server comprising a processor configured to: receive an inbound audio signal for an inbound
speaker from an end-user device via a content server; apply a machine learning model to the
inbound audio signal to extract an inbound embedding for the inbound speaker;, generate a
similarity score for the inbound embedding based upon a distance between the inbound embedding
and a voiceprint stored in a speaker profile in the speaker database, the similarity score satisfying
one or more similarity score thresholds; identify in the speaker profile one or more speaker
characteristics corresponding to one or more content characteristics for the content server; and
transmit the one or more speaker characteristics associated with the inbound speaker to the media

content server.
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[0373] The computer may be further configured to identify the speaker profile based upon

a subscriber identifier received from the content server.

[0374] The subscriber identifier received by the computer may be a first anonymized
identifier, the subscriber identifier may be associated with one or more speaker identifiers for one
or more speakers, and each speaker identifier may be a second anonymized identifier

corresponding to each speaker profile.

[0375] The one or more speaker characteristics may include at least one of an age

characteristic and a gender characteristic.

[0376] The computer may be further configured to determine at least one of an age
characteristic and a gender characteristic of the inbound speaker by applying a second machine-

learning model on the inbound audio signal.

[0377] The computer may be further configured to determine an age of the inbound speaker

based upon an age characteristic stored in the speaker profile for the inbound speaker.

[0378] The computer may be further configured to receive speaker information indicating
at least one speaker characteristic for the inbound speaker from the content server; store the at least
one speaker characteristic into the speaker profile for the inbound speaker; and identify the speaker

profile based, in part, upon the at least one speaker characteristic in the speaker profile.

[0379] The computer may be further configured to receive inbound authentication data
from content server with the inbound audio signal; and authenticate the inbound speaker based
upon the similarity score satisfying the similarity threshold and the inbound authentication data

satisfying expected authentication data stored in the speaker profile.

[0380] The system according to claim 20, wherein the authentication data comprises at
least one of end-user device information, metadata associated with the end-user device, speaker

information, and biometric information.

[0381] The computer may be further configured to extract one or more features from the

inbound audio signal; and calculate a spoofing score indicating a likelihood that the inbound audio
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signal includes a spoofing condition based upon the one or more acoustic features by applying a

second machine-learning model.

[0382] The computer may be further configured to identify in a media content database
one or more media content files having one or more content characteristics corresponding to the

one or more speaker characteristics.

[0383] The computer may be further configured to enable, age-restricted content in the
content database based upon an age characteristic of the one or more speaker characteristics of the
speaker satisfying a corresponding age-restriction characteristic in the one or more content

characteristics of the age-restricted content.

[0384] In an embodiment, a computer-implemented method comprises obtaining, by the
computer, a speaker profile associated with a speaker containing one or more embeddings for the
speaker; determining, by the computer, a level of maturity for a voiceprint for the speaker based
upon a false acceptance rate and one or more maturity factors for the one or more embeddings;
and updating, by the computer, one or more similarity thresholds of the speaker profile according

to the level of maturity and the one or more maturity factors.

[0385] The method may further comprise obtaining the speaker profile comprises:
generating, by the computer, the speaker profile in response to determining that the speaker is a

new user of a media content system.

[0386] The method may further comprise obtaining the speaker profile comprises:
extracting, by the computer, an inbound embedding for the speaker by applying an machine-
learning architecture on an inbound audio signal; generating, by the computer, a similarity score
for the inbound embedding based upon a relative distance between the inbound embedding and
the voiceprint; and identifying, by the computer, the speaker profile stored in a speaker database
in response to determining that the similarity score for the inbound embedding satisfies at least

one similarity threshold of the one or more similarity thresholds of the speaker profile.

[0387] The at least one threshold may include a low similarity threshold, and the one or

more thresholds may the low similarity threshold and a high similarity threshold.
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[0388] The method may further comprise updating, by the computer, the voiceprint for the
speaker according to the inbound embedding in response to determining that the similarity score
for the inbound embedding satisfies a high similarity threshold of the one or more similarity
thresholds, wherein the computer determines the level of maturity for the voiceprint after updating

the voiceprint.

[0389] The method may further comprise updating, by the computer, the one or more
maturity factors for the voiceprint based upon the inbound embedding used for updating the
voiceprint, wherein the computer determines the level of maturity for the voiceprint after updating

the one or more maturity factors.

[0390] The method may further comprise, responsive to the computer determining that the
level of maturity of the voiceprint fails to satisfy a maturity threshold: generating, by the computer,
a prompt requesting an additional inbound embedding associated with the speaker; and for each
additional inbound embedding satisfying the one or more similarity thresholds: updating, by the
computer, the voiceprint according to the additional inbound embedding; and updating, by the
computer, the one or more maturity factors for the voiceprint based upon each additional inbound

embedding.

[0391] The method may further comprise updating the one or more similarity thresholds
includes; and increasing, by the computer, the one or more thresholds of the speaker profile in

response to determining that the level of maturity for the voiceprint satisfies a maturity threshold.

[0392] The one or more maturity factors may at least one of a number of embeddings for
the speaker, a duration of net speech occurring in the one or more embeddings, and a quality of

audio from which the one or more embeddings.

[0393] The method may further comprise determining, by the computer, the false

acceptance rate based upon a configuration input received from an administrative computer.

[0394] In an embodiment, a system comprises a speaker profile database comprising non-
transitory machine-readable media configured to store a plurality of speaker profiles; and a
computer comprising a processor configured to: obtain a speaker profile associated with a speaker

containing one or more embeddings for the speaker; determine a level of maturity for a voiceprint
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for the speaker based upon a false acceptance rate and one or more maturity factors for the one or
more embeddings; and update one or more similarity thresholds of the speaker profile according

to the level of maturity and the one or more maturity factors.

[0395] The computer may be further configured to, in order to obtain the speaker profile,
generate the speaker profile in response to determining that the speaker is a new user of a media

content system.

[0396] The computer may be further configured to, in order to obtain the speaker profile,
extract an inbound embedding for the speaker by applying an machine-learning architecture on an
inbound audio signal; generate a similarity score for the inbound embedding based upon a relative
distance between the inbound embedding and the voiceprint; and identify the speaker profile stored
in a speaker database in response to determining that the similarity score for the inbound
embedding satisfies at least one similarity threshold of the one or more similarity thresholds of the

speaker profile.

[0397] The at least one threshold may include a low similarity threshold, and the one or

more thresholds may include the low similarity threshold and a high similarity threshold.

[0398] The computer may be further configured to update the voiceprint for the speaker
according to the inbound embedding in response to determining that the similarity score for the
inbound embedding satisfies a high similarity threshold of the one or more similarity thresholds,
wherein the computer determines the level of maturity for the voiceprint after updating the

voiceprint.

[0399] The computer may be further configured to update the one or more maturity factors
for the voiceprint based upon the inbound embedding used for updating the voiceprint, wherein
the computer determines the level of maturity for the voiceprint after updating the one or more

maturity factors.

[0400] The computer may be further configured to, responsive to the computer
determining that the level of maturity of the voiceprint fails to satisfy a maturity threshold: generate
a prompt requesting an additional inbound embedding associated with the speaker; and for each

additional inbound embedding satisfying the one or more similarity thresholds: update the
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voiceprint according to the additional inbound embedding; and update the one or more maturity

factors for the voiceprint based upon each additional inbound embedding.

[0401] The computer may be further configured to, in order to update the one or more
similarity thresholds the device, increase the one or more thresholds of the speaker profile in

response to determining that the level of maturity for the voiceprint satisfies a maturity threshold.

[0402] The one or more maturity factors may include at least one of a number of
embeddings for the speaker, a duration of net speech occurring in the one or more embeddings,

and a quality of audio from which the one or more embeddings.

[0403] The computer may be further configured to determine the false acceptance rate

based upon a configuration input received from an administrative computer.

[0404] In an embodiment, a device-implemented method comprising receiving, by a
device, an inbound audio signal containing an utterance of an inbound speaker; applying, by the
device, an embedding extraction model on the inbound audio signal to extract an inbound
embedding for the inbound speaker; generating, by the device, one or more similarity scores for
the inbound embedding upon a relative distance between the inbound embedding and one or more
voiceprints stored non-transitory machine-readable media; identifying, by the computer, a speaker
identifier associated with a voiceprint for the inbound speaker in response to determining that a
similarity score generated using the voiceprint satisfies a similarity threshold; and transmitting, by

the device, the speaker identifier to a content server.

[0405] The device may include at least one of a smart TV, a set-top box, an edge device, a

remote control, and a mobile communication device.

[0406] The method may further comprise receiving from the content server, by the device,

media content for display via a display device coupled to the device.

[0407] The device may transmit a request for media content to the content server with the

speaker identifier.
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[0408] The method may further comprise extracting, by the device, one or more features
from the inbound audio signal, the features having one or more types of biometric features

including at least one audio feature.

[0409] The method may further comprise receiving, by a microphone of the device, audio
waves containing a plurality of utterances from a plurality of inbound speakers; and converting,

by the device, the audio waves into the inbound audio signal containing the plurality of utterances.

[0410] The inbound audio signal may contain a plurality of utterances of a plurality of
inbound speakers, and the device may apply the embedding extraction model on the inbound audio
signal to generate a plurality of similarity scores for the plurality of inbound embeddings
corresponding to the plurality of inbound speakers, where the plurality of similarity scores may be
generated according to a plurality of voiceprints stored in non-transitory machine-readable storage

of the device.

[0411] The method may further comprise responsive to the device determining that a
second similarity score of the plurality of similarity scores for a second inbound embedding of the
plurality of embeddings fails to satisfy at least one similarity threshold: generating, by the device,
a second speaker profile for the second inbound speaker containing the second inbound embedding

and a second speaker identifier in the non-transitory machine-readable storage.

[0412] The method may further comprise generating, by the device, one or more
enrollment prompts for display to the inbound speaker requesting one or more enrollment audio
signals for the inbound speaker; generating, by the device, the voiceprint for the inbound speaker
based upon one or more enrollment embeddings extracted from the one or more enrollment audio
signals; responsive to the device determining that a level of maturity of the voiceprint fails to
satisfy a maturity threshold: generating, by the device, a second enrollment prompt requesting a
second enrollment audio signal; and updating, by the device, the voiceprint for the inbound speaker

based upon a second enrollment embedding extracted from the second enrollment audio signal.

[0413] The method may further comprise extracting, by the device, one or more acoustic
features from the inbound audio signal; and calculating, by the device, a spoofing score indicating
a likelihood that the inbound audio signal includes a spoofing condition based upon the one or

more acoustic features by applying a second machine-learning model.
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[0414] In an embodiment, a system comprises a speaker database comprising non-
transitory machine-readable storage media configured to store data records containing speaker
profiles; and a device comprising a processor configured to: receive an inbound audio signal
containing an utterance of an inbound speaker; apply an embedding extraction model on the
inbound audio signal to extract an inbound embedding for the inbound speaker; generate one or
more similarity scores for the inbound embedding upon a relative distance between the inbound
embedding and one or more voiceprints stored the speaker database; identifying, by the computer,
a speaker identifier associated with a voiceprint for the inbound speaker in response to determining
that a similarity score generated using the voiceprint satisfies a similarity threshold; and transmit

the speaker identifier to a content server.

[0415] The device may be at least one of a smart TV, a set-top box, an edge device, a

remote control, and mobile communication device.

[0416] The device may be further configured to receive media content from the content

server for display via a display device coupled to the device.

[0417] The device may be further configured to transmit a request for media content to the

content server with the speaker identifier.

[0418] The device may be further configured to extract one or more features from the
inbound audio signal, the features having one or more types of biometric features including at least

one audio feature.

[0419] The system or the device may further comprise a microphone configured to receive
audio waves containing a plurality of utterances from a plurality of inbound speakers. The device
may be further configured to convert the audio waves into the inbound audio signal containing the

plurality of utterances.

[0420] The inbound audio signal may contain a plurality of utterances of a plurality of
inbound speakers. The device may be further configured to apply the embedding extraction model
on the inbound audio signal to generate a plurality of similarity scores for the plurality of inbound
embeddings corresponding to the plurality of inbound speakers, where the device generates the

plurality of similarity scores according to a plurality of voiceprints stored in the speaker database.
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[0421] The device may be further configured to determine that a second similarity score
of the plurality of similarity scores for a second inbound embedding of the plurality of embeddings
fails to satisfy at least one similarity threshold; and generate a second speaker profile for the second
inbound speaker containing the second inbound embedding and a second speaker identifier in the

non-transitory machine-readable storage.

[0422] The device may be further configured to generate one or more enrollment prompts
for display to the inbound speaker requesting one or more enrollment audio signals for the inbound
speaker; generate the voiceprint for the inbound speaker based upon one or more enrollment
embeddings extracted from the one or more enrollment audio signals; responsive to the device
determining that a level of maturity of the voiceprint fails to satisfy a maturity threshold: generate
a second enrollment prompt requesting a second enrollment audio signal; and update the voiceprint
for the inbound speaker based upon a second enrollment embedding extracted from the second

enrollment audio signal.

[0423] The device may be further configured to extract one or more acoustic features from
the inbound audio signal; and calculate a spoofing score indicating a likelihood that the inbound
audio signal includes a spoofing condition based upon the one or more acoustic features by

applying a second machine-learning model.

[0424] The various illustrative logical blocks, modules, circuits, and algorithm steps
described in connection with the embodiments disclosed herein may be implemented as electronic
hardware, computer software, or combinations of both. To clearly illustrate this interchangeability
of hardware and software, various illustrative components, blocks, modules, circuits, and steps
have been described above generally in terms of their functionality. Whether such functionality is
implemented as hardware or software depends upon the particular application and design
constraints imposed on the overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application, but such implementation decisions

should not be interpreted as causing a departure from the scope of the present invention.

[0425] Embodiments implemented in computer software may be implemented in software,
firmware, middleware, microcode, hardware description languages, or any combination thereof. A

code segment or machine-executable instructions may represent a procedure, a function, a
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subprogram, a program, a routine, a subroutine, a module, a software package, a class, or any
combination of instructions, data structures, or program statements. A code segment may be
coupled to another code segment or a hardware circuit by passing and/or receiving information,
data, arguments, parameters, or memory contents. Information, arguments, parameters, data, etc.
may be passed, forwarded, or transmitted via any suitable means including memory sharing,

message passing, token passing, network transmission, etc.

[0426] The actual software code or specialized control hardware used to implement these
systems and methods is not limiting of the invention. Thus, the operation and behavior of the
systems and methods were described without reference to the specific software code being
understood that software and control hardware can be designed to implement the systems and

methods based on the description herein.

[0427] When implemented in software, the functions may be stored as one or more
instructions or code on a non-transitory computer-readable or processor-readable storage medium.
The steps of a method or algorithm disclosed herein may be embodied in a processor-executable
software module which may reside on a computer-readable or processor-readable storage medium.
A non-transitory computer-readable or processor-readable media includes both computer storage
media and tangible storage media that facilitate transfer of a computer program from one place to
another. A non-transitory processor-readable storage media may be any available media that may
be accessed by a computer. By way of example, and not limitation, such non-transitory processor-
readable media may comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage,
magnetic disk storage or other magnetic storage devices, or any other tangible storage medium
that may be used to store desired program code in the form of instructions or data structures and
that may be accessed by a computer or processor. Disk and disc, as used herein, include compact
disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy disk, and Blu-Ray disc
where disks usually reproduce data magnetically, while discs reproduce data optically with lasers.
Combinations of the above should also be included within the scope of computer-readable media.
Additionally, the operations of a method or algorithm may reside as one or any combination or set
of codes and/or instructions on a non-transitory processor-readable medium and/or computer-

readable medium, which may be incorporated into a computer program product.
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[0428] The preceding description of the disclosed embodiments is provided to enable any
person skilled in the art to make or use the present invention. Various modifications to these
embodiments will be readily apparent to those skilled in the art, and the generic principles defined
herein may be applied to other embodiments without departing from the spirit or scope of the
invention. Thus, the present invention is not intended to be limited to the embodiments shown
herein but is to be accorded the widest scope consistent with the following claims and the principles

and novel features disclosed herein.

[0429] While various aspects and embodiments have been disclosed, other aspects and
embodiments are contemplated. The various aspects and embodiments disclosed are for purposes
of illustration and are not intended to be limiting, with the true scope and spirit being indicated by

the following claims.
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