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Fi el d olotodgsdegvention This invention relates to mcrop &ﬁgﬁs%&
particular, the invention relates to processor security scrl pt| on of
Rel ated Art Advances in m croprocessor and conmuni cation technol ogi es have

Cradi i onal CORTRSHLIR ACTRSIRETD ISLATER WiRoRS, JSINE asatmaRy and

busi ness-to- business (BUNTROMECEOR'SE AT EQ"E W] popul ar, reaching
, &

the global markets at a fast rate. Unfortunat dem

m cr oprocessor systens provide users convenient and efficient nethods of
doi ng busi ness, conmmunicating and transacting, they are also vulnerable to
unscrupul ous attacks. Exanpl es of these attacks include virus, intrusion,
_security breach, and tanpering, to nane a few Conputer security,
therefore, is beconlng nore and nore inportant to protect the integrity of
the conputer systenms and increase.the trust of users. Threats caused by
unscrupul ous attacks may be in a nggﬁggggggggﬁﬂs. Attacks may be renote

wi t hout requiring physical accesses: e renote-launched attack by
hackers may di srupt the nornmal operation of a -1 20 SEP2004 WO 01/ 75595
PCTI USOL/ 0837- t systen1connected to thousands or even mllions of users. A

virus program nily cofielgio Mdnuedtlo data of a single-user platform
Exi sting techniques to protect against attacks have a nunber of drawbacks.

Anti-virus progr gy £38nfsk tel3(ed %gro%%c?e%tso:ksnOlvr\lnpa\nlrluélgjlg(ra the invention

relates to processor security.

2. Description of Related Art

_ Advances in microprocessor and communication technologies have
opened up many opportunities for applications that go beyond the traditional
ways of doing business. Electronic commerce (E-commerce) and business-to-
business (B2B) transactions are now becoming popular, reaching the global
markets a’g a fast rate. Unfortunately, while modern microprocessor systems
provide users convenient and efficient methods of doing business,
communicating and transacting, they are also vulnerabie to unscrupulous
attacks. Exampies of these attacks include virus, intrusion, security breach,
and tampering, to name a few. Computer security, therefore, is becoming
more and more important to protect the integrity of the computer éystems and
increase the trust of users.

Threats caused by unscrupulous aﬁacks may be in a number of forms.
Attacks may be remote without requiring physical accesses. An invasive
remote-launched attack by hackers may disrupt the normal operation of a
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Most anti-virus prograns use a weak policy in which a file or progrmggpmm
assuned good until proved bad. For many security applications, this

pol i cy w@y/Mahs be appropriate. In addition, nost anti-vir rogranms are
used locally i/vhere they are resident in the platform fﬁ&@sﬁﬂ&g"ﬁbt be

suitable in a group work environment. Security co-processors or smart

cards usi ngystenypoogectehito thousdnuz ors@@i infilioriLeM iefs e \hﬂiéeprbplfﬁrhat ions in
speed performnce nqeéelr)rx Icapaci t?/, and flexibility. Redesigning operating
systenms cleHf EQITUBE¢QRG and/ghiaia of & single-ysaeplaifaincauses t remendous

i nvestnment in devel opment efforts. BRI EF DESCRI PTI ON OF THE DRAW NGS The

f eat d ad i ' ' | t f
Lhe ol T o ng deral | S oo EToER! o e e s A RO ¥ o cne

Fi gur 3_ 1A idéa\é(baiiiﬂi;rég’iiivﬁmaslr?g?a'rr]m@ can baby saEn gp]tﬁ@tbbt;@%@pﬁ Ioirgggg,ur e

‘according n e inyention. Figur is a diagram

“illustrati tr'i\g"é;c%g’ég‘émgﬁ H@'}é@% Y& q 8‘@?}469 e ?hi‘%‘?ﬁ[ﬁér@f@%&mi’ﬁg syst em and

the pr oces sesumedagstiaantipraved 8BE0 FaTin el abBEERENnCLAlLe 1C i a
ich one  enbo

diagramillustrating a conputer systemin I en t he
i nvent i on PRACHESH BRkbeappraprgle elmadditon, mvatantivirls prgramisige tised

I sol at ed XS i i i an, Fi e 1C accordi t o one enbodi nent
of the inventl gr@%r% tégy a&%@%"%%ﬁ%ﬁ" mﬂbﬁ&%@?wt@lﬁﬂ'ﬂé 2Bis a
di agram i | lgnsup aidrk @nivitendeees Sefaiig - pRevsorsbr ShiiH SarddAidssor di ng to
one enbodi nent. of gthh&Je invention. Figure 3Ais a diagramillustTating the
access cheCRRIgI@RNIG,PE other speHEkydeshiares bave Smitationinispred o one

embodi ment patotMant8VMRHEH) - capacity, and flexibility. Redesigning operating systems
creates software compatibility issues and causes tremendous investment in
development efforts.

BRIEF DESCRIPTION OF THE DRAWINGS

The features and advantages of the present invention will become

apparent from the following detailed description of the present invention in
which:

Figure 1A is a diagram illustrating a logical operating architecture
according to one embodiment of the invention.

Figure 1B is a diagram illustrating accessibility of various elements in

the operating system and the processor according to one embodiment of the
invention.

Figure 1C is a diagram illustrating a computer system in which one
embodiment of the invention can be practiced.

Figure 2A is a diagram illustrating the isolated execution circuit shown
in Figure 1C according to one embodiment of the invention.
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Figure 3B is a diagramillustrating the access checking circuit to 2 TSER90
| ogi cal processor operations according to anot her enbodi nent of the

inventiwe.o fFk@dre 4 is a flowhart illustrating a proce rﬁell nage snoop
accesses for isolated execution according to one errbodisps 6'350%83[7%6

invention. Figure 5 is a flowhart illustrating a process to nanage | ogical
processor oper atFignse R8risissdiagrard itustieting ahe a66y<tnadager ¢ IPegypent of

the inventipn, Figure 6 is a diagramillustrating the Tsolated ar&a access
control in %Sccﬂ’g’?ﬂﬂff’eaﬁwq memt Bt thedhyerfiddan in Figure 1 C according
to one enbodinent of the invention. Figure 7 is a di.agramillustrating a

configuration copgued tgp\riszjgwgrérﬂ ill@t&“f‘ﬁstﬁe ggg%dédggﬁ,&gg%gﬁnbodi ment of

the invention. Figure 8 i lagramil tra a 8nt gener at or
shown in FTE0AGE SnacpEctenses acoordirgnivartieembodimértefitiy pivehasn. Fi gure 9
is a flowhart illustrating a process to control access to nmenory
according to one-g ! t of the invention. DETAILED DESCRI PTION In the
fol | owi ng descr?%ﬁpgé:,gbﬁg% %'%%%Eé‘?%fﬁﬁaa;S'F%ﬂﬁ??%rﬁh%r?grfawt tetails are
set forth |managleItogjipalgir_@\téﬁ@or&:ﬁé?ﬁﬁ@d@ﬁ'cdﬁ?ﬂ'iﬁg%%’ﬁgfﬂlﬂ e‘?ﬁbcﬁcﬂﬁen?{:? nt
i nvention. .Howeyer, it will be apparent to oné skilled in e ar at -3
20 SEP 2008V&YQM/ 75595 PCTI USO 1/ 08374 these specific details are not
required in order to practice the present invention. |In other instances,

vel | - known el ectyiygad 4%%3%\&%@1 mngtrgﬁr[gcil!':;?ti Irsgﬂ.n%hown in bl OC%@%&%?/{E\TV

formin order not~to obsc presen

One pri nci gheisoiatedraxeicdtion aseording Yo ome emboalteer ofIke ian@bnp! atformis
the concept of an isolated execution architecture. The isol ated execution

Figure 5 is a flowchart illustrating a process to manage logical

processor operations for isolated execution according to one embodiment of
the invention. '

Figure 6 is a diagram illustrating the isolated area access control in the
memory controller hub (MCH) shown in Figure 1C according to one
embodiment of the invention.

Figure 7 is a diagram illustrating a configuration controller shown in
Figure 6 according to one embodiment of the invention.

Figure 8 is a diagram illustrating an access grant generator shown in
Figure 6 according to one embodiment of the invention.

Figure 9 is a flowchart illustrating a process to control access to
memory according to one embodiment of the invention.
DETAILED DESCRIPTION

In the following description, for purposes of explanation, numerous
details are set forth in order to provide a thorough understanding of the

present invention. However, it will be apparent to one skilled in the art that
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.architecture includes |ogical and physical definitions of hardware ?WSEEP 2004
software conponents that interact directly or indirectly with an operating

syst emwb phAgsesconput er system or platform An operati ngil,&.sr eiRand the
processor may have several |levels of hierarchy, referre 0 as rings,

corresponding to various operational nodes. Aring is a |logical division
of har dwar dhese spetificatetailscanepmwi eatsirddint oraee teISRIcHIBE the Brednt or m dedi cat ed

tasks withi.n the opgratin system The division is typically based on the
degree or I'BV/%W“' ' ﬁ}%?f ﬂ'@@’}/ceﬁa\ﬂ’ﬂ]}kﬂowﬁ‘ee'%ﬁflpal?m@Ufmla;lcbﬂw@sa‘E*o t he
platform FeHovrkaMBloBk dladrafPfoP ' ' ing. at the

hi ghest | evel of the hi er%{rch)s). Iilﬁr?é@%q"detgg?ﬁp%@%e@bﬁgsﬁé?%1%‘cal,
privileged conmponents. In addition, nodules in Ring-0 can al so access to

| esser privileged data; but rSRCHITECTHREOVERYIBAM s the outernost ring,
_being at the |lowest |evel of the hierarchy. Ring-3 typically enconpasses
users or applicahl, . executes. . the least trusfed code, It is
noted that the ?@bg{ag{@&%{%tﬂﬁ}ﬁ&’%m%ﬁ%ﬁ“&ﬂplq %Cpmﬂ’é'_b%rrﬁifé M Op PlHOMMeiSel  of
the securithg qonoeptof amisolatel @ixetitith afch@dE@ire.| AhkSsdlatebdearibh | ust rating
a | ogi cal O&Eé?ti n?%archi tecture 50 according to one enbodi nent of the

i nventi on. edyre mclydes lggicabandipbysicalslafindions df hasdwaltesandistftwaref t he

conmponent s RaLd; : . rogessar, The | ogical ,operating
ar chi tectur(g;rgg&i]%t} eﬂsm%r%%%?%pﬂ?&ﬁ%iﬂp%gﬁpﬂﬁta;ngtiys%rﬁé’% @%0 and
a processorcatuputeosgstensar plEtiernr @cresmtinﬂ@bsﬂewdﬁd e pidtedBof malance of a
processor ecutive &EE% hq?g_ldl er. The PE handler is used to handle and/or
manage a prétgseieralievtisiqidienshys tefgired togs ringse Gesespansdieg to yarousgi cal
operating asgdthtiesaltheded Aam i6 c@ﬁf’ /7559

PCTI USCO1/ 08374 operation: norn alé%e@%%ffl%E\S[%gghgrrl |r§c%519'§?s§\dﬂgeagécution
node. Each $amponentsithat areglasignesiiorparfory dedibateddasksewiibindhe opeeatirie i n

Dot oS b, P0E R a0 Bhes o S S b aREati L 2. o
11 and an namely, the ability to make changes to the platform. For example, a ring-0 is
the innermost ring, being at the highest level of the hierarchy. Ring-0
encompasses the most critical, privileged components. In addition, modules in
Ring-0 can also access to lesser privileged data, but not vice versa. Ring-3 is
the outermost ring, being at the lowest level of the hierarchy. Ring-3 typically
encompasses users or applications level and executes the least trusted code.
It is noted that the level of the ring hierarchy is independent to the level of the
security protection of that ring.

Figure 1A is a diagram illustrating a logical operating architecture 50
according to one embodiment of the invention. The logical c;perating
architecture 50 is an abstraction of the components of an operating system
and the processor. The logical operating architecture 50 includes ring-0 10,
ring-1 20, ring-2 30, ring-3 40, and a processor nub loader 52. The processor
nub loader 52 is an instance of a processor executive (PE) handler. The PE
handler is used to handle and/or manage a processor executive (PE) as will
be discussed later. The logical operating architecture 50 has two modes of
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i sol.ated execution Ring-0 15. The nornal execution Ring-0 11 includgeg SEP 2504
software nodules that are critical for the operating system usually

referregotfassds kernel. These software nodul es include R rating
system(e.g.? kernel) 12, software drivers 13, and har?wareoz{ﬂ)%\?grs 14.

The isolated execution Ring-0 15 includes an operating system (OS) nub 16
and a pr ocPES3HOMUROITERI eRReLidH: moke EhdasdatdtbexemtieatnodaubEatRh riflgfin

I nst utive. E) ;and processor, executive_ (PE),

Feapect el IAleStRRiRTHY YfuleeRn 0 Car GBI Rkt madas: The b ¢ hat
operat e i n grosessurantnivatense era'%é§6ﬁlyﬁh§ﬁ’eY&&ﬂe&@ebﬁ@éﬁ%e@r ea 70 and
the isol ated execution node. The procéssor nub | oader I'S a protected

bootstrap | oader_code held within a chipset in the systemand is _
responsi bl e for Ripga® A§ inelEdes bre peBionsud nognal executive Ringdk$$andan chi pset

[ [ i || | Aj ter. Sim/larl, ring-1 20,
Ting-2 30, Sager SkEgun o, 18 THR B exdiflion Ry 11 shaudes ng 51
ring-3 41, softvdrschadelésdiataartioniticalfogthk @ferafihd 8yRedP ustl egéfﬁﬂ@a?to%’

respectively. ln iculap, normal execution ring-3 inclu
apploi cati on% @Peﬁg%bﬁi? sAtwpMedules dnelude pomary opgratinaneysteredelg. appl et s

Ot Do ofkerkers 10086 RREErAIE 12 ahATBIGAEHINGAD 18! THd BEHILS 1St he

creation of an isolated region in e system nenory, to as an
i sol at ed ar@gcuiipn &ingd 1pinsludeseah byerating systenp(O8kasbritams ghi pset in the

merory | Ao BESSrIHIEL PBS I8 Mib ol o e BBRRSTaraut b 1o IRstanEaR @t i de
bus (FSB) wdn OieerecutR@USE)id Srocssasticlechive gﬁEﬁresédE;tg?nge({é rﬂﬁo@é’

wite) cycles, referred to as isolated read and wit _ € speci al
bus cilcl )és apdthe éé aredart ofrexasybiys aplitiesribat pperiaie iva seadresenvirarirentcycl es

are issued ' | .= SER. 2004 ,WD_01175595
PCTTUSOL/ 08%2%%%‘?& eg ggge(gﬁié?géin%ho eéry{/%@% '3@5@%@?%%“‘[“9@ 'T'Qg?aft § ar ea.
The i sol at epfocessruitpivader 2 isaipnbtetied tedstrsp RGdar poi HeRPRFhiNSt ruct i on
in the pr OC&SIESOét’in the system and is responsible for loading the processor nub 18 from

the processor or chipset into an isolated area as will be explained later.

Similarly, ring-1 20, ring-2 30, and ring-3 40 include normal execution
ring-1 21, ring-2 31, ring-3 41, and isolated execution ring-1 25, ring-2 35, and
ring-3 45, respectively. in particular, normal execution ring-3 includes N

applications 421 to 42y and isolated execution ring-3 includes K applets 464 to
46,

One concept of the isolated execution architecture is the creation of an
isolated region in the system memory, referred to as an isolated area, which is
protected by both the processor and chipset in the computer system. Portions
of the isolated region may also be in cache memory. Access to this isolated
region is permitted only from a front side bus (FSB) of the processor, using
special bus (e.g., memory read and write) cycles, referred to as isolated read
and write cycies. The special bus cycles are also used for snooping. The
isolated read and write cycles are issued by the processor executing in an
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conbined with the processor nub | oader 52. The processor nub | oader 25]2% P 004
verifies and |l oads a ring-0 nub software nodule (e.g., processor nub 1€
into twe oisgeat ed area. The processor nub 18 provides Wﬁﬁ%ﬁfaéfﬁl at ed
services for the isolated execution. One task of the processor nub | oader
52 and processor nub 18 is to verify and |oad the ring-0 OS nub 16 into

t he i sol at d@olatashexeguiionongde evteneacddssingoibie isblatedaieahi Biciseledni que to a

nbi nat i £ 1 f th ) . 18, and, th ti t
nub 16, The sl Mo bty Bing Spavleas neiaiaingae ereessson the
primary OS coinffined with te ph@l@é@écﬁq{lﬁﬂloaﬁé%%t T 8L nuUb lB%’l;ngsgg page

managenment within the isolated area, and as the responsibi
| oadi ng ri {grieaEnd leads @vinam@uubsaftvaremobddien(g.g. apmicessordtb 18) 6K, into

prot ect ed edrl | area. The, operati syst em nub
16 may al sgﬁﬁg%%léir%aﬁg'%" Sﬁﬂpégi%i‘{&?ﬁ%g’%@ﬁg&m‘ﬁﬁssE‘ﬂéﬁ"ﬁ? ieﬁr&%?‘gt%éﬁx% 16 nay
choose to dSoptherisof=ied egecftiotat a bet ween the isolated area and ordinary
(e.g., non-isolated) menory. If so, then the operating systemnub 16 is

al so responsi bl e~-for_encrypting and hashing the isolated area pages before
evicting the pag@"Bdas 8{%\309’9 gSSOribdpaderda angrprepessar mybt Hisgage
contents upiff ARHIGAE tHriRd- ; A lets 46, to
46K and t hei r]f%at a are rtfée:rrirp Pfd?gsrﬁg:?g%%ntéﬂﬁe 'ﬁ%@b?ﬁe%ﬁ%ﬁﬁ?n?rﬁﬁn al |

sof twar e atthacret of a keyhisrarciypiréqse tas combinatior bbihe platioins that ed- space

applicatio 42,10 dri.vers and even the rimary operatin
ssgt lam 1|2. rﬁrﬁég%%frtn %%M@aqp?rﬁt"\ég fslé?t@"%\ﬁt’ﬁ ‘@r Fﬁﬁ]?g‘%ijﬁt'"g%ﬁst%ﬁpl et g
execut i on iruti 16 ppovides figks i berredarn t@priﬁf&f@f@ﬁ? ng.tg?. atgaé UprdtBEted

operating systemnub 16. Figure 1B is a diagramil ratirngraccessibility
of various ARG SYpiem); REOViRS PGS anagesrntovithia thenisofated arsgranaccor di ng

to one enbggy t : | I Foy LlLustrati rposes, only

el enent s of 5 g 5epgneiBie) Y Wi rinh bl thodel 45a8iing

PCTI USQOl / 088plets 464 to 46, into protected pages allocated in the isolated area. The
operating system nub 16 may also load ring-'O supporting modules.

The operating system nub 16 may choose to support paging of data
between the isolated area and ordinary (e.g., non-isolated) memory. If so,
then the operating system nub 16 is also responsible for encrypling and
hashing the isolated area pages'before evicting the page to the ordinary
memory, and for checking the page contents upon restoration of the page.
The isolated mode applets 464 to 46 and their data are tamper-resistant and
monitor-resistant from all software attacks from other applets, as well as from
non-isolated-space applications (e.qg., 424 to 42y), drivers and even the
primary operating system 12. The software that can interfere with or monitor

the applet's execution is the processor nub loader 52, processor nub 18 or the
operating system nub 16.

Figure 1B is a diagram illustrating accessibility of varicus elements in
the operating system 10 and the processor according to one embodiment of
the invention. For illustration purposes, only elements of ring-0 10 and ring-3
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40 are shown. The various elements in the |ogical operating architeqtuse ff),
access an accessi bl e physical menory 60 according to their ring hlerarc y

and t hewgxgguidson node. The accessi bl e physical nenory
i solated area 70 and a non-isolated area 80. The i sol atng}lfggdéégf?a i ncl udes

appl et pages 72 and nub pages 74. The non-isol ated area 80 includes

appl i cati oM@ag%shé@naﬁﬁmmc&tsl slgmenss mrthéa@giéaﬁﬁbergﬁ‘i’g biiRkRfediea 70 Is
accessi bl e onl ts of the operating system and processor

operating i 9%&% ﬁace e Phyoiralmaaiory RO arserdingtathair tng hiesardhy

accessi bl e §8d #Hd eRbtOWRIH $08E the ring-0 operating systemand to the
processor. The normal execution ring-011 including the primary OS 12, the

software drivers 13, and the hardware drivers 14, can access both the OS
pages 84 and theTapﬁcceaslb@rpmmgmmowm mefutes Hxiekitédaréd POadd a

57 nd, RO ATh e ARS8 Bt 6 e o abPlst oasad srdaude,
t he OS typpagdd 74 pTo (REisoRityd aps B@lincwt?éé agpig%%ﬁéag@i% Ad! | ed

met hods. Both the normal execution ri n% 11 an owever,
cannot acce2ReBHRgSyslemm pageadda The istlated ardaaf@ s acnessibilenntyitog- 0 15,

I ncluding t [ nub 18, can .access to both of
the isol at e%%g%g‘@%ﬂ?%ﬁ?’%dkﬁﬁﬁﬁ%ﬂ%ﬁa%Fcécfes&%ggéﬁagmgda I39i2dub pages 74,
and the nonexemitianatode edh&mhon-isotitesiang 806 agmdsiié t&ﬂlll&?@ﬁénté%fﬂ'i@ the
OS pages 84.. The |so at ed exec(gi%on ring-3 45, including applets 46,

46K, can aciRd? opfte 'ﬁ%ﬁb’%t@m B thPZP"O‘Fﬂ%Sfa'ppl ets 46, to 46K reside |n the
i solated area 70. In general, applets can only access their own pages;

however, the OS THE nb@rr@ﬁ@x@étﬁi%nr gﬁﬁ'ﬁ‘?ﬁclﬁﬁfn 'HEDrRIry 08 BAOmLL Lo share

nmenory (e g., Share nenory with er apple Y nNoR- %ited area
appl i cat i onsgftwarg Q"\@TSEIS aodzih&/\mmamﬁrwﬁmm‘l Mﬁtﬁﬁ‘dlﬂﬂﬁlﬁe 0s

pages 84 and the application pages 82. The normal execution ring-3,
including applications 42, to 42y, can access only to the application pages 82.
Qenerally applications can only access to their own pages, however, the OS
typically provides services for sharing memory in controlled methods, Both the

normal execution ring-0 11 and ring-3 41, however, cannot access the isolated
area 70. |

The isolated execution ring-0 15, including the OS nub 16 and the
processor nub 18, can access to both of the isolated area 70, including the
applet pages 72 and the nub pages 74, and the non-isolated area 80,
including the application pages 82 and the OS pages 84. The isolated
execution ring-3 45, inciuding applets 464 to 46«, can access only applet
pages 72. The applets 464 to 46 reside in the isolated area 70. In general,
applets can only access their own pages; however, the OS nub 16 can also
provides services for the applet to share memory (e.g., share memory with
other applets or with non-isolated area applications).



Figure 1Cis a diagramillustrating a conputer system 100 in which dn@SEP 2004
enbodi nent of the invention can be practiced. The conputer system 100

i ncl udegoaipisocessor 110, a host bus 120, a nenory contr 1] )3 ( MCH)
130, a syster?1 menory 140, an input/output controller hub(y(([ggj %g(‘), a non-

vol atile nmenory, or systemflash, 160, a nmass storage device 170,

i nput / out put ddvipues1€isa dagtﬂ;&ﬂild&tra‘ié%&ccﬂnp&;ﬁéh@{di@ﬁfﬁ%@?fgﬂa ! ilgg,eta
d 184, t,oken 186. .. The .ma e integra _

[ ﬁgt o i nt egerr%t?tse]dj”%ﬂttqif&‘ee"\‘v&ﬁ’@f’ﬂ Gﬁ%?ré@t'@%%ﬁ"@scctfnléuﬁes@y%tﬁgm@&ecut i on

Ty S anelodes & moeesbor b, RGN b RUTBIRENARPBEEObIe BB AEHY, e !

150 may al s be integrated into a chipset togetfrer or”s at'e’f'fom t he

MCH 130 to %&Po’iﬂﬁfemmem&ﬂﬂanen it/ optputicoptroterthull (ICH) @ Spekirdier al

' h 100 may. al so i ncl ude
oSt o "B e, o IR AL kb BB s
"accel er at edleyicasii 75; poken(AGP)80, d MduEbYard Sgﬁﬁgl'g'ysggagéﬁ é{jSA) bus,

and Uni versal, Ser.i al s (USB), etc. The "token | : f the
USB bus, edjda Qk%ﬁée'fgasl‘ﬂéhi 530 May beUpegrated imteea phipses that 110

tsj j: n| t. f architecture, such as
[SPr eSent < IMeBRREE ThuBbRIBAE! ARk 5.8 R e RS8R Sl 0t
O e oo o atacas temony onol ISEMATY the REHABBHAY also |

ectune.. ; .
ﬂ\tc e: Arc hiq%elgtetﬂrg e(qN'IR}O BrabeRssd 6?9‘3”3%@?{ %Pé?&rﬁtl@ fg@ntthe M@Hs‘leﬁﬂefiirﬁ?nl ﬁ;) i,
™ d i : Hor p@ﬁ

ﬁZ aﬁg aﬂ@gdoﬁ?gg e‘j(oel'-glfiltghﬁ@iea?@ﬁiét Ebm}ﬁ\eﬁ ﬁ%ra?.r%gﬂégﬁtllﬁlﬁon node 112
is the nod@nispiated thaidhe sysiess 400 may alperimtiede periphevahbasssisech as

i n LLonnent, wi.Lhout the security features _
br ovi ded. by, & fiberal FaEghe R i 2BBREBC. Adkeloeed ciaphiz eatt (B4R  cui ¢
115 provi desdastreStamiastArohitadtl@\I SAPbES, AaREBARedsH) SefiaPBES WS e
i sol ated execufion node. The isolated execution circuit provi des
har dwar e aﬁﬁ‘es ?‘f%gléssﬁﬁﬁchﬁt pad of threUSBarsaegl, émayibe hosteden thEni s
support inglg@epsconfiguration for isolated execution, definition of. an
i sol ated area, definition (e.g., decoding and

The processor 110 represents a central processing unit of any type of
architecture, such as 'complex instruction set computers (CISC), reduced
instruction set computers (RISC), very long instruction word (VLIW), or hybrid
architecture. In one embodiment, the processor 110 is compatible with an |
Intel Architecture (IA) processor, such as the Pentium™ series, the 1A-32™
and the IA-64™. The processor 110 includes a normal execution mode 112
and an isolated execution circuit 115. The normal execution mode 112 is the
mode in which the processor 110 operates in a non-secure environment, or a
normal environment without the security features provided by the isolated
execution mode. The isolated execution circuit 115 provides a mechanism to
allow the processor 110 to operate in an isolated execution mode. The
isolated execution circuit 115 provides hardware and software support for the
isolated execution mode. This support includes configuration for isolated
execution, definition of an isolated area, definition (e.g., decoding and
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-8 20 SEP 2004 WD 01175-595 PCTI I S01L108374 execution) of isolat edzg SEP 2004
I nstructions, generation of isolated access bus cycles, and access

checki ngo oi/mssone enbodi nent, the conputer system 100 capchaiseygdngl e
processor system such as a desktop conputer, which has only one main
central _ processing unit, e.g. processor 110. In other enbodi nents, the
conput er s\EXeeHtiamooldsalated insfeichons.iganeraticncefdsalated acogss pusaysks; s 110,
110a, 11, in Figure 1 C. Thus, the conputer system 100
can be a r?mcf%&ﬁsgg%s??gr onput er system havi ng any nunber of processors.
For exanple, the nulti-processor conputer system 100 can operate as part
of a server or Immﬂeselaﬂbbdhnemt?/lthe)mmpnterszlgnb&B%Qad%lﬁCe:)hilﬁgi@n and b
operation of rocessor 110 W e di scussed in detai elow. It w e
appr eci at ed®'B ?%éé(SP%Pi W%a?’ﬁcfer%{j%‘fomﬂ'ét@r-ﬂﬁ@cﬂ&@ﬁ@rﬁhégwi“pﬂ'Pon and

. .operatjon Qfer@ﬁa??%o%%réirﬂglmg?ilt,ag? pragebsor {10, Ahihe PeMBbEARMs thda and 110D,

shown in Figure 'l C, as 5 any nun er of ofher processSors that may be
utilized i rcomRutenbystepr 08 saorincludepunltiple pystessols)®.gquocdssuys tid Gpne

it pl o1 ool 0aart TOPLERECes SMORRI Sl 1. ERECIBR cpamitetanyelira o i «
within a pfl:ﬁia(rm{lltimrecemd_rcdmut 'tagsmerrmaa{mgt aay humwlbpbmo%@io@m%rcal
- pr oc RISy NEMAEPHESEAECaTBYiERSESiREt 189 AgnReratpascamtafa 110, 11
Ga, and 11 Nl | - ' 0 . bus 120
provi des i%%w??&@;ﬁﬁ%ﬁ%ﬁi{gﬁ ?@lng?rfng%vﬁ%htr%gl?%%éggéﬁ%a%@rop@%ggg?grs 110,
100a, and Ildgrobessorctithwill badéscwssed ot detail pelove sk avil berappresiatedsy #hoge, the

MCH 130. | dj ti t de, t.he h b 120 id i sol at ed
access busnsrhaﬂlgel,d W\It?‘% %ﬁ?@éﬁ%h&gﬁquﬁf'eﬁ?ﬁé& QPéﬁ'ﬂéi%‘ ‘?chrFg 58{%’%@5398?6;3%%6
write cycl esppliEBaoitheloih&th@eesssrs IUDarBiet 16b, ahoRintiR Figlite TEEY Well@geSSes

initiated while the processor 110 is in the isolated execution node and it
i s accessi NBUBDET @f OHia! Rraeesssws thaddnay be utifzrd indbe anwiti-processor

computer system 100 according to one embodiment of the present invention.

The processor 110 may also have multiple logical processors. A logical
processor is a functional unit within a-physical processor having an
architectural state and physical resources aliocated according to some
partitioning policy.. A multi-processor system (e.g., the system comprising the
processors 110, 110a, and 110b) may have muiltiple multi-logical processors.

The host bus 120 provides interface signals to allow the processor 110
or processors 110, 1003, and 1 10b to communicate with other processors or
devices, e.g., the MCH 130. in addition to normal mode, the host bus 120
provides an isolated access bus mode with corresponding interface signals for
memory read and write cycles. The isolated access bus mode is asserted on
memory accesses initiéted while the processor 110 is in the isolated execution
mode and it is accessing memory within the isolated area. The isolated
access bus mode is also asserted on instruction pre-fetch and cache write-
back cycles if the addréss is within the isolated area address range. The
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access bus node is also asserted on instruction pre-fetch and cache Vﬁgﬁflﬂﬂﬁ
back cycles if the address is within the isolated area address rangg. e

-9 2 0+hR17894 WO 01/ 75595 PCTTSOL/ 08374 i sol at ed accg}%%u%gﬁgé;gqfe S
S

configured within the processor 110. The processor 110 0 a snoop
cycle to a cached address when the isolated access bus node on the FSB
mat ches t hdsoteitd adcassdusambdd is adafigesed withen We-brbdBsgsovigesnhgont rol  and

configuration of sy]s@em man&ri;? 140. The MCH 130 provides interface
circui ts t PPEEHhI e TERH0EES {8 @SNoPRAYEledn aeaded address mhen tbe menory

reference luy Eess B Me | $al BR&D | cycles. In
addition, t heatél\/:[‘élzé 13(5;5hﬂz;“s?S tﬁﬁ%%ﬁ tf%nl:géég%raé[gi stg%srh?ggg?m%gﬂééﬁ%%d | ength

regi sters) ad§resseresent the isolated area in the system menory 140. Once
configured, the MCH 130 aborts any access to the isolated area that does

. .not have the is nod sserted. The system nenory 140
stores system cgﬂc!‘gé Qﬂ:ﬁgg’@?m%%sﬁ??ﬁeﬁ?ﬁe%@@ﬁw Pﬁsh{%t%mmpry
i npl enent edl4fl. t Thel MGHI 130 ol RIBsAARERE FEORY t K&BQMZ ide random
access nenqr %g'@:r\g The r?;I?‘gtem rrermrs 140 ioncl u ese%@s%%gte%si bl e

physi cal nd?RjR ARFETHONS Gumemongyreferarce bus epcles| incibling isalatedor y
| ncl udes a cheRARArORPAAY Wile BYSESMId faibiC: éﬁ&'ﬁﬁ@%j@%ﬁ%‘%egn

Figure 113), and an i1solate ontr ol status
operating gegistars (@) sasehangterigtb megisterd)eooppreaentithe ishBitedatdain the | oaded

[ h 40. The | oaded 14 ically | oaded f
mss st or agd S HETBE oI MG ONe o, e Mzttt 30 e aesesedodhBoot
read only nesmted diddhat dbes hehaleheisEmidacds HRMBALSEL AU 1 B: IS

the nenory area that is defined by the processor en operating in the
| sol ated executign node. Access to the isolated area 70 is restricted and
is enforced by tHe pyseesRiemaryd4dmipms systervicade anddatao(Tihersysempset  t hat

I ntegrat es hfohp W84S HRLAR IMPRGhERRY With 85namiGahdSiei&Lss memory
(DRAM} or static random access memory (SRAM). The system memory 140
includes the accessible physical memory 60 (shown in Figure 1B). The
accessible physical memory includes a loaded operating system 142, the
isolated area 70 (shown in Figure 1B), and an isolated control and status
space 148. The loaded operating system 142 is the portion of the operating
system that is loaded into the system memory 140. The loaded OS 142 is
typically loaded from a mass storage device via some boot code in a boot
storage such as a boot read only memory (ROM)." The isolated area 70, as
shown in Figure 1B, is the memory area that is defined by the processor 110
when operating in the isolated execution mode. Access to the isolated area
70 is restricted and is enforced by the processor 110 and/or the MCH 130 or
other chipset that integrates the isolated area functionalities. The isolated
control and status space 148 is an input/output ({/O)-like, independent address
space defined by the processor 110. The isolated control and status space
148 contains mainly the isolated execution control and status registers. The

isolated control and status space 148 does not overlap any existing address
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control and status space 148 is an input/output (1/0)-1iKke, indepenﬂgrstEPmm
address space defined by the processor 110. The isolated control a

st at Us \§BR¢/ss9348 contains mainly the isolated executio trol _and status
registers. The isolated control and status space 148 dggiﬂﬁéﬂ’%%n ap any
exi sting address -10 20 SEP 2004 WD 01175595 PCTI USO 108374 space and is

accessed uspagetdns isswicessed bsingdiie Iimateafmjsmt&mm@igtem%@nm% al so
i ncl ude ot h&r rogarams r datil?% that are not shown. The 1CH 150 represents a
known si ngl '@OJBR¥t '?%‘fl"ﬁ-@%? ERIGRBMEPridada thaf@aranetisbawout i on
functionality. For clarity, only one ICH 150 is shown. The syistem: I1(()1(2|
may have many | Qe IGHMS0aepfésdnie 'k%% g\i&;‘h b i ICH s,
a designated ICH is sel ect eg_ to _coﬁt ro ﬁ"eg'. ol attlﬁg{i?gsggmc%'f'g@b tion
and st at us.’Slateshrexesuiionifractionalif. sFeratlasityj onlyicned&H mﬁmswnﬁﬁg@xt e][ nal
Sstrapping pi ' neg-Sskilled in.th her nmethods o
"sel ecting %Xﬁt%r@qggfa@gw‘g??%%mPﬁg“ﬁ?fotaﬁﬁﬁ\@ﬁ?ﬁ%% JufPHyaftegi sters.
The | CH 150nlhlﬁplealﬂ1ﬂl'lsbardeeggnfawtﬁt%}gﬁ@!}élébl@ﬂ toldantroPthd iéﬁatélﬁs%o suppor t

' e in additi

the isolated_execution, no on to the traditional | functions.
In parti CIS:IOQF'QUE%@"IW $istus. nkoy reembadimentathisiselestiory isl performad bge 152,

t he r oCegHd I ( ' ' ; . I gest,, nenor, 54, a
crypt ggraphi o )ggwhslt or g@ﬁﬁ%ﬁ%&gp’gﬁﬁgﬁg%u ?gﬂﬂ\%o%i%c%{r'ebm%@i%r
manager 156f selattiagtasiere baed.iintledfr@msingfﬁrog'Fhmrﬂ]diﬁé@bﬁﬁb@ﬂ'ﬁgl ; $ters. I

I nterface 2 dncl s circuitry to interface to the isolate us cycle

si gnal s to].'FL-ht‘?cicg’gﬁi1 ﬁ?ﬂﬁﬁ?l—:‘me&@f%@?ﬂt'ﬁf‘@ 185 thatate desioredip suRparhithe sol at ed
read and widigdaiexdoltionsmodth BEAEGH 8t hiligRAGIO ﬁ.ﬁ'lcti?ﬁs. jhown in Figure
1A, includes a processor nub |oader code and its diges e.g.,

cr ypt ogr apRaEtigian)the 4 He150rinslusles assisolaterlbus opcleintsdace 168y theed by

i ' i i i .., | it) and is
ranst erred PSS TR aRess Tl HRtd HRL <8grS Bamarid5ho « he
processor anyitobtestec keY starpged S6han ioketed execntibn byiddl prdddigosyst em fl ash
Tenory manager 156, and a token bus interface 159.

The isolated bus cycle interface 152 includes circuitry to interface to the
isolated bus cycle signals to recognize and service isolated bus cycles, such
as the isolated read and write bus cycles. The processor nub loader 52, as
shown in Figure 1A, includes a processor nub loader code and its digest (e.g.,
cryptographic hash) value. The pro_ceséor nub loader 52 is invoked by
execution of an appropriate isolated instruction (e.g., Iso_Init) and is
transferred to the isolated area 70. From the isolated area 80, the processor
nub loader 52 copies the processor nub 18 from the system flash memory
(e.g., the processor nub code 18 in non-volatile memory 160) into the isolated
area 70, verifies and logs its integrity, and managés a symmetric key used to
protect the processor nub’s secrets. In one embodiment, the processor nub
loader 52 is implemented in read only memory (ROM). For security purposes,
the processor nub loader 52 is unchanging, tamper-resistant and non-
substitutable. The digest memory 154, typically implemented in RAM, stores

the digest (e.g., cryptographic hash) values of the loaded processor nub 18,
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(e.g., the processor nub code 18 in non-volatile nenory 160) into tamp 0
I solated area 70, verifies and logs its integrity, and nanages a s rzw*

key useglplprsspg ot ect the processor nub's secrets. In on%&wgﬂﬁpt, t he

processor nub | oader 52 is inplenmented in read only ne For
security purposes, the processor nub |oader 52 is unchanging,
t anper - r esitd¢ QRETALING Systemaulis 16 tandibhye ot Brsudepssdry TRoaUlYs 154, dngrbcal Iy

T s e L U
PCTI USQOl / 088tale 155helES raaéwﬁﬂiew&éﬁfﬂfaﬁ%/aécwgﬂlgg ggg‘tﬂgé&h& unRRIOYHED Y

nmodul es (e.g., ring-0 nodules) |loaded into t exec ace.
The crypt oé’? Mokibe systemady. 15ontmembodinegmintier dryptageaghic ikep/ decr yption

key that i | - plaff f . the system 100, I n one enbodi nent,
_the crypt o%?%*%ﬁ.gc %@Eldg{égr'%%éﬁﬁjgﬁgﬁ% A gLL PTeArammed afagu Aa4rng. e

pr ogr anred Adtermativelly ¢he tryigograbHickepsiorage 155 Wﬁafél%@th@érﬁﬁféocdlﬁ%’ storage
155 may al so blgﬁ&r eated, durin manuf acturing withh a cryptograp |Cg random

number ~ gen&P2IBRACIUTRG with,p Cgeaptic tansiem sgmher genecates of heristlated 156
h ' f | Cal | ' .thejr. isol ated
oot on | SXaEEIEH el protehsf malbd e SBHhaNGGET L8 et Btlba e o

execution node support. 'In one enb | ogi cal
processor PEBRESSOY Senfigwingitheirdsolabyl exdcutivnanssosussemt [ €8é St er t hat

t ks th ' . . tici ti [ t he i | at ed
exocuti on SATHinEtt, Bk SBlad SrEETRA S0is 3P or Rt raatader d SriacigRe R bus
180. A contigiealiprocessdrupt eSSisER thatuadkaane nunﬁﬂeg%ﬂquiéégg;&%&%%? or nub

;
di gest, the operating system nub digest, and_optiona ona
di gests, r Rating thhibedselatad exeritignauods.cdbeitokerdbue Btterfacei89red to as

I sol ated dij; ' i oSt i rint identifying the all-
super Vi sor§ﬂ§§ége%—%me\3@§g bgﬂjcsg‘in r-of\QOWP%@'%{){?\MQC%M@yﬁndﬂaé’er

conf i gur at idigesiitheqprecessamubltigest thebperatingasystdns nubefigds), atd est or prove
the state of th@y %arr ent, i.sol at ed execution environnent. The non-vol atile

menory 160 WBPELY ABAIOBRLAIORSS; FRRSEReAtS She ovgfllisalated execution digest,
referred to as isolated digest. The isolated digest is a fingerprint identifying

the all supervisory code involved in controiling the isolated execution
configuration and operation. The isolated digest is used to attest or prove the
state of the current isolated execution environment.

The non-volatile memory 160 stores non-volatile information. Typically,
the non-volatile memory 160 is implemented in flash memory. [n one
embodiment, the non-volatile memory 160 includes the processor nub 18.
The processor nub 18 provides set-up and low-level management of the
isolated area 70 (in the system memory 140), including verification, loading,
and logging of the operating system nub 16, and the management of the
symmeetric key used to protect the operating system nub's secrets. The
processor nub loader 52 performs some part of the setup and
manages/updates the symmetric key before the processor nub 18 and the OS
nub 16 are loaded. The processor nub 18 The processor nub 18 may also
provide interface abstractions to low-level security services provided by other

-12-



the non-volatile nenory 160 is inplenmented in flash nenory. In one }80 SEPT%?“"
enbodi ment, the non-volatile nenory 160 includes the processor nub 18. e
processQp oisdked8 provides set-up and | ow | evel managenent of the isolated

area 70 (in the system menory 140), including verificatifon VPH%Hg, and

| oggi ng of the operating systemnub 16, and the managenent of the

symretri c Keydwaes The protessior hob ﬂpﬁthgtélé‘tgbé)ﬂﬁétﬁlﬁﬁt@ﬂlﬁysthégﬁbﬁ%a?- The
processor nub.Ioadﬁr 52 gerforms some part of the setup an

manages/ up FUERNEREMapHRGtvier (WEMyat enasating systevevrnsior (058 and the OS

nub 16 are | oaded. The processor nub 18 The processor. nub 18 may al so

provi de interfacghea | AV i rovi ded by
Ot her 1220 SER S00Tove DrETSEothar e sR36 Mo ARRE Btessor
nub 18 may (BiSsoPreeeaser nith§8k @rogrante fites, glate lap plicatianseetg . e fcatibHs er

(CEM or o i S vendor (OSV) . The nmass storage device 170 stores
“archive i mI?t?r’1 i‘ﬁf{; ?g% %)}a%@a(g'%bwlg‘(se%%.tf’ 4%“2)@@5:98?’5}“5!9 siysfempr dheans,

files, dataaspslorage devise (1 00may dRAlHE ab i r{@ﬂ)i) s (e.g.,
appl ets 46, .to 46xz@éénd oger at i % S ste%@tﬁtedéﬁég??s or a’rg-fe'ﬁggbﬁ%e 170 may
i ncl ude cofiitegi Kid. @nd)hardwrive2 76, lapgmny othekstorage deéviceskhehaedsdr i ve

176, and a | ; st orage device, 170 provides a

mechani sm %orrggg?en@%%?ﬁg%@g%%%ﬁzn%e%%é%%%%# W?&%m?é?ﬁaé‘agi%m@(;?acmr e,

t he el ement@hefi impierpertedrin softwent,ithe efsaehReof 160 Brosrd IRRhEoh Ar@gid or m t he
segnents can be stored in a processor

necessary ta%ks. The gr o%re{a_g or,  code

readabl e nEGCEMEFMEMNIAQ REFoLY the necessanytaehs. dEhepEIgsamI orddidedi ed in a
carrier waseqgni&nts caheadt FShday fiAf : sm.Ssi on
medi um The 'gpr onces?sor T egcﬁgweé_rkew umqa?a{/a%bfénﬁegwgmaﬂé@ﬁ%ﬁiét can
store or tCRRYIWET fateosigaal embodiedriplassardéer whee, grasigaabmotelatbbe amedi um

e e i IS8 ki AT AR Bl Hhiel i
conpact di skcl@ie BaYlmadiuapthat abnditsre orardisigt information. Examples of the
processor readable medium include an electronic circuit, a semiconductor
_memory device, a ROM, a flash memory, an erasabie programmable ROM
(EPROM), a floppy diskette, a compact disk CD-ROM, an optical disk, a hard
disk, a fiber optical medium, a radio frequency (RF) link, etc. The computer
data signal may include any signal that can propagate over a transmission
medium such as electronic network channels, optical fibers, ar,
electromagnetic, RF links, etc. The code segments may be downloaded via
computer networks such as the Internet, an Intranet, etc.

I/0 devices 175 may include any /O devices to perform /O functions.
Examples of I/O devices 175 include a controller for input devices (e.g.,
keyboard, mouse, trackbali, pointing device), media card (e.g., audio, video,
graphics), a network card, and any other peripheral controllers.

The token bus 180 provides an interface between the ICH 150 and
various tokens in the system. A token is a device that performs dedicated

input/output functions with security functionalities. A token has characteristics
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disk, a fiber optical nmedium a radio frequency (RF) link, etc. Thezﬂ SEP 2004
conmputer data signal may include any signal that can propagate over a

t ransmvesopmssosedi um such as el ectroni c network channel §c;§§5g£ﬁh{)fl Iberzl, |
air, electromagnetic, RF links, etc. The code, segnents wnl oade
via conputer.networks such as the Internet, an Intranet, etc. 1/0 devices

175 may i n&MERF 9% smast eridi elding ptletist oné f@drvedpugnsse pidiRIpHvase of 1/0

devi 17 % : : I f | oput devices (e.g., keyboard, mouse,
frackbal 1. Sh: akd ine 80yl in 1 bR e BV T05 Ehrimles e ),
net wor k carc@nngnigcioythettbieen pes iBOGiclids FhoPleksssid tg%ﬁgg,ﬁés‘tl ik O

Cyotem - A EREH T84 e GineE porable jokens 486 dedi cdoart card)p Thectakpabuunct | ons
2004 V0 011 1o000 Par Do 17 Han, ol RER 8o M BReR R S otbeaPit o
"least one rié9aandanpunesdbat whénh cofmmrandedeto freve B EtASSF HHatisaRikd ty to sign
1801 nol ua S SN 38 cofepaRENB1EEer o d ofemmotisibenrd kendiee, ther
PO 180 connarta. by Bns g e g R Ay o bR s et hat

when commaii§et Vol takENHwukt be soonectad to the digest meremytidthe token _
cor r espondippg 1gﬁ<e|}r?(e. g., the notherboard token 182, the token 186) signs
only valid isolated digest information. For purposes of security, the
t oken shoul d be connected to the digest nmenory via the token bus 180.
MANAG NG ACCESSES | mmmmm%f&ylﬂméﬁﬂ@%@ ram
illustrating the isolated execution circuit 11_5|_hsh0\_/vn : nt :jgur eC tCi o
according to ong; \rent. of the invention. e 1solated execu
circuit ng i ncﬁ:d@g% éso?g'a&@'EUﬁ'i’%F?t@igr gilgolatesl exgeution eireuit 115

shown in Figure 1C according to one embodiment of the invention. The

isolated execution circuit 115 includes a core execution circuit 205, an access

manager 220, and a cache memory manager 230.

The core execution unit 205 includes an instruction decoder and
execution unit 210 and a translation lookaside buffer (TLB) 218. The
instruction decoder and execution unit 210 receives an instruction stream 215
from an instruction fetch unit. The instruction stream 215 includes a number of
instructions. The instruction decoder and execution unit 210 decodes the
instructions and executes the decoded instructions. These instructions may
be at the micro- or macro- level. The instruction decoder and execution unit
210 may be a physical circuit or an abstraction of a process of decoding and
execution of instructions. In addition, the instructions may include isolated
instructions and non-isolated instructions. The instruction decoder and
execution unit 210 generates a virtual éddress 212 when there is an access

transaction. The TLB 218 translates the virtual address 212 into a physical
address.



manager 220, and a cache nenory manager 230. The core execution unitzozg)@ 2004
i ncludes an instruction decoder and execution unit 210 and a translation

| ookasi ffer (TLB) 218. The instruction decoder an ' unit 210
recei ve\gsggﬁ?br)l%t ruction stream 215 froman instructi on%iﬁ%ﬁ”ﬁﬂﬁ?{]. The
instruction stream 215 i ncludes a nunber of instructions. The instruction

decoder and execkHe ooraumdcutidh cifeaiodes intafaced@ithulié bebSsPRAanayeEpbes the
decoded i nstructjons. These instructions nao’q‘}/z%be at the mcro-"or nmcro-

level . The Md&PRNRYSBHIHBISTEAIOBRE 2e RBRANcH24uBNd aczess infyrratien BRGsi cal

. - . _ ) on of
Chstruct | onie FoIEATAAINRImESH 202 1Mo €GN I oL bR

i nst ruct i orelemedtsiorthiedsolateelbunsyaie genenator Z20ant status Hatanfrolmdhder and
execution unit 210 gener.ates.a virtual..address 2 when there is an access
_t)r(angal:t i O‘éﬁ:‘l:?ﬁ%_fﬂ{%g;{ U"ZH%?QP%@”???@%FFMQ? déi%f‘%@% wiftenitp@andy physi cal
“address. - Téad for® the BeSdmiRagarTso 9PnEGELESOMOR M bn TEinERI@seXecut i on

circuit 205 interfaces with the access manager 220 via contrg{ st at us
i nf or mat i orederess (per.dhe physicabaddrass pevided by thae ToB 2485, reativesite, and

control /st L Qf Lon. 222 i ncludes control bits to mani pul ate vari ous
el enent s i?}é#%g’s?g;g%a é@%ﬁ ‘cycl e generator 220 and status data fromthe
access manager 220. The operand 224 includes data to be witten to and
read from the acThsacoessmganagd@022( recehgzessd providemsthebn?dfstianed udes
address (e..g,, the I cal address provided by the TLB 218), read/wite,
and acces §ﬂi%@’ﬂpﬁm?¢ BReTafgel 2 feraivemtie incess dnfepaliond28 f@mr ovi des
the controlhat@hd xebHior BREGiCT0D : i : access
i nformation 226 ?rg% tf(ﬂ‘e corle exé%t?tr%ﬁltg?ﬁ%ﬁ?}?n%géx%é&%ﬁ }e/e?t%"{&g?

. i nstruct i orcashecardess, signal @3bdom the aatte memory reanager 2885 ahdoeceikes cache

e o S B S0 £EE R 7 o HrRi proBOLr T 1R §FR8m” Thd ' O
access manager 220 generates an isolated access signal 272, an access
grant signal 274, and a processor snoop access signal 276. The isolated
access signal 272 may be used to generate an isolated bus cycle 230 sent to
devices (e.g., chipsets) external to the processor 110 to indicate that the

processor 110is executing an isolated mode instruction. The processor
snoop access signal 276 may be used by other devices or chipsets to
determine if a snoop access is a hit or a miss. The isolated access signal 272,
the access grant signal 274, and the processor snoop access signal 276 may
also be used internally by the processor 110 to control and monitor other
isolated or non-isolated activities.

The cache memory manager 230 receives the access information 226
from the core execution circuit 205 and generates the cache access signal 235
to the access manager 220. The cache memory manager 230 includes a
cache memory 232 to store cache information and other circuits to manage
cache transactions as known by one skilled in the art. The cache access

signal 235 indicates the result of the cache access. In one embodiment, the
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access manager 220 generates an isol ated access signal 272, an accegsy SEp 2004
grant signal 274, and a processor snoop access signal 276. The isolated

access \gh@pads9272 may be used to generate an isolated b Cy&l 0 sent to
devi ces ?e.g.a, chi psets) external to the processor 110 ﬁ%ﬂ’?ﬁ@ t hat the

processor 110 is executing an isolated node instruction. The processor

snoop accegsiche@talese signahP3bds asmthbyniss Mgnaleticte R MsceBHRARIStHSG e
determne i.f _a snoorgiﬁ%c ess is,a hit or a mss. The isol ated access signal

272, the dvlddehg I3TH F$3GW4ACCEI]- t he processor snoop access signal

276 may also be used internally by the processor 110 to control and

moni tor ot her  ifsgliad 2B i9& disdrah! ﬂﬁu%frﬁﬁ'n@?ﬁé M&éés%?naﬁﬁ%% @g%ﬁ% on

manager 230 receives the access information 226 fromthe core
circui t 202/aREceaing ta ese embogimret ofdbedsvearitipnal TIR8Accdss mbragerc2es

o 22Q,. T er.23Q .includes,a ,cache ry.232 to
~' g? g?ge(r:ac hgn?ing? %aaﬁ}gigﬁg%%§tﬁ§baeg$$% Bf‘aé'"[ %C':?u?&ﬁzf&@c‘k'@ﬂcq'féugﬁgﬁsa & ons as
known by oreccelks Imankger 220eeHang® Opersite 288 YRhSand féteilesdRE dc

Lcates the
result of th ca%hee?%ccess. I n one enbodi nent, the -15 2 _OaéEP gg%ﬁ WO
01175595 Pd‘?ﬁ!@@ PP FFE7 o dha £ore exacutiaNGIEgUILIS shown snbigure2ds Bignal

D Ch LS PSRRI r I Bso ke ESHRF AR LA SRS AGE IR, T 0 e

2B is a diagramillustrating the access nanager s
accor di ng teachgenandgel 23handthe brtarmaldadlbted addess RABemEmvlgsT 220

i ncl udes a caonfiqurati,on storage 0 and an access checking circuit 270.
lI'he uaccesspr ‘ﬁ%%%raszé @%&Eﬁg@gé%%g aceese armaging %dgﬁ”%gsﬁhe access
i nf or mat i orpiRRfed @qmédsezazzraere%wm-momn#ys—igng%éQﬁpﬁg?gc%g#mg/* The

access manager 220 al so receives the cache acc€ss signa
cache man ag&& 2Bhe araeshinfenmationa?26 isgenaratestdeing am actessntramszidtien

processor ' ' Informatj on 226 includes a

physi cal a@@%?ﬁﬂ‘%g%?s@ %3&&%?@%@%\2@? '@?'@ﬂtgﬁ 32@ eéﬁécﬁ?ﬁsaccess type
including a memory reference, an input/output (I/O) reference, and a logical
processor access. The logical processor access includes a logical processor

entry to an isolated enabled state, and a logical processor withdrawal from an
isolated enabled state.

The configuration storage 250 contains configuration parameters to
configure an access transaction generated by the processor 110. The
processor 110 has a normal execution mode and an isolated execution mode.
The access transaction has access'information. The configuration storage
250 receives the operand 224 from the instruction decoder and execution unit
210 (Figure 2A) and includes a processor control register 252 and an isolated
setting register 260. The processor control register 252 contains an execution
mode word 253, The execution mode word 253 is asserted when the
processor 110 is configured in the isolated execution mode. In one
embodiment, the execution mode word 253 is a single bit indicating if the
processor 110 is in the isolated execution mode. The isolated setting register
260 contains an isolated setting 268. The isolated setting 268 defines the

isolated memory area (e.g., the isolated area 70 in the system memory 140
-16-



286. The access information 226 is generated during an access transacg 59“2(][]&
by the processor 110. The access type 286 indicates a type of access,

I ncl udi we @eRR0ry reference, an input/output (1/0 ref a
| ogi cal processor access. The |ogical processor access%ﬁ?ﬁﬁa@gﬂg | ogi cal

processor entry to an isolated enabled state, and a | ogical processor
wi t hdr anal $hawn inFiguse |16t ed heriablatet s¢tiing redieter@aifihglutas aGRask or age 250

t ai fi i ters t fi _ tra t]
Cone.at od_Hgolste! 262 BBuREbAS8 iF0iSiaE 264, JhesBaRK ISUSRE 268 cADIANES aBxecut i on
node and arisolgedhRdkarfse 63N THedase f@@gsg%‘:?@@%oﬁ{aﬂﬁs Eofﬁle@%%s%ccess

I nformati on. The configuration st ornz;ge recelrves the operan 24 from
bage valu

t he i nst r uctalém 286 okhs isalaied xaska 2% Q6QMRMLERS fln thedsolatddides a
processor : ' i solate setting register 260. The
_processor con'é%?ergg"gil{%gu%mﬁ%%%s BYAISATEMPN A¢Rhde word 253. The

execution node word 253 is asserted when the processor 110 is configured

in the isol at ed Eneascessichecking tifc@in270 eRBekE e bocebs &rafs 86t Qﬂnguéie wor d
ola

253 is asinale bi t {ndicaftin .1 f the processor 110 is inthe Is ted

execut i on nbte: oRg8f thespennigyralian pagmetgrssard theaccassriniarmstiam 22601 at ed

Cor gt ho | PoCeBPUR Aind BANIr 6 Horialetie isiatet MABLSHIOELEEE fHevo
01175595 PGI0g88IgraBbsignahidish and thieqroees sty sndbp dcsesnsigab2Te Usiagragi st er
Fogister 2328 B ol i adiindlertinine Zoanomaton stersBe gbdiand 264
and 265 forg N Fgﬁffg?ﬁ‘?ﬁ°f§§???%§:‘§'%"§’%ﬁﬁh eI ) o BREEBSSA Y0, 72 o

S s
nenory area: el'!?@'%@@é@eéﬁétﬂﬂa@? § assarted/whendak pradgessactt@is t ransacti on
using at | : : | i a er.s..an . access
i nformation 22 .U?%éﬂgé‘gggqﬁé%%gﬁc@rgggi t aBéﬂ@P%tﬁe%;fFHbsel%@Bl at ed
-access si gnaticaiif anisolated access has been granted. The processor SNOCP access
signal 276 is used to determine if an isolated access results in a hit or a miss.

Figure 3A is a diagram illustrating the access checking circuit 270 to
manage snoop accesses according to one embodiment of the invention. The
access checking circuit 270 includes an address detector 310, an access grant
generator 320, and a snoop checking circuit 330.

The address detector 310 receives the isolated setting 268 (e.g., the
isolated mask value 263, the isolated base value 265) from the configuration
storage 250 in Figure 2B. The address detector 310 detects if the physical
address 282 is within the isolated memory area defined by the isolated setting
260. The address detector 310 includes a masking element 312, a
comparator 314, and a combiner 318. The masking element 312 masks the
physical address 282 with the isolated mask vaiue 263. In one embodiment,
the masking element 312 performs a logical AND operation. The comparator
314 compares the result of the masking operation done by the masking
element 312 and the isolated base value 265, and generates a comparison
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.access grant signal 274, and the processor snoop access signal 276 ysi SgpP #0|
| east one of the isolated area paraneters in the configuration storage 250

and thg 3§ | nformation 226 in a transaction generat QBB processor
110. Théﬁiﬁgﬁl ated access signal 272 is asserted when thlg %‘2}2"52’& 110 is

configured in the isolated execution node. The grant signal 274 is used to
i ndi cate i f resuilti sbvecemhbingredts taabinee the comipatsord ResuM WRIE SRR SNoop access

| t h t or a
o S R e B i
to manage sugnabzaz@ageértéw%éﬁlltﬁ@ ghgﬁegr}g‘dr efB Rﬁmsiil}g .g@ﬂ{? é‘[cl on. The

access checking circuit 270 incl ude cess
gr ant geneF'@t"E?)‘PrYﬁ"@a %ﬁl@e@\%bb&&:ﬁetatemmaskmm ba%lu%&ﬁ&@@ﬁ%

the isolated mask
Value 263, TroerRurs? ahiBHeIPoRRE EodBlond ReseaiDeus iis qited Ik the frsige. 250
in Fi gur e 28&ulFladsader el akehdeigih. 310 det ects I f the physical address 282

is within the isolated nenory area defined by the isolated setting 260.
The address dete or 310 includes a masking el ement 312, a conparator 314,

and a conbi ner 318 3[EESHYERMALNSraloE 20 mm@qlﬁelatﬁymmls:mr ess 282
with the i SPY26pd MRealive MR wbld Qﬁ!ﬁt@g@ﬁgjaf@ ltl’accég 4gpa%ﬁ5, el ement

312 perforns_a Iogl cal AND operati on. npara t he
resulpt of tA&ndHe arresparant signaldiet hwssbaemwnr@atheh@mtéteala%céaé t he

d t on -17 2 0 SEP 2004 WO
0117580 PRATURRhZ A Peaiet e ﬁ!bﬁli?rreé%@ee@ﬁapn@@cmeth@mar i son

result wit hisolted ao@@ﬁslistwﬂmﬁoﬁé‘ﬂc@\ﬂé@ﬁé@&@nﬁ eb ST Bhe S 212
The isol ated access . signal 272 is asserted when tﬁ‘t’é physi caP aéggess 282

i s within tREESSUAN genaaiar 20 pedouns adoginaldAND apesalicrol at ed nask and
base val ues 263 and 265, respectively, and when other conditions are

satisfied, it isThel$shdpHedly dRM 33(60&&&3’3%8 Proce ees%o?%nc%p ac éshs

signal 276. The snoop checking circuit 330 includes a snoop combiner 340 to
combine the cache access signal 235, the isolated access signal 272, and an
é'xtemal isolated access signal 278 from another processor. The combined
cache access signal 235, the isolated access signal 272 and the external
isolated access signal 278 correspond to the processor snoop access signal
276. In one embodiment, the snoop combiner 340 includes an exclusive-OR
(X-OR) element 342 and an OR element 344. The X-OR element 342
performs an exclusive-OR operation on the isolated access signal 272 and the
external isolated access 278. ‘The OR element 344 performs an OR operation
on the result of the X—OR element 342 and the cache access signal 235.

Figure 3B is a diagram illustrating the access checking circuit 270 to
manage logical processor operations according to another embodiment of the

invention. The access checking circuit 270 mctudes a logical processor
manager 360.



.The access grant generator 320 conbines the isol ated access signal Zﬂﬁ%@ﬂﬁ"
t he execution node word 253 to generate an access grant signal 274.

access @@hrsgssgnal 274 is asserted when both the isol at Eﬁ?u si gnal
272 and the execution node word 253 are asserted to indi cate t

| sol ated access is valid or allowed as configured. In one enbodlnent t he
access grant genéhatlogicabprosessarmanagdr@filcabnadEs apeyiesliroceddts snoop

hecki n cif 3 the rocessor sho ccess signal 276. The
(s:nggp c%eckl g}até'f)ﬁc%uggé%a\% ESTELS chmﬁcE%%Q[ﬁ@ﬁogl@@[P@CEééﬂfbl ne the

cache accesma&u@&&BSBSﬁcluﬁ@@aiIﬁgubét;ﬂ@céﬁiﬁ?ég@iéi@?b S%ICQ! of ssdp<t er nal
| sol at ed accgess S|g 278 from anot her processor. cache

access si gniidt®gga éalzséll%'éal RIGEESSOr $ipgater 337323annilmhm dmeemaw

I d [ OCESSOor, S p_.access signal
236, "I onesnaz neERm e SBL 3980 XN batch! B R T A st v o
(X- OR) el entogicad procassoaco@Rt BT2 teeindicateda nﬁhﬂae}(n@%%ﬁd;@;ﬁ esi¥bes performs an

na

excl usi ve- OR o eratio he, i sol ated access si 2 and the external
i sol ated acEBY “%%nal%ﬁa é’é‘eelloéfﬂ?ék?r@%s?feﬁtﬁ@r&fﬁ 352 epzhlesiadngicah t he

result of 1 pRoksCh Sbbmihenifg (8GiEaldiBcEABNSAEAS YAl IR 8GR F Ur e 3B

is a diagram |IIustrat|ngthe I 'ng CIrcul nage
1 ogi cal proPE¥EsEObBRHLET 38O memajimgogtoalanotéﬁormbndiimat‘:c@lfduighﬁ)

manager 3500 & RS Brod&Rsth obtki B foiksberobeestiiindatontit Saatiog bval

processor nﬁ\mmbléﬂ([’ogmaﬁﬂ@&eﬁsdr%témﬂ@ MAPRHERT detBBRr %Wh%téﬁ'n"l'ﬁ%g nby the
| ogi cal pro&gsor a?ccess The Io:% cal processor nanager 360 Inclu

| ogi cal prob¥slogical pRragsepr agunt a'é‘@walmpa piRigyEn Iogacaltmoeemmalmz a
| ogi cal pr Ogﬁés%ré)pdﬁﬁé?ﬁa?&ﬂunﬁd&befo%%%“éke%%@és ﬁ?ﬁ‘e Iogz&qlpg%c%;sgogum

det ector 37 The T'ogi cal processor register ( ores
processor ceount F2exerddud cmémanmiogizal pricebayivaile. pThe esadiam logical
processor value is a number indicating the maximum number of logical

processors that can be supported by the isolated execution mode in the
processor 110.

The logical processor updaier 380 initializes the logical processor
register 370 when there is no enabled logical processor. The logical processor
updater 380 updates the logical processor count 372 in a first direction (e.g.,
incrementing) when the access transaction corresponds to the logical
processor entry. The logical processor updater 380 updates the logical
processor count 372 in a second direction opposite to the first direction (e.g., -
decrementing) when the access transaction corresponds to the logical
processor exit or a logical processor withdrawal. When the logical processor
count 372 is equal to the minimum logical processor value, the logical
processor manager 360 causes the processor 110 to initialize or clear (e.g.,
write back all ISO data to main memory) the cache memory 232 (Figure 2A)
and the isolated setting register (Figure 2A) from all isolated information.

When the logical processor count 372 exceeds the maximum logical processor
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currently enabled. The |ogical processor state enabler 382 enables az 2004
| ogi cal processor state when the |ogical processor access is valid. UT%%P

| ogi calwopi@sessor updater 380 updates the |ogical Pr 0C&3SOfsai /A543, 372
according to the logical processor access. The |ogical processor updater
380 is enabled b the enabl ed | ogi cal processor state. The m ni num

det ect or 3?@'%ttéﬁri$gi§€| mrﬁcessmrmagagmlsacnmaheqnuaéss%?am&oequal to a

m nimum | o |...0r sor t zero). The maxi mum detector 376
determ nesgqe%%r%t% $g§ 5‘3@% fé‘é '? rg’count 372 exceeds a maxi mum | ogi cal
processor val ue. The maxi mum | ogical processor value is a nunber

i ndi cating the rRguramigarfiaichaft illegismlg a Bf&%%%@rostotr@ﬂﬁa@g supported
by the isol ated echutlon node in the Ugrocessor 110 oglc processor

updat er 38FRGCRE$ERIqTAaglatatkexamitionlacspisting to pne empadimens dhthshiaventiver.e i s
.no enabl ed | ogi cal processor. The |ogical processor updater 380 updates

Lhe | ogi cal proagseRToR¥Plng Lot sedudl ihndl BERIRR(Ralon hacrement no

when the access transacti on correspon
The | ogi calthprisletesosettingée gr, |§ﬂﬁt&dpd3$!€3ntih@sb&@h¢@é) (chkaﬁﬂﬁorhé@unt 372

t t the f di t . d t
when ¢ he. adnEsLEGs HaRBRE fie Serolin et Werd quirenprocaResinneiol exi { or A
| ogi cal pr oegstaTtovddrfiduAN e peehsasérhﬁtﬁ@%&ﬁbd@x@ﬁﬁﬁéﬁhroo‘é"@g ci4 )' S

equal to the mninmum| ogi cal processor val ue Cess
manager 360N@dulEspiasesprfaiaienmines ifttbe iphiysical adcdress asl merébdgn a wite

oo ared sl Wihih FETBEXled REnidty el B et Ty FeithiRied bn. " Wi
the | ogi calsmmr@&lsokmomntfrﬁzahe s@étssAmpmﬂmlfﬁwreailrfauwcessor -19 2
ogl ca processor

0 S EP 2004 ('lq7559 a /08374 va
- manager 36CF Hﬁka?’ 8g !ﬁt f{'demmam&ﬂmwe ahe pracess 408ul t
condi ti on. ﬁs@ﬂé%é isSlated 2€B¥381dndl (BidRk'4a0) N9 a process 400 to manage
snoop

Next, the process 400 generates a processor snoop access signal by
combining the cache access signal, the external isolated access signal, and
the isolated access signal. Then the process 400 is terminated.

Figure 5 is a flowchart illustrating a process 500 to manage logical

processor operations for isolated execution according to one embodiment of
the invention,

Upon START, the process 500 initializes the logical processor register
when there is no enabled logical processor (Block 510). This is done with
ISO_Create. Then the process 500 executes a logicai Processor access
instruction (e.g., iso_create, iso_clear) (Block 520). The logical processor
access instruction asserts the execution mode word, Next, the process 500
enables the logical processor state (Block 525). Then, the process 500
determines the logical processor access type (Block 530).



accesses for isolated execution according to one enbodi nent of the 0. SEP 2004
I nvention. Upon START, the process 400 defines an isolated nenory arzea

using wéeg/hsed ated setting (e.g., isolated nmask and ba (Bl ock
410). Then, the process 400 asserts the execution nnde$\§g}r{§bp§1\8%h1e

processor control register to configure the processor in the isolated
execution node (Bthedrgitabprocelisat acdese typ®ises fogledl mietessor vaty| thet he

physi cal address enerated . in transactiop. is_w.thin the isolated
nmenory ar e&’r%%e%eﬁ%gagﬁg?s_ttﬁg |?@8$16{{f88955§étq0fdﬁ_ "’_(%Iﬁfﬁflg'@%?r! ?EP-Q-unot , the
process 40Gn@enriding} (BlotRiS40) e TRER! Bkl droce9n9bb 'd@[brfr%é’é:ifﬂ@@?i@é?d is then
termnated. Otherw se, the process 400 asserts the i1solated acCcess signal

(Bl ock 440)Prog@ssor coHet gxerasssthagoayewen ingical prpeesses valuedBiogk 25 db

si gnal by L S ~5i xier | sol at ed access
.signal, ang%?ﬁﬁérﬁrgg?%%]g%ﬁ%@g@ﬁggng}]g&ﬂ%ﬁ ‘{"%3”@?%%%@@ %Beﬁaies a
t er m nat ed faikirgrdadlt conditibh {BIITkr3s0) lahdds tisdn tgnndtegcess 500 to manage
| ogi cal processor operations for isolated execution according to one
enbodi nent of tF?‘eanen i on. UEon START, the process 500 injtializes the
| ogi cal processdt NEJGOERLPIOGRSSRT RFRESE tyRe 2 dRisRldOreRACE SXit oY degisalor

(Bl ock 510)proTiserivitrdpaRalihd prdcaRs GupAlfuaidb Bt e pRSRSS0POA,RIACUl ©5 2

| ogi cal processor access Instruction , 1so (Bl ock

520). The |2o%peuld @regtisnsepposiededie firsd direction fe.gs decrementingy(8taak on node

d. Next, 0 b .he l.agi l. t Bl k
695y Thon 545ie TRENC B piGgss HOBH<TRwbes iIMe Il Spestt coRLR ddlaTsy pe
(Bl ock 530)to thé%i?irﬂurﬁﬁ%l@@?&lg}{@eﬁdﬂ%&%ﬂﬂf thm, Mef) fotéss Bobhe gggi cal

rocessor access is ogi ca rocessor entry, e rocess
5pdat es t hgeméﬁﬁ%{ipé‘%@ﬁ%%rtgé (Ptﬁ?ﬁe%srﬁoé) ¢lppasy the g%‘é‘@i fBﬁm(p@! gnd the
. (i _ _ ) : = | oai cal
or ocessor %ﬁ%ﬁ%ﬁ%@‘é@%ﬁg%'ﬁa&ﬁﬁd@ all i RichéigfiSntoaioh CBOLR 385} apd B 520 °% ¢
en terminated.

CONTROLLING ACCESSES TO ISOLATED MEMORY USING A
MEMORY CONTROLLER

The above description refers to the isolated execution process in the
processor 110. Accesses to the isolated memory area 70 (shown in Figures
18 and 1C) are further controlled by the MCH 130 (Figure 1C). The processor
110 views the MCH 130 as an inpuﬂoutput device mapped into an address
location. To have accesses to tﬁe isolated memory area 70, the processor
110 needs 1o configure the memory configuration storage in the MCH 130
accordingly. The MCH 130 also includes control functions to allow the
processor 110 to access the memory 140 in non-isolated memory area 80 as
well. The MCH 130 receives signals from the processor 110 via the host bus
120 such as the isolated access signal 272 (Figure 2) or the bus cycle
information.
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not, the process 500 is term nated. Qtherw se, the process 500 gene@tﬁzﬂm
failure or fault condition (Block 560) and is then termnated. If t

| ogi calwprigaessor access type is a |l ogical processor .eXiPtC1%SOl1189JTS:a|
processor wthdrawal, the process 500 updates the |ogical processor count

in a second direction opposite to the first direction (e.g., decrenenting)
(Block 545). Th&Figure 1pr tebMCH000de shownrexterntl fofthe lpptestior AMOCESSOr

[ of - R " Bl ock 555). If t, th
o ocess sod peevhR /A MICURAENEY Fidls b Bibkietnade tbaptonassorache

menory and 11 Iri $id shss, 5 akitd HEris 29 RlgidteRMahL ' | mat i on
(Bl oci 565), and is then term'?lsgied. _C_:O\I'FRO_LI NG A&%@J@#ﬁ%&%
VEMORY USI N@ oW ERDRYSIDRITTRONERR PRAticipdtevfor dashe tofidrency.efers to the

i sol ated execution process in the processor 110. Accesses to the isolated

_ area 70 how | . t her controlled by the
O 130 (Frgure TG e, MPaiERs boRBl t ERaTCR b ermie siptar
i nput / out pdtingtien ae the@oedss ohecking airclie2E0 showatin Phurd 3Ahage accesses to

the isolate ory area 70, the processor 110 needs to configure the
menory conf'ﬂﬂﬁ&%ﬁ ACCRFSNSIStengyein Precessoe & iangI MCHIH30,MCH 130 al so

' cadcdesbingUimet i (0 menory
10 i non o5t G ooty ey coronB B ReaE Bah o B d T MO <
from the prb¥tdewyrmings fiaa aceess dransaciion fram ﬂaeqdmeagoheli 1 '[233% bgné%d ;ng[g c e\s/%

' 272 ;L Fi cle infornmation. - ?
0172k o2 BT R SEh e AT Socd GEPASR 0 Bh et ot ne
processor 1he.acceesenemsaction.i Ottrsresid)lefafllgre 6ﬂ”ﬂu|Yr§Hn3§i9ntiQ?Eﬁe|‘d?€$.u d
I nsi de theﬁcfcﬁt?cgristgrﬁ 110. In this case, a wite cycle to e registers in

t

the MCH 13 (Aacess gontrglley)in dhe d0ase pratecth @nydntemtionai grat e f or
cache cohergdifdlental writing to its own configuration and control storage. Since the MCH

130 is directly interfaced to the memory 140, the access controlier also

provides initializing contents of the isolated memory area and its own internal
storage upon reset.

Figure 6 is a diagram illustrating the isolated area access controller 135
in the memory controller hub (MCH) 130 shown in Figure 1C according to one
embodiment of the invention. The access controller 135 includes a

configuration storage 610, a configuration controller 640, and an access grant
generator 650. '

The configuration storage 610 dontains a configuration setting 612 to
configure an access transaction generated by the processor 110 shown in
Figure 1C. The processor 110 has a normal execution mode and an isolated
execution mode. The access transaction has access information 660. The
access information 660 is carried over the host bus 120 (Figure 1C) and
includes address information and isolated access state. The address
information is represented by a physical address 662. The isolated access
state is represented by the isolated access signal 664. The isolated access
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I n essence, the access controller in the MCH 130 performs a simlar 70 SEP 200k
function as the access checking circuit 270 shown in Figure 3A. By

mai nt aiwpng7a38sess consi stency in both processor 110 an%%gﬁ?@?*
accessing nenory can be tightly controlled. The access con in the

MCH 130 determines if an access transaction fromthe processor 110 is
valid. If i$9nq!$b4inesgeatally eqivalont terthedsolatesl auress eRfital a72RhowingAal t o

' . t ian. Oherwise, a failure or fault
o o COMPI R Of e AP Rat ARAE o SIS W 02y 2 Tt LU of fault
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configurati d control ,storage. Since the MCH
i nt er 19 aced 135 ?ﬂ'ée aljom sefting Glclivskidesm memaey nskovalyur 692 ded a

initializi t [ ry arnea and,its_own internal
!stn Io£ :atglel ﬁ:ogﬁe @gg}etsaﬁ‘?:yg{% e : gﬂéwaﬁgﬁgﬁk PUQ?W?WH&*%Z 3pd 88&d area
‘access contarartm@twa:eauniamamamsmﬂhe@ﬁla@ﬂlmasmam bA@i},a%.éQ 2By I N

[ 1C ' to one .enbodinent of the invention. The access
contr o S PR H 50 Fonsbonag e 4 Eharmeast 1o
trol |l er nhadk 4 | ation
Lo age 610 cont i neg aar Sa et 2 SRS Ay melfinhl gl R BBress
transact i of"BABY A#@ exiginakie the gressssor 110. Fmdiscissedralivre tHeGsolbiéd

Lopn node and isolated execution node.
The aceess TrmDsat R EARHR 0 hapRiedti unnEoiates shecimonr mat i on
660 i s car made.oThe dohﬁgb@fbn@@rab%%(d:in&ltfd%séar%gﬁ??més'ﬂ(%pg?& ‘?a@j{oess

i nformation,and, isol ated access state. The addr T or natron 1
represent e&t?fﬁqge PREFECRAMasH Halues 622 and eneemwy base registes §304b aterei s

represente | ess signal 664. The isolated access -22_ 20
SEFI; 2004 V\%h%)l‘r}é?rQQQS%ﬁ%ga%ﬁg%m signal 664 is essentially equivalent to

the isol ated access signal 272 shown in
The configuration controller 640 controls access to the configuration

storage 610 and provides some contro! functions to the memory 140. The
access grant generator 650 generates an access grant signal 652 using the
configuration setting 612 and the access information 660. The access grant
signal 652 indicates ifAthe access transaction is valid. If the access is not
granted, the chipset will return a p’fedetermined data value. This prevents
livelock. 1t also hides the existence of an Isolated Area.

Figure 7 is a diagram illustrating the configuration controller 640 shown
in Figure 6 according to one embodiment of the invention. The configuration
controller 640 includes a control storage 710, a locker 720, a prioritizer 730,
and a resetter 740. '

The control storage 710 is interfaced to the host bus 120 to receive and
store a lock control word 712. The fock control word 712 indicates if the
isolated memory area is enabled. Typically the lock control word 712 is written
by the processor nub 18 when it is invoked to enable or initialize the isolated
memory area 70. The lock control word 712 may be a single bit to indicate if
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.Figure 2. The isolated access signal 664 is asserted when the procews Plﬂﬂ@l.
generates a valid reference to the isolated nenory area 70 (shown in r

u
10). Theowmapkiegurati on setting 612 includes a nenory nma 2 and a
rre)rmry base val ue 632. The nenory nmask and base val ues ?3?\@%9%%%% are

the-two counterpart values of the isolated mask and base val ues 263 and

265, respeclackilgis desireds dwskiag is rana:paanafnﬁn tmpmlvteht glstmége Zrord Be; Om)r yt e
mask and ba S 2.and 632 de i sol ated nenory area in
menory 140 é‘g?eé‘?’lr#%% 32%{‘ H’éa‘g’ oEaL 96!’“"31_@&9“3?\3‘" te seeiien yptheedevices.

I solated nenory area 70 is accessible to the processor 110 in the I sol at ed

executi on m)de Thbedocker720uUbeitd Qdibeﬁsts%i‘lg@cﬁﬁﬁ%urﬁ%h'g?o?a & Eacfri
regi ster 62 store the nenor val ue and a NERDry vase fegister

630 to stor e loss CRBFEHyorhéE2. v¥¥han thedock nentronkongu? 12 isassedtatr(ald.er 640

contr ol
“Funct i ons. t o fockohite) G S5 EhatR s13ted Mot 2Rt Sgifes sore contr
access grancosfigymation Strage 6d0tffoen bemyf Wite®or AbdiRid. | TRe Bkkepfdgt he access
i nformati on, 66 The cessggﬁégs@m gnal 652 indicates If the access

transact i ond'iséﬂ%{ﬁlutﬂ’ ®l FRgistegs.anbe dockend201cape  wi | |
return a priggisieaichitegh Q%ﬁﬁéﬁ"dﬁvay%h'lﬁ oﬂ[a Smoﬁ H-Ié Iéﬁgﬁf#;rayy&aﬁilgsfﬂg' ?ﬁ:

the existence of an Isolated Are |gure
configurati Glﬁfﬂ@th(E(Q | am Cﬂﬁgatﬁfowa pasitiviei Igg@t@gateqnedeaw Whteosignginbodi nment

f th rat| trol r 64 i ncl udes a control
gtorageI 9\1/8 g’@'reth% S&rl ﬁ?‘%?i‘é‘? azré%‘?f'éhem The
control stocaxgteolm&dm RtySEABERIGH th@e\:rhe%nam id &6 (?tb ;{ﬂga,pd store
a lock control ¥vo 71{% The | ock control word 712 indi cat'es

te W fe.ca

i sol ated meffd 'QuFianetoragp®tl |y the |ock control word 712 is
witten by the processor nub 18 when it is invoked to enable or initialize

. be,,a sipgle bit
E gei Infi ?L:E gdi f ”Ele'g d’ﬁ‘fé@%eg ?%)4 PAG iR nE YACESY tARESLich b IRy & the IocE

control word 712. This prioritization allows the memory mask and base values
622 and 632 to take precedence over any other memory decoding. {n other
\'f;iords, all addressing in the configured isolated memory area and contro!
registers is handled by the MCH 130 regardiess of whether there is memory
backing this range or not. Other configuration registers such as top of
memory, memory hole registers will not violate this requirement because of
the locker 720. This prioritization ensures that code residing in the non-
isolated memory area (e.g., area 80 in the memory 140 shown in Figure 2B)
cannot alter the top of memory, memory range, or memory hole settings to
make contents of the isolated memory area 70 disappear or move. In one
embodiment, the prioritizer 730 includes a bus cycle decoder 732 and a
priority encoder 734. The bus cycle decoder 732 decodes the bus cycle from
the bus cycle signals as generated by the processor 110. The bus cycle may
be one of a normal and special bus cycle. The normal bus cycle corresponds
to the normal execution mode. The special bus cycle corresponds to the
isolated execution mode. Examples of the special bus cycle include a read/

write data access cycle, a read/write control access cycle, a logical processor
-24-



WO 0117 -5 95 PCTIUSO /08374 |ocking is desired. Locking is an openaf ¢
to prevent a storage frombeing overwitten by an inadvertent or

I nt ent | @@l ¥gdst € operati on by ot her devices. The lOCkerPC%BgJ{’; access
to the configuration storage 610 based on the | ock contro r 12. \Wen

the lock control word 712 is asserted (e.g., the lock control bit is set
in enabl e seaiferyclehant edkgicalp®cpssirenitimrawe! cyataf The palorionestedsrge 610

from bei ng ' or .odi fied . The | ocker 0,, djsall ows updates_to the
MCH cont r ol %%}‘\gﬁﬁ%th %cqxge&légs SYe é‘ar?”ﬁ‘é%di %i"@a@ﬁ'f eantral wordiibdr - of
ways. | n onFhapribeitizert T80 heakeitedBY idate ' 36 OR gate
for a positivgbl ogi ci to gate t?]e réad/ \?vrg‘?éfrgag’: %ﬁ%ﬂﬁ%% )S'BftPéﬁ?t he

gr

processor WREIESSHEanbgrNe@te&R0. Wb isingtimemeneaceess thatgetsquarityl Ihier d 712
I s asserte ' ' ' [ i | e inhibitinga wite to
.the confi ggtrHaéltllgg}FlellstﬂgF %ée\}egi%&%&gpit@?%?ﬁ@i raﬁ%@"ﬁﬁ'? Ttizes the access

transaction based on the lock control word 712. This prioritization allows
the nenory mask #&hd ressttervadQiaitialig@? trenidoil enicrards goefignce over any

t her nmenor codi.ng.,In otther words, all addressing in the configured
iosol at ed rreﬁ%%ﬂeg”é{?%é%gﬁﬁﬁag%éﬁoﬁnd ﬂ'&‘gggfit@l§ftqr§gﬁg!s1§:l§{%r{3r>eseheTh@H Ilgg
regardl ess fése\ftﬁe!?herinélhsé@ﬁ'\ﬁrit@’dw&w o Qﬁﬁé‘inﬂﬂal%ﬁiu%s;(g.r%g?lgie%% -a{uOt her

configuration registers such as top o nmenory, Meno regi'sters wll
not vi ol at ecR®Bsa cenaiartnionil heomrydhefconfiparationlstorage@®@ 10T aing the

prioritizat] t de residi.ng in the non- isolated nenory area
(e.g., ar eah‘g‘@"ﬁnﬁi’vﬁgﬁ%ﬂgwgﬁz?o’eéﬁﬁﬁﬁ”9&91’&39ure 2B) cannot alter the top
of menory, menory range, or nenory hole settings to make contents of the

i solated menory Rigise Wisdi diaprenititratiny the Atcedyraf§OseiERi650 Hown
prioritizer. 730 ingludes_a bus cycl e decoder 732 and a __priority encoder
734. The bu¥ BHUIe5RECOHERS R ona&nhrdimentolths inyention: (e acerssigrantycl e
signal s as : Te Y. be one of a
nor mal and gﬁg%ag? u@)hg%%esg ﬁﬁgaﬁgggéﬁ%rséagﬁga@oaﬁ: ggg@%ﬂt to the
normal execgembmerd®®. The special bus cycle corresponds to the isolated
execution node. Exanples of the special bus cycle include a read/

The address detector 810 detects if the physical address 652 is within
the isolated memory area 70. The address detector 810 generates an
address matching signal 822. The address detector 810 includes a masking
element 812, a comparator 814, and an address detect combiner 820. The
masking element 812 masks the physical address 652 with the memory
masking value 622. In one embodiment, the masking element 812
implements an AND operation. The comparator 814 compares the masked
physical address with the memory base vaiue 632. The comparator 814
generates a matching result 816 corresponding to the address matching signal
822. The address detect combiner 820 combines the matching result 816 with
at least one access condition 818. The combined matching result 816 and the
at least one access condition 818 provides the address matching signal 822,
In addition, the address detect combiner 820 may also be gated or enabled by

the isolated memory priority signal 736 as generated by the prioritizer 730
shown in Figure 7.



wite data access cycle, a read/wite control access cycle, a |ogicda( SEP 2004
processor -24 20 SEP 2004 WO 01175595 PCT/US01/08374 entry cycle, and a

| ogi cal wragessor wit hdrawal cycle. The priority encoder C'IYI%%ZO@ 4des t he
decoded bus cycle as enabled by the | ock control word 715 grioritizer

730 generates an_isolated menory priority signal 736 to the access grant
generat or 650. |1h¢&caess geantopmiines’3t bambyesthp radairédsy/matdhing signae

| ocker that s,to th nfiquration registers. The resetter
740 1 ni 1 al G20 de SO0 Br P 1 B e Rl csierysioael 68 dromage
610, and t heecmeesslinfotmatign 660Ptd/generbfSHe addils zg’rﬁﬁﬁéibﬁél E{ﬁ the! udes a
wite circuit to wrh{)e |gjt|al val ues tgie.g., all Zero s7 al one’s, a
const ant) t3FCEEP HBRFYNDINGE 830 Nsyiestiiab @ rpathedeteysial addressds cont r ol
storage 71 d@f@?ﬁp i ta LSEd B | | S diagramillustrating
.the access Oi:;r ant éhelﬁgrfbgtao‘rléléc’a'gkg%gaﬁdref{rbg% E? ﬁ‘%lsg%&%? Ei?effaofyoa@ﬁé‘s

enbodi ment isdicated byt isolated Heeeas signal @64nt  generator 650 includes an
address detector 810 and an access grant conbi ner 820. The address detector

810 detects if til_:ué ghty;sic addr ﬁs 652 is within _ the isolated nenory area
70. The address ‘deteetdr W’%@rﬁg Yslealinga prerass200hia eantrad actegsalo 822. The

addr ess detrmetrry 3&8oidifg t6'BRie @niBtsdinBAaL , a conparator 814, and
an address det e(pt( conbiﬁéer 820. The nasﬁﬂr?%q@?ée%n' 812 masks the physi cal

address 652 with the menory masking value 622. In one enbodi nent, the
maski ng el ement 9R9N SR Entherroaas8lD cpefiguresihe Toecesotipasadtion if tHe

Compar ator B} (ks AL TH, el gr Ibkliek S Sl Goronseimaastion e |

addr ess mattbhicopfiguatian stBeRie, Bhg, stiving $hesiohEfiask URY Hide @aqgeﬁmrbi nes the
mat chi ng resglt 816 é’a%]th at | east one access condition 818. The conbi ned

t |
mat chi ng red !'r)[orgféa and hase zegistess: Nexb the peacess) configupasapcess des t he
address mat gdiitftd 16 e dbnfinfation storage (Block 915) by storing the lock control word

in the control storage. The process 900 then locks access to the configuration
storage based on the lock control word (Block 820). The fock control block

could prevent any accesses to the configuration. Therefore, all accesses to
the configuration after lock are faults.

Next, the process 900 receives an access transaction from the
processor and decodes the access bus cycie (Block 925) and prioritizes the
access transaction based on the lock contro! word (Block 930). Then, the
process 900 determines if other access conditions are satisfied (Block 935). If
not, the process 900 generates a failure or fault condition (Block 540) and is
then terminéted. Otherwise, the process determines if the physical address is
within the isolated memory area as defined by the memory mask and base
values (Block 845). If not, the process 900 generates an access grant signal
for normal execution mode (Block 950) and is then terminated. Otherwise, the
process 800 generates an access grant for isolated execution mode (Block
955). This includes generating an address matching signal indicating if the
physical address is within the isolated memory area, and combining the
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In addition, the address detect conbiner 820 may al so be gated or endp§ER)N
by the isolated nenory priority signal 736 as generated by the prioritizer
730  sRpwgheedigure 7. -25 20 SEP 200t WD 01/ 75595 PC;PIJ/%@H/&% /4 The
access grant conbi ner 830 combi nes the address matching signa 22 (from
the address detector 810) and the isol ated access signal 664 (from the
access i nf @AERSSOMaBBW)g signgbard theeistlded acesss gjgaaltosjeneadte@h@ .actbss
access gra i ner 0.ensures that a mptched physical address is
acconpani e@s’%@%@él i%gri&?rgﬁgg!%? a?%ﬁeéﬁé'ﬂ%tgﬁ{”@ st'ﬂ%&'é@\" &sh W&E?/‘ear ea as
i ndi cat ed Ippytibal addiest evtrateanening Rdskfffvallie anbeohiating thbgﬂﬁéﬁéd

I'n

illustrating a process 900 to control access to nenory accor g to one
enbodi nent PHYSCRbaddress vihtheypemosThrge velve torannesategomatehing gesws t he
access transaction in the MCH (Block 910). This configuration includes

witing confi gupgdy eiﬁ.b j | fi L , g.
storing nenory nhgégﬂpfahn bggég8g?tggtserﬁrﬁ?r%%rﬂfgﬁg§w[§¢:eﬁ gggg&%e tcﬂs.
Next, the mobdbeproCes<800 iniermnaded.cihemise, the procdsse0minftiaizeaticon
storage (BlLock 915) by stori the | ock control rd in the control

st or age. Tﬁ%oq%ﬁegégé?%ﬁ@“ﬁréﬁgICBEﬁQUVQ@EB rege ad thsneonita! slerage st or age
based on t [iBIdcREES)OMheQbrosess 90BiPmHenI@thinaléte | ock control bl ock coul d
prevent any accesses to the configuration. Therefore, all accesses to the

configuration after |ock are faults. Next, the _g{aocess 900 receives an
access transact iWYhile thisinvantiophasdesasy desaiibed vothetefeiencade dkstrative cycl e

Control votT i s 1his Ectiffion REAGTRerBESEEE Aol 8 TmtBaner access
condi t i ons senees MdriafusadodiBtatidnOdThe illifstratioé enibiipentseas willagefeirat es a

failure or fault conditjon (Block 940) and is hen term nated. O herw se,
the proces §'ﬁé‘?fsémﬁfﬁ%§¥ he W&%nmé'f%ﬁglz aEf‘dBP%%@“i to peyispRs skillad in e arted

Menory ar eqo dhictetHe ReRton PErBREDIK dE&Mfe i AftRin the spirit and scope of
the invention.
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val ues (Block 945). If not, the process 900 generates an access gragtﬂ SEP 2004
signal for normal execution node (Block 950) and is then term nated.

O herwi se, the process 900 generates an access grant for isolated
execution node (Block 955). This includes generating an address matching
signal indicating if the physical address is within the isolated nenory
area, and conbining the -26 2 0 SEP 2004 WO 01/7 595 PCTIUSO |/08374
address matching signal and the isolated access signal to generate the
access grant signal. Generating the address matching signal includes

maski ng t WEhatphglgineed isaddress with the menory masking val ue and conpari ng
the masked physical address with the nenory base value to generate a

mat ching result. Next, the process 900 deternmines if a reset is triggered
(Block 960). If, not, the progess 900 is term nated. Ot herw se, the process
900 initidli zesAt ARPAINGLFUPRSF MEnOry area, the configuration storage, and

the contrq| BFE éﬁ%n &if%‘@ﬁfﬁ% ' fﬁ%& Lpated. Wile
this inveﬁit(i'(%%li agggégﬁiég@rl e%l\?\n re efséencgt?(é)o% us%df%dﬂsé\}e
enmbodiaetion gefidrated ®yQrprotdssot Hasing i nonnhkbsxeestidnanbde adnmsitisolged execatibn mi ti ng
sense. Various nodifications of the illustrative enbodi nents, as well as

ot hermodmtiwdicaesstieansaction daving aeresoinforwation; are apparent to persons skill ed

in the art ta which the inventi ertains are deened to lie within the
Spirit and SOEIRER coRER FERtIefp BE oS RE B cohfolachaite e, | "5,
appar@nﬁ?u@%pg@g&gﬁn@ configuration storage containing a configuration
setting to configure an access transaction generated by a processor having

a normal exezgeisqErantatecratd caupledtyl the echftgueationi stotagetogenerateanaccsss grant
t ransacti on havi ccess infor

in tion; a,configuration contraller coupled
to t RERRbHPREHE] RA5NE 304 Bieeaetnss infomaationfhesecess giant s8Rl | on
St Or 2@@icaftfiglif the access transaction is valid,

2. The apparatus of claim 1 wherein the configuration setting includes a memory
mask value and 2 memory base value, the memory mask and base values defining an isolated
memory area in a memory external to the processor, the isolated memory area being accessible to

the processor in the isolated execution mode.

3. The apparatus of claim 2 wherein the configuration storage comprises:
a memory mask register to store the memory mask value; and

a memory base register to store the memory base value,

4, The apparatus of claim 3 wherein the access information includes a physical
address and an isolated access state, the isolated access state being provided by an isolated access
signal, the isolated access signal being asserted when the processor generates a valid reference to

the isolated memory area.

5. The apparatus of claim 4 wherein the configuration controller comprises:
a control storage to store a lock control word, the lock control word indicating if the
isolated memory area is enabled; and

a locker to lock access to the configuration storage based on the lock control word.
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an access grant generator coupled to the configuration storage to gg
an access grant signal using the configuration setting and the acc mm
i nformation, the access grant signal indicating if the access transaction
is valid. 2. The apparatus of claim1l wherein the configuration setting

I ncludes a nenory mask value and a nenory base value, the nenory mask and
base val ues defining an isolated nenory area in a nenory external to the
processor 6.t he Tieaipparthsrafetuim Sawbaecindheprdigoetion lnbntrdlbr further poroprsssior i n
the isol ated execution npde. 3. The ap of cI erein the

conf i gur atd pipriizer ipguiasibiep thesasgess t@“ﬁ’éﬁﬁ’i‘;ﬁ?‘i§ F@T‘T ¥o¥.ore the
menory mask val ue; and a nenory base register to store the nmenory base

val ue. 4. The apparatus of claim 3 wherein the access information includes
a physi cal?. addfiesspparatuseof dlaml Gwhetemchesenfigusation coheolies firthee dompsess st at e

bei ng provided by an. isol ated access signal e isolated ac s 5| al
bei ng asse?ﬁéﬂtf\ﬁ%‘éﬁmﬂﬂ@e %@@'é?é@%@éﬁ%@%%ﬁ%%ﬁ%&%&g f

i sol 9 rea. 5. The apparatus of claim4 wherein the conf i guration
cont rast(ﬁr %gﬁéa{rr%#ses a control storage to store a |lock control word, the
| ock control word indicating if the isolated nenory area is enabled;-and a

| ocker to éock g,gecess to trlﬁ .CO, flhgW on storage based on.the | ock
control wo g‘a@ﬁﬁ&?‘eﬁiﬁ'@n engralgr CORPHSSSt ei n t he
confi gur at ,0idrOR deRclo? 'i:o aé’kééth?ihc %ﬁ?&?édl 2fdress @uﬁﬂﬁxpﬂhb §doTfRéd hemefy fd L1268
the access transaction based on t l ock control word. 7. The apparatus of

cl ai mhﬁwddmssadetedtbmganmatmglanaddmssmmhmglsigml gud t her corrprl ses: a resetter
toinitialize the isol ated ne ¥ t he, confi st rage and the

control  sPROFKGES 51'5’6?1’0@%4%‘?""031’ ﬁﬂgre%ﬁ‘lfé“ Tt ‘gF%H’ net t he access

0 ARG SATI 295 MR s hning e oo

generﬁblan@lanessdcgaﬁkeompmidmtosthgaaiessgmkmaaccess grant conbi ner coupl ed
to the address detector to conbine the address matching signal and the
| sol ated access signal, the conbined address matching signal and the

9. The apparatus of claim 8 wherein the address detector comprises:

a masking element to mask the physical address with the memory masking value; and
a comparator to compare the masked physical address with the memory base value, the

comparator generating a matching result corresponding to the address matching signal.

10.  The apparatus of claim 9 wherein the address detector further comprises:
an address detect combiner to combine the matching result with at Jeast one access
condition, the combined matching result and the at least one access condition providing the

address matching signal.

11. A method comprising:

configuring an access transaction generated by a processor having a normal execution
mode and an isolated execution mode using a configuration storage containing a configuration
setting, the access transaction having access information;

controlling access to the configuration storage; and

generating an access grant signal using the configuration setting and the access
information, the access grant signal indicating if the access transaction is valid.

-20-



i sol ated access signal corresponding to the access grant signal. 9. ﬁgﬁPl%h
‘apparatus of claim8 wherein the address detector conprises: a naskg

el enent to mask the physical address with the nmenory masking value; and a
conparator to conpare the masked physical address with the nenory base

val ue, the conparator generating a matching result corresponding to the
address matching signal. 10. The apparatus of claim9 wherein the address
det ect or flart herheanehod sfclaim dhwhertireths comfigurationcetiingdnclodeseondrhiony t he
matching result with at | east one access condition, the _cponbine t chi ng

r es ulmaskrvalustred armementbagnealue dhasmemgrmaskoandhest Y dngsglefipng ag %tg‘g

mat ching signal . 11. A neth onprisino. nfLour] ] : ction
genertE ORI 4 B0 P A G e e b irR 3% BARE BRatBRIeC,
execUhl BihcBRILInURE (B Aed Sttt @bAd&N Storage containing a configuration
setting, the access transaction having access information; controlling
access to the configuration storage; and generating an access grant signal
usi ng the nf i j i : : i oEL ) IS Qecess
arant signit 1 nicQeRSg offibiy 19 wAidferh B GR0AR e debh B Bt Bn RS0 004
12. The neibak te niérdormdbk Wakiedh A niditorg aiikk espistért @and setting includes a
menory nask val ue and a nmenory base val ue, the nenory mask and base val ues
defi ni ng astotispthstmeemonydyss yalug ina memeryssoregist®t ernal to the processor,
the isolated nenory area being accessible to the processor in the isolated

execution node. 13. The nethod of claim 12 wherein configuring the access
t ransact i ob4.confihé sethod oftchaimrd wineeinthmacgessasformationcnclndes aghysicyl nask

ister; tori th . b | ' . ister. 14.
Th nikdrens 01 SBIEHP SRR BN B SRS SIS PIOFH BF AR S PRy Sical
he | AR i _
or ovi SEADg a B8 pEeE iR BRe R PhOF TSR R BETa U RRARIBT

asser thedsolited nidngorpraceaessor generates a valid reference to the isolated
menory area. 15. The nethod of claim 14 wherein controlling access to the
configuration storage

15.  The method of claim 14 wherein controlling access to the configuration storage

C

comprises:
storing a lock control word, the lock control word indicating if the isolated memory area
is enabled; and

locking access to the configuration storage based on the lock control word.

16.  The method of claim 15 wherein controlling access to the configuration storage
further comprises:

prioritizing the access transaction based on the lock control word.

17. The method of claim 16 wherein controlling access to the configuration storage
further comprises:
initializing the isolated memory area, the configuration storage, and the control storage

upon reset.

18.  The method of claim 17 wherein generating the access grant signal comprises:
generating an address matching signal indicating if the physical address is within the

isolated memory area; and 30



conprises: storing a |lock control word, the lock control word indi catinE% | f
the isolated memory area is enabled; and | ocking access to the 20 SEP 2004
configuration storage based on the |lock control word. 16. The method of
claimlS wherein controlling access to the configuration storage further
conprises; prioritizing the access transacti on based on the | ock control
word. 17. The nethod of claim 16 wherein controlling access to the

conf i gur atdomibisingthgaidréss mdtehing sigmal ianéd the isolated atdess signal ttbe combiaedd nmenory
area, the configuration stoig%ge, and the control  storage ugon reset. 18.
The restdresa matchingsignal and s iselated gegres a@%govwoa@esé%%gﬁaﬁs graghsignal.

conprises: generating an address matching signal indicating if the
physical address is within the isolated nenory area; and -30 2 0 SEP 2094
conbi ni ng the albe esthodetfchiimd 8svhpnein gemaratingthe addrassanatching signali gnal , t he
conbi ned _address matching signal and the isol ated access signal

corr eSPBRHChg to the access grant signal. 19. The nethod of claim 18

wherein ge ' Eldﬁr - ' ﬂ?ﬁ&in Lhges: masking the
physi cal a@%@ég%é}%p e gﬁ%#@%@%@ﬁ‘ﬂ/a ue;ggﬁgp’g%&rrpari ng the nmasked
physi cal adethpsngiht mashal piRREVaddess withlthememopehat ¥hke fo gdmtahang resul t
corresponding to the address matching signal. 20. The nethod of claim 19

wher einatchingtesult eeyraspendingtoctbe addressinatehing gigael. f urt her  conpri ses:
conbining the matching result with at | east one access condition, the
conmbi ned matching result and the at | east one access condition providing
t he addr es20mat dhiemgethodyoidlaifill9 whereimuenenatipg tgraddresy mdiching Gl fustherg: a
machi ne readabl e medi um havi ng conput er program code therein, the conputer
pr ogr &R Fuct conpri si ng:

combining the matching result with at least one access condition, the combined matching

result and the at least one access condition providing the address matching signal.

21. A computer program product comprising:

a machine readable medium having computer program code therein, the computer
program product comprising;

comiputer readable program code for configuring an access transaction generated

by a processor having a normal execution mode and an isolated execution mode using a

configuration storage containing a configuration setting, the access transaction having

access information;

computer readable program code for controlling access to the configuration storage; and

computer readable program code for generating an access grant signal using the
configuration sefting and the access information, the access grant signal indicating if the access

transaction ts valid.

22.  The computer program product of claim 21 wherein the configuration setting
includes a memory mask vatue and a memory base value, the memory mask and base values
defining an isolated memory area in 2 memory external to the processor, the isolated memory

area being accessible to the processor in the isolated execution mode.
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conput er readabl e program code for configuring an access transactiog 2004
generated by a processor having a normal execution node and an iso zgt%g
execution node using a configuration storage containing a configuration
setting, the access transaction having access information; conputer
readabl e program code for controlling access to the configuration storage;
and conputer readable program code for generating an access grant signal

usi ng t he 23confTigdoaipuist pieirimigodurtof dleinp2Z ehercimthe computerreaddbde access
grant signal indicati ng |f the access. transaction is valid. 22. The
C onpuregrapy esge £on onSguang Bie 2s¢ess HADSACHATFOIITISEYe confi guration setting

pase val USRI RAG 0 P45 GRE 5% AT e RS Bl PRD R T

pr OC%%R&: dnde i sol ated nenory area being accessible to the processor in
the isol at’ed execution node. -31 20 SEP 2004 23. The conputer program

product of camymiten r2@labtecpro grant ¢vde domnstarirey the esdwiny basepabigrim emmenatay base

conflgurl ng the access transaction conprises: conputer readable program
code ®85%t oring the nenory mask value in a nemory mask register; and
conput er readabl e program code for stori ng the nenory base val ue in a
menory base register. 24. The conputer program product of claim 23 wherein
t he access24.nfo cmmputetptombduqiwgiauaB adhgrain theagersainformitaned access

state e cce ein r an isolated a S

21 gnalnelitfes pysRial Bt EERGR oh et Soca BMEIhE RPlatr s sRE Ghdspdeded

gener gy 8%isdlard ac@egs%iﬁfaf%&s&ateafaeceﬁagaﬂ% e th proceblit comput er
program product of claim 24 wherein the conpdter re program code for
cont r gérerates avalebrefdrenceite tedsdlatgd memory aaor age corrprl ses conput er

readabl e program code for storing a |lock control word, the | ock control
word indicating if the isolated nenory area is enabl ed; and conputer

readabl e pesgr amhe ee@phet progedm pebdactatThin @4twitréia fild nipitdregadibler age based
on the lock control word.
program code for controlling access to the configuration storage comprises:
computer readable prograrn code for storing a lock control word, the lock contrel word
indicating if the isolated memory area is enabled; and
computer readable program code for locking access to the configuration storage based on

the lock control word.

26.  The computer program product of claim 25 wherein the computer readable
program code for controlling access to the configuration storage further comprises:

computer readable program code for prioritizing the access transaction based on the lock

control word.

27.  The computer program product of claim 26 wherein the computer readable
program code for controlling access to the configuration storage further comprises:
computer readable program code for imtializing the isolated memory area, the

configuration storage, and the control storage upon reset.

28.  The computer program product of claim 27 wherein the computer readable

program code for generating the access grant signal comprises:
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26. The conputer program product of claim 25 wherein the conputer ﬁa[ﬂgﬁl ff][]l;
‘program code for controlling access to the configuration storage fu
conprises: conputer readable programcode for prioritizing the access
transaction based on the lock control word. 27. The conputer program
product of claim 26 wherein the conputer readable program code for
controlling access to the configuration storage further conprises: conputer

readabl e popguRArcadasie pegrimicbdafor Zamgatinpean Ridest enitohingignabindicatingif
configuration storage, and the control storage upon reset. 28. The conputer

progﬁ@wph)ﬁ@dk&drwﬁltwahmthqlmdénﬁmﬂﬂeﬂ% ter readable program code for
Peadabl e PBY eﬁ%ﬂ?@%@éﬁéﬁ%ﬁfﬁémﬁﬁﬁﬁé@%ﬁ%‘%‘i’lﬁg S a0 oot ng

T GhR.edY&esdd bihedaddtest rhitehig Qﬂgﬁﬁl%dﬁﬁéfﬁﬁl!teﬁrae@ess ggilaa{corrput er

reada e progra ode or conbi ning the address natching signa nd the

i sol abedspondireso shegaratss grirg sigmabi ned address mat ching signal and the

i sol ated access signal corresponding to the access grant signal. 29. The
conput er program product of claim28 wherein the conmputer readable program

code for gener afidbmigier %%%M&Bfﬂﬂlnﬁw%&eﬁ%%bﬁﬁﬁtﬂ fa83HK er
readabl e program code for masking the physical address with the nmenory

maskiprograal essle fmmmsﬁmaddmaMWs@a&mmmst or conparing the masked
physi cal address ne bas ue, to rate a,mat chi ng result
cor r espondidRP #@ggcﬂi?g?@ %F)cﬁ i T %hﬁph 53 SBHBE DA gr am

pr odughskaip ¢dlae; %39 wherein the conputer readabl e program code for

generat i ng t he 'address matching signal further conprises: conputer readable
progr am cochenguder remiwlcrprngalﬂmdmfummgrmgﬂw mashed physical eddressomieh thaccess
condition, the conbined matc g result and t | east one access

condi PEBRTLPasE valus o BeteAta A S ekl hForEFsee 08 10 the essyayehng $8pali si ng:

a processor having a normal execution node and an isol ated executi on node;

30.  The computer program product of claim 29 wherein the computer readable
program code for generating the address matching signal further comprises:

computer readable program code for combining the matching result with at least one
access condition, the combined matching result and the at least one access condition providing

the address matching signal.

31. A system compnsing:

a processor having a normal execution mode and an isolated execution mods;

a memory coupled to the processor having an isolated memory area accessible to the
processor in the isolated execution mode; and

a chipset coupled to the memory having an access controller, the access controller
comprising:

a configuration storage containing a configuration setting to configure an access

transaction generated by the processor, the access transaction having access information,

a configuration controlier coupled to the configuration storage to control access to the
configuration storage, and

an access grant generator coupled to the configuration storage to generate an access grant
signal using the configuration setting and the access information, the access grant signal

indicating if the access transaction is valid,
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a nenory coupled to the processor having an isolated nenory area ac ﬁﬁshp@m
to the processor in the isolated execution node; and a chi pset couél t
the menory having an access controller, the access controller conprising:
a configuration storage containing a configuration setting to configure an
access transaction generated by the processor, the access transaction
havi ng access information, a configuration controller coupled to the

confi gur agon Shersgstemtod ctaomilovheaein dhsconfigmtation sesting pahides BMEBIOBY age, and

an access grant generator cqupled to the configuratio torage. t.0 generate

an ambgagﬁ%@a@@?ﬁlb%ﬁ’ ‘ée’tﬂl*f‘eff‘%ﬂm’&&’ﬁ‘a@ﬁ SRS ﬁ&‘ﬂa?ﬁ%lé'ﬂ&i?gess

I nformation, t.he acce grant signal indicating if the access transaction
13 G EpDy,

i s vATGRCTY ages 04 32. The system of claim 31 wherein the
configuration setting includes a nenory nmask value and a nenory base

val ue, the nemory mask .base val ues defjning the isolated nenory area
in the merdry. %swgwﬁﬁgoth&i S@dﬂ’f@rﬁgpﬁpoﬁﬁgcemﬁjrationystorage
conpri ses:amgmglp)g@é%k{égékerlft&%ﬁ@éﬁfc%ﬁﬁg&{,ﬂ@e.%gmy mask val ue; and a

menory base reg store ase value. 34. The system of

cl ai m 33 whgesiofy bdie régistests stoté diemasmory basevaldes a physical address and an
| sol ated access state, the isol ated access state being provided by an
i sol ated access signal, the isolated access signal being asserted when the

processor genergheg sieny 8f difhind §5 GhSREFHE AccekdBifbranlioh AEIRIRpYysié£a. 35. The
system of claim 34 “wherein the configuration controller conprises: a

cont r address and g isotatest wcessatate dhe isolatedakccass stdte biekng provided oy an sblatedrageess

i ndi cati if the, isolated nmenory area is enabled; and a | el to |ock
o coo ) ik iolalit 105 e bORG Pl B thg FrscRtsor BEETiEn A VRN IRBREee A6 The
Ssyst efleQolsth@i{Bmory Wagr €1 n the configuration controller further conprises:

a pnoritizer to prioritize the access transaction based on the | ook
control word. 37. The system of claim 36 wherein the configuration

control lersgurt hge systeIR o¥ Efafin 34 wherein the configuration controller comprises:
a control storage to store a lock control word, the lock control word indicating if the
isolated memory area is enabled; and

a locker to lock access to the configuration storage based on the lock control word.

36.  The system of claim 35 wherein the configuration controller further comprises:

a prioritizer to prioritize the acvess transaction based on the lock control word.

37.  The system of claim 36 wherein the configuration controller further comprises:
a resetter to initialize the isolated memory area, the configuration storage, and the control

storage upon reset.

38.  The system of claim 37 wherein the access grant generator comprises:

an address detector to detect if the physical address is within the isolated memory aréa,
the address detector generating an address matching signal; and

an access grant combiner coupled to the address detector to combine the address -
matching signal and the isolated access signal, the combined address matching signal and the
isolated access signal corresponding to the access grant signal.
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a resetter to initialize the isolated nmenory area, the configurati 02 00
storage, and the control storage upon reset. 38. The systemof cla IQ'ISQE';)
wherein the access grant generator conprises: an address detector to detect
if the physical address is within the isolated nenory area, the address
detector generating an address matching signal; and an access grant
conbiner coupled to the address detector to conmbine the address nmatching
signal andgt he TreQlabAhAARST whdaeathe idigese dBtettopcompiiseess nat ching si gnal
and the isolated access signal corresponding to the access grant signal.
-34 20 SER madking3demditdo syask dve physichladdresg with dhemampremasking-¥alueiandct or

' ; Ki I h ' dd ith th
TmaKi ng. v GEIPE oS TR P RG o i as ey Sk A bR cos ©
ith ¢ ' ' | t
cor r CERBAREEYgARE  HtiTne I (RARBASAEK, REBEARls MRTPRE "0) L 5o

wherein the address detector further conprises: an address detect conbiner

to conbi ne, t he tchin s.ul i t h. | east e.agcess condition, the
conbi ned chfﬁ%?yéteﬁg?trcjﬂﬁl %%ﬁh%mﬁéﬁg&%ﬁéﬁgﬁ% DEFPESH provi di ng
the addregs,{udss Rkt ntidrto combine the matching result with at least one access

condition, the combined matching result and the at least one access condition providing the

address matching signal.
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