22P9305 PATTERN RECOGNI TI ON The present invention relates to 222“503
vefification apparatus for the recognition of a person, where a
recognition decision is required based on results fromtwo 5 or nore
different sources. One application wof!l the invention (nerely by way

of exanple) is the verification of the identity of a person by a system
control ling access to a service or prem ses, and nore than one test is
applied for this purpose. Typi c il SueUaNosiPBor exanpl e, 10 face
regogni ti:on, “fingerprint. r ecqogni-tion, --or’ voice recognition (speaker .

“verification): these techni-ques, arg. oft-en called bionetrjc tests... n stch a -’
test, the normal prd@&durBre8eRhat ‘i?s'&&?’hpulrglﬁﬁeFden{E?tyv g.rc%:ﬁ.on

?L her i Indi caz i &Epﬁfrahiu%_ 1%or C]ttaielmd:-eddglﬂ'ﬂrtiitqn of aDatpersdari vedhexe ora
“the relevant characteristisc the ,use. i I Wi I h
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entry of hbs detrai meren ﬂﬂéfe}$ﬁ¢nlEdﬁmseﬁesultcm@"ﬂﬂn&i&@t&ﬁntiQ£ the
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the test. In ggﬁgrggl%,g eég%gghkfb?a%fg%r%fgc asg}o_hl%s%g*aﬁev%rﬁ%?p%?an oF
ni sal i gnment ,  shet hdentitye ffec 2oPeXROMRY PaSYSteNs GORtEoldding ascesisyho

the data derivgd gler@deeo£ Ngréni €64 5t aadOmdiee tiei GheDEesBeler applldles
the stored 25 tenplate perfectly, an,daﬁgcgﬁgnetk&%u er' identity is

tested the degf@& it BRTPLSE; kel WRAF ft mjght "be, Ior example,

10 face recognition, fingerprint recognition, or voice
recognition (speaker verification): these techniques are
often called biometric tests.

In such a test, the normal procedure is that a user
inputs an identity number or other indication of his

15 claimed identity. ~ Data derived from the relevant
characteristic of the use is compared with stored data (a
template) derived from a training session with that user at
the time of entry of his details on the system. "The result
(or "score") of the comparison is then compared with a

20 threshold to give a pass/fail for the test.

In general, because of factors such as physical or
temporal misalignment, or the influence of ambient factors
such as noise or 1light, the data derived from the

\_ characteristic of the user almost never matches the stored
25 template perfectly, and each time the user’'s identity is

tested the degree of match is 1likely to be slightly

different. The thréshold is therefore selected to pass the
genuine user with a reasonable degree of certainty and

'\'/

reject'others'with'a reasonable degree of certainty.

30 Where (for example) two tests are used, the question
arises as to how to combine the results. An obvious option
is to deem the identity verified if both tests are passed.
The results of this may be unacceptable, however.
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different. ' The threshold is therefore selected to pass the g'énui ne user’
with a reasonabl e degree of certainty and reject others with a reasonabl e
degree of certainty. 30 Where (for exanple) two tests are used, the

i question arises as to how-to conbine the resplts. An obvious option is.to

. deemthe identity verified if both tests are passed. The results of thivs
- may be unacceptabl e, however. - 2 - Consider the follow ng exanple. ®

—.mpostor. in_1000 whi ls'

Suppose that reliabi Congidfer hehe iffclfl dweisig iexamupdle.- that it accepts 1
Suppose-al sq that.t heiggcond.. accepts. Te[ects

- genui ne candi datBaitn 180.a¢¢eptrsd tMPPé?;QIrtsilaréo&ﬂm?'hééieasr@héyFtnancﬂ
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100, 000. But the genuine candidate rejection rate go_es up to:- [err]. which
is far worse th8RCEREST il dimpestes ARnldfodRd rejegtentegRaud o caKidate
second test is fgseposo that its inposter 15 acceptance rate is 1l in

imposter acceptance rate will be 1 in 1000 x 100 - i.e.
10 in 100, 000. But the genuine candidate rejection rate goes
up to: -

1- 9, 9 _011 iell in1000 - o/
1000 ~ 100

which is far worse than the first test taken above. If a
thfeshoid_for the second test is reset so that its imposter

15 acceptance rate is 1 in 1000, its genuine candidate
'rejection rate might typically go up to 1 in 10 giving a
combined imposter acceptance rate of 1 in 10,000 while 2 in

1000 6f the genuine candidates are rejected. This is only

a modest improvement on the first test taken alone. Also

20 if both thresholds are altered so that 1 in 1000 of the
genuine candidates are rejected as before, the combined
imposter acceptahce rate would typically go up to 4 i~
10,000 which is little improvement on the one test on iQ?d

own. |
25 ~ According to the present invention there is provided
a verification apparatus compriéing:
(i) means for input of information as to an alleged
identity of a person; '
(ii) at least two recognition means to compare
30 attributes_of_a person with stored templates relating to
the person having the alleged identity to produce scores
indicative of their similarly or otherwise; and '
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_l’OiOO of t'he’g'enu‘i ne candi dates are rejected. This is only a nodest
|_n’~3provement on the first test taken alone. Also 20 i f both threshol ds
are altered so that 1 in 1000 of the genuine candi dates are rejected as

bef or.e, the conbi ned i nposter acceptance r3ate woul d typically go up to 4
10, 008, which is little | nprovenent on t he Jone test on its own. 25

According to the present invention there is provided a verification
apparatus conprising: (i) mearis for input of infornkation as to an al | eged
identity of a person;-(ii) at.-least - two . recognition. means: corrpare
300" attributes of af(déikon vmanSStfﬂredfqram aBedeighted ram of hﬁh%erson
havi ng the all egegcdtggnt ity to produce scores indicative of their simlarly

or ot herw se; and 3 - (iii) for formn t f
the scores. O her asy%&?% afpeche ‘wa"é’ﬁt qBVP‘E&@“a%’%éP?ﬂgﬂm Rﬂggh SHm e

3ccorrpgnéi ng ﬁl ai fﬁécom'éanym g clainge enbodl ment of the invention will now be
0 agr ot ofs one” § e gRBORBRRY ks Ehen RS L nell b frindy ok
I nventi on. with reference to. the accompanymg drawing, which is a
block diagram of one form. of verification apparatus
according to the invention.
An input device 1 such as a keyboard or card reader
10 receives an input indicating the claimed identity of a
\_ user and produceé an output in the form of a template
store address. ' .
Sensing devices, viz a microphone 2, a fingerprint
reader 3 and a camera 4 (to form an image of the user's
15 face) feed respective recognition units - a voice
recogniser 5, a fingerprint recogniser 6 and image
recogniser 7. Each of these latter devices is supplied
with templates in the form of stored data from a template
store 8 representing characteristics of the voice,
20 fingerprints and face of the user identified by the
template store address from the input device 1 (though, in
practice, the template might well be stored in the
individual recogniser units 5, 6, 7).
— Each recogniser 5, 6, 7 1is of = conventional
25 construction, except that it does not perform a
thresholding operation to produce a pass/fail output, but
provides an output in the form of a’ score 5:¢ Syr 84
representing the square of the Euclidean distance in the
pattern space between the unknown pattern and the
30 template. These scores are weighted by respective
weighting factors in units 9, 10, 11, and the products
summed in an adder 12. The sum is compared by a
comparator 13 with a threshold value to produce a
pass/fail output 14.




AN nput device 1 such as a keyboard or card reader 10 . r_-e(:éi'v'e"s an

i nput indicating the claimed identity of a user and produces an output in -
the formof a tenplate store address. Sensing devices, viz a m'crophone 2,
a fingerprint reader 3 and a canera 4 (to forman inage of the user's 15_
face) feed respective recognition units? == a voice recogniser 5 @az
fingerprint recogniser 6 and i nage recogniser 7. Each of these latter *.
devices is supplied with tenplates in the formof stored data froma

tenplate store 8 representing .characteristics of . the voicce, 20 L
“fingerprintsi and facxachoﬁeigﬂténgummt (9¢ene; flle)dmub!;d.pllée tiRYcaE€ St or el

address fromthe i put( sdeyi S?disl)(t Lg;hwef‘ﬂtﬁ{rﬁa A‘%Sr th%é eg@tﬁnm ght

wel | be stored in the |nd|V| récognil s
recogni ser 5, 6, factor j for opach cgeerent 84 &mpms a weightingt ifactor except

that it does noaermgfoqm aeﬁéﬁagﬁépl atrbgg%&q ve' O afe

pass/fail output, but n the form scor err]

I de
representing5the s§O8F S¥ H@eEﬂﬁ 91'&8% ZRCEOR nise HrﬁmelbaW@rtﬁ skice
bet ween t he unknommne)at\iaﬂabﬂlidyt hef 3@he sdopE®! qireducedThﬁﬁaier SGQEegr are

wei ghted by resp h g tors in, unit and t he
products sumred ﬁﬂé%ﬁt%}ﬁégg t(5";1;"2 Jj‘%ﬁﬁeusegumm{ns% c%’n'&flh i“é)oy
conparator 13 wit hthat te ekemplates firoducingpverju ciariahizs scored mlfscaled4.
down by a relatively small weighting factor. The variance
10 (in the normal statistical sense) is preferably the _
‘measure- of the variability. Preferably the weighting | \J
factor is of the form: -

where E;_ and V, are respectively the mean and the
variance of score §;. _"é'i and V; will have been
15 determined for each template during a training session in
which the data from the genuine user for that template are
repeatedly derived and compared with that template. The
value of W; could then be stored with the template 84 .
for each user, or a mean value of w-i could be derived o
20 over a number of users.
In generai a number of pattern recognition results
8; can be combined according to the expression
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<14 - Each weighting unit (9 .10, 11) multiplies the score Si (i = 1,2,3)

by a weighting factor. . The weighting factor: for each score [err]
enploys a weighting factor derived in dependence upon the

respective tenplate 5 concer ned. Tge wei ghting factor is preferably
related to the variability of the scores roduced under ideal circunstances

(ie. with a user known to be genuine), such that a tenplate producing very
vari abl e scores is scal ed dowl by a relatively snel4. weighting factor. The
var.i.ance 10 - (in.. the normal :statistical .. sense) .i.s- preferably ‘the -
‘neasure- ofy- the - vafthebitraining saquemeamay hehecat\l\‘ée@]hmlﬁg“m @i of -

the form [e”l ‘3@@5& E&éf&@ﬁ%&%h&fﬁ rtﬁépﬁféﬂl‘{@' Ywithe armﬁtmthe

vari ance er r er r have een determ ned
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that tenplate. The value.af [err]could e t | ate
[err] for edch usE?llabEfﬁt%aﬂ“Qlé?ﬁe%f %B?r]]‘nﬁﬂ??‘g&tﬁ’g' %Iave%%ﬂéfw over a
number of users. timatgettsy atwon patteens ofiaveatlOerdimergiogal t mpitivariate Si- can
be combined according;Le bl rA¥RELRAS) OBhé Cédubined impostor acceptance

rate now obtained may be shown to be only 0.0000084 with a

genuine candidate reject rate of 0.00l.



gThe training sequencé nay be Qarriéd out using an apparatus‘sucﬁ-as shown *~-

“.in the drawing; with a suitably progranmed conputer to calculate the [err]

‘val ues. For a two-recogniser systemof this type, with the 5

reliabilities quoted in the introduction (and- ' Iﬂ]' uu“ two
patterns have 10 dimensional multivariate Gﬁﬁs§iiﬂﬂﬂnmﬂﬂl m,l ,the A
conbi ned i npost or acceptance rate now obtai ned may' bé showh t e only

0. 0000094 wi th a genui ne candi date rejethéﬂﬁﬁﬁgf 0. 001. * C L M

S *;CLAINSﬂls-A.vethchaLion;appanatus5”.,.- sing: (i) - neans.-for input
of .i nformation ‘ds: tolaivedtilfigetion ampartatys odompyicsigoy; - (i) at- | east

two recognition ne 0 € i Pt ess g S i th star.ed a

tenpl ates relating téﬂ?he%%§¥§bn zmﬁé%ﬁ%hg a?ﬁeé%ﬂ Fgghtggy%ioﬁﬂj__ ed

scores indi Gat i vdegititiyeiaf & rHexgan: or ot herwise; and 10 (iii) '

means for formng a vgisghisad SUBA !8oSCREESgnPtion "mBRRE AllS AGHALALNT

to claim1 in which each of scores is an increasing nonotonic functiorm of a

i stance i attributes of a person with stored templates relating to
the person having the alleged identity to produce scores
indicative of their'similarly or otherwise; and

10 (iii) means for forming a weighted sum of the scores.

2. An apparatus according to claim 1 in which each oﬁ
scores is an increasing monotonic function of a distance ﬁ~)
the relevant pattern space between the input information
and the temblate.

15 3. An apparatus according to claim 2 in which each score
represents the square of the Euclidean distance in the
relevant pattern space.

4, An apparatus according to claim 1 or claim 2 in which,
in forming the weighted sum, each score is multiplied by a
20 weighting factor which is inversely related to the
variability of scores obtained during a training sequence.

5. An apparatus according to claim 4, in which the
weighting factor is equal to the ratio of the mean to the
variance of scores obtained during a training sequence.

25 6. An apparatus according to any precéding claim in which
one of the attributes is the person’s voice.

7. An apparatus according to any preceding claim in which
one of the attributes is the person’s face.

8. An apparatus according to any preceding claim in which
30 one of the attributes is the person’s fingerprint.



‘fie rel evant pattern space between the i nput i nformat.i on—and-the tenplate.

1 3.  An apparatus aCCOrding to claim2 in which each

t he square of the Euclidean distance in the rel evant pattE!ﬁIﬂ“HEﬂ WW“'“
appanatus according to claim'1l or clainiz in which, info ng e meisghted-
suniugach score is multiplied by a 20 hfing factor which is
inversely related to the variability of scores obtained during a
training sequepnce. par ) C t [ he
~wei ghting factaf |si@(§’&’ﬁ tﬁeq?s%t rbt%'af&q’tﬁe%%ea%%yegl{e d\‘;ée?r‘ifén%ce?o%tﬁ |
~scor.es obtai neatecfaman;g:ea to aarra rap Empaniang rawings. An appar at us '
acctording to any preceding claimin which one of the attributes is the

person' s voice. 7. An apparatus according to any preceding claimin

whi ch one of the attributes is the person's face. 8. An appar at us
according to any preceding claimin which 30 one of the attributes is the
person's fingerprint. - 7 - 9. Apparatus substantially as herein

described wth reference to the acconpanyi ng draw ngs.



