Met hod and neans for digital authentication of valuable poods The present
invention pertains to a nethod for digital certification of authenticity of
a physi cavoabjoaasosof val ue, to correspondi ng conputer pPOFNRINOSREBIR and
storage neans, as well as to the use of the nmethod for the digital
certification of authenticity of a phyﬁjcal obj ect of value. In general,
the present invention is situated in the context of protecting objects of a
certain value, in particular luxury goods, against counterfeiting, which
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f or geabl enears aadl dordgecnteanssasi weksasi to the seafdthpapethae fer fhecedigdalvi ch
reproduces the unique identifier. If the paper certificate is considered to
be non- f Gegéigstien catinenticiéy ofa physiral ekiect¥|V@lubj ect can be establ i shed by
requesting presentation of the certificate. O course, the whole relies on
that the paper certificate is produced by an authorized entity and cannot
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|np055|ble to fake the paper certificate. however, known that such
certifi carastideated a0 maedactersrnsT luxuwat gom,ksum aRfld.@ amtehidseor prEvieUy | onal
techni ques do no | onger offer the
jewellery, issues a paper certificate of authenticity corresponding to the sold luxury

product and handed out simultaneously with the product when the latter is
15 acquired. Such paper certificates use the fact that luxury products of a certain
value usually have a unique characteristic, such as e.g. a serial number, which,
however, just as the object as a whole, usually is forgeable. Therefore, the
producer of a forgeable, valuable object associates it with said paper certificate
which reproduces the unique identifier. If the paper certificate is considered to be
20  non-forgeable, authenticity of the valuable object can be established by requesting
presentation of the certificate. Of course, the whole relies on that the paper
certificate is produced by an authorized entity and cannot be faked. A typical
example of the above said are e.g. watch brands selling high quality watches
together with a paper certificate edited by the manufacturer or reseller and

25 reproducing the serial number of an individual watch.

However, the above procedure inherently comprises several problems.
First, the above mentioned solution relies on that it is technically impossible to fake

the paper certificate. It is, however, known that such certificates based on secure



guarantee of not being forgeable, unless the technical conplexity of the
procedure applied is enornously high, which on the other hand conplicates
t he prodwwoi2or/ps@oess and renders it very expensive. TRCS/IBaUS/HI302he
commonly known race between manufacturers of val uabl e goods and
counterfeiters who al so increase their technical capabilities not only of

produci ng fal sified good t also of czo yi ng such certificates. Therefore,
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faked, it is difficult and painful for the owner, who does not know this
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with such a certificate doubt its authenticity, or should he contenpl ate
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traditionally be necessary to send the certificate by mail to the
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wﬁth]?aid unique identifier |ike the serial nunber of the product. Once the
certificate has been issued, it is no |onger possible to flexibly add

further i nfor mricoAalyothd prsehOfkabwArsolRickaSof Yert®Ahd MutHemtish@biie gien _
validity of the cerfificate associated to a given good. Therefore, there is

al so a ngegsical objeet po ddweehe dirtiserciisgovaitage thathdven tfethbroeciificas®linutieon
allowing nore flexible use and nodification of the data contained in the
certifi cheadard the:baniengf Bgiven valuable object is not faked, it is difficult and painful
for the owner, who does not know this beforehand, to verify it. For example, should
15 the owner of a given object with such a certificate doubt its authenticity, or should
he contemplate its acquisition without passing by an official reseller, it would
traditionally be necessary to send the certificate by mail to the manufacturer of the
goods or another corresponding entity for verification. Therefore, there is a need
for producers of such goods to find technical solutions simplifying this process.
20
Furthermore, conventional certificates of authenticity of valuable goods
using e.g. secure paper, watermarking or RFID usually do only mention the main
properties of the product together with said unique identifier like the serial number
of the product. Once the certificate has been issued, it is no longer possible to
25  flexibly add further information on the product or to easily modify the status of
validity of the certificate associated to a given good. Therefore, there is also a
need for the producer of such goods to find a technical solution allowing more

flexible use and modification of the data contained in the certificate and relating to

the goods sold.



the goods sold.It is the object of the present invention to overcone the
above nentioned difficulties and to realize a nethod for certification of
aut hent i cwoyoofo1a9physi cal object of a certain val ue, tReTAB20®OS3pIOVI di ng
hi ghest possible | evel of security that the certificate of the authenticity
cannot be faked. Furthernore, a verification of the certificate of
authenticity should be nuch easier as conpared to the known sol utions and
data relating to the authenticated object and/or its owner should be able
to be includeg in the .certific in.a re.flexihbl n sier . JO
this effect. fhE BPadufet phineriesrnpiBsBLas & etchule fF diRypihe!fhed
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certification of authenticity according to the present invention is
char ast ethatettlelertifivaté af the bathenlieityreaivost o fakeds eBurti@nsirepa vetificst®n ng a
storage neans conprising a digital certificate of authenticity including
encr ypt edfiting cerdicatenot aftheoticitygstzauld desmuoheasleirasceampartedctouhedu®wro t he
physi cal object, checking, whenever required, the validity of the digital
certifi c&pditioancancbdateyietajinghle Sezautbenticajed iofiacy apd/ardfsdowaet pRewdie al so
whenever required. The fact that digital certjficates jssued and signed by
BChor | 2 GBS AR e certate: e Biosk dgbie, S Gas B WAk ogr aohi o o b
are not forgeable provides a solution to the above nentioned techni cal
probl em Moreover, the validity of the digital certificate may be easily
veri f,ed all ernih I Y, I - i i -
commm net wor R 1186 SHE!| ey pEERE, AFFHidh HRBBYReE G SRR CRITHRIB . oy
f1exibly dagifRaauh ded antHdntisfdi df pRPdicalNbBfed®y, | WRichelsalchdrdcteriZd® by the
aut henti cated goods or its status be changed. The invention also rélates to
cor r espofightoges amuuiaratgy dgréainmehmd mHiemesitowyy td haechievdiatle 0bbjdictivésal
certification of authenticity according to the

identified above.

15 In particular, the method for digital certification of authenticity according to
the present invention is characterized by the fact that the method comprises the
steps of issuing a storage means comprising a digital certificate of authenticity
including encrypted information reflecting at least one characteristic unique to the
physical object, checking, whenever required, the validity of the digital certificate,

20  and modifying the status of validity of said certificate, also whenever required. The
fact that digital certificates issued and signed by authorized certifying authorities
and stored e.g. on a cryptographic chip are not forgeable provides a solution to the
above mentioned technical problem. Moreover, the validity of the digital certificate
may be easily verified all over the world by using secure communication on

25 nowadays common networks like the Internet. Furthermore, the digital certificate
may flexibly be provided with additional information related to the authenticated

goods or its status be changed.



present invention. Al so, the present invention proposes storage neans
adapted for the inplenentation of said nethod, the storage neans bei ng
char act erwedioy3he features enunerated in claim10, | RCpAB2008/0E3822 bei ng
adapted to host said digital certificate of authenticity as well as to
cooperate with a conputing network means and a validating and/or a

the validity of said certificate.
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inthe d pgéne(ﬁetﬁwé(ﬁtg)lﬁhs as well as in the description disclosing in the
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illustrates the principle used both in conventional certificates of
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according to the present invention in the context of authenticating physical objects

of great value, like e.g. precious watches, jewellery or other luxury goods.

15 Other features and advantages of the present invention are mentioned in
the dependent claims as well as in the description disclosing in the following, with

reference to the figures, the invention in more detail.

The attached figures exemplarily and schematically illustrate the principles

20  of the present invention.

Figure 1 schematically illustrates the principle of certification of authenticity

used both in prior art as in the solution according to the present invention.

25 Figure 2 is a schematic overview of the steps of the method for digital

certification of authenticity of a physical object according to the present invention.

Figures 3a and 3b show an example of a graphical interface of a

corresponding computer program during the process of checking the validity of the



as well as in the context of the present invention. The forgeabl e object
like e.g. a watch or another |uxury product presented on the left side of
figure 1 worprovaa®oa uni que characteristic |ike e.g. a PEmTiIB200805302x . The
certificate of authenticity edited by an authorized entity and consi dered
to be non-forgeabl e reproduces this unique characteristic and is
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description will clarify. Figure 2 schematically illustrates the different
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physi cal object according to the present invention. O course, a physical

obj ect | itke abolementiopeddigoted.i rst has to be provided, after its
production, with a unique identifier such as an al phanunerical seri al
nunber, this being indicated synbolically by reference nunber 1 in figure 2
. The serial nunber may for exanple be engraved on the | uxury product or
the atter mayi@daptikestmigs daaaringinleuseddeeth N eenvaidional cedificatgssof
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St orage neans adapted for "the purposes of the present invention typically
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allowing to create cryptographic information on-board and - at |east

partial | Yoy-an authonzex patityadniceconsidered tobenaorgeablepeprideces tiaklunique
integrated into a cryptographic smart card. The terns "cryptographic smart
chi p" respamdtenstic anga igpsyybalidally ikusitated andhewight sigke ot tigurient .t Weefead owi ng
description w dely . . . . ,
the non-forgeability of traditional certificates is no longer valid as soon as
15  counterfeiters reach the corresponding level of technology required to copy these
certificates, duplicating digital certificates of authenticity according to the present

invention is much more difficult, as the following description will clarify.

Figure 2 schematically illustrates the different steps during a process of

20 digital certification of authenticity of a physical object according to the present
invention. Of course, a physical object like a luxury product first has to be
provided, after its production, with a unique identifier such as an alphanumerical
serial number, this being indicated symbolically by reference number 1 in figure 2.

The serial number may for example be engraved on the luxury product or the latter

25  may comprise any other unique identifier adapted for this purpose.

As a first step of the method according to the invention, a digital certificate
of authenticity corresponding to said luxury product has to be created. To this

effect, a storage means comprising a digital certificate of authenticity including



synonynmously to the term "storage neans". Such cryptographic smart chips
are adapted to host digital certificates of authenticity according to the
present iwoentwasoowhi ch then may be verified by externaCTapmoesii3nze neans.
Issuing a digital certificate according to the present invention therefore
conprises providing such a cryptographic smart chip. The chip is then
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file may be fornul ated based on the X 509 certificate i ssuance standard
known t o inthea pepsagraphkicl dreart icard.hheatarmsFeryptegnaiphy smaitghid| respedtivieiycat e,
the present invention uses asymetric encryption, this nmethod being the
best sol u€hygipgraphisusmapurgesdeviicber HEeE 1o the elodawingnslasstigdon Twisledf or e,

formul ati ng said request for jssue of the digital certificate, of.
ot henti cVTBouSY dpdheds o skiipge dnehage Svinr G vebRpRrie ST Shingsare
i ndi cate l.i.c L L efer: n I, fi : e i
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said storage nmeans and 1 n such a manner that the pri‘vate key is
non- exportable. This involves the above nentioned conputer program neans on
the cryptographic smart chip allowing to create cryptographic information
on-board and #gsuiepsd digitdl | gartificdte @covedingX teothelpresemn imventisnicthepefogy ans
al so being called "smart chip

comprises providing such a cryptographic smart chip. The chip is then inserted

into reading and processing means such as smart card reader in an ordinary PC

15 used as input and output means during issuing the digital certificate. Afterwards,

as it is indicated by reference number 2 in figure 2, a request for issue of said

digital certificate of authenticity of the luxury product is formulated. The request file

for the digital certificate reproduces said at least one characteristic unique to the

luxury product by including encrypted information reflecting said at least one

20 unique characteristic. The unique characteristic like an engraved serial number
may e.g. be placed in the common name field of the certificate. The request file
may be formulated based on the X.509 certificate issuance standard known to the

person skilled in the art.

25 For issuing a digital certificate, the present invention uses asymmetric
encryption, this method being the best solution for such purposes according to
present knowledge. Therefore, formulating said request for issue of the digital
certificate of authenticity to be created on said storage means comprises, such as

indicated symbolically by reference number 3 in figure 2, generating an



m ddl eware " or "drivers". Alternatively, the generation of the asymetric
encryption key pair is not perfornmed on-board, but by secure neans external
to the cawo,20emd3mml| | be saved after generation on the ehirpBzoghssvieat t he
private is non-exportable as well as, of course, unique. Preferably,
generating the asymetric encryption k pair, either on-board the
cryptographic smart chip or by said secure nean
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formul ated the request for issue of a digital certificate such as descri bed
above, t Iparti@dyupst nos-expartable raaseer, istigh mpyognantsoalisoybding calga tsraért chich as
i ndi cated synbolically by reference nunber 4 in figure 2 . The certifying
aut hor i t ynigglewase cogft r slrivees”’antliterpativeled the Seneeione Pfphe oRsyMBeEit ual | y
by neans of autonated processes, and may for e | e be identical to the
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several paraneters, such as operator rights. the verifitation
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a digital Certificate with its own certificate, the certifying authority
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storage neans inserted into the readi ng and processing nmeans. This step is
i ndi cat edh¢ nRivegtnShaminAdienhan e(Re8Ahuetyptogsaphic algorithm or elliptic curve
cryptography (ECC), this also being known to a person skilled in the art. The
15  private key of the digital certificate of authenticity being generated in secure and
unique manner, on the cryptographic smart chip or by said secure means, and in
any case being stored thereon in a non-exportable manner, this provides for ideal
non-duplicability of the certificate respectively the chip, rendering it tamper—
resistant and non-forgeable in a very effective manner.
20
After having formulated the request for issue of a digital certificate such as
described above, the request is sent to a certifying authority for approval, such as
indicated symbolically by reference number 4 in figure 2. The certifying authority
must be controlled and operated by authorized persons, eventually by means of
25 automated processes, and may for example be identical to the producer of the
luxury product to be certified for authenticity, or may correspond to an entity
designed by said producer. Upon receipt of said request by the certifying authority,

the integrity of the certificate and/or the uniqueness of the request will be verified

with respect to several parameters, such as operator rights. If the verification step



Upon recei pt of the signed request in the cryptographic smart chip, the
above nentioned m ddl eware conpletes creation of the digital certificate of
aut hent i cwOyotwo1Besver action with the signed request conpciraBrgs/essproval of
the certifying authority. Several aspects of this procedure may be done
according to the standard procedure for, X. 509 certificate issuance, this is
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required, by use of network corrpu?i ng nmeans. TO this ‘effect, the network
conpusi n@porarnsceisopt trad signaidt Fectaist i tthe aggptogeaphiathdrbehip, viaki alsdveng
and/or the certifying authority such as to output sensibly in real tine the
st at us ofmerdiangidt yidsfiewaied camgietes ceeationf Ot tteedigitahoettidinatecot guthienticity s
context, it is to be noted that the validating authority nmay be identi cal
to the céWtimtgrasorunitbr they sigifd trafgests cABPrigEGe SPRFOVE) @héhe aerstifying t he

former may al so consist in gne or several corresponding entitjes. Actually,
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checked agaimst. @ web serveral so configured for this purpose, this
operation involving again the mddl eware on the smart chip. To this effect,
the smart chip conprising the digital certificate of authenticity connects
via network conputing neans to the validating authority
Once a digital certificate of authenticity has been issued on a cryptographic
smart card according to the above described method, and once a luxury product
15 has been sold in combination with its corresponding authenticity card, validity of
the digital certificate and therefore authenticity of the corresponding luxury product
may be checked by the owner of the product, whenever and wherever required, by
use of network computing means. To this effect, the network computing means
cooperates with said storage means and the a validating and/or the certifying
20 authority such as to output sensibly in real time the status of validity of said digital
certificate of authenticity. In this context, it is to be noted that the validating
authority may be identical to the certifying authority, but this is not necessarily the

case, as the former may also consist in one or several corresponding entities.

25 Actually, for checking the validity of the digital certificate of authenticity, one
may insert the cryptographic smart card comprising the digital certificate of
authenticity to any reading and processing means, i.e. to any computer being
equipped with a smart card reader and being configured correspondingly. Then,

validity of the certificate on the smart card can be checked against a web server



and/or the certifying authority, such as illustrated synbolically by
reference nunber 6 in figure 2 . The validating authority consists

t ypi cal | yworotonas@bove nenti oned web server which i s comCirgsroesioizezbe
adapted to use cryptographi c communi cation protocols such as TLS (Transport
Layer Security) or SSL (Secure Socket yer), preferably TLS, and including
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as indicated synbolically by reference nunber 7 in figure 2 . Both of these
are a ki moentforieidswebosgvesiwitch g eontigured ton besadauted dot ise caypegraphic
particular a corresponding entry in case individual certificates were
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of the certifying authority known to the person skilled in the art as
certifi cahepelswnnshilidd idathe @nt andhdo not heedahpdtirthér éxpeardatiom ledret he st at us of

validity of the certificate is perforned sensibly in real tinme via the
net wor kconputi ng means. The output may e.g. consist in the fact that the

certificate Of'I'he validating authority checks the validity period of the certificate as well

15 as whether it has been revoked, the latter against the certifying authority using e.g.

a certificate revocation list (CRL) generally hosted at the certifying authority or an

online certificate status protocol (OCSP), such as indicated symbolically by

reference number 7 in figure 2. Both of these are a kind of list comprising

information on issued certificates, in particular a corresponding entry in case

20 individual certificates were compromised. Thus, this step comprises interaction of

the network computing means with both the storage means and the validating

and/or the certifying authority such as to allow access by said validating and/or

certifying authority to the digital certificate of authority. Actually, the validity of the

certificate is checked by public key exchange between the validating authority and

25  the smart chip such as known to the person skilled in the art, and by crosscheck of

the certificate with the above mentioned CRL or OCSP. This step usually involves

verifying the validity of the certificate of the certifying authority known to the person

skilled in the art as certificate chain validation. Then, the output in the form of the

status of validity of the certificate is performed sensibly in real time via the network



authenticity is valid, i.e. that the luxury product is authentic, such as
illustrated in the exanple of a graphical interface of conputer program
means i npwerrerxiiseot he above descri bed nmet hod shown i n PCguoB®OgnI302Isual |y,
in order to facilitate use of the nmethod by the owner of the product, the
out put on the graphical interface woul d . al so give sone additional
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appeas | tis¢ rhethoteby hiee avenerhofimhe prédui) thesbutplhion timsleyrépmiesl intefadehe
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pr obl em ovoytd clsaligivge somenafiditigpabirdormeatiary, i liket r ofxamplaethei samg ohirch may
easily, whenever as well as al nost wherever be challenged for its validity.
The net h&8riesrangiqi efdheeedeliofdheinsadust ag el @s, 6f CouUBE, the gefjalgysnier
according to the present inventjon also in¢ludes the st of mpdifying the
St atus ofeysaatEmng ke arIERIg chosed b Ao e or Tate 1anths oh
e.g. hap n I eC hj, G $ d
handed ﬁfﬁ’ﬁ%@‘%%i@gw %E&E%%BF%?{/ %&%@%@PEE oOft%Q%ﬁ%éﬁgb#ﬁ? ﬁﬁgﬁ%@ﬁ{:t are
stol ep, | ; [ : I j i uld
Fequite CoPRLSEH KRR ARG ey ¥ pRHicdn Y Bt ot R s A LR A e
present | Yepe@BAGE Hn Bidresicadt Q%r@bohﬂld@g?é&]i@élaht&fa@% h&ording! {athe
certificate by allowing to receive information on the status of 'the
physi cal ppbgeatitinbgntidre foremt rdgliesy pagichallowing #n vahdaty digitalespaifidateg o t he
st at us

authenticity, this page being supposed to appear just before the one shown in

figure 3b. This underlines that the present invention provides for a convenient

15 technical solution to the problem of providing a non-forgeable certificate of
authenticity which may easily, whenever as well as almost wherever be challenged

for its validity.

The method for digital certification of authenticity of luxury goods according

20 to the present invention also includes the step of modifying the status of validity of
said digital certificate whenever required. It might e.g. happen that the luxury
product and/or the cryptographic smart card handed out together with the luxury
product to the owner of the product are stolen, lost, or need repair, or suffer any
other modification which would require corresponding update of the digital

25  certificate. Therefore, the presently proposed method allows modifying the status
of the digital certificate by allowing to receive information on the status of the
physical object by the certifying authority. An entry corresponding to the status
information of the physical object, e.g. that it has been stolen, is then created in a

database, for example in the form of the above mentioned list of compromised



i nformati on of the physical object, e.g. that it has been stolen, is then
created in a database, for exanple in the formof the above nmentioned |ist
of conpr onDzetuEswNficates (CRL) illustrated exenpl aril ycirnBtaogose22 . The
entry in the database is adapted to be read, usually by the validating
authority, eventually also by the certl{ylng authority, whenever checking
the validity of th lgital certificate of authentici on the storage
mans ocdericates{eRbh Hsfetetherermbldly i et o 1 WY Bros@ASPAYR i on
also allq 0, pravi de for_suppl enentary _i.nfor .on _which b
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above MeREIRDRE. AOIRRAELWABNLG! hOGGRS SALCLaRS i he HGRATBALAS! of SuCh
suppl enent ar nformati’on may 1 nter alfa consist In other characteristics

of the p%ﬂéﬁioit?@h&ﬁé stragBn®diecdupsor mation related to the object or
information related to the owner or to the producer of the product. By

usi ngst he network conputing neans such as expl ai ned above, any part of such
suppl ementary informati on may be put out via the network conputing neans
and t he corr efoditinady gtrepmetzdd iancendirg: & the presant gnverdioni dlse allowshics way
to provide for sales related i nformati on which may be maintai ned online,
e.g. ai nmiPigvide forr anpiemagtasy infgimnationywhichrmar bedpteresting Wit cespect k@ K nor e,
if the above verification of the digital certificate qf authentici is in
b i nci pl SR RRNE A e tpnabesciSim e have mentopsddnfamaiey el hesd o
t he prod [ stj,o facilJjt ravide r ondi ng.
corrpgt er Lbﬁ%%aa\&?ﬁeeags gta?&%?) rogiclﬂéﬂ’ ts@cﬁﬁ%u@ﬁg@gﬁ{ér? n'a]:aoﬁﬁ\agﬁﬁt @ggl 'Hg%):/ %éar sonal
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e.g. have access by using such conpute grogra to several functions

rel ated freit@x&MMeobject BEino@Ratidn REaReXd thetbwpier & RNtHRWIRISIce b hedf
ot her persons having acquired simlar goods. Al so, the cryptographic snart

chi p may paodudti @yalidiyg ithelneteork gotrplutingrmeénsaues ax erplapledanbeve,rargy der
to establish the conpliance of the manufacturing process of the given
product wiarthofasuch supplementary information may be put out via the network computing
means and the corresponding graphical interface. It is e.g. possible in this way to
15  provide for sales related information which may be maintained online, e.g. aiming
at presenting a digital guarantee for the product. Furthermore, if the above
verification of the digital certificate of authenticity is in principle anonymous due to
the fact that the smart card is only related to the product in question, a facility may
be provided by corresponding computer program means according to the present
20 invention to allow personal registration of the owner of the product. Such a
certified owner would then e.g. have access by using such computer program to
several functions related for example to the product he acquired or to an owners’
club of other persons having acquired similar goods. Also, the cryptographic smart
chip may additionally include digital certificates of compliance in order to establish
25 the compliance of the manufacturing process of the given product with a
predefined set of rules, such as e.g. to obtain the label “Swiss made” or any other
similar label. Such labels are issued by the corresponding controlling entity and

may give additional value to the proposed method for certifying authenticity of

luxury goods, it being easy to add a corresponding digital certificate of compliance



predefined set of rules, such as e.g. to obtain the |abel "Sw ss made" or
any other simlar |label. Such |abels are issued by the correspondi ng

cont rol | iwgQ 2erwaisopoand nay gi ve additional value to theprpTopuegosnet hod f or
certifying authenticity of luxury goods, it being easy to add a
corresponding digital certificate of c Er'pl i anceon the cryptographic smart
chip conprising the digital Iificatz of aut henti cj
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the cert iafuitrﬁ‘éﬁtf%it?r frtdreRks Vvl aRBNhefWd?R) coMpuihghmeang @he CleeRrapbare the
met hod of digital certification of authenticity of |uxury goods according

to the propeeationahventiévwork oft thescerttigang taudtorithehavinge idsued takscertiicater s
conmput er program neans stored in a conputer readable medi umwhich is
adapt ed tparticyhdrentbist cohtarnaethikodertifisptec palidyy (CR) cand dap mediifiogte qprpatice
program provi des the corresponding functionality and the graphi cal

i nt er f acStataMENdEEPEd i npl enent the above nentioned certifying and
validating authorities which are entitled to issue respectively to check
the validity of the digital certificate of authenticity. Such conputer

Paken note of ATt PEARE Rasdtheafite che” RElRle o e ol pPuligidhnel onea
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means, respectively cryptiographic smart chips, for the inplenmentation of

t he net hoglerttioAr 4156 @oherfndecdinBsen brodrapnricdihs sPRY Bhd RONGRABY teiiaBle
digital certificate of authenticity including encrypted information

refl ecti mgeditinl wagh Bredapied actimpleshérnt thfs methyd i Especidiiye at carnebpaineirgpdapt ed
to computer program provides the corresponding functionality and the graphical
interface in order to implement the above mentioned certifying and validating
15 authorities which are entitled to issue respectively to check the validity of the
digital certificate of authenticity. Such computer program means may readily be
realized by a person skilled in the art having taken note of the teaching in the

present disclosure.

20 As already mentioned above, the present invention is also related to
corresponding storage means, respectively cryptographic smart chips, for the
implementation of the method according to the present invention. Such chips
comprise a digital certificate of authenticity including encrypted information
reflecting at least one characteristic of a physical object and are adapted to

25 cooperate with network computing means and a validating and/or certifying
authority such as to allow the latter to output the status of validity of the digital
certificate. Such cryptographic smart chips adapted to the purposes of the present
invention comprise middleware allowing to create cryptographic information on-

board and at least partially in non-exportable manner.



cooperate with network conputing neans and a validating and/or certifying
authority such as to allowthe latter to output the status of validity of

t he di gi twb 208vdt1Bd9ncat e. Such crypt ographi c smart chi ps Patapt0esi0i302z he

pur poses of the present invention conprise mddleware allowing to create
cryptographic information o n board ang at least partially in

non-exportabl e manner. Finally, the pre %nt i nvention is also related to the
use of the proposed nethod for digital certification of authenticity in the
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I s geser aymsloflogust gocts like @gnhprecioysowiithes onjgvaeierpn t he crypt ographic
smart chip. Therefore, non-forgeability of the certificate does not rely,

such as in conventional solutions for such certificates, on technical
conplexity, but on said principle of non-exportability of data inside the
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above descri béd procedure, due to the fact that the digital certificate

i tsel f caslgptsih cagplincabadentichast solatibys bfor ceuctt ecértifitates, dvbrieckeical
validation of the digital certificate of authenticity of the product may be

per f or me¢onieextye bubhad saltepeneiple of non-exportability of data inside the chip, further

enhanced by the complexity of the mathematical algorithms used for encryption as

15 well as corresponding electronics of the cryptographic smart chip. Thus, even if

substitution of a single authentic product by a counterfeited item showing the

same, but falsified unique identifier together with a valid certificate acquired e.g. by

theft cannot be avoided by the present method, it nevertheless provides for a

technical solution for an efficient protection against massive, industrial

20  counterfeiting of products having a value which justifies deployment of the above

described procedure, due to the fact that the digital certificate itself cannot be

duplicated industrially by counterfeiters. Moreover, validation of the digital

certificate of authenticity of the product may be performed wherever and whenever

required. Also, the status of the certificates of validity may be modified such as

25 desired. Additional information may be included into the certificate respectively the

smart chips also such as desired. Such digital certificates of authenticity do not

alter the existing manufacturing process of the goods and may be issued by the

manufacturer as well as by any authorized distributor or reseller of the goods, and

may be issued for any product, even if its production dates back years ago.



required. Also, the status of the certificates of validity may be nodified
such as desired. Additional information nay be included into the
certificawve2mspsbi vely the smart chi ps al so such as desirnBzhos/@soe di git al
certificates of authenticity do not alter the existing manufacturing
process of the goods and may be issued1 y the manufacturer as well as by
any authorized distributor or reseller 0f the goods, and may be issued for
any product, even if its production dates back years ago.C ainms 1. Method
for digital certification of authenticu%%hﬁf a physical object,
characterised by the fact that the neth 8nprises the steps of - issuing
(1, 2, 3, 4, 5 a storage neans conprising a digital certificate of
authenticity including digitally signed information reflecting at |east one

char act eri sfiehddc éfgita? cehficBhys bf alithipitie®y of a physeki HSietl chalact¥figsever
required, the validity of the digital certificate of aut’henticity by use of

net wosk conpytheactitran she hiethodtomipkises theustepg ofeans cooperating with said
storage neans and a validating authority and/or the certifying authority
such as to outigauingéhs2bBy 4, ib)rasitorageemehns siomprising avdigitai cegrtifitateaot
digital certificate of authenticity, - nodifying the status of validity of
said digital @ethemticdnt '@CWI%@@HWC&QQ?dmg@\%IPHr eaflgictiag . atzleasfaneod

e storage ARG Taee et BRCE pBector mil at i ng (2. 3) & roquest
Lo 1 osve of b del 2, SHERb{A RS 8h, ML DRHFbE Il B SRARRSE 0,52 ¢
authai ty 1 or ARERIAy 8 F use diRfieR Chinihg EAHESInG BebifkRTY)
signing sai d mesuesicobie®ing with said storage means and a validating authority
and/or the certifying authority such as to output sensibly in real time the
status of validity of said digital certificate of authenticity,
- modifying the status of validity of said digital certificate of authenticity,

15 whenever required.

2. Method according to the preceding claim, characterised by the fact that issuing
said storage means comprises the steps of
- formulating (2, 3) a request for issue of said digital certificate of authenticity
20 to be created on said storage means, the request including information
reflecting said at least one unique characteristic,
- sending (4) said request to the certifying authority for approval,
- verifying and, if positively verified, digitally signing said request by said
certifying authority,
25 - sending (5) the signed request to the storage means,
- completing creation of the digital certificate of authenticity on said storage
means by interaction with said signed request comprising approval of the

certifying authority.



certifying authority, - sending (5) the signed request to the storage
nmeans, - conpleting creation of the digital certificate of authenticity on
sai d storwgeomsas®oby i nteraction with said signed request/IBZORnieNng
approval of the certifying authority.3 . Method according to one of the
precedi ng cl ai ns, charact eri sed by the act that fornulating the request
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t he fact that generating the asymetric en tio pair’ on sald
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Met hod accor dlrxglto ongdac;f tﬂg)rpr ece? ng cl ai ns, sibr(ghar ac?grl sed by tahge%fact

t hat ehecki mgahbesaidl detieratiot takirgg dl@etlalncﬁeexpdrtatﬁé enarfneawtitrergsipect to
conprises the steps of - connecting (6) the storage neans conprising the
di gi tal cersaiflipcizate kdy.aut henticity via network conputing neans to the
validating authority and/or the certifying authority, - interacting (7) of
the network conputing nmeans with the storage neans and the validating
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5. Method according to one of the preceding claims, characterised by the fact that
checking the validity of the digital certificate of authenticity comprises the steps
of

15 - connecting (6) the storage means comprising the digital certificate of
authenticity via network computing means to the validating authority and/or
the certifying authority,

- interacting (7) of the network computing means with the storage means and
the validating authority and/or the certifying authority such as to allow

20 access by said validating authority and/or certifying authority to the digital
certificate of authenticity and/or to the information reflecting at least one
characteristic unique to the physical object,

- outputting sensibly in real time the status of validity of said digital certificate
of authenticity via the network computing means.

25

6. Method according to the preceding claim, characterised by the fact that
connecting (6) the storage means via network computing means to the
validating authority and/or certifying authority, and interacting (7) of the network

computing means with the storage means and the validating authority and/or



of authenticity via the network conputing nmeans. 6 . Method according to
the preceding claim characterised by the fact that connecting (6) the
st orage mEansinilaInet wor k conputi ng neans to the val i daPCmgBzo0s/hisn2z y
and/ or certifying authority, and interacting (7) of the network conputing
means with the storage neans and the vi%/i dating authority and/orthe

certifying authorjty includes use of c t ogr aphi.c conmunj cati on protocol s,
h par s con B G pRBOTHSRelicas sst Bt GBI SN COREMBRICRUT RIOtBEols:

aut henti cation f. i opali : h ording t ne_of the.preceding
cl'ai e, chaldriPMELLEEST M THEr SREANIGRRR) Py Wt PUEE b e PR EEy o
sai d digitaf,ce6tdfricate of authenticity on the storage means conprises the
steps of - recerving infornmation on the status of the physical object by
the certifying authority, - creating an entry corresponding to the status
information of the physical object in a database, the entry being adapted
to besread Methdubasedrdithgttormhesofttherpgréyedihg ci®s, cliwrakicngedfbytthe faetlithdi ty of
the digital certificate of authenticity on the storage neans occurs. 8 .
Met hod accomaédifgingdherstatuls ofhealplitycafdsaig digital mertifidate af taatheydiditipyort e f act
that the nmethod further conprises the steps of - receiving supplenentary

i nf or mat i onStPEAIELTERAG CORMPrSESHBe stePsHfr characteristics of the physical

object or any other information related to that object. and/ or to the owner
ool or the bt GRRENIONIEHEIOBHTLAE Blptene! das By SaGonisthow g Cerlifng

out putting, O%Uﬂg&ﬁﬂd’ any part of said supplenentary information via the
net wor k conput ‘ans. 9 . Conputer program neans stored in a conputer

readapl e medi ynAHAPLE%AR, corresponding to the status information of the physical
object in a database, the entry being adapted to be read by the validating
authority whenever checking of the validity of the digital certificate of

authenticity on the storage means occurs.

15 8. Method according to one of the preceding claims, characterised by the fact that
the method further comprises the steps of
- receiving supplementary information reflecting one or more other
characteristics of the physical object or any other information related to that
object and/or to the owner and/or the producer of that object by the
20 certifying authority,
- outputting, on demand, any part of said supplementary information via the

network computing means.

9. Computer program means stored in a computer readable medium adapted to

25 implement the method according to one of the preceding claims.

10.Storage means for the implementation of the method according to one of the
preceding claims 1 to 8, characterised by the fact that it comprises a digital

certificate of authenticity including digitally signed information reflecting at least



i npl enent the nethod according to one of the preceding clains. 10 . Storage
means for the inplenentation of the nethod according to one of the

pr ecedi ngwol2aioma3@®ot o 8, characterised by the fact that PCI/IBIORPOI3eEs a
digital certificate of authenticity including digitally signed information
reflecting at | eastone characteristic % t he physical object, and by the
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program neans an el ectroni c neans a to store information created

on- board orcémpestted duthddieitghi p by secure neans at |east partially in
non- exportabl e manner. 12 . Storage neans according to the preceding claim

charasterised by the fact that the cryptographic smart chip conprising
conput er program neans allowing to create cryptographic information

on- boar d.111Storgye mesnsnaecnosding doithke peeaedinghelamh, charaptesisedibyghelfagtrtbatll t o
12, characterised by the fact that the smart chip is integrated into a
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10 manner.

12.Storage means according to the preceding claim, characterised by the fact that
the cryptographic smart chip comprising computer program means allowing to
create cryptographic information on-board.
15
13.Storage means according to one of the preceding claims 11 to 12,
characterised by the fact that the smart chip is integrated into a cryptographic

smart card.

20 14.Use of the method according to one of the preceding claims 1 to 8 for digital

certification of authenticity of a physical object of value.

15.Use according to the preceding claim, characterised by the fact that the object

of value consists of luxury goods, in particular precious watches, jewellery.



