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Client application issues a first hypercall to hypervisor to request attestation
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Clear DMA buffer and block write permission of software on buffer
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Raw data is written to buffer and an interrupt is generated
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Hypervisor intercepts the interrupt and transfers raw data to the hypervisor
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At the end of data entry, client application issues a second hypercall. In
response, hypervisor ceases intercepting the interrupt and unblocks write
permission of software on buffer
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Client application converts the raw data to application data, submits the
application data to remote server and issues third hypercall to request
hypervisor’s attestation
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Hypervisor signs the raw data with security information
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Signed raw data is returned to client application which then submits an
attestation essage to remote server for verification
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Server receives attestation request
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Verify data provenance as from human or software user, verify user authenticity,
and verify uniqueness of a timestamp of current attestation message

320

it

Convert raw data and ascertain for correspondence with application data
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