
METHODS AND SYSTEMS FOR PREPARING AND PERFORMING 

AN OBJECT AUTHENTICATION 

FIELD OF THE INVENTION 

The present invention relates to the field of tracing and anti-counterfeit protection of physi- 

	

5 	cal objects, such as products like for example pharmaceutical products or other health- 

related products, and particularly to preparing and performing a secure authentication of 

such objects. Specifically, the invention is directed to a method and a system for preparing 

a subsequent secured authentication of a physical object or group of physical objects by a 

recipient thereof, to a method and system for authenticating a physical object or group of 

	

10 	physical objects, to a method and system of securely providing a time-variant combination 

scheme for authenticating a physical object or group of physical objects according to the 

above methods, and to related computer programs corresponding to said methods. 

BACKGROUND 

In many industries, counterfeiting of products is a substantial problem that significantly 

	

15 	impacts not only the revenues of original product manufacturers, but may even pose a 

serious threat to health and even life of consumers or operators of counterfeited, i.e. fake 

products. Such safety relevant product categories include in particular parts for automo- 

biles and aircraft, components for the construction of buildings or other infrastructure, 

food, and even medical devices and pharmaceuticals. 

	

20 	Furthermore, in a broad range of different industries traceability of goods and physical 

objects is a key requirement. This applies in particular to logistics and supply chain infra- 

structures and to highly regulated/structured work flow environments. Examples are indus- 

try work places being controlled by official regulators such as the FDA (US Food & Drug 

Administration), and/or being certified e.g. according to GMP (Good manufacturing prac- 

	

25 	tice), GLP (Good laboratory practice), GCP (Good clinical practice), or DIN ISO or similar 

other standards and rules. Each of these regulated environments requires in particular an 

audit trail and auditable technologies. A further example is the traceability of high value 

products such as industrial spare parts in order to proof authenticity and intended use of 

these parts in secondary markets. 
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In order to limit counterfeiting and provide supply chain and work flow integrity, including 

recognition and authentication of products within work flows and supply chains, various 

industries have developed a number of different protection measures and identification 

solutions. Broadly used protection measures comprise adding a so-called security feature 

	

5 	to a product, the feature being rather difficult to fake. For example, holograms, optically 

variable inks, security threads and embedded magnetic particles are known security fea- 

tures which are difficult to reproduce by counterfeiters. While some of these security fea- 

tures are "overt", i.e. can be easily seen or otherwise recognized by a user of the product, 

other security features are "covert", i.e. they are hidden and can only be detected by using 

	

10 	specific devices, such as sources of UV-light, spectrometers, microscopes or magnetic 

field detectors, or even more sophisticated forensic equipment. Examples of covert securi- 

ty features are in particular printings with luminescent ink or ink that is only visible in the 

infrared part of the electromagnetic spectrum but not in its visible part, specific material 

compositions and magnetic pigments. 

	

15 	A specific group of security features, which are in particular used in cryptography, is 

known as "Physical Unclonable Functions" (PUFs). PUFs are sometimes also referred to 

as "Physically Unclonable Functions" or "Physical Random Functions". A PUF is a physi- 

cal entity that is embodied in a physical structure and is easy to evaluate but hard to pre- 

dict, even for an attacker with physical access to the PUF. PUFs depend on the unique- 

	

20 	ness of their physical microstructure, which typically includes a random component that is 

already intrinsically present in the physical entity or is explicitly introduced into or generat- 

ed in the physical entity during its manufacturing and which is substantially uncontrollable 

and unpredictable. Accordingly, even PUFs being produced by the exact same manufac- 

turing process differ at least in their random component and thus can be distinguished. 

	

25 	While in most cases, PUFs are covert features, this is not a limitation and overt PUFs are 

also possible. PUFs are furthermore ideal for enabling passive (i.e. without active broad- 

casting) identification of physical objects. 

PUFs are known in particular in connection with their implementation in integrated elec- 

tronic circuits by way of minimal unavoidable variations of the produced microstructures 

	

30 	on a chip within given process-related tolerances, and specifically as being used for deriv- 

ing cryptographic keys therefrom, e.g. in chips for smartcards or other security related 

chips. An example of an explanation and application of such chip-related PUFs is dis- 

closed in the article "Background on Physical Unclonable Functions (PUFs)", Virginia 
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Tech, Department of Electrical and Computer Engineering, 2011, which is available in the 

Internet at the hyperlink: http://riindael.ece.vt.edu/puf/background.html.  

However, also other types of PUFs are known, such as random distributions of fibers in 

paper used as a substrate for making banknotes, wherein the distribution and orientation 

	

5 	of fibers can be detected by specific detectors and used as a security feature of the bank- 

note. Also, upconverting dyes (UCDs), particularly secret mixtures thereof, may be used 

as PUFs. 

In order to evaluate a PUF, a so-called challenge-response authentication scheme is 

used. The "challenge" is a physical stimulus applied to the PUF and the "response" is its 

	

10 	reaction to the stimulus. The response is dependent on the uncontrollable and unpredict- 

able nature of the physical microstructure and thus can be used to authenticate the PUF, 

and thus also a physical object of which the PUF forms a part. A specific challenge and its 

corresponding response together form a so-called "challenge-response pair" (CRP). 

Anti-counterfeit protection methods and systems based on using PUFs to authenticate 

	

15 	products are described in each of the two European Patent Applications published 

as EP 3 340 212 Al and EP 3 340 213 (A1) and in the further European Patent Applica- 

tion EP 18 170 044.4, the content of each of which is incorporated herein in its entirety by 

way of reference. Further anti-counterfeit protection methods and systems based on au- 

tomatic object recognition and authentication based on such recognition are described in 

	

20 	the further European Patent Application EP 18 170 047.7, the content of which is also 

incorporated herein in its entirety by way of reference. 

Asymmetric cryptography, which is sometimes also referred to as "public key cryptog- 

raphy" or "public/private key cryptography", is a known technology based on a crypto- 

graphic system that uses pairs of keys, wherein each pair of keys comprises a public key 

	

25 	and a private key. The public keys may be disseminated widely and are usually even pub- 

licly available, while the private keys are kept secret and are usually only known to their 

owner or holder. Asymmetric cryptography enables both (i) authentication, which is when 

the public key is used to verify that a holder of the paired private key originated a particu- 

lar information, e.g. a message or stored data containing the information, by digitally sign- 

	

30 	ing it with his private key, and (ii) protection of information, e.g. a message or stored data, 

by way of encryption, whereby only the owner/holder of the paired private key can decrypt 

the message encrypted with the public key by someone else. 
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Recently, blockchain technology has been developed, wherein a blockchain is a public 

ledger in the form of a distributed database containing a plurality of data blocks and which 

maintains a continuously-growing list of data records and is hardened against tampering 

and revision by cryptographic means. A prominent application of blockchain technology is 

	

5 	the virtual Bitcoin currency used for monetary transactions in the Internet. A further known 

blockchain platform is provided for example by the Ethereum project. In essence, a block- 

chain can be described as a decentralized protocol for logging transactions between par- 

ties, which transparently captures and stores any modifications to its distributed database 

and saves them "forever", i.e. as long as the blockchain exists. Storing information into a 

	

10 	blockchain involves digitally signing the information to be stored in a block of the block- 

chain. Furthermore, maintaining the blockchain involves a process called "blockchain min- 

ing", wherein so-called "miners" being part of the blockchain infrastructure, verify and seal 

each block, such that the information contained therein is saved "forever" and the block 

can no longer be modified. 

	

15 	A further new ledger technology is known by the name of the "Tangle", which is blockless 

and permissionless distributed ledger architecture, which is scalable, lightweight, and pro- 

vides a consensus in a decentralized peer-to-peer system. A prominent related technolo- 

gy using the Tangle as a technical basis is known as "IOTA", which is a transactional set- 

tlement and data integrity layer for the Internet of Things. However, the term "blockless 

	

20 	distributed ledger" is not intended to be limited specifically to the Tangle technology. 

SUMMARY OF THE INVENTION 

It is an object of the present invention to provide a further improved way of effectively au- 

thenticating a physical object, such as a product, or a group of such objects. 

A solution to this problem is provided by the teaching of the appended independent 

	

25 	claims. Various preferred embodiments of the present invention are provided by the 

teachings of the dependent claims. In order to provide better orientation to the reader 

several headlines (in italics) have been provided to structure the below overview of the 

various aspects of the overall authentication solution provided by the present invention. 

However, these headlines are in no way intended to limit the invention disclosed herein. In 

	

30 	particular, any definitions of terms provided herein are applicable throughout this docu- 

ment and are not limited to an application to a particular section, aspect or embodiment 

contained herein. 
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1. Preparing a subsequent authentication 

A first aspect of the invention is directed to a method of preparing a subsequent secured 

authentication of a physical object or group of physical objects by a recipient thereof. In 

particular, the method may be implemented as a computer-implemented method. 

	

5 	The method comprises: (i) receiving or generating predicted context data representing a 

predicted future location relating to a designated next recipient of the physical object or 

group of physical objects and a related future time of presence of the physical object or 

group of physical objects at that future location; (ii) receiving or generating random context 

data indicating a random location and a random time; (iii) combining, according to a first 

	

10 	predetermined combination scheme, the predicted context data and the random context 

data to thereby derive modified context data representing a modified random location and 

a modified random time, each resulting from the combining; (iv) encrypting the modified 

context data to obtain a secured start data package representing the modified context 

data; and (v) storing said secured start data package (SSDP), or causing it to be stored, to 

	

15 	a first data storage being accessible for providing the secured data package for a subse- 

quent secured authentication of a physical object or group of physical objects. 

The location may particularly be defined in terms of geocoordinates, e.g. based on re- 

spective geolocation data generated by means of a satellite-based radio navigation sys- 

tem, such as those known as GPS, GALILEO or GLONASS. 

	

20 	The term "physical object" or in short "object", as used herein, refers to any kind of physi- 

cal object, in particular to any kind of man-made product, such as for example and without 

limitation a pharmaceutical product or other health-related product, or a natural object, 

such as for example and without limitation a vegetable or a piece of a natural raw materi- 

al; or a packaging of any one or more of the foregoing. A physical object may itself com- 

	

25 	prise multiple parts, e.g. both a consumable good and a packaging thereof. The term 

"group of physical objects", as used herein, refers to a group of objects, which are per se 

separate or separable, but which are meant to be distributed together, e.g. in a same 

physical and/or commercially tied bundle or package, and which thus stand in a certain 

relationship to each other with regards to their distribution to one or more recipients. 

	

30 	The term "authentication", as used herein, refers to confirming the truth of an attribute of a 

physical object, particularly its kind and its originality, claimed true by an entity. The term 
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"secured authentication" as used herein, refers to an authentication which is secured by 

one or more protection measures against unauthorized interference with the authentica- 

tion process or the means used for it. By way of example and without limitation, such se- 

curing may involve encrypting and/or digitally signing information on which such authenti- 

	

5 	cation is based as such protection measures. Specifically, said "secured" start data pack- 

age may be considered information that is secured by any one or more of such protection 

measures in order to enable a subsequent secured authentication of a physical object or 

group of physical objects based on this secured information. 

The term "context data", as used herein, refers to data representing at least a specific 

	

10 	location and time, which thus together define a specific context, e.g. of an event. In partic- 

ular, context data may relate to an event defining or defined by the presence of a particu- 

lar physical object or group of physical objects at the location and time represented by the 

related context data. The location defined in context data may particularly relate to a real 

physical position, e.g. expressed in geo coordinates, or to a virtual position, such as a 

	

15 	particular step or milestone within a defined work flow or process flow, or both. 

The term "combination scheme", as used herein, refers to a scheme, such as but not lim- 

ited to a mathematical operation, according to which two or more data items or sets of 

data can be combined. The scheme needs to be inversible and may particularly be an 

inversible mathematical function. For example and without limitation, such a mathematical 

	

20 	function may be defined in terms of an inversible matrix multiplication. Specifically, the 

combining may comprise without limitation a mere aggregation, such as juxtaposing the 

bits of two or more binary data sets. 

The terms "storing" data or "causing it to be stored", as used herein, may particularly in- 

clude storing the data into a blockchain or distributed ledger in an indirect manner, i.e. by 

	

25 	requesting an actual performance of such storing from one or more intermediaries, such 

as a miner from a plurality of miners in the case of a blockchain, which then actually per- 

form(s) the storing. 

Where the term "comprising" or "comprises" is used in the present description and claims, 

it does not exclude other elements or steps. Where an indefinite or definite article is used 

	

30 	when referring to a singular noun e.g. "a" or "an", "the", this includes a plural of that noun 

unless something else is specifically stated. 
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The terms "first", "second", "third" and the like in the description and in the claims, are 

used for distinguishing between similar elements and not necessarily for describing a se- 

quential or chronological order. It is to be understood that the terms so used are inter- 

changeable under appropriate circumstances and that the embodiments of the invention 

	

5 	described herein are, unless this is explicitly excluded or technically impossible, capable 

of operation in other sequences than described or illustrated herein. 

The headings provided herein are solely intended to provide additional structure to this 

description of the present invention and thus improve its legibility, but they are not intend- 

ed to limit it in any way. 

	

10 	The method of the first aspect of the present invention defines one of several aspects of 

an overall object authentication solution presented herein. Within the overall solution, it 

serves to prepare a subsequent secured authentication of a physical object or group of 

physical objects by a recipient thereof, for example by a recipient representing a node in a 

supply chain for said physical object or objects. It is a purpose of this method, to provide a 

	

15 	data package that is secured by means of encryption and that makes available, to author- 

ized recipients that are enabled to decrypt the data package, an initial set of information 

which is needed for said subsequent authentication process. It is noted, that this method 

of preparing a subsequent secured authentication may be and will in many cases be per- 

formed by a different entity than the actual subsequent authentication itself. In particular, 

	

20 	the encrypted data package comprises information that is based, in parts, on random da- 

ta, which adds a further level of security to the authentication process as a whole, be- 

cause unlike actual supply-chain related context data, such as location and time at which 

a particular physical object is present at that location, random data may typically not be 

predicted by an unauthorized third party. 

	

25 	In the following, preferred embodiments of this method are described, which may be arbi- 

trarily combined with each other or with other aspects of the present invention, unless 

such combination is explicitly excluded or technically impossible. 

(a) Selected embodiments relating particularly to the creation of the secure start 

data package 

	

30 	In some embodiments, encrypting the modified context data comprises encrypting the 

modified context data by means of an asymmetric encryption scheme and a related public 
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key pertaining to said designated next recipient. In contrast to symmetric encryption, 

where the encryption key has to be kept secret and thus has to be exchanged in a secure 

manner, using asymmetric encryption allows for using public keys for the encryption. Un- 

like keys for symmetric encryption, such public keys may be exchanged openly without 

	

5 	creating security issues. 

In some embodiments, encrypting the modified context data further comprises digitally 

signing the modified context data or the secured start data package resulting from the 

encrypting. The digital signing may in particular be performed by means of an asymmetric 

encryption scheme and a related private key pertaining to a provider of said physical ob- 

	

10 	ject or group of physical objects or to the signing entity. The digital signing may be used to 

further increase the security of the subsequent authentication being based on the modified 

context data, as it adds a further security level allowing for a verification of the originality 

of the encrypted modified context data by a recipient. 

The term "digital signature" or "digitally signing" etc., as used herein, refers to (using) a set 

	

15 	of one or more digital values that confirms the identity of a sender or originator of digital 

data and the integrity of the later. A frequently used way of creating a digital signature 

comprises generating a hash value from the data to be protected by way of application of 

a suitable cryptographic hash function. This hash value is then encrypted with a private 

key (sometimes also called "secure key") of an asymmetric cryptographic system, e.g. 

	

20 	based on the RSA cryptographic system, wherein the private key is typically known only to 

the sender/originator. Usually, the digital signature comprises the digital data itself as well 

as the hash value derived from it by the sender/originator. A recipient may then apply the 

same cryptographic hash function to the received digital data, use the public key corre- 

sponding to said private key to decrypt the hash value comprised in the digital signature, 

	

25 	and compare the decrypted hash value from the digital signature with the hash value gen- 

erated by applying the cryptographic hash function to the received digital data. If both 

hash values match, this indicates that the digital information has not been modified and 

thus its integrity has not been compromised. Furthermore, the authenticity of the send- 

er/originator of the digital data is confirmed by way of the asymmetric cryptographic sys- 

	

30 	tem, which ensures that the encryption using the public key only works, if the encrypted 

information was encrypted with the private key being mathematically paired to that public 

key. The representation of the digital signature may particularly be implemented using an 

RFID transmitter or a single- or multi-dimensional barcode, such as a QR-Code or a 

DATAMATRIX-code or simply as a multi-digit number. 
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The term "cryptographic hash function", as used herein, refers to a special type of hash 

function, i.e. of a mathematical function or algorithm that maps data of arbitrary size to a 

bit string of a fixed size (a hash value), which is designed to also be a one-way function, 

i.e. a function that is easy to compute on every input, but hard to invert given the image of 

	

5 	a random input. Preferably, the cryptographic hash function is a so-called "collision re- 

sistant" hash function, i.e. a hash function that is designed such that it is difficult, particu- 

larly nearly impossible in practice, to find two different data sets dl and d2 such that 

hash(d1) = hash(d2). Prominent examples of such hash functions are the hash functions 

of the SHA-family, e.g. the SHA-3 function or the hash functions of the BLAKE family, e.g. 

	

10 	the BLAKE2 function. In particular, so-called "provably secure cryptographic hash func- 

tions" may be used. These are hash functions for which a certain sufficient security level 

can be mathematically proven. 

In some embodiments, storing said secured start data package to said first data storage 

involves storing the secured start data package to a blockchain or a blockless distributed 

	

15 	ledger. In this way, the start data package may be saved and stored in such a way, that it 

is substantially impossible to tamper with it, e.g. destroy or manipulate it, in an unauthor- 

ized way, and in particular without such tampering attempt becoming apparent. Further- 

more, storing the start data package to a blockchain or blockless distributed ledger allows 

for easy access to the start data package from remote, for example by an authorized re- 

	

20 	cipient along a supply chain of the related physical object or group of objects. 

(b) Selected embodiments relating particularly to the creation of initialization data 

In some embodiments, in a first variant, the method further comprises: (i) detecting by 

means of one or more sensors at least one discriminating characteristic of said physical 

object or group of physical objects, to obtain for each discriminating characteristic respec- 

	

25 	tive identification data representing an identity of said related physical object or group of 

physical objects; and (ii) applying a second predetermined cryptographic hash function to 

a data set resulting from combining, according to a second predetermined combination 

scheme , the one or more respective identification data obtained from the set of said at 

least one discriminating characteristic and the random context data to obtain an original 

	

30 	hash value. 

In a second variant, the method further comprises: (i) detecting by means of one or more 

sensors at least one discriminating characteristic of said physical object or group of physi- 
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cal objects to obtain for each discriminating characteristic respective identification data 

representing an identity of said related physical object or group of physical objects; (ii) 

applying, to each of said identification data, a respective first predetermined cryptographic 

hash function to obtain a respective initial hash value related to the respective discriminat- 

	

5 	ing characteristic; (iii) applying a second predetermined cryptographic hash function to a 

data set resulting from combining, according to a second predetermined combination 

scheme, the one or more respective initial hash values obtained from the set of said at 

least one discriminating characteristic and the random context data to obtain an original 

hash value (Ho). Accordingly, the second variant differs from the first variant in that the 

	

10 	step (ii) of applying the first predetermined hash function is added. 

In a third variant, the method further comprises applying a second predetermined crypto- 

graphic hash function to the random context data to obtain an original hash value. Accord- 

ingly, the third variant differs from the first and second variants in that it is not based on 

detecting any discriminating characteristic of said physical object or group of physical ob- 

	

15 	jects and deriving the original hash value Ho based thereon. Instead, it relies merely on 

the random context data as essential input. 

For all three of the above variants, the method comprises in addition outputting initializa- 

tion data representing said respective original hash value. 

Specifically, the approach according to the second variant is thus based on a hash stack 

	

20 	comprising two subsequent hash operation levels. The first level relates to applying a re- 

spective first cryptographic hash function to the respective identification data and the sec- 

ond level relates to applying a respective second cryptographic hash function to said 

combination of said initial hash values resulting from the first level and said random con- 

text data. Using both the initial hash values derived from said discriminating characteristic 

	

25 	and the context information increases the entropy (in the sense of information theory and 

mathematics) of the resulting initialization data. This allows for a very high level of security 

of the whole authentication process, even in cases where the respective individual entropy 

of said initial hash values and/or of the context information is rather limited and would it- 

self not allow for a sufficient security level. In addition, it also allows for limiting the amount 

	

30 	of involved data, in particular of data that has to be exchanged, directly or indirectly, with a 

recipient, and thus for optimizing efficiency or the authentication process. With regards to 

the term „combination scheme", reference is made to the above-provided definition there- 

of. 
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The first and third variants, on the other hand, have the advantage of lower complexity in 

comparison to the first advantage and may particularly be suitable for applications, where 

a lower degree of security than what can be achieved by the first variant is sufficient. 

In some related embodiments, the discriminating characteristic is provided as a particular 

	

5 	set of one or more individual discriminating properties of said physical object or group of 

physical objects, by means of which it may be safely identified. Such properties may par- 

ticularly comprise properties which are rather difficult to tamper with, for example because 

they are specifically secured against tampering and/or because they are very difficult to 

tamper with, already based on their nature. European Patent Application EP 18 170 047.7 

	

10 	describes such discriminating characteristics and their use for the purpose of object au- 

thentication in detail. 

In further related embodiments, the discriminating characteristic is provided by a specific 

security feature specifically added to or created in or on said physical object or group of 

physical objects. This allows particularly for enabling authentication of such physical ob- 

	

15 	jects or groups of physical objects which themselves do not provide reliable discriminating 

characteristics of their own, on which a secure authentication could be based. 

In further related embodiments, at least one of said discriminating characteristics com- 

prises a physical unclonable function, PUF. Furthermore, (i) detecting said at least one 

discriminating characteristic to obtain respective identification data related thereto com- 

	

20 	prises: (i-1) applying a respective challenge of a respective predetermined challenge- 

response authentication scheme to the PUF to trigger a response by the PUF according to 

said authentication scheme in reaction to said challenge, and (i-2) detecting said respec- 

tive response and generating respective identification data representing said response; (ii) 

applying a respective first predetermined cryptographic hash function comprises applying 

	

25 	the respective first predetermined cryptographic hash function to said data representing 

said response to obtain a respective PUF-related initial hash value; and (iii) outputting 

initialization data comprises outputting respective identification data related to said dis- 

criminating characteristic, the identification data comprising a representation of said re- 

spective PUF-related initial hash value. In this way, the particular discriminating character- 

	

30 	istic of physical unclonable functions can be used as a basis of enabling the authentica- 

tion of said physical objects or groups of physical objects, which allows for an even great- 

er level of security due to the virtually impossible cloning of PUFs. 
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In some embodiments, applying said second predetermined cryptographic hash function 

to obtain the original hash value further comprises applying same in addition to a time and 

location-invariant information identifying or being otherwise specifically related to the 

physical object or group of physical objects, respectively. Specifically, the physical object 

	

5 	or group of physical objects may be a product or group of products, respectively, and said 

time-invariant or location-invariant information may comprise a serial number relating to 

that product or group of products. Applying said second predetermined cryptographic 

hash function to said time-invariant or location-invariant information may particularly be 

performed by applying said hash function to a set or other combination of data, wherein 

	

10 	such set or other combination of data represents, amongst others, said time-invariant or 

location-invariant information. Adding said time and location-invariant information to the 

data to which the second predetermined cryptographic hash function is being applied 

adds even further entropy and may thus even increase the achievable security of the 

overall authentication process. The time and location-invariant information, such as for 

	

15 	example one or more serial numbers may particularly be represented by a marking on the 

physical object or group of physical objects and/or may be implemented using an RFID 

transmitter or a single- or multi-dimensional barcode, such as a QR-Code or a DATAMA- 

TRIX-code or simply as a multi-digit number. 

In some embodiments, outputting said initialization data comprises one or more of the 

	

20 	following: (i) adding a representation of said initialization data to said physical object or 

group of physical objects; (ii) storing said representation of said initialization data or caus- 

ing it to be stored to a third data storage and adding to said physical object or group of 

physical objects a representation of a pointer indicating where said initialization data can 

be accessed in the third data storage. This third data storage may be the same or different 

	

25 	from said first data storage mentioned above. Both of these options (i) and (ii) allow for a 

particularly simple way of communicating said initialization data to further recipients along 

a supply chain for the physical object or group of physical objects. Specifically, no direct 

communication link, such as an electronic data exchange, has to be established between 

a provider and the respective recipient of said objects or group of objects. 

	

30 	(c) Selected embodiments relating particularly to preparing a further subsequent 

authentication by a further recipient 

In some embodiments, the method further comprises: (i) receiving a request for determi- 

nation of a further secured start data package relating to further predicted context data 
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representing a further predicted future location relating to a different further designated 

next recipient of the physical object or group of physical objects and a related future time 

of presence of the physical object or group of physical objects at that further future loca- 

tion; and (ii) performing the present method based on that further predicted context data to 

	

5 	determine and store, or causing it to be stored, said requested further secured start data 

package relating to further predicted context data. This approach enables a forwarding of 

the physical objects or group of physical objects along a supply chain in such a way that 

such further designated next recipient may request a respective previous node along the 

supply chain that is adapted to perform the method according to these embodiments to 

	

10 	generate a respective secured start data package for a next hop along the supply chain 

starting at that further designated next recipient. Accordingly, not every node along the 

supply chain has to be able to prepare the authentication at a yet further recipient, but 

instead such previous node, which may particularly play the role of a central or overall 

authority to manage the determination and storage of further secured start data packages, 

	

15 	may be requested to perform that preparation instead and provide a respective secured 

start data package for said next hop. Specifically, the requested further start data package 

may be determined based, in addition to the respective predicted context data, on newly 

generated random context data or on random context data previously determined in the 

course of determining a respective start data package for a previous recipient. 

	

20 	In some related embodiments, the method further comprises storing the resulting further 

start data package or causing it to be stored in a data storage that is accessible by the 

further designated next recipient. Specifically, without limitation, said data storage may be 

said first data storage mentioned above. Storing the resulting further start data package in 

said data storage provides an efficient way of making it available to said requesting next 

	

25 	recipient in a way, where no direct communication link between the node providing start 

data package and the requesting next recipient is needed. Particularly, the data storage 

may again be a blockchain or a blockless distributed ledger, which provides a very high 

level of security against tampering with that further start data package by unauthorized 

third parties. 

	

30 	 (d) Embodiments relating particularly to digitally signing the original hash value 

In some embodiments, the method further comprises: (i) signing said obtained original 

hash value with a digital signature pertaining to a supplier of said physical object or group 

of physical objects to the respective next recipient; and (ii) including said digital signature 
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in the output respective initialization data or further initialization data, respectively. The 

supplier may particularly be an original supplier or an intermediate supplier along the sup- 

ply chain for said physical object or group of physical objects. Accordingly, the respective 

initialization data refers to original initialization data in the case of an original supplier and 

	

5 	to respective further initialization data in the case of an intermediate supplier. Adding a 

digital signature further increases the security level, because it provides a secure possibil- 

ity of verifying, by the respective recipient, the authenticity of the signed original hash val- 

ue in the output initialization data. 

(e) System for preparing a subsequent secured authentication 

	

10 	A second aspect of the present invention relates to a system for preparing a subsequent 

secured authentication of a physical object or group of according to the first aspect of the 

present invention any one of the preceding claims. Specifically, the system may be 

adapted to perform this method according to any one or more of its embodiments de- 

scribed herein. Accordingly, the description of this method and its embodiments and its 

	

15 	advantages applies mutatis mutandis to this system. 

2. Method of authenticating a physical object or group of physical objects 

A third aspect of the present invention relates to a method of authenticating a physical 

object or group of physical objects. In particular, the method comprises different alterna- 

tive variants and may be implemented as a computer-implemented method. 

	

20 	The method comprises: 

(i) receiving and decrypting a secured start data package representing encrypted context 

data representing a location and a related time to recover said context data; 

(ii) receiving or determining current context data representing a current location of the 

physical object or group of physical objects and a related current time of presence of the 

	

25 	physical object or group of physical objects at that current location; 

(iii) combining, according to a predetermined combination scheme, the current context 

data with the decrypted context data to thereby determine test context data, wherein the 

combination scheme defines an inverse operation to a corresponding combination opera- 

tion previously used to generate the received context data; 

	

30 	(iv) accessing initialization data related to said physical object or group of physical objects 

to recover from it an original hash value being represented by the initialization data. 
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The method further comprises, according to said different variants, (v) one of the following 

processes a) to c): 

a) Detecting, by means of one or more sensors, at least one discriminating characteristic 

	

5 	of said physical object or group of physical objects to obtain respective identification 

data related to said respective discriminating characteristic, this identification data rep- 

resenting a presumed identity of said related physical object or group of physical ob- 

jects; and 

generating a test hash value by application of a second predetermined cryptographic 

	

10 	hash function to a combination, according to a further predetermined combination 

scheme, of the test context data and each of said identification data and preferably a 

time-invariant and location-invariant information identifying or being otherwise specifi- 

cally related to the said physical object or group of physical objects; or 

b) Detecting, by means of one or more sensors, at least one discriminating characteristic 

	

15 	of said physical object or group of physical objects to obtain respective identification 

data related to said respective discriminating characteristic, this identification data rep- 

resenting a presumed identity of said related physical object or group of physical ob- 

jects; 

applying a respective first predetermined cryptographic hash function to the respective 

	

20 	identification data to obtain a respective initial hash value related to said discriminating 

characteristic; and 

generating a test hash value by application of a second predetermined cryptographic 

hash function to a combination, according to a further predetermined combination 

scheme, of the test context data and each of said initial hash values, and preferably a 

	

25 	time-invariant and location-invariant information identifying or being otherwise specifi- 

cally related to the said physical object or group of physical objects; 

c) generating a test hash value by application of a second predetermined cryptographic 

hash function to the test context data or to a combination, according to a further prede- 

termined combination scheme, of the test context data and a time-invariant and loca- 

	

30 	tion-invariant information identifying or being otherwise specifically related to the said 

physical object or group of physical objects. 

For each of the above processes a) to c), the second predetermined cryptographic hash 

function is equal to a corresponding cryptographic hash function previously used to de- 

	

35 	termine the original hash value represented by the initialization data, and wherein said 
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further combination scheme is equal to a corresponding combination scheme previously 

used to determine the original hash value represented by the initialization data. 

The method further comprises: (vi) generating a first reading result comprising (vi-1) a 

representation of the test hash value and a representation of the original hash value, or 

	

5 	(vi-2) a matching output indicating whether or not, according to at least one predetermined 

matching criterion, the test hash value matches said original hash value and thus indi- 

cates authenticity of the physical object or group of physical objects. 

In case any one or more of the above steps of the method fail for any reason, e.g. if the 

	

10 	initialization data cannot be successfully accessed or the secured start data package can- 

not be read, the first reading result may particularly comprise or consist of an output indi- 

cating an authentication failure. 

This method of authenticating (authentication method) relates to the method of the first 

aspect of the present invention (preparation method) in that the latter serves to prepare a 

	

15 	subsequent authentication of a physical object or group of physical objects according to 

this authenticating method according to the third aspect of the present invention. Further- 

more, this method of authenticating is based on the concept that the authentication may 

be performed by comparing two hash values, one of which was previously generated by 

another entity by means of said method of preparing a subsequent authentication accord- 

	

20 	ing to the first aspect, and the other of which is produced by the respective authenticating 

recipient itself based on both the related secure start data package provided as a result of 

said preparation method and identification data being derived from the physical object or 

group of objects to be authenticated. 

Accordingly, the start data package provides information relating to the predicted context 

	

25 	data of the recipient, i.e. in particular the location and time, where and when the recipient 

is meant to receive said physical object or group of physical objects, and the authentica- 

tion method then uses this start data package, the received original hash value generated 

by preparation method, its current context data, and for process variants a) and b), in ad- 

dition identification data (or corresponding initial hash values) derived from a detection of 

	

30 	the one or more discriminating characteristics of the physical object or group of physical 

objects to generate a test hash value. If the physical object or group of physical objects is 

original and is received at the recipient at the predicted location and time (at least within 

some defined tolerance margin which may particularly correspond to the precision of the 

16 



determination of the predicted context data and current context data) the test hash value 

will be a successful reconstruction of the original hash value generated by the preparation 

method and accordingly the second and test hash values derived by the authentication 

method will match, thus indicating a successful authentication. Otherwise, the authentica- 

	

5 	tion fails. The process of comparing the original and test hash values may be performed 

automatically or manually on the basis of the output values of these two hash values. 

(a) Selected embodiments relating particularly to obtaining the identification data 

In some embodiments, at least one of said discriminating characteristics comprises a 

physical unclonable function, PUF, and detecting said discriminating characteristic to ob- 

	

10 	tain respective identification data related thereto comprises: (i) applying a respective chal- 

lenge of a respective predetermined challenge-response authentication scheme to the 

PUF to trigger a response according to said authentication scheme in reaction to said 

challenge; and (ii) detecting a respective response by the PUF in accordance with the 

respective challenge-response authentication scheme in reaction to the challenge and 

	

15 	deriving therefrom said respective identification data. As PUFs are per se virtually impos- 

sible to clone or otherwise reconstruct, their use further increases the achievable security 

level of the overall authentication solution. 

In some embodiments, obtaining the identification data comprises: (i) sensor-based de- 

tecting of one or more discriminating characteristics of said physical object or group of 

	

20 	physical objects; (ii) generating object data representing said one or more discriminating 

characteristics of said physical object or group of physical objects; (iii) communicating said 

object data to a system for automatic object recognition; and (iv) receiving the digitally 

signed identification data from said system in response to said communicating of said 

object data. These embodiments relate particularly to an authentication method, such as 

	

25 	those described in EP 18 170 047.7, where particularly one or more characteristics of a 

physical object or group of physical objects to be authenticated, which characteristics form 

part of the objects or group of objects per se and do not need to be added as a separate 

security feature, form the basis of identifying and thus authenticating the object or group of 

objects. In this case, said system for automatic object recognition is typically different from 

	

30 	the recipient itself and is adapted to receive the object data and in return provide an object 

recognition result in the form of digitally signed identification data. 
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In some embodiments, said physical object or group of physical objects comprises a 

marking. The marking comprises a representation of said initialization data and/or a rep- 

resentation of a pointer indicating a location where said initialization data can be ac- 

cessed; and accessing said initialization data comprises, as applicable: (i) reading the 

	

5 	representation of said initialization data in the marking, or (ii) reading the representation of 

the pointer in the marking and acquiring the initialization data from a data storage location 

indicated by the pointer; and if the initialization data comprises a digital signature, verifying 

the respective supplier of said physical object or group of physical objects based on a 

verification of said digital signature. Accordingly, these embodiments are particularly use- 

	

10 	ful when the marking serves to communicate the initialization data, directly or indirectly via 

the pointer, to a recipient as an input to the authentication method. In this way, the initiali- 

zation data is conveyed by the object or group of objects itself, so that no further commu- 

nication channel from the respective supplier to the respective next recipient needs to be 

established. 

	

15 	(b) Selected embodiments relating particularly to outputting and storing data relating to 

the authentication 

In some embodiments, the method further comprises outputting a representation of said 

current context data or a subset thereof or information derived therefrom, as a second 

reading result. Accordingly, the second reading result may particularly represent data re- 

	

20 	lated to supply-chain management, as it indicates context data describing a location and 

time, at which the object or group of objects is or was present at the current recipient de- 

fining a node along the supply chain. Thus, the authentication method serves at the same 

time as source of supply chain management data. 

In some embodiments, the method further comprises a storage process comprising stor- 

	

25 	ing the first reading result, or causing it to be stored, into a block of a blockchain of a first 

set of one or more blockchains or into one or more nodes of a blockless distributed ledger 

of a first set of one or more blockless distributed ledgers. In particular, causing the first 

reading result to be stored may comprise causing another device, such as a separate and 

optionally even remotely located computer being configured to perform (i) blockchain min- 

	

30 	ing or (ii) writing into a node of a blockless distributed ledger, respectively, to store the first 

reading result accordingly. These embodiments enable a secure, reliable storage with 

very high data integrity, such that it is essentially impossible to manipulate or erase or 

otherwise taper with or lose such data, e.g. due to unintended or deliberate deletion or 
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due to data corruption. Thus, the complete authentication history remains available. Fur- 

thermore, the stored information can be accessed wherever access to the blockchain re- 

spectively distributed ledger is available. This allows for a safe and distributed storage and 

access to the stored data, e.g. for integrity verification purposes such as checking whether 

	

5 	a supplier of a product (object) was in fact the originator of the product, or not. Based on 

this embodiment, the physical world, to which the objects belong, can be connected to the 

power of blockchain or blockless distributed ledger technology. Thus, a high degree of 

traceability of the origin and supply chain of physical objects, such as products, can be 

achieved. 

	

10 	In some related embodiments, (i) detecting of discriminating characteristics of the physical 

object or group of physical objects comprises detecting a plurality of different ones of such 

discriminating characteristics to obtain based thereon for each of the discriminating char- 

acteristics respective individual set of identification data representing the physical object 

or group of physical objects; (ii) generating the test hash value is performed for each of 

	

15 	the individual sets of identification data separately such as to obtain for each of the indi- 

vidual sets of identification data a respective individual test hash value; (iii) generating the 

first reading result is performed for each of the individual test hash values separately such 

as to obtain for each of the discriminating characteristics a respective individual first read- 

ing result; and (iv) the storage process comprises storing each of said individual first read- 

	

20 	ing results respectively causing to it be stored into a block of a respective individual dedi- 

cated blockchain in said first set of blockchains or into one or more nodes of a respective 

individual dedicated blockless distributed ledger in said first set of blockless distributed 

ledgers. In this way, the achievable security can be further increased, because on the one 

hand further discriminating characteristics of the physical object or group of physical ob- 

	

25 	jects are involved, which such increases the difficulty of counterfeiting same, and on the 

other hand the individual first reading results are stored in different individual dedicated 

blockchains, which increases the difficulty of manipulating or otherwise compromising in 

an unauthorized way the related data track stored in the blockchain environment or re- 

spective blockless distributive ledger environment. In some variants, these embodiments 

	

30 	may be implemented in addition to any one of the above-described processes a) and b). 

In some further related embodiments, the storage process further comprises storing said 

second reading result or causing it to be stored, respectively, into a block of a blockchain 

of a second set of one or more blockchains, the blockchain being separate from the 

blockchains in the first set of blockchains, or into one or more nodes of a blockless distrib- 
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uted ledger of a second set of one or more blockless distributed ledgers, the blockless 

distributed ledger being separate from the blockless distributed ledgers in the first set of 

blockless distributed ledgers, respectively. These embodiments allow for additionally stor- 

ing and thus saving the second reading result independently from the first reading result, 

	

5 	into a respective other blockchain, thus providing the advantages discussed in connection 

with the immediately preceding embodiment also in relation to the second reading result. 

Using different blockchains or blockless distributed ledgers for the first and second read- 

ing results further provides the advantage of easily supporting a combination of an exist- 

ing (second) blockchain or blockless distributed ledger, respectively, for the second read- 

	

10 	ing result with an additional first blockchain or blockless distributed ledger, respectively, 

for the first reading result. Accordingly, different access rights can be easily enabled and 

the management of the blockchains can be in the hands of different authorities. In particu- 

lar, these embodiments may be used to verify both whether a supplier of a product was in 

fact its originator, and whether the supply chain was as expected, or not. In addition, this 

	

15 	can be utilized to further increase the achievable security, because the context information 

can be used to retroactively identify locations or persons being involved in supply chain, 

where a potential fraud might have happened as well as potential related dates or time 

frames. 

In some further related embodiments, where the storage process relates to blockchains: 

	

20 	(i) storing a respective individual first reading result into a block of a respective blockchain 

in the first set of blockchains further comprises storing a cross-blockchain pointer which 

logically maps said block of said blockchain in the first set of blockchains to a correspond- 

ing block of a respective blockchain in the second set of blockchains, into said block of 

said blockchain in the first set of blockchains; and 

	

25 	(ii) storing said second reading result in a block of the blockchain in the second set of 

blockchains further comprises storing a cross-blockchain pointer, which logically maps 

said block of said blockchain in the second set of blockchains to a corresponding block of 

a respective blockchain in the first set of blockchains, into said block of said blockchain in 

the second set of blockchains. 

	

30 	Similarly, in some further related embodiments, where the storage process relates to 

blockless distributed ledgers: 

(i) storing a respective individual first reading result into a node of a respective blockless 

distributed ledger in the first set of blockless distributed ledgers comprises storing a cross- 

ledger pointer which logically maps the node of said blockless distributed ledger in the first 
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set of blockless distributed ledgers to a corresponding node of the respective blockless 

distributed ledger in the second set of blockless distributed ledgers, into the node of said 

blockless distributed ledger in the first set of blockless distributed ledgers; and 

(ii) storing said second reading result in a node of the respective blockless distributed 

	

5 	ledger in the second set of blockless distributed ledgers further comprises storing a cross- 

blockchain pointer, which logically maps said node of the respective blockless distributed 

ledger in the second set of blockless distributed ledgers to a corresponding node of the 

respective blockless distributed ledger in the first set of blockless distributed ledgers, into 

said block of said blockless distributed ledger in the second set of blockless distributed 

	

10 	ledgers. 

In this way, the blockchains or blockless distributed ledgers of the first set of blockchains 

or blockless distributed ledgers, respectively, can be interconnected by the cross- 

blockchain pointers or cross-ledger pointers, respectively, to the second set of block- 

chains or blockless distributed ledgers, respectively, and vice versa. This may be used to 

	

15 	further increase the achievable security level of the present object authentication solution. 

In particular, this can be used to track down attempts of tampering with or counterfeiting 

objects at different points along a supply chain. For example, this embodiment allows for 

tracking down a location and/or a point in time of such an attempt. 

(c) Selected embodiments relating particularly to determining further initialization data for 

	

20 	 a yet subsequent secured authentication 

In some further related embodiments, the method further comprises determining a further 

secured start data package, and optionally further related initialization data for a yet sub- 

sequent secured authentication of said physical object or group of physical objects at a 

yet further recipient thereof. These embodiments relate to one possible variant of enabling 

	

25 	one or more yet further subsequent secured authentications of said physical object or 

group of physical objects by further recipients along a supply chain. In fact, according to 

this variant, the process described here for is essentially repeated for each next distribu- 

tion step, i.e. hop, along the supply chain, such that for each such hop new dedicated ini- 

tialization data is generated and used for the next subsequent authentication at the next 

	

30 	recipient. This has the advantage, that the same processes may be reused for multiple 

hops along the supply chain. 
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In some related embodiments, determining said further secured start data package (and 

optionally said further initialization data) comprises issuing a request for determining such 

further secured start data package (and optionally said further initialization data) for a yet 

subsequent secured authentication of said physical object or group of physical objects at 

	

5 	a yet further recipient thereof to an authorized provider of said further secured start data 

package (and optionally said further initialization data) and receiving, for example via a 

blockchain or distributed ledger or other storage, said requested further secured start data 

package (and optionally said further initialization data) in response to the request. This 

allows, in particular, for centralizing the determination of further secured start data pack- 

	

10 	age (and optionally said further initialization data) for multiple hops along a supply chain at 

a single entity, thus providing a particularly high efficiency. The central authorized provider 

may particularly coincide with the entity performing the initial, i.e. first, determination of 

respective first further secured start data package (and optionally said further initialization 

data) at the beginning of a supply chain, e.g. the original manufacturer or distributor of the 

	

15 	physical object or objects supplied and authenticated along the supply chain. 

In some alternative embodiments, determining said further secured start data package 

comprises performing the method of the first aspect, such that the predicted context data 

represents a predicted future location of a further designated next recipient of the physical 

object or group of physical objects and a related future time of presence of the physical 

	

20 	object or group of physical objects at that future location. According to these embodi- 

ments, each respective current recipient of the physical object or group of objects deter- 

mines itself the secured start data package for the respective next recipient, i.e. for the 

respective next hop, along the supply chain. This has the advantage, that no central au- 

thorized entity needs to take care of determining all of the secured start data package for 

	

25 	the respective multiple hops along the supply chain and, accordingly, no respective com- 

munication links between the recipients and such central authority need to be present. 

In some related embodiments, the method further comprises, by performing the method of 

the first aspect according to related embodiments relating to the determination of initializa- 

tion data, determining further initialization data based on the same random context data 

	

30 	as said further secured start data package and storing or causing said further initialization 

data to be stored. Therein, the predicted context data represents a predicted future loca- 

tion of a further designated next recipient of the physical object or group of physical ob- 

jects and a related future time of presence of the physical object or group of physical ob- 

jects at that future location. Accordingly, according to these embodiments, instead of reus- 
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ing the previously existing secure start data package, a new secure start data package 

generated is used for at least the next subsequent authentication. Optionally, even a new 

(i.e. further) initialization data is determined, e.g. based on new random context data. 

These various measures may further increase, alone or in combination, the achievable 

	

5 	security level, because the entropy of the overall authentication process is further in- 

creased. 

(d) object authentication system 

A fourth aspect of the present invention relates to an object authentication system being 

adapted to perform the method of the third aspect, preferably according to any one or 

	

10 	more of its embodiments described herein. 

In some embodiments the object authentication system is further adapted to perform the 

method of the first aspect. 

(e) computer program 

A fifth aspect of the present invention relates to a computer program comprising instruc- 

	

15 	tions, which when executed on one or more processors of an object authentication sys- 

tem, such as that according to the fourth aspect, causes it to perform the authentication 

method according to the third aspect of the present invention. 

3. Method and system for securely providing a time-variant combination scheme 

A sixth aspect of the present invention relates to a method of securely providing a time- 

	

20 	variant combination scheme for authenticating a physical object or group of physical ob- 

jects according to the authentication method of the third aspect, comprising: (i) Receiving 

and storing data representing the predetermined combination scheme, a time and loca- 

tion-invariant information identifying or being otherwise specifically related to the said 

physical object or group of physical objects, and metadata defining a limited validity period 

	

25 	of the combination scheme CS; (ii) Receiving a request for the combination scheme and 

identity information identifying or being otherwise specifically related to a physical object 

or group of physical objects from a requesting system; (iii) Authenticating the requesting 

system, e.g. by way of a two-factor authentication scheme; and (iv-1) If the requesting 

system is successfully authenticated as being authorized and according to previously 

	

30 	stored metadata corresponding to the received identity information, the related combina- 
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tion scheme to which the metadata pertains is still valid, outputting data representing that 

related combination scheme over a data channel being secured against interception to the 

requesting system; and (iv-1) otherwise, denying the request. 

In this way one or more of the combination schemes being used in the methods and sys- 

	

5 	tems of the other aspects of the present invention may be securely provided to the rele- 

vant nodes (requesting systems) along the supply chain, which have a need to authenti- 

cate the physical objects or groups of physical objects. In particular, this allows for using 

one or more time-variant combination schemes with limited validity periods for such au- 

thentications, which may be used to further increase the achievable security level of the 

	

10 	overall authentication solution. 

Further aspects relate to a system and a computer program, respectively, for performing 

the method of the sixth aspect. 

Each of the computer programs described herein may in particular be implemented in the 

form of a data carrier on which one or more programs for performing the method are 

	

15 	stored. Preferably, this is a data carrier, such as a CD, a DVD or a flash memory module. 

This may be of advantage, if the computer program product is meant to be distributed as 

an individual product independent from the processor platform on which the one or more 

programs are to be executed. In another implementation, the computer program product is 

provided as a file on a data processing unit, in particular on a server, and can be down- 

	

20 	loaded via a data connection, e.g. the Internet or a dedicated data connection, such as a 

proprietary or local area network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Further advantages, features and applications of the present invention are provided in the 

following detailed description and the appended figures, wherein: 

	

25 	Fig. 1 schematically illustrates an exemplary system overview of an overall security solu- 

tion comprising respective preferred embodiments of various aspects of the present inven- 

tion; 

Figs. 2A and 2B show a flowchart illustrating a preferred embodiment of a first phase of a 

method of preparing a subsequent secured authentication of a physical object or group of 

	

30 	physical objects by a recipient thereof according to the present invention; 
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Figs. 3A and 3B show a flowchart illustrating a preferred first embodiment of the second 

phase of the method of preparing a subsequent secured authentication according to the 

present invention; 

Figs. 4A and 4B show a flowchart illustrating a preferred second embodiment of the sec- 

	

5 	and phase of the method of preparing a subsequent secured authentication according to 

the present invention; 

Figs. 5A and 5B show a flowchart illustrating a preferred first embodiment of a method of 

authenticating a physical object or group of physical objects according to the present in- 

vention, which is configured to be used in connection with the method of Figs. 2 and 3; 

	

10 	Figs. 6A and 6B show a flowchart illustrating a preferred second embodiment of a meth- 

od of authenticating a physical object or group of physical objects according to the present 

invention which is configured to be used in connection with the method of Figs. 2 and 4; 

Fig. 7 shows a flowchart illustrating a preferred embodiment of a method of using one or 

more a time-variant combination schemes in connection with the methods of Figs. 3A/3B 

	

15 	to 6A/6B; and 

Figs. 8A and 8B illustrate various different options of enabling further supply steps (hops) 

along a supply chain using blockchains as data storages in connection with one or more 

of the methods described above with respect to Figs. 2 to 7. 

In the figures, dashed lines and contours are used to illustrate further, optional, variants of 

	

20 	the respective systems and methods. Furthermore, same reference signs in different fig- 

ures relate to the same or corresponding features. It is to be understood, that the figures 

merely describe specific embodiments and that one or more features or steps described 

therein may be in fact optional, even if not marked by dashed lines or being explicitly de- 

scribed as "optional". 

	

25 	 DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

Fig. 1 schematically illustrates an exemplary system overview of an overall security solu- 

tion 10 relating to a supply chain having nodes A, B and C and optionally further node B'. 

For example, A may relate to an original product manufacturer supplying a physical object 

PO or group of physical objects POs, hereinafter collectively referred to as PO(s), is a 
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product or group of products, respectively. In principle, this may be any sort of product(s), 

and particularly these products may be pharmaceuticals or medical devices. Accordingly, 

the present invention is substantially independent from the sort of physical objects to 

which it is applied. Node B may be a logistics site, such as a warehouse, of an intermedi- 

	

5 	ate wholesaler, and C may be a point of sales, e.g. a shop, where the PO(s) distributed 

along the supply chain are eventually sold to end customers. The further node B' may 

commercially belong to B and may for example be an alternative warehouse being located 

remote from B, such that B may choose to have the PO(s) delivered by A either to ware- 

house B or to warehouse B'. 

	

10 	At the beginning of the supply process, supplier A uses a preparation system 20, which 

may particularly comprise a computer and means to issue a challenge to a PUF pertaining 

to the PO(s) and one or more sensors to detect a response generated by the PUF in reac- 

tion to the challenge. Alternatively or in addition, preparation system 20 may comprise a 

camera system configured to create one or more images of the PO(s) and to send them to 

	

15 	an object recognition system that is configured to recognized the PO(s) based on said one 

or more images and to return a respective recognition result comprising at least one dis- 

criminating characteristic of said PO(s) to preparation system 20, for example as de- 

scribed in detail in the European Patent Application EP 18 170 044.4. 

The preparation system 20 is configured to perform the method illustrated in Fig. 2 in 

	

20 	combination with Fig. 3 or Fig. 4. As will be described in detail below with reference to 

these figures, preparation system 20 generates, while performing these methods, a se- 

cure start data package SSDP and stores it or causes it to be stored into a first data stor- 

age DS1. Optionally, preparation system 20 also generates and encrypts and preferably 

also digitally signs random context data RCD and stores it or causes it to be stored in a 

	

25 	second data storage DS2. In addition, preparation system 20 generates initialization data 

IND and stores it into a third data storage DS3. The three data storages DS1, DS2 and 

DS3 may be separate data storages or two of them or even all three may be the same. 

Specifically, each of the data storages may be implemented for example and without limi- 

tation as a blockchain or block less distributed ledger or as a storage in a public-key infra- 

	

30 	structure PKI. Specifically, the various data entries stored in the data storages may be 

cross-linked by one of more cross-pointers CP, e.g. in the case of blockchains, by cross- 

blockchain pointers each connecting two corresponding blocks of a specific pair of block- 

chains. 
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Each of the further nodes B, B' and C comprises a respective authentication system 30a, 

30b and 30c, respectively. Each of these authentication systems 30a, 30b and 30c is con- 

figured to perform the authentication method of Fig. 5 and/or Fig. 6. As will be described in 

detail below with reference to these figures, a respective system 30a, 30b or 30c perform- 

	

5 	ing authentication of received PO(s) reads the secure start data package from the first 

data storage DS1 and initialization data IND from the third data storage DS3. Then, the 

authentication is performed based on these reading results. 

Fig. 2A shows a flowchart illustrating a preferred embodiment of a first phase 100 of a 

method of preparing a subsequent secured authentication of a physical object or group of 

	

10 	physical objects by a recipient thereof according to the present invention. In particular, the 

case of supply chain, this method is preferably performed at the beginning of the supply 

chain by the first node thereof. In the present example of Fig. 1, this is node A, respective- 

ly its preparation system 20 and accordingly, the below description is based on this non- 

limiting example. Fig. 2B shows a compact form of the same method of Fig. 2A, but in the 

	

15 	more compact form of a data flow chart. 

In a step 110, the preparation system 20 receives from another entity, such as a central 

logistic center, or generates itself predicted context data PCD relating to the next node 

along the supply chain, i.e. in the present example, node B. The predicted complex data 

PCD represents the location xB  of node B, or more specifically of its system 30a, and a 

	

20 	predicted time tB, at which the PO(s) are expected to arrive at B. The predicted context 

data PCD may particularly be derived from logistics planning data, such as a delivery 

schedule, for the supply chain. The precision of the predicted context data (e.g. in terms of 

geocoordinate range, and units of time, e.g. hours or days or weeks) is preferably adapted 

to match the precision with which a future location and corresponding point in time at 

	

25 	which the authentication of the PO(s) at the next node of the supply chain, i.e. in the pre- 

sent example, node B, is to happen, can be reliably predicted. For example, if according 

to current logistics planning data, the PO(s) are scheduled to arrive at node B on a par- 

ticular date, and node B relates to industrial premises having a spatial extension of rough- 

ly 500m x 500m, the PCD may be defined with a time-wise precision of a day (24h) and 

	

30 	the location-wise precision of ± 500m. 

In a further step 120, preparation system 20 receives from another entity, such as said 

central logistics center or an external computer, or generates itself random context data 

RCD representing a random location x, and a random time t1. 
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Then, in a step 130, the PCD and the RCD are combined according to a first predeter- 

mined combination scheme CS1 to thereby derive modified context data MCD represent- 

ing a modified random location xn, and a modified random time tm. The first predetermined 

combination scheme CS1 may be a time-invariant scheme that needs to be set and made 

	

5 	available to each of the nodes of the supply chain, where the PO(s) are to be authenticat- 

ed, only once. Alternatively, CS1 may be time-variant, which further increases the entropy 

of the security solution and thus the achievable security level. An example of using a time- 

variant combination scheme CS1 according to embodiments of the present invention will 

be provided below in connection with the discussion of Fig. 7. 

	

10 	Each of the RCD and the PCD may optionally represent further information in addition, 

although this is not required for the present method. In a further step 150, the modified 

context data MCD is encrypted, for example by a public key PubB of the next recipient B, 

to obtain a secured start data package SSDP representing the MCD. 

In addition, the MCD may be digitally signed by the sending node, i.e. in the present ex- 

	

15 	ample node A, with a digital signature pertaining to A. The signature step may be per- 

formed either (i) before the encryption according to step 140 (option 1), or (ii) after the 

encryption in a step 160 (option 2), wherein instead of the original MCD the SSDP result- 

ing from the encryption of the MCD is digitally signed by A with its private key PrivA. Then, 

in a step 170 that completes the first phase 100, unless an optional further step 180 is 

	

20 	applied, the SSDP is stored or caused to be stored by another entity, such as an external 

computer, to the first data storage DS1, as described above with reference to Fig. 1. 

Optional step 180 relates to a specific embodiment discussed below in detail with refer- 

ence to Fig. 8. In this embodiment, the random context data is stored in a third data stor- 

age DS3 to enable another node in the supply chain to take over the role of node A at a 

	

25 	later time, for example at a time when A is no longer available for the supply chain, even if 

that other node has not stored itself the random context data RCD recovered during a 

previous authentication process, e.g. according to Fig. 5A/5B or Fig. 6A/6B. 

Fig. 3A shows a flowchart illustrating a preferred first embodiment 200 of the second 

phase of the method of preparing a subsequent secured authentication according to the 

	

30 	present invention. Fig. 3B shows a corresponding data flow chart. Specifically, this first 

embodiment relates to the case, where the PO(s) to be authenticated along the supply 

chain have or bear themselves a number n = 1, 2, 3, ... of specific discriminating charac- 
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teristics, which may each be particularly a Physical Unclonable Function PUF, for example 

according to one or more of the PUF types described above. 

In a step 210 of the second phase 200 of the method, preparation system 20 detects the n 

discriminating characteristics, in the present example PUFs, of the PO(s) to be authenti- 

	

5 	cated along the supply chain to obtain for each discriminating characteristic respective 

identification data I DD representing an identity of said related PO(s). 

Then, in an optional step 220, for each of the discriminating characteristics k E {1,...,4 a 

respective first cryptographic hash function HFi,k  is applied to the obtained IDDk  of the 

respective discriminating characteristic k to obtain a respective initial hash value Hik  relat- 

	

10 	ed to this particular discriminating characteristic k. The respective first cryptographic hash 

functions HFi,k  related to different discriminating characteristics or I DDs, respectively, may 

be either equal or different. It is also possible that some of them are equal while others are 

different, as long as the relationship between a particular discriminating characteristic/IDD 

and a respective first hash function HFi,k  remains known and unchanged. In case optional 

	

15 	step 220 is omitted, the obtained IDDk  take the role of the corresponding initial hash value 

Hik  and thus form themselves inputs to the subsequent combination step 240, described 

below. 

In a further step 230, preparation system 20 reads from the PO(s), for example from a 

respective marking thereon, location-invariant and time-invariant information relating spe- 

	

20 	cifically to the PO(s). For example, the information may comprise one or more serial num- 

bers being assigned to the PO(s). Alternatively, particularly if such information does not 

exist yet, preparation system 20 may itself generate such location-invariant and time- 

invariant information and assign it to the PO(s) at question. In the present non-limiting 

example, the location-invariant and time-invariant information shall be one or more serial 

	

25 	numbers assigned to the respective PO(s). Herein, the serial numbers are collectively 

referred to as SN. 

In a yet further step 240, if n > 1, the n initial hash values H1,..., Hn  (if step 220 is imple- 

mented) or values 	IDDn  (if step 220 is not implemented) are combined with the 

random context data RCD and the serial number(s) SN according to a second combina- 

	

30 	tion scheme CS2 resulting in a data set H (which may for example be only a single value 

H) representing the result of this combination operation. Preferably, the combination 

scheme CS2 is information-conserving and/or ideally entropy-conserving. For example, 
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the data set resulting from the combination according to combination scheme CS2 may 

take the form of a mere data aggregation of the respective input data, i.e. the values to be 

combined. The aggregation may particularly be represented by a single-dimensional or 

multi-dimensional matrix or other type of array. Like the first combination scheme CS1, 

	

5 	also the second combination scheme CS2 may be a time-invariant scheme that needs to 

be set and made available to each of the nodes of the supply chain, where the PO(s) are 

to be authenticated, only once. Alternatively, again like CS1, it may be also be time- 

variant, wherein each of the nodes of the supply chain then needs to be informed about 

the respective applicable second combination scheme CS2, in order to enable the respec- 

	

10 	tive authentication of the PO(s) at that node. An example of using time-variant combina- 

tion schemes CS1 and/or CS2 according to embodiments of the present invention will be 

provided below in connection with the discussion of Fig. 7. 

Then, in a step 250, a further hash value Ho, which will be referred to herein as "original 

hash value", is generated by applying a second cryptographic hash function to the data 

	

15 	set H. 

In a further step 260, preparation system 20 digitally signs the original hash value Ho with 

the private key PrivA of A in order to allow a subsequent verification of the origin of Ho in 

a subsequent authentication at a node in the supply chain, i.e. in the present example at 

nodes B, B' and C. 

	

20 	In a yet further step 270, which may particularly be implemented together with step 260 as 

a single combined step, preparation system 20 generates initialization data IND represent- 

ing the original hash value Ho obtained in step 250 along with the digital signature thereof 

obtained in step 260. 

Phase 200 of the method is concluded by a further step 280, wherein a representation of 

	

25 	the initialization data IND, e.g. a respective marking, is added to said PO(s) and/or said 

representation of IND is stored or caused to be stored to a third data storage DS3 along 

with adding to said PO(s) a representation of a pointer indicating where the IND can be 

accessed in DS3. The storage location for the IND within DS3 and therefore also the 

pointer may, for example, be determined based on the one or more serial numbers SN of 

	

30 	the PO(s). 
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Fig. 4A shows a flowchart illustrating a preferred second embodiment 300 of the second 

phase of the method of preparing a subsequent secured authentication according to the 

present invention. Fig. 4B shows a corresponding data flow chart. Specifically, this sec- 

ond embodiment relates to the case, where the PO(s) to be authenticated along the sup- 

	

5 	ply chain may not have or bear themselves a specific discriminating characteristic, such 

as for example a Physical Unclonable Function PUF. 

In a step 310, which is equal to step 230 in Fig. 2A/2B, preparation system 20 reads from 

the PO(s) or generates itself location-invariant and time-invariant information relating spe- 

cifically to the PO(s), for example one or more serial numbers SN being assigned to the 

	

10 	PO(s). 

In a yet further step 320, preparation system 20 determines a data set H of a combination, 

according to a predetermined combination scheme CS3, of the random context data RCD 

and a time and location-invariant information identifying or being otherwise specifically 

related to the PO(s). For example, this information may be one or more serial numbers SN 

	

15 	of the PO(s). Like CS2, the combination scheme CS3 may be a time-invariant scheme or 

a time-variant scheme (see Fig. 7). 

In a yet further step 330 preparation system 20 generates an original hash value Ho by 

applying a cryptographic hash function to the obtained data set H. 

In a yet further (optional) step 340, preparation system 20 digitally signs the original hash 

	

20 	value Ho with the private key of A in order to allow a subsequent verification of the origin 

of Ho in a subsequent authentication at a node in the supply chain, i.e. in the present ex- 

ample at nodes B, B' and C. 

In a yet further step 350, which may particularly be implemented together with step 340 as 

a single combined step, preparation system 20 generates initialization data IND represent- 

	

25 	ing the original hash value Ho obtained in step 320, along with the digital signature thereof 

obtained in step 330, if implemented. 

Phase 300 of the method is concluded by a further step 360, wherein a representation of 

the initialization data IND, e.g. a respective marking, is added to said PO(s) and/or said 

representation of IND is stored or caused to be stored to a third data storage DS3 along 

	

30 	with adding to said PO(s) a representation of a pointer indicating where the IND can be 
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accessed in DS3. The storage location for the IND within DS3 and therefore also the 

pointer may, for example, be determined based on the one or more serial numbers SN of 

the PO(s). 

Fig. 5A shows a flowchart illustrating a preferred first embodiment 400 of a method of 

	

5 	authenticating a physical object or group of physical objects according to the present in- 

vention, which is configured to be used in connection with the method of Figures 2 and 3. 

Fig. 5B shows a corresponding data flow chart. 

The method 400 is designed to be used in particular by those nodes B, B', C along the 

supply chain which are not the starting point A of the distribution of the PO(s) and which 

	

10 	thus have a desire to properly authenticate the PO(s) received from the respective imme- 

diately preceding node in the supply chain. The method will now be explained exemplarily 

in relation to PO(s) which bear two or more different PUFs as discriminating characteris- 

tics. Of course, similar methods based on other, non-PUF discriminating characteristics or 

a mix of PUF and non-PUF discriminating characteristics may be used instead, according 

	

15 	to further embodiments not illustrated herein. 

Method 400 comprises a step 410, wherein the respective authentication system 30a, 30b 

or 30c, which performs the method, applies to each of the PUFs of the PO(s) to be au- 

thenticated a respective challenge of a respective predetermined challenge-response au- 

thentication scheme AS to trigger a response according to the AS in reaction to the chal- 

	

20 	lenge. For simplification, the following description in Figs. 5A,B and 6A,B will focus on 

authentication system 30a at node B, although it needs to be understood that the same 

method 400 may be used by all other nodes along the supply chain as well. 

In step 415 each of the responses of the various PUFs is detected in accordance with the 

respective challenge-response authentication scheme and respective identification data 

	

25 	IDD, which represent the response, are being derived therefrom. 

In a further (optional) step 420, for each of the PUFs k, a respective first predetermined 

cryptographic hash function HFi,k  being equal to the corresponding first cryptographic 

hash function that was previously used in the method of Fig. 3 during the preparation 

phase 200 for the same PUF, is applied to the respective IDD to obtain a respective initial 

	

30 	hash value Hik  related to that IDDk  of PUF k, respectively. Steps 410 to 420 serve to pro- 

vide the set of initial hash values Hik  as a first input to a subsequent combination step 450 
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which will be described below in detail. If step 420 is not implemented, the respect first 

input to combination step 450 will be instead the corresponding values IDDk  derived in 

step 415. 

Further steps 425 to 440 are designed to provide a second input to combination step 450. 

	

5 	In step 425, the considered system 30a, e.g. reads, from the first data storage DS1 a se- 

cured start data package SSDP representing encrypted context data CD which in turn 

represents a location xo and a related time to. The SSDP is decrypted to recover said con- 

text data CD. 

In addition, in a step 430, current context data CCD representing the current location x 

	

10 	and the related current time t of presence of the PO(s) at their current location x is gener- 

ated by system 30a or received from another entity, such as a logistics database. Prefer- 

ably, the current context data CCD has a similar precision as the predicted context data. 

In a further step 435, system 30a determines an applicable combination scheme CS3, 

which defines an inverse operation with corresponding operation according to the corre- 

	

15 	sponding combination scheme CS1 previously used to generate the received context data 

CD. This determination may for example be performed as described below with reference 

to Fig. 7. 

Then, in a step 440, the current context data CCD is combined, according to the deter- 

mined combination scheme CS3, with the decrypted context data CD to thereby deter- 

	

20 	mine test context data TCD. This combination operation of step 440 is in effect the inverse 

operation of the operation performed per step 140 of Fig. 2. When the PCD and the CCD 

have similar precision, and that precision is matched to the context-wise reliability of the 

supply chain logistics, the authentication becomes more robust against acceptable differ- 

ences between the locations and/or particularly the points in time indicated by the PCD 

	

25 	and CCD, respectively. Accordingly, if the current context data CCD matches the corre- 

sponding PCD, at least within said precision, and the SSDP has not been corrupted, the 

resulting TCD is expected to match the original random context data RCD. 

Further step 445 is designed to provide a third input to subsequent combination step 450. 

In step 445, system 30a reads from data storage DS3 initialization data IND related to 

	

30 	said PO(s) that was previously stored in DS3 according to step 340 of method phase 300. 

If the stored initialization data IND was digitally signed before storing it, reading the initiali- 
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zation data IND comprises verifying the respective digital signature by which the IND was 

digitally signed and recovering the original hash value Ho represented by the initialization 

data IND. Ho is then available as said third input to combination step 450, which follows. 

In said combination step 450, system 30a generates a test hash value Ht by application of 

	

5 	a second predetermined cryptographic hash function to a predetermined combination Hc 

of the initial hash values Hik, the TCD and one or more serial numbers SN provided on the 

PO(s). The second predetermined cryptographic hash function is equal to the correspond- 

ing cryptographic hash function HF2 used to determine Ho, as represented by the IND, in 

step 230 of method phase 200. 

	

10 	Finally, method 400 is concluded by step 455, wherein authentication system 30a gener- 

ates and outputs a first reading result RR1 indicating whether or not, according to at least 

one predetermined matching criterion, HT matches Ho and thus indicates authenticity of 

the PO(s). 

Fig. 6A shows a flowchart illustrating a preferred second embodiment 500 of a method of 

	

15 	authenticating a physical object or group of physical objects according to the present in- 

vention, which is configured to be used in connection with the method of Figures 2 and 4. 

Fig. 6B shows a corresponding data flow chart. 

The second embodiment 500 differs from the first embodiment 400 described above in 

connection with Fig. 5 in that no discriminatory characteristics of the PO(s) are available 

	

20 	or being used. 

Accordingly, in method 500, there are on the one hand no steps corresponding to steps 

410 to 420 of method 400, while on the other hand there are steps 510 to 530, which cor- 

respond to and may particularly be identical to steps 425 to 445. Further step 535 of 

method 500 differs from corresponding step 450 of method 400 in that now the test hash 

	

25 	value Ht is generated by application of a respective cryptographic hash function HF2 to a 

predetermined combination Hc of the test context data TCD and the one or more serial 

numbers SN provided on the PO(s). The final output step 540 of method 500 is again 

identical to step 455 of method 400. 

While the embodiment of method 400 (and method 200) may be used to achieve higher 

	

30 	security levels than those that are available when using method 500 (and method 300), 
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the latter has the advantage of lower complexity and may thus be preferable, when in view 

of a moderate desired security level keeping the complexity and thus costs and efforts for 

implementing the system low has priority. 

Fig. 7 shows a flowchart illustrating a preferred embodiment of a method 600 of using one 

	

5 	or more a time-variant combination schemes in connection with the methods of Figs. 

3A/3B to 6A/6B. When a recipient, such as node B, needs to authenticate a received 

PO(s), it will first have to recover the applicable time-variant combination schemes CS, 

such as for example CS2 and/or CS3. 

The solution to this problem according to embodiment of Fig. 7 is based on a trusted au- 

	

10 	thority TC, such as for example a trust center as it is known from public key infrastructures 

(PKI). In another example, the original supplier A may itself be or provide the trust center 

TC. 

During a process of preparing a subsequent authentication, for example in the process 

according to the methods 100/200 or 100/300 described above with reference to Fig. 2 

	

15 	and Figs. 3A/3B, or Fig. 2 and Figs. 4A/4B, in a step 605, node A stores or causes to be 

stored into a data storage DS, e.g. DS1, of the trust center TC one or more serial numbers 

SN and pertaining to a particular PO(s) to be distributed and authenticated along a given 

supply chain, the relevant combination scheme CS, such as an inversible mathematical 

formula or another suitable inversible data processing scheme, and metadata 

	

20 	MD(CS(SN)) related to the combination scheme CS applicable for the PO(s) with serial 

number(s) SN. The metadata MD(CS(SN)) may particularly comprise information defining 

a limited validity period of the combination scheme CS, such that it is no longer applicable 

once the validity period has expired. 

When B receives the PO(s) and needs to authenticate them, it sends in a step 610 a re- 

	

25 	spective request to the trust center TC along with the PO(s)'s serial number(s) SN and 

predefined identification information that allows for a two factor authentication 2FA, i.e. a 

further authentication of B by the trust center which is independent from the private key 

PrivB of B (that is for example used to decrypt the SSDP during the authentication pro- 

cess for the PO(s)). The identification information may for example comprise a PIN and a 

	

30 	TAN, similar to known procedures for online banking, a photo TAN, a password or may be 

based on a further independent public/private key pair. 
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The trust center TC then verifies in a 2FA-step 615 the identification information received 

from B in order to authenticate B and also retrieves in a step 620 the meta data MD(CS 

(SN)) from the data storage DS. In step 625, the meta data MD(CS (SN)) is checked in 

order to determine if requested combination scheme CS is still valid and the result of the 

	

5 	authentication step 615 is evaluated. If this authentication of B and/or check fails (625 - 

no), an error message is returned to B in a step 630. Otherwise (625 - yes), the received 

serial number(s) SN is used in a step 635 as an index to query a database in the data 

storage DS to retrieve in a step 640 the desired combination scheme CS(SN) and en- 

crypted in a further step 645, e.g. with the public key of B. When B receives the encrypted 

	

10 	combination scheme CS(SN), it decrypted in the step 650, e.g. with its private key, in or- 

der to obtain the desired combination scheme CS(SN). While using asymmetric encryp- 

tion is a suitable approach for implementing the encryption/decryption of steps 645 and 

650, any other approach for sufficiently securing the communication between TC and B 

against interception may instead be used instead. In Fig. 7, the secured communication 

	

15 	between B and TC is indicated as a respective secured "tunnel" T which may be separate 

for each of the communications or a joint tunnel for two or more of the communication 

links. For example, a symmetric encryption may be used. Also, if asymmetric encryption is 

used for that purpose, a different pair of keys may be used than in other steps of the 

methods described above. 

	

20 	In summary, in order for B to successfully authenticate the received PO(s), three condi- 

tions (factors) need to be fulfilled: (1) B needs to process his private key PrivB, (2) the 

authentication needs to take place at the correct location (node B) and timeframe defined 

by A in the predicted context data PCD during the preparation phase 200, and (3) B needs 

to have the valid identification information needed to access the relevant one or more 

	

25 	time-variant combination schemes CS, e.g. CS2 and/or CS3. Accordingly, the authentica- 

tion of the PO(s) would fail, if the PO(s) were originally scheduled to arrive at node B at a 

given time, as defined in the related predicted context data PCD, but the PO(s) were ac- 

tually provided instead to B's other warehouse location (node B'), i.e. at a different time 

and to a different location (cf. Fig. 1). Thus, when B wants A to redirect the distribution of 

	

30 	PO(s) from mode A to node B' (instead of node B), B needs to inform A of this desire and 

then A needs to prepare and store an update start data package SSDP reflecting this redi- 

rection to node B'. 

Figures 8A and 8B illustrate various different options of enabling further supply steps 

(hops) along a supply chain using blockchains as data storages in connection with one or 
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more of the methods described above with respect to Figs. 2 to 7. Specifically, Fig. 8A 

relates to embodiments, where node A is defined as the sole authority along the supply 

chain for determining the respective start data package for each hop. In addition, A may 

be the sole authority to also define further initialization data IDD replacing the original ini- 

	

5 	tialization data relating to a particular PO(s). While for each hop along the supply chain, a 

new secured start data package is needed, which is based on the respective predicted 

context data PCD for the recipient of the respective next hop, the initialization data may 

either be maintained unchanged or also changed. 

For example, when in the embodiment of Fig. 8A the PO(s) supplied along the supply 

	

10 	chain from A to C have reached node B and have been successfully authenticated there, 

B issues a request R to the sole authority, which is node A, to issue the necessary new 

SSDP(C) for the hop from B to C. Typically, B will provide predicted context data for C to 

A to enable the determination of a correct SSDP(C) either via one of the data storages 

DS1 to DS3 or over a separate, preferably secured information channel. Optionally, B may 

	

15 	also request, e.g. as part of request R, new initialization data IND(C) based on new ran- 

dom context data RCD. As the RCD is needed to determine both the requested SSDP(C) 

and the IND(C) these two requested data items are related, as they are based on the 

same RCD. Per the request, A determines SSDP(C) and optionally also IND(C) and 

stores the result in the related data storage DS1 and DS3, respectively. When the PO(s) 

	

20 	sent by B arrive at node C, system 30c of C can read SSDP(C) and, if applicable, IND(C) 

and successfully authenticate the PO(s) based thereon, provided the current context data 

(CCD) of C matches the PCD based on which the SSDP(C) was determined by A. 

Fig. 8B, the contrary, relates to embodiments, where a former recipient of the PO(s) may 

itself take over the role of determining the necessary SSDP and optionally also related 

	

25 	further IND for the next hop starting at that node. For example, node B may take over the 

previous role A had in relation to the hop from A to B for the further hop from B to C. In 

any case, B needs to determine the new SSDP(C) for C based on the related predicted 

context data for C. The random context data RCD used for this determination may either 

remain the same as for the previous hop. Accordingly, in the first variant, B may use the 

	

30 	RCS determined as a result of the previous authentication of the PO(s) at node B upon 

arrival from node A. In the second variant, however, B needs to generate or receive new 

random context data and thus also determine the SSDP(C) and new initialization data 

IND(C) based thereon and store it into DS1 and DS3, respectively. The authentication 

process for the PO(s) at node C is then similar to that in the case of Fig. 8A. 
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Another related variant of the embodiments of Fig. 8B is a case, where the new SSDP(C) 

and optionally new initialization data I N D(C) needs to be determined based on the original 

random context data RCD originally determined by A, but where such RCD is no longer 

available at A and B or maybe even A or its data is no longer existing at all. This may for 

	

5 	example occur in cases, where the gross travel time of the PO(s) along the supply chain is 

rather long (e.g. years), as may be the case for goods having typically long storage times 

between consecutive hops, e.g. in the case of (raw) diamonds. A solution may then be 

that, as illustrated in Figs. 1 and 8B, A stores its RCD into a data storage, e.g. DS 2, is a 

secured manner, e.g. encrypted, such that B or any authorized further node B may access 

	

10 	it even when the original RCD is no longer available to B otherwise. B can then access 

RCD in DS2 and continue based thereon the data flow corresponding to the supply chain 

based on the method of Fig. 8B and the original RCD. 

While above at least one exemplary embodiment of the present invention has been de- 

scribed, it has to be noted that a great number of variations thereto exists. Furthermore, it 

	

15 	is appreciated that the described exemplary embodiments only illustrate non-limiting ex- 

amples of how the present invention can be implemented and that it is not intended to limit 

the scope, the application or the configuration of the herein-described apparatus' and 

methods. Rather, the preceding description will provide the person skilled in the art with 

instructions for implementing at least one exemplary embodiment of the invention, where- 

	

20 	in it has to be understood that various changes of functionality and the arrangement of the 

elements of the exemplary embodiment can be made, without deviating from the subject- 

matter defined by the appended claims and their legal equivalents. 

25 
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LIST OF REFERENCE SIGNS 

10 	 overall security solution 

20 	 preparation system of node A 

30a,b,c 	authentication systems of nodes B, B', and C, respectively 

5 

2FA 	 two factor authentication 

A, B, C 	 nodes of supply chain 

CCD 	 current context data 

CP 	 cross- pointer, e.g. cross-blockchain pointer 

	

10 	CD 	 encrypted context data 

CS 	 combination scheme, e.g. one of CS1, CS2 and CS3 

CS1 	 first combination scheme 

CS2 	 second combination scheme 

CS3 	 third combination scheme, inverse of CS1 

15 Dec 	 decryption 

DS 	 data storage, in particular one of DS1, DS2 and DS3 

DS1,...,DS3 	data storages, e.g. blockchains 

Enc 	 encryption 

H 	 data set, e.g. single value 

	

20 	HF1, HF2 	hash functions 

He 	 predetermined combination of the initial hash values 

Hi 	 initial hash value 

Ho 	 original hash value 

Ht 	 test hash value 

	

25 	IDD 	 identification data 

IND 	 initialization data 

k 	 discriminating characteristic or corresponding index thereto, respec- 

tively 

MCD 	 modified context data 

	

30 	PCD 	 predicted context data 

PIN 	 personal identification number 

PO(s) 	 physical objects or group of physical objects 

PrivA 	 private key of A 

PrivB 	 private key of B 

	

35 	PubA 	 public key of A 
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PubB 	 public key of B 

PUF1-PUFn 	physical unclonable functions (PUF) 

R 	 request 

RCD 	 random context data 

	

5 	RR1 	 first reading result 

Sign 	 create digital signature 

SN 	 serial number(s) 

SSDP 	 secured start data package 

T 	 secured channel, tunnel 

	

10 	TAN 	 transaction number 

TC 	 system of securely providing a time-variant combination scheme, 

trust center 

TCD 	 test context data 

15 
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CLAIMS 

1. A method of preparing a secured authentication of a physical object or group of 

physical objects (PO(s)) by a recipient (B, B’) thereof, the method comprising: 

receiving or generating predicted context data (PCD) representing a predicted future 

location relating to a designated next recipient (B; B’) of the physical object or group 

of physical objects (PO(s)) and a related future time of presence of the physical 

object or group of physical objects (PO(s)) at the predicted future location; 

receiving or generating random context data (RCD) indicating a random location and 

a random time; 

combining, according to a first predetermined combination scheme, the predicted 

context data (PCD) and the random context data (RCD) to thereby derive modified 

context data (MCD) representing a modified random location and a modified random 

time; 

encrypting the modified context data (MCD) to obtain a secured start data package 

(SSDP) representing the modified context data (MCD);  

storing said secured start data package (SSDP), or causing it to be stored, to a first 

data storage (DS1) being accessible for providing the secured data package (SSDP) 

for a secured authentication of a physical object or group of physical objects (PO(s)); 

the method further comprising on of the following processes a) to c): 

a) detecting by means of one or more sensors at least one discriminating 

characteristic (k) of said physical object or group of physical objects (PO(s)), to 

obtain for each discriminating characteristic (k) respective identification data (IDDk) 

representing an identity of said related physical object or group of physical objects 

(PO(s)); 

applying a second predetermined cryptographic hash function (HF2) to a data set 

resulting from combining, according to a second predetermined combination 

scheme (CS2), the one or more respective identification data (IDDk) obtained from 

the set of said at least one discriminating characteristic (k) and the random context 

data (RCD) to obtain an original hash value (Ho); detecting (210) by means of one 

or more sensors at least one discriminating characteristic (k) of said physical object 

or group of physical objects (PO(s)) to obtain for each discriminating characteristic 

(k) respective identification data (IDDk) representing an identity of said related 

physical object or group of physical objects (PO(s)); or 
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b) applying to each of said identification data (IDDk) a respective first 

predetermined cryptographic hash function (HF1,k) to obtain a respective initial hash 

value (Hik) related to the respective discriminating characteristic (k); and 

applying a second predetermined cryptographic hash function (HF2) to a data set 

(H) resulting from combining, according to a second predetermined combination 

scheme (CS2), the one or more respective initial hash values (Hik) obtained from the 

set of said at least one discriminating characteristic and the random context data 

(RCD) to obtain an original hash value (Ho); or 

(c) applying a second predetermined cryptographic hash function (HF2) to 

the random context data (RCD) to obtain an original hash value (Ho); and 

outputting initialization data (IND) representing said respective original hash value 

(Ho). 

 

2. The method of claim 1, wherein storing said secured start data package (SSDP) to 

said first data storage (DS1) involves storing the secured start data package (SSDP) 

to a blockchain or a blockless distributed ledger (DS1). 

 

3. The method of claim 1, wherein: 

Said at least one discriminating characteristics (k) comprises a physical unclonable 

function, PUF (PUFk); and 

detecting said at least one discriminating characteristic (k) to obtain respective 

identification data (IDDk) related thereto comprises: 

applying a respective challenge of a respective predetermined challenge-

response authentication scheme to the PUF to trigger a response by the PUF 

according to said authentication scheme in reaction to said challenge, and 

detecting said respective response and generating respective identification 

data (IDDk) representing said response; 

applying a respective first predetermined cryptographic hash function (HF1,k) 

comprises applying the respective first predetermined cryptographic hash function 

(HF1,k) to said data representing said response to obtain a respective PUF-related 

initial hash value (Hik); and 

outputting initialization data (IND) comprises outputting respective identification data 

(IDDk) related to said discriminating characteristic (k), the identification data (IDDk) 

comprising a representation of said respective PUF-related initial hash value (Hik). 
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4. The method of claim 1, further comprising applying a time and location-invariant 

information (SN) identifying or being otherwise specifically related to the physical 

object or group of physical objects (PO(s)), respectively. 

 

5. The method of claim 1, wherein outputting said initialization data (IND) comprises 

one or more of the following: 

adding a marking representing said initialization data (IND) to said physical object 

or group of physical objects (PO(s)); 

store said marking representing said initialization data (IND) or causing it to be 

stored to a third data storage (DS3) and adding to said physical object or group of 

physical objects (PO(s)) a representation of a pointer indicating where said 

initialization data (IND) can be accessed in the third data storage (DS3). 

 

6. The method of claim 1, further comprising: 

receiving a request for determination of another secured start data package (SSDP) 

relating to another predicted context data (PCD) representing another predicted 

future location relating to another designated next recipient (C) of the physical object 

or group of physical objects (PO(s)) and a related future time of presence of the 

physical object or group of physical objects (PO(s)) at said another predicted future 

location. 

 

7. The method of claim 1, further comprising: 

signing said obtained original hash value (Ho) with a digital signature pertaining to 

a supplier (A) of said physical object or group of physical objects (PO(s)) to the 

respective designated next recipient (B; B’); and 

including said digital signature in the output respective initialization data (IND) or 

further initialization data (IND), respectively. 

 

8. The method of claim 1, wherein: 

 the predicted context data (PCD) represents a predicted future location of a 

designated next recipient (C) of the physical object or group of physical objects 

(PO(s)) and a related future time of presence of the physical object or group of 

physical objects (PO(s)) at that predicted future location. 

 

9. The method of claim 8, further comprising: 
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 determining new initialization data (IND) based on the same random context data 

(RCD) as said new secured start data package (SSDP) and storing or causing said 

new initialization data (IND) to be stored. 

 

10. A method of authenticating a physical object or group of physical objects (PO(s)), 

the method comprising: 

receiving and decrypting a secured start data package (SSDP) representing 

encrypted context data (CD) representing a location and a related time to recover 

said context data (CD); 

receiving or determining current context data (CCD) representing a current location 

of the physical object or group of physical objects (PO(s)) and a related current time 

of presence of the physical object or group of physical objects (PO(s)) at that current 

location; 

combining, according to a predetermined combination scheme (CS3), the current 

context data (CCD) with the decrypted context data (CD) to thereby determine test 

context data (TCD), wherein the combination scheme (CS3) defines an inverse 

operation to a combination operation (CS1) previously used to generate the received 

context data (CD); 

accessing initialization data (IND) related to said physical object or group of physical 

objects (PO(s) to recover from the initialization data (IND) an original hash value 

(Ho) being represented by the initialization data (IND); 

the method further comprising one of the following processes a) to c): 

a) detecting by means of one or more sensors at least one discriminating 

characteristic (k) of said physical object or group of physical objects (PO(s)) to obtain 

identification data (IDDk) related to said respective discriminating characteristic (k), 

this identification data (IDDk) representing a presumed identity of said related 

physical object or group of physical objects (PO(s)); and 

generating a test hash value (Ht) by application of a second predetermined 

cryptographic hash function (HF2) to a combination (Hc), according to a further 

predetermined combination scheme (CS2), of the test context data (TCD) and each 

of said identification data (IDDk) and a time-invariant and location-invariant 

information (SN) identifying or being otherwise specifically related to the said 

physical object or group of physical objects (PO(s)); or  

b) detecting by means of one or more sensors at least one discriminating 

characteristic (k) of said physical object or group of physical objects (PO(s)) to obtain 

identification data (IDDk) related to said respective discriminating characteristic (k), 
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this identification data (IDDk) representing a presumed identity of said related 

physical object or group of physical objects (PO(s)), wherein the at least one 

discriminating characteristic (k) comprises a physical unclonable function, PUF, and 

wherein detecting said discriminating characteristic to obtain identification data 

(IDDk) comprises: 

applying a respective challenge of a respective predetermined challenge-

response authentication scheme to the PUF to trigger a response according to said 

authentication scheme in reaction to said challenge: and  

detecting a respective response by the PUF in accordance with the 

respective challenge-response authentication scheme in reaction to the challenge 

and deriving therefrom said identification data;  

applying a respective first predetermined cryptographic hash function (HF1,k) to the 

respective identification data (IDDk) to obtain a respective initial hash value (Hik) 

related to said discriminating characteristic (k); and 

generating a test hash value (Ht) by application of a second predetermined 

cryptographic hash function (HF2) to a combination (Hc), according to a further 

predetermined combination scheme (CS2), of the test context data (TCD) and each 

of said initial hash values (Hik), and a time-invariant and location-invariant 

information identifying or being otherwise specifically related to the said physical 

object or group of physical objects; 

 c) generating a test hash value (Ht) by application of a second predetermined 

cryptographic hash function (HF2) to the test context data (TCD) or to a combination 

(Hc), according to a further predetermined combination scheme (CS2), of the test 

context data (TCD) and a time-invariant and location-invariant information identifying 

or being otherwise specifically related to the said physical object or group of physical 

objects; 

wherein for the respective one of the processes a) to c), this second predetermined 

cryptographic hash function (HF2) is equal to a corresponding cryptographic hash 

function previously used to determine the original hash value (Ho) represented by 

the initialization data (IND), and wherein said further combination scheme (CS2) is 

equal to a corresponding combination scheme previously used to determine the 

original hash value (Ho) represented by the initialization data (IND); and 

the method further comprises: 

generating a first reading result (RR1) comprising: 

− a representation of the test hash value (Ht) and a representation of the original 

hash value (Ho), or 
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− a matching output indicating whether or not, according to at least one 

predetermined matching criterion, the test hash value matches said original hash 

value and thus indicates authenticity of the physical object or group of physical 

objects. 

 

11. The method of claim 10, wherein obtaining the identification data (IDDk) comprises: 

sensor-based detecting of said at least one discriminating characteristics (k) of said 

physical object or group of physical objects (PO(s)); 

generating object data representing said at least one discriminating characteristics 

(k) of said physical object or group of physical objects (PO(s)); 

communicating said object data to a system for automatic object recognition; and 

receiving the digitally signed identification data from said system in response to said 

communicating of said object data. 

 

12. The method of claim 10 further comprising a storage process comprising storing the 

first reading result (RR1), or causing it to be stored, into a block of a blockchain of a 

first set of one or more blockchains or into one or more nodes of a blockless 

distributed ledger of a first set of one or more blockless distributed ledgers. 

 

13. The method of claim 12, wherein: 

detecting of at least one discriminating characteristics of the physical object or group 

of physical objects (PO(s)) comprises detecting a plurality of different ones of said 

at least one discriminating characteristics to obtain based thereon for each of said 

at least one discriminating characteristics (k) respective individual set of 

identification data (IDDk) representing the physical object or group of physical 

objects (PO(s)); 

generating the test hash value (Ht) is performed for each of the individual sets of 

identification data (IDDk) separately such as to obtain for each of the individual sets 

of identification data (IDDk) a respective individual test hash value (Hik); 

generating the first reading result is performed for each of the individual test hash 

values separately to obtain for each of said at least one discriminating characteristics 

a respective individual first reading result; and 

the storage process comprises storing each of said individual first reading results 

respectively causing it to be stored into a block of a respective individual dedicated 

blockchain in said first set of blockchains or into one or more nodes of a respective 
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individual dedicated blockless distributed ledger in said first set of blockless 

distributed ledgers. 

 

14. The method of claim 10, further comprising determining a new secured start data 

package (SSDP) for a secured authentication of said physical object or group of 

physical objects (PO(s)) at a further recipient (C) thereof. 

 

15. The method of claim 14 wherein determining said new secured start data package 

(SSDP) comprises: 

issuing a request (R) for determining such new secured start data package (SSDP) 

for a secured authentication of said physical object or group of physical objects 

(PO(s)) at a further recipient (C) thereof to an authorized provider (A) of said new 

secured start data package (SSDP) and receiving said requested new secured start 

data package (SSDP) in response to the request. 

 

16. The method of claim 10, further comprising: 

 receiving and storing data representing the predetermined combination scheme 

(CS), a time and location-invariant information (SN) identifying or being specifically 

related to the said physical object or group of physical objects, and metadata 

(MD(CS(SN))) defining a limited validity period of the combination scheme (CS); 

receiving a request for the combination scheme (CS) and identity information (SN) 

identifying or being specifically related to a physical object or group of physical 

objects (PO(s)) from a requesting authentication system; 

authenticating the requesting authentication system; and 

  when the requesting system is successfully authenticated as being authorized and 

according to previously stored metadata (MD(SN)) corresponding to the received 

identity information (SN), the related combination scheme (CS(SN)) to which the 

metadata (MD(SN)) pertains is still valid, outputting data representing that related 

combination scheme (CS(SN)) over a data channel (T) being secured against 

interception to the requesting system; or  

otherwise, denying the request. 

 

17. A non-transitory, computer-readable medium having stored thereon a computer 

program comprising instructions, which when executed on one or more processors carries 

out a method comprising: 
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receiving and decrypting a secured start data package (SSDP) representing encrypted 

context data (CD) representing a location and a related time to recover said context data 

(CD); 

receiving or determining current context data (CCD) representing a current location of the 

physical object or group of physical objects (PO(s)) and a related current time of presence 

of the physical object or group of physical objects (PO(s)) at that current location; 

combining, according to a predetermined combination scheme (CS3), the current context 

data (CCD) with the decrypted context data (CD) to thereby determine test context data 

(TCD), wherein the combination scheme (CS3) defines an inverse operation to a 

combination operation (CS1) previously used to generate the received context data (CD); 

accessing initialization data (IND) related to said physical object or group of physical objects 

(PO(s) to recover from the initialization data (IND) an original hash value 

(Ho) being represented by the initialization data (IND);  

the method further comprising one of the following processes a) to c): 

a) detecting by means of one or more sensors at least one discriminating 

characteristic (k) of said physical object or group of physical objects (PO(s)) to 

obtain identification data (IDDk) related to said respective discriminating 

characteristic (k), this identification data (IDDk) representing a presumed identity 

of said related physical object or group of physical objects (PO(s)); and  

generating a test hash value (Ht) by application of a second predetermined 

cryptographic hash function (HF2) to a combination (Hc), according to a further 

predetermined combination scheme (CS2), of the test context data (TCD) and 

each of said identification data (IDDk) and a time-invariant and location-invariant 

information (SN) identifying or being otherwise specifically related to the said 

physical object or group of physical objects (PO(s)); or 

b) detecting by means of one or more sensors at least one discriminating 

characteristic (k) of said object or group characteristic (k) of said physical object 

or group of physical objects (PO(s)) to obtain identification data (IDDk) related to 

said respective discriminating characteristic (k), this identification data (IDDk) 

representing a presumed identity of said related physical object or group of 

physical objects (PO(s)), wherein the at least one discriminating characteristic (k) 

comprises a physical unclonable function, PUF, and wherein detecting said 

discriminating characteristic to obtain identification data (IDDk) comprises: 

applying a respective challenge of a respective predetermined challenge-

response authentication scheme to the PUF to trigger a response according to 

said authentication scheme in reaction to said challenge; 
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and 

detecting a respective response by the PUF in accordance with the respective 

challenge-response authentication scheme in reaction to the challenge and 

deriving therefrom said identification data; 

applying a respective first predetermined cryptographic hash function (HF,,k) to 

the respective identification data (IDDk) to obtain a respective initial hash value 

(Hik) related to said discriminating characteristic (k); and 

c) generating a test hash value (Ht) by application of a second predetermined 

cryptographic hash function (HF2) to a combination (Hc), according to a further  

 predetermined combination scheme (CS2), of the test context data (TCD) and 

each of said initial hash values (Hik), and a time-invariant and location-invariant 

information identifying or being otherwise specifically related to the said physical 

object or group of physical objects; 

wherein for the respective one of the processes a) to c), this second predetermined 

cryptographic hash function (HF2) is equal to a corresponding cryptographic hash 

function previously used to determine the original hash value (Ho) represented by the 

initialization data (IND), and wherein saif further combination scheme (CS2) is equal to 

a corresponding combination scheme previously used to determine the original hash 

value (Ho) represented by the initialization data (IND); and  

the method further comprises: 

generating a first reading result (RR1) comprising: 

a representation of the test hash value (Ht) and a representation of the original hash 

value (Ho), or 

a matching output indicating whether or not, according to at least one predetermined 

matching criterion, the test hash value matches said original hash value and thus 

indicates authenticity of the physical object or group of physical objects.


