1 A METHOD AND A MOBI LE DEVI CE FOR REVI EW NG PATI ENT | NFORVATI ON Fi el d of
the Invention The invention relates to a nethod and a nobil e device for
revi ewi ngwpabignsisrnf or mati on. Background of the | nventipgm/sckoiiaosvesi ca
energency, tinme is critical. A patient needs i medi ate nedi cal 10attention
in a hospital but clinicians who are experts inafield my not be
available. Even'if the clinicians are available, the clinicians may require
time to travel oSkt Al | ' ur at a

| ocati on wher eAs@Qﬁ@ﬁréﬁbyfg”g%ﬁ%vﬁgg’g]ﬁgﬁggﬁﬁl&abﬁégﬁﬁl e. In such
situations, the physical attendance of a clinician to the patient nmay not
be possible. 15 Tel enedi ci ne may HNFOERMATION:i dge t he physical distance
between the patient and the clinician. An exanple may be the Gsiri X Mbile
vi ewer application which was reported in the article "Inages in the Pal m of
Your Hand', Radi ol ogy Today, Vol. 11 No. 1 P. 6, January 2010. Tel enedi ci ne
f r amewor ksFiefd éfithe dhvertiod0 art however may be application or nedia
specific, be unreliable, be too hulky for the clinician, be user unfriendly

for the Climd fvantidnHigfests 4 MRtrddPshd A mYSife 48vied f&TRVRAAGY patient -

information.

Background of the Invention

~In a‘medical émergency, time is critical. A patient needs immediate medical
10 aftention in a hospital but clinicians who are experts in a field may not be
available. Even if the clinicians are available,. the clinicians méy require time to
travel to the hospital. Medical emérgehcies may also occur at a location where
speedy transportation to a hospital is not possible. In such situations, the
physical attendance of a clinician to the patient may not be possible. :
.15
| Telemédicine may be uséd-to bridge the physiCal :distance befwéen the;;ba'tient .
and the clinician. An example may be the'Osiri;X :Mobile viewer.applicaﬁ;ovn |
which was reported in the article “Imagés in thé Palm of Your Hénd’, Rédiology
: deay, Vol. 11 No. 1 P. 6, January 2010. Telemedicine frameworks of tﬁe prior
20  art however may be application or media specific, bvé unreliable, be too bulky for
the Clinician, be user unfriendly for the clinician and/or be too slow for uée in an

emergency. -

Summary of the Invention



Summary of the Invention WD 2011/ 105967PCT/ SG2011/ 000078 2 The present

I nvention ains to provide a new and useful nethod and nobil e device for
revi ewi ngwpavigmnssnf ormati on. In general terns, the invemscamipo@p®ses a
nobi | e device retrieving patient 5information froma server using a
resource identifier. The nobile device4hen displays at |east part of the
retrieved patient information on a screen of the nobile device. The

di spl ayed -patient j.nformation is the Vi ewe ' ent and the
Coment 1 STepEanatRyER LA ET: (oo Ve BN o gl oM R A REREL, 51 o
the invention is a nethod for review ng at -a nobile device patient
i nf or mat i SlevicesioareiewingPatient BHormaionet hod conprising the steps of
recei-ving a message fromthe server, the nmessage having a resource .
identifier associated with the patient information; 15retrieving the
patient.information fromthe server using the resource identifier;
di spl ayi ngnafenkes 3&rnpsiithe dfvenltion redpo ssseal mudlile eldvidendetriewitg patient a screen
of the nobile device; o T : o '
5 information from a server using a resource identifier. The mobile device then
displays at least part of the retrieved patient information on a screen of tHe |
mobile device. The displayed patient information is then reviewed to obtain a

'comment and the commenit is uploaded to the server.

1Q Specifically, a first expression of the invention is a method for reviewing at a |
mobile device patient information residing on a server, the method corrlprising'f
the steps of
receiving a message from the server, the message having a resource
identifier associeted_with the patient information;
| 15 - - retrieving the petlent information from the server using the resource
| lmmmﬁ‘ | |
displaying at leeet part of the retrieved cetient information on a screen of
the mobile device; | - | |
reviewing the displayed.patient information to obtain a comment; and

- 20 uploading the comment to the server.

Preferably, the message is pushed from the server. Such a method mey allow
for the patient information comprising audio, video, images and text tofbe

“pushed” to the mobile device. The use of the term “push” is understood to



review ng the displayed patient information to obtain a comrent; and

20upl oadi ng the comment to the server. Preferably, the nessage is pushed
fromthe Wer2oey105®Gch a net hod may al l ow for the pati enPCIr/$GRIITADIGH
conpri sing audi o, video, images and text to be "pushed" to the nobile
device. The use of the term "push" is uynderstood to nean that the server
has the onus of announcing the availability and facilitates the subsequent
delivery of th tient information to the nobjle device. |In.other words, a
ol i ni ci an RREFRIA e Fwer Bagdir endnal Anaetnaiag e yleb ey and filptesy,
patient information. Preferably, the clinician cannot elect the patient"

i nf or mat i dhe subseauent selivein o s patienfiinfosmatipay theomobjle devieg- tmethsart  of

t he downl oaded- patient information which he reviews. Preferably, the
message i svordsgea chmicianassirg fhie mbbie device caay ootnersd toopdll thedsarer fost i ent
information is retrieved over a second comuni cations network, the 10
second corpatiahtiaforaitione Préfelabigitng clinididf earefot et W satfieranimfoh@ation st
comuni cations network. The first conmunications network may have a w der

net wor C%Eﬁ%edé\ml@gﬁ?rgy &ﬁg@@gpgﬂmw&mﬂé PAPLHRRE dofnfsaddde second

conmmuni cati ons networ ve a greater bandwi dth than the first

conmuni Catdﬁg@ﬁt @ﬁ%}ﬁ‘?ﬁ@é‘ &ﬁah‘%‘é r@g'{e first communications networks with a

bi gger net nmay perm he server to nore rel i ably notify the
mobi | e devi ce -about newly avail able patient information. The patient
information may then be retrieved fromthe server using the second

comuni cat i ons network whi ch may have certain 20beneficial qualities e.g. a
hi gher barf¥@ferablyothecmespage isdicacwad qver atigst erinmusicadans petwrIkiast i ons
network with a greater bandw dth than the second conmmuni cati ons network may
pernit thehepatibet idforimzgionds datvievedhdveraa sectnd odmmmticationsmetwark, there.

10 - second communications hetwork being a different network from th e first
cdmmUnications network. The first communications network may have a wid'er{
r_\etwork coverage than the second cohmunications network. Also,’the second
communications network may have a greater bandwidth than the firét

“communications network.
| 15
HaVing a firsf communicétidns networks with a'bibgger network coverag_je‘ may -
permit’ the server to more reliébly notify the mbbile device ab_oq_t newly;‘év;ailablfeﬁz
.pa_t'ient information. The patient information méy then be rétrievied frorriz the 'v
server using the second comrﬁunicatidns hetvvo:rk which may have cert:ain

20 beneficial qualities e.g. a higher bandwidth or cheaper maintenance. Héving a

second communications network with a greater bandwidth tHan the seéond _
. communications‘networvk may permit the mobile device to download patient

information in real time.



WO 2011/ 105967PCT/ SG2011/ 000078 4 For exanple, the first comrunications
network may be a SM5S network or an enmail network (in a broader sense, any
br oadcastwWoebworkostay be used, preferably capabl e of br ®@adS&301100g00588 t ext .
nmessage. contai ni ng any Universal Resource lIdentifier (URI); using the URI,
an associ ated program may be | aunched an the nobile device). The second
conmuni cations network may be a W-Fi network, a GPRS network or an UMIS

network. aeg,t@ &t rf#st‘lfon%ﬁhi{gaﬁ@h%éﬁvdm%%ﬂﬁég’\gﬂsar‘i‘é/t@)&trﬁ‘gﬁénOf lbe' ng

wi dely avai aV| n er cover age etwork or emai
networkma SO ha a|I|t ! il e device.
The W-Fi ?HWOT FE‘%? y&ﬂ/fgdﬁ%% 3&” rpax o %}é advant age

of having a h| gh data bandvvl dth and thus may all ow for the real -tjnme

downl oad dfreﬁe&@bléﬁepahte&frmawsﬂpeataXAmegﬁsagﬂéoetaérﬁneranwém'ver\%?hg t he:
patient information fromthe server conprises the step of sending a request
to the sermurcmmmgee@ﬂm)mmdm@umeanasseea@dcmogmtrinavéxe and an

aut hentication code uniquely identifying the nobile device. This may have

t he adgantlagechid 9t mobile deeica)tTrenséaaid commudidations egtwesrk rhay bpat | ent
information into a single request. The authentication code nmay conprise an

| VEI - nunbayyi.of nétirkDR AFRY Akt dNarPUMTEE natidIRMTHhE BMORefRSIR dFay

conpri se a phone number or may conprise a Universally Unique 20l dentifier
(LU D) th J t , urce
dent | 11 ot aahpENdR BEhaic e afEfac fdﬁ?éeﬁ& VTR G ek R
retrieving the atl ent wher ej n er_of the eV| ce can
initiate t er? rﬁﬁf’uﬁ’%éﬁﬁeb’&q{@% ei"ﬁ%r} E l% dal?ﬂe‘agtggﬁg ag’f“

2011/ 105967PCT/ S&2011/ 000078 5 retrieving the pat| ent information and

di spl ayi ngPush| massages to tbe reokilerdevicevie Wi astwonks GRRER Nelverkerper f or med
by the program For exanple, the schene indicator may be a prefix of the

resourl@e iUKITS hetevork Wamdhbwdmhtagmﬂimylmwathm detmlpandwdttt ared st ep of
editing the displayed

thus may allow for the real-time download of patient information.

Preferably, the step of retrieving the patient information from the server
comprises the step of sending a request to the server, the request.including the
15 resource identifier and an authentication code_ uniquely identifying the mobile
| device This rnay have t‘he advantage of combining the authentication and the |
request for patient information into a single request The authentlcatlon code
‘may compnse an IMEI number of the mobile devnce Also, the authentlcatuon
code may comprise a phone number or may con'\pnse a Unlversally Umque

- 20 identifier (UUID) that is extracted from the mobile device.

Preferably, the resource identifier cornprises a scheme indicator which identifies N
a program for retrieving the patient information, wherein a user of the mobile '.

devioe can initiate the p'rograrn using the scheme indicator, and the steps of



patient information with the program The step of displaying at | east
part of the retrieved patient information may include displaying at |east
part of tWe2208iwi®ied nedi cal information across 10nul t PETSG20EN8007T he
steps of retrieving the patient information and displaying at |east part of
the retrieved patient information nay kg repeated at regul ar intervals.
This may pernit the constant updating of patient information that is
visible t [ ' a
{hi o par (5T EgEL R FHEP oy BEpi M AREL P TBY rRiadE T 6
device, the th arty commepnt bei based on atlent information S
retrieved qi}lephwq?rf)r}?thérarﬁf o&m&&ﬁﬁg\e REPPH%’B] S mplﬁr&‘ € in
di fferent fields may t hen exchange views, on_the kind of treat ment to 20be
admi ni st eriedicatpanawheamrefpagf the respurreddentfigrnt er est narked on the

di spl ayed patient nultimedia formwhich may enhance the quality of nedical
care in an enmergency and nay facilitates better treatment planning. The
met hod may further conprise the steps of 5acquiring at another nobile
devi cescl i Prieferablyn i methaahfurthemcamprises ite stpbf editing thel digplapgd t he
acquired clinical information to the server to format |east part of the
patient i rfQmRiriSimat®h W§h[}%§%§ﬁr mobi | e device to-acquire and

The step of displaying at least part of the retrieved patient information may
include displaying at least part of the retrieved medical information across

10 rhultiple views.

The stepe of retrieving.fhe patient information and displaying a'tv least bart’ of the
retrieved patient information may be repeated at regular intervals. This may
permit the constant updating of patient inforrﬁation that is visible to the clinician.

15

| The Vpatient information may comprise a third-party comment that is uploaded to
‘the server from a further moblle device, the thlrd party comment belng based on ) f
patient information retrieved by the further moblle device. CI|n|C|ans who are |
experts in different fields may then exchange views on the kmd of treatment to

20  be administered.

The comment may be a region of interest marked on the displayed patient

inforrhation, an audio recording and/or text. The comment is thus provided ina



upload the clinical information to the server, the clinical information may
be transmtted while on the nove e.g. in the anbul ance. This may thus speed
up 10t he wo2011ates967ty of the clinical information. For @<aseRel1/000088 pati ent
i nformation may be vi deo, imge, text and/or audio. By having patient
information of such nmedia types, betterg.treatment planning may be possible
at the hospital and this may reduce the reaction tinme to an 15energency.

ot or mat 1t SRR GuiRafad Rabiee el GUAVEY o fhetRL EhafnERS PR (Elone
expression of the inyenti ' bile useable in a nethod

n.s a evic
accor di ng SCTERBCY ?F‘g’tm%&%cég%tfeérp £r frﬁ@{jmﬁ@teﬁ?ﬂ%'ﬁ,g- t he nobile device

conprising 20a receiver configured to receive a nessage pushed fromthe
server, the nessage having a resource identifier associated with the

patient information; ‘a processor configured to retrieve the patient
I nf or mat i drhef methddmag duntlesr ceanpiisd the stepsofce identifier; WO
2011/ 105967PCT1SG2011/ 000078 7 . . a screen configured to display at

| east part of theuirRlg dteiREhSSbEIG dbWite ciickPinforafidion from a Fatiehingid t t er
configured to upload a coment to the server, the conment being obtained

from review ng i, hhg MeyEsLIRA Liffdal itbAREESH Bthe server to form at least |
part of the patient information. By using another mobile device to. acquire and
upload the cIinic‘ai information to the seNer, the clinical information méy be
trahsmitted while on the move e.g.' in the ambulance. This may thus speed up

10  the availability of the clinical information.

For example, the patient iﬁfofmation may be video, image, text and/or audio. By
ha\-/ing patient information of such media types, better treatment plahning may |
be possible af the hospital and this may reduce the reaction time to an

15 emergency. This may also allow a'blinician who is reviewing the displayed

patient information to have a better understanding of the case at hand. |

A second expression of the in.vention is a mob:ilé'd'evice usAeabI'e ina méthod '
according to the first expressioh of the inventién;,:the mobile device coriT:Ilplrising' :
20 a receiver configured to receive a messaQ‘_e pushed from the séNer, the
message havihg a resourcé identifier associated with the pat_ient information;
a processor configured to retrieve’ the patient information from the server

using the resource identifier;



A third expression of the invention is a nethod for sending patient
information froma server to a nobile device, the nmethod conprising the
steps of wb 2vheoswrver generating a resour cecirgenbiifooers whi ch
is associated with.the patient 10i nformation; sendi ng a nessage havi ng
the resource identifier to the nobile ¢evice; receiving fromthe nobile
devi ce a request conprising the resource identifier; sending the patient
information to_t [ VLR m the nobil e
devi ce, the co Qbh“gglﬂggéﬁgﬁlegwaﬁg%mr}e’ &Sgrﬁﬁent rH or ?ratl on.

Pr ef erablﬁrf t he rressn%ge i's sent over a first communications network and the
pati ent ML ANYs sent over a second communications network, the
second 20 comuni cati ons network being a different network fromthe f| rst
communi cat i ons arfeangniker FpRfigured fo eglm%irﬁ eammsn to agpverdhe kaoementyi der
network coverage than the second communications network. Al so, the second
comuni cabieingsobtainsadrfromagviewiryg thegdisplaged ipatiend idfdmtatian. t he fir st

comuni cations network. A fourth expression of the invention is a- met hod
for the parall el review ng of patient information residing on a server,.'the

met hod conpri si ng t:he steps of receiving at-a plurality of nobi e
devi ces a sy R Rlethdd\orEepamgtpdint MofnaRsPUr Ce
i dentifi er assom a MGfLHé)ﬁ\elé@gotrfent fHar{eﬂl?orrnartl on; “and at egch of the -

plurality fr%fm gDs%'r\lleer tgeavmo%ﬁe device, the method comprising the steps of at the

server

generéting a resource identtfier which is assooiated with the patient
10 in‘formation; |
sending e message having the resource identifier to the mobile device; |
receiving from the rnobile device a requeet comprising the resodrce
identifier;

sending _the patient informetion to the mobile device; and

| 15 : -receiving a comment from the mobile device, the comment being

obtained from the sent patient information.

Preferably, th.e message is sent over a first cornrnu'nicatione network and;the -
patient information is sent over a second commdnrcatlons network the second
20 communications network berng a dlfferent network from the first
communications network. The first communications network may have a wider
network coverage than the second communioations network. Also, the eecond :
commvunic'ation's‘ network may héve_ a greater bandwidth than the first |

communications network.



(i)retrieving the patient information fromthe server using the resource
identifier; 10(ii)displaying at | east part of the retrieved patient
i nf or mat i W0 20N/A5%Er een of each of the nobile devices; PCT/SG2011j0po0y8
review ng the displayed patient information to obtain a comment; and .
(iv) uploading the comment to the serveg. 15 Such a method for the parallel
reviewing of patient information nmay encourage real-tine interaction and
col | aboration between clinicians, and may create a |ive discussion forum
This may also facilitate the nulti-way exchange of information between
par anedi cs, and, cl i ni ci ans ecialized in different fields. 20 Afifth .
expr essi on‘\g‘?wﬁh%xwr%é'ﬁmqﬁ Ng NVENHAR |28 Me °¢2%t§ﬁm?g‘ja|éq| ravigyB1g & device a
medi cal image of a patient, the nmedical image residing on a server, the:
met hod coripatiesit informatian kgsiding onet server, rige Matho ebowrisingdhe stepsrof he
server; WD 2011/105967PCT1SG2011/ 000078 9 di spl aying at | east.part
of the retrievadceritigcat a plusgjity ofimbilerdeaitesfa essagd pueheld froaether evi ew ng
the displayed nedical inmage to obtain a comrent; and uploading the coment
to thesserggver, the message having a resource identifier associated with the patient
information; and
at each of the plurality-of hiobile devices
(i) refrieving the patient information from the server using the
resource identifier;
10 (ii) displaying at least part of the retrieved patient ihformation on a
screen of each of the mobile devices;
(i) reviewing the di'splayed patient infbrrhation to obtéin a comment; |
and
(iv)  uploading the comment to the server.
15  Such a method for the parallel reviewing of patient information may encourage
real-time interaction and collaboration between clinicians, and may create a live
discussion fofurh._ This may also facilitate the mL_llti-way exchange of information

between paramedics and clinicians specialized in different fields.

20 A fifth expression of the invention is a method for reviewing at a mobile device a
medical image of a patient, the medical image residing.on a server, the method
comprising the steps of

retrieving the medical image from the server;



A sixth expression of the invention is a nethod for reviewing at a nobile
device patient information residing on a server, the nethod conprising the
steps of WORMEMFF t he patient information fromthe seP¢#iSG2011/000078

di splaying at least part of the retrieved patient information on a screen
of 10t he nobile device; reviewi ng the dysplayed patient information to
obtain an audi o comment; and upl oadi ng the audio comment to the server. 15

A sevent h expregsi f. ' ' ¥ aTolc P I LA
conpr i 5i ng.t pe Agalngiat lcaet bAMER e PetkiBy e R 2o o £ W5 ELR e
i nformation f.{ﬁg)a%a atient; uploading the acquired clinical information to
a server tBOPIGAPYES| east part of patient information resident on the
server; 20receiving at a second nobile device a nmessage pushed fromthe
server, the nedsvgwingiierdselayed mediealimageitp obfainasenaesl aid h t he
patient information; retrieving the patient information fromthe
server using t heloatiog theecorderdnit o g serwer.2011/ 105967PCT/ SG2011/ 000078
5 |
A sixth expression of the invention is a method fbr reviewing at a mobilé de‘\)icé
patient information residing on a server, the method comprising the steps of
retrieving' the patient information from the server;
displaying at least part of the retrieved patient information on a screen of
10 vthe mobile device;
'review_ing the displayed patient information to obtain an audio comrhen‘té

and

uploading the audio comment to the server.

15 A seventh expression of the invention is a method for telemedicine corhprising
the steps of
acquiring at a first mobile device clinical information from a patieht;
uploading vthé acquired clinical informat:io:n foa serv'.er:to' form atjliefast
part of patient information res:ident on the ser\%eir;i | |
20 receiving at a second_mobilve device a méésage pushéd vfro.m thé'serve’r.',:: : 5
the message having a resource identifier associated with the patient
information;
| retrieving the patient information from fhe server using the fesource

identifier;



10 di splaying at |east part of the retrieved patient information on
a screen of the second nobile device; review ng the displayed patient

i nf or mat i 200/10B5%64i N a comment; and upl oadi ng t he conmMBAT/SGEOEINB00SRr ver .
Certain- enbodi nents of the present invention may have the advantages of:
enhancing nedical care during a clinicgh enmergency, assisting treatnent

pl anni ng during an energency; reducing the critical reaction tine in an

energency; 10al].owi ng for .t r ' . i . di.cal records
For pati onts:  Bite e ableseLBafistane PRl PRI AR B s Ben Vel vi ng
any affliction e.g. a _case involving a stroke or a case involving a cardiac
arrest; aﬁﬁe§§99WfFEEH§qﬁMQﬁ;ple communi cati ons networks so that there is a
redundancy in the communication. Brief Description of the Figures By
way of exanpl e revieyingihe displayee patieoaidnfarmadionito lobkain @espenimeatl amd h 20
reference to the acconpanyi ng draw ngs, in which: :
uploading the comment to the server. '

Certain embodiments of the present invention mgay have the adVantag'éé of
- enhancing medical care during a cliniéal emergency;
- assistiﬁg treatment planning during an emergency;,
- reducing the critical reaction time in an emergency;
10 - allowing for the creation and maintenance Qf medidal records for -
patients;

: - being ﬂéxible enough to handle medical emergencie_é involving any
affliction e.g. a case involving a. stroké or a case involving a cardiac |
arrest; and |

15 - utilizing multiple communications networks so that there is a

redundancy in the communication.

VBrié_af Desdripfion of the Fiqures
By Way of example only., one of more embodirﬁénts will be described W|th '
: 20- reference to the accompanying drawings, in w:hi’ch: -
Figure 1is a schematic drawing of a telemedicine system 100 héving.
multiple smart mobile phones and a'central information server, according to an |

example embodiment;



Figure 1 is a schematic drawing of a tel emedicine system 100 havi ng
multiple smart nobile phones and a central information server, according to
an exanpl¥oeabodreeent ; WO 2011/ 105967PCT/ SG2011/ 000078 PCT/SG2011/000078 gur e . 2
is a schematic drawi ng of the central information server of Figure 1,
Figure 3 is a schematic draw ng of oneqef the smart nobile phones of the
systemof Figure 1; - Figure 4 shows a nethod for operating a program

eroonsnot of e B peratRafs P R reral ntormelig TR ke opened

in an editor; Fjgure 6 is a schematic draw ng of the interaction between
one of -t hd'@9&nkrt nobile phones and the central information server of
Figure 1; Figure 7 is a schematic drawi ng of the browsi ng sequence for
nul tipl e vi ews Rigunendispa sghematic drivgogef one of the smargmebilgahpgesioktheeenshot
of an EMR Tabl e-View of the program of Figure 4; 15Figure 8b is a :
scr eenshotsysfem of igur¥itew of t‘he program of Figure 4,
| 5 " Figure 4 shows a,rﬁetho.d f_or-operating a program on one of the smért'
mobile phones of Figure 1; |
| Figure 5 is a screenshot of an “info.plist” file of the program of Figure 4
when opéned in én editor; |
Figure 6 is a schematic draWing of the interactioh between one of the
10  smart mobile phones and the centréi informétion server of Figure 1;
_‘Figur'e, 7 is a schematic drawing of t_h,e browsing sequence for multiple“
views :of‘the ﬁrogram of Figure 4; | |
Figﬁre 8a is a screenshot of}‘an EMR Téble—View of the progrém of
'Figure 4;
‘:IS - Figure 8b is a screenshot of a Text-View of the program of Figure 4;
Figure 8cis a scfeenshot of an Image-View of the program of Figvure 4;
Figuré 8d is a screenshot 6f an Audip-Video View 640 of the pr(;gram of
'Fig‘ure 4;
:Figure 8e is a screenshot of a video file being played i:n fvhe'Aud:ijd-:\/idedifif_'
- 20} View of Figure 8d; | | o
Figure 9 is a screenshot of the program df Figure 4 as uploading vis
underway; and -

Figure 10 shows a methqd conducting telemedicine using the syétem of

Figure 1.



Figure 8c is a screenshot of an |Inage-View of the program of Figure 4;
Figure 8d is a screenshot of an Audi o-Video View 640 of the program of
Figure 4,WHi2uws®@ is a screenshot of a video file bei RGTHIGAYADINI8t he
Audi o-'Vi deo 20 View of Figure 8d; Figure 9 is a screenshot of the
program of Figure 4 as uploading is unggrway; and Figure 10 shows a
nmet hod conducting tel enedicine using the systemof Figure 1. 12 Detailed
Description of the Preferred Enbodi nent Figure 1 shows a tel enedi ci ne
systemI 100 according to an exanpl e enbodi nent. The system 100 conprises a
central i
acquisiti &t 60 ' : at i on acqui sition device 170
and a first 110 second 112 and th| rd 118 smart nobile hones The
i nformat i d:nglér@qtﬁg@‘t'ﬁ @ﬁehew@esefer@tenﬁ@%?&ﬁat%@tq ?ﬂ.eéamn %f or mati on about
pati ents 150. The anbul ance-based i nformation.acquisition device 160 may
f or exanplembediatent.lEhe sysiem tifbeomppsens ceatrabisfamationceneer(Cl1a) A6bi | e
X-ray unit or a nobile conputer. The hospital-based

5 an ambulance based information acquisition device 160 a hospltal -based

information acqwsmon device 170 and a first 11Q, second 112 and third 118
smart mobile phones. The information acquisitvio:n devices 160, 170 acduire
. clinical info.rmati‘on about patients 150. The ambnlance-based information
acq’uisition device 160 may for example‘be another smart mobile phone, a
10 digital camera, .a mobile X-ray unit or a mobile computer. The hospital-based
information acquisition de.vice 170 may for example be a personal combuter,» af
temographic device such as a CT or MRI scanner, or yetianother smart mobile

phone.

t5 The ambulan:ce-based information acquisition device 160 is capable of
communicating with the CIS 140 over a first Wi-Fi network 122 and the hospitat- N
based |nformat|on acqu:smon device 170 is capable of communlcatlng with the _ ’
CIS 140 over a W|red network 132. The mformatlon acqwsmon devices 160, 170':
thus uploads the acquxred cllnlcal information over the respectlve networks ,122;,'.:.

20 132 to the CIS 140.

The first 110, second 112 and third 118 smart mobile phones may for example
be iPhones or Android mobile phones and are each capable of commuvnicating

with the CIS 140 over a second Wi-Fi network 120. The smart mobile phones



information acquisition device 170 may for exanple be a personal conputer,
a tonographi c device such as a CT or MRl scanner, or yet another smart
mobi | e phwoeo11ldsdehe ambul ance- based i nformati on acqui sipCireG2eawiees 160 is
capable. of communicating with the CI'S 140 over a first W-Fi network 122
and the hospital -based information acqysition device 170 is capable of .
comuni cating with the CI'S 140 over a wired network 132. The i.nformation

sver he RAeSER s A0 LR ER ALY fibo it
PR Y o mceor%&ﬁga viinedareae Soma RIS %ﬁﬁﬁﬁégt‘r&‘%ﬁsm
140 over a second W-Fi network 120. The snart nobil e ones

2011/ 10596v Pobilstiephomooetrerk 4 301 Hhe ciivicahinfarmmtignds égca'ﬁd i the Gbc-pabl e of
receiving nmessages e.g. Short Message Service (SM5) or Miltinedia Message

Servi ce (MME) alorgsidgemyamxisting infurimatioh elbeph teypaténite kollfivelytferral i ni cal
information is stored in the C'S 140 al ongside any existing infornation

about he RafeheMornsaten). Wasdn ¥RlivalfiformBabh etiploBiied b itee CI8an, gl i ni cal
information is uploaded into the CIS 140, a first clinician 160 receives a

Message oy %Ir]olm?cléwl?hb?eoébé?gc?ﬂesééﬁew& tHe th Iett?% ?1 hefirk1 3@&‘1 le

phone 110. I'S message contalns a resource identi SOCI ated wth the

etriove ThETD ﬁ'ni%nh%sr BBt ondfs fissSeas b frefufigRErittn” ne

first cI|n|C|an 160 th performa review of the atlent'BJ‘ormatlon
and upl oacaqﬁoglaé%ﬁm@httae@ﬁt'ent'ﬁ@reaéomwletépﬁanttﬁ@% ShamalymePie et wor k
120. Optionally, a second clinician 162 may al so receive the sanme message

over the lgmyisi 1) toetedjipnentherpationt infagoation eveys theserand Mirfti nedwprie phone
112. Sim | ar
10  120. The first clinician 160 thus may perform a review of the patient information

and upload his comments onto the CIS 140 using the second Wi-Fi network - |

120.

Optionally, e second clinician 162 may also receive the same ‘mess_agve over the
15  mobile telephony network 130 on the second smart mobile phone 112. Similar
to that for the first smart mobile phone 110, the second mobile phone 112 may
use. the resoorce identifier in the message to retrieve the patient information
'ovevr the Wi—Fi network 120. The second cIinician 162 thus.may perform a
_paraIIeI review of the patient lnformatlon Itis also noted that the patlent
20i information retrieved by the second mobile phone 112 may contaln the -

comments uploaded to the CIS 140 by the first chmcran 160.

The Central Information Server (CIS) 140

The CIS 140 and its components will be described next with the aid of Figure 2.



to that for the first smart nobile phone 110, the second nobil e phone 112
may use the resource identifier in the nessage to retrieve the patient

i nf or mat iwo 20uemsdshe W -Fi network 120. The second cl i nipcTtac2d6Gd040h8is may
performa parallel review of the patient information. It is also noted that
the patient 20information retrieved byqghe second nobile phone 112 may
contain the comments uploaded to the CI'S 140 by the first clinician 160.
The Central. | nformation ver .(Cl 1 2Q11/ 7P / 000078
14 Fi gur o Hoi8 SRR iR bt Es PSP R ERECE PR 02 10
is a server machine runni_ng Li nux as the gperating ﬁ' stens. The prograns
oper at i ng SRM{&limagiHae cyrnin bintBngs thearpelalipg syeleyts: %‘fd’rpg‘fﬂﬁ‘ﬂ?’lg. a servl et
cont ai ner. 240, an SMS gateway 220 which permts the pushing or broadcast of
SMB messageeratingwithinghe Fet40 ewbprisepasvaissenver 21datriag @ se3vlehhi ch hol ds
the patient information along with any associ ated el ectronic nedi cal
records (BdRtaindh240,iaruS MSpgateinayP20ywhieh pesmitsete ipashing dCltBoadtadtefause it
may provide a 10UNI X-1i ke environnent upon which the web-server 210 and the

servl ek C@‘G’Igirﬂée‘,s%@, thURSItIPRY $m&ft ebiRBRohesFald A@ataddsewsowichl fer
better web-server 210 security. The Linux operating systemis generally.

oot £ SGE Rl AlofREH GG Sy PART bes AARCECARTR Madiodll 1L 1"
servl et Corg}:gridgeih\/?ﬁ)c.)' 15 i ' —

The Linux operating'system is uséd ih the CIS 140 because it may prévide a
10 U;NIX-Iike environment upon which the web-server 210 and the servlet container
240 runs more efficiently. Further, Linux may offer better web-server 210 "}
securify. The Linux operating system is g__enerally a'vailab_lé free_' and in an open
sourcé format, and may come with built in support for the Apache we‘b_—server
210 software, as well as the Tomcat servlet container 240.
15 |

The web-server 210 and the serviet cbntainer 240

An open-source web.-server software such as. Apache 2.x is used for the web-
B server 210. FUrther, a servlet container 240 suchias Tomcét_G.x runs Within the
w'ebv-sérver 210. Together, the Web-server 210 Wi_th fhe serviet containeir_ 240 ,
20: function as a secure porfal wHich may help td brd_tect patient informatic.):ﬁ't’hai |s

uploaded or download.

The servlet container 240 in turn supports the running of Java servlets. The

servlets running in the container 240 act as conduits through which patient



The web-server 210 and the servlet container 240 An open-source web-server
software such as Apache 2.x is used for the web-server 210. Further, a
servl et cNORAIM®F96240 such as Tontat 6.x runs w thin t h&@CRS626d100e)78 210.
Toget her,. the web-server 210 with the servlet container 240 20function as a
secure portal which may help to protecygpatient information that is

upl oaded or downl oad. The servlet container 240 in turn supports the

runni ng of, a..serv| et ervl ets, r,unni in the ai ner, 240 act as
Condui s PRSI LifoRsed BF coRl Sl P08 sROukTn Ei558 2 4B BShaier >
information is upl paded or doywnl oaded. is shown in_Figure 2, the
cont ai ner 2MbhamboicAesessiobedeo %donérﬁ speand $a2 MHeFinedyatks: s WAL i
networks, as well as the wired network 132. 5The Apache web-server 210 is
first instadthedwired nabwvarsr\d@r nmachine. This is done either doing a nanual
install of the Apache web-server 210 by conpiling the native source code or

an automated installation in the formof executing ".rpn' (Redhat Package
Manager) files. 10 After installing the Apache web-server, the web-server

210 i s sconfhapnpaché dchesth er AT 14 fitst SRt Sn thE 88veP AHABRIne THidIERdGHc es t he
web-server runs on the "http" port, i.e. the network port "80". In order to

: he 1 e k port 80" " nor de
cnabi od, 1oer O e P o RO e e o heE 2 O BRG B O

https poﬁé[tivga%u?ge code or an automated installation in the form of executing “.rpm

(Redhat Package Manager) files.

10 After installing the Abache web-servér, the web-server 210 is configured to
handle secure requests. Under normal circumstances the web-server runs on
the “htfp” port, i.e. the hetWork port 80 In order to enable seche
communications, comfhunication on the “https” port are enabled, i.e. the
network port “443”. All communications made vié the “https” port may be

15 enchIpted and secure. In order to coﬁfirm that the web-server 210 is properly

installed, when the CIS 140 is accessed through a web request, for exampl'e

http://www.abc.xyz, an HTML page will be displayed indicating correct

installation. This would mean that the Apache web-server is up and running.

20 The Tomcat servlets container 240 is then inétaﬂed. This is done éith_é{r:by R
- doing a manual install from compiling the nati\:/ei $ource code, or by usi::ng? an
aufomated “.rpm” package. Once installed, Tomcat is started by navigétihg to
the “bin” directory under the Tomcat instéllation directory and issuing the

command “/startup.sh”.



15 encrypted and secure. In order to confirmthat the web-server 210 is
properly installed, when the CS 140 is accessed through a web request, for
exanpl e WORIIVIGRG7abc. xvz, an HTM. page wi || be di spl aP€d/SGadli1®aat7sg
correct installation. This would nean that the Apache web-server is up and
runni ng. 20The Tontat servlets containgg 240 is then.installed. This is
done either by doing a manual install fromconpiling the native source
code, or by using an automated ".rpm' package. Once installed, Tontat is
started by navigating to the "bin" directory under the Tontat installation

directory and issuing the ¢o nd Vstartup.sh"., 16 Tonctat uses the Java
Devel oprrenforRF%t %Wﬁea]ﬁéfat %e '124[&9 i theo Rupdimy - The JDK and
JRE are thus installed and the correct path to the JDK is specified to -
Toncat. Tdamdronmerny (SRE).nEredPK suBiRbtare dureinstalle8rangkethecariest peth-toer ver
210 are directed to port 80. Thus, in order to redirect these requests to

servl et ccahealDiCis spHifledeto TomeathEomaat cand on thakport 808abuf' regaesten port 80,
"connectors" are used. A possible connector is a programby the name of

mod_j k5. Mofadi Ko tife Wabistin&d ANkl difoctomtd pok B0l TRu) hesder toearber and
Tontat are nodified in order to enable conmunication between the web-server

10 210 angnLhe récfdégtﬂo %é’rme"{‘iceﬁ{air?e‘}'pzzw &.ﬁﬁ%g%’%ﬁp&@%&@ﬁiake“ﬁ' thrcat TR

comruni cat1 on between the prograns is carrie Sing “worKe reads. A
file by the nane.of "worker, properties” i.s created together wth the =
cont | our atTb O ECGcoopPese T Bre et oinsaile SPPBRCEr 18 Bt aankbthemy be
found in the "conf" directary under the Toncat installation directory. The
Tontat corfdgacimashitimed Jkixinstalled andiheiconfiguiationtfiles of Apachesaed nodi f i ed
to listen on port 80. Wth the Apache web-server 210 and the Tontat servl et
cont ai ner Darocat aganbddifiedin pulardad engbledmnmiinicadionhetaeer the web-seneerser vl et
contai ner 240. Servlets files are Java prograns which are dedicated to -
handl i10g HFPand thél &iSlatebntairdh BrQudattse “Aorfrycdret THis lcominyymicatidry utili zes

two progranm ng functions nanely: ' f
between the programs is carried out using “worker” threads. A file by the name
of “worker.properties” is created together with the configuratiori.‘filés of Apéche.
The configuration files of Tomcat may be found in the “conf” directory under the

Tomcat installation directory. The Tomcat configuration files and the

- 15 “worker.properties” file are modified to listen on port 80.

With the Apa?:he web-server 210 and the Tomcat servlet container 240 properly
'cohfigqred, servlét files are added into the servlet container 240. Sewléts files.' o
are_’_Java pfograms which are dledicated to handling HTTP Of' HTTPS Wéb-
' 205 req'Qests. A servlet file typically utilizes two pfdgfémming fuhctibns -naﬁjéiy_: " o
| 1.) doGet( HttpServietRequest request,: HftpSeNIetResponse re:s:pon'se)";‘
and | o . ) . e
| 2.) doPost( HttpServietRequest réquest, HttpServletResponse |

response).



doCGet ( HtpServl et Request request, HttpServl et Response response and

doPost ( Htt pServl et Request request, HttpServl et Response response). WO
2011/ 105980RO/18&H011/ 000078 17 A Htt pServl et Request obPEFISG2611800¢088uest
that is nade froma client (i.e. for exanple a programrunning on the snart
mobi | e phone 110, 112 or 118) to the Ch$ 140. Wien nmki ng such a request,
the client supplies all the information which the server requires. A

Ht t pSer vl et Response object is the response fromthe CI'S 140 to the request
fromthe client. doGet and doPost respectively refer.to the GET and POST
met hods of submitting a request. to the CIS 140. In a GET request, the .-
Par ameter$§¥“8gl§b‘ﬂ% et PRt isrreragyiestinatis F?@§'83FCH63L \ent re-?‘URL) used to

performthe request. An exanple of a URL for a GET 10 request is

"htt p: / / wexasiale averogramesniiogeastbasniart sfobilemhwenetidl Oa diBar 198) patharet er s

I ncrease however, the POST nmethod may be used. In the POST nethod, the
par anet er sCiSot40.Weher enedng aueh aatqesst| tha tlient sppplids albithel informatibe URL, but
are included as paraneters in the request header. The web-server 210 is

capabl g ofyhiaRéhd 8rverrRfleS. AAIRHIEYIAREPENSE &jééﬂsﬂﬁéQ%%?éﬁge frBher net 15
or over a private network. The servlets may take the formof about 2 -

ser vl et clgse98 1 4 BTN LS 1 1S DATEBE ! Snd bbPBLEroBUARly rejer

prof essi ona ending to'a patien gintot p-l oad
clinical 1BHRL BT SRa HOST Fndthoad 6Psubmitting a request to the CIS 140.Ina~ ~

'GET-request, the parameters are a_ppended within the Universal Reso.urce
Locator (URL) used to perform thé request. An example of a URL for a GET

10  request is “http://www.abc.xvz/?namé=abc&password=_def”. When the number

of 'para‘meters increase however, the POST method may be used. In the POSf
method, the parameters for the request are not explicitly specifiéd within the -
URL, but are included as parameters in the request header. The-web-server
210 is capable of handling requests received at the CIS 140 across the Internet

15 or over a private network.

The servilets may take the form of about 2 servlet classes. The serviets are
programmed to allow a medical professional attending to a patient to:
_logintothe CIS 140;
20 - upload ciinical information to the CIS 140; ‘,
| - select one or more clinician to direct the pat:i‘ent.informatior;ﬂ td;
. - automatically send a SMS message to the éélected one or mbre ci'ir:wi:cian;
- display the result of uploading the clfnical information and sending vof the

SMS message;



- select one or nore clinician to direct the patient information to;
automatically send a SM5 nessage to the selected one or nore clinician;

di spl ay tWe 208895967 0f upl oadi ng the clinical informti oRCASG26WMINTS of t he
SMS nessage; WD 2011/ 105967PCT/ SG2011/ 000078 18 - display the patient.
information after it is edited by a thihgd-party; and - display comrents on
the patient information *after the comments are uploaded by a third-party.

oS, oot e Rkl B AR B b T e e

usernanes and passwords) are stored in the databa 230. The nedi cal
pr of essi onal - dn@t?mszjgmﬁ@t% an threpatigntdnt ﬁf@aﬁg'éﬁaﬁhg‘ea?ﬂimﬁ'&§ @i, The

username and password are encrypted when they are sent to the CI'S 140
because HTTPgploadaddy.a thiyparar e decrypt ed when they arrive at the servlet
and are verified against the usernanes and passwords stored in the
dat abase. Upon a successful login, the nedical professional is shown a hone
page whi ch‘ allows the options of: - selecting clinical information to
upl coads - Bl &I irBRICOWithRAE d‘étd_ﬁ%ﬂs@'%@ﬁint&dépfﬁ é‘&thenﬁéhie the doctor
logging in to the CIS 140. The authentication details (e,g, usernames and
passwords) are stored in the database 230. The medical professional when -
logging in speciﬁes' his username and password. The username and pasSword R
are encrypted when they are sent to the CIS 140 because HTTPS is used. They
10 are decrypted when they arrive at the servlet and are verified agalnst the
usernames and passwords stored in the database. Upon a successful login, the
medical professional is shown a home page which allows the options of:
- selecting clinical information to upload;
- selecting one or more clinicians to contact; and

15 - - proceeding to upload the clinical information and send a SMS message

., to each of the selected one or more clinicians.

| , The SMS gateway 220 -

It'is seen in Figure 2 that the SMS gateway 220 forms part of the CIS 140. The N
20 SMS gateway 220 is Imked to an SMS device 250 which is capable of |

transmitting SMS messages over a mobile telephony network 130 The SMS

device 250 may for example be a GSM modem or a mobile phone The SMS

gateway 220 permits the automatic pushing of SMS messages from the CIS

140 to the one or more clinicians. This may be done simultaneously, in order to



15- proceeding to upload the clinical information and send a SM5 nessage to
each of the selected one or nore clinicians. The SM5 gateway 220 It is
seen i n RAvguoe/@sdchat the SMS gateway 220 fornms part of pClisGehiSodeds The 20
SM5 gateway 220 is linked to an SM5 device 250 which is capable of ,
transmtting SM5 nessages over a nobi l ot el ephony network 130. The SMS ‘
devi ce 250 may for exanple be a GSM nbdem or a nobil e phone. The SMs

gateway 220..permts the autopatic pushi of. S5 nessages fr the CI'S 140
Do the ondnbRt,Bparallel Fe et e findemt iR mation ey Rt o EUD0e e or der 1o
WO 2011/ 105967PCT1S&011/ 000078 19 initiate a parallel review of the -
patient i rfiefiB#i8%n by clinicians fromdifferent disciplines. The KANNEL
SMS gateway software used in the present enbodiment is of the 5 version
1.4. The use of KANNEL nay have the advantage of having an open-source SMS
gateway 220 that is easy toinstall and configure, while also being highly

conpat i bl eTté KANNEUBMS gatedyEoftvarensdet] indHe preddit et dirhens B ofehe machi ne
by running the installation. 10 The configuration file for the KANNEL

gat evay i s,driiep 4 1156l usd Be KANNEL Yn RARANEIHY Sa\etdgof RAliHG8n ddi-Port.

nunber on which the SM5 gateway runs;” the configuration for~secure o

connectiong) }..& Stl\g%ggéeglyéﬁé@ thdt9< e]a_g_)]_ fins?dh S0 é:c?rﬂ’igfu%, whitd Li29 t;él?r?g SMS

nmessages in a da
highly compatible with LINUX.

KANNEL is installed on the CIS 1}40 server méchine by running' the installation.
10 .The configuration file for the KANNEL gateway is then edited. The primary
| paraméters edited include:
- the port ndmber on‘which the SMS gateway runs;
- the configuration‘for secure connéctions i.e. configuration for HTTPS;
- an option for storing the SMS .message‘s in a database;
_ 15 - the method of connecting the SMS device 250 to the CIS 140; and

- ausername and password for the connection.

The SMS device 250 may be a GSM modem or a mobile phone. in thevformer_
case, the GSM modem is a dedicated modem with a SIM card ,inse_rted,fthus _

20  allowing itto send SMS messages.

Alternatively, in the latter case where a mobile phone is used, the mobile: phoné'
has a SIM card inserted in it which allows it to send SMS messages. The mobile -

phone may be connected to the CIS 140 using a Universal Serial Bus (USB)



15- the nmethod of connecting the SMS device 250 to the CS 140; and a
usernane and password for the connection. The SMS device 250 nmay be a
GSM nodemnwonroa/medsi7l e phone. I n the forner case, the GSkcosdemiiosoEs

dedi cated nodemwith a SIMcard inserted, thus 20 allowing it to send SMS
nmessages. Alternatively, in the |atteroggase where a nobile phone is used,

t he nobi |l e phone has a SIM card |nserted init which allows it to send SI\/B

i ver<ai POkt pEF Ol BoftdBinE R 50 U2 B Fci Pubo Bt shte So 8Bl or oo

ports. In this case, the e of the hone creates a . "virtuyal SMs -
Dot or+  SNBrqcme - uthial Sackuseiike SOP SENTHT of oS FSIPSo0uFS PR GRov ! der
who i ssues the SIMcard serves as the actual SMS center from which SVS
messages avho isshes tie SiMidaed peevesras bpraniuakdivS centendremesiichi®b$e phone is
used as the SMS device 250 and a SingTel SIMcard is inserted into the
mobi | e phanessades dielseat.ES1 is connected to the CI'S 140 server nachine
using a USB port. Once connected, the SVM5 gateway 220 programis started by
| ssui ng the commands: 10/ bear er box configfil enane, and

/ smsboxconfi gfi |l enane.

in the present embodiment, a Nokia E51 .mobile phone is used as the SMS

device 250 and a SingTel SIM card is inserted into the mobile phone. The Nokia -

E51 is connected to the CIS 140 server.machine‘ using a USB port. Ohce_ |

conhected, the SMS gateway 220‘progrvam is started by issuing the commands:
10 . Jbearerbox configfilename; and

- /smsbox configfilename.

Once the SMS gateway 220 program is started, the startup logs are checked to
see if the progvram is able to recognize and communicate with the connected

15 SMS device 250.

The sending of a SMS message is done by issuing a HTTP request fromvthe
Java servlet that is running in the servlet container 240, to the SMS gateway
220. As an eXampIe, a HTTP request of the form “http://localhost:1 3013/cgi- |

20 bin/sendsms?username=xxx&password=yyy&td=1 23456&text=hello" is :issue.d' i
to the SMS gateway 220 by the servlet. The HTTP request contalns v .
authentication fields in the form of * username=xx_)(’ and password—yyy The
phone number to push the SMS td’is in the field “to=123456" and the message |

to be sent is contained in the field “text=hello”.



Once the SMS gateway 220 programis started, the startup | ogs are checked
to see if the programis able to recognize and communi cate with the

connect edW0R0BMBS®EVvi ce 250. The sending of a SM5 nessa@€TiSE2¢1dH8005y ‘

i ssuing-a HTTP request fromthe Java servlet that is running in the servlet
contai ner 240, to the SM5 gateway 220. ofs an exanple, a HITP request of the
form"http://1ocal host: 13013/ cgi- 20

bi n/ sendsns?usemanme=xxx&passwor d=yyy&t 0=123456&t ext =hel | 0" is issued to the
SM5 gat eway 220 by the servlet. The HTTP request contains authentication

fields in_the rmof " mane=xxx"_and "password=yyy' . K The phope nunber to
bush the S SHY GhiBian it paras HIoH s Bgnaimdeagertel BY sen i s
contained in the field "text=hello". WD 2011/105967PCT/ SG2011/000078 21
The SV garassiag the biTddt mavegtitbe MG aatewaedad whiping e pheng armbers tay
parsing the HTTP request, the SM5 gateway 220 obtains the phone nunbers to
whi ch t he vhith ittee BMD s pusshpdshied wnahd the messagethdidd ta Ise poshed. ihed. The
SM5 gat eway 220 then sends the SM5. After the SM5 nessage is sent, the
nedi cab prafisssdtenal 226 thEsRepds RS MBI Aflerahé &S tfeddagens sent g page

whi ch di spl ays the outcome of the uploading of clinical information, as
well as t p LSIR) Qfde fhe CI' S
Ta0 of Fi gueaegiyplelondlls RR AGABILAR Aqgd ko ik fefTHPRE g hicf ™ |
informatiao L ogl,n details for authentigcatlon.pur es,._.as L, as contact
and speci &1HAYY B PiEAnee Br WPleadg. g Pl el aMeriRTar asdelta el ent
informati on stored may -be nultinedia and nultinodal in nature, i.e. it may
conpri se daaults ohthe\3Medransmissiond/ or i mage i nformation, and may conprise
such information as the EMR of patients and/or prescription record of
patients. The patient information may be |arge and the use of a database
230 may allow for a nore efficient access to the patient information.. The
use off0a dEHebatabape @30am nmay al so add a | evel of data security. '

' ;Fhe CIS 140 of Figure 2 also comprises a database 230 fof storing patient
inform.ation, login vdetails for authenticétion purposes, as well a_é' contact and
specialization informatiovn. relating to the clinicians. The patient information

| stored may be multimedia and multimodal in nature, i.e. it may comprise audio,

15 - -video, text an‘d/or imagé information, énd may comprise such information as the” " :

| :EMR of patients and/or brescription record of pétients. The patient inforirhation | : |

may be Iarge;and the use of a database 230 may allow for a more efficient
accéss to the patient information. The use of a kdatabase pfogram may also add
a level of data security. | | |
mySQL is used as the pfogram for running the database 230 ahd is insféiled
with the basic or default configuration. mySQL is':an open-soque datat;af\sfé '-
program. The relevant data ta‘bles are thén créétéd manually in the dafébase

using a web-admin interface.



22 In the present enbodi ment, the conponents of the CIS 140 i.e. the
web-server 210, the servlet contai ner 240, the SM5 gateway 220 and the

dat abase WOQOHI10596Gn on a single Linux platform It is RORSGEI118MT8aged.
that thé conponents 5 may be inplenmented in a distributed fashi on across
multiple servers. The nultiple serversz'gn' turn nay also be resident in

di fferent conputer networks, but still being interconnected to each other.
Further, while the HITP protocol is used to make requests to the web-server
10 210 and SMs gat eway 220, 'it is envisaged that the requests could use any
ot her prot ocol PS. web-server 10 is inplenmented in the '
present erdBde ﬁﬁ%ﬁe%s%dms '©CIMPEPRRALS Q%éhegé%ﬂg:& 'rﬁ'é@‘?&iﬂ? IYPU

i nstead be used, e.g. Mcrosoft IS Also, the database 230 in alternative
enmbodi rrent2510mti3e ey tt@@ntaimre?@attie@&b& getewder2Q andlihe daabegeaddd alich as
Oracle. 15 The Smart Mobil e Phones 110, 112 and 118 Figure 3 is a

schemat i ¢ rdnaw angingte binsixgiatfornbild ie hovaver hlisagd? theat thd onlponkeatsyst em
100. The smart nobile phone 110, 112 or 118 is capable of displaying

mul ti mgdi anbyberinBldresntedGh aafstriBBERSfashidh Rro¥d ARM; drﬁéigeh/@‘s THhe snmart
nmobi | e 20 phone 1 0 112 or 118 is al so capable of data access over one or

more data rﬂ&ﬁi paC i%iﬂ turg'mi‘ag%rbovge 'r:%sdg{a_.giﬂltﬁ#% %n?&nﬂBQ lr‘he <§r’9<§°tn?t9i €s

such as Gener ervi ce roug

t echnol ogi suc S Un e Tel ecomuni cati ons. Syst em (UMTS). In

ot her wor osgﬁ b@é{{galni%rggggeo SE?hgthPhﬁ{et ‘may be nmade using W-Fl or 2.5d 3G

nmobi | e networks. WO 2011/ 105967PCT/ SG2011/ 000078 23 This may permt a

redundancy in the availability of data access thus in a specific exanple,

shoul d nobi | e broad-band coverage be unavailable, GPRS may be used i nstead.
Further while the HTTP protocol is used to make requests to the web-server

10. .210 and SMS gateway 220, it is envisaged that the requests could use any - |
other p'rotocol, e.g. HTTPS. The web-server 210 is implemented in the present:
embodiment using Apache 2.x. Other web-server programs co_uld instead be
used, e.g. Microsoft IS Also, the database 230 in alternative embodiments may
also be implemented using other database programs such as Oracle.

5

.The’S‘mart Mobile Phones 1'10,. 112and 118

Figure 3 is a schematic drawing of a smart mobile phone 110, 112 or 118 of the -

system 100. The smart mobile phone 110, 112 or 118 is capable of displaying
multimedia information such as images, audio,‘i video and text. The smart mobil_e:

20 ' phone 110,112 or 118 is also capable of data access over one or more data

'net\Norks e.g. through WI-FI, through 2.5G mobile technologies such as ‘

General packet radio service (GPRS) or through 3G mobile technologles such

as Unlversai Mobile Teiecommunlcations System (UMTS) In other words data o

access to the Internet may be made using Wi-Fi or 2.5G/3G mobile networks.



It is noted that the smart nobile phone 110, 112 or 118 may be connection
agnostic in that the functionality of the smart nobile phone 110, 112 or
118 does Wot20t0&98%@ on t he data network used. Taki ng t h@CES&2pI1OKRr e
W-Fi is.first used as the data access network, where there is no W-Fi.
access available or where the bandw dt hgavailable on.a W-Fi network is

| ow, the smart nobile 10 phone 110, 112 or 118 may switch onto a 2.5G or 3G

net wor k. /. using a. i one.. _ r he. hji gh

or ocessi ng T Ay Bt 8 Py R dy ME AT bt Gl edls by
functionalities of a nobile tel ephon evice and thus may, rm he .~
conver gencPSSHliICoIAMRIG] §'@Lﬁ9<.mqwﬁt}?!°§§t ﬁrﬁﬂ‘@@?gf‘sge Vﬂ?¥g'f%’??}g&\éR§cros s a
transmtter 310 of the smart mobile phone 110, 112 or 118 which allows such
f unct i onalhay beuseddnsigiadadi ng of information to-the CI'S 140. Since the.
smart nobile phone 110, 112 or 118 is capable of data access 20 over nore

t han one network, this nmay have the advantage of inproving connectivity and
availability of the Internet, even while the smart nobile phone 110, 112 or

118 is50n [t RenseYehat tHO AL MEDAEHABRE 1962Q12/H00A8Rag beTdtmnealsn Mmobi | e
phone 110, 112 or 118 conprise a receiver 320 capabl e of receiving SM5

messages phshediclif HatHHE ircRonaft aednblid bRohd' 18MP1 BE 3 age woul d be
ent| Yﬁ,l)v\méc E ﬁt%

a Uni versal® Resource | Ier I'S aSsoclated Wt e patient

I nfor mat | Oc?oetshr%t éesp’e%rc]j 5nh e%

a%a %\Aégivork used. Taking the example where Wi-Fi is
first used as the data access network, where there is no Wi-Fi access available
or where the bandwidth available on a Wi-Fi network is low, the smart mobile

10 phone 110, 112 or 118 may switch onto a 2.5G or 3G network.

By using a smart mobile phone 110, 112 or 118, the high procéssihg power of |
the device may be combined with the unigue functionalities of a mobile
telephony device and thus may permit the convergence of other-wise exclusive

i 15 - technologies.

This is done across a trénsmitter 310 of the smért mobile phone 110, 112 or
- 118 which allows such functionality as the uploading of infc‘)rmatiovn to the CIS
~ 140. Since the smart mobile phone 110, 112 or 118 is capable of data access
: 20i over more than one network, this’may have the advantage of irﬁprovinéf
connectivity and availability of the Internet, even while the smart mobiléphone_l'_ .

110, 112 or 118 is on the move.



5 The smart nobile phone 110, 112 or 118 al so conprises a processor 330
that is capable of launching a program 340 using the URI. The URI wll
cont ai n aveehuM®s%efidi cat or whi ch identifies the programP8Z3GRoN/0NSII i ng
the URI. In other words, by clicking on a "link" containing the schene

i ndicator, the user of the 10smart nobblke phone 110, 112 or 118 is able to
| aunch an associ at ed program 340. The program 340 running on the processor

the Ui LSRR BB IE SR I sRPRSTR R eL PP SRR PR 2 scr con

350 .whi ch 15a] so ctions as a neans for user to interact with jt. This
Cakeat o rEoekrer SN peeTRass e ey sk Canened witintta IS or
fingers, or a stylus. The screen-is configured to display at |east part of
t he pati ermessdagsy warlidde a iniversalReswirce héerdifisr {UR!) whieh ssragsoaimtedl e phone
110, 112 or 118 contains sufficient nmenmory and graphics processing power to
al | ow t he witathenpataamd infarmatidrathiadis @0 thed Ci$rdges. VWhen mani pul ating an

i mage, the user may use the touch screen to draw Regions of Interests
(RA), szoomin and out, or pan. The iPhone is used as the hardware for the
smart nobile phones 110, 112 and WD 2011/105967PCT/ S&011/000078 25 may

al | ow for 'Fﬁ@sh%ﬁisooﬁfe‘,’ (?r%er?% P2 BPH)llégﬂﬁf?i %p@e%?ﬁdﬁé&%ﬁ{iiﬁiﬂ%t%e of

the i Phone may a ave ti advant age o avi ng snar ones 110,
nave . hi gRAFBLEPURMar e & RgPaI A Fopd B RG R LA b a g
'schem:e indicator which identifies the program 340 for handling the URI. In other .
words, by clibking on a “link” contéining the scheme indicator; the user of thé
| 10 sfnért mobile phone 110, 112 or 1'18.is able to launch an assdciated program |
- 340. The program 340 running on the processor 330 is then able to retrieve thé

| patient information from the CIS 140 using the URI.-

The smart mabile phone 110, 112 or 118 further comprises a screen 350 which
: -.; 1:5: | ~also fuvnc'tionsr as a means for a user to interact with it. This takes the formofa- o
N ,:touch:‘s‘cvre'en fhat may be operéted using a 'fingefr:or fingers, nr é stylusi.: Tihe |
screen is configured to display at least part of the patient information rétrieved
from the CIS 140. The smart mobile phone 110, 112 or 113 contains éufficient
rnemory and graphics prbcessing power to allow the loading and manipulation
-20 of images. When manipulating an image, the user may use the touch‘s.érieen to

draw Regions of Interests (ROIl), zoom-in and out, or pan.

The iPhone is used as the hardware for the smart mobile phones 110, 112and o

118. The iPhone has a programmable APl which is publically available. The API



5 Program 340 A program 340 is devel oped for operation on the smart nobile
"phones 110, 112 and 118. This program 340 is capable of retrieving patient
i nf or mat iwo 2briomsdshe CI' S 140, displaying the retrieved patrisenditiondoos mat i on
and allow ng a user to 10 review the pati ent informati on and offer a
comment. The program 340 is devel oped gﬁl ng the i'Phone Software Devel opnent
Kit (SDK) prow ded by Apple. This |s dorie using the Integrated Devel opnent
Envi r onnent known e. provi des an Application

15Pr ogr anfAY aﬁEwéPrf ﬁeeram:ll?v pr@ﬁﬂl aff'@wltcat'e@s pm@eaelsa@pbﬁarlémusﬁ of
applications for the iPhone. The Objective-C and C programming | anguages

are used. thRéPheme maysoro dengthe advamagest davingusrhahrobifeishobesctl OTouch - AP
is an extension of Cocoa allows the devel opnment of prograns that run on

i Phones 201 Hhand Pd8svhidharéCot bigh paowadt, of apoetableformdactopdndWhshshagveg. . Vi ew
Controller and Navigation Controller, Data Views e.g. Table View and | mage

Vi ew, | npuj ﬁ.g%%sy@l.uﬁ%lﬁalgy all’ol}l/'fngllév high*dudliheh@phiad sl iders, W ndows

Views, and Bars e.g. Search Bar and navigation Bar. The APl is used to
i mpl emgnt the core features of the program 340 such as application .
managemnent, graphics and wi ndowing WO 2011/ 105967PCT/ S&G2011/ 000078 26

Program 340 -

A program 340 is developed for operation on the smart mobile ohones 110,112
and 118. This pfogram 340 is capable of retrieving patient information from the
CIS 140, displaying the retrieved patient information and allowing a user to

10 review the oatient information and offer a comment. . .

The program 340 is developed using the iPhone Software Development Kit
(SDl() provided by Apple. This is done using the Integrated Developlnent
Environment (IDE) known as XCode. The SDK provides .an Application

15 Programming Interface (API) which facilitates the development of applications

for the iPhone. The .Objective-C and C programming languages are used.

The iPhone SDK comprlses..tne Cocoa Touch API. The Cocoa Touch APl is an l
extension of Cocoa alloWs the development of programs that run on iPhones
20 and iPods. The Cocoa Touoh classes include Controllers e.g. View C_ontroller '
| and Navigation Controller, Data Views e.g. Table View and Imége Viev_y,v lnp_uts-'
and Vélues e.g. buttons:, text-fields and slideré, Windows Views, and Bfair's eg ; i
Search Bar and navigation Bar. The API .is used ito' implement lhe coreﬁfe‘aturee"-‘ o

of the program 340 such as application management, graphics and windowing



support, event-handling, user interface nmanagenent, views and controls, and
support for text and web content. The APl also allows the retrieval of
accel er owben1das®w; camera i mages and devi ce-specific i rtoscatiionesg. the
| MEI. The i Phone SDK further conprises a core graphics frame-work named
Quartz. Quartz allows the devel opment e i nteractive G aphical User
Interface (GQU ), based program; and includes a 2D renderer, as well as a

i h d. Thi
Fr ane- wor PRt BleM R Aot Bl B8%abSmert T B 208 RefBRE Ay and
such as O pﬁ%ﬁredn? RESHES PoRioG QFMB?QI%Sﬁ?IgwAt'aéZ&r&Qf fal ows for the

pl ayi ng of audio and video, and Interface Builder which is an IDE all ow ng
for the ragsicglereniefer data, Q@na@/metg:ﬂsemd devicespeuficinformatior e@dba Touch
APl . The program 340 devel oped for use in the snmart nobile phones of the
system 100M#HEl. Figure 1 will now be descri bed next with the aid of Figures 4
to 7. Referrlng first to Figure 4, Figure 4 shows a nethod 400 for

oper at isng the 20 program 340. In step 410, the program 340 is |aunched. The
program 340 has an associated "info.plist" file. The "plist" file extension

tands forrl pRGHYS Ibksfhrthglh?g{ﬁ/g??%%%oté}?taﬁﬁ%s%%ﬁ%k%irﬁe&@L?aﬁtz

eXt endabl e rk-"up anguage ores

2011/ 10596 S201 0078 27 | on ) that is

o be asscalaheaTaNE NG HEVHbBReakPaREToEHEE Bragnan YestristreeHE Wrspl ay of

the status bar. j
based programs and includes a 2D renderer, as well as a composition engine - . -

that sends instructions to the graphics card. This frame-work provides the | f

10 functionalities to for displaying, editing and manipulating image data.

The iPhone SDK also comprises other frame-works such as O'penv-AL,forthe
playing of audio, Movie Player that allows. for the playing of audio and video,
and Interface Builder which is an IDE allowing for the rapid design and

- 15 development of the GUI using the Cocoa Touch APL.

The program_340 developed for use in the smart mobile phones of the 'system _:' |
100 of Figure 1 will now be described next with the aid of Figures 4 to 7.
Referring first_ to Figure 4, Figure 4 shows a method 400 for operating the

20 program 340.

In step 410, the program 340 is launched. The program 340 has an assocrated
“info.plist” file. The plrst file extension stands for property hst The property hst |

file essentially is an eXtendable Mark-up Language (XML ) file which stores



Reference is made to Figure 5 which shows the "info.plist" file of the
program 340 when opened in an editor. The file conprises a property field
by the nGWBZOfI/ibSRIZ types 510. A "URL type" 510 consi sreTGG20Mmomosponent s
i.e. a "URL Identrfr er” 520 and "URL Schemes" 530. The "URL ldentifier” 520
is set to be "comcerefy. nbaceapp and27URL Schenes"” 530, which denotes the
scheme indicator, is set to be "nbaceapp”. This allows the program 340 to
be | aunched, 10 a URIL with the sche di cat or. ref "nbaceapp: 11"
s ol ckedreioRsTsa60 WhIep BHGRIRSD baie feveeBifrrS BRI on 1rom
the CI'S 140. This is done by connecting to the CI'S 140 to authenticate.

i tsel f andP4thdhe QERATRBRATE aNAhp shisriay of ﬂﬁﬁtﬁﬁtsrtlﬁf specified in the UR.
The program 340 has associated with it an "AppDel egate" class which is
derived froman "U ApplicationDel egate" class.. The latter class is standard
in the i Phone SDK while the purpose of the former class is to control of

the behaviRefepéndelie adytaRigasd5arteieh ishows th@uintzhpwtt fllakifige pregramanpl e
where the URI of "nbaceapp://192.168. 1. 100/ axial " is clicked and the

Progr ag _3;%0 @hbﬁ%@hgé in bH eQi"tQﬁVTHéJﬁIB%ro'ﬁ’?prté@z% dtop glt’le&PB{/ tShapeDel egat e

met hod wi t he nane OpenURL" is inplemented. A prototype of the

handl U k L t *)
appl i catl o MRIDEESe ts&"/* L?%Euﬁtezﬁg'%?@%@ts?o?@&és Bheents 1 €B WREVES ).
Th handl nURL" al | .q URI f
!t or mat | JHSBTRZGRRO BE WELURhERF G5 R i IR 6 'vréertﬁfocﬁ st %sﬁiLZ?en?r
to 10 the user. The program 340 autonatically parses the URI for a server
nane and acaateerely.mpareaRp tans lLttERL&c eﬁ‘t?éc§§ Bpwhichotenpdes mtewttreé.&e al" as

an exanple, the server nane is "192.168. 1. 100" and the dataset is "axial"
The foll ovmdgapyemsohmd:@de “sibhaseabp\w ThirealldWs tre pragsard.340 to be launched

10 When a URI with the scheme rndrcator prefix of * mbaceapp II"is chcked

in step 420, the program 340 retrieves patient information fronfi the CIS 140.
This is done by connecting to the CIS 140 to authenticate itse‘lf and then

downloading the patient information specified in the URI.

15
‘The progrem: 340 has associated with it an “AppDelegate" class whichfis-
derived from an “UIApvaicationDelegate” cléss. The |latter class is standard in 0
'the iPhone SDK while the purpose of the former class is to control of the
behavior of the program 340 once rt is launched.

20

| Taking the example where the URI of “mbaceapp://192.168.1.100/axial” is
clicked and the progrem 340 is launched, in order to parse the URI; a .
UlApplicetionDelegate rhethod with the hame of ;‘handIeOpenURL”'is_ : . "':f ‘

implemented. A prototype of the “handIeOpenURL” method follows.



15voi d) processURL: (NSURL *)url{ //NSURL is the input URL //Convert the
URL in to the formof a String Object. NSString * sns = [url

absol ut eSvoi2og)10590/ / Now we split the nmessage in to stripagscaepanaied by
"r, i.e. we split //192.168.1.100/axial in to 192.168.1.100 and axial.
NSArray*messageArray = [snms cornponent s,geperatedByString: @/"]; NSString
*| paddress = [[NSString alloc] initWthFormat: @/ 0@, [nessageArray

Obj ect At I ndex: 0]]; WD 2011/ 105967PCT/ S&2011/ 000078 29 NSStri ng

*dat aSet Name = [NSString alloc] initWthFormat: @%@, [nessageArray

bj ect At | ndex: lL] ;, 5 Turning to Figure 6, Figure 6 is a schematic draw.ng
showi ng t HBQQk EarRlicatianpdilfeeslicatiss ™ sappltcationinaadigprenURl; (NSWRbL(*) 118 and
the  CI'S 140. :The program 340 on the smart nobile phone 110, 112 or 118
connects twl{he CIS 140 by authenticating and nmaking a request for the
patient. information using the dataset identifier. The authentication code
and the request{séBprédessp®L:@Mt 10 information is transmtted in a POST or
GET format as a single HITP request. Optionally, the request may be nade
using & HTTPS requfstegr a request based on sockets. |f the authentication
code is valid, the patient information is sent fromthe C'S

}

The “handleOpénURL” allows the program 340 to receive the URI and parse for .
info.rm_ation'present in the URI. Thfs happens in a way which is transparent to

10 -tﬁe user. The program 340 autorhatically parsesv the URI foré server name ahd :
a dataset. Taking the URI of “mbaceapp://1 92.168.1 .106/axia|” as an e_xampl‘e,'i
the serVef name is “192.168.1.100” ahd the dataset is “axial”. The'followihg

pseudo code shows how the URI is parsed.

15 (void)processURL: (NSURL *)url{
| /INSURL is the input URL
JIConvert the URL in to the form of a StrinQ Object.

NSString * sms = [url absoluteString];

20 //Now we split the message in to strings separated by “/”, i.e. we spilit
//192.168.1.100/axial in to 192.168.1.100 and axial. _
ZNSArray *messageArray = [sms com'pone:ntsSeperatedByStringi@”/”]; :
NSString *Ipaddress = [NSString alloc] initWithqumat:@”f’/o@",f o

[messageArray ObjectAtindex:0]];



15140 to the smart nobile phone 110, 112 or 118. O herw se, an error
nmessage i s returned. An exanple of such a HTTP request using the CGET fornat
fol | ows. Wotp11/fosswa. xyz. cbmal ?UUI D=hasdf t yaq342347q346&earasetnane~s bcn
The aut hentication code uniquely identifies the smart nobile phone and may
20 conprise the | MEI nunber. The aut hegpi cation code may also be a
Universally Unique ldentifier (UUID) in'the iPhone. The foll ow ng conmand

is used in the ram 340.t0 extr he UUID.f, Lhe i Phg ., NSString
*id = [[U Devi NS Efiingo Hatasst %ﬁﬁ@‘é&t‘%?iﬁ?ﬁ?&'w%%@mat@ %@’ |
2011/ 105967PCT/ SG2011/ 000078 30 Optionally, the authentication code may
further conpri dmessagphsar Ghiegdtindex:ille smart nobil e phone. This may

i ntroduce an added | evel of security. Since the authentication code is
unique to Yt he smart nobile phone, this may be used to identify the
clinician that is retrieving patient information fromthe CI'S 140. The
aut hent'i cati on codes of all clinicians using the system 100 may be stored
in a table of the database 230 of the C'S 140, thus mapping the "

aut hentsi cagi bR Gl iLtR RS ohi e, After a
successt ui4aMeESiadis S0 RS B Lol g Sl e Buraghsn A
informatiqn,to the smart i | Rr 4 | oads t he
patient i eéWﬁﬁpit%%sﬁ%ﬁ)"@ﬁ@éEﬁgﬁgq%bﬁg.&‘?ﬁg a}@%ﬁ%@% ﬂﬂ‘(gr tionis

mul ti medi a and y be a conbination of t ., Jmag audi nd video. In
The case. \EPET BAORR eI TRRIE RONST10 125 T T eiiactol et CEen. or
where other clinicians have uploaded their comments to the CI'S 140, the
pati ent i nf4} bnauthentiegtingaadmatking aapayestder therpatignpinfewnation uenethe s and

f eedback from these clinicians. ‘ :
dataset identifier. The authentication code and the request for the patient

10  information is transmitted in a P‘OST'or GET format as a singie HTTP request.
Optionélly, the request may be made using a HTTPS request or a reqUest o

based on sockets.

If the authentication code is valid, the patient information is sent from the CIS |
- 15 140 to the 'smart mobile phone 110, 112 or 118. Otherwise, an error message is

L returned, An example of such a HTTP request using the GET format follows.

_http://www.xvz. cbma/?UUID=hasdftvaq342.347q346&datasetname=vbcn

The authentication codé uniquély identifies the smart mobile phone and may

- 20 bompriSe th‘e:IMEI number. The au_thenticatio.nj che may-aléo be.a Universally.' )
Unique Identifier_ (UUID) in the iPhone. The follbwing command is used in the .
program 340 to extract the UUID from the iPhone.

'NSStri‘ng *id = [[UIDevice currentDevice] :uniqueldentifier];



Returning now to Figure 4, in step 430, the program 340 allows for the
review and editing of the patient information, and further al so obtains
comment s WOneliatsssg t o t he patient information. The prograscidQ/one7s ‘
devel oped using the "Mdel View Controller” (MVC) paradigm where "nodel"
refers to the data nodel, "view' refers,to what is seen on the screen and
"controller"” is what controls the "view". Such "controllers" for exanple

i nclude responds, to evepts such as button clicks and taps on the screen. A
data " moddPPUGRAVHHAWIPTHGEN OABeTDRY FARSEAPtEISSbE PIIOIECBBOSION v i eus-
of it. Taking tonographic inmages contained within the patient information

as an exarpesmart owbiephoael Thisongy intiosiyca arciddes leveheldaesarity. ess may be
viewed al ong the axial, coronal and sagittal orientations. Reference is.

made t o Fithematientitation shdeds thiqueitetise pmastmbbilerphbee pthisgnaybd4iseaind t he
browsi ng sequence for the views. Wen the patient information is downl oaded

by the praghgentdyéhd Eltibhehad iS rdifiBvinglfatihe e atth Rbmane GISY‘i@N of the
views in the order shown. 10 The first view that is displayed is the EMR
0

Tabl e- ¥i ew [ A t o ‘ i pi-clLans. The
Toxt - voew TR0t R RGBS ot R0 Flaye BT AT
within the i e i nf.or mat L9A. X ] mage- Vi.ew, 730 s di spl ayed
show ng. o tatihGEind GriBhaRe 28 of M Gis rdf, IRTERRRIEH 1C Selriatbtord fe

Audi o- Video View 740 is disp|layed showing a table with details of 15the
audi o- vi de®dei ofeaachdinigian with i ﬁm?ﬁtemﬁﬁgﬁ’ BReN®nf or mati on. The cli nician
who is using the program 340 on his smart nobile device is allowed to

navi gate the views sequentially back and forth. In other words, if for
exanple the clinician intends to go to the Image-View 730 fromthe EMR -
Tabl e- 20 AMitava €d€cedstul fautisnticationt, the B18gHdethien demels Tratpatieetw 720, t hen

navigate fromthe _

10  information to the smart mobile phone and the program 340 downloads_ the
pa"tient information into the smart mobile. The patient information is mqltim’edié '
and may be a corhbination of text, iméges, audio and video. I'n, the case where
the request is made as part of an ihformation refresh or where other clinicians
have uploaded their cofnments to the CIS 140‘, the patient information méy

15  automatically further comprise the comments and feedback from these -

clinicians. -

‘Ret‘ur_n:ing now to Figure 4, in step 430, the progfram 340 allows for thei'réView i

and editing of the patient inforhation, and further also obtains comments -
20 felating to the patient information. The program 340 is developed using the *

“Model View Controller” (MVC) paradigm,_where “‘model” refers to the data

model, “view” refers to what is seen on the screen and “controlier” is what

contrdls the “‘view”. Such “controllers” for. exam.p,le include responds to:ev_‘ents e

such as button clicks and taps on the screen. A fdata “‘model” may have multipl_é



Text-View 720 to go to the Inage-View 730. The views 710 to 740 wll be
described in detail later in this specification. WD

2011/ 105960RCT1/1968011/ 000078 32 Returni ng back to Fi gur ec#sGzonimv@ps 440 t he
comments .made by the clinician when review ng the patient .information

di splayed in the views 710 to 740 are 4Rl oaded back to the C'S 140. The
comments that are upl oaded conprise the edited patient information and

observati ans, nmade. by t. inici.an, i S..ner by switching to
t he | mage- VISw %5 iﬂ@ngﬁﬁ?‘%ﬁg@hﬁ'T%Qgig‘ﬁ'ﬁ}g@‘%&d@'ﬁﬁ t%égﬁgqihe program 340
then automatically connects to the CI'S 140, authenticated [tself and then
upl oads t HB %mﬁﬁ%@.am@xw@'%ar @ mgd@h&emwn%aompﬁmeﬂm'di spl ays
on its screen a view as shown in Figure 9. Figure 9 shows the screen of the
smart nobiivagesanay be vigweshaiong the axialceatapal agl pagittalor@ngations. t he .
coments that are uploaded fromthe smart nobile phone 110, 112 or 118 are
saved under a folder naned with the UU D of the smart nobile phone 110, 112
or 118.  This folder is created under a main folder of the database 230

whi ch gontRéfseddisthads BRFiga 7aiich Bhenaah Qibwd prelsBAt inthegirogems 15not
exist, for exanmple where this is the first tinme a clinician is nmaking a

comment O%i@ﬁr{n@%éﬁ%éi g%én%édic%gfo{gﬁ?vifeWdehééth(\egﬁégfe%ginf&ﬁné‘ﬁctﬁpis450’

real -time updates are per ect the up-t ate patien
information in the, program 340. real -tj ates are ovided in the
EVR 20 TatieuRlpaded By W ARatAm-RAS Faft Bie pIS T4 OB £ Sa5h afb BlPHS  ipdat o
every 30 seconds. Such real-tine updates show any new coments contri buted
by a thi r deyiew 9f e views ihtheniiderg)owB: avai | abl e’ on the CI'S 140. These -
third-party comments are referred to as "sub-cases". The updating nechani sm
enables a parallel review of the patient information as each clinician with
access to the WD 2011/105967PCT/ SG011/ 000078 A o
10  The first view that is displayed is the EMR Table-View 710 which includes those

comments made by other clinicians. The Text-View 720 is then displayed next

which shows the text information within the patient information».’ 'Next, the Image-

View 730 is displayed showing the images included ivn the patient information.

Finally, the Addio-Video View 740 is displayed showing a table with details of

15 the audio-video files associated with the patient information.

 Thei clinicién Who iS~usiﬁg the program 340 on: hIS smart mobile device’:is
allowed tov navigate the Qiews sequentially back Eénd forth. in other words, if .for:j’: o
example the clinician int‘ends to go to the Image-View 730 from the EMR Table-
.20 View 710, he:first has to navigate to the Text-View 720, then navigate from the . - -
Text-View 7,20 togoto the Image-View 730. The views 710 to 740 will be

* described in detail later :in this spécification.



33 patient information is free to view the comments made by anot her
clinician. Such a parallel review nmay permt a noderation of the

obser vat iwoonfiosemeh clinician and may pernit col | abor aticesc2dh@oaas omati c
real -tine update functionality is inplenented in the EVMR Tabl e-View 710. by
animating the viewin the i Phone SDK. §Qi s allows the repetition of actions
after a specified tinme interval. In the present enbodi nent, the tine
interval is specified tg be 30.seco LA the end of each tjne. interval,
he pr ogr £X6IHET Bafkid Eiokfe A" S8R HAD R irobiiEeRE ToRte RE e LB | £y o
new sub- 10 cases or any other updated patient information. The program-340
t hen updatvéien ryvievipgthe patientdniosmatien slisplaygad/in ﬂrﬁénmmomﬁ@rqm- t hen
di splay the updated | ocal information. The views 710 to 740 are descri bed
next with upheadaddbadk teithar@S 0.t bha eonnhente that areayptoatsd camprse thee

I mpl enent ed using the MVC paradi gm which allows the program 340 to have

mul ti pl e ddwed.paieht infdrénaticpvendbbssrwations tnadedyi thedilin@iaay Tole apieagpdd i ent
informati on - the Text-View 720 displays text information, the |nmage-View

730 di gpl %fgég%?%yoéw%% tPthe IfkHC @VHW?@G@n@'c\fb@ﬁﬁg ofi ¥ utAGadli spl ays

audi o and vi . 20 E Tabl e-Vi ew 710 ef erence i s now nmade

o = Al SRl B B A R to g, The B
ggﬁ/s 1\8k51i9Ch he’tg‘cé‘%h;%gg@é]&ernegagggé meecc];r(r)lrmen%s?. AE {hle l?aoam underway, |

'the program 340 displays on its screen .a view as shown in Figure 9. Figure 9 .

shdws the screen of the smart moibile phone as uploading i$ underway.

10

At the CIS 140, the comments that are Qploaded from the smart mobile. phpneg o

110, 112 or 118 are saved under a folder named with the UUID‘ of the smart

mobile phbne 110, 112 or 118. This folder is created under a main folder of the

database 230 which contains the original paﬁent information. If the folder does

15  not exist, for example where this is the first time a clinician is making a

comment on the patient information, the folder is created.

in étéb 450, real-time ubdates ére performed togreﬂect the -up-to-date h;iﬁerft |
information in the prdgram 340:. The real-time ubdates arevp.r}ovide.d in the EMR_.
20 Table-View 710 and the EMR Table-View 710 is automatically updated every 30
seco.nds. Such real-time updates show any new gomments contributed by a
third-party clinician that may be available on the CIS 140. These third-party
comnjents afe referred to as “su.b-cases’.’. The updating mechanism enables a A

parallel review of the patient information as each clinician with access ﬁo the



34 patient sub-cases where the clinician is able to provide a third-party
comment. The clinician may choose which case or sub-case he wants to view.
The EMR T&PI2011089%7710 communi cates with the C' S 140 an®#CA(FGRMAINYES | v
updates or refreshes every 30 seconds in order to retrieve up-to-date
patient information containing the comagnts provided by other clinicians.
Once the clinician has.chosen the case that he wants to view, the next

page, i.e. . - i s Qi Thi { pici al so use the
Putton 71755 Bt e gt BEMediingdd B BnBEnBlavi Geo Vi ew
740 or the, Text-View 720. 10 Using the WC paradi gm the EVR Table-View 710
o0 ol e HA RETAIB (e RBAPUL A PASTBIBVOL M RS VAU LR i G act s
as the controller class, and the U Tabl eView cl ass, -which acts as the view
cl ass. Theclipisirn and sty pemt apliaborationyi ew and control ler classes is the.
NSMut abl eArray obj ect. The NSMut abl eArray object is an array that grows in

si ze when objects are added 15 and the objects in the array may be changed.
The EVR Table-View 710 is made to update itself once every 30 seconds. This

i s dong usTHgatiteenabicaebRameaijdte fulttibhamywWireplehferts @i BREMR Thslel Phone
SDK. ‘The StartAni mation function animtes the view so that the view updates

every 20 SEEQNES ' ; farTeley ogjat i ot v is-
updat ed V\ns\?ﬁ i nf o?igpﬁﬁ%mﬁe?%\g%éﬁ Pfeom t hg %?% Th%é@% tb?er\%\pgw}e/dnrﬁe(‘j\fi spl ays
t he updat ed.,. le. . Text-Mi ew. 720 WO 2011/ 10596 7PCT/ SG2011/.000078 35 Fi gure
8b shows t%cé'%g%ﬁ%esﬁﬁe?g@%mm? ngﬁ’ﬁbéf'irﬂﬁ QEF&G“?EIC@@'QW éh%l 'g‘& ayed when
the clinician chooses.a case or sub-case fromthe table of the EMR Tabl e-
View 710, IMeivaliieapasitied & b A0,se Rt AeNOroneRa S IRtemal NG t he

pati ent information downl oaded. This text information may conprise details
about t he pragiasm 349 nomnasts:thdhe seever agd, cheskglon tbe availgiity of mew sudp- -~
information 7210 may further conprise vital paranmeters such as the bl ood
pressdfe, qaseseorm=myothedipdatad patiehienfatatationf Thé iprogram 840 ehvangpdatesr t her
the clinician may be allowed to edit the text information 7210 by for
exanpl e upheastdlthfarrhgiidn hbéstdr@iy. aihl Niéws 710 to 740 then display the |

u_pdated local information.

The views 710 to 740 are described next with the aid of Figures 7a to 7e. These
| 15  views-710 to 740 are implemented using the MVC paradigm which allows the
| program 340 to have muitiple views. Multiple views allow a multi-media'displayi
: of thé' 'pa-tiént,information — the Text-View 720 :displays text infor'mation;,- the
.'Irﬁé.ge_éview 730 displayé image information, whlle the Audio-Video Vie:\;/s; 740 U
v displays audio and video infornﬁation. |
20 |

EMR Table-View 710

Reference is now made to Figure 8a which shows the EMR Table-View 710 of
the program 340. The EMR Table-View 710 comprises a table 7110 which

* contains a list of patient cases which the clinician is responsible for, as'wellas -



nodi fied information. The clinician may al so provide conments about the
10patient information in the formof text. The Text-View 720 is inpl enented
usi ng t hewblziaxtseewControl | er class as the controll er. pAssoeiraea7sv t h t he
controller class is the U TextView view class. This class controls the -

di splay of information to the user. Fumyher, the controller 15 class also
has an obj ect of' type NSString. -This obj ect represents the nodel and stores
t he text th obe e-View 730 . Turning
now t o Fi giitien Subadee ke BERirican Y shBbwraith sMERRatl irdaient 20340,
This view d| splays the inmages contained wthin the pati ent i nf or ITB.tI on.. The
i mages maylMOFIXaRINAY BROGE WRRN GaSE AhAUPrgrse hﬁ)wams{ foedewrThe FMR pwr |,
and DTl images. Further, the imge may al so be an ECG or an EEG signal .
chart. WIalgedieo@7eUmMhsczaias wibois Cis 146i anyl aktonzdicelipfipdatestorof

t onographic i mages as an exanple, this view provides the clinician with the

option of refieghés egeityrBsgtvLrid3aN iondéniodetieve! usasdateasatiank tnfomatien vol une
using a slice selector 7340. The clinician nmay then scroll, pan or zoom

through t %dt%?@th@cﬁonﬁﬁbﬁﬁrpr&i@%% othBE chiitiBh§! BRca®e &Ihﬁaaﬁqlw‘a% or
provi de comrents "about the I nmages draw ng Regl ons of Interests (RAs) on

the i mages %ﬁhescaggmat%@sh@%'mtmA%% P8 (RE YRR Bef g @ ng

the RO . bearelon €'a str
t, h h t. d
options fd Is@ﬁxgg The “ﬁ"rﬁﬁ%m?%\%ﬁkaaegtﬁmﬂ%ﬁ@fb ot HER B o of 1 nes.

respectively nawgate to the Audio-Video View 740 or the Text-View 720.

10 U.sing.the' MVC paradigm, the EMR Table-View 710 is implerhented using the
Cocoa Touch UITabIeV‘iewC.ontroIIer class which acts as the controller class,
and the UiTableView clasé, which acts as the View class. The model associated |

| with the viéw and controller classes is the NSMutableArray object. The
NSMutableArray object is an array that grows in size when objects are added

15 and the objects in the array may be changed.

| The EMR Table-View 710 is made to update itsel_f once every 30 seconds. Thié ‘
is déne using‘the StartAnimation function which ‘is provided‘ by the iPhoﬁe SDK.
The StartAnlmatlon functlon ammates the view so that the view updates every S
20 30 seconds. By doing so, the model associated with the view is updated with
information retrieved from the CIS 140. The view then displays the updated

model.

Text-View 720




10 or ROs shaped as a rectangle or an ellipse. The ROs drawn may be
erased. Further, the view provides an option for the clinician to record

hi s comewbd2oimosdse form of an audi o. These audi o fil esparscadarea7sn the
smart hand phone and the uploaded to the C'S 140. 15 The Image-View 730 is
i mpl emented using the U ViewController agont roller class and a U Scroll Vi ew
vi ew cl ass. The Ul Scrol | Vi ew class in turn override the U View class. The

usage of t e Ul c S engbl e the sppoth. panni.n .and zponi.ng
o ages. oA 95 Rawer S TErE Vw7 20 BE e ot d el g %ﬁi g and
zooni ng functlonal | ty the ability to draw RO.s is 20 conferred

over ri di hgvherethg giniGiar cheesesTasase oF sibwassdramdhe table ohthe BVR Eaalﬁﬂect
function which is used for the drawing of a rectangular RO. The Quartz2D
APl i s t hevieusEtD.Thedviewldisplaysted infotrhationt H21 theat,is asthirethle petiend dr aw t he
various ROs. WD 2011/105967PCT/ SG2011/ 000078 37 The | mage- Vi ew 730

di spl ays anfdrimagien whldaded. Thil Rt infermatRgemal icdpiprisel datals Aisogtans! oaded
file using the conmand: U Image *inmage = [U | mage

| mgeVist hQonfentsy Bkl EENAEE] hoilRES: wbltht! PRSI hE ey e 0

CA nage usi ng the comman I spl ayl"nmege

Cd mage i s gﬁng%ﬁgﬁ %%%}a?gh%?érs sU3R 4etht eb’?éoc? bRRILES A0 AL ahdydihen

obtai ned u

any other data of clinical relevance. Further, the clinician may be allowed to edit
‘the text information 7210 by for example uploading a text file containing
modified information. The cliniciah may also provide comments about the

10  patient information in the form of text.

The Texf-View 720 is implémented uéing the UITextViewContfblIer class as .the:

controller. Associated with the controller class |s the UlTextView view class.

This class controls the display of information to the user. Further, the controlier
15 class also has an object of type NSString. This object represents the model and

stores the text that is to be displayed in the text view.

Image-View 730

| Tufnihg now to Figure 8c, Figure 8¢ shows the I;rhage-View 730 of the:p_rograrhf o
.v 20  340. This view displays .the' images contained within the patient information. Th-é N
images may for example be CT, MRI (of multiple modalities, T1, T2), DWI, and

DTl images. Further, the image may also be an ECG or an EEG signal chart.



10CCCont ext Ref context = U Graphi csGet Current Context(); The screen area
over which the inmage is displayed is then determned. This area is a

rect angl evandivmyocbe set manual |y or derived fromthe fmmcaonwhwm ew.
The inmage is displayed in the area using the command:

15CGCont ext Dr aw nmage( cont ext , bounds, di ggl ayl mage) ; Alternatively, the i mage
may be di spl ayed using the commnd [ di spl ayl mnage drawl nRect : bounds]; 20

The i mage a or . Lspl r ._such as TI FF,
3PG and- PRSTRRIS o4 52%%%%5“@& bERE ThatbE s M Brine L L ol < ot
natively supported on the iPh RAW f or sti _

di spl ayed Rﬁg‘i"ﬁas the.ginieirg vdth the %@D&W@M)ng%@ﬁgﬁ b‘rdﬁ)l S‘IC

2011/ 105967PCT/ SG2011/ 000078 38 A clinician using_the program 340 is

al | owed t dhatemirk&gpshewotuiee usingea stine seleetonddd0biheictiniciag maetRD s on the
context, but not on the image. By not draw ng on the image, the i mage data
i s not rmd;cfmlleqban'ﬂreoﬁa thrsugh &vaninygdshfer better ciewingl raggelmician ey di ng a
finger.on the display of the iPhone. The points of inpact of 5the finger on

the scieenhas ed@r lpReVi@d cammhéfts Gbolt Heimalcddsy Biawihg Ragiordd 6Mg t he
screen.. These points V\:hl ch are collected are then used to draw RO s of

st g’ & he FAFPSROILI, B EHos. THR SRld B Spfl Hetbreudn 7816, 53 e
( fingerDr ar%gtheﬂ d)réwmg the ROI. The ROls may for example be a region where a:
stroke infarct is present, or a region where a hemorrhage is present. The view
proVides options for the clinician te draw ROls free Hand; or in the form of lines,
10 or ROIs shaped as a rectangle or’an‘ ellipse. The ROIls drawn may be erased.} |
Further, the view providesen option for the clinician to record his comnﬁents inf

‘the form of an audio. These audio files are stored in the smart _Hand phone and: |

the uploaded to the CIS 140.

15 The Image-View 730 is implemented using the UIViewContreIIer_ controller class
and a UlScrollView view class. The UlScrollView class in turn override the
UlView cla_es. The uSage of the UlScrollView class may enable the smooth

_ ‘pa,n‘nin_g ahd Zooming of images. While the UIScrollView cless controls'ithe :
screllihg, panning and zooming} functionality, the ability to dravw fROIs is: .
20 conferred by overriding the UlView class. The UiView class has for exer.nple a- :

drawRect function which is used for the drawing of a rectangular. ROI. The
Quartz2D APl is then used fo display images within the view, as weII.as to draw

-the various ROls.



Point pt = getcurrentpoint(); PointsArray.addPoint( pt ); 15If (

fi ngerRel eased ){ Poi ntsArray. cl osePat h();

Poi nt sAr rep.20ran@sCont ext (current G aphi csContext); 20 TireTisic2eiknesss and
colour of the RO curve nmay be set. The RO mmy al so be erased by deleting
all the collected points. Further, the l7mage View 730 has an audio
recorder. The audi o recorder allows thg clinician to record audi o comments
about the at ent | The, E’Ojfl/ 105967PCT/ SG2011/ 000078 39 -
clinician Qg @%ugﬁéﬁrﬁ 6T e iMage Sy E@t@ﬁ@'“@ﬁ@etﬁ'ﬁ?%ﬁ"ﬁ YIoMhis is

i npl enent ed u5| ng the standard Audi oTool Box frane-work available in the"

i Phone SDHhe dowinaadeghiila usinaibewosnmang: a First In First Qut property is
created and the digitized audio is read in chunks directly fromthe

m crophone. Theullmhge Sincdgmk JUHmagelimagetvietContents©fFlletienaAse]f he recordi ng
progresses, the audio chunks at the head of the queue are progressively
de-queued and witten to a file. The sanpling rate of the audio i.e. the
nunber of audi o sanpl es per second nay be set. The resolution of each audio

I (Yo} .
Ster oo oy B set"@gf%@é‘@?ﬁ%%Eger@@“ﬁé%‘%ﬁﬁ‘%qﬁ%%g hafid Jload to the

Cl S 140 the ed| é&egat |deni ||nforma]flm nts made in the formof RO
mar ki ngs, audi 0 ol ayInage 738? P¥ecor di ngs. This is done by
sel ecting the upl oad button 7330. ‘ . S

The CGImage is a Core Graphics object. The current graphics context is then
obtained using the command:

10 CGContextRef context = UlGraphicsGetCurrentContext();

The screen area over which the image is displayed is then determined. This
area is a rectangle and may be set manually or derived from the frame of the
view. The image is displayed in the area using the command:

15 - CGContextDrawlmage(context,bounds,displaylmage);

Alternatively, the image may be displayed using fhe command:

h [display'lmage drawInRecf:bounds];

-20 | The image formats that are supported for dispiay:are formats such as TIFF,
JPG and PNG which are supported by the device. Formats which are not
natively supp_orted on the iPhone, e.g. the RAW format, may still be displayed

using a conversion or custom interpretation process.



The edited informati on and/or comments is first saved into a separate | ocal
15 folder. The saved information is then uploaded to the C'S 140 by
per f or m mngoaonetsseequest. At the CI'S 140, the informati eoTisicadiiiosooapl oaded
fromthe smart nobile phone 110, 112 or - 118 is saved under a fol der naned
with the JUD of the smart nobile phopg 110, 112 or 118. This folder is
created under a nmmin folder of the database 230 which contains the original

patient information. 20 Audio-Video View 740 Ref ing,.now to Eigure 8d,
e sd ARG enSing hebXotay 4tk AHaedio mak ol SRt ndde, g et

Audi o-Video View 740 is the last viewin the sequence. The Audi 0-Vi deo. Vi ew
740 cont aidpneaby draveng Ahe Ripls pndhaiconigxtphiitigs oarfhemagesBy wot drawing

2011/ 105967PCT/ S&2011/ 000078 40 conprised in the patient information. For
exanpl e, tdrethd idegeniye Ehaye data is eop onstfied. TheeRPAtS dnawvnibythesclanidian ct ed by
a stroke. The clinician is free to browse the |ist of audio-video files:

cont ai ned dragying dradlidmged fing&l @¢thd @i@Ffaiykﬂthélﬂl”hdrﬁé.qﬁwei poigtsesftimpactvfm The
selected clip is then played in a built-in nedia-player. 5 The Audi o-Vi deo

Viiew 740 itﬁeifﬁ@b?%% deitinfelddfeblcbold Y & 8RldsHis ﬁ{?_ epélﬁﬁ?ttﬁ@.

U Tabl eVi ew and the object to store patient 1 nformtion. e I npFement ati on

Tanl o-vi ewsrath HepsH s B e Bolon Bis kel M65d BPUBMERER L ' 11e”
AUl 0 VI deg ] A0, oL e RO o4Ol Lo B S B & i s are

using the following pseudo-code.

10 Declare MutablePathRef PointsArray;
If ( fingerDragging ){
| Point pt = getcurrentpoint(); .
PointsArray.addPoint( pt );
]
| 15 - If ( fingerReleased ){
PointsArray.closePath();

PointsArfay.drawOnContext(curréntGraphicsContext);

1

20 . The thickness and colour of the ROI curve may.be set. The ROl may also be -

erased by deleting all the collected points.

Further, the Image-View 730 has an audio recorder. The audio recorder allows

tHe clinician to recofd audio comments about the patient information. The



pl ayer, other formats may be supported by a process of conversion and/or
interpretation. Audio and/or video files are played using the built-in

medi a pl ayeromsloghich is part of the i Phone SDK. I n or deCTiSG2ed1/00M78 hi s,
the Medi aPl ayer framework is added in order to pernmt the invocation of :the
medi-a player and control the nedia plaggr. The playback of a nedia file'is
achi eved using the command: nedi aPl ayer-. pl-ayback( nedi afil enane); 20 An

enbodi nment . f (| QG i Ci i\ng:..t he system 100
o Fi gur o dncidty BB 580 et WA EIRAICH P TES! 0°15” Shows
the nmet hod 1000 of - .conducti t el i ci ne. usi-ng the, syst 10Q of Figure
R R B e I e G N o L e P A
acqui red about a patient. This nmay be performed during an energency
situation IPHOBQS&ﬁﬁuﬁﬂh@@eéﬁt%ﬁtu@émwﬁh agflatén&érﬁéptﬁn erydpareateft of a
hospital. This may al so be perforned in a non-energency situation in the
war ds of aartbe digitized hediol ismesdlin cidmtsnditéatly frasm Sheotcriopedneist men the .

i nformation acquisition devices which may be nobile or inmobile. The

clinicagl idfkerirt aierRaaded ROtHROHIEUGS @S thlrbboRhRpidtkess8R! ihenasdieh as
vi deo or audi o recordings of a patient, inmage data such as a CT scan,

vector 10 gl ASad6f RSqRbudaid bRRfbaaRly Bb-ilidial RN IAEsRISaSICH as

a blood pressure reading, sugar [evel pul se” o ~patient. e vital
emer gency Mot t sarpung ifiorite plifiod¥ e e sholfretsbste S5 o "
e SEE o Tk R e ST TB S |
upl oaded to the CS 140. A comunications link is established to the S
140 in or deumber efthamaetshies. dviome onSterapanawealsorke sef- acqui si ti on devi ces
whi ch have .in-built comrunications capabilities or devices which. are
| i nkedOvia an interface e.g. an i Phone dock- '
The Image-View 730 also is able fo upload to the CIS 140 the edited patient .
information or comments rﬁade in the form of ROI markings, au'vdio recordings,
text and/or video recordings. This is done by selecting the upload tht_on 7330.
The edited information and/or comments is firét éaved into a separate local
| 15  folder: The saved information is then uploaded to the CIS 140 by performing a -
web request. At the CIS 140, the information that is uploaded from the smart
mobile phbne 110, 112 or 118 is saved uhdef a foldér named with the UUID of- . i
the smart mobile phone 110, 112 or 118. This folder is creéted under ai rhain |
folder of the database 230 whiéh cbntains the briginal patient informaticj:ﬁ.

Audio-Video View 740

Referring now to Figure 8d, Figure 8d shows the Audio-Video View 740 of the
progrém 340. The Audio-Video View 740 is the last view in'the sequence. The

Audio-Video View 740 contains a’table 7410 with audio clippings and videos.



20port interface to an external nobile device to gain conmunications
capabilities, the communications |link my be established directly fromthe
acqui si t N0 2deviog®7t 0 the CI'S 140. In devices w thout cEEHBGREADENTS
capabilities, the acquired information nay be transferred to an internet
enabl ed devi ce such as a |l aptop, a not ggook PC or a convent i onal .PC for
transfer on to the CI'S 140. 42 Access to the CI'S 140 may be nade through a

Y“eéﬁﬁo{‘ﬁé,ﬁc‘)ogﬁ%rﬁsaégs b2t B3, flplel B B M s000 8% o oo 1 <

zi pped, archived o co ress [ single file.- The file is then - -
uplogaded tVSSPWéSQP itieRE W HI'?agh%tPﬁéWea ﬁ"P'éelTsh%‘EJI%ﬁ'édﬁ freaita nay have

t he advant age of produ0| ng greater ease of use as the uploading of multiple
files or ibrawse the listef audie videodilangontainastindbe talle amd sstestihe fite thahe

| atter advantage, it may be difficult to be uploading nultiple

10at t achneptos irtarest & high.€The s@lettedrelip is gl plaged &s atbudit-ih imedia-pR§Er.t o
attach the files one by one. In order to prevent spurious uploads, each
acqui sigti on device logs in to the CI'S 140 before uploading its information.
The 1 ogin and password of each user is 15 encrypted and stored in a

dat abase. HeAlBIAYRoIB 117 REAIRSRCARHE L U BLABHESHERCERRE, |

| ogi n.. Wien upl oadi ng € ec I'on I's nade

I ndi cate tlpsees the UITabIeV|ew and the object to store patient information. The

lmplementatlon of the Audlo-Vldeo,VIew 740 may be similar to the
implementation of the EMR Table-View 710,
10 | |

Figure 8e shows the playback of a video file in the Audio-Video View 740 of thé
progvravrh 340. While standard media formats are support by theb.bu'ilt-in media |
player, othér formats may be supportéd by a process of conversion a‘nd/or_
interpretation. Audio and/or video files are played using the built;in media player

| 15  which is part of the iPhone SDK. In order to allow this, the MediaPlayer frame-
work is added in order to permit the invocation of the media player and bontrol
the medi‘a player. The playback of a media file is achieved using the command:

| mediaPlayer.playback(mediafilename);

20 An embodiment of a method 1000 of condu‘ct'ihgifelemedicine_ using the éysterﬁ"; -
100 of Figure 1 is described next with the aid of Figure 10. Figure 10 shows t_hé

method 1000 of conducting telemedicine using the system 100 of Figure 1.



clinician who should review the information. This may be a selection by a
20 human user, or may be an automatic sel ection made for exanpl e dependi ng
on the meNPDeall/®&di ti on experienced by the patient. FuPCHSG2011H80038| ection
may be made off a list of all experts in a particular field. WO _
2011/ 105967PCT/ SG2011/ 000078 43 Optionglyly, nultiple clinicians may be

sel ected by selecting broad clinician categories. The categories my group

I th
Fadi of ogy 8ot AP0 R riatBhds SPETLR A% 7 PERe G T Fisnek BRIl cct i ng

a category, SMS nessages are sent later in step 1024 to each clinician-
listed in ‘i’LHHtg IR EEWFEGNCYIHRIAEONIN ANHNBUIENES 08 PBrGciien RuERergMEPres sage
to an "others" category, i.e. a category conprising-clinicians whose
speci al t i eA\&fo) deparfmenti aftachespjtabThishmayt alee begierfpomiedsn aten-cl i ni cal
information that is uploaded is stored in the CI'S 140 al ongsi de any

10exi st i ngemsfgengtsitaation inithetwardgaifizehdsgital.Ckid elfiidal edfgrrhation pat i ent
information. The patient information that is resident on the CIS 140 may

al 50 be uskgiRdARG tolmAidpaRidHion BbybES NI fEBillRo the patient

when the anmbul ance arrives. 15In step 1 the CI S"140 generates a :
Uni ver sal -ﬁﬁ_ﬁg [se | ndi cator' (URI) whi ch |_nd| cates the location at which
the patient Information resides. An exanple of a possible URI may be a

Uni versal Resource Locator (URL) of the form : ‘ :
"nbaceapp: //192. 168. 10. 10/ dat aset name”. 20Cptionally, in the case where the
clinical inforpati on uploaded to the CS 140 is of a format that is not :

conpat i bl eTh&Flinipalinieymation Reqdired comppisee nprimedialinformetionsvghess, a -
conversion may be perfornmed by the CI'S 140 to convert the information into
a conpat i bvided or emtio r‘é@brmlggs‘ ofr a patent, enasgadatasigdsand Ghecan, vector
10 data such as series of ECG readlngs or vital parameters such as a blood
pressure reading, sugar level or pulse of a patient. The vital parameters may be :
contained in the form of a text file. In the case of an emergency, information -
such as the CT scan imaQe or the video or audio recordings may be useful for |
strokes, and ECG readings may be useful for ca‘rdiac ailments. |
15 |
In step 1020, the clinical information acquired is uploaded to the CIS 140. A
communications link is established to the CIS 140 in order_to upload the clinical
information. In acquisition devices which have in-built communications
cepabivlitie:s or devices which' are Iin‘ked via ah_ inierface e.g.‘ an iPhone :dock-
20 port interface to an extefnal mobile device to galn communications cap'éb'ilities,_‘if:t .
| the communications link may be established directly from the aequisitien de\v(iceE | o
to the CIS 140. In devices without communications capabilities, the acquired

information may be transferred to an internet enabled device such as a laptop, a

notebook PC or a conventional PC for transfer on to the CIS 140.



WO 2011/ 105967PCT/ SG2011/ 000078 44 DI COM format, these inmages are converted
to the TIFF format so that they are conpatible with the smart nobil e phones
110, 112 WOQIMIBS96In step 1024, an SMS nessage i s sent POTSGR0WHAINTS nobi | e
phone of .the selected clinician. The SMS nessage contains the URl that is
generated in step 1022. The SMS rressagq,rjbs pushed fromthe C S 140 by way
of an SM5 gateway. This SMS gateway may- be co-located with the CS 140, or
may be hosted away fromthe CI'S 140. The SMS nessage is delivered fromthe
SM5 gateway to the smart m)bi | e phone of the selected clinician across a

nobi.l e 10 tel ephon WOr In step, 1030, .the cljinician receives the SM
message at W@%Fﬁaﬁte q?ri)% ﬂ%“"tﬁVo%”bﬁﬁ? theeyaine ayrachretark.co Widii newerk t he
SM5 nessage. The URI has a URI schene indicator. Taking the URL of 15 -
"mbaceapp: 97 a ambileetgonousiag 256 34hmobile tachrmtegpsech ad SRIRE s AHEWE.

i ndi cator .is "nbaceapp://". The URI scheme indicator identifies a program
340 that is configured to handle the URI. In step 1032, the program 340
that is identified for handling the URl is started 20 autorratically on the

smart mpbi TRe RG0S mteﬁht@igoﬁ Q@ bealpiosdedBlzispRrénivéd of BS athRtLat he

smart rmblle phone is an i Phone, 'the appllcatlon which is associated wth
the URI r. I | e The
dent 1 11 cat g feAEHRs tHEARGERATC0 0 e CREMAREABERY d SUTARTE e
automatic start of th am 340 confer the advantage of

2011/ 1023963@4@%%%6' ﬁ?‘ét&g‘@%?&% yRaeRe! T BALSLSaRe B My « he
clinician. may so i nprove the speed in which patient |nformat|on|s
pushed to ww@aémrnfcmwhplgﬁwemylmaaﬁwtether@n@wednaw@tedlous Asan

example of the latter advantage, it may be difficult to be uploading multiple
10 attachments in a single e-mail in a single go as there is a need to attach the

files one by one.

In order to prevent spurious uploads, each acquisition device logs in to the CIS
140 before uploading its information. The login and password of each user is |
15  encrypted and stored in a database. The details from the database are used to

authenticate each login.

When uploading the file into the CIS 140, a selection is made to indicate the
.- | clini‘ci_an'whobshould review the information. This imay be a selection by a
: 20 vhumah' Ltsér, or may be an automatic selectio‘h rﬁ‘ade for exarﬁple depan:ding O_n‘ ;
the medical condition experienced by the patient. Further, the selection may _be"

made off a list of all experts in a particular field.



In step 1040, the program 340 sends a request containing the URI to the C S
140 in order to retrieve the patient information. In the sane step, the
smart nobivbeophors7al so i dentifies and aut henticates it gelrfscaitivodohe C S
140. This step is done over a data network such as a W-Fi network, a

W - MAX network or a nobile network usipg 2.5G nobile technol ogy such as
GPRS or a 3G network 10 using for exanple Universal Mbile :

Tel econmmuni cat i qns_System (.U T, r est contains a devi.ce ID which is
ised for R mENPIECh bl BE SRONET by SR PhE R Pt iGfnc cess. 1o
the patient infor rTﬁEI on, The device ID js unique to each device and may -
conpri se taReaites: ABEICHRACTIASINAY SERHRA B‘l'ﬁé‘ﬁ‘?”& FH@@WQSPY‘PWEPFCWW%%L The
device ID may also further conprise the phone nunber. The |atter provides
an added |stblasod.gseewnorsyrgennon tadiadegyant éhie infoemstien is stotsid ia thaone is an
i Phone, the device IDis various referred to as a Universally Unique :

| dent i f i erddtabhde) 23R Bysslbetind 842teddry sBMBemicissagéoard sertlateefsdteb i n step
1040, the CI'S 140 sends the patient information to - the smart nobil e phone

over the daje sl dfiniclAreliRBHiif MaticAtydRL TREreTB \ISPAPFBSI0R EBAES and
observati ons nmade by other third-party clinicians. Further, should the"

Facord, ik Sufs BEESHAH RLARI ARG REACEON R o o

hi story Ofwr%cr;see g;?etcliaei{?és' do not fit into any of the other categories.

Thé clinical information that is upldaded ié stored in the CIS 140 alongside any
10 ‘éXisting information about the patient to collectively for_rh patient information.

The pétient information that is resident on the CIS 140 may also be used to |

prepare the hospifal for tre.ating» ahd réceiving the patient when the ambulénce

arrives.

15  In step 1022, the CIS 140 .generates a Universal Resource Indicator (URI)
which indicates the location at which the patient information resides. An'
example of a possfble URI may be a Universal Resource Locator (URL)of the -

form “mbaceapp://192.168.10.1 O/datasetname”. :

20 . Optionally, in the case where the clinical information uploaded to the‘CIS'14_0‘is'.‘
of a format that is not compatible for display on the smart mobile phonés 110, f
112 and 118, a conversion ‘m'ay be performed by the CIS 140 to convert the

inforrhation into a compatible format. Taking for example scan images of the



The patient information that is sent nmay be a subset of the patient
information 5 that is uploaded to the CIS 140 in step 1020. Taking as an
exanpl e twe waswswhere a DI COM i mage i s upl oaded to thepCirSGkéQ/onen7st ep
1020. The inmge contains a first portion wth netadata containing details
of patient, inage specifications and i %qge acquisition details, and a
second portion with the. inmage itself. The nmetadata of the flrst portion may
be extract t, the C.S 140 10into a te he smart
mobi e phdie QU frtebigpse 'amq%afsecegxaﬁsm b T REmR 80 il BT 208 e
handl i ng of Iar% dat asets and thus may reduce the strain posed on network
r esour ces.compatiblerpithdhe ssnast modiia PhenesdOndj288dsldén to be a "push” of
patient information 15fromthe CI'S 140 to the snart nobile phone 110, 112
or .118. In step 1044, the retrieved patient information is displayed on a
screen of the smart nobile phone 110, 112 or 118. This is done by the
program 34 stép ¢024anvsM$ engzzbgend semttorthatsnent mobile phanswities of views,
where each view is 20 associated with a particular node of information -

the pragr agis4d kasichin! TRY $105 @é@ﬁd&&rﬁaﬁﬁ%é@mrtﬁﬁﬂ%gﬁ%@{@ﬁ in&teg ew for

text information, another view for 1'mage iInformation an et anot her Vi ew

for audi o- j deq LN ARTALL otk TN Rakiredh tho Cos Al gvafah%nﬂssp' ayed is

mul ti modal ' &hd ml I's ay help rnicran to better
under stand the situat of the patient In. s the clinician
v es 1 rtaTe RIS Y R H e et a“ﬂ@ktbs%nf&&r TBORE t he
informati on. The comments conprise edited patient information, observations
as wel | ashaséed awaydrom fhe C31140RENS SM&@@%W%@@IW@MM|tfeehtSMS
information. In the case where the smart nobile phone is an iPhone, the

RO s may bgatewdg td tl@bmnctmobllemlyomeoﬁthe sadected ahaymamdwoesnatmebI@ape of a
rectangle or an ellipse.

10 telephony network.

In step 1‘030,‘the clinician feceives thé SMS message at the sr_ﬁart mobilé '
phone and'activat_es the URI contained in.the SMS message. The URI has a
URI scheme indicat_or. Taking the URL of |
152 “mbaceapp://192.168.10.10/datasetname” as aﬁ example, the URI scheme
| indicator is “mbaceapp://”. The URI scheme indicator identifies é program 340

that is configured to handle the URI.

In étep 1032,’i.the program 340 that is identified for handling the URI is started
: 20 f a-utomaticélly on the smért mobile phone. Using the earligr URL examﬁle, in thé :
| case where the smart mobile phone is an iPHdné, the applicatidn whicH ;ié
associated with the URI scheme indicator “mbaceapp://” is autdmatically
Iaunched. The identification of a prograrﬁ 340 for handling the URI, as well as

the automatic starting of the program 340 may confer the advantage of



The comments are nultinodal in that in the case where the clinician makes
an 10 observation about an inmage, the clinician may nmake the observation in
the formwbd 2driamsssg an RO i ndicating an affected area eoTiSeoivages as
wel | as including text and audio remarks. In step 1052, the smart nobile
phone upl oads the comrents onto the Cl 25140. 15 This may be done
automatically by the program 340, or the clinician may have to actively.

start the upload. In the case where.th ti.ent does not have an existing
e cal | i SRy fhs, BcRSS o FORRY il dinieth IS TR eI erove Bkt | ent
information, the comments that are upl oaded serves to create a new nedical
record forsheed ipathiempatient infereation iHpushadie themhipisian apd saMREAY® the C S
140 are available for review by other clinicians. This may permt a live

di scussi orthe@asmdietseeen clinicians attending to the patient. The
observations, edited patient information and indicated ROs are share

bet ween clinicians when each clinician retrieves WO :
2011/.105967PCT/ SG2011/ 000078 48 updated patient information fromthe Ct'S

140, Gl i 14645 108, BS8oltinh SaHRANIEHE AP Ramin B! URI (Plre/b an and

post their new comments ohto the 140. I's may facilitate the conduct

col T abor at | BrTGE N iR RGP BRE huatte A€ nrae st R ST ¥ r et

o1, O ISR 2 b AL PO REES s AL RIS A s sop
 isdone over a data network such as a Wi-Fi network, a Wi-MAX network or a ?

mobile network using 2.5G mobile technology such as GPRS or a 3G nétwork

10  using for example Universal Mobile Telecommunications System (UMTS). -

The request contains a device ID,.whiCh is‘ used for.identifying the smart mobile
phone énd'authenticating access td the patient information. The device IDis
unique to each dévice and may comprise the International Mobile Equipment:
| 15  Identity (IMEI) number. The device ID may also further combiris‘e_ the thhé
| ‘number. The latter provides an added ‘Ievel of sécurity. in the case whére' the |
smart mobile phone is an iPhone, the device ID is various referred to aé a

~ Universally Unique Identifier (UUID).

20 In step 1042, if authentication is successful in step 1040, the CIS 140 sends the -
patient information to the smart mobile phone over the data network. The
patient information may comprise comments and observatio'hs made b'y‘other

third-party clinicians. Further, shouid the patient'have an existing medical



In the case where existing coments or nedical history are already present
for a patient, the new comments are appended onto the existing conments or
10 nedi caWORDEW1O5%67 Optional |y, the program 340 nay aut 8CHIS62011H00038r i eval
of updated patient information by repeating the steps 1040, 1042 and 1044
at regular intervals, e.g. once every 3@ seconds. It is envisaged that in
al ternative enbodi ments, other nessaging systens, e. 15 emai | orinstant

. . 9. g
Taki ng. t ne oEoRfHEBaed ERBHR Fie LR SRS FodicAREDB goner at ed

at the C1S.140.ip ste _1(222 may - be sent to the smart nobile phone of the
sel ect ed cl'?mrﬁpgwea%ﬁ!%‘? emai | nessage. In step 1030, the clinician
receives the email message on the smart nobile phone 110, 112 or 118. In
this 20 case, an email gateway may al so be used at the CI'S 140 instead of
a SM5 gateway 220. Further, it is envisaged that the smart nobil e phones

110, 112 ahie paBemeyfonnatian thatdgs senpmenyecatubsst dfehapakehtdnfpiatioacei ve a
nmessage fromthe CI'S 140, WD 2011/ 105967PCT/ SG2011/ 000078 49 as wel | as

retriege tihet RAipleaded & Pler®IS o40 i 9t€bt1'@09fr§k%§2as bR eRMFPISHASRe the

nmessage may be sent fromthe CIS 140 in step 1 over a communi cations.

158" over B, ERICENTinad B AR o BB ANGHS e 115 O
118 5 may

hen. in st 040 send,t request cpntaining the URI to the CI'S
140 over t oéﬁglgﬁﬁ fzfé 'PEé(Y'ﬁbW?t%gﬁqaﬁPay%%'"e a'ﬁ“s&ooqqﬁr‘%t"é‘ﬁgfow and- in
step 1042, the CI S 140 sends the patient information to the smart nobileé
phone 110, SPECHiGstions and\mage meauisiian detaiis.iakka secorst Rortionamthths ngl e
comuni cations network may for exanple be a W-Fi, 2.5G (GPRS) or a 3G
(UMTS) netimade itseff. The metadata of the first portion may be extracted at the CIS 140 '
10 into a text file and be sent to the smart mobile phone separately from the

“second portion. This may facilitate the handling of large datasets and thus m\ay

reduce the strain posed on network resources.

The steps of 1024 to 1040 may be seen to be a “push” of patient information

1,57 from the CIS 140 to the bsmart mobile phone 110,_'1‘12 or 118.

In step 1044, the retrieved patient information is displayed on a screen %of the
- smart mobile phone 110, 112 or 118. This is done by the program 340 which
shows the patient information écross a numbér of views, where each view is
: 20 : .a'ssoc_iated with a particular mode of information_f the'progra:m 340 has a view :
| .'f_or éle_ctronic:medical re?:ords- (‘EMR),' a view fbr;t‘_ext infor'mat.ion, énotﬁer view '
for imége information ahd yet another view for a:udio-video information.»'.l'he'
patient information that is displayed is mﬁltimodal and multimedia in nature.

This may help the clinician to better understand the situation of the patient.



In alternative enbodinments, it is envisaged that the smart nobile phones
110, 112 and 118 additionally nay operate in a standal one node where the
smart nobvbeophosss 110, 112 and 118 operate purely to eshnscretinens
patient. information that is already resident in the CI'S 140. The standal one
node may 15 act as a non-synchronous arz@ non-real -time tel emedici ne
framework using only the CI'S 140 and the smart nobile phones 110, 112 and
118. In combination with the web-server 210 and SM5 gat eway 220, the
program 340 running on the smart nobile phones 110, 112 and 118 may permt
the clinician to browse, view, edit and record observations on an existing
patient reldditep 1866nhthg @Iomramwﬁw%@elayasi patieshinforenatioarandhmiakee phones
110, 112 and 118 to-be used as a teaching aid where an instructor is ab[e
to dennnstmcahmehtsaabmﬁltys iiforrhatiorf. ditreatornmeinits eomipeiss edited paifént _
2011/ 105967PCT/ SG2011/ 000078 50 In alternative enbodi nents, it is also

envi saged hfsingtiba, Shseri4lorys W%IIfa@r@bﬁ‘ﬁis"dfﬁﬁe?ést%h@lPﬁﬂﬁidé'?éd ua&mwe@t' on
resident init. This may be done by a user at the be done

aut omatg ¢ ét)érft' fBHn Iﬁk?@&éi@@%ﬁfheré’rﬂ%rtdﬂoti%zprag@n% .ﬁ% iPRo ar faer

possibilit or t smart no ones e’'used in a
non- ener ge ettin to eval uat @ results. G ound ut hs, may be
gener at ed %@%ﬁ' &13@& 5ee6\ea¥1 of" maé(\ﬁ%a BSt PemaYitake PRdne 8hapﬂ8f/\ﬁ| | st
exanpl e e r@gts of the invention have been described in detail, many

vari at i onsreﬁgaé‘ S5AREdIPREL hi n the scope of the invention as will be cl ear
to a skilled reader. = WD 2011/105967PCT/ SG2011/ 000078 51 '

The comments are multimodal in that in the case where the clinician makes an
10 observation about an image, the clinician may make the obsérvation in the form
of draWing an ROI indicating an affected area on the image, as well as includihg

t_ext and audio remarks.

In step 1052, the smart mobile phone uprads the corﬁments onto fhe CIS 140.

15  This may be done automatically by the program; 340, or the élinician may have :
to actively start the upload. In the case where _:th:e patient doés .not hav¢ an-
existing medical history or have any exisﬁng comments associated witﬁ the
pafient information, the comments that are uploéded servés to create a new
medical record for the patient. | |

20

: In step 1060, the comments uploaded onto the C_IS 140 are available fbr review -
by other clinicians. This:may permit a live discuSsion forum befween clfnicians :
attending to the patient. The observationé, edited patieﬁt infdrmatioh and

indicated ROls are shared between clinicians when each clinician retrieves



Clains 1. A nmethod for reviewing at a nobile device patient information
residing on a server, the nmethod conprising the steps of 5receiving a
message fwomtihesser ver, the nessage having a resource PdesG2i11®00078
associated with the patient information; - retrieving the patient
information fromthe server using the pgsource identifier;

di splaying at least part of the retrieved patient information on a screen

o 1011 BB SE S BYUSHPR BRSGHS IR0 e R s B 0o

according to claim1 wherein the nmessage is pushed from 15t he server. 3.
The met hodhagesraems of @nethar elinicigneand Roshbeldmeysgrmmenteeaiotbg Gher a -
first conmunications network; and the patient information is '
retrieved oeThis maydadliaterthencaratucbnf aperaltal keviewef 20case; and may

communi cations network being a different network fromthe first

comuni catfuaRér AlRdwariulti-discigiiraryebisisoraticn bdtwigert multiphe exgenéreaehn the

first.conmunications ,
5 specializing in a different domain, for example a collaboration between a

radiologist and a neurosurgeon.

In the case whe'ré existing comments o.r medical history are already bres_ent for
a patient, the new comments are'éppended ontb the existing comments or

10 nﬁedical history. Optibnally, the progi;am 340 may automate the retrieval of
updatéd patient information by repeating the steps 1040, 1042 and 1044 at - |

regular intervals, e.g. once every 30 seconds.

It is envisaged that in alternative embodiments, other messaging systems, é.g.
15 email-or instant message, may be used in s"cepsz 1024 and 1030 in place of an . - - :
SMS message. Taking the example of where érﬁ’ail is used, iAn Step 1024,j the o
URI generated at the CIS 140 in step 1022 .may be sent to the smart mobile
phdne of the_selectéd clinician as an email message. In stép 103Q, the blinician .
receives the emajl message on the smart mdbile phone 110, 112 or 118. In this 5-
- 20 case, an eméil gateway may also be used at the CIS 140 instead of a SMS

gateway 220.

Further, it is envisaged that the smart mobile phones 110, 112 and 118 may use

a single communications network to both receive a message from the CIS 140,



network has a w der coverage than the second comruni cati ons network. WO
2011/ 105967PCT/ SG2011/ 000078 52 5. The nmethod according to claim4 wherein
t he firstwoamumswati ons network is selected fromthe growpceonsvars ng of :
a SM5 network; and an enmail network. 5 6. The nethod according to any of
claims 3 to 5 wherein the second conmunpicati ons network has a greater
bandw dth than the first.conmmunications network. 10 7. The nethod accor di ng

v s SN 5 BRRRE BR REEIE ' BT i et
message may be sent from the CIS 140 in step 1024 over a communications =
network and be received in step 1030 at a smart mobile phone 110, 112 or 118 :.
v_over that communications network. The smart mobile phone 110, 112 or 118 |

5 may thenin step 1040 send the request containing the URI to the CIS 140 over.
the same communications network as that used in step 1030 and in step- 1042,
the CIS 140 sends the patient information to the smart mobile phone 110, 112
| ~or118 over that communiCationsnetwork. Such a single communications
network may for example be a Wi—Fi, 2.5G (GPRS) or a 3G (UMTS) network. |
o . - _ v
In alternative embodiments, it is envisaged that the smart mobile phones 110,"
112 and 118 additionally may operate in a standalone mode where the smart
mobile phones 110, 112 and 118.ope'rate purely to onIy retrieve-patient
information that is already resident in the CIS 140. The standalone mode may
15 act as a non- synchronous and non-real-time telemedicine framework usmg only
the CIS 140 and the smart mobile phones 110 112 and 118. In combination
with the web-server 210 and SMS gateway 220, the program 3’40 running on
the smart mobile phones 110, 112 and 118 may permit the clinician to browse,
view, edit and record observations on an existing patient record. Such a
20 vstandalone' mode may allow the smart mobile phvones 110, 112 and 11'8 to be
| used'as_a teaching aid where an instructor is‘able fo demonstrate the analysis ' : : .

of information in a classroom.



8. The method according to any preceding clai mwherein the step of
retrieving the patient information fromthe server conprises the step of
sendi ng avoequemsiszo the server, the request including Pog/scesawaes
identifier and an authentication code uniquely, identifying the nobile
device. 9. The nethod according to cl ai ) 8 wherein the authentication code
conprises one or nore fields selected fsromthe group consi sting of: an | MEl
nunber of the nobile devi.ce; ,a.phone nunber;  an _

D013/ 10800 ARtk SRE BT S I Aes Bianad B the G5 MO MaKPeEomBLi ce.

10. The met hod according to any precedi n%.c! ai m wherein the resource
i dent i f i erediting pf thespatient indermatian wsidantimitchhisdeay beidesedysp tiegr aim f or -
retrieving the patient information, wherein a user of the nobile device can
initiate tthe QiSott(yror msaynge doeesthematicaily wsih@somaenalgorithm tHateurss eps of
retrieving the patient information and displaying at |east part of the
retrieved tpatci®igqg.nformati on are performed by the program S

.
A further possibility is for the smart mobile phones 110, 112 and 118 to be used
in a non-emergency setting as a way to evaluate results. Ground truths may be

generated on the move by' a persoh viewing patient information.

10  Whilst example embodiments of the invention have beeh described in detail, '
many Variations are possible within the scope of the invention as will be clear to

a skilled reader.



1011. The nethod according to claim 10 wherein the schene indicator is a
prefix of the resource identifier. 12. The nethod according to clains 10 or
11 furt hewoconprssirng the step of editing the di spl ayedppatsicanti/oneufz®r mat i on
with the program 15 13. The.nethod according to any of clains 10 to 12
wherein the step of displaying at |east_.part of the retrieved patient

i nformation includes displaying at | eadt] part of the retrieved nedi cal
informati on across nul tiple views. 2014. The net hod according to any of
clainms 10 ! wherein the steps of retrieving the patient information and
di splaying at |l east-part of the retrieved patient information are repeated
at regular- intervals. WD 2011/105967PCT/ SG011/ 000078 54 15.- The net hod
according to any of clainms 10 to 14 wherein the patient information further

conprises A t hiAdngthot Yorientewihg hatmbbild /@b aas patieat infRmaBbN P6sitilyeR
further nobile device, the third-party conmment being based on patient -

informati %Sé%F,iﬁé%ﬁﬁdt&%ﬁdﬁﬁWeﬁﬁ klg device. 5 16. The nethod

according to any preceding clalmWwhereih the conment is selected from t he
?L?gfrra%?lnzlnﬁ '612%88 Ilngaar é@%s%ﬁSQ{orﬁﬂigggr%%r,Wﬁéknggss%réethhaevir%gl?tlagguergepati eint
identifier associated with the patient informaﬁon; | |
refrieving thevpatient information from the server using the resource ’
identifier; |
displé‘ying at leést part of the retrieved patient information on a screen of
10 '-fhé mobile device; | |
fevieWing the displayed patient information to obtain a comment; and |

uploading the comment to the server.

2. The method according to claim 1 wherein the messa'ge is pushed from

15 the server.

3. The method according to claim 1 Whereing
the message is received over a first communications network; an:d
the patient informaﬁon is retrieved over a secon.d communic'ations netwb}rk, the
20  second communications network being a differeAnt_ network from the first ;

communications network.

4. The method according to claim 3 wherein fthe first cor_nmUnicatiohs

network has a wider coverage than the second communications network.



10text. 17. The method according to any preceding clai mwherein the nethod
further conprises the steps of acquiring at another nobile device clinical
i nf or mat i W0 2PH1oWP7pati ent ; 15 and upl oadi ng t he PEEHG20AH0NT8 ni cal
i nformati.on to the server to format |east part of the patient information.
18. The met hod according to any precedlg cl ai mwherein the patient
20i nf or mat i on IS selected froma group Consisting of: video; inmage; text;
and audi o. e devjce for reviewn at i ent information

ol S

resi ding o a SE?Q/Q?G%{’T&@CWHFW@ im 4 Whsrsin bedigSteoramenicatiopsnt i gur e'c.i to

recei ve a message pushed fromthe server, the
network'is selected from the group con5|st|ng of:

a SMS network; and

an email network.

5
| 6. The rhethod according to any of claims 3 to 5 wherein the second‘
commUnications network has a greater bandwidth than the first communications |
network.
10 7. The method according to claim 6 wherein the second éommunications
network is selected from the group consisting of:
 a Wi-Fi network;
a GPRS network; and
an UMTS network.
| 15
8. - The m-éthod acco'rding to any preceding _dlaim whereinf the step.é?f .
retrieving the patient information from the. server: cgsompris‘es the ‘step of':‘ |
sending a request to the server, the requést includihg the resour‘c'e_’
id'en_tifier and- an authentication code uniquely idéntifying thé mobile deVice.

20
9. The method according to claim 8 wherein the authentication code
comprises oné or-more fields selected from the group consiét_ing of:
| .:an IMEI number of the mobile device; | |

a phone number; and



5nmessage having a resource identifier associated with the patient

I nformati on; a processor configured to retrieve the patient information
fromthe W20/ 107ng t he resource identifier; a PEEISEan 1800978 gur ed
to display .at least part of the retrieved patient information; and 10a.
transmtter configured to upload a comggnt to the server, the comment being
obtained fromreviewi ng the displayed patient information. 20. A nethod

for sending patjentini r i Ol s - to a nobile device, the
met hod conpri siéngquﬁeé}(g'%g{g%&ﬂé[]ét e&!see é/oéfé 15generating a resource
Identifier which is associated with the patient information; sendi ng a
message having the resource identifier to the nobile device; receiving from
the nobile device a request conprising the resource identifier; 20sending
t he pati entO.i nf Dherenetind aecardiegriomnyepreeodiog claimawherein  receiving a
comment from the nobile device, the comment being obtained fromat |east
part of the serthepasowne iderftifienmadmprises 2lschéhe indidatet wisichridéntfies@ cl ai m 20
wher ei n S - : ' o
5  program for retrieving the patient information, wherein a user of the mobile
device can initiate the program using the scheme indicator; and
the steps of retrieving the patient information and displaying at least part

of the retrieved'patient information are performed by the program.

10 11. The method according to claiAm 10 wherein the scheme indicator is a

prefix of the resource identifier.

12.  The method according to claims 10 or 11 further comprising the step of
editing the displayed patient information with the program. |
15
| 13. The hethod accérdihg to any of claims 1:()_.to 12 wherein the stéb of
displaymg at least part of the retrieved patient. iﬁformation includes disg)iéyihg é_t :

least part of the retrieved medical information:ac.ross multiple \(iews.

20 14. The method according to any of claims 10 to 13 wherein the stevps of
- retrieving the patient information and displaying at least part of the retrieved

patient information are repeated at regular intervals.
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communi cations network; and the patient information is sent over a second
comruni cavoaosy/msderor kK, the second conmuni cati ons net worPkTiseiong/0a0ods f f er ent
network fromthe first communications network. 22. The nethod according to
claim 21 wherein the first comunicati %%s network has a w der coverage than
t he second conmuni cati ons net wor K. . The nethod according to claim?21

or 22 whergin the second 10 conmuni catjQns n I as a greater bandwi dth
Chan t ho {13t Do eraanabame! dains 10 fof fotieren Hhoaarl | o
reviewing of patient information residing on a server, the nethod
conpr i si ngnfaimadipn furter cosnprisgs/a Hyrdapady gpmngntithalos upinaded tadheces a
message pushed-fromthe server, the nmessage having a resource identifier
associ at edsemvehfromea hathiee mobilef devicd, itbe thiedhidady coathentfbdirgbapsed ahi ty of
mobi | e devi ces (i) retrieving the patient information fromthe
server usipgtidntthiehSFHfctSevetEBy tHd ®irther mobile ddvide.di spl ayi ng at | east
part of the retrieved patient information on a screen of each of the nobile
devi ces; - (iii) review ng the displayed patient information to obtain
a coment; ' - ' '

16.  The method according to any preceding claim wherein the commént.is
selected from the group consisting of:

a region. bfintereSt marked on thé displayed patient information;

an audio recording; .and

10 fext.

17. The method according to any preceding claim whlerein _fhe method
further comprises the steps of
acquiring at another mobile devige clinical information from a patient”;
| 15 and - |
uploading the acduiréd clinical informatio:n to the server to form at least . |

part of the patient information.

18. The hwethod according tb any precediﬁg claim wherein the patieht
20  information is selected from a group consisting of: |
video;.
image;
text; énd

. audio.
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25. A nmethod according to claim?24 further conprising the step of at one of
t he pl ur avotgiofosesobi | e devi ces 5(v)retrieving from t hepserseeoiitone7gonment
upl oaded.to the server by another of the plurality of nobile devices.
26. A nethod for review ng at a nobileggevice a nedical imge of a patient,
the nmedi cal inmage residing on a server, the nethod conprising the steps of
10retrieving the nedical imge fromthe server; di spl ayi ng at | east
part of the retrieved nedical inmge on a screen of the nobile device;
review ng the displayed nedical inmage to obtain a comment; and upl oadi ng
t he comment®-t o A Robiedayice fors reviewingrpatiesd iffermatian waidigg oata sewebi l e
device patient information 'residing on a server, the method conprising the
steps of rtbemahilengevi¢recpmprieing i nf ormati on fromthe server; , :
di splaying at least part of the retrieved patient information on a screen
of 20t he nobi | &g geives configured to receive a message pushed from the server, the

5 message having a resource identifier associated with the patieht ‘i‘nformation;'

a processor configured to retrieve the patient information from the server
using the resource identifier;
a screen'configured to display at least part of the retrieved patient
information; and
10 a transmitter configured to upload a comment to the-'sérver, the comment

being obtained from reviewing the displayed paﬁent information.

20. A method for sendihg patiént information from a server to a mobile
device, the method comprising the steps of at the server:
15 - generating a resource identifier which is associated with the patient
inférmatioh; ' | |
sending a message having the resource fidentifier to the mobile .de:v_ic@e; S
receiving from the mobile device a reque;st comprisiné the resodrcfe |
identifier; | |
20 sending the patient informatidn to the mobile device; and
receiving a comment from the mobile device, the comment being

obtained from at least part of the sent patient information.

21, The method according to claim 20 where_in



review ng the displayed patient information to obtain an audi o coment; and
upl oadi ng the audio conment to the server. 58 28.A nethod for tel enedicine
conpri si ngotha/®swps of acquiring at a first nobile eeviscromlobeirgal
information froma patient; uploading the acquired clinical information to
a server to format |east part of pat|§§V i nformation resident on the
server; b5receiving at a second nobile ice a message pushed fromthe
server, the rressage havi ng a resource identifier associated with the

pat i ent i nf or meh Pdnessage IS sept pYQRRA ﬂ'@ttcﬁﬁ“b‘éfﬂ'%ﬁ'ﬂnﬁ RetWORELah from t he
server using the resource identifier; 10displaying at |east part of the-
retri eved thatpasient infiéronationi is seohoverst seeonhtomimeinicationd nedlotke thievi ce;
reviewi ng the displayed patient information to obtain a comrent; and

upl oadi ng ddvendaBmemunicatibhensvorkibeing a different network from the flrst

_ communlcatlons network

22.  The method according to claim 21 wherein the first communications

network has a wider coverage than the second communications network.

23. The'method according to claim 21 or 22 wherein the second
10 communications network has a greater bandwidth than the first communications

network.

24. A method for the parallel reviewing of' patient information residing ona
server, the method'compr.isin‘g the steps of
15_ " receiving at a plurality of mobile devices a message pushed from the
server, the message havving a resource ident:iﬁerv associated with the patient
information; and |
at each of the plurality of mobile deviceﬁs’f ‘
| (i) retrieving the paﬁent infdrmation ffom the serVér using thé
- 20 | resource identifier;
(ii) displaying at least part of the retrieved patient information on a
screen of each of the mobile devices;
| (iii)  reviewing the displayed pafient information to obtain a comment;

and
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(iv)  uploading the comment to the server.

25. A method according to claim 24 _further. comprising the step.of
at one of the plurality of mobile devices
5 ~(v)  retrieving from the server the comment uploaded fo the eefvef by o

another of the plurality of mobile devices.

26, A metho'd.for revieWing ata mobile device a medical image of a patient’,. :
the medical image residing on a eerver, the method comprising the steps of
10 | - retrieving the medical image from the server; =
dieplay_ing at least part of the retrieved medical image on a screen of ‘tr;e
mobile device;
reviewing the displayed medical image to obtain a comrﬁent; and
uploading the comment to the server.
15 |
27. A method for re\)iewing. at a mobile device patienf information residing on |
a serQer, fhe: method cemprising the ste_ps of | : |
retrieving the patient information from the server;
displ'a-ying at least part of the retrieved petient informetion ona screen of . B
20 the mobile device; | |
reviewing the displayed patient information to obtain an audio commentv;
and |

upl'oading the audio comment to the server.
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- 28. A method for telemedicine comprising the steps of |
- acquiring at a first mobile device clinical information frdm a patient;
uploading the acquired clinical informatioh to a séwer to form at least
. part of patient information residént on the server;
5 . receiving at a second mobile device a :méssage pushed fr6m thé Sérvéf |
the message having a resource identifier associated with the patient
_information; |
refrieving the patiéht ‘informétion from the server using the resource
identifier; |
10 _ displaying at least part of the‘retrieved patient information on a screen of
the second mobile deviée;
'reviewing the displayéd patient jhformatioh to obtain a éomment; énd

uploading the comment to the server.



