
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(19) World Intellectual Property Organization 
International Bureau 

11 W (10) International Publication Number 
(43) International Publication Date f .. ,. 
9 February 2012 (09.02.2012) WO 2012/017457 A1 

(51) International Patent Classification: 
H04L 29/08 (2006.01) 

(21) International Application Number: 
PCT/IT2010/000352 

3 August 2010 (03.08.2010) 

Italian 

English 

(22) International Filing Date: 

(25) Filing Language: 

(26) Publication Language: 

(71) Applicant (for all designated States except US): HT 
S.R.L. [IT/IT]; ViaMoscova, 13,1-20121 Milano (IT). 

(72) Inventors; and 
(75) Inventors/Applicants (for US only)-. ORNAGHI, Alber­

to [IT/IT]; Via Verrazzano, 36, 1-24047 Treviglio (IT). 
VALLERI, Marco [IT/IT]; Via Regina Elena, 9,1-73100 
Lecce (IT). MILAN, Daniele [IT/IT]; Via Cave Ticino, 1, 
1-20020 Robecchetto Con Induno (IT). BEDESCHI, Va-
leriano [IT/IT]; ViaMassena, 18,1-20145 Milano (IT). 

(74) Agents: MODIANO, Micaela et al.; Modiano & Part­
ners, Via Meravigli, 16,1-20123 Milano (IT). 

(81) Designated States (unless otherwise indicated, for every 
kind of national protection available)'. AE, AG, AL, AM, 

AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, 
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO, 
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, 
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, 
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, 
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, 
NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD, 
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, 
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW. 

(84) Designated States (unless otherwise indicated, for every 
kind of regional protection available)'. ARIPO (BW, GH, 
GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, 
ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, 
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK, 
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, 
LV, MC, MK, MT, NL, NO, PL, PT, RO, SE, SI, SK, 
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, 
GW, ML, MR, NE, SN, TD, TG). 

Published: 
— with international search report (Art. 21(3)) 
— with amended claims (Art. 19(1)) 

(54) Title: METHOD AND DEVICE FOR NETWORK TRAFFIC MANIPULATION 

-20' 

•t 
i> 
© 
rl 
i-H o 
CJ 

o 
& 

100 
/ GET/resource.exe 

Host;www.example.corn 

| Proxy | 60 70-^0 

302 Found 
Location:http:/xyz.www.example.com 

GET/resource.exe 
Hostwww.example.com 

^~l^Duplicate TCP reject 4 \ 
5 DNS requesf:xyz.www.example.com 

DNS Reply_<IP address of _proxy> 
"7 

^Duplicate DNS reject 
GET/resource.exe 

Host:xyz.www,example.com 
T 10 

200 OK <Data modified> 
v14 

DNS Reply NX 
(non-existent domain) 

GET/resource.exe 
Host:www.example.com 

200 OK 11 
<Data> 

] Data modification 

13 

'X 12 \ 

/=?^. 3 

(57) Abstract: A device (50) for manipulating data traffic related to a target (20') connected to a data communications network 
whose elements communicate by means of the HTTP protocol comprises: a redirection device (90), which is adapted to be con­
nected to the data communications network by means of a plurality of sniffing interfaces (110) and a packet sending interface 
(120); a proxy (100), which is adapted to be connected to the data communications network by means of an HTTP connection in­
terface (130), a packet receiving interface (120') and a packet injection interface (140); and is characterized in that the redirection 
device (90) is configured to monitor, by means of the sniffing interfaces (110), the network traffic in order to identify within the 
network traffic at least one data packet associated with the target (20') and to redirect, by means of the packet sending interface 
(120), the at least one data packet associated with the target (20') toward the proxy (100), said proxy (100) being configured to 
send, by means of the HTTP connection interface (130), an HTTP request toward elements of the data communications network, 
said HTTP request being based on the content of the data packet associated with the target (20'), and to send, by means of the 
packet injection interface (140), data to the target (20'), said data being based on the data received in response to the HTTP re­
quest. 


