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commonl y- owned, co pend| ng U. S$Pf*ovi si onal Application Seri al :

60/ 190, 613, entitled, "Method arid Apparatus for O ganizing Conf| guration
I.nformation for a Communications Systent iled March 20, 10 2000, which is
her eby i ncorporated by reference inifs entl rety Th| S appI i cati on is
related to cori®ined Agd,Sygte 1biniy atie I té

"Di stributed 388N cations Networ k Incl udi ng One or More Tel ephony
Communi cati on Devi ces Having Programmabl e Functionality", by James Batson
et al. ,, (hereinafter the Batson application), filed Qct ober 26, 2000,
whi ch Ps hereby incor porated by 15 reference in its entirety. BACKGROUND
There are an ever-increasi ng nBEATED ARRMCGATIONSons networks at use in

the worl d today.: I.5: nmu rks were divided into
several types g’{:ﬂ Eéaéﬂgﬁ%)%ﬁrﬁgy%@%gﬁgﬁéﬂ%&m W%Vﬂ“@ﬁ@:&o'types
of servi cpegdingW0ISuBtavisiomahBppli@tibe Serial PRS 601190 SRR UYL '*Mé‘ﬂio‘&aahﬁmgb? atus
net wor ks {fﬂng'ﬁ t.he Public.Sw tched T Iephone Cormunl cations net g

(PSTN)) f izing Crrtietsaicn %&F@l OF 8&;o5ramRations Sy stem? fitedtMerck 205 ox
exchangi ngooeyiohieh S BeHysincdrBbRMI Yy PoreFRBE M ik @pS net works for exchangi ng
audi o and vi deg si gnal s and data Conmuni cations.networks (e.g., a | ocal

area net wor ks PSRN i related toppsieniy-onmed, uenandinigd. Sl\zmbrbt )ap;ﬂmatmn
exchangi n&tﬂ@& DS Y C st @BNG’E{% ﬁ&u&ﬁ%@%toaw 'I‘egp]ia%var ety of

fields including, anong ers, anS|s optics,
encodi ng @mmmmceswragmmrﬁmmmmy” bpMme&gaammgm cations,

Cpecds mRorARTTHOREEt: Stica N R BTt SE b i iR tieporaioy -

expanded,refecenphin ipsantitetyyner e conmuni cati ons networks (e. g., the Internet)
provide a variety of services involving any of a variety of conbinations of
audi o, video, and data services. Mire recently, comrunications networks
have begun using data conmuni cati GRSCRER®IKD to transmt voice data and
ot her data. be, ween a cal|ler and one or_nore participants of a tel ephone

I

call. Typical TS AL ANL VLG I Asg Db e of sammpsicationsnetwerkd et usg e thetvoorld
transmt todayh&dﬁi%ﬁa@ﬁ%mﬂ@n%ﬁ@&s%%v@ QW&@@Q% fitto s&/egaﬁl%&)g' 0 accor dance
V. SONE

with the Internet Protocol (IP). For exa T%%hony
commihi cSPmBHaicaionsBeteoriisthat PTOVéfi’dz:leﬂrb&I-éar types(ofs@yicestinauding, ampypg ptieyi de a

variety i cal tel ephony
comuni ca Féoﬁés% ngt \A/ixn?rﬂﬂl | nc?&%ngwwg gggg{r‘\%k%‘?ﬂéc%gggg % ni cati ons
net wor ksComem@n@mmtvsorbKP%mh fer exohangivigeali cosignals katdic korammbﬁio@@hony

comuni ¢ v, t el ephone or-a te -enabl ed
conput eregtkgftkg?& ony cgﬁa‘éuﬁ%r(l)l s %lgb{rjief a@sVQ%%ongmmagaé@nﬁ@F Oﬂ‘ﬁp changing:
capabl e mdlq)mdmdﬂmmglakstanﬂdamtcohdnﬂmﬁ@hbmmoﬂé@gghm are£hENBARY tasks:
initiati all by sending a signal onto a
tranissfn s@‘%ﬁf &ehﬂ?o W ’gﬁmgh fthengiggdatas i ng and to _

i ndi cating (€Taday, beta@e eﬂmﬁeedateamerogmswlslv&%@okﬁgm gachﬂﬁﬁ aﬁa,%eephone
call is incom nsq determ ni.ng that a user has responde cal |
(e.qg., OTFerfHoGRFet wapyiasiring, @Wcéﬁpﬁwmacmmmpnemm;chmg a nouse
“cli ck) o‘éﬁﬁ'ﬂlnﬂﬁn@nssl- ISl ) nded 0 t he
transm ssi on npedi um&@ggglbl\%?{ng g‘lha I'n s ructl olr’#s}g%rngagﬁ lfﬁ“-‘gi from
a rotar ;ﬁnaiﬂa¢rmgpﬁéq$nbﬁﬂqncﬁwsed5\hevemcmmyand oomselpesniip Anetwork Bmdmﬂ).h hasendi ng

a signal r to the transm ssion
o o EpEREESHe i WiSre ufib Aok RHEHALE 80 sl P b4 R SRR

r espect iof sdryicesinvaieing aay df & vaityof donitinaaidils bEARKY,vidko Bl ditd rdees. aUdi 0

dat a) on to e tralgfm ssi on, medi um of _ t he comuni cations network. As used

herei n, "cal MEBHHEFYY °918méw§a@®8tnﬁequm¢vs|bpmgumg dada eomyumipationsi nt ai ni ng
and t eanki@rlea; ni.cation
Govi oo Lonadaay Raduiie S0 MR afither R bbbt Glr L) MO BTHGRAS

-i nvol vesf a teéephene aatl. Typically, ehasakihtacomnumjcapommmbrkb are! deslighel to transmit
peer-to-peer-type protocols such as, for exanple, the Session Initiation
Protocol (SIP) or the H 323 prot ocoI, or a master/sl ave type protocol such
as, for exanple, the Media Gateway Control Protocol

Megaco/ H.-248 protocol, or the Skinny Station prot ocol pr omwumwm’ﬁummma sco
Systens, Inc. 25 The SI P protocol is defined in RFC 2543, SIFP;

Initiation Protocol by Internet Engineering Task Force (1 ETF) ORLZo Mar ch,
1999. The H. 323 protocol is described by the International

TeI ecormunl cati ons Union in the ITU— TN Recormendatl on: H 323 Packet Based

A NN o
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2 0 SEP 21~~ WD 01/ 71979 PCT/ USOL/ 09011 -3 device, for exanple, a TCD, a
dat abase, a switch, hub, bridge, router, other type of Iinki' %ggevi ce, any
of a variety of other types of NDs, and any of a variety of i #8% i ons

t hereof . Mpoirayrsbe grouped together, for exanple, accordpRgyukh/geymon
f

attributes shared by the NDs, such as, gmong other attributes, type of ND

(switch, TCD, personal conputer, etc.), “manufacturer of ND, |ocation of ND
within a network taopol o C. i er hy, of groups, of NDs be

creat ed, dﬁﬁ*‘&&"?%éﬁ“@%ﬂ‘%{ﬁ ﬁ’i%ﬂ?@t‘? gl wgsﬁwxﬁﬁ%@ﬁﬁf@ﬁ% SemP tﬂé%nt ai ned
(i.e. steosthunidationendworlk®(&g.NDicelovEP (VIPYALtWERE) BB pRRidA Yariefyltt her, a

conmuni cat i gns n&qtji%\ort may, have one or nore network users (i.e., users)
THRB

associ.at &R _ €0 Serviget; i @ W?ﬂl Belorhoay eprrmuarioptions networki i cul ar
ND or ”allmﬁﬁdjﬂgwﬁelé@ﬁﬁfﬁﬂﬁ@%se@fcoﬁﬁxﬁnﬁgﬁr{ds%E{v@cfrksdg'li@n%ﬁ{ﬁﬂtstdﬁu&eé wor k. Such -

users may be grouped together, for exanple,. accor 0 comon attributes
shar ed byompumicasions networkeratelaphonyf coguounieation dewiessy(Tid)s) bechasedtlephonand a |
| ogi cal repr, 1t ' hi erarchy may be maintained (i.e. stored) on--
one or nﬁ?gtﬁfé{&%?cb%eie&g%mﬁ ?ﬁgtati ons network. A user may be a nmenber of an

organi zat i on, A elephumnginemurd cativaidevive es wkd dereitSs @ deeice tapaBle oBpeHformnpar S

by the masbbne PETine Fediter RFrGeRL sk CRTHBELR: SO Rt arosaiy
admi ni st k@idiNea SERAlRntd PlrarRhIRInSneduf K cdBAhRAtichs HeRMrk

- (el i
enterprise. A hierarchy of groups of enployees may be created, anhd a
| ogi d&l indieatingfe.g¢ riggingsbesping Ohbl@rkamgsggg thatretelephenegatids incoming, st or ed) on

Tont ity SRt PR ER PR IR M e, SR BREUE aKeloa B,

or any otlfkeybasrdemrit ol a mouse chitk)asendingarsignal indicatifg that the nseihas wspdridgd gr oup”
is agro i udi ng. a device group,. which i s a.group. of NDs,
a user g?gﬁ’fﬁw \?\rfqﬁ“[1 g(‘:’#i‘ le‘%gn ‘é‘e‘gg‘l&uf?%‘?més‘%ﬁ‘é‘? L%ft%ﬁtﬁ%g o B 4ser (&8 ﬁ',%maa K
t ean), Wﬁia(t,hau')sb bﬁttcgispvu:icsaefctmﬁtdﬁek@bﬁ?rdaﬂM@Neﬁﬁh@&%iéx@lz re@rheserﬁiﬁ@'tﬁé/ ees of
an enterpri.se or.any other group of ynits. An "entity 25 hierarchy” or
"hi etarc Hﬁfllmg Jisruptions on,to &Fl‘?ﬂﬂ@ﬁgﬂ? mﬁgmgh frepspifing and regedvip,agoppticsaudiger e
the hi er gizafly td At f6l8Sregpeplivelflal dsir, Qﬁdﬂrﬁl\:‘,ﬁﬁtﬁn%w}‘égﬁv{ﬂg%&ﬁﬁ(c@% higpest, and
owes

where one or nore ‘entities correspond to the | |'evel of the hierarchy,
and eachd@al o1 ip the Hapsmsviorempdinmeot the cemraunigations ngtwork. er ar chy - hi gher t han

the | owest | eyuel : s i j ept. ntity
group corresp)éﬁéﬁs%cgﬁ%% '%%ﬁﬁl g esfe?%rkegl&e/t}mgéé H@éﬂ?fgsrg{grn%%?’ Ségdé%agg?(g an
entity 3teagngdpwot teleptiogh eall. | Eoral typidal peiephofiy hommanhtiers dewige donndatsictoa

K deyice hi Ay - of devi ' hi
of  ulby s LA, SuBhEAER fopndhe (P RBACRYNO Hf Sidihaalilt ol diholpdiel e °°

D O N o L T L hon MOt [ S 2
- r .
communi ¢ gﬁi“%\fl’\)’é&ﬁ g H’E"Wﬁ?f’/’ %%@asa?ﬁ}%vgﬁwmrﬁageloﬁ% g% foR ?xgﬁlPEth&rM?‘gF s for

conf i gur GagwaeoNRol PYotRBY(MGESY) thd MBgaca/tL. MR peiocBRVEHR Sk iR/ ng ot her
entity, for exanple, a network user using the ND, who nay bé a nenber

(e.g., epiotespbeonyHgated byt Gisen Systeonlnce. 9., enterprise). Further, as

descki bed abo 260 i TPy (. ,ﬂﬁg@a L0f an
- entity group gﬁ%st he te(’(ra??%l?y)‘{%’% lgrilthiq\iy%a’lr%Igb Sﬁ%‘) e pgi;o%ﬂé}ﬁx%&%yg?{gﬁng y of
entity gEogipeeringdlaskFotce {ETH)as of March] 5999e Jihe #0323 mbtooul s dkseeibed by the

configuration. ters t.o be defined f ntit roup .of  a_hierarchy
o that P TOEC Bty s bRipes e 1T e pinentint af crpet ™
conf i gur BasedrMpiti-slegia @osnrheficdoss Sfstén, Tened, ISwigerlar], Pestuag, 1998t Meentity
group. |19, For ﬁa le, it 5) desirable for an_adm ni strator of a

depar 1 meNeEsTo/Hre A preib sl incbtined Be T TLREG 28BS ancbi N B8 eGP paptasilt or s
to bg appldesstived iRFCIIP5 Us6LOKLETROQYEES of the department. For exanple,

the departnent may define a value for a network addre$s of the depart nent
supervi sor' s Rsonimynicajignsmeetyask meay includesavarid netaotedsvices ANDskofinagyings of

t he dep G i 1 Nl ar . of toent t ef i ne,val ues
for co n?fyé Egﬁ gtiﬁl%dni\hé%@og gro g{r%%ﬁ%?}"s’ %n§§f %f'ﬂﬁr‘lp ?%@“&S‘ﬁ??%ufg?‘t&?’@ © g 8 e@ﬂ?ﬂgr ce
depar t mecamputen b incynfeamet cheigute, pworkistadGE 3 thidfcoppiiter ot bavercdpdmyanisatidd al so
may be desirable to allow | ower |evel entity groups or entities to define
val ues for paraneters specific to these entities. For exanple, it may be
desirable to allow an enployee to define an initial volune setting for an
audi o device resident on the enployee's 20 ND, Al ow ng an enpl oyee to
define values for configuration paraneters allows fox flexibility and
custom zation. Further, for values of configuration paraneters that may be
defined by an entity of an entity group, it nmay be desirable to allow

N Y o v - . o - e o o I




2 0 SEP 2~~r WD 01/71979 -5 PCT/USOL/ 09011 be predeterm ned. For exanple, a
consul tant of a service provider that provides a service for an enterprise
may consult with admnistrators of .each admnistrative groupp afepaggs
enterprise and/or wth individual errpl oyees of the enterprise to determ ne
val ues to MO U or configuration paraneters of one or MROEUNDS0IThe
consul tant then may predefine, for one-gr- nore enpl oyees, the values for a
set of configuration paraneters to be applied to one or nore NDs used by
the one odeviae forerqphply e FCDfaIdithivise, afsofitch ﬂﬁbpbndgé[ RULHTIBMARS ofIRIE)
configuration g} ter sdgaﬁ} be Coqrx:trli@ﬁ% to have_ val ues custom ze§ by the
O &n

enpl oyee HI%Er VL% EFe F 5iPed 8py of 2 ¥asiety efsombieptiopathsraster s
and their def |NE§'rdé§'Hé%$otfp@@fbg€Mr,?&eﬂ%ﬁleséc%grc@dﬂo%hﬁﬁ dﬁ\‘ffﬂu@? sﬁ”ﬁ}
t he o communi cations network, for exanple, a ND corresponding to t| ty

or anot helhe N@%wcbwe apennEAtes attiibires, Hpe abND (smtr.h, HED,cpeaamalodomterma),
t ech f t aft
Lhe N T apiifedtiet 6208, MELMES NS wERRA AL B ARBR] 8P ﬁaasefciweo?%rgua

fixed, aridDk ntatylbe cmatadoarrcba:!@gifca]guprasmmuombf vk Iﬂdﬁanasay 2§ ba eeriteinks (ied
wi t hout |1y re-defi S_on the ND its t he val ues of the many
confi guraﬁ?%&? ?%%%V%%%MWW? B a2 ‘be significant for small

comuni cat i onsFurtherarcksunicatibes detidR ina§9ThaendIs:Gn6re n@%f@'usé’r??%nfds&’éf ation
rocess Anot her  dr awback echni que is

becones a ti ml%g}%@ costl

that al t RSSRFAY ﬂ’r‘?ﬁ’f P‘Eh e att herapsopiatedwith 8 paticaiee WDwnhaxbe

enti ty, - qaGdpeRMn: Bﬂ’arg'rﬁkﬁl:u%%ﬁé@@rpﬁ'ﬂe'ﬁ%&k asu%%eés 4y %b\tﬁ AhG er°f5r°”' y
a single set of confi'guration paraneters and their in e _
per si st ecpxawalenmontdamm@cponmort ﬂ@bém shayﬁd bctho uskrsgAyhiertoby of gnghﬁ sﬁatsemf

confi gur store a r sentatiaqn of)
i nf or mat ?f%ér?p&bout é‘ﬁﬂ%grgz g{’é{ 0%9%1 O%Jsgﬂgﬁﬁ%r%%@' eotgf”int?grbe%'f (v ‘S?‘ﬁg‘%one
or nore cmwﬁnegmnaﬂcli@spnﬁthwrmkmmuaaﬁomh&t\smmgl e set and the hierarchy of
entity groups that nmay have jnfl.uenced the gurrent val ues of the
configuration ‘%B?Géﬁﬁyéﬂ?mi‘%be‘fﬁﬁémoﬁgﬁ@@t}?&t o5 §*3raRle A eopRloYasi i @R ned
regardi n@nwihgriseeSueh mumbez@tmagradetgem@%d Bogetif, ifeildx@ipf) a Rt AR iFdondthod he
single paragetgr set sul ted fro the val ue being defined as a constant by

an entit yHPY§ haB‘?d% eglc Bufue @elaa@na@ﬂteﬁéen esabelepging {0 #%aPp t hat was
overri ddedmistenr fo @el’}‘iai'thi ion
of val ues deffnedeghdgg eﬁﬁ%@ééﬁn‘g&%mg% e eﬁtﬁ??fytﬂfg?%%%g@og |chﬂ#
entity beéf8rRps ofmnnloms Srayeeei copatedngndaplopisal ropreserfation of isech/zikrashyimashiee
confi gur e, for each time two or nore
entity g?%d%?maat‘ fd Eﬁoﬁ%ﬁrrﬂ&@ dJe‘ypfattlr1 QPE“‘?‘)‘”‘{’% WEEHAN entity (e.g.,
enpl &ee) bel (mgsedjbérpme&l ‘écnuty’fss ad¢visea(eige an DR alusery aember (eqo, ol | but i ng

val ue for, aranet e t .be det.ermn owtg assign a,value to

t he @}%ggp %Efff E“ﬁ@fﬂ%ﬁfﬁﬁﬁ%ﬁfmé’gﬁgf TUIREBIYR B anet er

for the grchg:l c&epaﬁammdugetdeviﬂaugso@ewcmlmgtoeﬁ offBIDs] @ﬁédﬂ@%t@n%% ifRre
ni strators, enpl oyee, a consul tant, a

per sons u% one or re ad

pro_grarm%l‘0 AEHSSTS, FAERRFTETONP (5w 208 tW)aW%‘WWéPPﬁ@BWF@r@@S of each
entity anggmiatiby (. %b@plbﬂibeg ef hémidplihis, df%hy BiHfaf %xtolﬂg of d. AN &rlian
paraneter. This determ nation process iay have t repeated each tine a
val uéSof hieraighy’} Qjiiiscarely "dar égaeqaémme@m@auty@om aafl pehtmx Wherettlee

manual | y
cConmini oo ana el ERORALO ks SN DlchRk F RvRE PR B lre 2 PO ch one
or nore KBktieseprrisgpond i thg loveskt legetmif ehq&uerﬁmhy,eanamableentﬂy gedupebitesppndgLTENt

station Nntf. elli ce f he, copmuni cati,ons, network

may mai ntl %&gﬂég{%% mglhé od‘? t?cv,‘f Eltdg‘éc r%?“b(?ﬁ‘l‘?’gﬁﬁ?‘ﬁ’t OGS anet er s

for one ercopoaeentidp grdup cbhésp@ﬂ&ﬂ% td thahighBstaclel bf thb hakrREhPbeRAgs to an entity
ority to change a value of a configuration

adm ni stratlve q}?Feﬁfgf t he aut

par arngt e € &ﬂ’ég le¥gh e nenbers of the adninistrative group, and the

adnmi ni strator Aneters
TY8S& df%er&@hﬂ?nﬁ? uncthth% a‘iﬁ{v?tﬁ'k tévf[cg' ﬁleﬁig{:'%{c %‘gﬂﬁg %ﬁgy@?{]

may be changed; for exanpl e, any e change
may be narqm,eaewombxem@@f Wﬂeam@aehglrmumytdmﬁmstmlvb hterarblgevafl ue of the

fi . f, h
W, ALt Ao BN IERBE oRE e B Bl e e L ST e BB ST o

configuration paraneters for one or nore NDs nay save tine and cost over
manual configuration and reconfiguration, such a techni que does not renedy
t he drawbacks descri bed above with nmaintaining only a single set of
configuration paraneters associated with an entity and not 20 nmi ntaining
i nformation about the relationship between the val ues defined for the one
or nore conflguratlon paraneters of the S|ngle set and the h|erarchy of

o, N Y "




2 0 SEP 200 WJ 01/71979 PCT/US01/09011 -7 of nenbers, a network device

hi erarchy of network devices and devi ce groups, a user device hierarchy of
users and user groups or another type of hierarchy in vvhlcrzqeg&t S are
grouped together, for exanple, according to one or nore att d hat the
entities MAPETIOM common. Such a system and net hod nmay be pagdisoi/aoad | ow
entity groups of a hierarchy to 5 inplenent policy by defining val ues of
parameters, and associating attributes with the val ues defining how the

defused val UESOrE%trﬁ&e@flﬁ@@ﬂaeébm:ﬁﬂﬁca?%ﬁﬁﬁé@oﬂ@iﬁ@ffhh&p&‘i‘reﬁ’;{onﬁﬁged to, or not
affected, fgr exanple, if the value is defined as constant, by val ues

defi ned fORIgUakRDFaNalE: foF configutingthedV?i Ay apy sivps time, an NBvieay kryeiat i on i n
the hier @ E i '

ot i ned b aibepBEterefud, I Lohs, ARFORIAE uitd RS Sl R 60 4 BeltBRr
to entityegroempioyae) of anonganization (d.onemdérptibe). hi er archy. Accordingly, for a
col l e¢ction of . whi ch .val ue e assigned to ap entity, one
or m)(r%e conf i gPE'?%l P o%gésgflis’%%bﬁge’ﬁﬁc fea%y > u?q’i’eoréﬁ?rg‘??gﬂ%gﬁga‘% of 4

cor r esporediitygerdap idihe entiyfahd eiitity igesupIaiyshe pary oCalibrakddiytof editly YeSupk And
sub-set of t.he c&ltl ectiaqn ff conf ilgur ation paraneters. 15 In an énbodi nent,
provi ded SPEtes- dF it desirableAtiomovalyss for ropfigniation Rarrmgtess tq s dafinadslor amdabl e

nedi um andity drsip 6f Ifigtatoly 0 dhdilitie SEBOLLAH 0 B LATRBLESHEAUBRARLIBE! UM
The signals_define, for an entity assocCiated wi th a conmmunications network
and t hat SeefigHgtion parypetersforiiPs uesdthn sptiievblenging to the entity ghoppof entity

groups, a plurali : = Qi .00: nfiguring a
et vork devi cdcor e SRl ¥ dodialle Ol PldeishloR HFL Sishothr G il
ei t her t He define vajues foreafighratime parameteys tgibe applieitd allfNIDs esed by eaiployeey ofone or

nore confj guration rapeters, the set defines a valuye for the

confi gurét‘?%eﬁ%%‘gﬁﬁ’r@%éﬁmq‘ ©RB EFREFERL BEY ﬁﬁﬁ?e,a\vlaé\‘%& aé’re@voﬁgélii‘gﬁ@o"ft one
or nore depdrirgent Slipepvisqrty WDETiSvaie @ayf bé 8 bodbint Yilud fr Qllietipishevd bftha
conmuni ¢ K, wheﬁe,the entity is a nmenmber of a_ hierarchy of

i ons network

entity g ngx}en&néwgwén HRiPLH? dRparimeRt Prlefinesalues fopeqndigaratioadabl e
25 magi Ubaratherdiinay allywhe &i2hiisRhtof R UnfSHE BEp2ih R ?Hﬁé. d E.Pe gﬁ{?ﬁéﬁgy“ ng
a network device of the communications network are fet |eve§ romtHhe
conput er forpeetigylas epplygRs. Each set corresponds to either the entity or one
of the entity Bes i iLon

par anot or s, 3 hanfay bEfdkrafe £ Bk Riber 1631 837 pR TR SRl la RBRs
pl ur al i t yomgfaraesters specifpnfol these @nhtithes. [Far exvmhsie St map be deditabledo bllowrmaduce an

oY el e ha TR e B e bt B e 2
cor r es poiNDd.ngllvwingemaasileyeedo Hefie vanes &r donfigitatibrdparbieRts SRWE 16
configurati.on. ar(ﬂmeter,s. . Thi s enbodi nent may be inplenmented as a conputer
progr am Efﬂyﬁﬂe?a? SHSRZAFes a2 0 SEP 2004 WD 01/ 71979 PCT/ USOL/ 09011
_g conput er - r gadRd for FEREYHT RRAEGAAPYpAEMERARRY %ﬁb@&@iﬁd%&%%ﬂﬁ@%ﬁaﬂe

conput er - r eadabl e, nedi u whi ch™signal s define a opriate fnstrucCtions.
These i nSPHtyErPwn ¥ maysbedasizahle to dlovidafagt ealuaesie bd s¢tyfonthegenalites by theertityict
the conmpul ik, F8r B¢ ' gﬁgg b St § v.e
enbodi rre'f#. li)I n §/etea!n§ n%’%ltgrgf gﬁg%%lagrrlgz(t??ﬂ%rg%? e ?téa?(%r Otsfg‘lrslt% 3{r?4r}c%§rtcg§é§qn\géni ng
val uég t enepemore defaudt vaduesifona type ofiNParsedrby en smpioyae,fbut &t allomt orteyoraswre of at ed

e OB SRRy TS bl AR B ) o
conput er - r eadAldogitingi bodesithtte &y AloRbdth h LARS RogPadl catitied heldhgiRgReENt

modul e including qQne or nmore inputs_to receive fromthe conputer-readable
medi um a SIGPAP EITPYY totheqiatue b configurainmapaaRctparkorerapples bmaydaf i guring a
net vor k desia6R t9hIbWa syRETLHRE1Bhd AR SREHUR: to BRERE ity o?qgﬂ&aﬁ&&q? bk Run
either the entity or one of the entity groups, an or eath set, tor one or
nor e 3¢ onPhgu PN, iapd tpaliawran Bilsto add¢o thig lisiof rpplationsal ue for t he

configuration he. configurati nagenent ..nodu further

i ncl udes | ogi 591?%)?%%%9%,5% F‘ﬁlec’%g ﬁ%ﬁﬁtﬁngﬁb @P@%‘F@S’ﬁ%@?ﬂéﬁ%n par anet ers
t 0 pr oducenfipuraiohigayanpstasi Thus, & alldweoddorfho@tentityt dgroips abdr enehiity 1§ Gefind e

i ncludes aone pr nore_configuration paraneters and_ i ncludes, for each

par anet er2lues 1opeLoBHRFRTioR Darmetersder smiD ¢arEsredinge theentiy. thavaless mpstset s
of configuration parameters. The configuration managenent nodul e. further

i ncludes an output to output the entity profile. In another enbodi nent,
provided is a system for assigning values to one or nore 20 configuration
paranmeters of a first entity associated with a conmuni cati ons network,
where the entity is a nenber of a hierarchy of entity groups, and the -
communi cations network includes a conputer-readable nmedium ~ The system

o r oy - o o




2 0 SEP 2~4 the detail ed description below, which should be read together
with the acconpany drawing figures. In one aspect, the invention provides a
met hod of configuring a progranmmabl e tel ephony conmmuni cati @ ¢epi
correspondigg, 49,2 first entity associated with a communications network
with a value Yor a tel ephony parameter, wherein the entit JCTASQUMBHber of a
hi erarchy of entity groups, the comuni-@ations network conprising a
comput er -readabl e nedium the nmethod conprising acts of (a) retrieving from
the conpiedireqaterminnde Fior gxamnle, anonsultant §f axferdes providerthaf provide 4 seavice for

par amet er : | ' - t el ephony .conmuni cation 10 device
P The. oo el 0ot R R b el o S8 BT T b BPR? ¢ he
entity orangdfe vwith indiziduat sragloyges upthe eaterprish ér ddterndac hala@tto defiiddasr a val ue
for at | [ Lgurat.d on _para er..and at, | egst one set defines a

val ue fo%ggﬁ%%Fe%#%n%gpgo P%Pi,)mf’f?) SR FIRguitanE thsn amay nredefipe, ferens af
-conf i gur ahoreRupiyaes tes whies fastuofooafigtibi arbieletd ® Hoaboltdafo bhi S mBR 11V
wher ei n &\Z%GMH rofile conprises one or nore ~ 5 con Inguratlon

par amet e PRef pYitHeoReRE TRUP EPRIESSShar anet er and conpri ses, for each
araneter, a ' ' ] |ur,al ity of sets
p FRAHES RRHE BImbA! 16%&&,%&% cBﬁﬁgadg&gl eﬁirarhgﬁl%sgnagrt%eco Bdsdory

of configuration paranmeters, including e va I hed for
par amet et haedvalues cusiemizgd by thy antployneadienimitiab irestallotien hhirysetefiont gaftibme

i i . i aent | file, 2 0 SEP 2Q04 BRI EF
DESCR! PTEae ok B ARt ol byt Fnd atpened g gndly ahhe
i | | uslfr acpmguaivatisuemeteonsf fon ecampie v NBtdonespondingas kie dntif- ordnbBeAND @AHAM

i1 lustrat] e of a logical representation of an admi nistrative
hi erar ch;t‘/:b‘?%lc -u&ﬁé%rgé%ﬁ?rgr ality of configuration paraneter sets

correspondi ng At firsadiaivbackt 6fathis (@heTgRE B definihh @aRENTRicShE Alrkie j&ﬂ&%&@’i 1o
Fig. 3 I?}Paﬁ qucﬁkgg)l'a ramillustrating an exanpl e of a database schema for
i mpl ementtH§ &t™e €S’ %S_fagi‘ifitrpw Rfrihe Kelugsayicentigurationenasameters ormydfe fixed,

hi er ar chyndfitle@nhb %ﬁﬂg&&i&%ﬁﬁ?ﬁ@mﬁ?t@éec%h%ﬁsf&d'v§itl?ou§ h(&é\&aé é-%-idregnjpg,om a

illustrating an exanple of a method of  generating an en (

pl ur &f i t gn & Nidiitselbfing walnespfithe many erufignration paratisters. gAlthdufh Bis arag nat be

f 1 owchar t;ohifcbhsteh Adrh B FHImERS of canbining a plurality of
confi gur aIFFj on p_arlgélrﬁeétig?s |ﬁl§g%%é§8%vggis\’/n§ %tﬁggu%%?qu | ﬁgrﬁg'ﬁ’ctﬁ&l’?befo
produce eonfignratiop bpeames| actimely Bhd)costlyipsocesd. | owchart illustrating an exanpl e

of a nethod o b stin entity profile  Fi 7 1is a table illustrating
an exanpl e ofLﬁ%lé@rg‘gka%e@uﬁFecb’&%??ﬁgf’aélaﬁh?ilgﬁ‘gh%fﬁﬂaé&l@ mytplp sntityei r

cor r espogmupgasaddistedwi@n ey, efhichti® gdbaOEcFBshdd il e of an
enti I,(}/ prqc_lfi | e enerfat e fer é?ﬁ fhe taltglgg lg?é.Fi gf.) 7d§&§g't:| 3_1&%&9{@%@%@,]‘ | ow

di agfam PHY dstiekt S°hg %’%(S}%?HBP pargmeiersapditheir fefinedaabies isiperpisted andt i t y

profil e imhmigedtorithdlentity. HccsRbifnlPf b1k QAR e 5 DETAI LED
DESCRIPTION Fi g, 1] e occcﬁﬁfé'i’%éﬁrt.gfn (i B e Rl Bididlers S ol
conmuni CRAIMEIT (St HhovelR represantation armatiomsbout theoelatiGhshipriptwesathavalues
plural i t defbbd R&MObke HGHbEInfi N or SRASESER P theAagle set and the hierarchy of

entity groups that may have influenced the current values of the configuration parameters.

25 Thus, information may not be maintained regarding whether a current value of a
configuration parameter of the single parameter set resulted from the value being defined as a
constant by an entity group, or was a default value defined by an entity group that was
overridden by one or more entity groups or entities, or was an aggregation of values defined
by an entity and one or more entity groups to which the entity belongs. This information may

30 be lost after the value of the configuration parameter is set manually.

- Therefore, each time two or more entity groups (e.g., work group and department) to
which an entity (e.g., employee) belongs defines a constant value, default value or

contributing value for a same parameter, it must be determined how to assign a value to the



30 squares, a plurality of network |inking devices (NLDs) represented as
circles, and a plurality of segnents of network transm ssion nedia (e.g.,
wire, cable, optical fiber, transm ssion waves), which arejopeggreg4ted as

| i nes. wo ByRE3 2~— WO 01/ 71979 PCT/ USQOL/ 09011 -10 An Nﬁ f/%??f?‘ﬁ ny of a
plurality of types of network devices including, anong ot & i 8’3 any of
a variety of conputers, for exanple, a'ﬁersonal conputer, a mainfrane

conmputer, a.workstatio i Ni, C uter or server, a conmunication device,
for examyPRIEHaLqH P@ﬁ%ﬂ@’ ﬁaﬁmﬁ&r@ﬁ@eﬂ% Lhis deteyyinationgmeninglide one onny of

a vari et ynd¥t persbiaf (e lo,R8S of noRei MR istraleN &?émpl?rwégfgé%ﬂaﬁtyg)ﬁmg;arﬁpe} hat is

capabl e of switching, and/or routing packets et wee egnents of
transmi s$forfisiarminng how bestdapremmgdatherinjerpys of eavh eutity ahd bytitp graigdn
router, h Okl i a j.nation thereof. An SPS is
anot her tq 5%%5%@%%@&# dée'rlgéS i % aﬁég?’%%%n?lﬁ%g? Lé’:a'%ghod‘f?f\?f’ﬁﬁn_?grb\ﬂ’%@sbet 0
assocf at eepeaiet lsach tiroe vivelue of o vonfiguratisapamxretariiechahged. a t el ephony

. conmuni cati on twork.(e g., a.Centrex netwqrk),. an SPS may be an_ ND t hat
provi des any ?\‘sq@ a\Y/*g?’laﬁ'eym%f‘a“s“@JrlY/Fm e&%ﬁ@?%ﬁ%wm@amﬁmwrkons

net wor k  serab canmunidbii@isinetgork®Boieal deRtlaliZ8@ hBindkiNtelSlir8 HoRAMRiA S48 A8kt N

t el ephony_comuni catj ons network and one or nore NDs on the conmunicati ons

net wor k. TVES mieRecaufigurediremoteh Fopexarnple e neswvorkananagement statian (NMS) or a
i nfrast : i cat ) Lo
| nfr ast 1 usiidlige D MRREOMTR SRIhATSBE YRRk CmaFHEIRSE » diE, SN cat i ons

network 2 may include any of a variety o in the
Bat s&h apisludearalues offconfigywation parametersfomeng dyencae NOB. {ingte dventahgiabl e of

bei ng pr 9@haNE ] i n A re tel ephony a i cations.
Such a pfgogr amT&roIOE%&%ﬁﬁrr]gg#a X?/é%g %%8§a§t8%‘i¥ﬁ§ﬁ§a“§§§t"§ ¥ %8?‘?8 W such
t hat onepaamgtsr fortoak epnorymampéss oétheadmimetdtive dramp, ddtethé edaRiRYor desires
conmmuni cgt i O evjce be .nodi.fied, after initial deploynment in the field
4% ﬁ}evafu i : £
(e.g., on a custorer °g?1 SroRgigtination RErAMEIR Y b changed, iRy example, ethe Y Sed
devel opnait amyfND héfecta b9 the @hatzd BhE BRI @ RIF kieChhh SN ST be a
LAN- connect e&etsl ephonepsu,ch ags th% 25 Pingt el x%?%g?éh%m%%%%}{m&

Cor pbY at ¥§iy2 (FORT1EWEE A PaTAmater accodingfogheraidicationutsceivaomehe NAMS an
t ible t : i . h
extensi bl e emmmuéyﬁe%ﬁbﬁﬁ@mfcg%@éﬂxgggg Yo B@@&ae Gpgplgcbra t%éxﬁg%%}ﬁoy

functionality defined thereon can i
appl i catPasaEeters foreneremor NDhmey save dimeznd cosfroaemminiua! d@figneaiohand apabl e of

control ] : i i | e ne,call uging, apy of a,plurality
o cal | CopgraRaEAaE b Minbihk k- Rol £l ASERbarys e Bl ot a6l 1 235, and
t he Ski rmgingiring onlyprsitgie sdt of Abrfigurdtion paraheteepiossated@ivithiad \ealid #ad ndul tipl e
conngctions, .f.or.exanpl e, .a conference call, the TCD nay control

comnrzlp? ni c%?ﬁ%aﬁ%g%ﬁgé% 1083“?\‘5‘5‘&? ?ﬁat’eBﬁ%g‘?@ﬁ?’P e Yayes defined dortheipre e mate cal |
control qonfigoacibn parameredofRe Kaglkisetand thehibraRiRg of OfMty picki

comuni c.g;%li ons_network 2 _on vvhigltﬁst he first T 0resi d géur?gyﬁ/{%én\%hgyg/ of a
vari ety BRURSA} thy rugrentoyrdues pf gheconfigiation passimetarst wor k 2 may be any of a
variety of types of communi cations networks adhering to any of a variety of

Wi rel ess protocols any of a variety of wre-based protocols such as
Wi re-based Ethernet protocols as deSUMMAREy | EEE 802.3, PCS conmuni cati ons

net war ks, prop,8Gabsni o i3 ' lons networks or the wrelass Ethernot
protocol defi nreg‘ EyhTr = &fg El, %%%‘Shegr\l/?oﬁﬁ? hy agie{fé%yec\tﬁdﬁetﬁf’?ﬂ’é"t Ror k
t ransmi ssemparastitas, fouetangde, canfigweationpaesnaad, haiibRinigpile pLhaaityF. AS
d ib b Dray bet aTCD,  whi f I lit f
dg\s/ic(r::_as %%Ia%ﬂqures’ew?gnci\l com mlng tWo Of tnote clafctge Igrlau}/ahjgyeofa prgan?etcrase S tg rp?odlucg ao

single set of configuration parameters (i.e., an entity profile) for an entity, where such entity

may be associated with a communications network. The generated entity profile may be used
30  to configure a device, for example, a network device, associated with the entity.
The hierarchy may be any of a plurality of types of hierarchies, for example, an
administrative hierarchy of an organization (e.g., an enterprise) that includes one or more

members (e.g., employees) and possibly one or more administrative groups (e.g., departments)



I ncluding a tel ephone or a conputer. If an NDis a tel ephone, it may
desirable to provide a conpanion device to provide additional rﬁ-ﬁgurces
for the tel ephone, including additional telephony functi orddl iSLE{/D, ta

storage, andognegnvironnent for devel oping tel ephony appl pggldsf e Or
exanple, at a user's honme or office, a yser may have a TCD enbodi ed as a

t el ephone for participating in telephonécalls, and may have a gener al

pur pose pat.yv._of other tasks. Although the user's .

t el ephoné nay have nore desirabfe B FHEEYIRY i n
purp 8?%&%&{8 lgétw%rk %g}iéeehx%gch%lpggﬁgﬂ{l%&fvbcgf E]?.(%@CVF%],Q' ups; & pses 4

the tel eplevarehycofl Userstang ugerpesies op eidibe ay esTREdrAhy By whidN @nftiddlatd @blpae Of
features m)Ee g.e i rable for .devel opi ng applications and storing,

retrievi RECHER o?ﬁﬁarm?hﬁ’ A9ORdng i ope qrgrore guiribnites that the ertitiss shyte oensmmenput er
may include pghéPNSFstn® afdisBthas ﬁgf‘ﬂe@@é& ME@V%Bti%ﬁ%rtgﬁ%squ{%{Iﬁer%g%?o nmuse

that the tel ephone ‘enbodi ment of the TCD | acks. Fur e general
.pur poe EBPisEERlPOlEY bh doBniag valuesqinarimateramnd agsotiating atibutes Wish theamties

appl i cat | ' ' | QS e . | catiaons for, a
TED, & caomanf o iR aereR ViR bE AL for R AR o RP 5P ah ng
| nt er f acafeqtedPfor)examplehifdbe valee is defimedmnsabnstine, BRrdudekfinedfod aissme he Bat son
application. To.load these appljcations.ont.o_a TCD, .ang, unl oad application
from t hePHES° teéb%S%é?#}g% gEPé“EFEtea 9t PRE IR t%ﬁ'}“ﬁrﬁfﬂhp'c&p}‘%ﬁ? ?@ﬁ‘&geér suvh
as that dssciieladthalie\oe mdreivilies BahedBy 2 BRt ke icfdup MBPAsTaRIAARoSEY ce al so
may be Ioadeﬂéﬁﬁth managenent software for managi ng various aspects of the

commihi c8RHE ordedin By ghougs & ajower RstienodhedBerardigs  conmuni cating and
sharing data WkididipklyeforaQ&oNediton s PRUeRSs foPWdh%h%g Irn)ég;ggg?%%%eg tﬁgﬁpam on

device may be configured to communicate using a nu 0
i ncl udi ngPtitheonsgiorpiose senfigyrationseta.qadbiitasPeistiondhe ¢aNvBjoups harrdsppmtingict

Transpor : 0 ' t he er.t ext

Var K- up. (GO anE PR e Sl Gt & ABRabE Bstcciichon PSR BRI 1
Fi |l e Tr apaghmetefdr ot ocol (TFTP). 2 0 SEP 2004 WO 01/71979 -12

PCT/ USOL/ 09011 One .or.. nor.e tel.ephony .applJ cati ons be siqQred and

exec l&:l? ed enti %ew?%%odgnmro&%&)gra (ﬁ%‘?‘ﬁ, %glﬁﬁqt’t‘?&tpmfg@/%&mﬁlé‘gﬁq SEQBEE2d
such t hateaddbld maditmpaidtfiref sigrak tapIbly Gaiboaidd iof tBd SrishitGtre AMBINREAIRRAL WK
resource,, and %gki%; nor e ag;ol i catlons may be stored renote fromthe TCD

|
on anot h%gl_’arll%q 81 Bt @ssofifater avithrscorupyhisations namvople pad @ﬁgbql@}gs fie renote
5 appl i caild RMfore RS9 pEbU oY 2 hRARE IR of BREiE) é}f)uéshg I&Qﬁ? TP¥etPEr &?\Bnghﬁﬁ% on
hat st o re

servers that may serve as network ‘resources i e one or

appl | cat paHECiERdoRanfigusng apegweﬁgqievmf@he qmmagalpi_om apﬁmds.Efﬁrseex anpl e,
an appl i Gtk YRS & 48 Vo ki [ Qn, Qr e_server
side of a cll?%nt/ser\%ﬁmaegpﬁfggt ?8?1‘?%\%%@&?‘%%5%@%%ggécéisa%?orré)&&é?%% one

or nore cpgfguration parameters, the set defines a value for the configuration parameter.

In another embodiment, values are assigned to one or more configuration parameters

of a first entity associated with a communications network, where the entity is a member of a
hierarchy of entity groups, and the communications network includes a computer-readable

25 medium. A plurality of sets of configuration parameters for configuring a network device of
the communications network are retrieved from the computer-readable medium. Each set
corresponds to either the entity or one of the entity groups, and for each set, for one or more
configuration parameters, the set defines a value for the configuration parameter. The
plurality of sets of configuration parameters are combined to produce an entity profile for the

30  firstentity. The entity profile includes one or more configuration parameters and includes, for
each parameter, a corresponding value assigned from one of the plurality of sets of
configuration parameters.

This embodiment may be implemented as a computer program product that includes a



As the nunber of TCDs or other types of NDs on the comunications network 2
i o grows, it may be desirable to del egate tel ephony appli cai)ql%g? ﬂﬁ t may
be provided by TCDs thensel ves to other network resources, f afipl e, one
or nore TCWQeHI8Pnent servers. A TCD depl oynent server napcChasenmbigured
with a plurality of tel ephony applicatiofs that also rnay be configured on
a TCD. Further, a TCD depl oynent server nmay include applications to

conf i i gur compteriRadbte thedm REIchRipietpdaiNRE §igHRE ERERS M. I&Q?utefjf‘efaﬁém ne

whi ch 15 applications shoul d be installed on which TCDs, contfigure a

pl ur al i t ymegiumepduchiignals defiae appmpriate ingtructipns o Thesedestrutionse ssmreselt obheing

geogr aphi L j egi [ S, Qi Yi.skOn, SENess
dopar ¢ mont oG Py A Ton e 3Rkl B obEghARo SR s SR bR RS e
server al Slustrativepmbedieentever al ot her services to a TCD or other types of
NDs. TCD dep}.oynent. server. may stare applications, and data in a

managggme nt dat Sbasanobg e \gﬁgﬂﬂ"ér@ﬂwdﬁdﬁﬁﬁﬁggmr#ﬁ&aswy’ a@?"s I PRIy of
Ei y pe; of ckmtﬁ@ha?i_exls phragieteds dsugasﬁm ahitﬁeiseéihte&h&ﬂhdeﬁkainaﬁ@ﬁb €atiods g&%&l&,%ﬁ-lrfe RIS
at abase, ,or a file system. Such a napagenent database nmay be part_ o

306, desc%_ﬁ@ﬁtyli%f HW‘%ﬁr ?g‘% hierag Yt%ceFF@f.gr@?PsF@:Hdtth%P?m{nH%Mrﬁeﬁ’é&fE with
ot her NDsinciyded 4imsht@0@adibldMEAuhC%he 3N eh HMR: AR oFEYIrEESH mﬁ%aggﬁe t

depl oyment server nmay be configured to Communicate usihg a nu r o

pr ot ocol smofe inpding WP mogF TPUIDD reavive fonvihe ERPutemerdabiEredivmaddi t i on
to hayj ng b LAl o kcat | Lk 2 be
or gant s oc T SR of BiA SRR SIRRBRERUE BB WY lays. For
exanpl e, cummumrgBns oetsvorlet Banhikse@coregpands taeltheathplentig] drtope of theldhtinet wor ks

as determned by.pwnership of different. portions of the co ni cat | on

networ k 22°00R% BIHIR TSI 5% Ty Gots RrapTe SonTAN e o AREFIE S g 5ot AN AR Value for
sub- net wothk canfigirdtidaipardneg. (The(cOnfguratigtheefeht@ashile Rirtheinthidéd logic to
enterprise (e.qg., Chip rp.) and sub-network 8 correspondi ngqto a

I Co
second erfoSRgiRg e PEE;%Y of setgrpt agion pgrampters to ppodyceapeniffy prefpe daythe 979
|13 PGT/ US4 Q90 1 BiicPhroB Bl SIRIMHS cof Bfur 68 Bl ot G B HREL Sor
d by er, e,

and 8, nmay be service a conmon service provi or exanp ervi ce
Provi der @k paramgier.crromeyponding héuecassignadefromone ofthappiralitgeEs@s b provi de

oneor g Al B EmBERC oK ke FaR b G0l RGPS RS T
exanpl e, tanutprmeﬂlesaﬁtyipreﬁ]pr ovi der may provide service to one or nore other
corrapondi ng PASTHE RSP BRERed fca SSRLis A Ging YRURAR RS SLFAIS Vo or
ot herzor easafiguratiftepRimetefseofaf firktentitPsseuiated Weth a@RhinkuBstisasAtvatiedvhatd h the
o o oup (BGUHE FERRBr A BVEEDE oF REL SFiRS B R BRR i stk
exanpl e, j9fad&ra doRipitdNPBadabRGhetindd THD sydermn MRYudeS nBhAURE thaiNifs RofGNE Ce

group 12. O her NDs nay be grouped into a network device group 17, while
yet ot hercormeteragadghle grestie @ plyrelity of dety pEeondiguration Parapstenpfok cdefiguringgy oups

12, 15 andnddriMYicb8e @%Q . AGEORAN NS FAROY c8%es$omlsutroaelitith£yth€ t:nt%t?g)rred
attributes, for exanple, each group may correspond to a partfcurlar
manuf2ict wanerof thereatityr grappsagndfor Bsh swhyfosdrei artnhare ackifigueation faleendtapchegst of

sub- net wo if a~common_attrjbu share et we the NQs | ocation
was Wit hid;?hp%ea ‘g:%‘rlr%%’ﬁi&beactopgﬁgm oy Rﬁrﬁpeter.t t@%ﬂ@%{f} g’ﬁ@FWﬁ%ﬁe%ﬁws Poupi ng
does not dombénitgtistplirelify)ofaeth oF eortfizutdtion haReletdyto frofdidean enfity@bfiRTbt thees
such as ers my_be defi ngfﬁd_tno be associated with only a single ND, for

exanpl e NBSteRtithelhegatibeprafiledngiudes ongior mere coufigugmtiongpyrameters anbimsndas, for
any 20 paibh sathRbteNR coffdb dARL i L b i ed into
groups Iogse?y adﬁericr?g %% gfrngi n e;agsr% e%?ﬁ%x?%Phéfglﬁgg?%lgp%}c%t?ggtructure of
sub- riét woeorfiguratioy passmetefse, a user may belong to a user group that |oosely

adheres to th i nfrastructure, work devices, may he .at .a | owest

|l evel of a ne?&%ﬁ% 55?%£a‘?3%’?%%§§eﬁﬂg$%mﬁP§65§" Fgﬁﬂﬂ@émHQFWBF?nggﬂices,
for exanpné advendges ofithessen todimdrits &ild bé mhordRydidewiersidbdadidagpitciadhl fabgher
adm ni strative | evel of the network device hierarchy. Goups of network
devi ces, for exanple, device groups 12, 15 and 17, may thensel ves be
grouped into one or nore higher-|evel device groups. For exanple, device
groups 12, 15 and 17 may be grouped into a device group 10 that may be a
group of network devices of a common type, for exanple, TCD, personal
conputer or NLD. Qther device groups, for 30 exanple, 11 and 13 (network
devi ces not shown), also nay be groups of network devices of a conmon type,
for exanple, device group | 1 may represent network devices of a TCD type
and device group 13 may represent network devices of a personal conputer
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devi ce groups. For exanple, device groups 10; 11 and 13 may all belong to
the Acne Wdgets, Inc. device group corresponding to sub-network 8.

Further, Acne Wdgets, Inc., may be a device group belongingotggpamgioup of
devi ce groups serviced by a common service 5 provider, for exanple, a group
of network devices serviced by Service provider Corp. Further, each ND of
communi cations network 2 may correspond'to one or nore users. For exanple,

ND 14 may be ,used an, enpl oyee o cne Wdget, Inc. who nmay have a

net wor k iotBﬁflfl’{F@e({)‘?e}é?E%ﬂonﬁel‘éym’mﬁLF Wl‘é)b%eagé@gﬁth%éﬂﬂaﬂhwecmmamyr espect to
net wor k devi ces,_ users may be grouped into one or nore user groups, and

t hese one Gewingdigureser groups nmay be further to grouped into one or nore

ot her user groups. Users nay be grouped together for a plurality of

reasons, for exawpe espetythdiavemnipngpreVidesed mbthoof B6ARIRIE I HrbsraMUNRN-  FOr
exanpl e, users may be grouped together according to an admnistrative

hi h i i ' ' | e,
I erar chy tgleptamyRbadflinidtioRAebite W&gﬁ% fi W?fq&%@%&%@%g&gds\%@gﬁce, wher e

network device 14 nmay be used by an oyee 0

pome o agorn i ABb A FlR BT PP P e Wi Sava BT 605 nmy
be grouped tqggt?ek.unqgr an. adm ni strative group corresponding to a
service p fbe% P! ? 165".;0 2y ?%elﬁlébgglroyp%‘ﬁhq ‘qu{!@t@&%@q}’g r@ﬁ?@hickﬁmzmg ;ta
conmmruni cat i ons net wor i ncl udi ng one or nore sub-networks. Such an

i |1 ust r at COBPERHEAAMRlamedim,he mgmd comprisimgtactsted: scope of 20 the one or
nore clains set forth below and is provided nerely for illustrative

pur poses, as afe) refieningdranethe coputérecadablemedisnta gloslinesMRitksy and
sub-networks may fall within the scope of the one or nore clains set forth
bel ow. Al toufigghation@att@setérs Fér R fiRed ogﬁdﬁ%hﬁl@‘i‘el LendQk.gener ating
an entity profile froma pIuraIi?§ﬁ§¥ég; S corresp%%gwﬁﬁato.eﬁ%%?g groups
Of 2 16 of abd¥ofitho aRRRMREoR AL Hhbir Dch SLaLEARAA, ATLAL ATk e

groups of an adm nistrative hierarchy, suc

applied t Lty .of types.of hierarchies of entit roups, fo
eggrr;JI e, ?%(g{%og@liﬁ e tg# g‘f?g‘ég’a%% Wﬁ%ﬁ??{cw&&é@ﬁ&ﬁ@%&%%I%HIO%H%O\Q/e. P g
Regar dl ess the entit e.g., network device, network user, or nenber of
an i i CegpIaEn st dilenttaue a9 deApruy RS B teleshamtiarymeioUps

corresponding to the 3o entitiesoge.g., devi ce group, network user.group,
adni ni strat i ve(b)eeompining the phyyality of sets pheindi gurative faremeterso prodiitegar at i on
parameters common to all entities of an entity group, and to all ow ot her
conf i gur aentithprofilefor ther first entity, wiedéin it éntitly prodileddniprises oga6hmeRt i t Y. WO
01/71979 -15 2 0 SEP 2004 PCT/ITSO 1/09011 Configuration paraneters may

i ncl utbe amopfighiration parasieterOinchdinheé &léphbRY paraiieted 4hll BEmPriskaVict Gackf OF
exanpl e, a network device such as a programable TCD sucﬂ the xpressaTMm

from Pi nglaedmdter, B corrEpon@ma VRhue asd d?orﬂ}&ﬁ@ofsfﬁ@{ﬂ.rl%? if}toif%Qts.% rameters. may

control settings for volune controf, display con secufrity features,

applicati e addr ess of . Lhe ne rk device and one or
nmore ot he@ﬂﬂ@mﬁﬁﬁfg@é’% E%?%ﬁn%@gryﬁfug%%egnidehgﬁ teg\)@gm{ pargmpfe; BB Kk devi ce
is a progra | e TCD.such as the xpressaT"' tel ephone from Pingtel Corp.,
t hen one or nﬁ%ecoé‘gﬁ'f"?% Pregamgiahirdelepronydevireraf the caspmunisationst t i ngs f or
appl i cations ich may be downl oaded to the programmble TCD;, call control
pr ot ocol NeEYaskaeiag she qnsity psofilpsl e, parameters for the SLP protocol ; ringer
volume, call waiting capabilities, speaker phone 1 o volune; an address of
a SIP registry server, a SIP proxy server, SIP directory server, an HITP
port for phone set, an address of a deploynent server, etc. O her
configuration paraneters nay be specified for an xpressaT"' tel ephone, for
exanpl e, as described in The Pingtel xpressaTM phone, Volune 1:

Installation and Configuration available fromPingtel Corp. Al so, any of a -

~variety of other configuration paraneters may be set for a network device.
15 It may be desirable to conmbi ne one or nore configuration paraneters
defined for an entity and one or nore configuration paraneters defined for
a group of such entities into a single set of configuration paraneters.
Further, it nay be desirable to be able to aggregate one or nore val ues
defined for a configuration paraneter by an entity and/or one or nore
entity groups, to define a value for the configuration paraneter that is
constant for all entities 20 of an entity group, and to define a default
val ue for a configuration paraneter for an entity group that may be
overridden by an entity group or entity. lower in the hierarchy.
Configuration paraneters may be organi zed, defined, maintained and conbi ned
as described belowin relation to Figs. 2-9. Fig. 2 is a block diagram

o, . o o Y o Y 2 ~ N Y
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WO 01171979 -16 2 0 SEP 2004 PCT/USO 1/09011 admi nistrative |evel. For
exanpl e, service provider |evel 22 may include CPSs 31, 32, 33 and 35,
where each CPS defines a set of configuration paraneters for28 $&& 280¢ul ar
service provider. For exanple, CPS 33 nay correspond to a financial service
provi der and the paraneters for which CP S 3 3 defines val ues nmay be
financi al parameters corresponding to ©he financial service provider.
Allowing a plurality of CPSs for each adm nistrative |evel enables a scope
of adm nistrative control to be defined for each adm nistrative group or
entity corresponding to the adm nistrative |level. For an adm nistrative
group or entity, this scope is defined by the configuration paraneters
included-in the CPS, corresponding to the group or entity. For , 10

exanpl e, CPS 40 defines a CPS for the accounting departnent, whereas CPSs
41 and 43 may define CPSs for a sales departnent and a customer service
department, respectivel BRIER DESORIPTE VARRRuUNt i'ng departnent may
have t he abi hié@%/d:ro ,defmrlﬁm%%amters of CPS 40,
but fay not WEEBility to define values for configuration paraneters
of CPSs 41 a , ghrIgha‘?: fi i f.f erent scopes for '

di ff er ent adg‘l%h?:s???glt?&lg{/ﬂéﬁh%gps or eg%??l[e?ogsacg%n? CAIORLOGTWORS  dif f erent
adni ni st r at i §ig- §ivegiegtm Bhsiratingsnekample ofaegitaverestaistibayeaCPSs t hat

define @!]F@ﬁ% : rameter. .For. exanple, as illustrated by the
el lips e\é 0 8%?%%%3?%§$%§§QP§PiP§W%,°f€9%§§@ﬁlwwt@fsetsmmd@git@ e
adni ni stdminiswetivegebpdal the déhinitraoé efrdtgi one or nore of the same

con (Lgurati o&gpfr amalt el;r:&a as go CPSs 41 and 43 of the 20 departnent -

i stratit8 § HApoc 5828 sEeple of adatgbaseselenad for he | evel s
22-30 nhwplemedtinget BAG aorfiBX 8f EERidal febiih & YR Off Lyen
paraneter. For exanpl ea(,afl ine 34 gl%(ljngpe#’ﬁ%g@-htg%gf% 8%5?0 et HPanet er
def i nedPBFREISESY| ) may have a val ue defined by service provider CPS 32,
enterprise GRS $Bf.a ARRMNHTBM: 4 , CRS 42 and user CPg 43 of
| evel s 22-30 §2_5 respectively. %n% ngsgéfrgﬁmﬁ%%gto\{égﬁr%@ﬁ@ YIEEHE a
hi er ar cﬁ’i‘?‘é&lpi‘%rélllﬁtqfémhf@ﬂf@m&@eup&ﬂme@?ﬁs: For a first administrative

group of an iR t : the first adninistrative group nay be
asonni ated WEhoAD B4 AR edaiGy o CEimo Gk S ttod af comBBae an

adj acernluhiitxerf canfiguaticr prineteds éy gdcofdante With Q'&Gnﬁbﬁﬁﬁ%ﬁ‘roﬁé&tﬁé toH0aNeSh at i ve
group. ) gpl e, .as represented 30 by the straight” I'i'nes connecting CPS
32 and <P 38, a service provider entity such as Service Provider Corp.
may be assoFig6esa Wowdh@Hhefatiiy £ KRBl a b ' ;

W dget s, {/\;\)% and%?e, ent erpr%s cor?esﬁo%ﬁ?%@@%%ﬁ g.ﬁle’ 2.0
SEP 2004 i1 775 8 2yle ilnstrrine ancxrmnle pf 2 liskefsgt eficynfigurationqrarambteniasd r at i ve
gr aop dieirtrespondingaftrid@idkni strati've level also may bel ong to one or nore
admi ni stratjyve_groups of an adjacent higher administrative |evel. For

exanpl e, enpifofdbe Jeprrmsiustiatingranesponieiofgn eutitPRREoAl gamarateé rongtht Gabitdr k

G oup. 3fp@r7.esponding to CPS 42 as represented by the straight |ine
~connecting CPSS_42 and 44. Al though adm nstrative groups and entities are
frequent |y Bigs? iy ddata flowalisgrars ilhestrating mgeimpaéloﬁﬁi@stﬂnsfdr%%hétﬁtu@ aup of an

adj acepts: i Y conse ntly, nost of the CPSs illustrated in
| ogi ca?ﬁurtg g’é‘g{a%b%ta?ﬂ&ﬁrag%d%ﬁ%%@%S% A BPRG ®Sar chical |y related to a .
CP® of an adjacent higher level, this is not always the case. Optionally,
an entity or admnistrative group does not belong to an admi nistrative
group of an adj scent higher level, to and, consequently, a CPS nmay not be
hierarchically related to a §#fnh i hi gher | evel. For exanpl e,
Jane Doe ms% not belong to miEﬁﬁE%@I&f% partment, but nmay belong to
Acne W dget88 ] §abl agrAmaHustragingray ekmmpln ofx eomhimizatibnsArtRordI iHes, | nc.

or an &3 i fold avee of Ac W.dge I nc. whgse position
s | nasnahulciBhs nithlt ShmBlis S ABIHER sPpcliio JeviR IO HEFPEmERSs 45, whi ch
cor esygomds aphurdhityefDetyorkiiyking doviesINITDS) férdsehfliak 8cle ab® pﬁﬁalit?m not

hi erar (i-hl cal | elated to any CPSs of the departnent level 267or the work
group 9 ?%ﬁlené%@,ne&go- \TagSTyssior anqdin (eigy, wize, cablepsptical filws toandinisgiono a gi ven
adm nivedve®)| WHRh QkiePrelénted hd fines@y i nclude val ues defined for paraneters
that are al so defined by a CPS corresponding to another adm ni strative 20
group, to which the given adm nistrative group or entity belongs, of a

‘hi gher level. Further, a CPS nmay define values for paraneters for which no
ot her CPS corresponding to another adm nistrative group, to which the given
adm nistrative group or entity bel ongs, of -a higher adm nistrative | evel
defines val ues. For exanple, Wrk Goup 2 of the work group | evel belongs
to the Accounting 2s Departnent of the departnent |evel. CPS 42, which

o v » N o Y o e

re




In contrast, although the Accounting Departnent belongs to Acne W dgets,
Inc. of the 30 enterprise level, CPS 40 defines a value for Zﬂesﬁ:Pthreter
corresponding to coordinate (Xz, YZ), but CPS 3 8, which corresponds to
Acme W dgeW9,017H9 does not define a value for the paranet®TEH0&Ybondi ng
to coordinates (X2, Y2). 2 0 SEP 2004 1¥0O 01/ 71979 PCT/ USCOL/ 09011 -1$ As
W Il be described in nore detail below, the ability for CPSs of different

admi ni strativeaheWBlksn B amyofadiTufaliGt dfay ey 0f héteioad dioet trchatlitly, delohgetrr val ue
for the sane paraneter,  may. enabl e adm ni stratlveagroups and entities at

each admi HHRESy &Y Afe YaBigh oficomputers, fofiexpranls: a RapRnaliRRyRIzRe R R over the
val ue of i i 1 kit : i ated
wth the Sufifles SHAARADRLAIEL Ao L IR o SRR LRSS ST or alibhpel LT
val ues nateldphonpedimadications device ETGDh 2 datahaset or anpof e variety of sthaytypevef ue for
t he par arrettgvr. %t hough Fig. 2 illustrates an exanple of a | ogical

repres%nt At SFF 1&F- an adninistrative hi erarchy, the |ogical.

repr esent at i onA2QLBlis 8 type\f NEptasRrhpabldeftswiyhiag, @nkl/ddireutmpaiatless of data

exanpl e, net wor k device hierarchy or, a user hi rchg wherg |L§)V I.a 22- 30
Lo may T eDFBEETRoement o CORSImiSHan e do0 PERRF.aR MMM S A58drh b, prides

hi er ar chy @ SRBENELHI VR 6r 4 fnthationlthdrdofof CPSs correspond to
devi ce groups’ and network deviceS .or user groups and users, respectively.

Logi cal repr esAntSRSiis angther tgpaef Py ARrSES is g servar sopdgussd diprovisde serviees| ogi cal
represent at .a hier: : L LStk Aat | b SmmaHEi R network
iIIus?draat ?S%léagte 0 fﬁﬁﬁéﬁ?vl?%ﬁ%&d%s%%ﬁ%bﬁ% ?ﬁ?dht%ﬁg scope 01} tr?g ‘.g%re or
nore cl ai (sg.seCeritoaxt ietwedkh\venPE may pr aniNDebiatpeovides afip of & vanisty pfisdrviges for

pur poses, .as ;any of a variety of other. |ogical .representatiaons. my .fall

Wi thi n ¢ hibedeigieng commaTysots Bty Urhes SrEaw it PP B SRS Y cal

r epr esent adristettholtay tédphoiptanBnhiestidns negvoslo inddnedor neore B cafthelat a f or mat s
and data structures. For exanple, the |l ogical representation 20 may be

i npl enment eRMBYNICANS DRSO T y using software such as a procedural

progr ggmi ng | apgeladeds, NIDs arld NN t852eheP ForBDI ShykREOhHstARAO6S @Er ayS, Oor an
obj ect-oriented progranm ng | anguage, e.g., using one or nore classes,

obj ect s oeommbeicatisel¥artkéns, and may be i npl enented using any of a
variety of datahase. lsfelMelsl qﬁr@]- 4 R base by

usi ng one or nore h@lggaseu@%%ﬁénss,&g&\mggj e t]?lgl}l?eeé\xtg}eﬁ{ dat at?’ase y using one
or nore dNLAalescribef écthe Babsonapplidationt ype of 25 dat abase, and nay be

i npl enented using a file temin i,Ng. one,or re files. t gbase,
for exanpl e. af?wgqxgﬂpﬁﬁ».g{liﬁfnggbg 8?%%&&?Ic?gab?esofﬁ&g@do%ﬁ%geébﬁ?\?g at ll%i e,
recor @k? ngwﬁmli@ha 2} llnbfg tleﬁpﬁﬂiw gplicRPaet Sﬁclhlteﬁmﬁgraﬁﬁndblke'l'@D Ay leaveagogtn ¢ Or
optical di : oca nory i i ca an_integrat.ed, circuit, nepory

el ement, Y%?P?‘é%%ﬁﬁFeé“ gyﬂﬁ?ﬁuge Qé%ﬁ%%ﬁp%eeé r?\fé??@ﬁ?/“"?ﬂ?&‘ﬁﬂc\lﬂonﬁ fie%‘?eéltqnctgoﬁeandom
Access Mepiipkiohyobdihunibhfich dRARI mBCodRMEiYd, lafted @aal HeplSyrhEHt én eTeldBd.€] ¥

| ocated to and ‘accessed faster by a processin

unit (e.g., a
M cr opr oce® &6rstomer prepdyepindapendengly o avmgc ileésle*t%!pcﬂm% ofthg gpgphse.
During ex i ; i.cat,l i i r I ng
anguages TofHBn g ARIBRRSS SRR TRE ALK AR AN RGUE] R EnaRae O
t ypi caj | yPingtel apyeesadl by Pimsgtel Gutpomtiothef Wolbwrh, Messachusettsd execut ed by t he
processi ng uni whi ch _has ,re {vely fast acc tog th . As
used herein, aﬁﬁmba%gxiolggﬁrpglﬂe Lrlﬁb Ray %@‘fe@ﬁlex%@ﬂﬁ%?%lﬁﬁ%ﬂny%&g@%gdﬁ%%/ wher e
t hg_ | ogi ?@lchrtﬁﬁftﬁfﬁfﬁpabﬁpﬂ?bﬁoﬁafiﬂgddﬂnyd izt ; diceidbé)mpr&ndﬁmut Adding whgabhe
medi um for exanpl e, an Integrated-circui el enent, dis ape or .
ot her ned Fﬂﬁhcaﬁé&‘%ﬁé tag 'E@_@d Fﬁ%@?ﬁs é‘%fﬁ"ia(ﬂﬁ"grﬁ@mgﬁggﬁl? PRt ec?ﬁp‘ibg%@k‘fﬂ“%p@'}fﬁc?d! ed
on a non- x&!&tzﬁéfd&ﬁf‘g%félaggo&ewtuangfa@pe of ¥ ﬁfaﬁPArlg oPcdlPRaEI préictkls, intBding | S

a block diagramillustrating an exanp ational database schenma 60
for iapl eSEHH.MRP, MECE: Megagp/IR48R8d theobkianhBletion plejocel Alse; for aéelerhone
exanpl e, at, ]l east part.of the.logi r i i e
Gat apase SthiAN i BubirR g alcnd 5 R, F AR B el P oy Gniedl

conf i gur atbmusihtiéraineeabR cometibrecomomeentiyrahi gar adel aodifferent ¢adldoatrdPprogocol
configuration set paranmeter perm ssions table 82, a configuration set

par amet er &reath €PISCUMY a reference paraneters table 106.




- fi el ds3080 corrpa@iod devima %=m5§r§§ W‘ﬁﬂ%’-‘l‘ﬁgz of a’pl

The reference paraneters table 106 may be a dictionary of all species of
configuration 15 parameters allowed to be defined for a hiepagrgky o
Accordingly, fromtable 106, one or nore configuration paraneters nmay be
created and stored in configuration set paraneters table 92 described bel ow
in nore-detail. The reference paraneters table 106 may include one or nore
entries 108, where each entry may includeyg, reference paraneter (RP)
identification (n) field 110 that may serve as a key for the entry, a nane
field 112, a fi nathefcoRphuhiciiods rddork # el 416, a nobility
field 118 and a g‘%/fpec ield 120, Fi 6l g%%@ﬁ%f@%%ﬁé%ﬁh’%%’%’%Yc‘ﬁ‘pertai n
to an attri byt coRfigutiens; dhe eommuniodtians betwpdkmayftio oy dfia vidiety of tit@af Each
entry 108 al sanfdcatiosin ks adheRhie ther. i 22. Fach of fields
110, 112, 120 and 122 fmy be. any .go a’e‘\’/éa%r"ikglggzgg‘?&%%fém%ﬁ%]@ﬂy?@r" $anpl e, a
number or a fVirekpsedAreocals suchas wirehaded Etierntepronasolsss dBeabetyIERRB0S. 25 Each
entry 108 s0f ptgonirinRia st SetiBrie i rrespond to a
par amet er regée,sent ed b}/ an X Y%@?Ei@f?@é%o oﬁ%ggﬁgﬁﬁ%ﬂ"n‘l”ﬁ?ﬁ’hti ve
| evel s 22- 30EWBsmatpEptocol defipgd by ABEE 802t 4!yand hidigg nylnéa RiietyRffitebd 110 nay store
a uni que i degynkrhisfién h&fia, fuch REGHES wds RS ﬂgp ~ahe nane field 112 may
store the nane of the‘p?érgrreter |3§{1¥?¢dlve WCTE?%-TSH 110. The final flag
field 114 may st 8f d5igabeyarmneD mey heincf GR.0whigs nyese by of slphuraliyhef dsvi@si es 30
of par anet erindlwtiiripin thleghidndds afchi@hibler] ifIn ND NalidiGnoleS i:ﬂﬂ?d%ﬁﬂbleatﬁﬁar qeter of

g the na

this specjes is a final : PSB&Rified by
&

] | rameter h
" Field 112. ,rf.°ﬁ51‘"°o‘a*f?}°°s‘°¥§°ﬁ@ﬁ§4ﬁe§s§@?§o§émﬁﬁa ibadiding sdditiomal e det ai |

i n relation tlephiyfanctiGuiGBdata stiage, DRt 2MSroNiRRR & - CT/ USOL/ 09011
The aggr egaﬁéﬂiﬁ#ﬁ? field 116 i n%i cat es whet her ,rzl%‘(%rio%%nﬁé %Boe@i es of
paraneter identitied by fireld 110, a value defined for a parameter of this
speci es i s aggr epabragiplei 1tla uvearls teme alefffistpdludcOmaRvaNEEBegpiiidipg t he nane
speci fied bydi » k | e values for paraneters are described in
nor e det ail qb%rghﬁrk@grggggﬁg@@, °E? i@* %‘i\é’é)ﬁi‘.;‘vgﬁéc PYPasy compateifora 8 may
store a 'Boolusishr of eierdasky. otlthenghrthd weer’ ieleplivgic miyRlive fotdi@sitBR el3Bhonflc PAT aNet er
of the specf.asredf : b 1 I .f] field 110 may be used for nore
t han one ne.t;'lworre K oégﬁ%%ﬁofﬁg égglgm:%;{:]él %&‘%ﬁ%”"ﬁ&%ﬁ%@’ﬁﬁﬁ’ Bty val ue of
a par anet er PIBI aktEstirpemore desirable for devefaping mrslionlonyerd siotig, edridvingfangS. SA- 5B.
The type fiminthulafifl deby FafexdSl, o ' ranpt er i dentified by
field 110. ljviégoglor.mex%npl e, |9f tﬁg&?g%%g%%g'ﬁtgﬁg%ﬂ% VS PRAPSRY SUrhad | o phony
communi cat i"ons® ASFREYIKEYRRE! angd g mopye that the priephate crbddimanta! thia ICD l4vks. par anet er
i dent i f Rled Fosthek,itkd ginédIuipdsetompRiriiesha@Smsre bRElsivY Hﬁm@ngm&{g% «&and
t el ephone- t.ynga R AR [ agﬂ%?&pl I cation-type parareter. 8‘}1 .

I

categori zation may be use gﬁy of a variety of reasons. Entry 109 is
an exanpl e of ai® mhvpmmtimfortamemeteﬁmadw,aﬁ@t,-mucdcra%\%ﬁ 6. Entry 15

109 speci f iapglicationPPsgnitmi (1 having an LD of RP0O9, whi'ch is nanmed

FEATURE AP gﬁhcvw’wi chis nlg%{n%géakp ,E'hﬁg}g@ééa’o%&?rmmo?@ém dsweribadintioa” (e. g.

repr gs (; gt Id‘[‘ g;o.gﬁmliceté?ﬂ} Jp loag pe;e,aggtheﬁuqéﬁmb ér‘:l'd@l, mglrtﬁ,]o?mp}uéa(gpn,qﬁh ﬁ,h@bl e 72

may be Jaaompatichided Ss. .. avail abl e for ~a hierarchy.

Accor di ngl chZaggiE aﬁl-é %?h}?ﬁcel oer‘gp Hg“&%‘s@"ﬁﬁgf’ﬁﬂ”ﬁﬁ@!ﬁ%ﬂw%&ofb st or ed

in configura ign ézij‘ Bte 62 described belowin nore detail. The reference

configuration sSeompaisinelevizs di)naybe [ddeed BihitzEinlehYsoBlvaS Bl 1,85, (4, Where

each ent rwﬂgmla%g‘% AndEf 'erenc_eyconf_i gurﬂoﬁ%ﬁ‘y&f%‘ TB28218d 76 t hat

My serve as a Ke ?or'fct"ﬁ'g’“@‘rﬁTW’%Fﬁ‘tﬁ‘" 2 |opgy wib-tetworkith®@of. Each. entry 74 of the

r ef er ence “EBRHH Pamdchu'a;eﬁnaahhemi,&eﬁ@pﬁmcg_gﬁjﬁggg YO{@Dsor mor e ot her
urafi y bt data types,

for 25 ex@ﬁngl_e, a nunbér or © jiytag 4 pympbergl gropgole radudinges” a

uni que id RleNetpgrk Mﬂ%ﬂm’cﬂr’aﬁco@(m, ﬁgﬁyh@gglnjrfsﬁgﬁrg@?& pecifies a

| evel of iRRER e Mthdf . i f CPS . identified by freld 76. Level

field 78 E?%Ee used todaé%‘{"Pﬁ’é’ﬁg‘ﬁ%ﬁéﬁﬁ%’ﬁé‘%ﬁbéﬂmu&%b thef a

hi er ar chy* WFgpasfsr 'I‘?‘°éﬂtfm)7mdlhm'&iMFﬂhEnbsfMox@doﬁmPﬁO may be a . -name

field corresponding to the ' ' ' .
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30 level specified by the level field 78. For exanple, referring to Fig. 2,
fox a species of CPS of level 22, for'an entry 74, the Ieve% f%&l&p 8 may
contain an integer 5 and the nane field may contain "Servi % 0 er".

Al ternati Wq%ngwnarre field may not be included as part of an 2 0 SEP
2004 WD 01/ 71979°-21 PCT/ USOL/ 09011 entry 74, and ot her BGEUSHM/@PHrents or
processes may be configured to associat®a nane of a level with the |evel
specified by |level field 78. Entry 75 is an exanple of an entry 74 of

ref erence confii§&F a3 telepheny anplisations neytheystatsd spbetdciied entigsiesi £5C0, CPS

of a levehedra ! f.guration s par anmet er
per ni ssi ons t ag%egﬁggédg%#%gg ?e?gsFﬁﬁolg%d ng%%?g lg%%gpgg?ﬁqe applicatipp és gered or

nor fe s pe @R asother nshwerkaesontce padrine toe thobe ap;tl%leﬁ@ﬁ&ﬁi}ese ﬁérel@?%%ota om the

confi gur a~ [ [ perm,ssi gn e 82 may include one or nore
entries 84, %@?@g@%&#ﬁ%wﬁeﬁ%&ﬁyﬁmmw Prinfess 1@ thsregwite espondi ng

t o ans RCepplidafions! dhcéérdirgly, bee bEMBI TR NORmh ) t | a2, and an RP
ID field 88 corre%ﬁ)ndi ngtzj to an RP ID field 1@»‘351 Bg?u%r%es Itevr%;e%ﬁgaét% r ¥hEt er s

tabl e 108 DGEKPH IEFQUFGeS Sher sfpre; ong oz afre applisations andipapte ohitdedsboms drabbe 82 al SO
may i ncl ic&tits O Fo@agp®, {8} h fiheld of an entry 84 of table
82 may bke{qglny_ of ao\{ari gtyag?p%%ts gﬁ@%ﬁ%,‘@ﬁﬁc%ggﬁﬁf’@m&d ﬁi’élﬁé’)t‘(mb?r ‘i‘e
string. ¥R §idsnf pglient/servanqriplicaionawhenstthy clsht tide résides 68 BhE Brimatd POADSE!

par amet er per g 8l ntry 8 ecifies that a species of CPS

speci()];i ed by :ggntt%?;; déﬁ)ﬁ@%igémfgﬂr%s 0?%“%%}@8@05“%&@%@ netwerkrZinet er

specldf i egrowy, itmey pe able to délkgatd Qephdé: icBéné thatedy | of a

parti cultﬁgmgetf@ecites to de erm'%e elljt sjég%pijecs orf)étgonfi gﬁ%ﬁlgﬁgggg%

par anet er £ hay b2 CRGLRGVP ’F?Pémﬁsg,m SFAERRIE, 90808 mare ACEsdeployafent sdrversS8A may

be accesBED deflajpest séArer Sdy 88 Sorkf iRy ' ' f vari ety of
e o S0 ot L or Rer MR pRATRY B elorboR ppiloaRonThaSioh

ways to formone or 20 nore other tables. Fo

106 may BY WornBiiswed s afiFuEwtheres: RgPaleplstyaresheevaratyentiads mgplioagoraito T e
entri es,confifire afdm t i j Ldent ifyin species of CPS, the
| evel fc‘):? s%([:r,h' spe?lili@gg,tﬂ‘%j?él’ Bg#m%%ﬁégé%ﬂaee O&f%gf’giﬁ%f‘@&f WiEh { he speci es
of GPS, 2RBlrsdionstshonld belinwalied|co whicl TEDspéonfignenepleralitnsl TEDE i@ah

per m ssighy. | t t{ributes,associated with the species of
par anet er ,.ﬁgs %%ﬁépasgfms?@iegﬁgg’ ECSATRE e U TEBOPRLERR Bgim, | i sts t he
/CPS cur asingsy diyésiom dusifions dapdriresnay tniliingTH6ors 8 gi@Mp Advito8ksed ARlLTER MY

i ncl udedgqiﬁ,[?émg%;/ ~entries 64, where each entry includes a configuration
set (CS) G| THREY Rdespystal-ather sprwjoes ¢t a 16D enrnther types of NIRCS | D

- field 68 cor ACBEDAEplogmER: safveRagy siord 4 nf i guration set
table 72. Fach er}td%?a@% ofS tﬁe conf f%{l}?gg ?%ﬁ]sgé‘tiHtgg'g'ﬁg%age%s%ﬁ%%tﬂg&i‘sﬁtl ude

one“or FagrRer magpe any of gplealityviftypes of databysevintiudingaan stijepse

i dent i f bsténtéddatbaldy S relafichaRER fdrl egl,dd he species of CPS by
searing as11 a tﬁ% 10, an ént.ry %%a@g’fdr? t%erg%fte}?'eﬁ{é%ﬂ%% ?%ﬁeﬁﬁ?%%aggfnayam e
72. Eachf PFL? %Msa?%eﬁ?spvbmbeéqwmeﬂaﬁgmtaﬁg;9. Fattheratl @n@Auiieste hgthany of a

pl ur al i §terdDsab@udi , & nunber or a i.ng. WO 011 71979
Poy 5 o et D ik %%ﬁ’[ﬁ%??@?%@ ‘é’?ﬂls“é‘r%{e&?&m preapit AYBERLSETVSE of
conf i guRAY Pepenfiguraddh cems@mnicErtusingGEmsptes of hesodola incktiit {PS Lergpeci es of

P )
CPS; s peg il “ﬁf LY f reference configuration set tablée 72. "Each
entry 64 o’fﬁ?a ’g?g2 rfdag orrespond to a CPS of Fig. 2. Further, one of the

ot her fi el dsinadditiey tdkavin fdaPindrabthadhure PR dhinGiSat - 64, a nane
for t,he0 CPS speci fi.ed gy géw??esl d 66_.a Thi's nane hrrlggatbofgggg@érﬂ?gﬁa&ebeof t he
CPS spetPit%d B arRlwRlityss subaetworksiniaay ofavasiets pf wiays.aRdrext@pley r epr esent
CPS 38 odhnhnircatidns MdHvE : ] e, Wdgets, Inc., -
enterpri se. Acaclo?séji ngl %Z%}r’mﬁﬂpl{%%ﬂﬁ @glrl{ygonttspg W&@ass%gwdt%e name "Acme
CPS" orovasEE difiprentaistionisiof thescomimtrieatioRSnethoek 20 Mfctardindly,on Set

parsgnme : i h araneters,for each, CPS defined 1 o by an
entry %ﬁ%@%ﬁ? ?ﬁ%ﬂﬁgﬁ‘%’% ge{ncf Isgg'éﬁt.wofﬁg ceﬁﬁﬁfﬂoﬁgmﬁtt‘? 6r8-semngdpanet er s

tabl e desedilyy)iarfirstmiderprie (oiz., BILECRM CdBI a4 suddh ay

i ncl udg a gs tI Dfi ?I d 36 c%g_r espondi ngrﬁt%o a CS I&?)@%l?glegh%g%%‘?ggong?gur ation
set taBf @ G SIS (R@nfPyhiradees 18ed- paraneter (CSP) ID field 98 that
specifies the unique ID for a paraneter included in the CPS identified by
field 96. The CSP ID field 98 nay serve as a key for the entry. 15 Each
entry 94 also may include an RP ID field 100 that specifies the species of
the paraneter identified by field 98 by serving as a key to an RP ID field

110 of an entry 108 of the reference paraneters table 106. Further, each
entry 94 may include a value field 102 that contains a val ue defined for

o



the paraneter identified by field 98, and may include one or nore other
fields 104. Each field 20 of an entry 94 of configuration set paraneters
table 92 may be any of a variety of data types, for exanpl e20aSERi#84r or a
Sstring. Emoyi/8d7d S an exanple of an entry 94 for confi gu% /{Jﬁﬂloﬁ(ﬁtl
paranmeters table 92. Entry 95 specifies that paraneter P2 I'S a species of
paraneter specified by entry 109 of refBrence paraneters table 106 having a

-val ue "W exe, exe" d_t.hat ramet er P200, bel ongs, to the 25, CPS
specified by e(??%er‘%%é%'e g’f“"%%t‘r’i’f’fkéﬂﬁéf’fa&?ﬁ%éfl PS‘B’(‘E“%??“E%&?Y&%SW@Q biredy
COr r espordmmnxepdceapreyider, BtleRngplBgSdraicO PRy vider tjag).,%ﬁ&h ey Yehi Rt £l i Fi 9-

)

2, In parfti cul aL,%Ig%gPS identifjed by CS ID field 96. The configuration set

tabl e 62 '8nEHHE YPROXF SFFViceY: AFrBetsother sesvise providey severs i ned i n

any of a é)V@id@éeYvi@é oV or i rPHBUGS-rRAForRE of ME @oﬂnﬁx%ﬁ\%%on%%%%%ﬂp kg tables
pl e

62 30 and 92 may be conbined to forma single ta , ere eachentry may

i ncl ufle, SXHBPIG BOHher sqrvice grpvider mBy pPryvidestetvigttoone qualoye othemstib-hyiwgks CPS;
an RCS 'Qsiin%%?@@S identifying the species of the CPS identified by field
66, a CSP | lreld 98 identifying a paraneter of the CPS identified by
field 66; an RPrédhisilenetwoi) forcanmipley subgndtiverkspeditespordingtth ehelREREEL €1 2 0
SEP 2004% q1/ 71979 -.23 Pg!/ U%gélowlt% identified by field 98; and a

val ue fiel'd5y S,d5%- CBIFHRSS; fog VG QJroth e £easBRS PRGIPLINPIS L thetNBaprotherer

i denti fi entitieg afdoelacbdIBith fhe sulBENOBN@ & usBRY, enadbet 254 nd 106
may be cgnbi Bled with either or bot hﬁo tab? es‘ﬁGZ ggﬁl&%g?é%%etzoma%%&%ce one
or mofe GEHRPIea gTwp togsther agtivopk deviges thas shase eommon gttribwies. dontxapuplatdnen set

t abl e 620Pmore m@hﬂﬁ&fh@ Wh,tnt?%lelfclsgé%eﬁ Bt A%evich gro% tl?% O?l:;'ez W%Eﬁ? nge b;‘

l evel field 78 that specifies correspondin
field 66emuaedio 3 petwgdedsyine soumish svhie yetrashextNDs tnay be fioapeikinfolddekad t hat

specify ifRu I f aneter specified..by RP ID field
100, For BB 3l SeRuch delfe BREEL £ 43 20f 33 MR BREGY axcivinbio oo

conbi nedplualitp ofisharetiatisibnigh,forkadanipte; eachahbw Bhyrtoradspbil toalPagticaP, descri bed
bel oy i n detaid in relatli to Fi, 7. Dat gbase schema 60 is nerely an
illus raﬁgglseig%t%e&d%ﬁOHBWgQE@%MS@ngtB&q tapleeofisbrgervask 8ral ity
of CPSs (e, ifiakbmemncityibofe shittd bét@sen B NDABcAtoh iRl 1. BRAMINGARLd S NOt
meant to lLim S ogg)gof any of the clains set forth below and 1s

it 1h
pr ovi ded“‘ﬁ’éff’%it’ §/E°P§1Pg§1 gl Uch @ piecioes nothave fystigtlyadheneite the teologsher

dat abase schepmted otheFRhAIERRIENL: ReR iy d definaProe a@?o?gaté&’%it@ H}r%rsﬂ{‘f y of
., may PP SR

entities, far exanple, variations of database schenm _ in

t he scop@De) orsxample NP4, ey asseciatediwith ngdtiple M srorimedych. independent ofany of t he
CPSsyq | | Mski&A4AED) i g . jned in any of a variety of ways to
pr oduce %b}g‘lg ngl e 'sg%d;% ’ %%ﬁ%ﬁ%ﬁ%lﬁ%n@%eﬁ%%eﬁg@%?u gPsely Fé‘gerﬁ’:g 99T
entity pind¢nenderttof therphysicaltipfrassractuteatfadb-networias NBoveNalapleds usky ehy RN, an

par amet oPe Usk Fpot it 8o RS P i et wr K device. 15
configured. PSetweradplies niapbek a (B0t hsiof 2@ oricdSyiEORiE RSN WhEE gtupd
di fferent tLevel hi er rch¥, gz;é pbe conbined to produce an entity

of
profile ¥d %f&é‘&?"f%’é§°‘68?so Tieh IS TUPF A2y 1) and; Ignmey bepipn adjpcanid SA- SB.

Suchesan igphdriaimitiigifitive 168YofiRe HERrK Qi@ Hidiidh @ network 25 device of the
networ k. Al thgugh a nethod of and system for conbining a plurality of sets

of conf i gur at FoNPHef ratwedkdsvices, Sorourampleadevive sroypsi2ol 5 hwd 1 mayrthemteltes i s
T e e O LA Rl 5 s 10,15
. and 17 may be grouped into a device group 10 that may be a group of network devices of a
common type, for example, TCD, personal computer or NLD. Other device groups, for
30 example, 11 and 13 (network devices not shown), also may be groups of network devices of a
common type, for example, device group 11 may represent network devices of a TCD type

and device group 13 may represent network devices of a personal computer type.




paranmeters, such system and nethod nmay be used to conbine a plurality of
sets of other types 30 of paraneters. . Conbining a plurality of sets of
configuration paraneters, where each set corresponds to a |Z¥eEPoiiR

hi erarchy, into a single set of configuration paraneters nay be consi dered
as projectWagrasp ural ity of dimensions of configuration oTAySRieYSLiNto a
singl e di mension of 2 0 SEP 200 WO 014%1979 PCT/ US01/ 09011 -24
configuration parameters, or prOJ ectl ng nmuf ti - di mensi onal set of

parameters int rs Fi 4 i.s a flowch

i | lustrating a}ﬂl@ﬁé Igg g#ougs ﬁlaé'fbe PinedRta Fne AT BIRFS al?‘ghfﬁrlﬁ‘fqll e

from a pldeviseigioupsf Feesxample, derié¢ gmnpé 1m0 1Rad apeiAH:3. beldﬁg%fthe%é’m an
net wor k devi ce, network user,

|dent|f| f an.entit (rf
enpl oyee) f‘iﬂetsvﬁﬁ vige grﬁ‘éﬁ:‘fq oy %‘rdb‘?fgi tpgub-getpeorip 8. Furtbarapeme N%ldg%énved For
exanpl e, hiebenddvioe By bRlofkih Q! £dbup @M&%%f%@ﬁqﬁ%&v?&d%ﬁ%%mﬁpm”y

communi cations network, or a user associ at one or
t el eplonyprevifen for examplasa groumef retwprk devices sereited by Spwrdedﬁrmdertﬂorp. co rrp onent

of a net of an i cation stor |

mermor - o et KD o Qora B AR G Rl 2 iy Sier SRR o€ RO es

i dentii fi ccaample NBy! daeay beaicd by ahrempl@&ebﬂﬁbmecwmg&?m oho ok HAGS ‘é\/ﬁéﬂWork
i.on nmgy be received from anot her

device. Al t i.vely e, identifi
net wor k d‘é alfte Teérln§r"n'{i?flyftﬁe“rd ‘ﬁw%lf%r"ﬂ Cébto nstvark iqvicess HEars Me%t i on
may be r@eeroted 8o BAE br breaiddr @bus, ¥iad thedeYorfor SRR, ﬁ?&‘? bfe?ﬁrﬂ'f‘e?fa”p' €,

as part of a user log-in or as part of a request to ge he entity
profilfe. SIWPH H’i‘be%ore‘ﬁt)’ietoifh%ﬂéﬁrlgf@@sare frequently described herein as

bei ng gener at eflesindyreRRBSRI4Orethdi 36 a 18%11@, ofr%as%nsf ?S’Hﬁyé@ ¢ f&?n’&%f e an

entity profile for a particular entit pro %l so
may be g®heality eflattnbutessipepmmono Far pmpmsuwemnggmramlqaedMgeﬂw accotdihgso f or

all enti t|t as a t wor k, user qroup,

adni ni st%}étlg'\’/l%gg% 839%&&&10% Eg%?%é gorwglgggfet‘ff‘ﬁh}f °I%¥(s QB?WEg?mup For
exanpl e nétwoslc deviek?] 4 may bdmﬂlbfylanarmpksyeefof ARmEOW RIS InS |, fdleteBe BihplopedBY be
rece| and t hen ;(he |d ltg%{ci)Of thﬁ adm ni s rative group nay

be
veri f db lPags a2y éeanhé" nesdop emglgnegag A tWidgetp,dpg E‘P@H’r Acme
abstr act Widg¢ig . an@otiRf bipZes Haf e SOnREofkihe vHaLMRAGhBRAR HREY)

representi the identified entlty group may be accessed. This persi'sted
abstractf Hﬁ%ﬁl?gr@lmé"l?"d@ﬁﬂ fi-cati ons of entity groups or ent iti es of an

adj acent | owepigl @Yﬁﬁnex@l)f arfill¥stretiQe eRBodimenf S Y éogﬁxﬁgrﬁgﬁfo 3 he |

exanple, referri ngb gical representation
gr oup ma?ﬂ%@ TaPTe 81 'éP‘quﬂéﬁe ek ﬂeslbb‘ﬁélﬁlwgemhodadmtns mtmmt/m limlrtﬁie szdpe mﬁr

whi cky C I # Iatlons of one or
Tor o e P o oy BBl SRS bR AP BB By SRIRRRE i Btes pe
repr esen@f mgamneefeotber@ommumaaomawmkgmdrpﬂ: -netwerkis inhAyefall ofithamthd@ceyst afc ent
| ower the entity groups or entities of an
adj acent %nggeﬁm%sfsegﬁw% y ‘be identified and accessed. This process
may be repeat Alihouphithe dderigtivin Bel 8 0P4 mdtHodWaS ydté Sbr @ﬁé’ﬁhﬂé‘&ﬁ‘eﬁt ntified.
Al ternati vgiﬁvﬁ t he per si % abstractr on representing the ori gl na
i dent i f | EGHEETR BB‘ ‘%ﬁﬁ’ 5 Rerespandiag taendity axouphefl Hiierarehytiy @qc@b?g and/ or
ent i 35 esprimail§ u§Fdfat?eQQ9 al¥irdskafiv@ gfdups éPan administrative hierarchy, such method and

: system may be applied to any of a plurality of types of hierarchies of entity groups, for

example, the device groups and network user groups described above.

Regardless of the entity (e.g., network device, network user, or member of an
administrative hierarchy such as an employee) and the entity groups corresponding to the
30  entities (e.g., device group, network user group, administrative group), it may be desirable to
define some configuration parameters common to all entities of an entity group, and to allow

other configuration parameters to be defined individually for each entity.



PCT/ USO 1/ 09011 of multiple (e. g., all) levels that belong to the
identified entity group. For exanple, if the identified entityy QEP%’I s an
admi ni st r%%ﬁ; group corresponding to adm nistrative |evel 22, the

per si st ed "EAf YTy may incl ude representations of - admi ni st r BETYEYPMps and
enpl oyees bel.onging to the identified altim nistrative group, each enpl oyee
of adm nistrative group corresponding to one or nore of the adm nistrative
| evel s 24-30. Quufiguration pgametesmaninchule gy bha vaibty of parandtemifor dopfigartngpa and

entity d i I ! identified enti ro as de i bed
ol ovi i 1 SeCiel B8 Beibid B Ak Aebilg sl i i ble Had it Seanpm ne
recei ved Ringtelt Cdrp ¢ didr erarsle vaeiod mdre torfigaraibs patairtdrd@ay conted kiR Ry be
‘conpared to a persij tega list of i den{ei fi catif)ns_ for 1 o entities associated
Wi th t he VRBERGFBIOLAisBley, Rl ReCBHI fe7tuics gy Lebiop Prtamelass) Tefvask gddspssas

vari ety of tigiebwdRIdERIcS adS oRAGmere oBbY nétvoRk JdeS! fhr Bfartiit 3 SivelGldirgs. for

exanple, a text file, a serialized data object, a relational database table
entry, anesgirkidevice BlagrogriiintnabR BCBsa¢h dsithd xtbsshWablephdre Fdn Pighl C%&B,' ties
may be stored on the sane network device on which nmethod 140 is being

per f or medhasronger Mo mﬁmmr_ad:@ﬁrsmay dsfirer hentral nétingsafbi applicatimsditich t he

entity f i i r =3 ) nerated,may be recei ved, al ong
with t he%lﬁaa,\égr%téa | Cadlg%;t’l& ﬁ(#p Fqgg&rngﬁﬁ?lfjidg(g?ﬁg%jw‘zp@tocgl P#Q’F?}ﬁs’ ?Qféﬁ?‘?‘?leer ,
for examphmmetersforited SIitymbtecol; Sfigedvokifdel £4ll wiiethy bapabiitiet,RBe kBt pRoneBY be
recei §Ed a{r‘é’r\% Wlﬁicg tgﬁ itsggnt i.fication. This version_identifier may

i ndi d3te"P 8P 8{BFS O 2k TR SOTYSE G I PTO SIS 8H directary seper.end BB by
anot her  genifeEpHoaeRa @idddedss 8N UER6yh&T Wtk kr, B8Y 0Rer2dnHfirDehd NSl 20
recent version of the entity profile. Accordingly, in a foll ng act 145,

it may benayeieapedifietifonhs kpebsalRlchReR, %3 @xMBpIS] ANlcbdtihed 3 The Pﬁg@c fies a
nost recent version of the entity profile for the entity. exanpl e,

per si st egp@Bda™ yhdnBf VEiEel 10 sk AMatib i 8n PO HirdTRN, RRIIREIE S%ﬁf‘ﬁigg{epﬁb _dat abase
or atext file. This persisted entity rnformation may inclu a Vversion

i ndi cat oAlssf, anshef arvmiety efoeivr c2bfigieratioroparafiettrs enagrtei sey/fop & abivwoek Hevicd. he

enti . If th i sted,versiagn_ indicator is.the.sanme as the.recei ved
version indicator, e i

EH B B8 5 BSIERIY  Shnd S § o oo Eeaiiors Aopeg fogan
conponentntity and bey omebreokfigieuti@epdiasettRAefinad fof &gt of ehdH aitied intde entity
profile. A erna}.til\]/gl ,.if it is deteymped that the version indicators are
not the SBRE Sejolgor g%éu‘ﬁ’el?aé%?t@iﬁ' SFasTols May e dssizbls to bgablateagersgset he

recei vedoN@sSom valk@s Bt foi HEdhfighfhtifg barkfter ibfb] an enti§hndBr Eh?é & Abfeed which
conbining procedure is to be used to generate the entrty profile.

Al t er nat PRI groups, tp define aeales far tharonfiguetion parametar thatis constait fexhll entities

i dentp fi gosd St | 4, ' 460 . it hayt

per form ng Aﬁht%%g\.ﬁﬁﬁ%(ra t%gg% de&%%ﬁr"%?%ﬁfﬁ@?%ﬁ&# ﬁa%a%qér%&oggen ¢t uded
al ong wi gtoupliket may dievowdrriddemby an ertity grouploc kntitydowektih tHedberashpot 2 0 SEP

2004 WO 01/ 71 L USO 1 1 - .26 Dbhe perforned,. ot the nmethod 140 may
be defi ned to(%éﬁ%%%l{lq A 4‘@3%% 38,55 oAgeggze@ﬂ%e_ﬁ%gtgerp?mfaﬁgdraBg &PRpapped as

i dent i f i destiibedl bedow il relhtioA to Bigse2-9. of conbi ni ng procedures may be used to
generate the gntit raofi.l e. For exanple, if thod 140 i s being perforned
in response tglgab b%aeﬁo%ﬁ’ﬁmﬁl @HWW&@“@BMESE%E?%?%I%QWRQD 8‘?1@%3%1 first
combpsi Ngdrimdt@tY IefBdhyD The 3cal BdfzEsetatibl 20 i RiABS A gﬂ&lﬁ? BEsfiinfudRye Pe a
def aul t f)rocedur,e that is used whenever a user |ogs onto the conmuni cations

net wor k. leXgl8t %Féch?)P%’éim beyehady Bpterpriseilensl 24, <partment lowel 24, Blork Gyoymlewéll e of
a networ g devg glo?Qe {eFEsR) Sl%ethﬁ’%#e?ﬁlerigéa‘#?ﬁ iS¢ %\{é\?\e?ﬁpaﬁé Adn? g'xvgei-%gis Qtﬂr, Q her
u sed for di n 0 e

conbining_groce es may be u ere scenarr os. r~exahple, in
higher the corresponding level is in the administrative hierarchy. Each level represents, on the

N

—

-}

X-Y plane, configuration parameters of the corresponding level for which a value may be
30  defined. Each configuration parameter is represented as a point in the X-Y plane.
Each level may include one or more CPSs, represented as ellipses in Fig. 2, where

each CPS defines a set of configuration parameters for an administrative group or entity of the



1o response to a particular network device not performng properly, to
determ ne the problem a particular conbining procedure ma% used to
conbine only certain CPSs associated with the entity. For &%ﬁﬁl ,‘only _
CPSs corr &¥@OHEITYy to certain levels of a hierarchy may b&CTORBIFAY By
limting the CPSs that may be conbi ned-ti6-generate the entity profile, the
CPSs' causi ng the problem nmay be isolated. 15 For exanple, referring to the
| ogi cal rephiesaniatlews. For easmie, sedicalpowdddrteveb P amiap naladeFCRs 31, 33, 33 and

conbi nati on procedur define_.th only confiqguxation. set f .

servi ce. pha e o eStaceA ot tdiaritar PpBrlafLlofa pagist Bl S ice btficer.
generate 1|6<5} &atabley CPS 88 irh#y doPfesfihdeRIfRY RS2l @Erviddreviiirama ehd wvaheters for
Accordingly, to generate an entity profile for John Smt h, ?}Q:lﬁ'q CPSs 32, 38 ."
and 40 nayhish GPSM3 debiaes wdesapasbyfinangial narameiersoRpIRoading tathe finapcigay 20 be
det ergg neéjervvxlhgértag{ c? probl em wi th network devices used by John Smth is

caused by values éle i

to John Smith AHywihefa pleratifypdfi GRfsifoneach edipimitrstivie tevelrrhablees stapg 06n a TCD at

whi ch John, Smth.is r Kj d/ nma f.in i ' [

associ at e@%sﬁagﬁw\ﬁ%ﬂgog% ‘%@PEC?%’;SSP%C%%%IF%%% %rl eglp t}p\/\‘%r% E&ﬁ%{@ Brith
has 2s be@g MRiidiitRgive Rivel. tklahadhenisirative @fcip ot entityythiskscaptnis defitaddiyothe may
run a particul ar, conbini ng, procedureﬁé% enerate an_enti tpy pr file for John
Smith, wheandisurtion parametesy weludsd the ﬁ%ﬁ&%’&& BE IHBE FHP YSABIR Fhe CPSs
cor r egpongl | i ing\&arttheRS iviierelis deSs P amd 43vhagh
John Sm t%&ﬁﬂgl%%%dﬁﬁs&%ggﬁgg%g,aeﬁ;gﬁ%pl i cat ieons or séppl ication ¥

par amet er defihefGREsdoby sal¢sedeprmEnentiand §FUFEMALSErGcY SPATTRRRt FesReqtivelye Afsed to

configure, the. n r ' a?tﬂ% [ ; ' t he
probl ens %ﬂi‘f’#?“?r tgrﬁé@@ﬁ?&&%ﬁl\}gg% a nmagﬁé{%%ﬁ%q%}hs{ﬁld\%oﬁ?igmgésﬁ i('::aused by
appl i cat i cofignratiapphiaomtdroof GBS 40 mmydef havedhoabilityrie defhne values dms, 20
SEP 200 WO Q11 71979 -27 PCTéHﬁg %09 A network device on which the
net hod 14@&@%%@’%&5?8 V& ?ﬂfﬁ) ‘a particul ar combining procedure in
respopse to reg@hMighh@CPspatfincdifforent dcopesesadiffersnt ddministratied grongs or
adm nistrator, or may be configured to performa parti cgl ar _co igﬁ!ﬂn

e CVB ﬁg

pr ocedur esntitigs phibe sage HeveldifererhAlEdnisfFAtiR SEqPE RRCTHECH 8 thf&ﬁmf:
execut ed ng% é}ﬁsSCtR&fdegHué €£uéseftog 2 garg'e B&gﬂ&@m)exgﬁ?ldﬁiﬁ[mm&ydths elipsds

whi ch co ng procedure is e used accordin 0 the entity requesting
that the efilogicyl ©eprskentasions20gEREs 36 aed 37 pkthe Enteanrise adminigiative lavekbath '
profile ig_hej e %? Cealrer : | s O R AiHdH3sdftRd or
runni ng av%l}l%ggér%g%r?el %qﬁgllgt ,tt{eosﬁ grcogﬁgﬁgé?da@%?&aﬁg& con%liegr;saﬂ on thereof.
Thus, 2d\ct déphntnieayadmiaistrdgvesielelct i ng, froma plurality of ‘conmbining

procedures, a lo conbinin rocedure to.be,appls

confi guration %aagrlé(?rép%ra&g{%pio&;gaqog:.e %E:LBC fXgletzg%ge&ﬁ%r %]?@dg EéégﬁﬁnieyCPSs
profile. @iaehemr Srlabosteqivdnparaidton Hoaeramile lmeddldig thy Zidxisdhewsthabne
or nore network devices of the corm\fni cation eépor k, .incl u&ii K’qﬁt:{he

net wor k dé’%ﬁin?éaﬂéﬂﬁer\/ﬂ?ﬁ@@h?é@ﬁbaﬁl%ylév%%Yﬂbe‘Eﬁﬂ’fe FETVIRERIVIS A1+, 148,
the sets pyrat { ' aotad ube 8 43 of 18%ls B30
retri eved?ﬁtz\fcb?ﬂ%Egﬂggﬁ%ﬂ%&g@???g?ﬁg%&%@%ﬁng the sets of configuration
par anes er sespeciiysbyci ated with the entity. Such determination may be nade in
a variety of Vs iinkrafl BiRen CPRHRLRLALMBANHEGE I ADRHLERRRA HRICPS
user, for exanpleé, one or nore objects of an object-oriented database or
one or noFer & &kt edministiative gromptofiae adminisirativg bwefoﬂnlfuatadaﬁ@zg@hwmnay
accessed. . Such an .ahstraction .specify a CPS def] tity. 2o
Furt her, Pﬁéssas?@&l%%ﬁ%%f“gﬁ‘&eﬁwpf re%rgﬁp 5%%1%%’%%3%‘2 of ot her
level s t 0 WRikrie 16981 thhybdksi i dbe fifsoadeRtratie: gratp.i Férexhmplepas nepreferded 1
and 2, the entity may be an enpl oyee and may bel ong/,to a work .&raoug, and
the wePk &vdhpstrrght baesorngneding %%%%1% AHERESS 38 e VRSP YIHERARES °BEF ong to
an enterprd . n i I 1.8 eRiRA4IsGEh &Y Adthéler .
After ider§te| ﬁ%ggltd%gg%&bt %g?Eeaﬁtﬁic%%g%u%%yor%rgi@gttefggl'sgbstracti ons 25

r epr esent iWiglgetsdae., emt the pngrises corpgsporalingio 6md 3CPSs defined for these
entity groups may be identified. Alternatively, the persisted abstraction
that represents the entity may define not only the entity groups to which
the entity belongs, but also may define the CPSs corresponding to these
entity groups such that each abstraction representing one of the entity
groups does not 30 have to be accessed individually to determ ne the CPSs
corresponding to these entity groups. In response to these CPSs being
identified, the one or nore CPSs nmay be retrieved, for exanple, fromone or

nore tables of a relational database, such as tables 62 and 92 of database
schema 60 described above in relation to Fig. 3. 2 0 SEP 2004 WD 01/71979

~ FNANT | 1 1A /NN A A

ned by CPSs 42 or 44. For exanple, a CPS correspondi ng



Optionally, Act 148 may include ordering the one or nore retrieved CPSs
according to the admnistrative hierarchy. For exanple, referring to Fig.

2, if the entity is John Smth, who belongs to Wrk G oup é,o \pﬁg’,%‘bel ongs
to the Accounting Departnent, which belongs to Acme Wdgets,- Fnc.5  whi ch
bel ongs t oVOW&78a? vi ce Provider Corp., then the retrievedpCRR%o{/4905s) may
be CPSs 44, 42, 40, 38 and 32, respectiygly. The CPSs nay be ordered froma
top level of the hierarchy to a bottomlevel of the hierarchy, i.e., in the
fol I owi ng or deAnal3gousBB a ghen adirdfehtidé grodB¥r St hfh i Bhi deri ngs
_may be perfo%gled %sqg{)art gof Act ,148. Orgfje?i ng /ot?o%f%{e%%%g%rr%\gé%gagg% eved
usi ng any™8Y P&loR& 9 eprapore administigtive gogps afmnadianerit digheyadministraiive legela | i st
of poi nt eF&r, extBlcCeBAR h g i i i 0,an .ahkst tion .
representing thg_cor?egeﬁﬁ?%ﬁ%égge%ﬁgifb%?%? g??\]?a gbeé gotf"ﬁz?rkgﬁf)]l%? of
the CPSs ¢a@spdingdo Zeasgeprivseptss byi thestraigltt biee comhectingODPSY 405ard 44.

correspondi ng CRR / I . a table 230 il]ustrating an
exaﬂplsﬁ of agl i st ugﬁq%gég%gg |(g ggncg\ﬁnttfqe%re%%m yfd(??cr’skﬁai‘ﬂre&"ﬁsghti ty
profil e ikelingingtogendmitistrative geoupafas aaja&nn:rmghéﬂswy,%d,acolée@bﬂﬁy%'n'idsv off
rows (i .ethegg,gt hh‘ﬁ@ g%f v\,hlere eac@h..e%ry represents a con |g;1ﬂreat| on
par anet er A & eif epgpitabyn gl s shoymnas Hpisa diararchinalbelajedots aof
conf i gur aCPDBf @eddjgeaetipier I6vel @Qk%n%?al@ﬁ?@fﬂet&%. %ﬁal%a{lgh ign to Fig.

3. For example, entries 233, 335 and 23 _may correspo entries 103,
99, and RSTHRISEAlYESrOURLIars netrhelqngdo anedministiative grayp obanr @mentchiplerdateli es 91
and 9%, r&ap&mtdon ARy | 4 o S on%ﬁo Q.entries
95 and 97, respélcti%l y. Fu%fh@eﬁéﬁﬁgﬁﬁéla%oia@f@ CERIANERSY of
fields cde¥esponding to the configuration parameter. For exanple, each

field my correspand f el ds of the tables 62, 72, 82,

92 and 106 of gt a slé’qé"gﬁgﬁgk’égggte%e ?‘}338&(1&8%3@% ‘-”F%S%&amfnf:&u%y 3 Each

entry 23beloag to AcineW¥idgetsInt.DShibednen#iB2mapbé &y elechiive) of 2sads WaddeRPIDof i €l d

236, a 2 Leld 23 8 a value field 240, a final field 242, an

aggr egab?@%%?%cefﬂ%r%’g% % ﬁglpé}yeﬁgf e ﬂ‘éﬁg?tﬁ,é% hoggposition is indspendeatoy

t abl e1523@,depdremésit ot wotk G365, Aeesdingly, CPSI490GHRRY TaRoad| 0

| evel 2. Thec%{%%rg{ Ie\g/iglﬁp2 CPSs rgng’y resu?\?h%grogé g’?‘%@% of %g{s}‘ ns. For
t

exanpl e, M4 atadto (RS 3o binpt bisrarehicallyrelated te any €PSgofthe demmrtrmmt CPSs
may have |8RE?6 slahé gk o { f level 2 to which the
entity bel ongs. The Ccsél‘laDpH%g]I%ﬂsZ?)}Zm#%%tg{p@ﬁ ';?'a uni que identifier of the
CPS to whi ch #HePheemesperding thergivén abinibistritivel mloRB6: dneityomag inclide vidaksie

cont ai negea4 i.el punbh r_stri or other data type
Chat unt Qoo bt Ere i e el W BT Sontiranitedo adotherpdgiaisstion- vio
01/ 72979 gRUP/ gSchidl $8@iven-ad@tnisttdtive geouplor kfitity beloh€ ofk Giphet IévmiF%Pthéxgﬁ CPS
identifi { el 2 bel ongs, The yalue contained in1level field 234 may
be a nurrb%gésq%a dse?f‘? r‘n’é‘%‘%‘i g&?ﬁf&&“&éﬁ @r O[5 C& Srorresrandingytp apother evel of

t he hi er admimjstrativéesoaprb evhidh b divas GdmByY; ' ' | | for
t he paraneter oj.vi%{-rgﬁﬁgl. Fi e?lg 236 m@ﬁgg&gaﬁﬁﬂg%%@tggtaﬁh%gegém&?hrer dat a
type thag&fi’ﬁ‘i‘s&&'éi’%/lei"ﬁiéﬁ $5¥duesne paraneter. Nanme field 23 8 may contain a

val ue speci f yF\Gxhm®ld) e i i fi field 236.
D fferent par arretxerg of dlicﬁrcééﬂ;%?p%égs 5?{0&?@%&%@%5&&3 FORMME ¢ apl e
230) 2Tray Prearenent ehihe dspartment fryek i GRS #2,odictecasfespunids ko Wark Gheupaydefingsa cl ear

bel ow in ! . 70..0f Fi.g 5 n B.. 10 Value field

20 may Coang of B plrallled Bl BRI S chbRuBe BrET Rl iieh EPraseonthitha

field 24thedepountingdeparmBaiphisadefiras uarahipdoi thy pirgmeRe boiedspbitBny & Ue

speci fi e%)ogé'in&.%%df Ois a final value for a paraneter ﬁavi ng a nanme

specifie y nane’fildéld 23 8, and aggregable field 244 may contain a

Bool ean val uelnicodirasfdliguyihee Retodio g TbremSRecionk e R é'vﬁhgetﬁgc,lﬁﬂgé]
d by Tié€l .

aggr ggabl e val ye fo¢ § &;r ameter having a nanme spéecifie

Fi el 35 29BCTRIR lovek ©P3 40 deinas @ valugfor the patameten perresporading toedcondinate (Xh,at i on
to Act 190, it arst i) evnide . i S 1l ustrat by
tabl e 2309rray be ingfener??lggndt?glg %ﬂgég%fi%g@%éﬁflg%iﬁ%?ef&%?%Vs%?ﬁoét ° and
dat a st rReEmetascoregpondingrtp lceordinatealfXs,rddt i on such as an array of records,
~an object or other data structure. Returning to Fig. 4, in a next Act 150,
the retrieved sets of configuration paranmeters 20 nay be conbined in
accordance with the conbining procedure determined in Act 146 to

o))




produce an entity profile for the entity. As described above, any of a
vari ety of conbining procedures nay be used to conbine CPSs to produce an
entity profile. Figs. 5A-5B are a flowchart illustrating an ﬁ%@l f a
met hod 170 of conbining a plurality of CPSs in accordance w ac i ni ng
procedur e wo oprpcdeice an entity profile. 25 In Act 172, a neqyuéatlseorrf or
exanple, a first CPS, associated with t g_enti ty may be accessed. For
exanple, if the CPSs are ordered according to the hierarchy, a CPS
correspondi ng : - D I I 6] he accessed,
g by acoasty nu o ek SRS BN s i B o Bert

Al t er nat i adghipjstraivedlewvals dbacadahbioiseative hieduahy tmedoh dafite 4 48luefforrthd hwek 140, t he

el o, PHRTEGTAT FHTRE e pRReTE ot B pachndgunRevelrel gt
i ncl ude agqesmsiong: @preificyn®d] ovepine vake oEQEéxﬁﬁgQ@ﬁQ{n%&ﬂeté’r. TttheChRibutes® O
SEP 20Q WD 01/ 71979 PCT/ USOL/ 09011 -30 In a follow ng Act 174, it may %e
det er i ne@ayAeesierizied g itideexalees defiged &y the spafiguistion netemeterosuchithas the ¢
defines ayM@dsyay Felonfhih G valitly (73 s B Mok Q%in%g%lug%xathk RafEley [ 2Dl €

62, configuration set paraneters’tabl y include one or re entries
94 specified bidtig@ghbig.i2dllustegesancex@gplelobafogital rgBeseatation 28 ofray i ncl ude

e BBl B L e o PR e 1
tabl e 23 Miefacchibsf for sxaneple,fa ndtwerk@eGichateracineta {RF hizkirely, ivdereBiald2-80

defines a val ue. Fqr ex le, |f,the current CPS is the set identified by
ent r y!02 3708 [FRFFSARL evf;@%t‘i"ﬁ% detiice busrasely o Ysgr e1RUP hicpaschy; vespertiyelypendhave

a next pawRIB R pLhAlit VI CHEsichrel ohﬂ'%?de_%iéé?ér&\g)s%ﬁ%Hﬁ’@'orﬁ_'awi&s?o’ihsérsgtrﬁ | ast
entry in table 230 for io set 167. If it is determned in Act 174 t the
CPS does #@tusprsaiespecesly. parameter for which it defines a value, then in
Act 176, it myy,Be det&tihis I exl ined for this
entity and per nc1?. tegeppgy %é&go%?%}ﬁlg ”56?@‘5%8{&‘?%9’82. n_gegdzcauﬁélag Act 176 may
i ncl ude aeprgsentatipnaf hihtaranghy of adneidisbgtivedevelst SSuch addilestrative einbodimeatis nAPS i s

spect B od gy LTt oo dttng Bhe GEAOR Frims oo B PP HCRY it PR e ot
next CPS itledtratieel plupbsdsisang of atviriéte of bther BgicaDrépresenthtivhsindd faB @dithiothewhi ch

entries are listed in table,k 230. fAltgrnatively, if the current CPS is the
set speciFPRYPLIHYS 02§ qrineys slaimp 8¢t forth b¢l9%. rmy i ncl ude determining that there

i's a next CPS TheQbgifd fepré@hiafief 20 HayttdiiSipRtentedt usi Ay a ﬂﬁ&g%‘iﬁdﬂtﬁ on the
conbi ni ng_ procedure being applied, even if there is a next CPS defined for

this ent iPymats grd dasadructiges. Jras cxampls. thajoginal represenation 20 meay besplemenptsd
 above L HIGSL RS laind IR A0 Rt SERH! Sropfalicn Bl Wibiflee, R UERE P

defi ned fasrmege easpidsiand/or embysaprancotentodented pwgpanuingrirsmrge,ieat. ating dre can

entity. , ombl i [Q ur.e may,define that CPSs 25 defined for

The. ent i (SO RSB A RE WBTETEn B Bl oP FmbibBon ity SPp P e b

fconbi Eed dambpsertectmbloghes, foleaimmp 'lg,lga. nerzaggﬁa ugebm l:g'ersﬁfgadrigp oglihcgélﬁiithvaser of i Ide

or the entity. For exa Tabl e i ndi cat es at _( 167 correspaqnds

to |evel ‘%‘3%%%@22‘%%&%@6 PYoUSHRRPTF AL {HAE Fi_efégqse@éwc@s affERoges e pf

Cor I esponfifabh, astinay b ﬁﬂj%lbfﬂentfe@\dﬁhg & fild\§ysRebmcludft FHRQYenork EYR! S d4, 3 and
en a

| may correspond to an erprise | evel, department |evel 3o and an
enpl oyee | evelA dptabaseder grample. pyeletional datnbasy, typisalihis\etoredon aapsvolptiledef.i nes

t he val ugeaddiidd3n : :
determ nge%@%g}edgﬁ’? %@@%%@Fu%@% g(r:gﬁé- %’rs e l?ggg; a1 %lggsbl%m
associ at éacahmemoenisitygicdllf7an integratahdironitmemory\el éfrien?, o7 &anfiile DgndmiSEP 200

PCT/ LTSOL{ 0901 r dure eckly that CPSs of | evel re paot.tao be
conbi ne%%l%g?lé%%g%ﬁﬁ%mgnm%ﬁ#ﬁEz?B‘ﬁ“? MECETvIERIory) (1812@3\91 @“i i ni ng
pr ocegur enémsogpydicaly, is blvge poxithitelyJoRdd th Yin®h&ebde fmstltg; SRBedshing Shit as the
call control protocol as specified by entry 23 7. Accordingly, by .

conf i gur i(fr§-» PRECIORICESFON AL13 CORPULSE fe-Bs BReRrOrk devicarihania a datebassi Eé’é‘n@het her
the H. 32 i ST [ ' he entity.
ECT 1 e Sy oPn WRichlith Ul bk ofe Bf Al pasREn ARl b 17 P00 Wi h
this entity and permitted by this conbining procedure, then the nmethod 170
may end. Alternatively, if it is determned that there is a next CPS
associated with this entity that is permtted by this 1o conbining
procedure, then Act 172 may be perforned as descri bed above. If it is
determned in Act 174 that the CPS does have a next paraneter for which it
defines a value, then, in Act 178, it nay be determ ned whether a val ue
from anot her CPS has previously been assigned to this paranmeter during

Y b1 o Y o o o o o NSNS




15 239), then in Act 178 it may be determ ned that the value "A exe, B.exe,
C.exe" was already retrieved for this paranmeter from CPS 167 ésee entry
233). If it is deternmined that a value has been previously 2dsSERr8 to this
par anet er ylyipifgeexecution of the conbining procedure, thgRgusdedey 180, it
may be determ ned whether the previously assigned value is a final value
for this paraneter. A final value fox a“paraneter is a 20 value assigned to

the paraneter .as_part of the current.c injtn rocedure i ch cannot be
over § | da@RPIHIER RICRI S oiapGretiy L an B e oot alrvered B e oceRGR | on
of the cqihi WhibH LY REEIHY Fast hfcekd toithe BBAIGhHAHd in Act 180 that the

previ ously assigned value for the paraneter iS a final value for the

paranmet er, théy vseherein,an ‘wbstrastiopaisartegiesl represeptation ghgunavhercthe 174 is 25
‘perforne j E : I fi |

P eve, - oo MRAELAE, BBy PRlbo SR I abon il torieble RGBT Ror JBrkf BT,
CORE APPMtegretedicitcmiyingmory eleientcdisk,daye dgother sneddtm,. 0” > peusidtedbsteactios’his
parameter _is th r apgt er APPS (see entry 239). Act 180 uld

det er ni n@ntaﬁﬁacgﬂ'gta ' r%@qﬁ%q?ﬁv@a@gm@ﬁma%@, %.’ree%é‘,npg)%?@e f ar

par anmet ediskCORE APPS" is a final value, and then Act 174 woul d be perforned
w t hout 30 ch%ngi ng yle val ue of CORE APPS. Alternatively, if it is

deternmi ned i n*i&f 180lork dtaganeillypeaing sa sramplsiof adelational datplasp srhemartrar

val ue f oimpRinSniiay APRtity of OBSS fol B hidfdrcHyBbentiflss %?E}Eﬁﬁnﬁg@,g&t %E% pffgg)f% S

paraneter is retrieved fromthis configdration set.
01/ 71979 logieal moTgsegaignDafiFigo?. Bheadatrbase schemp 60 mayrindiudecp@ong othet 0¥ 7 and

the curr i y
245) 1 noneetiR, 0B Brafon 4 B BHE Abeeklor ARG sCE I P2 oBRBERYL Y
entry 2339t patancher ipsrmliesiomsetdbla $2 neprifignestion Actparatieateyh Yabld 98 andiefaréirk St at us
is determ %%teisn é%t OéSO, and in Act 182, the value H 323 defined by CPS
077 is rBFAEEES2 r‘} " following Act 184, it may be determ ned whether the

previously asShegrfsteia! paearhiaérs tdbis1(@anaybé £8ictionaay of SUaRcRs of corfigufatibAr a
paraneter is agsgr e%{%gl e |f?§‘\}éen after a val ue has been a55|q%ned to,.the

par arfet ePagReshyallogied ip be defimed dor %@ﬁﬁFWn@"ﬁPMr@m tables) Ggeonerimrg by
anot her ERSiduedtioh PRraRAFFIRIaf be mtea%n@%faqake&aogmtﬁm seBpigddtetQaii 9o val ue

already to assigned to the paraneter. If it is determned in Act 184 that
t he previeissbsd below inperr desdilieltegeferdnce ppramaters tableil6 mpyrineluds ene armeare i n

Act | 86 : f i i o) t.[j s. .

for eoat SiEs 108 iere bt L mBARITRR Ghefofinbt BEclef A iibaiiricstnl 8) R0

exanpl te, 119 ﬂltahmajcsnrvemTaUﬁ?Sfo'r gxe%wmn?ﬁldgé?,@i}n&ﬂa% fieldaltd} &t ) iTs t he
ar anet er A nt r e e . ,

D end vred STty Thoh s moud P el ¥ bl B 2, P11, 5. 188 aga 26

00T Rt L o o b D o D D O ey 108

FEATURE 'ﬁﬁﬁ%%ﬁ?@ﬁ%@é&% @t%eaﬁ%as. i) %P%?hﬂg Ziel%BA,m’i 112 p%e@gel%wobq hat

the prevhppst dvariely dfMecty ¥, B ek@hpled Surlbdr PR kgl Fiedds MQf 1 FOHEOBhEy

then in Act 1 S 8, the previously retrieved value is replaced or overridden
wi th t hebf Beeleayalpasyed val ue. Thus, the value defined for this parameter

(7 oot ner | B350 eag 108 o ool B Bt LUbRUB )RR BN 10 BaRBEAT! 1
current preresemedby iuth-YT@oplaliraﬁmfemeGAﬂie AOENTIRCH Ve RGRRCIA-3( eﬁfigy2245) , then
t hi t e | f "H 323" b i | " S|P
brevi busty. actyangh el 10F it T gl 1B ), i5es 2 ARG RABRARAE 1t ' siciesit
and non- pggmeigablle: nahiaifield 12 meastistige the ndmd' of def papafetbyidetifidd by fidld LBvel 1

(e.g., network, user, Jeve overrides the value "SI P' defiped by set 167 of
level 4 (e.g. l,fheeﬁleaérda&%@llé’v@m stoxee Be fq@gvarl&% atingwhether, for thegspecies

det ergn NelpdrimAet idbritiidd3t fiddd Y PO, US/aRReRBEd F2 8 Parameter of this species is a final

value for a parameter having the name specified by Field 112. Final values for parameters are

described below in more detail in relation to Figs. 5A-5B.



3 o0 previously retrieved for this paraneter, then in Act | 83, the val ue
defined for this paraneter may be retrieved fromthis CPS. 90Zp RgpP 2004
WO 011 7197%6?311?715 / USO 1/ 09011 For exanple, if the current CPS is set 167
and the cufre rameter is the parameter FEATURE APPS (eRtVYSOHBIIL e
the value "S.exe" may be retrieved and a%®i gned as the value for this
paraneter. After Act 183, 186 or 188 is perforned, then, in Act 190, it may
be deterni ned Whetrgenegatié §agPddddp imbisateshwhettetr, for the ispedissof pammeter édentified

bei fi f t ki t : ] b [ ield 242
of an ont Py AP €l t8ad 7% SRR of Bl BEAHTY: Geeralu G ae e ed
current CRS deasetetshaviag thenaviad specified by Biesd Dey. aA@k@fabRSalRk At pataiddters bREN,
in Act 196, the_ val ueﬁgssl gned, to_thi ;%Igr%ramater may be marked as being the -

final val descried inneresietailRelqwy in gelption seABD. setting a flag. For
exanple, if th j I A& t cyr

parameter is tﬁgéglﬁg'{nt%'sﬁg%d @ﬁé}%&m P@Rc%r%g{éﬁﬁ@e’za%gf.HltdF]cg'ﬁil%ecause
t he CPS OWhetier & paremetsr of thelspeciesofipafampter identifitd nfield 110 ndyitelude®@ &2 mdrbie
assi gned 1S . s_hej. i nal . After .Act
195, nct 14 Ui b8k uB L AR RS R RSl Rl M ppefi it
det er m nedesdchibed inheoreuetadlrtie] OPR @hation boFigelefA-6B. t he val ue for this 15
paranmeter as being a fi val ye fqr the paranmeter, then jn Act 1t may
be determ ned %%%Wgrt{emgiocrﬁﬂ 5‘?1’(153 C%@ﬁqp”ﬁgg"etﬂ’?éa%?rd eqﬁéﬂdtbﬁif%e}‘gﬁ]roarrpt er
as ani@ggregadhple af e chamuhithBomHeaMEkelis a teMphBXPRhRunPYiAS aeSTRans | el d
244 of an entry 231 of table 230. If it is determned in Act 192 that the

current ChBediskslionayiadicate thydhe prrametenidentified by fielddi Qis classifed agja user-

aggr egabl ; e j_ : 3 4 . erforned
Zggasgdes ieE)g%Eh %%V%@lggrgnéeﬁ’ggg%%@ F#%? ﬁgépgglggtg&%&éﬁ .t‘“él%éﬁ‘%&? and the
current peategagization may he useduldiorams of@Atarie@ANTFERENPROTOCOL (entry 237), then

because aggreg h el efd h araneter to be non- reg e,
Che val ue S5 PRE 100 ' cefdpfTlealict 1Gs B IRIENEinch Bodine R PR ADE O Bahy

per f otfred1@&spteies b spetiad\peraneterihtiving ad 8D ef RPOg,dvhich Raiamle82 t hat t he
current ie.the value for the curyent 25 paranpser as being an
aggr egab ICEE‘A"E[l m—@f Sgg{}u%ﬁ,noxg-'ﬁgalr @g?@@dn\?éﬁ%@dfz@r&f%% %&&F@F%ﬁnﬁpg
marked asapdlica@gi-gpapl e val ue, for exanple, by setting a flag. For exanple,

i the current CPSis set 167 and the current parameter is the paraneter
FEATURE APPS ('Ehq seferonps\configistioneies table Bagrebadtlistionasy af spediesiof CRSs . t he

oL v RS SPhls IR S8 S LIS AT R AR,
and 5B Fderedimeqrifguraionert thide 6L elesaiped belatvin noed detaitl Tior referencer ent
P e BBl 1t B o B4 AL RIS EUISG £ e
current GCefreSechniigutetiar sut (RESPID field 76charads sbive as & &sg forghd@intyl antya 1eved| d
field 78. Each entry 74 of the reference configuration set table 72 also may include one or
more other fields 80. Fields 76, 78 and 80 may be any of a plurality of data types, for
25  example, a number or a string.
The RCS ID field 76 specifies a unique identifier for the species of CPS and level field
78 specifies a level of the hierarchy of the species of CPS identified by field 76. Level field
78 may be used to define and modify the number of levels of a hierarchy. |
For each entry 74, one of the other fields 80 may be a name field corresponding to the
30  level specified by the level field 78. For example, referring to Fig. 2, for a species of CPS of
level 22, for an entry 74, the level field 78 may contain an integer 5, and the name field may

contain “Service Provider”. Alternatively, a name field may not be included as part of an
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of table 106. Alternatively, such determ nation nay be nade Py SKCogsi N9
one of the other fields 246 of the appropriate entry 231 of table 230. The
val ue of th&OMA Tty field, nobile or non-nobile, dictateSCRASIHGOIG val ue
defined for paraneter may be assigned te2the value for an entity profile
bei ng generated for a nobile entity, e.g., a user. Anobile entity is an
entity thatntiys/4 aphether syptepeslemenisenmrpensesd mvaytte cpefigured tapadatiate ahamegfiang
into a comuyyiGafie r f t han one network device (nore
speci fi calﬁ Y, rrgir%1 ﬁﬁgﬁgﬁg‘eﬁgﬂﬁﬂﬁ%ré?ess) of the comuni cations riet worKk.
A user may be cmtsi Heised exmipleef beemtsBt of refeesncanynierainpabl ebleh72] Baging in
to a comuni cations net from | pralit f network devices. A
st at i onar y*P& |e‘°t?/Sﬁegleéﬂ}agﬁgiqfﬂ?%f@gbg?@?aéfb“&ﬁ%tlﬁ) Qflfnlﬁ*fsﬁ-o_ne to network device
of the snetwor k Cisifigheatior @6t XandbrermisHohabIK SANFiES, Fos ofts éxtﬂBiherﬂé‘éiXS £

d I bile, the met?‘uod

entity. If it determned that the'retrieved value is no
170 may priolRdle onnes mere snewiesf paemetegaperpitted dert the spagies a§ CBEs@he bed above.

Al ternativy, ) Al I val ue i s not bil e,
then it rrac;n? gmlg{é?degr%g neg e’%@t@ Iﬂné%&%éé@i%ga?s ‘g%noﬁggé%oﬁee%fmf‘%srﬁgwmm
st at i onar yeaehentrymay onclusieamR @S i field i8@moicedpdndiey e ROE IDdleld76robhihk €

entity, f [ f Lt det j at_the val ue i i.N
LY | TR RSk bl Rl dR! RETHICH: bR Lhe el bl Bl |
or Act10188,10ré sgferchéemirymetas tass t04. exthahey 84 of theicbnfigir@ioH s@?l%rﬁﬁﬂion% he
value is getlén? defined for a nobile &gtﬁtg, then it may be determned if
t he mobi | é*2R ?P§° ey dpgelids,ene o1 iaqrp, gthar Helfs 0 iKEaeb fieldo &4 of tabl 82
nobi |l e 20 b 3hvRFf adRAERHT daft \éhfp%' f j cati ons network
not assigned tQq tyhearmbi e ent i%.g’kflogir?éy Bgntuﬁlg@f:ase that the nobile

of

entity is not &S¥FIds an example ablventy the confrgupptianisetprsanetbepramissidnk e

Current parinar opaty BEMGCRI Yy GRS R BSTRARG! np S SHIHl PBRIT
det er i nednaltdea speeiesrofpdrametar $peified by ettryu$09af tablado6wor k devi ce assi-gned 25

par ot or . and ST S REE s LS 47 5 TR i D lipine Misb s of
appl i cat i ensfighgidndebparambters maycisrdddeditoctha CPSnéeievsrmiore entiie e84 batabR 82584y | S
usi ng, anget hclés ahoul d be defined as nobile. However there are types of
configura F 8 Bsa? aneters that the user would not want to be nobile. For

exanpl e, vol unables 2,826 dC08 iy He cBmBirel B &8 d0h PR tySHSHE G e G
conmbi nati on of a device, user aag’d/ or _envi ro%ér?ent. A By:er \XDU‘? most 1 kel y

use a2 f mrentheyigblepel atcaxample, tables 325 §2 and 10p meaydie agenbiined tp prasfunoa sipgleab

t han t hey i i I ’ fL.hce~.Simlarly,
cont st hatehC B e iR SR B e U Bect by SRR RO A, e
devi ce reSpasiss of @Pgnﬂletlﬁ@l §psuel species all'a owabMOsyikties b8 pramater2fod tHeEpedes-

ot i nod a8 Gog: Rars ko ca b RIEI S nBlieR fF ELERERE SR becesthy, <o

that if | panameter,aftriboggnssgciatedivatiathe sjastes of faumeer, 0 twellss btieedelds. t he user,

the value defiped-for..thi nij gurati ar a nnot, be_ assjgned to

t he pglf. amet er g§n%%ur:?n% Sez&%geré#tIgsxbtﬁﬁﬁggrf%rﬂt%ﬁ&%ﬁeﬁZorfad'f‘erla*?éyug@?. 5 The
entity profifigaritioniset taile@d iy hb1add Snelorihdre eRi@s 64, Wikdde cRh ERity RR1LGREGN at ed
by applyin thod 170 to Table 230 as follows. First, in Act” 172, CPS 167
of Tabl e S%HEWANBHLSadRipld f@that may seaymas adkswi fonthefentny: ard ayRCSIPD field
entries 238caddsno RALPRE ' I )

B: exe, C. exe" aﬁdﬁcprgg( ked assgjijna , eggéé@%@&ﬁ%&% %&%ﬁ%ﬁ@ %ngflhg%@&
assi gned &f thglcorfigusationset bl GPealdcadapimelige pegahere cdmat fichist7’0e par anet er

naned LL he assigned.a yal of — in Act
1 72, 3:% 022 maHyig Eggg%%é%éﬁﬁ%% “Eg%é‘gﬁe‘i\‘é%ﬁsn @3%2 'fji‘\l?&( i%éy be
det er m nespebificatirapstiagofOP$ by 2d9inghak k6P Dlehtieidi oTake fefgentalcogfiguPatxe”

for the
set table 72. Each field of an entry 64 of configuration set table 62 may be any of a plurality

of data types, for example, a number or a string.



paranmeter "CORE APPS." In followng Acts 178 and 180, it may be determ ned
that the value "A exe, B.exe, 15 C exe" has already been as?hgs]ﬁ_dm t he
par amet er Vgg%ll—'_nﬂg‘gs and that this val ue. has been marked as nal .

Accordi ngly, the value of the paraneter CORE_APPS remai ns EqUEi00¥P1 A exe,
B.exe, C. exe." Accordingly, in the next2Act 174, it may be deternined by
accessing entry 24l tHat CPS 022 defines the value "T.exe, U exe, V.exe"
fox the paraneb®FY FEAPOREAAPPST apentpn64 pfgopfigyration sct tatde 62dEAtO6S5 specifies be
det er mi neghat OPY 0V NR PEABES BT ERTHRE LHRR i ' | ue,
but that this previ oﬁl y assi n%?l&vgg uge\g}ébﬁgfﬁg‘&%ﬁéﬁ%@% ﬁ@&?%erg?at%ﬂel Zﬁ
_par anet er. NexEachijeptraéft of gible @2may edrasporl texeeCPI b b, 2. \Faktet, ameyf e other
retrieve i I f QW Act , it be t erm ned t hat
The pr evi Ses i reLbEa e Shit o Bl P8 A0hd o b GRS SRR
.aggr egabl feld A6 c Ghidinagieymayi e dasdrintivs of tHeeCReadpaeified bpfield 66, Pop exMnF¥ESntRBY be
aggregated to the,value "S. w.bo.produce fhe value "S. exe, T.exe, U'exe,
VO o eiebiR e it Eeresee Bah APl Snbhich mhy RminpRA s RSN dar, 106

the new ams, gmehrivél Aecor@ngly BARREIAPRS IR 758, E&gﬁthé AGndel (PR o OF
exanpl e, by setti ng a_-flagg'S_ISO Next, in %t 172, "CP 07?13'%% ggea@ggescged

f r om Tabl &iothgpnamg dessppyyeRf the €BS.174180, it may be determined by accessing
entry 243 thatRenfdfra861 & Y " ; t ter
FEATURE APPS, but th%ft]r atﬁ{e e?/g%rﬁfé‘%?tgﬂf}g%?we"%% _e%%e{{ "eai%a"?‘ec% 1979
-36 2100 SpramadrydDfgsuigugdniettablelr Ghd gomEmmatamsetpaantiers thle 92 paiyanet er

APPs T o A B 3ndlP o . ERCLCh A o it ¥ 8 IS ol vi ng

Act's 174,cotréghonding to 4 &8 IDIfdd 86 df d@Bigurftioh 46l table 82 GRS 8 icBAfi ARdtioh s2dD, the

revious val ue of, " " fO aramefer CALL, CONTROL PROTOCOL, defined by 5
pCPS 167, H*?ﬁag}n%%r (@B?ﬁéﬂbﬁéﬁﬁ speahiiescihg upgue He for nagamedersingiuderhing th@@Pﬁg CPS
077. As adéxﬁﬁiéhﬂayfi%ﬁ%.'ﬂfet(t@ﬁﬁﬁ@l)d#8_%£yJeQ&s%%ygg%@sgnﬁﬁ’ the resul ting

entity profile may include the follow ng paranete ave the foll ow ng
val uds: CORE Apseatry X alse mapinokude ag R D fieldHAD R sperifies-the Sheeies of theexe,

) , W b i \ j f
'tJ h?);eenE/ipt%{/ﬁberteg? %g%ﬁﬁty@l%e%% a vlée[yaoi gﬁ%eljcg%@i lﬁg °§§‘§%ﬂ%ﬁﬁ§f@%gm

-menory. Suteferense perapetaptableci®¥at i on may be inpl emented according to the

type of the a Lca N (e49....a Software lication witten.in_ C _C++ or
Java) perfor m%h%é%%}% n&ﬁgg Hﬁé’tlﬂéﬂéeﬁ@al}’%g%rlggalaéﬁm?tﬂ“ﬁétv?'&f’i fined for .
enbodi merhe prraraeteridenificdfbycield D 8liang ntayithelidd bieyor biore btteP8e1ds NoACE IR E
vmthg? CO?bl nltrég‘gr cedure to éaroduce an entity &roflle. Such an

i 11 ugPr aof 8 SHR6Y Pﬁ@?%g}“é“ﬂ%ﬁ t pametary taple§2 may e sy e f dgfa tynes,

cl ai ms s&br dxafple, halwberditd susngdr ovi ded merely for illustrative purposes, as
any of a variety of other nmethods of conbining a plurality of CPSs in

accordance wi tHf S dnik mramploeiracagy S4iler gandgutation setgaramaferp tabld 9%, Extoy
exanpl e, 9‘5%Féc§ﬁésQH§t pafaniBRdr 1280 15795p§gt?3¥ of ?Arﬁm}[é\fg} %egﬁteg%y;eﬁﬁ'g;%? ]égpe?&egée fror e

of the 20 clains set froth bel ow. urni ng

per f or mapermmeterpteblell6 hapingta, value “Mé.exd, Seexel’ handethatipayanpstafB06 bekyighed the
ersi,gte y [ he-term"persist, and derivations thereof nean
Itoo stz'st’)r e%_c?n eﬁgﬁg\b@/g%ﬁ?%otﬁcggggﬁa %f’%g&arsbﬁ 2The entity profile may be
persi sted usi Egclaentryd4 may asriespyndro o eedindteitztongaiy thicte o6 tHe TEBsiil1@MatdiRr t
il ustratllgl%[ﬁn eggnﬂe o(ta}%éa\, rre%jp:.upod 210 for c{)er5| sting the entity profile.
In Act 21> npatieian GRS igsntdied by GRIRiNeld ¥ abstraction of the entity
profile may beheeseighaing. seftable®s aHRR codtiSiration 5&@3?&&&&%&%@?&?5@ ed as

a uniformresource locator (LTR L) or anotRer type ocation 1 ndicator.
Such a URPMAEGd Branyetfey varigeimrayaicapioiugeainetoy nge tableat Foi erampde, tahilep @ y
i denth f yLAGoR REHUREKLARY! Fay: | URL may be,a conbination of
a domai n nane agk poss?’bf{;&g’nﬁ)&a %mgﬁga[%})eﬁgfgg%e%?}c}ée t'\’l%?’ K 1%!80[&%&§er
parti cul felddi pés Ip} fieldv6tunimunkytidentifyidg aiGRS; an RCS ID field 68 identifying the

species of the CPS identified by field 66, a CSP ID field 98 identifying a parameter of the

CPS identified by field 66; an RP ID field 100 identifying the species of the parameter




WO 01/71979 -37 2 0 SEP 200g PCT/USQL/ 09011 In a next Act Z23dg Paz@gnderi ng
procedure to apply to the abstraction of the entity proflle t 0o produce an
abstractl Bl;be entity profile to be persisted may be ? RisBideey The
rendering proce ure to be applied may d%gend on the data for rrat I'n which
the entity profile is to be persisted. X exanple, the entity profile may

b i d.J th t b I it f
bl val QESTEERLY e 38 e FElte B LR og RS S HAl5A For ey serdiefiaot afues
determ ne#;rmetqugé}ggaegzg,ﬁeg{ggmy be persisted as an extensible markup

| anguage (XNL) docunent or an obj ect ée a Java Bean) of an

obj ect - or i ent dHir@ian ABaSEMORsroT ke hlgs 32, 82 apdrl06 maydre C@F’f‘?@rﬂdd'&f}helglel? okt es.
In a foll

ent ity prtife (gt 92 o BEAEAR G M OBEPAYIES. PBYole i ith Lkt Oty
218, tshe qonﬁgiua‘eah el Sableati) mrcanqmab}'naj@npétabil@t@cand192ﬂhe ehtog also maydmledem ned

produce e PR B BgGrrte e ToyeameP Rl A %g P u HEE A AN BRERRE RS ™
de;er m nﬂdcl}ldb ?\iibtoriiﬂc&e of theattribuie fidtds 122%20 ahaaepeogﬂy aftribtres ofJﬂhle @péit&ﬁ ofer si oln

i ndi cator of the en i 15 be updated. For exanple, the seria
number ofPath%rrﬁPF‘P%)' ‘wbﬂ)qb flEfi‘ilg&g met hod 140 was perfornmed may have been
an integer, arghrA¢dmpldLning ﬂdiﬁ‘cd%fk@ 6adrh. 89, 92 4 108GV ELARNbinddtoFofn@h! OW Ng
Act 222, the serial nunber may be stored in a data structure that al so

i ncl udes single dasehase tablersimHargp t@bﬁ@Z% descsibedibelpwiin sore detaibin relpdion ta Figy 7.
profile and ”ﬁ‘abé&ﬁé% Qﬂa% % grelﬁ%ﬁl Et‘?aﬂ v%téﬁIbrgﬁén?BfaﬁﬂﬁbaSéé‘éﬂaxﬁfoﬁ

rel ational tabase includes a p ur al o entries, each entry
correspo rldlpiagrxmm&a phm&htyyof Ch8y frar l'p¢remhyieﬂ¢ntﬁashSe¢h anyillpstyative einbdédinzent i el d

t nt i fe1h t Q1. d, st
Cdent 111 dabrianen o Rl gl Ebar bt e B it B S SRl B0 BrsDenmerely Bt o
storing tillestia6i@@piPosesf astang op & atisty @€ othbsddtatike Sohemarfor mﬁlmﬂzﬂmg taqﬂmutyt he

seri al nunber of the persisted a stractlon Ot her, data st uct be
used 1o H&TSs fonphigrar %éflo f Gtktissy or EXRmR lp.orrigtionsi of &4 iaﬁv?ﬁeéa ‘?ﬂ?ﬁn fmaty

per si ste%ﬁﬁ%féss%a,is@éﬂdaeor%ﬁbﬁhemﬁﬁs@&f&hﬁb@&&s performed as part of

met hod 210 is not lTimted to the order illustrated in Fig. 6, as the acts

may be per f or P prmereted theob By idlustyased iaFagns) may be eembinad Wa%nmé apyerietyoafed
before A aygjc@ rodtéd DGh legg’teof%ﬁaﬂ@.{rgno‘?lf A {HetBS 5at Aa 'E@m%gagéﬂ)tlgg?)\foﬁl@ for
performed 'n B es of % parallT et to one or nore Sther cacts exanpl e,
at | east qnémtls' asfocdatecswith 2 natvebrR| Asmsgd hmexpfmf‘tmtmfcprpﬁlebmmdt ef par@8®etors, hod

ent (3 prioy Peaessont Bt iSRRI Wi Gl 2 it Bat B b b R, e

scope of @nﬂgﬂédthe clainms set forth below and i's provided nerely for

illustrative r ose, as an var 2 .0..SEP. 2004 WD
01/ 71076 ey HEOERESeow5 Mask 88 Grh F¥ cPtetinging taf ATEGOS IS0 L2 f or

exanpl e, hé#ichy] zﬁﬂﬁb@éozﬂmhm p2dd@uice B ¥nfits profite kB Hesctibed Bowen ﬁfor@d’eﬁal@m nor e
of the clalms set froth below._ The order of the_ acts perforned as rt of

met hod 146latign fukigs.4anded-pB. Sheh & erdity quﬁ&%ma&tbe&swo eepigue aézgt"fq% act s

may bg pefdReethd frnpiRer orders. For exanple, Acts 148 may s be perforned
before Act 146. Further, one or nore of the acts of nethod 140 may be

performed in stlthoghemsthpdefaal|spstemdorgpmbininggméuralitysf sets o configurasivanpl e,

s mor ol e e APaee A eoRart i AP B AGhTER eoll A wbtoad R T 0

profile fsyewmangyt hm&lse*tzeyalafthesapph@hoﬁ@rffdrgumpllepm qdditioad edsxsﬁguajmh an
illustrative enbodipent 1 o.is t olimt th cop of the
clai ns scRATFBFEL PP SY5temand ?eﬂ}og\?i‘ad' ‘h°'€ 9 ‘ipn%'?e ?Pﬁﬁé’ﬂ’ Qf? *3‘8?{‘5&%? as
any ofg a offata@icterdf ot her net hods of generating an entity profile froma

plurality of sets of confi ﬂur ation paraneters, for exanple, variati ons of
net hod 140 relyonBining g RIRGRRtL ¢t o genfiguraing ReFamesers, Where BRchEeheqrEesBRRds

froth belg 4 ting
an_ent iy peye PEA BRERG o b e CF G R Y B b A e
and enti tpyrogrimgsplufalify sfdimehsiensofxonfigietisy parameters ioto axingle GSmsion of
corresponding to entities or entity groups of different hierarchies may be
conbined to produce ,an entity profile. For exanple, an enployee froma
sal es departnment may sit down at a TCD in the engi neering departnent and
successfully login to a communi cations network. A plurality of 20 CPSs
associated wth an adm nistrative hierarchy to which the enpl oyee bel ongs,
whi ch includes a CPS corresponding to the sal es departnent, but not the
engi neering departnment, may be conbined to produce an entity profile for

t he enployee Further a plurallty of CPSs a5500|ated mnth a deV|ce

o ——pea— " N 1




WO 01171979 -39 2 0 SEP 21p PCT/ US01/ 09011 providing values fromone entity
profile with precedence over values of another entity profile. Such
precedence may be inplenented in any of a variety of ways. §Forsmxagpl e a
val ue defined for a configuration paranmeter by a device entity profile may
have precedOnt@l93¥er a val ue defined for a paraneter by arPC@HOEYEE entity
profile or vice versa. After the entityoarofiles have been conbined, the
resulting entity profile then may be used to configure the network device
bei ng usesbnfihutafion phiarthers, ok Pojevting aymilfiQfimbasoribiet BPparBe R o AFTht sdf
both may be used to configure the network device being used. In such a
case, thePHBRHSFk devi ce may be programmred such that the first val ue

defined for a p@r@igeéﬁaw&ﬁﬁmﬁsﬁﬁnguﬁe&meefaﬁfeﬂﬁuqhobbgéne}mglaﬁléﬁﬁt\yal ue
configured for the value has precedence. 1o O her techni ques for

det er ni ni prgfikhirerh apdimalityredsets 08 cenfignationpyrametars elg. Aokry2,0 idenfificitismyof@h
syste may..b S ner i r af from ur.al.it f
hes. i ooy el bt SFRE ReoBbep Rt bbtiopEd T h ARl Baliifee 1 Y
CPS?_ to pgadrice] iapeceivietlt Fopzlmihiﬂlg meraﬁgsmajé ban 28fcalaprésenthticheofa TCD of a
(DENE) 3. BIsPheRECORPGEIAgE PEh CHanA g G S IratiE Eoao Fror it 2
conf i gur agelePRoBOidinrAlni6ARE REMor86, a combi ni ng conponent 290 and a
renderi ng conponent 294. The configuration caontrol cqonponent 286 may

recei ve entit ylfiathpdbtd is perfermed by aryompones of dinglvosia devies, for exmnplesa past

retrigve . fi@é@io?@fdr%d’ inl rﬁéxﬁorﬁ% bg-ghﬁrcfv%g L& rﬁﬂttéftayne%%x.?(%ﬁcgﬁ dfRY
include a varrety of 1nformation abbut an entity. For exanple, as described
above i n ideftifidation may Aetrecki@d dfonmrandiiat comPonent of tnnetwork dédcenshlicomtivaly,

i ncl ude .dentification of .the.entit such,as_a unique. identifier.,, as
wo 1 e oo e BRI Bheit SR cybthiy ety Ro kRHF 1 BB helon °5¢
an entit ydgwicef iSueh as ddeptifittidnwhdybel oceiwsdt dstpdrt of agy € variety off cormiminicatiors} 2
may be received froma first network device, and the 25 confi %urggel on

managenentF! FATRIE 25 @A 08 ¢ Userdpgrin ofps padof gieduset i grnerate hesatity, nativel y,
the eptity i nfmﬂ&%hféﬁﬁgl}ﬁoﬁ% ﬁ}e\@éiluéﬁt%e@,&%ﬂ%eréi@%e@n@éen@ra&ﬁtiﬁ@ésk’soﬁ%vi ce

on which the confjguration managenent nodul e 284 resjdes. |n either
scenar i o, IoARSCRIqgInG 9r 3 FROYes PLoRgIAtDHRN et pradie fop 2 gattisplsr prtityinee Remorhe

entity i q,p?,to [ é@ [ t] ' j i d :
the enti '[%/Iﬁil n otﬁ%ta?%r{h %g% %ragéél I?Zé(;%?@%c}b :ageddieé%tgé %@%%Q?F ntggsﬁfgés\c/%% lél]ixon
of the erantitigs pf fpekified eotitydsraup such hea etworly usen gomppadnuinis@8ve ggowp (st
recent versihon of the enti Lnfo. In response, to Lving the enti i nfo
Deoe "t he dikrRaft o ERtRbm Pehdid st orasanRs R AR ek BRaf el | 1)

i nf ;)rmt i/ablimﬁ' E&aﬁ\recgl‘bﬁ}BMfSy B0 becehed, Axdahgl tlﬁe idendity of Zheladniihis@&04 gV@;Dﬂ:Ad)? 1979
PCT/ USO1/,09011. - 40 configuratjon, contr conponent 286 nay access data
stored i nbmécgof@r_ ﬁ%rﬁg’iléf’?cé@e%“_gﬁt 1é";3fti ty 1D 296 received as part of
the entity infRempd p&@;st%a%bsﬁaaﬁmpgtgs; Séepidlifdd datd/otjéth of Aaitbile 3G dfy) be
part of the con,flgtlljr_atlon data 308 stored within the DBMS. The

conf i gur FEPEACTHAE AN3IdgntERr ey graEp may beageesesl. diisnersitpdatstraction maYor ed i n
a pluralifynat idéhﬁgaﬁtm of %ﬂ?g&upf&renﬁﬁm&adi{agntgg%f 19%1%%@,3 k alea may

i ncl ude e'ntlt.iy profiles stored”in any of a vari or mat's as an
XM, Hoc udentifledzentitr grahp.zBor axamplepbifercting tologinahrepredentationdiOqthe iddmtificder

configurat] 8 incl ude one .or . .he t es 62 , 92
a0 106 il sfbBh Bl e i 35St RE (FRES el ML AR Ay Cfoe 2
rel at i onapersisted hisstacti@bmes inchidetemescatationd 6f ¢rrd): ucbré)@epartflentsalfi ty of

entries, %ere eac eerEItry corresponds to an entity or an to entity group,
wherein tragvedavel 267 | es may correspond to the network entry identified

by the entity WExt2Rsisted entities representing these one or more entity groups or entities of an

30  adjacent lower level may be accessed, and the entity groups or entities of an adjacent lower
level (if any) may be identified and accessed. This process may be repeated until the entities
of a lowest level have been identified. Alternatively, the persisted abstraction representing the

originally identified entity group may include representations of entity groups and/or entities



The configuration control conponent 286 then may conpare the persisted
entity info 298 with the received entity info 282. Fox exan‘BIe t@&?
configuration control conponent 286 nay conpare the versi oR Ui $&R or
(e.g., serwaoiwsder) of an entity profile included wth thke/ssodoparsi sted
entity info 298 to the version indi cato_rzsi_ncl uded within the entity

I nformation 282. If the versions are thesane, then the configuration

control capponent . may nd i.ndi cat i,on .1 Q. .t ule or n rk
devi ce. t hat POTERE (2 R EAC o Bt b otsSink Sl Mgk Reble. SERE!

nmodul e or jdwtivied kntilg giaig ihasadigismatve groae tdrrespormlingto@bimidisrating ldvil 20, ¢ld | e.
Alternatively, if the versions are not the sane,, then conC{,‘i3 rati on control
Conponent PESTSAEHEmBE MEBiIP Fepr R aHP R AR ETAUE STONR P SRS o

i nstruct i g o38Rg k@ tHeN@erfigidl hilth RkstROWD 818P] ead®Emplbhee GradRiimktigive %mgnent
290, in response to receiving instruction 288, nmay use entity ID 296 to
extracf ofRTEPORRS tamsorInre of thnadpiEstdive lavsls 24530l e, t he” conbi ni ng
conmponent 290 . | : - : e bove
o Tol ati on o b PR HhupRE R, ba el B R L R B e
may conbi helonféo theédentifind eitCRBsp38&deseriied bdloseintohee detnilt y profil e data

292, for exanple, as d i.bed abqve i.n-relation to.Fig., 4.and Figs,. 5a-5b.
The' rendert og’ BohpaRE 15b4tRay B Bxeriied Rbahiifs {RabtdicetifaRor b5laC S,
exanpl e, Fofe@iple, tRPideseidatibh fidy O cbmparedtd 4 perfisted liktrf2datidlesiont ked above
inrelation to Fig, 6, and 30 generate a persisted ahstraction of {he

ent i t y0pr 6Piites astpriatgdoyith ligmsiorks ThesS Pk CRIBIY @AV Pemsisatiddn a1 OFf g. 6.
The rendexhigy 6PHRA RRatlitbaliBy aﬁf?wv&wyspﬁ% &Du%ﬁ/%éseg& BRarRRE S 8kele, a

representation of the entity profile 304 to ) 306, for exanpie, as
part of t serialiged flafaphierton relationabdmabase @blg egR DIgisten®ty (This persisted st of

PCT/ USO1/ ! £ j : tr of
the enti t o oprartas JEsettEs SR L dr ol B e S B AP e
or anot hebeingperfoimeades@nranethef ndtiwerkodewivani cat i ons net work on whi ch the

configuration nagenent,. nodul e. 284 resides..kFurther, ip addi.tion to . or as
o al Hr nat | ve LB SEORPHIPT e Gp8 ey i St b b Bgnfe ne st
3?6, ht he hﬁt@dﬁrrédb?velﬁ(hmonﬁilﬁi thé Ydentifivation df?&{érﬁt&ﬁ eltbrleRarfiple) £vdrdien rlestifict i on
of the entity profile, 304 as ope or, nor |l es on one or mqre networ
devi cos afonsrhpl 2 serial pumbsrsp  enjtigy Prei%lar © Ry dpRy Rrreptredaalona Bt i | e
may be st gieadfieiohh ThiXeferRsKideatyfid A indiBhte PR dDH 1S bty PRAGIRIB T ized
modul e 284 resides and ot her copies of the entity profile may be stored on
ot her net {We-kparsisiedrly yiotheideyies opsrpronenraaohsHEyorkdevice agbeing thepnesthy a
web tg,se TP server. Storing one or nore files of

9o SChdtehe ve];.'ﬁ{)n ﬁ:@ggh?? P%y K1ET

the abstraction o n profile on one or nore network devices, in
addi tion to st éccongingte imb$tllomang ast 145, it mey bBNSe3lifed phethenibsreceisiechdancy

pr oL ec! O edstbnGAfiSatbl Se s 208t fellrt TeRlonDP TR Rliey MK ol Gne. RBF O7 MOFE

example, persisted entity information for the entity may be accessed from a database or a text
file. This persisted entity information may include a version indicator of the most recent
25  version of the entity profile for the entity. If the persisted version indicator is the same as the
received version indicator, then the method may end because the other device component or
other network device has the most recent version of the entity profile.
Alternatively, if it is determined that the version indicators are not the same, i.e., the
persisted version indicator is greater than the received version indicator, then, in Act 146, it
30 may be determined which combining procedure is to be used to generate the entity profile.
Alternatively, if it is determined in Act 144 that the received identification is valid,
then in Act 146 it may be performed without performing Act 145. For example, a version

indicator may not be included along with the received identification such that Act 145 cannot



devices. Further, these additional copies of the entity profile may provide
faster access to the 15 entity profile, for exanple, by a webgbsgyagy. than
does the DBMS 306, and nay provide |oad bal ancing for- the conmunications
network. TW® HEi¥Pgurati on managenment nodul e 284 may be i MOHEMOL! usi ng
any of a variety of software, firmware.shardware, or any conbination

t hereof. For exanple, the configuration managenent nodul e 284 nay be

i npl ement belparforngd Forttes peihsé 1d@may Be defnedkd BobmaAGcAIB Perfbm2ctd paassy if thd om
Sun M CWSI ens of.f Pal o, A‘M}a Ca, available at:

http:// .Cf’é(\‘?%@ﬁ*“t‘ IG3HAR KrBdbct s/ ej b/ i ndex. ht m, where an EJB sessi on may
be used to i npheBBly FRHRO ocires A b@'ilgec?t%‘keg&%t&ﬁé'gllﬁe rGHile 8R4 LY

profile froma plurality of CPSs. The DBM5 306 may be 1Inp nted using any
of a vari efample, ifmetipd 480 isdsingaseiarmedinresporse th usendaggihg pnedbe gr eSQL,

avai l apl e P g, + Vil at ada. For
t ransgsgt i %%éﬁb%utc\ggéggam a?,%%t égjgﬁfl%h%bgdgﬁ é%}a ﬁeéﬁg%%‘gc&%ﬁf nodul e
284, Javacambialngpeoceduneandyi bei a def{ultpB)ednm\thdtds used dvhehever axaeplogs ontOBs

devel oped_using an APl defiped,for Jgvasoft by _Su rosyst ens, may e
used. Th &%’Eﬁ&g‘ﬁw ™ 862“{9%1?- e&@%??d’ I%V%Wénﬂ'a?ea%ggﬁg %%Fgﬁm%%%?’}m@ééﬁ%d
Cor por at | ®figtwoficdsviadiin @dsponse e theaRiwdk Baditbeids fowdadegnent nodul e 284 may

Create a separéte EJB entity for each entry extracted from one of these
dat abase t abl eSthererRYRRERrecstwenman beused fondifizrsrk sesagtiose Fos gxamplaling o t he

Cont | Br o e R RS 6 D DGR o[ fpe EEb B &

PCT/ USO / mrytiquilar aqobi progpeshremay be need to nohbide nglyoeetainrCREx asakdated with wheet S

and/ or J . Se e where. each JSP or Java servl et corresponds
toar em%ﬁéﬁ%%@ﬁ%ﬁ%&&%é“&%ﬁ%6‘?%@i Cﬁg?mrjf%?list ?%f%ﬁr@fcmlf‘w %he EIB
sessi on destbindgk Balmitmgithé GPSethyt iy be satbirtdtoeknérarithé entets prde, thxanpl e,
usi ng Ren(?%g Met.hod | nnt(F)lvati or‘? (RM1}, Internet Inter-Ob Protocol (110P),
or a conbrnal FONCE MeREgplemmRgy bedsdlatednapi ity and APl provided as part of
the Java | angupg@xarhpls, RfaiRl © thlogtalReredsntfhi2 0xfeshipeas®ble fn RSN b

M crosystens_of Palo Alto, California. 110OP is a standard techni que for

conmuni catiBng AORPIEsaRBrPcedre By detitrthat @lprenfignrationtsels ofithe eOBRBA) obj
ect s. i il | &Ct = Or | i

Formt e o o LRI ANt ln IR/ MO Qrfiihe Pl SALER Al Vo AEAR &P
net wor k dananeRlypyegof ghegurmeyeetlevehcsoroddingllyyto gRMraterad entiGfprafik foeidhnd@migh,es

for provigin t qﬁlmi ti e t r,,AOL € PrOCEeSSEeS Qn _a sane
or differcgﬂn¥ @rligt?%r3§ a%gw ce. ()("P&%gnreg’ %’mss&?a@géﬁdjl*@oﬁhminﬁﬁfsr 1435 ee:
ht t p-20/ whe. detenaedfhethenh probikse kéthmetwdrk devicesdsad by fdhn Sthih &odatitedwyat i on
managenent ., noduke 28 ) y include a presentation |ayer (not shown) to
“communi C%aéuegggﬁ%cgﬁ»yf@gés\,@bor%ém ainer and the one or nore other renote
networlc 15 deRdregample SRS torfdpundifg folTehe SaithGhHyaddfie apRINAae PR tbe TosHsIE
284. Further, the contéguragic%g management nodul e nmay reside on any of a

variety dft r‘?é‘f"%dl@noee & W O%Miiﬁz‘é{ﬁk&%@ﬁi&rmﬂéef@m@m e, a TCD,
conpani OhadeHéters addeblal@RiRYIER bnS&Y ﬁ(@xre’aﬁ?ﬁca@igﬂg?' Ig%lﬁrht w}ﬁéheﬂ)fl-nﬁ Qfnifh has

t el ephony communi cati ons network. Systef 280, and conponents thereof such
as c@dporhsak svopdug cagigualpomve pgarsamuety0ek administrgtob may mph e perticaldr eambiningnar e

. 0., Cladinm | Raty { f . .+ O
ot & applrete ghie ol budy BEHIL RRVORISHIELTR il B RAEcqpihifing °"C ©
el ect ci cqirbgqﬁuagio?mmdombm(rjthe) CB8s msp?mmmtr{bmnsm?mr mﬁordﬁl)g&j’z,ame_ﬁr%g and
conponents, t hereaf nay, .reside, o si machi ng, fox_ ex e, a. or
de g}) oyme ﬁ{et\g%r?c\figymg?t ‘émPgi ’(%d‘fﬁ‘\’g’%g g%ﬁq greﬁe%mnlwa@g@@é épplisationpove
in rel at ipafarh@erfdefine byQhe TRE cBRedpBAdth@fo RRE SATH Wil Kkused t&bbdfigRteih

e
i nterconnected machi nes. For exanple, all of the conponents 284, 286, 290,
204 SAd I6BVoRNAeYEs and ligpayberdstermined whathes yireeproblems wath the netegk deviessedt i on
of these : - . - be di i en
one. oy SRR rPRCHS U AR Rt Gl atkials AR BTN
t he one &mifls €PFachi nes that include the system 280 or 30 conponents
t hereof, the system 280 and/or conponents may reside in one or nore
| ocati ons on the machi nes. For exanple, different portions of the system
280 and/ or conponents 284, 286, 290, 294 and 306 nay reside in different
areas of menory (e.g., RAM ROM disk, etc.) on a conputer. Each of such
one or nore machines may include, anong other conponents, a 2 0 SEP 20p4
WO 01/ 71979



- 43 PCT/US01/ 09011 plurality of known conmponents such as one or nore
processors, a nenory system a disk storage system one or pgrsgmeqgor k
interfaces, and one or nore busses or other internal comunication |inks

i nt er conneWOIMGI¥he vari ous conponents. System 280 is ner ECY/URAL/09011
illustrative enbodi mrent of a system for2generating an entity profile froma
plurality of sets of configuration paranmeters. Such an illustrative

enbodi ment i s Aattwekdeviceoh ivkich thtvmethod 340 éf beingexstutedmay kpplyre pedicufapr t h
bel ow and is .provided nmerely for ill.ustrat.iyv ur pose s.any. vari ety
of ot her %%}P‘Elr?ﬁ W?ﬁﬂgﬁrgﬁﬁf%?ié?wa o FFogiyine AR ! rt‘g'fcﬁ?né P r%ng?epfrﬁ?la I%{wy&o sets
of confi ghdminiseatopasraet ey @nfifaed exgering, a patidubdricombdinifg mpsddara. FBBtherray

fall within the scope of, 08}% or re,o{3 the clains set fqrth ?el ow. |10 Me;
hods 140, natmorkdryios 70, whigh B0t L s DriAg CXFOHISIGRAY & RGBT (S8 and act §

thereof, E{b%a&% 1§\ @dtermliftd adPlecfohith koRbiidfy praeded B 16 B uwd dccording to

respectiv various enbodi nents and variations of these nethods and
acts, i ndtheiedtitylrequesting thatbebntifsiprefile htgenssatpdnthesipatieninghich the spifyer
program pr.oguct ' dj T rdﬁ.glggtP Sh&nal 8 ic.
conput er-P@glgeaﬁlbéﬁg%‘(ﬁ?‘%ﬁeggg" %Egerrrp , a n%lﬁ‘{nvao at alécs:rr ecor%?nba%ﬂrr% ]icum an
i nt egr at egbst)pothérrceitiria, oEamyropnibirestiontheramf. a conbi nati on thereof. Such a

conput er progr ro ma rise c ut er-r.eadabl e. si gnal s, t angi bl
cnbodi d_on {noEAsL G e R S e O ELG S e BOtepr s

i nstrygti ehtspinfn@préeaiiiR!te be agplRartd t1afseQRE conifididtibn(Par@ickrs retiidvatl in Ast 48
result of being executed by a conputer, instruct the conputer to, perform
one or nofegeserateibe pRtity é’&éf)l/l@)r Suchy @1%@@rqoﬁgﬂlnﬁ%?%P¥?n%FﬁﬁWYehfﬁ P’éﬁge on
embodi meng,s, (MAsk ALtANE deNdesTY Ak @R SatiRis hBQ/O8O finclRlifd the RSt HEEBS MAY

be witten in any of a plurality of programm ng |anguages, for exanple,
Java, C opn@hjchonethed 14/ ispeipamerpsmast conbi nati ons thereof. Having now

houl d be_appalas HEACCHEBe S BFLARALRh ohRIGY BRILET, B BRI ARV U1

i 11 usts at ratdevadd ARD148 may frichgle fhst\detegmindenthp sets eftedighyatina pareimetexaripl e

only. Nunerous dif|cation,and, other 2s illustrat.ive enbodi nent.s are

Wi t hin théssgﬁlsfﬁgo“%‘:h hETHY 8?‘31 ﬁWHOPP‘%anCt‘ﬂ%‘%éPF@HﬁY& &8ont@npl at ed
as fal i ngxahgifliapetdifted spactivh rehesentiag e 161, fdr@kimpledieer nhdre pojetts of har
al t hough many of the exanples presented herejn involve és}_i)egli&g%

conbi nat i BRECITICHEEIGERbATL 08f OF WP lahr PRiTRISERINes Of & iR PR AR At P F5d
that thosg.agds 8ih &38aRloB TR petiBYa DPSERARNIPE tHeltnfityner ways to

acconpl i sh the sane objectives. "ACts,” el enents _and features di scussed only
30 i zR0 connect Fertheni the persisted pbefeaction else may idsptifieertily grauphetotherdeyrly to

i nt ended : b | A I h 'f{{ﬁpﬁﬁ bEWkt her,
for the ohgu%ﬁhﬁo&riiety geagﬁéggf&ug"?%ﬂ%f?é%ﬁ |a?reidtd(}ll';F ggngs?(g%:iq?éejb I'n t?le

f ol | owi ngemiphiyasand: tey belamg tosr workagroum tuad thedvarls ghaipl mapi bedong to atdepartmentD

01171979 -44.2 0 SEP 2004 .PCT/ USO1/ 09011 s disclos j .
per f or mi n§°¢ H§ dle%aé'&??% qﬁg*gﬁrﬁg% a%ﬁx?telgpge,i%ﬁ%}he gllctf rﬁ%sece(;%\‘{/1 r é}ﬁﬂ)és?%ﬁ e Zny.
fequi val en%e\:/r\}}ﬁb@@Eovid@lﬂ.OWfteSMNnMyidg&h&d’eooﬁigtehﬁ@%ﬂZ0 oupisppergisted abstractipnshe rﬁCid t e]g
uncti on. at is ained is: 5 EP -4 Al 1. A nethod o
confi gor i ﬁ@rﬁeﬁq%g%ﬁ?&ﬂwg?@%%ﬁ?a%m ﬁ?‘géw%geq?@%f‘g{gg?&wfg@p%ﬂ%ﬁsng to
a first epidylpéi@nfigedated with a comunication network with a value 5 for

is telephony paraneter) wherein the entity is a nenber of a hi erarch%;]aof
entity groups, Atemativelnihe pemsistedabeteaction ag sppiseris Hy eatiborpiiaide 1ot 9l e
medi um t eV t = '

Cur ai | ¢y Sy HEL 8850 AL LR LG Lol e LR HRY dRiad BT SotaboliTg 1

pr ogr amaltheze ity proupy sudnthatreactasbstraction rdpresintiag ofie dfithe eotityigriupa doesmot

net wor k, erei.n cash set. corre nds .to_ either the enti ar e
ont 1 oy ST t ARt FRRIER SRR o CPE contiraiibe 1 pde B8 Goub
configuration pasap@iseito Mask @PS{ Bdsd ideneice thedrt ioh efor&CP8s mey baretdeved, for
t el ephony paraneter; (b) conbjni ng the plurality of seéﬁ o% c%\%i uratl on
par amet er $XtBPIe 57 O8e ShmeFs tablps pf prelationalfatahase, sichas tahiey q3an ein the
entity pr gfaﬁb@se%&[%d 6 @esLiB UboVP iifrehfiof % Figt gur ati ozl paranmeters

i ncludi ng the tel ephony paraneter and conprises) fax each paraneter, a
correspondi ng val ue assigned fromone of the plurality of sets of
co~gvration paraneters, including.the value defined for the tclephouy
paranmeter; end (c) configuring the programmabl e tel ephony device of the
communi cations network using the entity prof:le, 20 2, Tho nethod of claim
1) wherein the act of conbining conprises; for each of the one or nore
configuration paraneters, assiging a value front one of the plurality of
configuration sets to the configuration parancter~




2s ; 3, The method of olaim) wherein the hierarchy is an admnistrative
hi erarchy, and eadh entity group is n group of adm nistrativegestp t2pRs. 4.
The nethod of claim 1, wheaein the hierarchy is a nethOr&Cng(\c{‘go%g ;

hi er ar chy, WQA4783¢h entity group is a group of network deiéRAYWS  The
met hod of claiml, wherein t,~e hierarcB$-is a network user hierarchy, cad
each entity.group is a group of ~ etwork |asers, The nethod of Caim1l,
wherein a flir@ptorblynietgl48meavcidelnde prslering theing lop moreretriryed 6Rfe Atcording tos

network, the.fir. LN edut e -1 Nj , i s
conbi ne tﬁ%gﬁﬁn&%‘a ait’?gmc))efrg}&s:%gsﬁ%% S%ccn irgege%taL{l ? %ﬁﬁ%’gﬁgg@qa%%%%%act
(b) furt hieslommnp WakGroup 2, WhiSiEBel3id} to 4ite Acmmbiing Depdrtrecnp| wirielt bélyngsftoset s
of configurati aranmeters .in accordance wth.t conbi ni n ro re. 7.
the' et ot gt "ERERim B mHBK B oA SEh U TApe o COT ot BB e gL CP
conpr i §i NCHERSndak b8 (CPSRAA] 41, 30, T8 SRIETH fedpectifvelya Tk IGHSs @aafbeldidered from a
communi cations network, and the nethod further conprises an act of: 3(g‘d)

g

sel ect i ngtophevel pf e hiasarshyiorrgbasiont leuielaf ther lprardhy, i ipithe Spllowingwgsring
pr ocedur esg 48: 4706 Jpt hod of claim6, wherein the first comnbining procedure

speci fies"dne’ of nore of the entity groups for which corresponding sets of
confi guration pAayafievaiey af etherairdérings enaydelyierfedpedacpanhedfiAgit 14%ct  (b)

further conpriges:. refrai f rom conbi ni.ng_one. or re..sets of

confi gureat i OnBB%PQgr@E s&l%g’éw l?)efacg'}‘? © H%n%?nyn%fraev@g sgf&% WA ng to .
one ofg t heagipld, by niHigkd$ngSPER iof peiditddy wihafe dach pbsiienrivi the Ng peimsdr e. 9. The
met hod of claim6, wherein a first of C&}’E plurality, of sets of

conf i gur at4SBACtPRTERREEaRIBE thsrorsRmALE % oh @ﬁ@ﬁt%iawr%%ﬁﬁtaf thefPSs

hi er ar chyahde Ve WBER AEH pétlorCiANRY bidEScontRRd BirRGpddingdtegal ity of sets of
configuration paraneters in accordance with the hierarchy, starting wth

the first set berexampleghica? ivntapleri3fdiustating an yxample pho st C(FSspspogiated
Wher o . ‘ y . . def i
Flrst vl pafy 6 Fnlh bh Bl brfilie Sbcing bor A, OB OD0 BPTRI RS, (011 e

a first ue for-’a aneter an nes irst
val ueisas jeratity of dims di.e.yexituies) 23T, witeee ¢ach ehtry oepirésguts atconfigypaticrmransteand a

second of ne, Bk bt o it e UL - ROORAFL Sl AES

conpr i sespara@e@fshbilg 9L [Aescribed hbs@tin eflationrth Fid 3atHop Bx paple eatriss 23 23i5gmidng
e LSt L0 Lhe, L el OB AU Pl BorATRL ot A melag Lhe 11 S
second  setorRkp&GfNhiefiHeab ARd DRIraRES ety artl hti& 7481 4Al P95 ta9BoREsiodd kY t he
second val ue It)o the first configuration paraneter in .

20  entries 95 and 97, respectively. Further, each entry may include a plurality of fields
corresponding to the configuration parameter. For example, each field may correspond to one
of the fields of one of the tables 62, 72, 82, 92 and 106 of database schema 60 described
above in relation to Fig. 3.

Each entry 231 may include a CS ID field 232, a level field 234, a CSP ID field 236, a

25  name field 238, a value field 240, a final field 242, an aggregable field 244 and one or more
other fields 246.

As illustrated by table 230, the list of CPSs does not include any sets corresponding to
level 2. The lack of level 2 CPSs may result for a variety of reasons. For example, the entity
may not belong to any level 2 entity groups or no CPSs may have been defined for the entity

30  group of level 2 to which the entity belongs. .

The CS ID field 232 may specify a unique identifier of the CPS to which the
parameter identified by field 236 belongs. The value contained in CPS field 232 may be a
number or string or other data type that uniquely identifies a CPS. Level field 234 indicates



' ' the final
2 0 SEP 2 _47. response to the first val ue being marked as _
val ue forp?r;e first configuration parameter. 11. The nmethod of claiml,
wherein a first of the plurality of sets of configuration pazG8EPe2084

i j i i i Fpﬂ fines the
defines a Wwaei/yal ue for a first configuration paraneter [ ggog
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aggregable value for a parameter having a name specified by field 238. Fields 242 and 244
15 will be described in more detail below in relation to Act 150 of method 140 and method 170.
Such a list as illustrated by table 230 may be implemented using any of a variety of
data formats é.nd data structures, for example, an abstraction such as an array of records, an
object or other data structure. |
Returning to Fig. 4, in a next Act 150, the retrieved sets of configuration parameters

26 may be combined in accordance with the combining procedure determined in Act 146 to
produce an entity profile for the entity. As described above, any of a variety of combining
procedures may be used to combine CPSs to produce an entity profile.

Figs. 5A-5B are a flowchart illustrating an example of a method 170 of combining a
plurality of CPSs in accordance with a combining procedure to produce an entity profile.

25 In Act 172, a next CPS, for example, a first CPS, associated with the entity may be
accessed. For example, if the CPSs are ordered according to the hierarchy, a CPS
corresponding to the next highest level of the hierarchy may be accessed, e.g., by accessing an
entry 64 of configuration set table 62.

Alternatively, as described above in relation to Act 148 of method 140, the retrieved

30 sets of configuration parameters may be ordered in a list, for example, in tabular form as

illustrated in Fig. 7. Thus, Act 172 may include accessing an entry of Table 230
corresponding to a next CPS. -
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retrieved for this parameter from CPS 167 (see entry 233).

If it is determined that a value has been previously assigned to this parameter during
execution of the combining procedure, then, in Act 180, it may be determined whether the
previously assigned value is a final value for this parameter. A final value fora parameter is a

20 value assigned to the parameter as part of the current combining procedure which cannot be
overridden by any later values retrieved for the parameter during execution of the combining
procedure.

Ifit is determined in Act 180 that the previously assigned value for the parameter is a
final value for the parameter, then the value of the parameter is not changed and Act 174 is

25  performed as described above. For example, entry 233 defines the value “A.exe, B.exe,
C.exe” for CPS 167 as being a final value for the parameter CORE_APPS. Accordingly, if
the current CPS is set 022 and the current parameter is the parameter CORE_APPS (see entry
239), Act 180 would determine that the previously retrieved value, “A.exe, B.exe, C.exe” for
parameter “CORE_APPS” is a final value, and then Act 174 would be performed without

30  changing the value of CORE_APPS.

+ Alternatively, if it is determined in Act 180 that the previously assigned value is not a
final value for this parameter, then, in Act 182, the value defined for this parameter is
retrieved from this configuration set.



10! 1- 9%4LI1 "10% u& ()- 10% u& ()-!10% u& ()-Y10% u& ()- "10% u& ()- 10
10DDFFHH z[ 9HC 10! @ %40%Bu3u&’ ()- &F10% u& ()-! &$10%u=u& ()-
8&$10% & ()-! #U &$10%PuPu& ()-! &$10%83& () -1 JK_MMLNNNz[ <1€018ER 200499 @

 10%ug (/&,@@@1?{; U& ()-z(MPALO% u& ()- ! ((mA0%IUE ()- !; (peARdmhe& O -

, % $109 NNNNNNNOnNC 10 10-u99@ 10%
@#10%&' ()-S10%& ()-1"310%&' ()-109%& ()=t#10%' ()- 10-u 10- uOPQSSTTVWUI3SNC 10
F1Y@%4d0%++& PY@94,Q90U& () -1 Yol 0u& () -! (YYXdO%& ()-!1YYH0%&R ()-!
= 1%&- ()-yVi xam%eii ghwfr%@msw@-q_ ) e)curg]_egt é%mneterfisthe pa(ra)tmeter
10s7" 10%&x £ 518%&1( RO
F1Y@¥10%& ;‘ 310%& I%“ 3M'1:4L%§/&' (ééelo%@%%% 10%& () gb} %m@sly
VAV ] ]adagn@valh@ S8 Gementny. 2§#1mh defined B9 o@n-fipala Pctogiingly, tHs hOsR' () -

$1008 (e B AN O 101 40,305 SN 15 BB Ly 077

@ #16% &eteved.10% & () - 10% & () - Jo% & ()-G@&10% & () - [#10% & ()-: " aGsce)
9YNCO !'1!, Y(#1 'V & Yq/ 0%, & ()-LLG% G’/&O%&'

![10% & ()- zy( é)AC la%'éﬁ}‘*‘ggﬂw ‘%ﬁ?ﬁ/gﬁgh& b1y assigned Qﬂ“e

3YY0% Agr this M&Y&@Q gfﬁgrééabw 10 %tke fora'hadifibtér i )agér\:-g’aﬂlelﬁ Werbaftel a98RBEeceeebC

0
has been assigned to the parameter as part of the current combining procedure, & value defined

by another CPS for the parameter may be aggregated (i.e., added) to the value already
10  assigned to the parameter.

If it is determined in Act 184 that the previously retrieved value for this parameter is
aggregable, then, in Act 186, the value for this parameter retrieved from this CPS may be
aggregated with the previously assigned value for this parameter.

For example, if the current CPS is set 022 and the current parameter is the parameter

15 named FEATURE_APPS (see entry 241), then the value “T.exe, U.exe, V.exe” would be
aggregated (i.e., added) to the value “S.exe” deil*'med by CPS 167 and previously assigned to
this parameter. This aggregation would be performed because CPS 167 defines the parameter
FEATURE_APPS as an aggregable value. o

If in Act 184, it is determined that the previously retrieved value for this parameter is

20  not aggregable, then in Act 188, the previously retrieved value is replaced or overridden with
the just-retrieved value. Thus, the value defined for this parameter by the current CPS
overrides the value previously assigned this parameter from another CPS.

F or example, if the current CPS is set 077, and the current parameter is the parameter
CALL_CONTROL_PROTOCOL (entry 245), then this parameter would be set equal to

25  “H.323” because the value “SIP” previously assigned to this parameter is defined by CPS 167
as non-final and non-aggregable. Thus, the value “H.323” defined by set 077 of level 1 (e.g.,
network user level) overrides the value “SIP” defined by set 167 of level 4 (e.g., ériterprise '
level).

Returning to Act 178, if it is determined in Act 178 that a value has not been

30  previously retrieved for this parameter, then in Act 183, the value defined for this parameter
may be retrieved from this CPS.
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L) 10%&5 () 'Cl_ldrél‘ft [C‘I’Sﬁ@bﬁﬁﬂa@%@et 0¥7 and the current parameter is the parameter .
CALL_CONTROL_PROTOCOL (entry 245), then because the CPS 077 defines this value as
being a final value in field 242, the assigned value for this parameter may be marked as being
final. After Act 196, Act 174 may be performed as described above.
Ifin Act 190, it is determined that the current CPS does not define the value for this
15  parameter as being a final value for the parameter, then in Act 192, it may be determined
whether the current CPS defines the value for this parameter as an aggregable value for this
parameter, for example, by accessing field 244 of an entry 231 of table 230.
If it is determined in Act 192 that the current CPS does not define the value for this
parameter as being aggregable, then the value is not marked as such and Act 174 is performed
20  asdescribed above. For example, if the current CPS is set 167 and the current parameter is
the parameter CALL_CONTROL_PROTOCOL (entry 237), then because aggregable field
244 defines the parameter to be non-aggregable, the value “SIP” is not marked as being
aggregable and then Act 174 is performed as described above.
If it is determined in Act 192 that the current CPS does define the value for the current
25  parameter as being an aggregable, then, in Act 194, the retrieved value for this parameter is
marked as an aggregable value, for example, by setting a flag. For example, if the current
CPS is set 167 and the current parameter is the parameter FEATURE_APPS (entry 235), then
because aggregable field 244 defines the value to be aggregable, the value “S.exe” is marked
as being aggregable.
30 Method 170 may include additional acts not illustrated as part of Figs 5A and 5B. For
example, after retrieving a value defined for a current parameter in either Act 182 or Act 183,
it may be determined whether the retrieved value is defines as having mobility (i.e., being

mobile) by the current CPS. Such a determination may be made by accessing mobility field
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1098 ( )specifiodlly, (dore ﬁam‘me fWtwoshaddnasg) of the communications network. A user may be
considered mobile because a user may be capable of logging in to a communications network

from a plurality of network devices. A stationary entity is an entity associated with only one
10 network device of the network device. For example, a network device is a stationary entity.
If it determined that the retrieved value is mobile, then method 170 may proceed onto
‘ Act 184 or Act 188, respectively, as described above.

Alternatively, if it determined that the retrieved value is not mobile, then it may be

determined whether the value is being defined for a stationary entity, for example, a network
15  device, or for a mobile entity, for example, a user. .

If it determined that the value is being defined for a stationary entity, then method 170
may proceed onto Act 184 or Act 188, respectively, as described above.

If it determined that the value is being defined for a mobile entity, then it may be
determined if the mobile entity is currently using a network device assigned to the mobile

20  entity or another network device of the communications network not assignéd to the mobile
entity. It may be the case that the mobile entity is not assigned to any network device, in
which case, because the value is defined as non-mobile, the value may not be assigned to the
current parameter, and method 170 may proceed to Act 174. _

Further, if it determined that the mobile entity is not using a network device assigned

25  to the entity, then the retrieved value may not be assigned to the current parameter, and
method 170 may proceed to Act 174.

For example, some applications should be able to configure any network device that a
user is using, and thus should be defined as mobile. However there are types of configuration
parameters that the user would not want to be mobile. For example, volume or screen contrast

30  typically are specific to a combination of a device, user and/or environment. A user would
most likely use a different volume setting for a first type of device in a noisy lab than they
would for the same type of device in a quieter office. Similarly, contrast may be highly

dependent upon the lighting of the environment the device resides in and the specific user’s
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CORE_APPS may be assigned a value “A.exe, B.exe, C.exe” and marked as final, the
parameter FEATURE_APPS may be assigned a value “S.exe” and marked as aggregable, and
10  the parameter named CALL,_CONTROL_PROTOCOL may be assigned a valﬁe of “SIP.”
Next, in Act 172, CPS 022 may be accessed from Table 230. Next, in Act 174 it may
be determined by accessing entry 239 that CPS 022 defines the value “D.exe” for the
parameter “CORE_APPS.”
In following Acts 178 and 180, it may be determined that the value “A.exe, B.exe,
15 C.exe” has already been assigned to the parameter CORE_APPS and that this value has been
marked as final. Accordingly, the value of the parameter CORE_APPS remains equal to
“A.exe, B.exe, C.exe.”
Accordingly, in the next Act 174, it may be determined by accessing entry 241 that
CPS 022 defines the value “T.exe, U.exe, V.exe” for the parameter FEATURE_APPS. By
20  applying Acts 178 and 180, it may be determined that the parameter'FEA'I'URE__APPS had a
previously assigned value, but that this previously assigned value was not a final value for this
parameter.
Next, in Act 182, the value “T.exe, U.exe, V.exe” may be retrieved from field 240. In
a following Act 184, it may be determined that the previous value assigned to this parameter,
25  “S.exe,” was marked as aggregable. Accordingly, in Act 186, the value “T.exe, U.exe, V.exe”
may be aggregated to the value “S.exe” to produce the value “S.exe, T.exe, U.exe, V.exe” for
the parameter FEATURE_APPS.
Next, by applying Acts 190 and 196, the new assigned value for FEATURE_APPS
may be marked as being final, for example, by setting a flag.
30 Next, in Act 172, CPS 077 may be accessed from Table 230. By applying Acts 174-
180, it may be determined by accessing entry 243 that CPS 077 defines the value “W.exe,
X.exe” for the parameter FEATURE_APPS, but that the value “S.exe, T.exe, U.exe, V.exe”
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. 245, the previous value of “SIP” for parameter CALL_CONTROL_PROTOCOL, defined by
5 CPS 167, may be overridden and replaced by the value “H.323” defined by CPS 077.
As a result, as illustrated by text file 260 of Fig. 8, the resulting entity profile may

include the following parameters have the following values: bORE__APPS = “A.exe, B.exe,

C.exe;” FEATURE _APPS =“S.exe, T.exe, U.exe, V.exe;” and

CALL_CONTROL_PROTOCOL = “H.323.”

10 An abstraction of this entity profile may be stored on a volatile recording medium in
local memory. Such a memory representation may be implemented according to the type of
the application (e.g., a software application written in C, C++ or Java) performing method
140.

Method 140 is merely an illustrative embodiment of a method of combining a plurality

15 of CPSs in accordance with a combining procedure to produce an entity profile. Such an
illustrative embodiment is not meant to limit the scope of any of the claims set forth below
and is provided merely for illustrative purposes, as any of a variety of other methods of
combining a plurality of CPSs in accordance with a combining procedure to produce an entity
profile, for example, variations of method 170, may fall within the scope of one or more of the

20  claims set froth below.

Returning to Fig. 4, after the performance of Act 150, next, in Act 152, the entity
profile may be persisted. As used herein, the term “persist” and derivations thereof mean to
store on a non-volatile recording medium. The entity profile may be persisted using any of a
variety of techniques. |

25 Fig. 6 is a flow chart illustrating an example of a method 210 for persisting the entity
profile.

In Act 212, the location at which to persist an abstraction of the entity profile may be
determined. For example, such a location may be specified as a uniform resource locator
(URL) or another type of location indicator. Such a URL may be determined from a plurality

30  of attributes uniquely identifying a network device. For example, the URL may be a
combination of a domain name and possibly a path that specify a network device or a .

particular directory on the network device.
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to be persisted. For example, the entity profile may be persisted in a text file as text, where
5 thetext may be a plurality of name/value pairs representing the configuration parameters and
values determined by method 170, or may be persisted as an extensible markup language
(XML) document or an object (e.g., a Java Bean) of an object-oriented database, or as any of a
.variety of other data structures. . ]
In a following Act 216, the rendering procedure may be applied to the entit;;' profile to
10 produce the abstraction to be persisted, and in Act 218, the produced abstraction may be
persisted at the location determined in Act 212. For example, in Act 216, applying the
rendering procedure may produce text file 260 of Fig. 8 which may be stored at the 1ocati6n
determined in Act 212.
In a next Act 220, a serial number or other version i_ndicator of the entity profile may
15 be updated. For example, the serial number of the entity profile before method 140 was
performed may have been an integer, and Act 220 may include adding 1 to the integer.

Ina followlng Act 222, the serial number may be stored i in a data structure that also
includes an identification of the persisted abstraction of the entity profile and the location of
the persisted abstraction. For example, a relational database that includes a plurality of

20  entries, each entry corresponding to an entity, may be provided. Each entry may include a
field storing a unique identifier of the entity, a field storing an identification of the persisted
abstraction of the entity profile, a field storing the location of the persisted abstraction, and a

- field storing the serial number of the persisted abstraction. Other data structures may be used
to store the serial number, location and identification of the persisted representation.

- 25 The order of the acts performed as part of method 210 is not limited to the order
illustrated in Fig. 6, as the acts may be performed in other orders. For example, Acts 214 may
be performed before Act 212. Further, one or more of the acts of method 210 may be
performed in series or in parallel to one or more other acts. For example, at least parts of Acts
212 and 214 may be performed in parallel.

30 Method 210 is merely an illustrative embodiment of a method of persisting an entity
profile. Such an illustrative embodiment is not meant to limit the scope of any of the claims

set forth below and is provided merely for illustrative purposes, as any of a variety of other
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146 and 148 may be performed in parallel,

Method 140 is merely an illustrative embodiment of a method of generating an entity
profile from a plurality of sets of configuration parameters. Such an illustrative embodiment
10 is not meant to limit the scope of any of the claims set forth below and is provided merely for
illustrative purposes, as any of a variety of other methods of generating an entity profile from
a plurality of sets of configuration parameters, for example, variations of method 140, may
fall within the scope of one or more of the claims set froth below.
Methods 140, 170 and 210 are described above for generating an entity profile from a
15 plurality of CPSs corresponding to entities and entity groups of a same hierarchy. However,
two or more CPSs corresponding to entities or entity groups of different hierarchies may be
combined to_pfoduce an entity profile. _
For example, an employee from a sales department may sit down at a TCD in the
engineering department and successfully login to a communications network. A plurality of
20 CPSs associated with an administrative hierarchy to which the employee belongs, which
includes a CPS corresponding to the sales department, but not the engineering department,
may be cdmbined to produce an entity profile for the employee. Further, a plurality of CPSs
. associated with a device hierarchy to which the TCD of the engineering department belongs
may be combined to produce an entity profile for the TCD. A simiiar example may involve
25 anemployee ofa first enterprise logging onto a personal computer of another enterprise. A
plurality of CPSs associated with an administrative hierarchy to which the first enterprise, but
not the second enterprise, belongs may be combined to produce an entity profile for the
employee. Further, a plurality of CPSs associated with a device hierarchy to which the
personal computer of the second enterprise belongs may be combined to produce an entity
30 . profile for the personal computer.
In either case, the employee entity profile and the device (TCD or personal computer)
entity profile may be combined to produce a resulting entity profile. Combining may include
merely aggregating parameter/value pairs from the two éntity profiles, or may include
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the network device may be pro grammed such that the first value defined for a parameter
cannot be overriddén, or such that the last value configured for the value has precedence.
10  Other techniques for determining which value has precedence may be used.

Any of a variety of systems may be used to generate an entity profile from a plurality
of CPSs. Fig. 9 is an example of a system 280 for combining a plurality of CPSs to produce
an entity profile.

The system 280 may include a configuration management module 284 and a database

15  management system (DBMS) 306. The configuration management module 284 may include a
configuration control component 286, a combining component 290 and a rendering
component 294,

The configuration control component 286 may receive ent1ty info 282 and access

DBMS 306 using an entity ID 296 to retrieve persisted entity info 298. The received entity

20  info 282 may include a variety of information about an entity. For example, as described
above in relation to Act 142 of method 140, the entity information may include an
identification of the entity, such as a unique identifier, as well as a version indicator (e.g.,
serial number) indicating a version of an entity profile associated with the entity.

The entity information 282 may be received from a first network device, and the

25  configuration management module 284 may reside on a second network device.
Alternatively, the entity info 282 may be received from another module of a network device
on which the configuration management module 284 resides. In either scenario, the entity
info 282 may be received to determine whether the entity information is the most current
entity information. Specifically, the entity information 282 may be received to determine if
30 the version of the entity profile included in the entity information 282 is a most recent version
of the entity info.

In response to receiving the entity info 282, the configuration control component 286

may retrieve persisted entity information 298 from DBMS 306. For example, the
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+3%0%0& () -yl A3 0V (dathanta 108 assr il b of more of the tables 62, 72, 82, 92
and 106 dc;,scribed above in relation to Fig. 3 and may include other relational database tables,
such as a table including a plurality of entries, where each entry corresponds to an ehtity or an
10  entity group, wherein one of these entries may correspond to the network entry identified by
the entity ID 296.
The configuration control component 286 then may compare the persisted entity info
298 with the received entity info 282. For example, the configuration control component 286
may compare the version indicator (e.g., serial number) of an entity profile included with the
15 persisted entity info 298 to the ;»fersion indicator included within the entity information 282. If
the versions are the same, then the configuration control component may send an indication to
the other module or network device that sent the entity information 282 indicating that the
other module or network device has the most recent version of the entity profile.
Alternatively, if the versions are not the same, then configuration control component
20 286 may be configured to send a create entity profile instruction 288 to the combining
component 290.

- The combining component 290, in response to receiving instruction 288, may use
entity ID 296 to extract one or more CPSs 302 from DBMS 306. For example, the combining
component 290 may be configured to perform Acts 146-150 as described above in relation to

25  Fig. 4 and Figs. 5a-5b. The combining component 290 then may combine the one or more
CPSs 302 to produce the entity profile data 292, for example, as described above in relation to
Fig. 4 and Figs. 5a-5b. '
The rendering component 294 may receive the entity profile data 292, for example, a
memory representation of the entity profile 292 described above in relation to Fig. 6, and
30  generate a persisted abstraction of the entity profile 304, for example as described above in
relation to Fig. 6. ‘ .
The rendering component 294 may be configured to store the persisted representation
of the entity profile 304 to the DBMS 306, for example, as part of the configuration data 308,
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For example, a copy of the entity profile may be stored on the network device on which

configuration management module 284 resides and other copies of the entity profile may be
stored on other network devices of the network. These copies may be accessible by a web
10  server, for example, an HTTP server.

Storing one or more files of the abstraction of the entity profile on one or more
network devices, in addition to storing the abstraction in the DBMS 306, provides redundancy
protection in case the DBMS 306 fails or becomes unavailable to one or more network
devices. Further, these additional copies of the entity profile may provide faster access to the

15  entity profile, for example, by a web browser, than does the DBMS 306, and may provide
load balancing for the communications network.

The configuration management module 284 may be implemented using any of a variety
of software, firmware, hardware, or any combination thereof. For example, the configuration
management module 284 may be implemented using Entérprise Java Beans (EJBs) as part of

20  Javasoft from Sun Microsystems of Palo Alto, Ca, available at:
http://www.javasoft.com/products/ejb/index.html, where an EJB session may be used to
implement components 286, 290 and 294 and generate an entity profile from a plurality of
CPSs. The DBMS 306 may be implemented using any of a variety of database management
software, for example, PostgreSQL, available from PostgreSQL Inc. of Wolfville, Nova Scotia,

25  Canada.

. For transactions between the DBMS 306 and the configuration management module
284, Java database connectivity (JDBC) may be used, for example, JDBC developed using an
API defined for Javasoft by Sun Microsystems may be used. The JDBC may be implemented
by the database vendor (e.g., Oracle Corporation). Accordingly, the configuration

30 management module 284 may create a separate EJB entity for each entry extracted from one
of these database tables. _

To communicate with other network devices external to the network device on which

the configuration management module resides, the configuration management module may
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may transact with the EJB session described above using any of a variety of techniques, for
example, using Remote Method Innovation (RMI), Internet Inter-Orb Protocol (IIOP), or a
5 combination thereof. RMI is a capability and API provided as part of the Java language, for

\

example, provided as part of Javasoft from Sun Microsystems of Palo Alto, California. IIOP
is a standard technique for communicating with Common Object Request Broker Architecture
(CORBA) objects. CORBA is a technology for defining obj ect-oriented interfaces to remote
objects that provide functionality on a different machine (i.e., network device) or process.

‘10 Accordingly, RMI and IIOP are technologies for providing remote communications between
two or more processes on a same or different network device. For more details regarding
RMI and TIOP, see: http://www.j avasoft.com/products/rrhi-iiop/index.html.

The configuration management module 284 also may include a presentation layer (not
shown) to communicate between the web container and the one or more other remote network
15 devices transacting with the configuration management module 284.
Further, the configuration management module may reside on any of a variety of
.nctwork devices of a communications network, for example, a TCD, companion device TCD |
deployment server, or combination thereof of a telephony communications network.
System 280, and components thereof such as components. 284, 286, 290, 294 and 306,
20  may be implemented as software (e.g., C, C++, Java, ora combination thereof), hardware
(e.g., one or more application-specific integrated circuits), firmware (e.g., electrically-
programmed memory) or any combination thereof, System 280 and components thereof may
reside on a single machine, for example, a TCD or deployment server of a telephony
communications network as described above in relation to Fig. 1, or may be modular and
25  reside on multiple interconnected machines. For example, all of the components 284, 286,
290, 294 and 306 may reside on a TCD or a deployment server, or any combination of these
components and sub-components thereof may be distributed between one or more TCDs and
one or more deployment servers.
Further, on each of the one or more machines that include the system 280 or
. 30  components thereof, the system 280 and/or components may reside in one or more locations
on the machines. For example, different portions of the system 280 and/or components 284,
286, 290, 294 and 306 may reside in different areas of memory (e.g., RAM, ROV, disk, etc.)

on a computer. Each of such one or more machines may include, among other components, a
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: , System 280 is merely an illustrative embodiment of a system for generating an entity
5  profile from a plurality of sets of configuration parameters. Such an illustrative embodiment
is not meant to limit the scope of any of the claims set forth below and is providgd' merely for
illustrative purposes, as any of a variety of other systems for generating an entity pfoﬁle'from
a plurality of sets of configuration parameters, for example, variations of system 280, may fall
within the scope of one or more of the claims set forth below.
10 "~ Mehods 140, 170 and 210, described above in relation to Figs, 4-6, and acts thereof,
including Acts 142-152, Acts 172-196 and Acts 212-222, respectively, and various
embodiments and variations of these methods and acts, individually or in combination may be
implemented as a computer program product tangibly embodied as computer-readable signals
on a computer-readable medium, for example, a non-volatile recording medium, an integrated
15  circuit memory element, or a combination thereof. Such a computer program product may
comprise computer-readable signals tangibly embodied on the computer-readable medium,
where such signals define instructions, for example, as part of one or more programs, that, as
a result of being executed by a computer, instruct the computer to perform one or more of the
methods or acts described herein, and/or various embodiments, variations and combinations
20  thereof. Such instructions may be written in any of a plurality of programming languages, for
example, Java, C or C++, or any of a variety of combinations thereof,
Having now described some illustrative embodiments of the invention claimed below,
- it should be apparent to those skilled in the art that the foregoing is merely illustrative and not
limiting, having been presented by way of example only. Numerous modification and other
25 illustrative embodiments are within the scope of one of ordinary skill in the art and are
contemplated as falling within the scope of the claims set forth below. In particular, although
- many of the examples presented herein involve specific combinations of method acts or.
system elements, it should be understood that those acts and those elements may be combined
in other ways to accomplish the same objectives. Acts, elements and features discussed only
30 in connection with one embodiment of a system or method are not intended to be excluded
from a similar role in other embodiments. Further, for the one or more means-plus-function

limitations recited in the following claims, the means are not intended to be limited to the
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69} " ?K7 the communications network comprising & computer-readable medium, the méthod
comprising acts of:
(2) retrisving from the computer-readable medium a plurality of sets of
corfiguration paraméters for configuring & programmable telephony communication
6 device of the communications network, wherein cach sct cdrrcsponds to cither the entity
. Oréne of the entity groups, and wherein cach eet defines a value for at least one
-' contfiguration parameter and at least one set defines a value for a telephony psrameter;
(b) combining the plurality of sets of configuration parameters to produce an
entity profils for the first entity, wherein the eatity profile comprises one or more
15 configuration parametery including the telephony parameter and comprises, for each
parkmeter, a corresponding value assigned from one of the plurality of sets of
configuration parameters, including the value defined for the telephony parameter; and
(c) '.conﬂguting the programmable telepliony device of the cqﬁxmunications
netwvork using the entity profile,
20
2, The method of claim 1, wherein the act of combining comprises:
for each of the one or more configurition parametars, assigning a value from one

of the plurality of configuration sets 1o the configuration parameter,

25 3, The method of olaim], wherein the hierarchy is an administrativg hicrarchy, and
" eadh entity group is a group of administative entities. " '

4, The method of clajm 1, wherein the hierarchy is a network device hicrarchy, and
esdh entity group is a group of network devices.

30 _
5. The methad of claim 1, wherein the hierarchy is a network user hierarchy, and

each entity group fs a group of netwarlk: users.

6. The method of claim |, wherein a fifst combining procedure is accessible on the
communications network, the first combining lprpeeduse defining a procefiure by which to '
combine the plurality of sets of configuration pasameters, and wherein act (b) further compn'.ses:'.
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' comtiining the plurality of sktq of configuration paramegers in accordance with the

'combining procedurs,

7. The method of claim 6, whé}.‘eh a plurality fofcoinbim’n’g procedurcsi,' comprising
‘s the firt combining procedure, are avalable ém the .can@u:ﬁcat’-lons network, and the
method flurther comprises #n act oft ‘
(d) sellecting the first combiding procedure from thie Pluality of combining |

procedures. .

{6 B Themethod of olaim 6, whierin tha fitst cofbining prodedure specifies ons or
more af the c;itﬂ'y groups for which éoxraspbdding dots of configuration parameters arc
. hotto be combined, and wharsin act ) fuxtherféomprises:
refeaitiing from combining orte or'morg aets of configuration parameters, each of
the one or more sets coxrespondlngl td ohea of the entity groups sgccified by the first

1S combining provedure.

2. The method of claim 8, wheircinia first of the plurality of sets of configuration

prrameters corresponds to a highest ehtity group of the hierarchy. and wherein act (b)
~€omprises: _ ' | -

20 combining the plurality of setsiaf configuratidn parameters in ;ccordance with

* the hierarchy, starting with the first sef of canﬁkguntipn'panmetcm.

0. The method of clajm I, wheteih 4 first of the plurality of sats of configuration
paramelers defines 1 first valus for a fitst; configratiqn parameler and dafines the frst
25 value as Being A final value for the firgt cpnﬁgufntiori parameter, ahd 2 ¢econd of the
p urah'ly'of Sets.of configurarion Pararmietérs defines a jsecond valué for the first
configuration pefameter, wherein act.(q') éorﬂpxiges:
~ accessing! the first.ser of configyration pdrameters;
assigningithe first valuc to the first configuratidn par'ametérf and marking the first
30 valué as a final vlue for the first configuration parameter;
accessing the second gat of configyration pgnb‘:erers; and )
mﬁ-ainlnéfﬂom assigni:ig the sedorid valyo to the first configuration parameter in

AMENDED SHEET
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accessing the first set of copﬁgu:alioq pararmneters;

assigning the first value to th first configuration
value a3 sggregable;

10 parameter and marking the first

accessing the second; set of cdnﬁguratiogi patameters; ang
in resgonse to the first value teing maikad ad nggrepable;

value to the firat value to produce an hgpregatad value and assigg
- value to the first configuration parambter.

aggregating the second

ing the aggregated
Is

12 " The mqt,-hod of claim 1, ﬁher&ln B first bf the [plurality of sets of configuration
p:lb!rainctcts defihes a first value for a flrse configuratibn pmm:ltc;'. and a second of the
plurality of sctsiof configuration pararielers defines 4 second value for the first

20 l:t:bnﬂgu_ration Parameter, whetein act (b) ‘comprises:

accessing the first get of confighration parameters; '

assigning the first value to the firdr configiration parameter;

accessing the second sét of configuration parameters; and

overridi'ug the first vajue by u‘s"gnmg the second value to the first conﬁgun’ztion"

25 paramcter. '

13,  The method of claim 1, wherein/the programmable telephony cozrimunications |

. deviceisa leleplione connected to the dommunications network.

30 14 Themethiod of claim 1, wherafn fthe entity is a.us

er of the pgt‘ogmmmable
telephony commurication device,

AMENDED SHEET
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are stored iri ;a relational database cin the cormputer-readable medium, and act (u)
comprises;

Bccesfing the rehti_émal ditahaise to rktrieve the plurality of sets of configuration
§  pammcters. ' '

' 16.  The method of cleirh 1, whet=ih ths value deﬁncd_by thé telophony paramater is a

call control protacol to be used by the programmable tetebhpny communjcation device to
zonteo] a telephone call,

10

17, The méthod of chum 15, whelein the pmgrunmablc relq'vhony communication
device is adaptnd for cantrolling a telkphone cal] using at least ane of the following call
control Protocdls: Sessian In)tation Brotocol, H.323, The Media ~Jateway Control
* Praotecol, The ?é(cgaco H.248 Pratoco}, ind the Skingy Station Prbtocol. (support for
1S, these aq:gndmlc:ixts from clajrhs 18 and 1:9 can be found on paga l}O, lines 28-33).



