-1 SYSTEM AND METHOD FOR ELECTRONI C STORAGE, AND RETRI EVAL OF

AUTHENTI CATED ORI G NAL DOCUMENTS BACKGROUND 5 These inventions relate to
systens and net hods for providing a verifiable chain of evidence and
security for the transfer and retrieval of docunents and other information
objects in digital formats. The continuing evolution of the nethods of
commerce is evident in the increasing regplacenent of paper-based

comuni cations with el ectronic comuni cati ons. When 10 comuni cation is by
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a party to a deal or transaction. The traditional I|egally accepted nethods
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t he documents and other information objects, and that advantageously utilizes an asymmetric
cryptographic system to help ensure that a party originating an information object is
20 electronically identifiable as such. This system is one aspect of the methods and apparatus for
secure transmission, storage, and retrieval of information objects that are described in US
Patents No. 5,615,268 and No. 5,748,738, both to Bisbee et al,, and in U.S. Patent Applications
No. 09/072,079 filed on May 4, 1998, and No. 09/452,928 filed on December 2, 1999, both by
Bisbee at al. These patents and applications are expressly incorporated by reference in this
25 application.
As an initial matter, it will be helpful to understand the following terminology that is
common in the field of secure electronic commerce and commumications.
"Public key cryptography (PKC)" uses pairs of cryptographic "keys", each pair having 2
private (secret) key and a public key, that are associated with respective registered users. The
30 public keys are published for anyone to use for encrypting information intended for the
respective users. Only the holder of the paired private key can read information, i.e., an

electronic document or more generally an information object, that was encrypted using the



-2 respective public key. Conversely, an el ectronic docunent that is
"digitally signed" using a wuser's private key can be verified as that
user's by anyone who knows the user's public key. The encrypt and decrypt
functions of both keys are truly "one-way", nmeaning that no one can
determ ne a private key fromthe correspondi ng public key, and vice versa,
whi ch in popular 5 PKC systens is due te2the fact that, at |least currently,
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20 A "holographic signature” means a handwritten signature. A "digitized holographic

signature” means a handwritten signature that has been captured elecironically, e.g., by using a
stylus pad or scanner to create a bit image of the holographic signature. |
A "digital signature" is an unforgeable data element, which asserts that the user(s)
corresponding to the digital signature wrote or otherwise agreed to the contents of an electronic
25 document or other information object to which the digital signature is appended. A digital
signature is typically created by "hashing” the electronic document, encrypting the resulting
hash (integrity block) using the user's private (secret) key, and appending the encrypted hash to
the electronic document.
An "authentication certificate” is an unforgeable digitally signed data element that binds
30 awuser's public key to the user's identity information and that advantageously, but not
necessarily, conforms to the international standard X.509 version 3, "The

Directory-Authentication Framework 1988", promulgated by the International



Di rectory-Aut henticati on Framework 1988", pronul gated by the International
-3 Tel ecommuni cations Union (I TU). Each authentication certificate includes
the following critical information needed in the signing and verification
processes: a version nunber, a serial nunber, an identification of the
Certification Authority (CA) that issued the certificate, identifications
of the issuer's hash and digital signatdl-e algorithnms, a validity period, a
unique 5 identification of the user who owns the certificate, and the
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25 A unique DN is formed by concatenating naming specific information (e.g., country, locality,
organization, organization unit, e-mail address, common name}.

Certificate extensions can also be used as a way of associating additional attributes with
users or public keys, and for managing the public key infrastructure certificate hierarchy.
Guidance for using extensions is available in the recommendations of ITU X.509v3 (1993) |

30 ISO/IEC 9594-8:1995, "The Directory: Authentication Framework” or in IETF Internet X.509
Public Xey Infrastructure Certificate and CRL Profile <drafi-ietf-pkix-ipki-part1-11>.



Public Key Infrastructure Certificate and CRL Profile
draft-ietf-pkix-ipki-partl-11> -4 A user's authentication certificate is
advant ageously and preferably appended to an el ectronic docunent with the
user's digital signature so that it is possible to verify the digital
signature. Alternatively, the certificate may be retrieved fromthe issuing
CA or directory archive. 5 "Public Key-4nfrastructure (PKIy' is the
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The TCU implements defined business rules for the transactions handled by the TCU

(i.e., a complete set of authorized actions). The TCU also implements a defined security policy
(i.e., a set of protective measures that is necessary to prevent unauthorized actions}. The TCU

25 uses its business rules and security policy to govern transaction requests and access to the
repository over the respective life cycles of all documents and objects within its control,
verifying the identities and authorities of parties (local and remote) requesting repository
services. The TCU securely stores and securely retrieves digitally signed, authenticated, and
encrypted electronic documents or information objects. Upon request, the TCU prints and

30 issues certified documents. The TCU advantageously supports a multi-port token server for
proving document authenticity, for verifying the identities of signing parties, and for

authenticating docurnent submissions. The TCU provides for backup and disaster recovery, and



provi ng docunment authenticity, for verifying the identities of signing
parties, and for authenticating docunent subm ssions. The TCU provi des for
backup and di saster recovery, and -5 ensures that stored information is not
|l ost within a specified retention period, whether that period is specified
by a user, law, or regulation. A "wapper"” is used to securely hold and
associate digitized handwitten and cryptographic digital signatures with
part or all -of one or nore electronic information objects S contained
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field contains pertinent additional information relating to the act of signing and is protected by
the signer's digital signature. The unauthenticated attribute can be used to convey additional
information to the TCU and/or by the TCU to document when the signature arrived at the TCU.
Certificate information contains the signer's X.509 certificate. It may also contain some form of
25  attribute certificate signed by a TCU recognized issuing authority. This attribute certificate is

used to convey additional qualifying information about the signer that may aid the TCU in

making access control decisions.

With all of the advantages of electronic original information objects that are provided by

the U.S. patents and application incorporated by reference above, it is important to realize that a
30 digital signature is not valid indefinitely but only during the validity period of its authentication
certificate. The validity period of an anthentication certificate is also not indefinite but typically

is set so as to limit the chances for compromise of the digital signature, e.g., as a result of theft



30 digital signature is not valid indefinitely but only during the validity
period of its authentication certificate. The validity period of an

aut hentication certificate is also not indefinite but typically is set so
as to limt the chances for conprom se of the digital signature, e.g., as a
result of theft -G of the secret signatfire key or decreased cryptographic
viability. Validit eriods can be in the range of one year to three
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transferred. A "transferabl-e record” nmeans an 1 nfornation
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‘ In addition, the process of generating e-original objects can provide the evidence-
25  necessary to establish the transfer of interests in a "transferable record" since it reliably
establishes a document's issuer/owner as the person to which the transferable record was issued
or transferred. A "transferable record" means an information object, an interest in which the
_ owner/issuer has expressly agreed is transferablq'. In particular, 2 single authoritative copy of the
transferable record exists which is unique, identiﬁablé, and unalterable, except that copies or
30 revisions that add or change an identified assignee of the authoritative copy can be made only
with the consent of the person asserting control and that each copy of the authoritative copy and
any copy of a copy is readily identifiable as a copy that is not the authoritative copy. Also, the
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transferable record exists which is unique, identifiable, and unalterable,
except that copies or 30 revisions that add or change an identified
assignee of the authoritative copy can be made only with the consent of the
person asserting control and that each copy of the authoritative copy and
any copy of a copy is readily identifiaBle as a copy that .is not the

aut horitati ' S0, SUBSTI TUTE SHEET -6 a authoritative copy
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its 5 designated cus%ygdi an,%ggdg_%y-re@%ﬁg]?l%ﬁb)gﬁg?%%naaﬁ eﬁ&gicf”gtfq(i%ﬁ%opy i's
readi | y”i d&HEPHEdeIskodian, and arywsyisize df the aufhaiistive coydslreadily idanigisik as however
an e-ori gi fAgloridBYoi8a t?dffzéas nol required to be, a transferable record..

I n other words, not a]'} e-originals are transferable record,
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nunber of Trcoterpri  each  oF whit HAEHEN retnids pridupsierghlasiconde ete t he sane
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count ey QQ%agg%Le upon on%wpocunenq. A "count er part of an agreement or
i nfor mat i Of-ob| et #2% BEiiRofs FoystRarts], packwfyhish slkqulst bectns-crigital witle thesmhicas  of
an agreenent or object that may be executed separately, with each
counterpart being an original wth the same effect as if the signatures on
t he counterparts were upon the sane original. 5 Agreenents. may also be
executed col | aboratively by.incorporating nmultiple Signatures wthin the
sane docunent. .Col | aborative execution.may take place non-sequentially at
one or -nore |locations. The process of applying nultiparty or nultiple -
signatures refers to execution of an agreenment where nultiple digital
signatures are appl.ied either at one tine, sequentially, or in parallel.
10 Wth all of the .advantages of e-original information objects that are
provided by the U.S. patents and applications incorporated by reference
above, it is inportant to realize that where transferable records are
concerned, copies of an infornmati on object that exist outside of the _
control of a TCU nust not be able to be m staken for an e-original, i.e.;
the transferable record itself. An e-original nay be effective as a

bl ue-i nk-si gned paper docunent since one or nore
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15 digital signatures are applied during execution of an electronic
docunent and control of the resulting digitally signed el ectronic docunent
is transferred to a TCU, which is a trusted repository of e-original
objects that reliably and securely stores e-originals for their ful
effective lives. On receipt of a digitally signed el ectronic docunent, a
TCU verifies the authenticity of the el7Zectronic docunent, i.e., verify the
integrity of the docunment's contents, the validity of all 20 digital

si gnat ur esffentds Hesoigmtizes authdqramvicaunerpageweicfupomoresiofenent., Al"Taunerpoy 3

tificat d  th thority of the d t's .subnitter. f ul
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date-time stanp and its digital signature and certificate (signature

bl ock). THyid theramegtiertss fBedigRatures ethe pranteqants wakedppR ihe same Prgigalt r ol of
the e-afiginal 1 | labd ' T er
pr obl e% suf f eﬁgﬁé%%wggsggg%égc eééta-(b) r&g‘%{fs{lﬁ nt ?Ocrg(%}%‘%% %@h@ﬁ%ﬁ%@%&?on
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t hod of handli d _30.e-original obj t hat  h b ted b
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i nformati on ghjects by at least testing the integrity of the contents of
each si gnéﬁfaﬁl‘ﬂf ormation -8 object and the validity of the signature of the
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object a date-tine stanp and a digital signature’and authenticat’ion
certi fi capstent$ andapplictionTineorporated &y reforensg@bovtehis issmppeant & realize tpt wheteor ed

east “ver ERAEET? esb % gieRantlonrelsy B S ERb AT REL A e SR T e
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e L DU TR R EAR TR e
the expy r algitdni Btk Gy Alplicd §iting ké@HorPbS dnlRRechbris BothmBbi A8 REAFALT @B _
certificate of the TCU applied to the selected e-original object. In this
way, the vesniting digiteldy yigrpdslectrpuic Aeaumpant igieaseried it 4 ”gﬁﬁgwhiéb}smteé ext ended
0, MOk AP i LB oyt GFelet Bty 2
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20 digital signatures and associated authentication certificates (e.g., ITU X.509v3 certificates), and
the authority of the document's submitter. A successful authenticity verification attests to the
legitimacy of the submitted electronic document. The TCU then creates the e-original by
appending a date-time stamp and its digital signature and certificate (signature block). This
TCU action demonstrates the TCU's assumption of control of the e-original.
25
SUMMARY
Applicants' inventions solve this and other problems suffered by prior approaches to
authentication of information objects.
In one aspect of Applicants' inventions, there is prbvided a method of handling stored
30 e-original objects that have been created by signing information objects by respective Transfer
Agents, submitting signed information objects to a TCU, validating the submitted signed

information objects by at least testing the integrity of the contents of each signed information



validated by the TCU, which validates a received instruction by at |east
testing an integrity of 15 contents of the received instruction and a
validity of a signature of a Transfer Agent on the received instruction,
and applies to a validated received instruction a date-tine stanp and a
digital signature and current authentication certificate. The received

I nstruction may be issued by an authoriged entity, and the TCU may
val i date the received instruction by also checking the authorized entity's
aut hor i ty obfect aduie talidity efthe signhturasf theltespaative 'Bmﬁe:sAng’mt, afid fpplying toghth t 0 t he
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received instruction. The method may further include the steps of exporting
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and the V?’%""&ﬁ’&ﬁ he signature of the respective Transfer Agent, and
appl yi ng !:Fzﬁt‘ed I nformati on object a date-tine stanp and a
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i ncl udes the steps of creating an object- inventory fromat |east one
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copy to the TCU;, verifying the signature on
instruction. Access to the re-validat e-original object may be granted or controlled in the TCU

based on a validated received instruction.
The method may further include the steps of exporting to a second TCU the re-validated
e-original object and applied date-time stamp, digital signature, and authentication certificate of
25 the TCU; re-validating, in the second TCU, the exported e-original object by at least verifying
the digital signature of the TCU applied to the exported e-original object; and applying to the re-
validated exported e-original object a current date-time stamp and a digital signature and current
authentication certificate of the second TCU,
In another aspect of Applicants' inventions, there is provided a method of handling
30 stored e-original objects that have been created by signing information objects by respective
Transfer Agents, submitting signed information objects to a TCU, validating the submitted
signed information objects by at least testing the integrity of the contents of each signed



the submtted copy; and applying to the copy a current date-time stanp and
a digital signature and current authentication certificate of the TCU 1In
this way, the TCU s control of the 15 e-original objects corresponding to
the copy can be affirnmed. In addition, an object identifier and a
signature bl ock for the object-inventory fromwhich the copy was created
can be added to the copy before the curg-ent date-tine stanp, digital
signature, and certificate are applied. These steps can be performed on

t he copy ahforhationlbiet andnevilidity ofthé dpeatex pf thatdspsttiod Transferd Agint, ynderi od  of
the authentication certificate of the TCU applied to the. qbject-inventory
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i nstruction by exporting to a second TCU copies of the new
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TCU. An au rized entity may then retrieve, romthe second TCU, a copy
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correspondi ng to the new .object-inventory is extended to the validity

period of eronginalphiesidrom wikelnthic objeftdavantory Wes ergated is extended to the current
authentication certificate's validity period. :

The method may be carried out in response to at least one instruction, and the TCU

validates the instruction by at least testing an integrity of contents of the instruction and a

25 validity of a signature of a Transfer Agent on the instruction, and applies to a validated
instruction a date-time stamp and a digital signature and current authentication certificate; and at
least one of the validated instruction and a reference to the vatidated instruction is added to the
copy. The instruction may be issued by an anthorized entity, and the TCU validates the
instruction by also checking the authorized entity's authority to issue the instruction.

30 The TCU may respond to a validated instruction by exporting to a second TCU copies of
the new object-inventory and the e-original objects corresponding to the new object-inventory,

and the second TCU may perform the steps of re-validating the exported e-original objects



applied by the second custodial utility. Omership of e-original objects
corresponding to the copy may be transferred in the TCU based on the
val i dated instruction, or at |least one right to e-original objects
corresponding 15 to the copy may be transferred in the TCU based on the
val i dated instruction. The right may be a right to revenue represented by
the e-original objects. Access to at | east one e-original object
corresponding to the copy may be granted in the TCU to a nenber of a
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a rule that controls transformation of a selected e-original object into a
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authority, carrying out the steps of: retrieving the e-original object 10
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content | %Lt%lﬂﬁéd %%Qﬂler of the object. The method includes the the steps of establishing a rule
' that establishes at least one type of e»original' object; establishing a rule that establishes at least
one type of e-original object as potential transferable records; establishing a rule that enables at
25 least one selected user to access at least one selected type of e-original object; establishing a rule
that identifies at least one type of e-original object required to conclude a deal; and establishing
a rule that controls transformation of a selected e-original object into a transferable record.
Based on rules established by an owner of an ¢-original object requiring execution as
-part of concluding the deal, the TCU notifies at least one participant in the deal when the
30 e-original object is received by the TCU. The method may further include the step of creating
an object-inventory from at least one stored e-original object that is a transferable record and is

required to conclude the deal. The object-inventory includes a date-time stamp and a digital



at | east one signature block; extracting fromthe signature bl ock signer

I nformation; extracting at |east one of a date-tinme of a digitized
signature included in the signer infornmation and a date- tinme of the TCU s
recei pt of the signature bl ock; extracting fromthe signature bl ock
certificate information that includes signer identifying information;
formng a data structure fromthe 15 exgracted i nformation such that upon
rendering the content the information is properly placed wth respect to
t he cont enignatuft antd abttieitRatidn deadichte ofbe TOLY) arlid/the ebjesttivdntarnthicindes wiapper
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In yet another aspect, a method of handling stored e-original objects based on rules

established by an owner of at Ieast one e-original object includes the steps of authenticating an

20 identity of the owner; establishing rules relating to a deal, wherein the rules include a rule that
establishes at least one type of e-original object, a rule that establishes at least one type of
e-original object as potential transferable records, a rule that enables at least one selected user to
access at least one selected type of e-original object, a rule that identifies at least one type of
e-original object required to conclude a deal, a rule that controls transformation of a selected

25 e-original object into a transferable record, a rule that identifies at least one user able to
authorize transfer of an interest in a transferable record; and validating the owner's right to act

with respect to the deal.



15 FIG 4A depicts an object-inventory for a deal; FIG 5 is a flowhart of
an object-inventory versioning nethod in accordance with Applicants'

i nventions; FIG 5A depicts an object-inventory at a |ater stage of the
deal depicted in FIG 4A; FIG 6 illustrates owner definition of business
rules relating to an agreenent, deal, or 20 transaction; FIG 7 depicts
creation of electronic records and execyggi on of a deal prior to subm ssion
to a TCU;, FIG S depicts creation of e-originals at a TCU prior to

execution of a deal; Fl GBRIEHEESURIPTIONOF CHPDRAWINGSnals with a TCU s
ensuring that exact copies of 25 partially executed e-originals &ig not
exi st outsi de Thefcprrss, ghigets, any adgartagenebApilicanty gyyepjions casungerstood by

{1 ansf e abl RidsthiRuekeripfidnGn cdhuilbh GAA 1t ELAREI LRI ock: FI G 12 depicts

mul tiple par st ghat ures appl i to an 1nner wapper and a TCU s
di gital signat Fi@ laippblosk diagramrofdiabidity alloeqtion in a dQumpi authgnithepior systeretbalr si ve

application of appers.. d FIG 14 shows use of the object-inventory
met hod ocrﬁ?g%%‘ﬁ‘?o‘g%?ﬂﬁﬁag?‘aa‘% execution of a deal. -13 DETAI LED
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comercially avail able conputer systens and technol ogy to create an
i nt egr at ed2¥€NBYBY system for aut hentication of electronic docunents and

ot her infonnat iggn 00 ; I ' h@tikatidh g of the liability
al l ocation for F%tﬁ%ﬁ?ﬁggﬁa%rﬁ%a%&i i%lg%]'?s' lgal[t)%s, ﬁsr\}tvhi ch uses a CA

framewor k by WHIG! ipafloivchiaprafaaligitaksiguaturs cbhining wabed intacderdingpwithind/ or

digitally sign objects are delivered to a object's originator by an
est abl iihéﬁ’,pgﬁﬂlgﬁ #Xﬁqhémﬁeans. The infrastructure and certificate
definitions us®uz.iIA fllnsteatad i doGhis Of arfé-Originsl pebdacediByeA pplibsifls’ dipitaluigraciraind
the publication by CR Merrill cited and incorporated above. 10 As

descri bed "B@P’é‘ﬁl,m%h?@; public/private key is advantageously delivered in the

formof a Tokepsstish AWk dFlaefdidAFCrealifCat dbjesBindertO) i kd¥bREindeQuitth e
standards of the PC Menory Card Interface Association (a PCMCI A card or PC

Car d) for Applcanfs inentigns;gi nator's conputer. In general a Token is a

Eortabi; trans%f(r;_ &Xép?c?sa&lmﬁjecf.—ﬁw&ﬁ&gfsrqardetaf;anSporti ng keys, or parts of
eys.

FIG. 5 is a flowchart of an object-inventory versioning method in accordance with
Applicants' inventions;
FIG. 5A depicts an object-inventory at a later stage of the deal depicted in FIG. 4A;
FIG. 6 illustrates owner definition of business rules relating to an agreement, deal, or
20 transaction;
FIG. 7 depicts creation of electronic records and execution of a deal prior to submission
to a TCU;
FIG. 8 depicts creation of e-originals at a TCU prior fo execution of a deal;
FIG. 9 depicts execution of e-originals with a TCU's ensuring that exact copies of
25 partially executed e-origiﬁals do not exist outside the TCU;
FIG. 10 describes creation of a copy of a transferable record;
FIG. 11 depicts a signature block;
FIG. 12 depicts muitiple parallel signatures applied to an inner wrapper and a TCU'’s
digital signature applied to an outer wrapper;
30 FIG. 13 depicts recursive application of wrappers; and
FIG. 14 shows use of the object-inventory method to implement counterpart execution of

a deal.



It wll be understood that PC Cards are just one form of delivery nechanism
for public/private 15 keys; other kinds of Tokens nay al so be used, such as
fl oppy diskettes, Smart Cards, universal serial bus (USB) tokens,
integrated circuits, etc. Advantageously, nmany comrercially avail able
Tokens that enbody on-board cryptography generate the public/private key
pairs on the cards, and the private keys- never | eave the cards
unencrypted. Using an integrated circuit, such as a nenory device or a
programmabl e processor w th nemDETAILED DESCRIEYIONS t he advantage of 20
smal | size, enabling Tokens to be.included [n. many conmnunication and

conput i ng devi ,hcﬁ%f*‘k’é“’e@@m e W@F@ﬁ%ﬁﬂ%@%é&ﬁ&% ks ?‘&%ﬂle COLWBES ant s,
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Certi fi catlbAS, whithhases & CAf fraarenelt by whibiepitilighptivie kefsngedo enagpt/detigpt dnklior and
attributes to the puplic key in the authentication certificate, and the
reliable Wﬁgﬁn&%eﬁﬁ are delivesct 0§ Obie!sRaietaicr DEa P%"g%l‘f}i"eé‘ni‘“%“ﬂ@e mefst r at ed

in FIG 1 TidinfRRulifre GROVEHHGR defihiBiBhPusBRMAARIBRcafi® 46 baked ¥h B¢ Sogise a
Regi stration Authority (block 104) as an internediary between the CA and a

Transf er Atpadardzod thsipublicatiodyy. CRaMsrpbeiteil aad ingerpajated@besncent rat e on
controkting gengratl I | ' L1s | fd . The
Regi st 10t 1 on- ACEHar o1 i AR AR BARERAAY Ravalbech I LR Wl RTLES
aspect s ofTdkiersioASs arselediroas cireuwif catdondormingte fier stahdands ofthe BCIMemdéry Caalcor di ng

and -14 associatjng.attr.i of the Transfer Agent wth the Agenf's
bl | ¢ keymiecae Adifeidion s B Bl B CaD ot iR arfh Pt e o
(PIN), amggﬁaatd Téieaisn E tagsfaevitEthbt i6 U forteispoRtii WyS, or bites ofkaysf er
Agent may be authorized to conduct only certain types of deals or

transact i dh¥ilkpryrgersigad that By Cerds axedust pamiorm of deltyeryaaechenism for nyblicerteteni ned
val ue. 130 1S Wiikr Rnhel RRLR A6 Hesed BenBOnOEY disGud, SRLY CaRIsSHARGP the

bonded courfer services comop used 'to ferry securities between parties
t o del i versetisldud GKSB) tokens, integyhipd circuits.iety. atvantagdusly.ithanyi comnerdallyBXailableal | y

has sever advant age I ncl udi far ex l.e f g-face proof .of identity
and ~al rectordE OPOSH o R Griraly SO pRTEP B ES A% T e
publ i c/ priandtie ptRsteiksysaichedédve chealdy nidnefypted. EBinghA integated biraitngusheas 4 on
with a certificate and personal identifi,ﬁftion inor ti.on such as the

reci pi ent 'TBEIBITYAEYIFS O 3 ARPESRARMARIE propessey with memory. ,orﬁﬁ%@rhasﬂ'g vantage o
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the CA or RA and that may be delivered by the RA separate
cellular telephones, personal digital assistants, handheld computers, identification badges, etc.
The public keys are generated and issued by or under the control of the Certification
Authority (block 102), with a certificate including the identity of the intended recipient and
appropriate user attributes, among other things. Principal components of the DAS assurance are
25 the correct operation of the Certification Authority framework, the tight binding of user identity
and attributes to the public key in the authentication certificate, and the reliable delivery of the
Token to the authorized recipient.
As illustrated in FIG. 1, it can be convenient from a management point of view to use a
Registration Authority (block 104) as an intermediary between the CA and a Transfer Agent
30 (block 106). This permits the CA to concentrate on controlling generation of cryptographic keys
and issuing certificates. The Registration Authority (RA) can then concentrate on other

management aspects of the DAS, such as performing Transfer Agent enrollment, recording and



fromthe originator's Token. Any subsequent transmtter of an electronic
object who is required to digitally sign or encrypt the object would
simlarly be provided with a respective Token and 15 personal
identification information. It will be appreciated that a Token's user
advant ageously may be permtted. to change an assigned PIN to one of the
user's own choosing and that the PiN negbe any suitable password or
passphrase. This inproves security since the PINis then only known by
t hat user .asdoniatiigttribntesnf the eansfat Agent with eetdgenttsrpubliciedypsettnga Fokyn subsequent
transmtter_ are called  a . 20 Transfer Agent, dit,wll be appreciated
hat o Tr GHGRUR pejearel 8 b BOF R iRy oraetis el BStng Lise
of a val | dxfihiblthd TahdTedghnPmiibd Shudkided S0k AR 1y 81 didlsignt | cati on
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certificate also indicates one or nore attributes of the Transfer Agent.
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the authority %ant ed to the Transfer Agent by conveying those
aut hori zat i onsIn #raddisionsliagnerinfsheldAddhe publie/arieatekayris plifkctive onfyisben Big r i but es

b . . pr £ - . | (s i
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t he i nf or metipient's biopetic informatiogi(e.g) refina-nfingeticand vpictipants)idraRINGhat ds assigned

conventional, word proce r,. 1o Il gported int devi.ce .- I ncor porating
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wor kst at i @ncths 6egihack's Tokan. DAy subsegusi Ghhsafiticr f Aeéldiokicbjdeh@hd Rir&fuved, or
in a stand-al one .workstation that advantageously can distinguish amng a
pl ural i ty ®ofisilivetan s nagrtite dyect weuld similarly he pioyided with g xesnpntive Takqnggdi n
passwoigl. pliSofiPidesliRaRNFindrBiof0 IEDIITRUpECiRRd Bl IMARSLEH aflahlibibduchnal i s
included i'n a handhel d conputer, cellular telephone, or the |1ké that may
be connecm#y bepermitiest taghdngp yn assigned Plakte dnoef theieds éwmehooging amd thatttheRIN a

devi ce for_diqitlizi nd- i n si gnatures of rt.ici . i.n_a _deal or
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to the el &ndwwby thaalsprect . I n addition, the participants in a deal or

transacti on nm nd.their. own, djgital signatures and authenticati.on
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di gi t &3¢ Y Teduvafee A gt ind it vAN Gk YPpprBdata atta raRiadr DQRA i6 RichBed to the DAS by its

possession and use of a valid certificate and a valid PIN. As noted above, the authentication

certificate also indicates one or more attributes of the Transfer Agent.
Issuance by the CA of a digitally signed certificate ensures the verifiability of the
identity of each transmitter of a digitally signed or encrypted object. The CA also retains the
25 ability to revoke a certificate and public/private key, or to reissue a certificate and public/private
key, from a remote location electronically. The CA can also support privilege management in
accordance with the policy set for the system. For example, the CA and/or RA can set financial
or other limits on the authority granted to the Transfer Agent by conveying those authorizations
or restrictions as certificate attributes. These attributes can be retrieved from the certificate and
30 enforced by other elements in the system.
As depicted by blocks 108, 110, the Transfer Agent arranges for the information object

in digital form, such as the output of a conventional word processor, to be imported into a device



certificate is appended by the DAS, thereby attesting to the fact that the
Transfer Agent wtnessed the participants sign the el ectronic docunent.
The digitally signed and/or encrypted docunent may be el ectronically
comuni cated to the TCU via a nodem or conputer network 15 (bl ock 112).

O her ways of conmmunicating digitally signed or encrypted docunents m ght
be wused (for exanple, dispatching a digkette containing the docunent), but
the great advantage of el ectronic conmunication is speed. In addition,
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append a s ,°%1J%?ycl i ¢ redundancy check 30 (CRC) information el enent, or
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i ndi cat or §&°¢ ‘i:‘ﬁ’“l"f’ﬂﬂg‘i? 50 %are not linmted to, content types, object
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or otherwise, as the Transfer Agent's attesting to the integrity and validity of the information

object. For example, the Transfer Agent might append to an information object a digitized
hand-written signature, a digitized signature and verifiable biometric information, a digital
signature, or a combination of these. Alternatively, the Transfer Agent can sign an information
25 object by connecting to a TCU using the password and other procedures of a secure protocol,
such as the secure sockets layer (SSL) security protocol for the TCP/IP (Internet)
communication protocol. As shouid be clear from this description, it is important for the DAS
to assure itself that a Transfer Agent is who the Agent purports to be. If not already provided in
the course of signing an object, the Transfer Agent appends a hash, a cyclic redundancy check
30 (CRC)information element, or other type of content integrity block to the object, thereby

ensuring the integrity, i.e., unchangeability, of the information object.



understood that if the TCU accepts subm ssions created with only one or a
smal | enough nunber of algorithns, such formatting is not needed since the
TCU could sinply test objects with each permtted algorithm Also, if a
non-verifiable Transfer Agent signature is used, the Transfer 15 Agent
shoul d be authenticated in another way, such as by conmmuni cation session
aut henti cati on, which can be achi eved hygrequiring a conbination of a user
(Transfer Agent) identifier and a password or by a client authenticated
secure socket s BefyresubrfSlon (P tHRTER the siiRd TiEbimaabi stjécemal PricEAANBE er Agent ' s
identity and rlghts and verifies the integrity of submitted information
obj ects. dRmaded schithal it inglyden suitable instrpetions for serpipe prdproedssianity emtedts: ot h - 20
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signature(s) of the part|C| ant(s) in a deal or transaction. This has the
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object and responsibility for the object's preservation by appending a date-time stamp and

digitally signing the submission.

25 On receiving a digitally signed electronic object (block 114), the TCU tests the integrity
of the electronic object's contents, the validity period of the Transfer Agent's certificate, and the
status (valid or revoked) of the authentication certificate (e.g., ITU X.509v3 certificate(s)). The
test of the integrity of the object contents, which may also be called "digital signature
verification”, comprises extracting the public key from the authentication certificate, decrypting

30 the digital signature (thereby uncovering the object's hash), computing a new object hash, and
checking the uncovered hash against the new hash. The test of the validity period comprises

simply ensuring that the current date and time falls within the validity period noted in the



al so be possible by including verifiable biometric infonnation with the
signature (e.g., the speed and/or pressure of the signer's pen strokes).

It will be appreciated that if the Transfer Agent nerely signs an object,
rather than digitally signing it, as noted above, then the validation 15
process is appropriately adapted, e.g., by replacing the tests described
above with a test of the hash, CRC, or.;mther content integrity bl ock
appended to the submtted object to confirmthat the object's contents
have not ckaifgsel T teAQf tHa@alidHyrof s c0Rifidite Cafigrised guetyihfthe PEE I ddi@mineon of
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authentication certificate to the authenticated received digitally signed electronic object. The

date-time stamp can take any convenient form and is analogous to the simple rubber stamp
available in many mail rooms. The digital signature applied by the TCU eliminates the
possibility of unauthorized alteration or tampering with an object by the signatories subsequent
25 to its original execution or sealing. In addition, the TCU's digital signature can advantageously
provide for non-repudiation, i.e., precluding the originator from disavowing the object. This
action by the TCU marks the TCU's assumption of custody and control of the electronic original
object,
For the sake of brévity, the terms "e-original object” and just “e-original" will be used to
30 refer to an authenticated information object created by a process involving a TCU and a Transfer
Agent, and the term "deal" will be used to refer to a transaction or account that corresponds to or

is defined by a set of e-originals. It will be understood that an e-original is itself an information



preferably formatted according to a nessage envel ope/ wrapper specification
such as RSA PKCS#7 (identified by the reference character P7). Secure
audit, record tracking, and record managenent conplete the technol ogi cal
aspects of maintaining an e-original. The TCU stores the e-original object
in an account and 15 controls access to the account for the benefit of the
account owner and activities (e.g., retngeval upon request from authorized
reci pients as depicted by blocks 116, 118) pernmitted with respect to
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(e.qg., (ﬁbl\ connectflj%r‘%l %b% etup ﬁor ranst er Agg{he Uses: AT ouSh hot
i ndi cat ed such @ la@odem) to obtain or further transmit an e-original may change.
To maintain a trail, or chain, of evidence, the TCU applies version controls to e-originals
in an account, thereby preventing direct modification of an e-original. An e-original in an
account is replaced when an authorized party checks out and retrieves the e-original and submits
25 anupdated version; the replacement is elevated to the status of e-original, or authoritative copy.
This kind of check out feature can be used fo prevent another party from attempting to check out
the same e-original. All prior versions of the e-original are advantageously maintained and all
activity is tracked to discourage fraud. The combination of actions by the TCU, in conjunction
with a protected audit trail, can be used at a future date to prove conclusively that a party
30 initiated a deal, precluding an originator from denying that the object originated with that

originator and providing irrevocable proof of authenticity.



2, it will be appreciated that the TCU conprises at |east one nenory and at
| east one digital signal processor (DSP). Also shown in FIG 2 is a
Directory Certificate Repository DCR that stores and distributes
certificates and CRLs and certificate status information. The DCR may in
sonme enbodi nents be included in the Certification Authority CA. 15
Applicants' DAS relies on properly enral$-ed, or authorized, users (Transfer
Agents), and an advantageous process of requesting certificates can be
under st ood by FIB. ideablook diagi@n of 2a DAS®E iPInGccatiinoe Wﬁtﬁﬂtppﬁfﬂitﬂ:méﬂﬁbhstaide
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certificate wth the matching private key. Token reci pient would then
t ypi cal | y ThelaBenated Token, such as a Smart Card, may be mserted into a local token reader and

initialized, assigned default PINs, and commanded to generate a cryptographic key pair. The
key pair may be assigned a reference handle, or name, so that the private key can later be
associated with the authentication certificate when it is available. The Token is then

25 commanded to export the public key. If these operations are conducted remotely, the user
enrollment information and the public key may be used as the basis for a certificate request,
which may conveniently have a form specified by the RSA PKCS #10 Certification Request
Syntax Standard or by another suitable standard, Such a certificate request may be signed by the
RA as proof of origin and then be transmitted to the CA.

30 On occasion, a user may be permitted to request the user's own authentication certificate.
One such occasion is certificate renewal, but other instances may also be authorized (e.g.,

instances like those involving web browser secure sockets layer ("SSL") certificates).



10 Token password to ensure that only that recipient could use the Token
for future DAS transactions. Wth this preferred kind of organization,
responsibility for certificate nanagenent is distributed. The PKI Root CA
i's responsible for creating a hierarchy of CM and enforcing PKI policies.
A CA and its adm nistrator are responsible for creating subordinate CAs in
the 15 hi erarchy, requesting, creating_?@ﬂ revoking certificates, and
managi ng Tokens. An RA is responsible for requesting certificates and

managi ng Tokeng,,.: i : t 4 : : of
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taxes or other levies. The TCU provides such an evidence chain by receiving an original

executed or signed document and verifying the identity of the signer and the authenticity of
documents received. The TCU retrieves CRLs from a directory, checks the CRLs for Certificate
validity, and checks the expiration date of the Certificate. In one embodiment of the inventions,
25 the Online Certificate Status Protocol (OCSP) can be used to check certificate validity. The
TCU then generates a date-time stamp for the document received, and provides an integrity
block (hash) that ensures that the document cannot be altered without detection. The integrity
block is protected using a digital signature algorithm, and the evidence chain uses the integrity
block and date-time stamp to provide notice and evidence of any alteration, even by a
30 document's originator, if alteration is attempted after origination.
By first checking the authenticity of received digitally signed electronic objects, the TCU

can assert that an object was valid on receipt. This assertion can extend for the remaining



In any event, it is inportant to realize that even the TCU s digital
signature is not valid 10 indefinitely but only during the validity
period, or life, of its authentication certificate. This poses a problem
for electronic objects that are intended to have | egal weight for periods

| onger than the remaining validity period of a TCU s signature. For
exanple, a thirty-year termis comon f29r a hone nortgage, and an
indefinite termis common for an outright sale of property. 15 Two net hods
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prevents any nodification, In general e outer
step 302 of the dlgltai-mgnature chaining method is selecting a deal to which the remainder of

the method is applied. The next step 304 is selecting an e-original from the selected deal. As
noted above, an e-original generally comprises (1) an information object, (2) at least a Transfer
Agent's signature appended to the information object, and preferably a digital signature and an

25  authentication certificate for the digital signature, (3) a TCU's date-time stamp, (4) a TCU's
digital signature, and (5) the TCU's authentication certificate.

The selected e-original is re-validated in step 306 by verifying the TCU's digital
signature on the e-original using the TCU's public key that is derived from the TCU's
authentication certificate. Validating a signature block that contains only a TCU's digital

30 signature is sufficient to verify the respective e-original, which is convenient for regular re-
validations by the TCU of e-originals in the course of testing for correct memory retention (step
307). When used with high reliability storage (e.g., RAID), such regularly scheduled re-



signature (e.g., of the TCU, in FIG 1A) is all that is needed for
verification. if these checks are affimative, then the TCU s digital
signature remains valid fromthe 10 tine the e-original was previously
digitally signed, and the selected c-original is re-validated and the
met hod advances to the next step 308. In step 308, a current date-tine
stanp, a digital signature newy conpupgd by the TCU, and the TCU s
current authentication certificate are appended to the re-validated
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etc. refers to an object that iIs depicted Ow the object-inventory in
Fl G 4A endling detlived inforinragion objects is called "object-inventory versioning” and involves the

creation and maintenance for a deal of an e-original called an "object-inventory”. As an

e-original, an object-inventory generally has the characteristics depicted in FIG. 1A. At

appropriate stages in a deal's evolution {e.g., at deal closing), the deal's "object-inventory" may
25 be checked out of the TCU, be digitally signed, and be re-submitted to the TCU by the deal's

owner or authorized agent to signify the owner's/agent's own actions or accord with TCU

actions, such as acknowledgment, ratification, transfer, etc.

FIG. 4 is a flow chart of 2 method of creating an object-inventory for a respective deal

that is preferably carried out by the TCU. An object-inventory is a list of object identifiers and
30 associated signature blocks for e-originals corresponding to a deal, and FIG. 4A depicts an

exemplary object-inventory for a deal relating to a mortgage on property. It can be desirable to

include in the object-inventory an abstract of the respective deal, and such an abstract may



a nortgage on property, such objects mght include a prom ssory note,
property description, |oan application, etc. At |east sone of the
information in the abstract would typically be provided to the TCU by the
deal participants and/or the Transfer Agent(s). 10 An object-inventory
preferably is an c-original that is internal to a TCU, although it is
possible, if desired, to add enough detagls of the dealL to the abstract
included in the object-inventory so that the object-inventory can serve as
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paruclpants and Transfer Agent(s) and the TCU's date-time stamp, digital signature, and
authentication certificate. Validating a signature block that contains only a TCU's digital
signature and certificate is sufficient to verify the respective e-original, which is convenient for
regular re-validations by the TCU of e-originals in the course of testing for correct memory
25 retention. Thus, it wili be understood that validating an object-inventory requires checking the
internal signature blocks against the corresponding e-originals using the identifiers and then
validating the object-inventory's TCU digital signature.
The first step 402 of the method is creating in the memory of the TCU a logical
association among the participants and Transfer Agents known to the TCU as corresponding to
30 the deal. Of course, the "creation" of step 402 may instead involve selecting a deal that has
already been created In the next step 404, the TCU sets access permissions for the deal based on

instructions it has received from the deal's owner. In the absence of instructions to the contrary,



appropriate tinme (step 412), such as after a suitable act (e.g., checking
out, digitally signing and appending a certificate, and re-submtting the
object-inventory to the TCU) by the deal's owner or the owner's authorized
agent, the TCU can append its date-tinme stanp, digital signature, and

aut hentication certificate, thereby transform ng the object-inventory into
an e-original. For 10 exanple, the firspgpass through step 406 may sinply
link the deal abstract to the object- inventory, either by adding a record
i dent i fi erth@parfidiptans thaydrithe\ehly petictgRtmiabs hdcaklto the dedl§e.d (e Sordipoiling t 0 t he
obj ect-inventory or by incorporating the deal abstract into the

obj ect - i nvetrigdals), althpughdlp expectedthat i pasties ilkakods peanified sropre aphibyt hace for
a given Oﬁaﬁﬁiédm*?"%%ﬁﬁgﬁ%g%%ﬁ e fRASEmE B gHgh step 408, the object

identifie an e-origi corresponding to the deal is linked to 15 the
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(11102197 10: 20PM and an object-inventory version nunber 25 (Q102, i.e.,
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into e-originals at ‘various tines, it can be advantageous for the TCU to
carry out patsdhrouglpstep 408, the pljecs ideniiferof ap ewriginaldobrysponding to thedeal isdinkedho
correspongi -1.0. |ve degl . I cl. by the owner/.agent,
A T L s e I S b e s e A A
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FIG 3, -26nthialngratlebddee TS digitd) 3ignitiire| AGh\SHALs &-Hri@ha1 PR Baked ORI YbREY foOr
that deal. Nevertheless, in sonme cases it can be enough to rely on a

re- val i daff¥6ntorh sttherhy addingandiersioqsting thesignatnrsyblonkn iny the §6Eismaemonk tajthe o

re- val hglaih,0n REER) Ftbrith HddfoobRUE R 06k G elect- G309, (See step
307 in FI gﬁ%l “udg%n derap ! coﬁi‘))?a(eﬁ%{gon sg%&lalgz?él%)l?%lg?nt I mes ,ec% ﬁgédt&g'
obj ect - i nvent offke TEU dnatdfemtsithzadbeatt-invetbapntt @ eloriginabas depicted in step 412 by
adding its date-time stamp, digital signature, and certificate. (In FIG. 4A, the object-inventory is
depicted as advantageously including the information: 11/02/97 10:20PM]0I02, which

represents a date-time stamp (11/02/97 10:20PM) and an object-inventory version number
25 (0102, i.e., the version 2 of the object-inventory). Since digitally signed information objects
corresponding to a deal may be submitted to TCU and transformed into e-originals at various
times, it can be advantageous for the TCU to carry out step 412 at a time or times specified by
owner instructions corresponding to the respective deal or after an act by the owner/agent, e.g.,
signing out the object-inventory from the TCU, digitally signing it, and re-submitting it to the
30 TCU.
It will be noted that the signature block of each e-original corresponding to a deal is
~ preferably re-validated in step 410, as re-validation is described in connection with FIG. 3,



5 TCU by appending the current date-tine stanp and its certificate and by
digitally signing the object-inventory. FIG 5 is a flowhart of an

obj ect-inventory versioning nmethod in accordance with Applicants’

i nventions that operates on object-inventories that have al ready been
created, for exanple in the manner depicted in FIG 4, in order to reflect
subsequent deal activity, to extend JO-gs1e validity periods of digital
signatures associated with the object-inventory, etc. FIG 5A depicts an
obj ect - i nyéedieakiat efirigihalis dndiyded ReinndbiedRin®éntdrid @ortdt dedl. Mevdrh€lessSinfsomea | at er
stage of a deal having the object-inyentory depicted in FI? 4A. Jn step
502, the T¢5 Y EANRE e&%ﬁw rely o a resyqlidatiqn dhat mgy haye peen pegfasmed fop 9t 57SPDS ang
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by transform | : =107 ' o fl v by addi ng
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(identified by QI02).. Applicants' digital-signature chaining and .
obj ect - i nipEPPERYOR; ASISHP 0 SetcRbsabaYe st iots the) sigma QAks FOPIHNIRE ¢ e

range Rf &NYdst APTRRESigit §iphdtine QWHU ARS8 skqteh P subfitdt e SFRARMIS are linked to
the copy of the selected object-inventory, either by adding indices locating the signature blocks
in the TCU's memory or by incorporation. A resulting object-inventory is illustrated in FIG. 5A
for the situation in which two objects, identified by TN#212-05 and TN#212-06, have been
added to the deal illustrated by FIG. 4A.

25 Whether the purpose of executing the method is to reflect subseqﬁent deal activity or to
extend the validity periods of digital signatures, the TCU validates all of the e-originals included
in the copy of the selected object-inventory (step 510). The TCU then authenticates the copy of
the selected object-inventory (step 512), by transforming the copy into a new e-original object-
inventory by adding its date-time stamp, digital signature, and preferably authentication

30 certificate. This is depicted in FIG. 5A by the information: 11/06/97 11:00PM]OI03. It may be
noted that date-time stamps when applied are preferably always current time, and version 3 of



5 to suggest that the digital-signature chaining nethod is superior to the
obj ect-inventory versioning nethod or vice versa. It will be appreciated
that either nmethod nay be better suited for a specific operational

envi ronment based on the characteristics of that environment. In general,
the TCU has twin responsibilities of ensuring the integrity of e-originals
retained in its database and the integripgy of its database. It is inportant
to note, however, the 10 TCUs digital signature on an e-original nust be
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only new ¢-originals resulting from subsequent deal activity are added to a copy of the previous

object-inventory and only such new e-originals, including the previous object-inventory, must
have their TCU signatures re-validated, which includes a verification of the TCU's digital

25 signature on each added e-original. If a deal is moved between TCUs, then every e-original
must also be re-validated. In any instance where a new deal is created, adjustments may be
made to the access permissions of the new and existing accounts.

Thus, it will be recognized that the object-inventory versioning method relies on the

TCU to maintain the integrity of all previously entered e-originals, yielding considerable

30 operational savings in the TCU because only the new version of the object-inventory needs to be
date-time stamped and digitally signed by the TCU. Moreover, object-inventories that relate to

a given deal are each the product of a cascade of preceding object-inventories relating to that



techni ques used that are enabled by both the digital-signature chaining and

obj ect-inventory 5 versioning nethods. The foll ow ng describes exenpl ary

uses of Applicants' digital-signature chaining and object-inventory

versi oni ng met hods. These uses are not intended to be exclusive since it is

bel i eved Applicants' nethods are widely applicable to el ectronic comrerce

and other environnents involving mani pggation of information objects. 10
1. As noted above, the digital-signature chaining and object-inventory
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state-of-the-art signing algorithm is always used to maximize the probabihty that the certificate

20 will remain viable throughout the validity period.

(a) The digital-signature chaining method entails performing "e¢-original re-
validation" and appending a current date-time stamp, the new TCU digital signature, and
preferably the current TCU authentication certificate to an e-original, e.g., every e-original
corresponding to one or more deals or every e-original stored in the TCU. “e-original re-

25 validation" refers to the process described above in connection with FIG. 3 in which an
e-original has its TCU digital signature verified in a cryptographic process that checks that the
contents of the e-originals have not changed from when they were submitted to the TCU. The
TCU preferably employs known recovery technology (e.g., RAID, backup tapes or disks, and
other known disaster recovery techniques) so that any detected change can be automatically

30 rectified. (See step 307 in FIG. 3.) This is particularly important when e-originals are
transferred from one storage medium to another or from one system (TCU) to another, and in

appropriate circumstances might be done without involving the object originator or deal



(b) The object-inventory versioning nethod extends the life of the one or
nore e-originals represented in an authenticated object-inventory as
descri bed above in connection 5 with FIGS. 4, 5. A copy of the contents of
an object-inventory, with the addition of the copied object-inventory's
identifier and signature block is nmade, and after e-original re-validation,
the TCU appends the current date-tine gganp, its new digital signature,
and authentication certificate to the new object-inventory. This method
provi des apattiipnst latheeasend PCOUgo-ANN kaisfey and dnndeedtionaf an-epbr, ehvd Wesnagg 10 | n
bot h met hods, t he ?fftionf t aken }{Pasult in extending the effective life of
every e- or PTRATOVG AT ERoRRn GBSO, hhl i ed, but as noted above, the
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previ ous JdBketehainQfsvidense-t o t he new version, and date-tinme stanping, 20
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di gital -si gna,t ure chai ning and obj ect-inventory versioning nethods can be
used in &PEREES A grond Eauin OB esificetions apbinpandingf ate-tiue stabbe
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agent to a TCU and requiri ng transfer of one or no s“to another TCU.
The i nst r weathadriesyd yeaetrednstd 0,p00warifigatins andhappeuding 10,000 dateatims Stamps digitahal ( s)
and retai g;ﬁ:{?[ 1-h w TCU woul d set up.the.required nunber
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TCU s cer tobjecteiavantory,ivali@fling dati T Dsignaturarty tHegrevibid veR A @f thefobject-@erigry, TCU
to request new.certifjcate, to ensure extending the life of, transferred

e~ or | gi naPASPER RIFENR S T RIRVIOUS Ut AIFBRBO the new version, and date-time stamping,
20 digitally signing, and appending the authentication certificate to the new version of the

object-inventory). Again, it will be understood that "verification" involves checking a digital
signature and "validation" invelves checking a digital signature and certificate status. In this
example, verification is used to check content integrity and validation is used also to insure that
the TCU certificate is valid.

25

2. The digital-signature chaining and object-inventory versioning methods can be used in

a transfer-of-custody process that would implement a suitable instruction or instructions
submitted by the deal's owner or authorized agent to 2 TCU and requiring transfer of one or
more deals to another TCU. The instruction(s) preferably would be transformed into an

30  e-original(s) and retained by both TCUs, and the new TCU would set up the required number of
accounts and deals. The new TCU's certificate must overlap the old TCU's certificate. In



(a) I'n accordance with the digital-signature chaining nethod, all
e-originals corresponding to a designated deal or deals would be exported
to the new TCU after being 5 processed according to the nmethod. The new TCU
woul d carry out the e-original re-validation process on the inported
e-originals one by one, append the current date-tine stanp and preferably
Its authentication certificate to each.ge-validated e-original, and
digitally sign each inported stanped e-original. This action would affirm
transf er - gidigQiit iy beadantdgdots! for i deWer CNRWequich! aaied cepificateexésnd the |ife
of all previously affixed digital signatures to the |ljife of the 10 new
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signature erdlf T oS [ | Ss
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woul d i npl enent a suitable instruction or instructigns _and -30 appropriate

docunent aebisei-ipesnipry bythe deal’s ginenar awbetiged agent by waygstingthatthe aWVRE{ASEMB cunent
€1 C.) 20 check out the object-inventory, appropriately update the deal abstract, signify approval by

digitally signing and submitting the new object-inventory. On submission of the digitally
signed new object-inventory, the TCU would perform signature validation, append the current
date-time stamp, and digitally sign and attach the TCU's authentication certificate to the new
object-inventory. This action would affinm transfer-of-control and custody to the new TCU and

25 extend the life of all previously affixed digital signatures to the life of the new TCU's digital
signature. This process would be repeated for each deal to be transferred.

In both methods, the old custodian (TCU) would be notified upon successful
transfer-of-custody, and the old TCU could then archive and/or remove the deal(s) from its
database.

30
3. The digital-signature chaining and object-inventory versioning methods can be used in

a transfer-of-ownership process that would implement a suitable instruction or instructions and



that would be submtted to the TCU havi ng custody of the subject deal or
deals. The instruction and docunentation would be transfornmed into
e-originals and added to the subject deal or deals. The TCU, as instructed
by the deal's owner or agent, could either create a new deal in the new 5
owner's account and transfer all documentation into it or sinply change
(update) the deal and account designatgmn. The TCU coul d al so change
nonencl ature used in the transferred e-original(s) to conformto

nonencl at ol &cheentdor 8., AR UsRHME!. doé@ﬂent ra GeRbUARERY Woéuindnl) tc.)
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4. The digital-signature chaining and object-inventory versioning methods can be used in

a transfer-of-rights process, in which the rights transferred would be less than full ownership of

25 the associated e-original(s) and the financial assets represented by them. In general, one or more
rights established in a deal or deals (e.g., revenue stream, servicing, etc.) conld be sold or
otherwise transferred. The transfer-of-rights process would be implemented in response to a
suitable instruction or instructions and appropriate documentation submitted by the deal's owner
or authorized agent to the TCU having custody of the deal(s). The instruction and

30 documentation would be transformed into e-originals and added to the subject deal(s). The
TCU, as instructed by the deal's owner, could either create a new account and transfer only the

appropriate e-originals (all or a subset) representing the transfer-of-rights into the new account



subset) into the new deal. (a) In accordance with the digital-signature
chai ning nethod, the TCU would performe-original re-validation, append
the current date-tine stanp, and digitally sign all 5 e-originals involved
in the transfer. (b) In accordance with the object-inventory versioning
met hod, the TCU would nake a copy of the | atest version of the

obj ect-inventory, performe-original resayalidation, add the new
e-original (s) authorizing the transfer-of-rights and a reference to the
copi ed olgrersateiameardeal iy ah exittirg aoenDbid@@hsferDABNhO ipbroprREESHgIRN @l or a
approval, and validate ({h owner's 10 digital signature before appending
the TCU s pseHdMP RERe¥ 4%8he stanp, digitally signing, and attaching the
TCU s aut henti cat i ofh)§€idebid t : ' = 'i%ﬂﬂ: . h
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docunent ati on the deal (that. woul d,be transfornmed, .into one or nore
e-originals) i bbot?ﬁﬂ?wgﬁgs’ & 3R WFS‘?@EH&’%W?#“%&?%t age of ownership,
25 Once the syndicate was conpletely forned, access to the deal would be
renoved for all parties who were not part of the syndicate. (a) In
accordance witf ﬁﬁé"&*%ﬁ‘gﬁqm@ chmining pnd obirgt-inverjomrversiraingmethoisicambritsgd in
perfor | e4QLhdd s S| e ala tJ , and
di gi talml y aglg’ﬁ(ﬁéagla}ll pgog?sg'ﬂlgi naltgy?%%g%g@ r%tl‘r;:iﬁlp a}eﬁa{s%ﬁﬁcﬁm Ca %nd.eglgglﬁ%ml n
accor danceemiinder whelddisjseldto ptheraqattizs.y Swobrassalenr sajesmeighiGdeluddwoFdhrighistach  nmake
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obj ect-i nventory,. request owner _approval, and validate the owner's
J documenl}ghon &gt would 86 su%mltte%%y the deal's owner or authorized agent to the TCU

20 having custody of the deal(s). The instruction(s) and documentation would be transformed into
e-originals and added to the subject deal(s). The instruction(s) could provide for granting
appropriate access to the deal to potential members of the syndicate, and as shares were sold and
new ﬁembem added, for adding further documentation to the deal (that would be transformed
into one or more e-originals) identifying the new owners and their percentage of ownership.

25 Once the syndicate was completely formed, access to the deal would be removed for all parties
who were not part of the syndicate.

(a) In accordance with the digital-signature chaining method, the TCU would
perform e-original re-validation, append the current date-time stamp, and digitally sign all
e-originals involved in the syndication.

30 (b) In accordance with the object-inventory versioning method, the TCU would
make a copy of the latest version of the object-inventory, perform e-original re-validation, add

the new e-original(s) created during the syndication and a reference to the copied



digital signature before appending the TCU s current date-tinme stanp,
digitally signing, and attaching the TCU s authentication certificate to
t he new object-inventory. In both nethods, these actions would affirmthe
time of syndication closure. 5 6. The digital-signature chaining and

obj ect-inventory versioning nethods can be used in a process of
securitization, for exanple of a |oan ompl ease portfolio, in which a
"speci al - purpose conpany” would be formed with the originating conpany

retaini ng §viet-data to HieSkew@bjekhvasry freduest ovmer dpproval, Sl wlilifle tHRSwhamenue
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In both nmethods, these actions woul firmthe tinme of securitization
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TCU. The nem#ss@any acti ons associated with the offer and acceptance would

be perfornmed. The object of, ne on.could i cI ude eI| er
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'e-originals involved in the securitization.

20 (b) In accordance with the object-inventory versioning method, the TCU would
make a copy of the latest version of the object-inventory, perform e-original re-validation, add
the new e-original(s) created during the securitization and a reference to the copied
object-inventory to the new object-inventory, request owner approval, and validate the owner's
digital signature before appending the TCU's cutrent date-time stamp, digitally signing, and

25 attaching the TCU's authentication certificate to the new object-inventory.

In both methods, these actions would affirm the time of securitization closure.

7. The digital-signature chaining and object-inventory versioning methods can be used in
a process of negotiability, in which an offer, counter-offer, acceptance, and/or rejection would
30 be documented in the TCU. The necessary actions associated with the offer and acceptance
would be performed. The object of negotiation could include delivery of electronic information

objects of intrinsic or extrinsic value, in which case the objects could be accompanied by a



docunentation would be transfornmed into an e-original upon subm ssion to
the TCU. As in all of the uses of Applicants' nethods that are described
above, if a new account needed to be fornmed and e-originals transferred,
t hose actions would occur only after appropriate 5 instruction(s) and
approval action(s) were received fromthe deal's owner. (a) In accordance
with the digital-signature chaining netlsgd, the TCU would perform
e-original re-validation, append the current date-tinme stanp, and digitally
sign all ‘proofiofawthémicityly ajpvaishl,iand sipponieg ovhebhip docufdthtation. asiehr dance with
t he object-inventory versioni t hod, the TCU would . 10 neke a copy_ of
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15 I'n both net hods, (4) keseomatdeorith thodigitalafchhtnra chiigirintehedl e galy fedldi | | ment

(completion of negotjiation). As described in pore detail _bel ow,
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CoMmer ce i dondihaAinWais ehepbitdibs, and e-original value are established and
preserved (e.g., distribution of electronic original art, software

licensing, etc.). 2()& acepidanpegyiththe ahieptinventerycvemsioningymethod, i BCY wionldent or y
Ver si 0Rp NG ARLNBES 0GR RS b | D 0 cy..aut hori.zatio
wher eby for exaa % an aféﬁtdi \§/S|? %u%qheor J%’E glgﬁllﬁérg’té%%gg%ﬁ?ﬁ&m %L%at‘faél%%mfl’a H
r egul at or yihe nevde-oxigipal(sy cragtedduririgrtbe negotistion amid refdrarce enthexpdase account by
subm tti ngexpense nd .aut hori zations to a T i ch they

;

' cU,. i n . wh
woul d be HYG-EYea %*{’g‘ﬁ?‘la B%‘zl" CEHLY LY TS OMGARAPRIOYAL W@%@%ﬁﬁfé’&f?ﬂ%

exanpl e i ndigied sigiaturbpefyRapphathgRTOU's Threenlaté-aMR 3Np Va1 dgibBly 8k led 1 N
the DAS and woul d control access to such account folders, “providing access

to one or AMBFEnEBt Yel's 2abentication esefificate tathgmew sbicetdrvemiarposes. The above-
descri ped proc@sgotRefbsy Hagd a&eﬂ%&gﬁ helifehd &fdéadﬁlm&if?@oﬂﬁlgﬁ&%&“m as

required to insure continued |egal regul at ory conplianc exanpl e,
an enpl oy dwgetagpn). pdetsribed inmndre detaibbeloms,i Applicants’ weibbdsenduppontacgdtiabDity

eneratin | - In.the card-i.ssuer's autharization center.
%uch reco%?%ﬁ?‘g?ﬁ%&]&@ 1?%(8:) ed P})“rfglf 8%%?%??%?9‘@%0 A &PNe &G4 per haps
or gani zed esyblaskabasraavad@ry, disiiution bferdoaid drighabat sbMnae ibmbie Ric.).

digitally signed and submitted to a TCU by a Transfer Agent. -34 The
enpl oyee woul d then sel ect desired transactions fromthe TCU and assign

t hose 20 8. The digital-signature chaining and object-inventory versioning methods can be used in
a process of agency authorization, whereby for example an individual or organization could
satisfy tax, regulatory, and company accounting requirements for an expense account by
submitting expense receipts and authorizations to a TCU, in which they would be held as
e-originals that could be conveniently organized, for example in folders by year and month. The

25 company would be enrolled in the DAS and would control access to such account folders,
providing access to one or more folders as required for audit or tax purposes. The above-
described process of eJuvination™ would be performed on such an account as required to insure
continued legal and regulatory compliance.

For example, an employee might purchase an item by using a credit card, thereby

30 generating a transaction record in the card-issuer's authorization center. Such records would be

extracted from the authorization center, and perhaps organized by expense category. The

organized transactions would be digitally signed and submitted to a TCU by a Transfer Agent.



transactions to an expense report, which may also include entries for
expenses not purchased by wusing the credit card. The enpl oyee woul d then
digitally sign the expense report, attach his or her authentication
certificate, and submt the report to his or her enployer for approval. The
5 enployer would digitally sign the report, append its authentication
certificate, and submt the informatioa.to the TCU. It will be appreciated
that the enpl oyer could al so conveniently provide information in the
report t orhd dnpi6yee Wiuld ek Edbsi el tranaiéling ftdaethe TOW dndGasigh bk ges and

rei mbursing the enployee for other entries. It will also be appreciated
that in tiEnsaqtiopgtosn exprass report, yevchiagy alypringlpdeentrien for gkpenpesapbpiehesed by f or
submi tting.i . | ' -L:amst | = Qg pal
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as i nt er rizipvige infersaiian gy therepert to its acegquntigy syststafos paying|the gedit qapddiasgesard t hat
this is : I . ' - A y all
of ai on SmblEERERBckpIYpE for LMETRIE. 1 Wbl SR LD ook AR i Byt e,
descri pt i ssmershenditics qanttakiegesp@f¥ihilityl dorstipnidtimgsnfommntionmgjerts thahppltiaudoinmd of
Applicants! inventions to these uses but as enconpassing these,

conbi ﬁgtiIBWsc'ﬁ?g'{lahé’&f?ts‘and all others that fall within the scopes of the
appended cl ai roth Higitaldigiaturs etamide i objeer-idemeory Pérbiohingheiheds waild Aghievecant s'
I nventions are useful in a wide variety of copmercial and other

t r ansact i BRgamersrulis, oyt Hiedisitl-siguatup chagping mgthad; iscuraehyrhebigied do bsimplesr mat i on
obj ects %&Pfh@'oﬂﬁcﬁiﬁvéﬁﬁr&%&ki%rﬁh@ﬁfe{ﬁéﬁfféﬁﬁ§ ubATHR Ga ot s ALRFBA dbbve {18 hout
retrieving a stored object) or "externally” (by retrieving an object and
provi di ngpizervst eompvdationalloverbeado, est abl i shment of a verifiable evi dence
chain,.or chain of custody, by date and tine stanping an object, signing
wi th another digital signature, appending another certificate, and storing
t he resul ti ndgrtelhisedbr amsfetiafownireldp aftrdghts] syalioatiodpaiutitzatibe, andnvent i ons

enabl e sal es, assigpnents,. 30 and other ownership tr fers q

Ut hent | CARERttoR B SRRTOSH Mo CRErAFoCH SR *RAVEHET O UriSt B P ue, |1 | ke
el ect r oni yndesstdod iha€ thivis kSt neddssat | MoRth@rdne TCU fay Bé MPolved #SudlDises; aflod
securities. -35 1t will be understood, of course, that Applicants'

i nvent i onghigh gandiesgeryie haeeyerlapping aspects. Accordingly, this description should not be
20 understood as limiting the application of Applicants' inventions to these uses but as

encompassing these, combinations of these, and all others that fall within the scopes of the
appended claims.
It can be seen from the description above that Applicants' inventions are useful in a wide
variety of commercial and other transactions. For example, transfers of stored authenticated
25 information objects according to suitable instructions can occur "internally" (without retrieving
a stored object) or "externally” (by retrieving an object and providing it to another). Also,
establishment of a verifiable evidence chain, or chain of custody, by date and time stamping an
object, signing with another digital signature, appending another certificate, and storing the
resulting object are described. Accordingly, Applicants' inventions enable sales, assignments,
30 and other ownership transfers of authenticated information objects, which may have intrinsic

value, like electronic artistic works, as well as extrinsic value, like notes and securities.



connection wth any information object, including information objects that
are explicitly neither intrinsically nor extrinsically valued. Although
every information object nay be considered to have at least an inplicit
val ue, whether intrinsic or extrinsic, objects having only inplicit value 5
may be thought of as "non-econom c" objects that include all kinds of
personal, business, or |legal records (®ich as | aboratory notebooks,
corporate records, litigation files, conputer source code, conputer

execut abl e codkwilibt abizsesd, dabss dup AbplidafieSnventions)can 3oiBe udeldén t er m " deal "
will be understoad in.this appl.ication as relating to nore than just an
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el ect ?@ni %6‘?%‘)8% ?af’saljaglrﬁt %%j e%:@és. ao‘&ld? p%g‘{tigft?afﬂgércgg%ah%&fﬁgher% ne;%r orre’ms t he
st or age, camizodbmiatioR By anshtlieagcadd offet (andhioanstioh@bjetl) ehabmiag be tetibdved be owner
of the electronic record. | i cants' systens  and t hods nmake, it possible
Lo est abl RSB GH &g more R b oPae SUaHAE mgRion EpPats eenetof 1 Ut abl
proof whemf@miafignetjet. Ak eRMWIESLEEHtEnc K ESunRIrDERE, 25T WhIS assA MR brSement, can be
stranger-to-stranger transfers, which in the follow ng exanp]e invol ves

t hree st ejpformatomeiests thafyonldhesubseguently sepeiyed ingglgtien torthe ransaqtion pf eanlrectar o

| ndepgrde - pen ' : ' 1.0k 25 and
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i nvent i ondigitally sigjsend appendsiarcedificato vnibe informmtionniiects of fer to one or nore

potential buyefs, and.the cepl.a f the.offer b buyer ( are
i dentified, an cg S%eﬁ'?%??i. %é@’%ﬁ@ﬁ@ﬁ’r@"‘? F}gp{lﬁﬁg S Etfmggnadcwg%?ésdﬁtﬁ omthis
exanpl e, inhslemédt PRICa0AThe edgisatical dnd trafdytt of @8/npriship lof Etorell biigimalCafieaicatedand t he

transfer of the record _can al so .seen, 30 _To begin this exanple, . an
i nf or mat i BIRCHENBCSEFOrdS AL opjects, 6(5‘6‘6‘!‘?& d pjERdhe 'ggpepqlﬁ’ﬁﬁ thestoragegrustodigher

val uatzpd Qid RSBEPRAARRIE for Bl HRALTL 0Nl odmBrRofRIGECHORR rEQRRd.T RbpiRhntk BRstehtd), and

a first party  wishes to transfer the authenticated object to a second
party. Thendmnetbedsgaake §t pagsiliietossigplisheowngrshipei electronic records, and to provide

irrefutable proof when a transfer of ownership takes place. This supports stranger-to-stranger

transfers, which in the following example involves three steps (an offer, an acceptance, and a
record of transfer) that are independently performed by the offer's owner, the offer's recipient,

25 and the trusted third party, respectively. In accordance with Applicants' inventions, an object's
current owner, the owner's offer to one or more potential buyers, and the acceptance of the offer
by a buyer(s) are identified, and a chronicle evidencing the transfer is created. From this
example, the withdrawal of an offer anytime prior to its acceptance and the transfer of the record
can also be seen.

30 To begin this example, an information object, be it a document, negotiable instriment, or
other valuated or non-economic object, would be under the conirol of the TCU, and a first party
wishes to transfer the authenticated object to a second party. The first party would propose to



transfer the authenticated object to the second party by signing out
(retrieving) the authenticated object fromthe trusted repository,
attaching instructions to the authenticated object, and transmtting the
object and instructions/terns of transfer to the second party by a secure
transm ssion neans. Traditional paper transfers would use transm ssion
means such as a courier 5 or registeredasgail. Since the information object
in this exanple is electronic and is protected by the nethods and

appar at us tg@sfer theaathenticaidd 6bjagd ihe sécofdipary @y ¢igling loRCétaelife) MRrdmthefitisted be
used to transnit the olgljﬁect and its instructions; for, exanple, these

el ect r oni cotmehframdbs frestedienositerys asaching 1F1%t{“°%‘?ﬂstt‘§/th§ a‘étbfﬂhﬁtﬁ‘é"‘ae% Bt al
si gnat ur e(ﬁ-&sﬂlﬁn@ﬂﬁ: Pﬁ@ét'aﬁ@fn@ﬁlu BhEetmsHHak §1§9 ?ﬂ?{(lﬁr}t c ions. 10

The secon arty wou receive the transmtte aut ent | ect and
i nstructi ctrmsnusalnn mea@tTrdi@tmmbpapcr ta@mfapwouldelsomnussiﬁhmmum¢menouI d

then present t. off ct an |nstruct

(trustes ettt fpi % it s R el i Pud ey
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the first party or the TCU  Alternatively, the second party could
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then transgginatli SpRfiag B EBRaE k1S tﬁeoa@meet catea%t,]@&%a M Ssdolialdde _
repository to assign” ownership of the object to tthe second party. In either
case, the ingtugtivns. t r ansfer or a55|gnrrent of ownership woul d occur at the
TCU, ch woul vall di Lgnat ure of th ew er.. (L he
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instructing the TCU to assign ovvnershlp of the 'object to the first party

| tsel f, i rpagypethe TGUrphiematizply ob¢ srgondrarty cowld ccpamwc%e i 2oseptenen of theioffen t h
w I
xor esloq B etibafl, iy ld oo BREHS ic AP RN e SRR ol | .

Offer fr orre;B»sitoxy(E) @sigh ow@aallnp oﬂtbeebjleano; theGedond ifﬁtyJ ISe:(ﬂﬁa(:&j teeagipal Cert,

T

I's, e.0., sindfeddnd new Gdner Fhe bl paftfy dr dHjee 8 beply B dREitinEeStang) ahEsighlC of
Cert is |rrefutable or oof, of user identity when used with secret key

(e.g., an thissath isown digitabgignatureOf cougsgethe @ng?aftmrsfprgﬁaav r&ifpaﬁmtpeA
.9, b§e QEdndipBRY BhstRbtichsPRIME HEviaLER fscissith df3hd Sfer By Heleftlt pahtf BohY O

or subsequent to a specified time, in which case the first party could rescind the offer by

instructing the TCU to assign ownership of the object to the first party itself, in effect simply
replacing the first party’s prior ownership with a "new" ownership by the first party.
The preceding example can be expressed more economically for the symbolically

25 inclined as follows:

Offer from B to C Su(S'tcu(Sp(S,{Object))), Cert,, Qual)
Acceptance C to TCU S(S:(Object)), Sy(8'rcu(S(S.(Object))), Cert,, Qual)
Alternative acceptance SASL(S.(Object)), Sp{S"1cufSy(S(Object))), Cert,, Qual))

Transfer by TCU to B&C  S'yqy (8(S,(Object)))
30 where (Object) is, e.g., a document, fax, graphic, certificate, promissory note, etc.; Cert is
irrefutable proof of user identity when used with secret key (e.g., an X.509 certificate); S, is the
digital signamre of party A, e.g., the originator of a secured object; S, is the aigitai signature of



-37 party B, e.g., the first party to obtain ownership of the secured
object; Sc is the digital signature of party C, e.g., a second party,
potential new owner of the secured object; S Tis the digital signature
and tinme stanp of the TCU, Sa(Object) is the object digitally signed by A
Sb(Sa(Object)) is the authenticated (secured) object; S Tc"
(Sb(Sa(Object))) is the authenticated 3Qbject stored by the TCU, and Qual
represents the qualifications or instructions on the offer that may govern

the TCU s pagy BO&S, the fifkt par@'QS615151n%%efsh1‘b%hﬁe%€&&éﬂ%ﬁc@%E)Rﬁﬁ@dlgﬁﬂ%%ﬁﬁmfehe
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Sb(S' Tcu(Sb(Sa(j ect))), Cert~, Qual), where the i ncl usi on of Cert
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actions c Ob ST lthndits FR- s¥nBd DS} o6 6Ithe TS whith chdafes S ANSL(SLCOEIEID)) &R,
effecti ngls?ﬁg tjregl?sfer b1 creating 20 S TG, (S (éi);(&) ec%mgtﬁ( (’@'ﬁ ?)Sr audi t

pur poses ahenticaied P'@Sﬁteg Segisters( a9 Comiran S eSS bJQBQP)t Wh“’h Qual )).
The TCU r%g.?{n%E the’ S‘s%bn?s‘itﬁl of ?%g‘(cgr% n@a?ésstﬁe By (%vﬂi&ﬁ&@%t@l ect) ))

Cert,, Transfér is conpleted and

acknow edge@ TMSb(S ﬁ)bawt)))t Ca:rg QElTwh¢rsteSagiidiy rd”dieyt)l)ldxca;esbgtehd@be@p@t(sbt
il t hat te fi h
e ooy “BEBRSE ] AL SRR el b B e L bR T
gr ac knowlmlg r&?ﬁceﬁfsﬂfﬂcﬂér b)ere@;gmﬂgf'%(OHJ&t)Bthgﬁ(i%SﬁE&I?g sggacmjda?% vaGdhueitd y
een recelve S be ex ed as 5] N . resci.ssi on
of an of f SHSoafSku(Qbiss DoeCek 5%933%#@5{@9(’ &sth Pfldaétﬁﬁgsp%% EB%’“‘ES?IT‘%r B
to TCU Sbirgatcei @ﬁaatas th&féﬂﬁ&é&ﬁé@é@é OFd1)9 satissfeal mot@@bhs chabk, ad

multiple offers oC D can be expressed synbolically as:

Sb( Sa( Cbj @& f,nmeﬂnmc s e 0Ly 4 apgepianess e me e nsten ! roating
20 S8'tcu(SL(S.(Object))), and for audit purposes the TCU creates S'roy,(Sy(8'1cu(Sx(S.(Object))),
Cert,, Qual)). The TCU records, registers, and controls S'cy(8,(8'1cu(Ss(S(Object))), Cert,,
Qual)) and S';,(5.(8,(Object))). Transfer is completed and acknowledged by transmitting
S'cu(S(S,,{Object))) toboth S, & S..
It will be appreciated that in determining if the Qual is satisfied, the TCU may wait for

25 an appropriate instruction or instructions, approval(s), or acknowledgment from S,, e.g., that the
necessary value has actually been received. This may be expressed as 8,(S.(S.(Object))).
The rescission of an offer can be expressed symbolically as follows:
S, rescinds offer B to TCU  Sy(S,(Object)), Sy(8'rcu(Ss(S:(Object))), Cert,,
Qual)
30 and muitiple offers B to C, D, etc. can be expressed symbolically as:
8,(S,(Object)), S,(S'rcu(Su(S,(Object))), Cert,, Cert,, Qual)

and counter offers C to B can be expressed as:



and counter offers Cto B can be expressed as: -38

Sc(Shb(S Tcu(Sh(Sa(hject))), Cert~, Qual), Counter Ofer) The preceding
exanpl e that has been presented in words and in synbols is just one of
many specific applications of Applicants' inventions that each have their
own particular advantages. It will be understood, for exanple, that
transactions involving a plurality of S3gtrangers, e.g., a
stranger-to-stranger-to-stranger transfer can easily be carried out by
sequential ly repeatg @(&Qﬁsbmagmgwmpce@gcaqpﬂe@msﬁoﬁ@ each pair of
strangers. It will also be understood that the instructions can direct a
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| egend transaction might be useful in contexts, such as re-insurance, where it is desu‘able for one party,

such as a primary insurer, to spread the cost or risk associated with an information object among
several other parties, such as one or more re-insurers. Similarly, the instructions could permit a
second party to "over-subscribe” to a first party's offer when the first party had one or more

25 other "first parties" willing to provide the amount of the over-subscription. This form of
transaction also might be useful in cost/risk management contexts like insurance, where a
second party seeks to accept an object "greater” than the object offered by the first party.

As noted above, certified documents advaniageously can be printed or otherwise reduced

to "hard copy" and issued by the TCU in response to a suitable instruction. It is currently

30 believed to be preferable for the TCU to apply to the hard copy some form of indicium or legend

that is resistant to forgery or unauthorized imitation, such as a watermark, hologram, or similar,



that is resistant to forgery or unauthorized imtation, such as a

Wat ermar k, hologram or simlar, -39 that would signify the TCU s
"certification" of the docunent. This is one way in which a user could
withdraw its records fromthe TCU, whether permanently or tenporarily. The
foll owi ng describes in nore detail further aspects of these inventions,
particularly nethods involving counterpmrts, nultiple executions, and
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preferably to every page, of a rendition of an e-original that has achi eved
t r ansf er afIrsuch rendifions are defined in the business rules, e.g., where an unimpaired copy is required

for recordation or by regulation or legislation. It is believed that such exceptions to the
protection of unimpaired copies may not be needed if recordation agents (e.g., county recorders)
accept two-part renditions, i.e., discernable differences between what was signed and what is

25 displayed, that are supported by these inventions,

The TCU controls a transferable record by enforcing business rules crafted by the
corresponding e-original's owner to govern the creation, distribution, starage, retrieval,
assignment, and deletion of transferable records. At no time should an authoritative copy that is
a transferable record leave the custody of a TCU. Further, a non-removable indicium should be

30 added, preferably to every page, of a rendition of an e-original that has achieved transferable

record status that is displayed in whole or in part at a client workstation, unless an exception is



record status that is displayed in whole or in part at a client

wor kst ati on, unless an exception is -40 necessary as descri bed above. Such
a non-renovabl e indiciumwould clearly indicate that the rendition is a

(i mpai red) copy of the transferable record. Transferable records may be
created in several ways. One way is sinply to execute an information
object prior to transmssion to a TCU. gy receipt and validation as an
authentic 5 electronic record, the TCU creates an e-original that is an
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emphasis on e-originals that are also transferable records. FIG. 6 shows how an owner may

define business rules that implement business processes required for conducting a deal, and thus
a TCU handles e-original objects based on the established rules. This set of actions
advantageously creates a reusable set of rules templates, from which the owner can select the

25 template that suitably matches the type of deal involved. The owner or authorized users can
then populate the template with the actual information-object types needed for the conduct of the
deal and thereafier. It is currently believed that the business rules having the most significance
here relate to identification of those information-object or electronic-record types that are
designated as fransferable records.

30 In the method depicted in FIG. 6, the owner logs on to the system (block 602), i.e.,
accesses a TCU via an e-original client EC, and the TCU authenticates the owner's identity

(block 604) as an authorized user of the system based, for example, on the owner's user ID and



accesses a TCU via an e-original client EC, and the TCU aut henticates the
owner's identity (block 604) as an authorized user of the system based,
for exanple, on the owner's user ID and -41 password. (In this and the
followi ng figures, comunications between the client EC and the TCU are

I ndi cated by dashed |ines and processing of information objects and ot her
actions are indicated by solid lines.).4The owner can then create or sel ect
busi ness rules that taken together are tenplates that relate to desired
types of desdvsord.o(in dis £dhe foReWing gited, dbBfumtRiofOFeIMEINaRs 8iknPECand e TCU,
whi ch validates the owner's roles and authqgrities, i.e., the owner's right
to act witHU@aesdpdicated by daghed dings and prosessing of infermnatioypgbiects angjother petions are

appr eci at gfjhad b Sftid HhE TR bwher Sl 1 dr O Riselel BdiNGS ﬁllis%ﬁ%ak%ﬂ thoefigp! at es
can advant ageousl’y be perfornmed By owner 1 nteraction wth an otherw se
convent i orexé tegroddtesdhat eglata fodlesithdi types of derlsdbloclofit)anéd suchpliles st commarisated ed by

the client, [E i.ndi cated.in bl 61Q, .a husi, | es .t.enpl at
ot Sal . PABAR Y B, P2 B RSB B P p R ™
el ect r oni GrefpRE1GH @ sibjadt ded] (BlodkeaD8)Ter (ilBbsdpprediatee tHab @ cebEtion S)sel¢sirSof Of

types of user and what such users can do wth respect tq each electronic
record typ@sinesgruighandiemplaias eap advantagaauslyde pedermpd by pwperipterastion wish am

el ect r oni Geh&6RE dodveainhteRktip i MindinishARa 60k sgprh’e%gfesteﬁ@éea ﬁryeme client

transferring an interest, such as ownership, in atransfera cord, and
(5) a set EGf Apindigatced in hlogkdd 8y abusippsssulehiemplateemaetypicallyt identify €1) dybes vhe

respective,deal. This i | s 15 saved the T | ock, 6 in a
ot Abadd” g R recdldh, G VRl e Aboiciodun e B S Mool el teab BB ey G i

respect i vereypes bbusanghdokhat sich Biess dar 46 with r&pect toeaph elbatrontd rgcdidl pe(4) &h a
protected ryl es database. ers aut hentilcfgte_ t hensel yves to the ,s¥stem
using a udSHOT 95 aHePsTEeEsiBt igT s rnine S8 elpsromsresord {gengipl)intqp trajigterable

i nfor mat i QBedr@afiiBF WarksRfirgh PRterdd! APRECo R rhPNMnl 4 thankRBLISEorS, ahll l@.‘bta%ett 0

perform requested actions, 20 including establishing business rulés for a
deal or dedelectramierecesd bpgs thatase ragdedda corpjudsdhe respestiveidesl: Thisrinfrmatipnds of
actiongss | M ti Gl i I : | .%value
deal s. ﬁﬂe&gﬁdﬁlﬁe{%g@mgﬁﬂggﬁﬁﬁgﬁa Ogg%%&gﬁggeé’qgl}l‘éqp’?g%ﬁ?@ggm%o perform
r equest ed sabsetsdha govain rpcativesivgrestand dealer i fi cati on and aut henti cated user

i nformati on conveyed i.n certificates, can be dde en guervyi the rules
dat abase. Thi sﬁ%’é@ﬁéﬂ“&%ﬁ%&?&?&%ﬁ %Pﬁé?ﬁ?ﬁegﬁ‘ﬁ“?@%ga Br 8§°’§é“tﬁ%gﬁ?tﬁ y and
val i dat i nghdriRIves B thésystefifisihg alus@ ID ahdl Paseeid. Thé Alles@hataBabenedsitEigtogagt | ONS,
may entail _querying other databases based on the user or certificate

at tri but ed™oEmwIPnAe desy e rujen dapbese to eandinn daq ses, richitdo peré eatesief spHicas,

ranst o P o R B B 4 B T R ¢ i 6 7

depi ct s a snfficientifor a¢laés\if agions sehiapviewingelr participating in emlfordeneindinglovewaliton of

a deal deals. Nevertheless, where additional assurances are required to perform requested actions,
digital signature verification and authenticated user information conveyed in certificates can be
added when querying the rules database. This layered approach to authenticating a user's

25 identity and validating the user's rights, i.e., the user's set of authorized actions, may entail
querying other databases based on the user or certificate attributes, such as role, value of
transaction, and identification as owner or owner's agent and therefore as a user able to authorize
the transfer of an interest, such as ownership, in a deal's e-originals.

FIG. 7 depicts a method involving creation of electronic records and execution of a deal

30 prior to submission of such information objects to a TCU. Such a transfer to a TCU of executed

electronic records may be called "papering in" to the TCU. As described above, care should be

taken to prevent exact copies of the executed electronic records from being printed or circulated.



30 prior to subm ssion of such information objects to a TCU. Such a
transfer to a TCU of executed electronic records nay be called "papering
in" to the TCU. As described above, care should be taken to prevent exact
copies of the executed electronic records frombeing printed or circul ated.
-42 As indicated by bl ocks 702, 704, one or nore electronic records are
created by an origination system e.g..42.a word processor, and executed by
parties to the respective deal, e.g., by applying hol ographic signatures
to paper recor dg iddictedDyDISeREVEY, Y64 ohPor@hRe ble@fdrtc 1ebdrd 4B EleMBd bpid ects, for
exanpl e by scanning. These electronic records are uploaded to an e-original
client 5 POgingignsysie@ne.ewh WRrd Mecessomand exeautedby partipstg ithe raspeetiveideal ¢- &b opy
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Rules selected or created by the owner are communicated to the TCU, which validates
the owner's roles and authorities, i.e., the owner's right to act with respect to the subject deal
(block 712). The owner then selects electronic records (block 714) locally in the client EC,

25 which are communicated to and assigned to corresponding record types at the TCU, which
checks the owner's right fo access selected record type (block 712). After selecting an electronic
record and reviewing its contents, the owner commits to apply the owner's digital signature
(block 716). In particular, the owner may be asked to affirm, by an overt act, the owner's
decision to be bound by the owner's digital signature, after which the client EC computes the

30 owner's digital signature and creates (block 718} a wrapper that includes at least the content of
the record and the owner's digital signature and certificate. The wrapped electronic record is
then submisted to the TCU (block 720).



decision to be bound by the owner's digital signature, after which the
client EC conputes the 30 owner's digital signature and creates (bl ock 718)
a wapper that includes at |east the content of the record and the owner's
digital signature and certificate. The wapped electronic record is then
submtted to the TCU (block 720). -43 The TCU checks the integrity of the
contents of the submtted wapped record3{block 722), and the TCU
preferably re-validates the owner's right to add the particular record type

(bl ock 712) andhe E‘Otbahl’eﬂds e ihiagritowhthie camtefts of the subwildddvrispdd weserd (BdcheCk
708). If E#b ag(g d confirmation is successful, the TCU applies
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for handli ng transferable record For exanpl e (bfock 730), e TCU at

| east perﬁwwdw&m@f&/wm@ndﬁt@d@@mﬂ@mmeGmnsferabI e records and
noti fi t hose setu he audr t ul ts
fr Tﬂigb?ec(ﬂgﬁc% gﬂ‘?‘#kgfri%vetﬁ‘@ﬁﬁgﬁ? {)usm SS lQlles &ete ewheth (5

These steps areé COrT espondr g 1ec

order to mrd’MypEOHhealphmm&vead)p)thlaisﬂﬁsdds aduﬁsférgnleiee&ut [fwo, the TSR Ct r onr c
lcts a

records pri r to deli recor TCU. FI 8 de
met hod i Ircl)\PSﬁ E?”éﬁft?ll}ﬁhﬁim i1 e‘%{%E? @E@ﬁn‘?""& IC)ﬂ“gubm' ssion
of such Iremﬁ;ﬂa(mm 130), BRLTCT & I8asi fdeborrmt! Gldits afgr %i&fafe% hirfdlifg FedifeFaNe @l so be

called the equivalent of "papering in to the T and thus t he net hod
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EC. Since the records are unexecuted and thus cannot be m staken for

execut ed FREEIPiyalent of “papeting in” fpdthe ICTy, gnd thusfhe method depidted i HGehingiidenpi es.
These F(PCalaH§ of ¥ sarBOWEPSRE the HRMAA dpidfeAlin FIG. 7. Accordingly, blocks shown in FIG. 8

that correspond to biocks shown in FIG. 7 are identified by the same reference numbers as the
blocks in FIG. 7.
A difference between the methods depicted in FIG, 7 and FIG. 8 is that in FIG. 8, one or
more electronic records created by the origination system are not executed by parties to the
25 respective deal. These unexecuted electronic records are uploaded to an e-original client EC.
Since the records are unexecuted and thus cannot be mistaken for executed records, it is not
necessary to destroy or mark them as copies. - These records may, however, contain deal
information and the names of participants,
FIG. 9 depicts a method involving execution of e-original objects that are held by a TCU
30 such that the TCU ensures that an exact copy of a partially executed e-original, especially a

transferable record, does not exist outside the TCU.



I nformati on and the nanes of participants. FIG 9 depicts a nethod

I nvol vi ng execution of e-original objects that are held by a TCU 30 such
that the TCU ensures that an exact copy of a partially executed e-original,
especially a transferable record, does not exist outside the TCU. -44 As
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The data structure that includes the signer information and that is created by the TCU is
such that upon display or rendering by the client EC, the signer information cannot be mistaken
as a part of the displayed record content (block 924). In particular, printing the stored or

25 displayed record should result in only a rendition of an unexecuted record. Such data structures
typically contain the parsed contents of one or more signature blocks, and not every data
element is usually incorporated from any signature block. What is displayed is advantageonsly
a subset that enables a user to "drill down" further if needed or if the user is allowed. Tags,
where available, may be included to match included signer info to signature fields in a data

30 object, which enables checks to appear where signatures were previously applied or pop-up
windows to be positioned. Application-specific business rules determine what is returned in a

data structure and how what is returned is used. Possible elements of a daia structure are a



a subset that enables a user to "drill down" further if needed or if the
user is allowed. Tags, where available, may be included to match i ncl uded
signer info to signature fields in a data 30 object, which enabl es checks
to appear where signatures were previously applied or pop-up w ndows to be
positioned. Application-specific business rules determ ne what is returned
in a data structure and how what is regsrned is used. Possible elements of
a data structure are a -45 signer's DN and issuer information derived

(al t hough si@br SDNRN isderfikfommaten Herived Palth@t@ﬁtxﬁf‘ﬁcinﬁfly)f% et iR btk
(0]

attribute (e.g.,_ a hol ographic signature), ranking the signature, and
pl acement anpygenticaied 2 (Sr8d iadwatogeaphia sighatens), warkingef thetstgnature, and placement

found, whi Loal LRcl cad . Sl re.d =Sign or
count er - o1 . TR dloa BN SR Srapbthe Bhneh LIS ToBOTHER by FRUGHRT, U1
(bl ock 926yhethehthe sighamite iECco-gigmbmooatubysigh. spl ays a nessage i ndi cating that
its digital si ture wil| be li.ed 1q an exac itiopn of fhe

e-ori gig al hel gﬂg‘f uﬁeﬁsleﬁtaﬁ,apﬁlé’?’g{i)’ﬁgt ‘g-“%?'iag IWF@%QE‘%Q&WBEW e user's
digital gremablyd@pliys 4 mesagid@datink tha0n8 digRd fpRithre Wil BE Whitiel Bfad d@et

docurent, the applicable business rules should provide that the user is
i nf or med efsditiond theg-eriginal Beld At they TEH, v thetecorizinad Hsehijo whishithruseds disited may

be) the e-gRhb@iAGhIbe! n < | 2 action
(bl ock- 028)P 40kl be AU RN Barcnl i YRng e kil e BohhATL b0

gener at es ralehshohldgirovidrethatabouser is forert shahthdy arevoo ajgning or thmterisizningdasthe he
user' s, signatur ock. . an he client EC.subnmts_.the w r.to.the TCU -
(bl ockl§9%§3€.m e"egg‘&??‘{"r%’ﬂfi‘ﬁ%?"&“%ﬂ eé‘F?“%%*fb‘%awaﬁm”B%ﬁfa‘%E%@PWE% bl ock
i ncl udes gslegribed avakar mati on 15 (hash of content, authenticated attri butes,
signer's digi tﬁj&si gnature, and unauthenticated attributes) and

certificate i nf'dPHBseT Sms thyrrdientECogonrrates 2 bashiod fhearqor] donteats@nd araRPss| bl y
CA 1 SSUCH tha fdidbOHE ulthl Hihitled Slockahe he Widhr ERNELLNLHE Ul ot REUIDILEE! ©) -
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bl ock(s) fromthe submtted wapper, retrieves the e-original” from which
it previ olsssat aidhe it ECapd eachmay seestehaicqviosigature bldcksdlat archucludegrimther e

bl ock(g Rﬁaaﬁtpglesuﬁﬁﬁﬁéd%ﬂgmﬂ” ginal, formng an updated record. Placenent

of the signature
After receiving the wrapper submitted by the client EC, the TCU validates the

aqthenticity of the wrapper, comparing the hash of the ¢-original content with the content hash
contained in the signature block(s), and the rights and participation of the signer(s) (block 930).
In general, the TCU extracts the signature block(s) from the submitted wrapper, retrieves the

25 e-original from which it previously extracted content (see block 916), and adds the signature
block(s) to the retrieved e-original, forming an updated record. Placement of the signature
block(s) is preferably determined by the business rules. The signature block(s) may be placed in
any of the recursive wrappers or in an object-inventory. This flexible placement capability
enables the initial e-original to be retained in unaltered form.

30 Since many users may need to digitally sign a document to conclude a deal and since
such signatures may occur at different times, the TCU may wait until it receives all of the

signature blocks of the users (e.g., co-signers, counter-signers, etc.) that are required to complete



bl ock(s) is preferably determ ned by the business rules. The signature

bl ock(s) may be placed in any of the recursive wappers or in an
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(bl ocks 1002, 1004). As described above, the user selects an existing deal
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extracts téadaahplack WO Quee thedienliiptelrgted, e pasr may be pheyaka list of regard fypes
20 that exist in the deal, from which the user selects a record type to be displayed (block 1008).

The user requests retrieval of that record for read-only access (block 1010), which may be the

only access rights granted to some users. The TCU validates the user's rights to make such

selections and request (block 1012). If vatidated by the TCU, the TCU retrieves the respective

e-original from storage (block 1014) and extracts the contents of the retrieved e-original (block
- 25 1016).

The TCU also preferably extracts the signer information and the date/time that the digital
signature was applied (block 1018). If available, e.g., from the retrieved e-original, record
formatting information associated with the retrieved e-original is used by the TCU to guide its
placement of the signer information within the electronic record. If such associated record

30 formatting information is not available, the TCU places the signer information according to the
applicable business rules or a general set of business rules. For example, a cursor displayed by

the client EC is positioned over the field indicating where a user’s digital signature or



"I The TClIJ also preferably extracts the signer information and the
date/time that the digital signature was applied (block 1018). If
available) e.g., fromthe retrieved e-original, record formatting

i nformati on associated with the retrieved e-original is used by the TCUto
guide its placenment of the signer information within the electronic
record. |If such associated record 30 fqg.atting information is not
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| east two el enents, or data sftructures: signer information and certificate

i nf or mat | enything bt eopp fierkslOBY be call ed signer info and cert info in
short hﬂpd ' It will be appreciated that the methods and apparatus described above involve the use of

signature blocks and wrappers. FIG. 11 depicts an exemplary composition of a signature block,
which typically includes at least two elements, or data structures: signer information and
certificate information. These elements may be called signer info and cert info in shorthand.
Signer information is generated by first hashing the content(s) of the record(s) to which the
25 signer is applying its digital signature. Attributes that will be protected by the digital signature,
i.e,, attributes that are used in computing the digital signature, are then appended to the hash,
and such attributes can therefore be called "authenticated attributes” that reside in an
authenticated attribute field of the signer information.
In general, authenticated attributes are used for defining the signer or the signet's actions.
30 Authenticated attributes may include, but are not limited to, the date and time of the digital
signing, the reason for signing, and the signer's holographic signature, either freshly or
previously digitized. Itis currently preferred that this nature of the holographic signature, where



Signer information is generated by first hashing the content(s) of the
record(s) to which the 25 signer is applying its digital signature.
Attributes that will be protected by the digital signature, 1i.e.,
attributes that are used in conputing the digital signature, are then
appended to the hash, and such attributes can therefore be called
“authenticated attributes" that reside-#8& an authenticated attribute field
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signing to bhe conveyed. L. . )
could vary from digital signature to digital signature, thereby enabling specific information

concerning each act of signing to be conveyed.
The certificate information in a signature block typically includes at least an
authentication certificate (e.g., an X.509 certificate) and may include one or more other data
25 structures containing additional information about the signer. Such additional information
would typically be issued by an authon"ty recognized by the TCU and document authentication
system and may be arranged in a data structure having the form of a certificate digitally signed
by the issuing authority.
FIG. 12 depicts exemplary wrappers, showing an inner wrapper 1202 and an outer
30 wrapper 1204. A wrapper is a data structure containing tags that permit locating and extracting
information fields contained in the wrapper, and thus any record format supporting inclusion of

digital signatures with content may be used, including, but not limited to, PKCS#7, S’MIME,



The certificate information in a signature block typically includes at
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power available, the time it takes to unwrap and parse each data structure, and the business

responsiveness demanded by users. Wrapper recursion may also be dictated by business
processes such as those involving the signature-chaining method described above. It will be

25 understood that wrappers can include serial as well as parallel digital signatures, which can be
those of users or Transfer Agents, depending on the business process implemented.

FIG. 14 depicts an example of a wrapper that might arise from the above-described
object-inventory method using counterpart signatures. It will be appreciated that such a method
is the equivalent of traditional counterpart exccution of a deal, such as an agreement. In the

30 course of the method, a master copy of an e-original record and a signature page are made
available to each participant in the deal, and each participant adds its digitized signature to its
respective signature page and returns its signed signature page or both the master copy and its



power available, the tine it takes to unwap and parse each data structure,
and t he business responsiveness demanded by users. Wapper recursion nmay
al so be dictated by business processes such as those involving the
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pending |l egislation relating to electronic signatures .
are provided. Nevertheless, it will be appreciated that these protections are not available when a

TCU is not involved during execution of a deal, as in FIG. 7, and thus, it is not possible to guard
against a copy of a transferable record being rendered in a manner such that the copy could be
mistaken for the actual transferable record. Whether intentionally or unintentionally, such
25 rendering would create the possibility of fraud.
It will be noted that this description and the drawings are illustrative only and that one of
ordinary skill in the art would recognize that various modifications can be made without

departing from the essence of these inventions, which is defined by the following claims.



are provided. Nevertheless, it will be appreciated that these protections
are not available when a TCU is not involved during execution of a deal,
as in FIG 7, and thus, it is not possible to guard against a copy of a
transferable record being rendered in a manner such that the copy could be
m staken for the actual transferable record, Wether intentionally or
unintentionally, such 25 rendering woul-dlcreate the possibility of fraud.

It will be noted that this description and the drawings are illustrative
only and tW&ATblﬁ‘erﬁMlHISqary skilljn the art would recogni ze that various

nodi fications gan, be Wit hout de arting fro th essen of these
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created by signing,_ .information objects by respective transfer a%ents
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to each va :iat ect date t sta ital
si gnat ur e “4n¢ az’alu { %%%A."S efmc prLoeggtical h’n%tﬁ? %g Eﬁ?%‘jf'%d'i%h rutility,
conpri si ngombﬁsmgmaStepiofSel ectl ng a stored e-original object; 10

re-validating the selected e-ori gtl,nal object by at l|least verifying the
digital signat 87€FtiBe 2 sord ergriglpababiedist odi al utility applied to the sel ected
e-ori gygal obj gLialiddid RO S- 6r&u{ahﬁnjéc?by§ﬂlb£9{r&ﬂydﬁg ﬂfe'd%ﬁﬁilﬁﬁﬁl ggt a

current date-time stanmp and a digit nature and Current authentication
certificattle tmstesimstofileis{hélw WQQ(UQIUEQ selected Hoygmalsabkct ané nethod of claiml1,

wherein the ap ore e Of |d|ty
period of the igrl!t’f}{#'gguhg @g‘g%'%%gcer{ecﬁcgﬁeétpd&i alf’ﬂ%bl tr e%‘y‘ At odi al
utility apighitert and cuﬁrémmthémcateﬂ certificatg bitht trodi¢doaistodiahmilizgy a validity
period of the re-validated e-original object is extended to the current
aut hentication certificate's validity period. 20 3. The nethod of claim1,

wher ei 5 t he MebNQHe inSth6dbf difith QWhereth th@ﬁﬂiﬂﬂ%st&;ﬂs? rfbr8R8 beRRfexpiritihlogat | on
recei ved and validated by the trusted custodi al ility, which validates a

recei ved VRH&WmgEed offhe girent sushesticatien cerHfcaiofithe @gﬁtthwste@abmh@bmbe@o t he
recei ved nt on
the recei gﬂﬁ%{eﬁ@%%@%@eg@%pﬁ% dtng%gﬁva idated Irkggde%'{’/@%ﬁil%ﬁe‘?@%ctl on
a dat e-t i ertendednpthacdrent duthertmbtion cgridicate'e validity periodent  aut henti cati on
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20 3. The method of claim 1, wherein the method is carried out in response to at least one
instruction received and validated by the trusted custodial utility, which validates a received
instruction by at least testing an integrity of contents of the received instruction and a validity of
a signature of a transfer agent on the received instruction, and applies to a vatidated received

instruction a date-time stamp and a digital signature and current authentication certificate.

25
4. The method of claim 3, wherein the received instruction is isseed by an authorized
entity, and the trusted custodial utility validates the received instruction by also checking the
authorized entity's authority to issue the received instruction.
30 5. The method of claim 3, further comprising the steps of:



4. The method of claim3, wherein the received instruction is issued by an
authorized entity, and the trusted custodial utility validates the
received instruction by also checking the authorized entity's authority to
i ssue the received instruction. 30 5. The nethod of claim3, further
conprising the steps o -52 exporting to a second trusted custodial utility
the re-validated e-original object and-smpplied date-tine stanp, digital
signature, and authentication certificate of the trusted cust odi al

utility; re-vabipdfiingga sdcmdth&teammlaltunugm@lrecuﬁaaeﬁ @brigihallobjeyt andhe
exported e- orlglnal obj ect at 5 least verifying_the dlgltal signature
of the tralisd eteéwtaam Gngwlﬁaylaiaffmdeﬂtheanqaﬁgl esibigatenf thetrysted sustadial

obj ect ; g@mgfplylng to the re-validated exported e-original object a
current date-tinme stanp and a digital signature and current authentication
certifi cat e ofr%md@mgon@qmﬂwsmgumaémmmthe e:gmr’tm)e@ngiﬁhl@bmtbm of

claim rel. eshlp of I|d i obj e
transf &rr &g ven&ﬁ%@?@l‘ edF fagggh Bﬁhet%ﬁ%thféf‘mfgt ed
recei ved ehsigindlcdbjeen.and - The nethod of claim3, wherein a right to the

re-val i dated e- or| .ginal object is transferred in the trusted custaodi al
utility based ¥whiingtofhs eyahdated pertsdecrigng phiedt p shrent datg-timpsanipanddg of

claim7, WRRLEEdhatdCantlicRént E&héﬂiﬁaﬁdﬁ c\éﬁiﬂcﬁ%ﬁfﬂe EecQﬁd Ghdad u‘%ﬂﬁ?ﬁt;litﬁ

right to revenue represented by the re-validated c-original object”. 9. The
met hod of claim 3, wherein access to the re-validated e-original object is

grantelq) 20 In t rEJ oef(cj:l H%t\?rgérgmo%l Ih%f&l%ée-v gﬁ%ﬁ;fcﬁfgalaa ?ﬁfé]ﬁgl cat e

based on the vaI | recel VEH I nstruc aim 3,

wher ei n aoaes$sred dn the @usted satodidhitiity based b theaklidibidaedeived insg@etionol | ed in the
trusted custodial utility based on the validated received instruction, and
the 25 applying step is performed before expiration of a validity period of

the current auhemdhaRdd dFlaihi8! WhékinalRnolh tﬁé}% vTaﬁ ﬁ‘%lﬁatl% iegdisutility
applied to the sel ected eorlglnal obj ect, ere@y idity period of

t he re- valthesfred inthg frugipdeistodiy wality b@seésw thecyalidated reqeived instraetion.

aut hentsd cation certificate's validity period. 30 11. The nethod of claim
1, wherein a transfer agent signs an information object by appending a
verifiable di g% t Theadetbodypfataim g, wheteia thonghe v the retedjdated/ e-btigiokl abiectise

I nformati Oghtq {'evenue rep5r§scnted by the re-validated e-original object.

9. The method of claim 3, wherein access to the re-validated e-original object is granted
20 in the trusted custodial utility to a member of a syndicate based on the validated received

instruction.

10. The method of claim 3, wherein access to the re-validated e-original object is
controlled in the trusted custodial utility based on the validated received instruction, and the
25 applying step is performed before expiration of a validity period of the current authentication
certificate of the trusted custodial utility applied to the selected e-original object, whereby a
validity period of the re-validated e-original object is extended to the current authentication
certificate’s validity period.

30 11. The method of claim 1, wherein a fransfer agent signs an information object by
appending a verifiable digitized signature and a content integrity block to the information object.



12. A method of handling stored e-original objects that have been created
by signing information objects by respective transfer agents, submtting
signed information objects to a trusted custodial utility, validating the
submtted signed information objects by at |east testing the integrity of
the contents of each signed information object and the validity of the
signature of $ the respective transfer -&8ent, and applying to each

val i dated informati on object a date-tinme stanp and a digital signature and
aut hent i cat i onlZefmiethiodaf bangling kered ewsigindl ahjestsabidt hhvaitceh ctegted by sigging si ng

the steps.qgf: (.a) cr Ing an object-inventory from.at. | east one stored

- or i o1 naipmaas SRSk bR hoBieL sashi b bidintpe SRy MrorsEiln Pl B 4,

obj ect i dembted &RfodRNGilRty Sialdading i Sabiftted bighediRfim@icH dbficRdy at fédst @Riiget from
whi ch the object-inventory is created; (b) applying a date-tine stanp and a
di gi tal sithyriBiegaty okihg caferepkt sacisipend ipformdtion ohiee apfl thervalidity ofhedisnatise efdi al
utilitye t@,ut | =) t : | abj - DVE ry

havi ng 5t hgueap Ie%%gg%ﬁeﬂ-l Fﬂ}nia&g %ég%lgﬁgéﬂ; %‘}? zflﬂ{é‘fegﬁg%%%é@?%& aa&l%%/eﬁtg{rllfi cation
certifi castmphbd 4 Bigitalvignamidwd avthenticafion kfjfichigof ertrustiedpustsiial gtilitye st eps of
(d) retri evi_nlﬁﬂ. b'é n ag.,t horized entity, a copy of the object-inventory;
(e) signi PERE RE PP d copy by the authorized entity; (f) submtting the
si gned copy t o(d) bRatingumtobftcrinsdnishy Momidt Idaitione sidfd EDright bBj¥dtNGherdie the
signature of the authorized entity on the submtted caopy; and (h), applying

to the copfieg-BYRofaEninclidesat iqaptanobiertidentidionand;agignaiureshlogkfor sach g8 glal r ent
aut henjd cat3 b edbRcR : custodial utility; whereby the
aut hori zegsjgﬂﬁﬁ{vgjfc%i rnsfefﬁ%v%r{riﬁg%geﬁé%?gt odial utility's control of the
e-ori gi nal obj édepplyiog r datpdinti stegnpt andtaldigiabpgnati@é arkVauthEhticatien batificate afl ai m

13, further risi . st.ep,. before stepg (h), of adding to the copy an
object id r?t“ﬁ’?fégr"“sz% é’his?g'gt Q}GL?P{EGC 8%%%@% he object-inventory from which

the copy was @) eaiisglhe 3bjedtGnvehivey hainpotle afplied datertifd stamlpedigital sighetose, &g) and
(h) are perforped on the copy of the object-inventory before expiration of
a validi tﬁ“"b@rq‘:@lf’ ¥&¥eaut hentication certificate of the trusted
custodisal utility applied to the object-inventory fromwhich the copy was
created, -54

13. The method of claim 12, further comprising the steps of:
(d) retrieving, by an authorized entity, a copy of the object-inventory;
(e) signing the retrieved copy by the authorized entity;
(f) submitting the signed copy to the trusted custodial utility;
20 (g) verifying the signature of the authorized entity on the submitted copy; and
(h) applying to the copy a current date-time stamp and a digital signature and current
authentication certificate of the trusted custodial utility;
whereby the authorized entity affirms the trusted custodial utility's control of the
e-original objects corresponding to the copy.
25
14. The method of claim 13, further comprising the step, before step (h), of adding to
the copy an object identifier and a signature block for the object-inventory from which the copy

was created.

30 15. The method of claim 14, wherein steps (g) and (h) are performed on the copy of the
object-inventory before expiration of a validity period of the authentication certificate of the

trusted custodial utility applied to the object-inventory from which the copy was created,



whereby a respective validity period of the object-inventory and of each
e-original object from which the object-inventory was created i s extended
to the current authentication certificate's validity period. 5 16. The

met hod of claim 12, further conprising the steps by the trusted custodi al
utility of: (d) retrieving a copy of the object-inventory; (e)
re-validating the object-inventory cortdsponding to the copy by at |east
verifying the digital signature of the trusted custodial utility applied
to the objvhatby nesmrtiiveyalidiy geiipd af the pbjsttdiprefely, andpp kachregprigind bgectdipyn of t he
obj ect-i nven a current date-t and a digital,.si ure and

our rnt - aEih A cblkel BHeLy s PERFL Raendrd b 16 Suieept eviSensiipton GRAHES: “and

(9) starlﬁgwhygmggpy in the trusted custodial utility, thereby creating a
new obj ect- ihventory. 15 17. The nethod of claim 16, wherein steps (e) and
(f) are perforned on the copy of the object-inventory before expiration of

a validity per Flo¥

cust odlgal uti I%f&hgéb 3?%%{%?% gfcieg‘{h %ﬁvgﬁe()s%?g §¥ %ﬁgﬁﬁs{t eélggiﬁ? was
created, oﬂhereby a respective valldlty period of the object-lnventory and
of each e-orig opject fr whi ch the object-lnventory was created is
extended to th@] EJﬁ ‘i’éﬁ‘]ﬁ? TSR ti ficate's 20 validity period.
18. The netho plfe-\ﬁh@dnﬂg e obfeet inh@itory @PIRdshSHIdRE tb iR cBHEPy atheiswezfﬁh%ﬂne( f),

of adding to t copy an object identifier and a signature block for the

obj ect - i ndigital G?gyawhm%ﬂqdf"llféo%}?}?hv/éﬁplleéﬁfe@?EHWtQBVEP@fYThe net hod of

cl ai my 38, wher g

obj ect-l nvent o@yﬁﬁls#t%po@’g@qﬁgﬁ 1(&)1%): Ogﬂ%/égﬂeg{lﬁ&ée e} or?gfg%eﬁe gt%

aut hent i cad aodigitad slgneftu:e abdcupfent duhentication etifivatstod theattustetlichstodialayibity; edl t 0 t he
obj ect-invento om which the co S cr d wher eby a respective
validity peri o@/g '{g%e 15114 é%{h ?%‘8‘%8@’&5}\‘8 tﬁeé%bgﬁr%a-%ﬁgf" Fﬁgﬁje lEj ect from
30 which fnhent®l] ect-i nventory was created is extended to the current

aut hentication certificate's wvalidity period. -55 20. The nethod of claim
16, further conprising the steps of: (h) retrieving, by an authorized
entitys a CopyjPiThkfd8 W ARne ¢4, WHENGTNE Yoy and {f) ars hERHd bl thed @by bfited Copy

by the authorized entity;
object-inventory before expiration of a validity period of the authentication certificate of the

trusted custodial utility applied to the object-inventory from which the copy was created,
whereby a respective validity period of the object-inventory and of each e-original object from
which the object-inventory was created is extended to the current anthentication certificate's

20 validity period.

18. The method of claim 16, further comprising the step, before step (f), of adding to the
copy an object identifier and a signature block for the object-inventory from which the copy was
created.

25

19. The method of claim 18, wherein steps (e) and (f) are performed on the copy of the
object-inventory before expiration of a validity period of the authentication certificate of the
trusted custodial utility applied to the object-inventory from which the copy was created,
whereby a respective validity period of the object-inventory and of each e-original object from

30 which the object-inventory was created is extended to the current anthentication certificate's

validity period.



(j) submtting the signed copy to the trusted custodial utility; 5 (k)
verifying the signature of the authorized entity on the submtted copy; and
(1) applying to the copy a current date-tine stanp and a digital signature
and current authentication certificate of the trusted custodial utility;
whereby the authorized entity affirns the trusted custodial utility's
control of the e-original objects corresponding to the copy. 10 21. The
met hod of claim 16, wherein the method is carried out in response to at

| east one insgo. utmdmahodckfeldirﬁus,tiaﬂhausﬁmpﬂémgmutstiebd éfy validates the
instruction by at |east testing an |nteg rlte/ of contents of the
i nstruction an@)&etigying by gn 6‘=Fth°<PZ§¢ Y. dcBPYef the pewpljeddringgioRt on t he

i nstruction, aﬁﬂs@:ﬁﬁé{h‘é?etﬁ&eécé(ﬁyBgﬁﬁ%}ﬁﬁhdr%&éﬂ{@' on a date-tine stanp and a

digital signature and 15 current entication certificate; and at |east
one of the val (Jblatbadmnaﬁtemw@dmymdlea'ustedemmum the val i dat ed

instr uc5t| on is quggmgq?ésg%a&ggﬂgeau efgaﬁ‘&é{;?%ﬂl? rret h(ad of claim

21, wherein th ins 'S 1ssue and t he

trusted custod{Ippplifing folthe oopy hdakas ditb-ﬁrﬁel"s&iﬂmﬂlafaliglﬁys@ia&@e Ex’ﬂﬂﬁlkxieﬁtg t he
aut hori zed entjt 20 authority to issue the instruction. 23. The nethod

of cl ai m 29therfjcg %‘éﬁ‘}?“tﬁ‘?étePF@gFé‘ﬂ%ﬂ’éE@tﬁlﬂ‘I‘ lithi i1 ity responds to a validated
instruction bywﬁéQW&b&&h&r&e@eﬁﬁ?Qﬁﬂn&ﬂiﬁﬁx@t@d%d@ﬂhﬂﬁ Ybatld ¥r @ePi es of

t he new object-inventory e-original objects correspondl ng to the
new obj ece-=ariginahotizols coan@onmg@éb@myt rusted 25 custodial utility perforns
the stgps of re-validating the exported e-original objects corresponding to
t he exported copy of the new object-inventory by at |east verifying the
digital signat2t.eTifméthel dfictaih ¢4, whesdin theahethiid ik tdrgled @ se@bnictotabRagx por t ed

e-origi nai%% !}Qt%ttlgn nd t %P}%{?%Blﬂf(: ng ﬁaﬁ%shfgﬁ orte cop %Ltééggq%anew
object-in ture and
current amtiﬁg} bEcbhiend om@tms&h&ﬁmn@ﬁ vﬁlﬂﬁg%?ﬁ@@ﬂatﬁfe‘b?h %ﬁ&%@&ﬁ oRkneut i lity.

24. The net of claim23, further conprising the steps of: -

retri evi nipstrastioanand zppliss to e velidated ingtragtiomadate-tieswarep mdwsch@éal émat@ra iand
utilitys %PXutﬂént%ﬁfon c@ﬁﬁﬁ%ﬁ%ﬂd &0 t&te.c}f%&ﬁgﬁt&? cfi Xrﬁfur%f&%ncétogn' ng

the retrieved copy he aut Hori ze ent|ty t|ng e sl gne
retri evedmopydatcﬂmﬁmcsmmsadﬂainmﬂmedp}cwmmd!enl(f) utility; and 5 applying to
the submtted signed retrieved copy a current date-tune stanp and a digital

22. The method of claim 21, wherein the instruction is issued by an authorized entity,
and the trusted custodial utility validates the instruction by also checking the authorized entity's
20 authority to issue the instruction.

23. The method of claim 22, wherein the trusted custodial utility responds to a validated
instruction by exporting to a second trusted custodial utility copies of the new object-inventory
and the e-original objects corresponding to the new object-inventory, and the second trusted

25 custodial utility performs the steps of:

re-validating the exported e-original objects corresponding to the exported copy of the
new object-inventory by at least verifying the digital signature of the trusted custodial utility
applied to the exported e-original objects; and then

applying to the exported copy of the new object-inventory a current date-time stamp and

30 adigital signature and current authentication certificate of the second trusted custodial utility.

24. The method of claim 23, further comprising the steps of:



signature and current authentication certificate of the second trusted
custodial utility; whereby transfer of custody and control to the second
custodial utility of the e-original objects corresponding to the new
object-inventory is affirnmed and a respective validity period of each
e-original object corresponding to the new object-inventory is extended to
the validity 10 period of the current agghentication certificate applied by
the second custodial utility. 25. The nmethod of claim 21, wherein ownership
of e-original odztjiesdng;byanaﬁhcmmdibmuyﬁomth&@c&ﬁ@hsie&cﬁét@ﬁmﬁxﬂﬁ@,eﬂcépgdfhﬁ
trusted cust odi.al utébhit based on the validated instruction. 15 26. The
met hod of SXPHFSCoRY of hepedy AbIgRt-inveRien; one right to e-original objects
correspondi ng t@nil ' Lhn.tbe trusted custodial utility
based on the vafléindg%ﬁ%ﬁ%ﬁ?&%t@%&%@%#ﬁg& et hod of claim 26, wherein
the at | east omebmiltgigithd signgd rétgéved copyrte Vtersaeond 20stedpustedimh tidlityandt he

e-origipal obj .28 . hod.of .claim 21 eyein access to.at .|l east
one e- o?i gi nal 3%?%%?0 m%%&?nég%%)sﬁ%}eﬁéet?%@ ﬁ%’ycaow\é\gﬁéfm R %‘i‘f"? ﬁ"‘{ hdigtdl st ed
cust odi al signatuieandicorent awthigicativh cartigiyate bLihé SecoRb@Rtkdstbdigl widiky;dat ed
instruction. 25 29b The rre%)hod of claim 21, wherein access to at | east one
e-original obj é’@?re ¥ Bpostee ghehsiony a‘[‘WH’@“E(S%Fe?%’d@BWQ@I“PBB’ qfithe grerigipalst ed
custodi al obfetts chirespasinl 18hed fe® obfdet-BRERGky id AfilrhedChli QRes égigégaﬁd-[%?eﬁ@& fed of
claim 12, erein a transfer agent signs”an informati oh o ] ect

appendi ng cacha=eriging ghiscigoesppnding toithmremuebdectinyentoryanexsended tot thgwaliditybl ock to
t he i nfornpti i -57.3] : tho f .eclaim wherein the

e-ori g?@a?%%f%cﬁ&‘%%f’b%‘é@zgéé? %%ﬁ?&eaaﬁgﬁ?dgbé’ tﬁee§38?l?dé":uﬁt3fl‘a{)‘§'}hg%t is

aut henticated at an enabled client workstation by validating contents of
the wapper, ereb ermtti demonstration_of .an identity of a
submitter of a%lg]'i ﬁeo‘%ﬁg?‘{ %]rfg%‘ﬂjr}gc‘f’her%{ﬂﬁ“’&?rs'?‘ﬂéf -PEER obigets coxresaondinadPnat i on
obj ect. 5 tldZopy haraBfheinGhe lstid BustodiMVENS Basddth the Walad fust@dhal utility

responds to a received and validated instruction relating to a stored
e-original object that includes a wapper by carrying out the steps of:

checkifyg that 8 sERAGLmQS oftc%niz? SRdGh Eﬂ@as%éne%%@- M? ??J%&?d such an

instruction; 10 printing an I nformation object®deriv he wr apper
with a foreregsponding tettlamopy is transferred in the trusted custodial utility based on the validated

instruction.

27. The method of claim 26, wherein the at least one right is a right to revenue

20 represented by the e-original objects.

28. The method of claim 21, wherein access to at least one e-original object
corresponding to the copy is granted in the trusted custodial utility to a member of a syndicate
based on the validated instruction.

25

29. The method of claim 21, wherein access to at least one e-original object

corresponding to the copy is controlled in the trusted custodial utility based on the validated

struction.

30 30. The method of claim 12, wherein a transfer agent signs an information object by
appending a verifiable digitized signature and a content integrity block to the information object.



indiciumsignifying that the printed information object is certified by the
trusted custodial wutility; and recording a date and tinme of printing of
the printed information object. 15 33. The nethod of claim 3, wherein the
trusted custodial utility destroys the stored e-original object based on
the received and validated instruction. 34. The nethod of claim 3, wherein,
based on the received and validated insf7-uction, the trusted custodial
utility designates the stored e-original object as a copy. 20 35. The

met hod of cl ai #.3Thashethed of claire 11 whestis theouigriginil abjecttindlidey 2 meappended the a

received and.validated.instruction.relati 0 tor e-original.,object
hat | nol GabEmiT o ES afmpRaled B baafie] fiopf BotPafuyaiufie Fhyythn 3 of
sender of wirfiet, BfekdbyGeindfting JerdbtishMidnzddn tdenig s aSulihittaiofiah $dfotedtion bbjeand

25 printing an information object derived fromthe wapper with a

f or ger y- r @3¢ eftheintegrihpfdhe ipfognationobiest er controll ed by the trusted
custodiqal utility; and recording a date and tine of printing of the printed
i nformation object. 36. The nmethod of claim 35, wherein the trusted

cust odi al ut i | 32.yTheamethabofolaim 8 hehdrein thegrustedQustodigl utifityrespondstoagedeiwsd st or ed

e-original_object .based. on.the recei ved and, val idated, i.nstruction. -58- 37.
The. ot hotbA s REETOR R 1 £REH R osRRBN IS IR e R IR Y: e

i nstructi efryihdeutiidridpgdficust odial utility carries out the further step of
designating the stored e-original object as a ¢ 5 38.,The pet hod of

claim 3, wher effcking ta s of the dnstrnchion js pftherized g’:l,o%%ﬁg’h_ta% SIPO8i ved  and
val i dajed | NSt igideQR id6inBilibi Bbjbd d8rivel Honftns wREdpe! With a RRb&flestsi@t | ncl udes

a wapper by ‘carrying out the steps of checking that a Sehder of the

i nst ruct i ondidien signifping thatithe prisfedhinformetiorsebi¢ot tstoerifiell by the tagisd cudtodiala copy of
the stor eqﬁﬁ\- QL{' i nal object, wherein the wapper includes at |east 10 one
forgery-re5|t¥tan indiciumsignifying that the exported copy is certified
by the trust edrecordingdidate aad titne of pdmihgaif tHegainteddiformatioh phjettt on control | i ng
rendering of the exported copy; and recording a date and tine of exporting
of the exported copy. 39. The nethod of claim3, wherein the trusted

custodjsml util 33 YTHASRBEHST clatn 8, WRGSh IRArusied cafsdiMakilitladeswoys fisd dtated | on
relating to a stored e-original object that includes a wapper by carrying
out the se®pgingfebject based on the received and validated instruction.

34. The method of claim 3, wherein, based on the received and validated instruction, the
trusted custodial utility designates the stored e-original object as a copy.
20
35. The method of claim 3, wherein the trusted custodial utility responds to a received
and validated instruction relating to a stored e-original object that includes a wrapper by
carrying out the steps of:
checking that a sender of the instruction is authorized to send such an instruction; and
25 printing an information object derived from the wrapper with a forgery-resistant
indicium at a printer conirolied by the trusted custodial utility; and
recording a date and time of printing of the printed information object.

36. The method of claim 35, wherein the trusted custodial utility carries out the further
30 step of destroying the stored e-original object based on the received and validated instruction.



checking that a sender of the instruction is authorized to send such an
instruction; exporting a copy of the stored e-original object, wherein the
wr apper includes at |east one forgery-resistant indiciumdesignating the
exported copy as an authoritative copy and at 20 | east one instruction
controlling rendering of the exported copy; and recording a date and tine
of exporting of the exported copy. 40. ~T¥re net hod of claim 39, wherein the
trusted custodiagl _utiljt rves out the further  step_ of destroying the
stored e-ori gi hZI %‘P%‘%‘?&l%ég“’é’@ Sanwharein.ezediopdle raerived and walidated insibetiass i on.
25 41. Th TS h ; i ° i 3 i dat ed
instructi %@Fﬁg@éﬁg‘g‘g%ﬁ%ﬁ%{lt’eﬁ? ih&ft}%@%?%%ﬁné@fgot&?&tﬁﬁg%]% P d}ar sdttep of
designati Rgacdny-stored e-original object as a copy. 30 42. The nethod of
claiml1l, wherein a stored e-original object is an electronic inmage of a
printed original that has been digitally signed by a transfer agent and

pl aced 3 n a w afpHie méthtd of i BteBertih eheathR el kOl dial ERG espandditd b kdtkived
signature, an . authentication certificate, instructions, and -59 infornmation
needed fo@@?"dﬁé%f@tfv%ﬂ%%{?%ﬁ? a siptederpaisinel Rbiet thatiseladas 2 wiapner bYy has

val i dat ed cakthE@ititke/stqs of:he el ectronic image and an identity and authority

of the transfer agent to submt the electronic inmage, has applied a
date-ti me st anpheckingthaba senilgpod theriestructiva inantheized toaendsuck ex instructiate to t he

el ectronic im .ncl el.ect.roni G.i e and associ.ated ipformation

in a second $ g’ﬁ%ﬁg@%@ﬁﬁ%%&%ﬁ”&% IR s°§’h°ﬁg§‘%8’8mqﬂﬁr’r38¥’°&‘h%“%f @@F?séni c

i mage Hs ane forgery-gosistiht indicimed signiying T therkperttd @bpyCis aérfitiabby Wb Gugkd a

reci pi ent Of@[iage .Bri nbed]ﬁe-ori_gi nal, object verifjes_ _a presence of the

f or ger y- r E&ja HHlity, ARdl at lgast aneinstRyetion coptreliing fendsting of thg gepasted cerys BRd nt ed

e- o7 g nal_obi ReirdinkiciaRlRl RV GrobiiRGOCiLS lhileldbly ST gned by a transfer
es

agent and placed in a 10 wapper that inclu the el ectronic image, a
digital signature, an authentication certificate, instructions, and

i nformati on ne f i 3 . i ; -\ er .1s. s ptted
to a trusted caorsdnandt s ghin ARk Rie A Wi ABRRE  E RURRL

el ect ridni end validgediimdtradtion relatingité ¥ stawed e-osiginhbohjdcy thaf indlhdes avamsieeby agent to
submt the el.ect rtﬂ%i ﬁ i rrgge; whi ch applies a date-tinme stanp, digital

si gnat ur e AN BUtTTSHPF &4ti on certificate to the el ectronic i mage; which
includes the léhethifg thadeaddr GRGS iBAGCtRE SOMIIRIREH foREQT J¥BH APsthittignsecond
wr apper; and whi ch stores and assunes, control of the electronic inmage as

an e-origi nal GBPEES 2 cgy ofthesiored rrorzingl objest, Mhemin thmwrappar indhedes aidssst ed
e-origi nabn@l@fg%%rebi%taﬁﬂgﬁﬁi%%sig&éiﬁ% tHe'e¥5drid cﬁféfats%g'agﬁloﬁ%ﬁérc‘héo}sy%& h an
e and the

instruction to inport the expor -ori gl nal object,
20 least one instruction controlling rendering of the exported copy; and

ey

recording a date and time of exporting of the exported copy.

40. The method of claim 39, wherein the trusted custodial utility carries out the further
step of destroying the stored e-original object based on the received and validated instruction.

25
41. The method of claim 39, wherein, based on the received and validated instruction,
the trusted custodial utility carries out the further step of designating the stored e-original object
as a copy.
30 42. The method of claim 1, wherein a stored e-original object is an electronic image of a

printed original that has been digitally signed by a transfer agent and placed in a wrapper that

includes the electronic image, a digital signature, an authentication certificate, instructions, and



20 trusted custodial utility authenticates the instruction, checks that a
sender of the instruction is authorized to send such an instruction,

i mports the e=original object based on the checking, applies a date-tine
stanp, digital signature, and authentication certificate, includes the

I nported e-original object and associated information in a second w apper;
and stores and assunes control of the-hported e-original object. 25 45.
The nethod of claim 12, wherein an e-oritgniénal obj ect includes a wrapper,

and the dénfprmagon arcdedfos signatyre yeiidation, reciie drusted astosinh iy hey yalidpted
wor kst at | ‘Bﬂey_%bf% Fihé ORLAIAE iGARS @Btaﬁi Etrxrt&{};ﬁ% Igﬂ%?xﬂg%?the erit ¥ %]bHiﬂ #9

denonstrati o an i1 dentity“of a su nin ors{nat on object and
of the i nelegroniyinuizgethae apphitde dete-time smpedipital 3Fnatd, 46 auffieaticaiomontifidatec| ai m

14, wherein,the trusted custopdi.al .util.ity responds to. a received and
vai 1 dat eq ™ HEEPHETHFAEe R MG ot ttes AR FooRp e Ao HaceaRd o
wr appers byyrigpef, Whd§toield bnd dsBi@nddlc8tsol Of the Glo8Edalid Bndgh 2 arfe-6951AALDbREL. t he
instruction is authorized to send such an instruction; 5 printing an
i nformati on object derived fromthe wapper with a forgery-resistant

| ndi ci um si gni Ité{iﬂ%&&ﬁzﬁd 3&%35,@&%{ DQTERE bR g%@&é-oﬁéin?l%ﬁt&ﬂc Vergieby the
trusted custodial wutility; and recording a date and tine-of printing of
t he pri nt egrdserice ofitee iforgergivpsiatant indidiuAi/and Thmmsant dhgpttonit imdgriofithe4rinteder ei n t he

trusted cust.odial .utili responds t.o.a received, and validated . nstruction
el at | ng- ERHEE St b8 enin Hheksdy ety iEhe ER ot 2k ABERRSHIEE Lo i g
out thed stwefpepthatGhatdes i dddfbnitinkgpdaligith sighure v duttehiicflon Serfifidab)r i zed to
send such an instruction; .and _printing an _|nformation object derived from

t he w appdsirjgtions.and gifermation pesged farsignaBire yrlidationyand the Wianpet is subtaified 1913 ed by
t he trust bt | i B vali | | st lng of
the pri nt Sqeeh st il valiBfis hERRBALGE R HplkiipRiflakd AR 0 1dBlePbid
trusted ceuthertyaf thgttiansfenagentity jubmitdhg cledironicimpges whichtappliesfa ddedimesiimgy t he

stored e-qri.ginal . obj b n I recei yed and valjdated,li ruction.
50 a6, TSl ilanSCEF oRBRERof Perliftaed 6 U S GhoRUTA WARR BdISEL S OF:
i NSt ruk i electrorfidienaige tisd webctatsitinfdingdtion in 4 secyndwrappeSandwhidhworbsiridiesunsesep of

designating the_stored e-original object
g cgntro?of tﬁe e ectron?c imaggasan e—on'b af:object.

44. The method of claim 39, wherein the exported e-original object is submitted to a
trusted custodial utility with an instruction to import the exported e-original object, and the
20 trusted custodial utility authenticates the instruction, checks that a sender of the instruction is
authorized to send such an instruction, imports the e-original object based on the checking,
applies a date-time stamp, digital signature, and authentication certificate, includes the imported
¢-original object and associated information in a second wrapper; and stores and assumes
control of the imported e-original object.
25
45. The method of claim 12, wherein an e-original object includes a wrapper, and the
e-original object is authenticated at an enabled client workstation by validating contents of the
wrapper, thereby permitting demonstration of an identity of a submitter of an information object
and of the integrity of the information object.
30



as a copy. 25 50. The nmethod of claim 14, wherein the trusted custodi al
utility responds to a received and validated instruction relating to a
stored e-original object that includes a wapper by carrying out the steps
of : checking that a sender of the instruction is authorized to send such an
instruction; exporting a copy of the stored e-original object, wherein the
wr apper includes at |east 30 one forgeé8-resistant indicium signifying
that the exported copy is certified by the trusted custodial utility and at

| east one i nst#udbt methed of elaim 14 yhersindbe tresgedonstodial té&l@ommd%t@wecemé

di
ecor A9y AR ANl E byl B Rl otf%trge%%ﬁtefwerb Chrphe ol
recei ved tlmmbpyafl dated i nstructl on relating to a stored e-original object
t hat incl udes er out t he st heckln t hat a
sender of the &ﬁ\é\g“t‘ggﬁ%ﬁﬂ? ‘T%}‘hlé“ E‘FE’ P%E‘FW%PP'on
exportisng a copympk ah t}ﬁoﬁftaqbﬁdbﬁa%ﬁwdrﬁ%kn ﬂa@w%berwi&% Rrgbry- fh@m%tapper

includes at |east —one forgery-resistant indiciumdesignating the exported
copy as aindigitrn sighifing thet the printghmfermationeebiqet isertifind by thetuetad ewstndiadl | | ng
renderi ng g{ % exported copy; and recording a date and tinme of printing
of the exportlye copy. 10 52. The nethod of claimb51, wherein the trusted

- custodi al uti | tetording rrdaesnd timetoli prinfiriztoé the psibie infbrmehtist vlgyétng t he st ored
e-original object based on the received and validated instruction. 53. The
met hod of claim51, wherein, based on the received and vali dated

i nstruggion, Aﬁerﬁerm@ﬁ&mfemhqdlﬂteraﬁ tHeitduMted stddRS ulkty réspends ds & Resived ep of
designating the stored e-origi nal object 15 as a copy. 54. The nmet hod of
cl ai m 12, anghealigatad axsewpeael@naﬂ?gﬁtﬁ@ﬂemgeetobn@tﬁlﬁteﬂeéqswmrhhge of a
printed o érﬁhﬁ@é been digitally signed by a transfer agent and
placed i nEa wrapupt):ta}{ré%teﬁat i ncludes the electronic inage, a digital

si gnature, an eiu‘clheglthnabeasenw of ghetinstructinnes alitlmitzcd,utotstnﬁmch amijlstn.mﬁon,rﬂndr mati on
needed for si gnature v %t on tgnd etdt%re t usted rc _}Jt{ Lpy has

val i dat ed i nt RfPIHG 3B fiometiop QoIby ©AEP " °tr$et“§/ A58 aut hority
of the15traiascﬁlﬁﬁaw;&nﬂertcenmbabytﬂehﬂxste&bmddmnumy; amge has applied a
date-tinme stanp, djgital nat yr e, gauthentlcatlon certificate to the
el ectronic i rratjé“dtnﬁéld&@éﬂ ?‘H’é gP’é‘?ﬂ“lg fhe Priptgg nfarmptign eWEstat ed i nf or nati on
in a second wapper, and stored and assuned control of the electronic

i mage as an e-original object. 25
48. The method of claim 47, wherein the trusted custodial utility carries out the further

step of destroying the stored e-original object based on the received and validated instruction.
20
49. The method of claim 47, wherein, based on the received and validated instruction,
the trusted custodial utility carries out the further step of designating the stored e-original object

as a copy.

25 50. The method of claim 14, wherein the trusted custodial utility responds to a received
and validated instruction relating to a stored e-original object that includes a wrapper by
carrying out the steps of:

checking that a sender of the instruction is authorized to send such an instruction;
exporting a copy of the stored e-original object, wherein the wrapper includes at least

30 one forgery-resistant indicium signifying that the exported copy is certified by the trusted
custodial utility and at least one instruction controlling rendering of the exported copy; and

recording a date and time of printing of the exported copy.



55. The nethod of claim47, wherein a recipient of the printed e-original
object verifies a presence of the forgery-resistant indiciumand fornms an
el ectronic inmage of the printed e-original object, the electronic image is
digitally signed by a transfer agent and placed in a wapper that includes
the electronic image, a digital signature, an authentication certificate,
30 instructions, and information needed®or signature validation, and the
wrapper is subnitted to a trusted custodial utility, which validates the
integrity of tglé' @h%@reg’eﬁ pEclaipplde Whereinhedrysted custedialuiidicy rgsnonds tpayessived he
transfer : kit : o L | te-tine

St a, - 63 oy ey hor 1R 5 S Corl TR Shick thd R BP9, 2

el ect r oni cairyingeut thhiteps dincl udes the el ectronic i nage and associ at ed

information in ec wWo - .and which stor and assunes control of
the el ectroni ccﬁeﬁgﬁgqﬁg aﬁﬁ%gg%rﬁedpﬂﬁ'l"t‘%‘f@'é_ on d SO AR BRI ¢l ai m 51,
wher ei n5t he eXpoidrith £coplyiofthe slorddle} Ripinabotledt! Whetéin BR8FragPefinchidéyHr 1dagtd O a
trusted custqdial utility with an instruction to inport the exported

e- or i gi nalone GUpaERTesisian indiciing designatinsthesexparted capyiap pn qutbaritaiva crryandst t he
instructi SGetSicil ' r [ is authorized to send
such an igésh?trﬁ%ti on?ﬁé}ﬂégg??lgﬂéjﬁg&%ﬁggﬁglrgeﬁ%@gcglr%tlaﬁd; checking, applies a
date-tinme stanpecoxding 4 ddte anddimet of peintivggod theudxpentéd copy.i on certificate,

i ncludes the inported 10 e-original object and associated information in a
second wrapper; and stores and assunes control of the inported e-original
obj ect 10 57. The2.nEhdwethod ofdlam1 lwhebkif Hipi trusRl cONBEE] veilityecafited bBithe fithegi nal
object grants _to a . tg:iwrd party access to the stored e-original object
based on &lfPCALTIOEPE -prigien! phjeqt fased ondheageelvd and vejidated insirpetiony; ¢ he
third party requests fromthe trusted custodial utility retrieval of the

stored e-original object; the trusted custodial utility verifies that the
third party i s3hullfonpthediofdaimdit evhereintbasedrandbercsivedsind ivelidaedtingtructian, i gi nal

B L o S R

retri eledaseeapyl gi nal obj ect and executed by the third party is submtted
to the trusted custodial utility, 20 which creates a new version of the
retrieved e-original object. 58. The method of claim1l, wherein the

re-validated es5QrTig Methodf bk 125whifsh 8 9RERAL-GHfzidhl oBjERYs arPdlecirofit bR
obj ect corresponding to a new version of the re-vali'dated e-original object
is creat @@rigwd originakthatdigs baen digitally signed by edeensfen agentind plagsd in avarappigpthat

e-ori gi naky Qi-SGE ofelid [ 10 .SI on. e

re-val i dat é: egglr iegl nalﬁég%gg’cat gﬁg&:gﬁ%g&%taﬁglgﬁ%c?ﬁ%} %?tﬁ%f c%%’ {n\g\ﬁ%ﬁé?gh ngd first
e- or i g?halinfoination newled &y pignatimeyalidation end tisjtested costadidl atijityiles ddilagdat ed as a
copy, a s %ggr}Hy gf t% Iel%c':t?o%c iglt?zﬁee 'gntd a%%errflgrp a%g g{ltrl."lgril':[y%f %er%lea\ﬂvsfer agent to submit the

electronic image, has applied a date-time stamp, digital signature, and authentication certificate

to the electronic image, included the electronic image and associated information in a second
wrapper, and stored and assumed control of the electronic image as an e-original object.

25

55. The method of claim 47, wherein a recipient of the printed e-original object verifies

a presence of the forgery-resistant indicium and forms an electronic image of the printed
e-original object, the electronic image is digitally signed by a transfer agent and placed in a
wrapper that includes the electronic image, a digital signature, an authentication certificate,

30 instructions, and information needed for signature validation, and the wrapper is submitted to a
trusted custodial utility, which validates the integrity of the electronic image and the identity and

authority of the transfer agent to submit the electronic image; which applies a date-time stamp,



version of the first e-original object is created and is stored by the
trusted custodial utility, the 30 second e-original object superseding the
first c-original object; and the trusted custodial utility retrieves a
copy of the object-inventory, updates the retrieved copy based on the
second -63- e-original object, and applies to the updated copy a current
date-time stanp and a digital signaturé2-and current authentication
certificate of the trusted custodial utility. 60. The nethod of claim1,
wher ei n adigitalhsignatife, andautheatication certjficesd todlky ebertronib inagenehict deludss the wr apper

grants accgess to. the stored e-.original. object for view.,ng based .on an
ot ot SRR A SR DTt i PSSOk 0 VHICh ST s gap s
requests kool bide tletteon@admaps it cAdrigidal bbjédt, retrieval of the stored
e-original object; and the trusted custodial utility verifies that the
third party is authorized to nake such a request, retrieves the e-original
obj ect pased ogpct | feleal i 1 LeMadSas bl nal
obj ect §t3he i nc??jd?%n?n?@rJgg'%g?’(%?egﬁﬁé%&é%as?%}r} '?lgls&b? Ehrgd\;lt rac‘[t)ﬁe%(gjkllg

i nf or mat i ewbnuilipdiota tersted custqsljal uiihy valpmritgruttion te khpatthe dxponted ewegingn  obj ect

for view ng. by t third party...61. The nethad of .claim 12, whereip an
owner of gggf%wggee@ﬁhdé’f‘lﬁg‘i'alydﬁ’jhg’c‘fuﬂleﬂgﬁatqs51‘1:5] ’ﬂ%‘é‘gumag]@ﬁgk‘b%atra HH Pgm ccess
to the st gisgfictRnas duffiofiatd ©RERTsuch & invtheVibi) SmpetEate Wikppdt bastdlohd dheekidd
submtted to the trusted custodial utility; a third party requests fromthe
trusted caRRlissp dptc-{ime)sfapp, digialsigagtyre. gd qu “‘ﬁaﬁ?‘bﬁfﬂé‘?‘aﬁ ichdes thginaported o g
the 15t 8Cheipif illcPind delociate iBhhdtlofiSn 4 B3bnd \iSpiebl dul stoPlah adstim@dt hor i zed
to make such-a request, retrieves the e-origi nar obj ect based on the

veri fi cat conttol efkthe metosted e-originhleobjest.r i eved e-ori gi nal object the included

I nformati on object, designates the extracted information object as a copy,
and exports the extracted information 20 object for viewing by the third
party. 62. The5SneTHeatktindd ofichirml 3whaeskie b bna@ Wi 8 sisfede-cigina] 6%jedt @thn@-t64i1 gi nal
obj ect thgﬁ I ncl udes ﬁH\Nra er .i,s transferred based on the at | east one

i nst ruct i SHARIEEAGEST 1 HIF StPRrd omisicel ghicst sedop g B IPaSHRPIed th fresfedyy

checkipng taaddidl R8lity e ﬁma,tﬂagy ol Sst SR WeltRiSted YustidifH WAkl r&ticV18f (b QoRA 25

e-original object, inserting the instruction in the wapper, and applying

to an e- ofiogswal ohiss]; dertrusted gustodiad \ugilievoverifies taatalnghird peri is guthprdzed e tion a
current d - S o gi & al 'gﬂﬁt . C epfleation
certifi ca’?‘%ac(ﬁg% ?at’ %ﬁﬂ?ﬁgg’%‘%&g%iojﬂ L‘%:S | tyd.fé ‘gegﬁ@%}ﬂoél’ %He{%géﬂ%@é %ngélv]%&l&
wher ei n oesegihl ghjeof toghesthivd pattye-and arginfominatidn obk:t ¢om@tpoRing e the dedenad Wwr apper
and that cor.responds to th bject-inventory .is. transferre ed. on the at
east | one RS TARARCLHA Bt R B it B st e el oG ot ol
utilitao bwhithesdsiedd név @érsioh of thie AGti€ves ioRigindPsbjeetibmi tted by an owner of the
stored e-original object, inserting the instruction in

58. The method of claim 1, wherein the re-validated e-original object is designated as a
copy, an e-original object corresponding to a new version of the re-validated e-original object is
created and is stored by the trusted custodial utility, and the e-original object corresponding to

25 the new version supersedes the re-validated e-original object.

59. The method of claim 12, wherein a first e-original object corresponding to the
object-inventory is designated as a copy; a second e-original object corresponding to a new
version of the first ¢-original object is created and is stored by the trusted custodial utility, the

30 second e-original object superseding the first e-original object; and the trusted custodial utility

retrieves a copy of the object-inventory, updates the retrieved copy based on the second



-64 the wapper, applying to a second e-original object that includes the
wr apper having the instruction a current date-tinme stanp and a digital
signature and current authentication certificate of the trusted custodi al
utility, retrieving a copy of the object-inventory, updating the retrieved
copy based on the second e-original object, and applying to the updated
copy a current date-time 5 stanp and a-8#gital signature and current

authentication certificate of the trusted custodial utility. 64. The nethod
of cl ai m 16-ongeal ebisct; #nd appliesde thy updatedisepis? epmrent date-tine stamp and4 digitalgent i s
tested by ghecki LiRBt afthEMIchEL ' I Lthin a validity
period of a autﬁgﬁtlcatalatgn cctgdrﬁtcie?@%%gﬂﬂgﬁﬁdeéﬁarogﬁls (lall}'tp'agent' S signature
and by querying a certification authority for status of 10 the transfer

agent's aut hentication.certificate; and if the tranpsfer, ent's status is
not active, théb' ?ﬁ‘ﬁg’?@&‘?Et@?‘B’dﬁﬁ’ﬁérﬁ‘f’iaPPwﬂr jaé‘gﬂrgpeé"‘%g‘ﬁﬁgh‘e?tﬁ?% ¥n
obj ect subiidapsed ghiitstabeesé foaRsdteed @6@shal oBjREt fbi vie\WﬂE bhded BA bR InsBGIBh S Status
is active, the trusted custodial utility accepts the submtted signed

dh]{g%p

i nf or mat i GHPBHed &q the irgstegbeustpgial wilityi agly sgaveste fromyites teystedichtodial utidityt v of
the si gnate,0hr@e kit f girfaf i afo P ; |k ent
date and t?tir%e a?af@g yfe{&%cﬁf a vgcﬁéc&iatﬁglth%g?%t%gcﬁc’dg#ﬁ%%ﬁ#%@%ﬁt?hgﬁd{“&
certifi catperty trauthoszed tameke such g eeypts, retrigvea therecoriginhl bhjecpbasedion ghea
certificatjio ut hor i for, status of. .the.trgnsfer ent's authentication
certifi catvg?g'éaﬁan’i ef‘&?ﬁtll%ﬁ?rp g?’?srf’lgfveaﬁé"ﬁ‘lgm'gp‘g‘:'%ﬁ?1?@“4?3%%“%?"3?‘% trust ed
cust odi@l deiplatdsyhd extreqbdinfortiaGiemjdci s QIcoRY, lafd efake He ekitbtidd ihReniiont he
transfer agent such 20 that the object-inventory is not created fromthe
submi t t ed “ZiegfBEVIEHg by dhe Bisd BBPYect, and if the transfer agent's status is
active, the trusted custodial utility accepts the submtted signed

i nformation object, applies the date-tinme stanmp and its digital signature
and aut hent i cal.ohhe methed ¢f olaamd 21 wherdiwarsoMansis of @ stored feenrigirtal djead Hjatintludend

Creates t ' - j.nvent.or romthe subm.tted .signed information object.
25 66. Thg%ngq%gga%tf ac%%tsltrgn ,sior eer'%rll%méoéifcgk%rd“%‘paggﬁ 8P BEFTHP el udes a
wr appets t lsatimittediol thisheastddronstadial 12iisf; 2 € party kdquedts Bom tfEhrusith uatsidleetlinf
claimi1, vvherein E\n owner of stored e-original object that includes 30 a
wr apper gFanitel ydtegared g-originalabisct andithg Fmgiedieyistodial wlility verfissithafthedhishsed on
an instr U?ht)ﬂﬁ 2B it6 hakPsubh 8 rdqlidst k@Hevel AleQlrRlindt bbikdtbiseddn il rd party

requests fromthe trusted custodial utility retrieval of the stored
e- ori gi nalNefisatien, extzmets frame therefteved eotignaloibiget theiindluded inferinfationobibctt t he

thi o - 65 9Rak ks 1 HARY il Bl 3UGLY, dnd SRS b ok BARdaTHE RS

e-original object base
20 object for viewing by the third party.

62. The method of claim 3, wherein ownership of a stored e-original object that includes
a wrapper is transferred based on the at least one instruction received and validated by the
trusted custodial utility by checking that the instruction was submitted by an owner of the stored
25  e-original object, inserting the instruction in the wrapper, and applying to an e-original object
that includes the wrapper having the instruction a current date-time stamp and a digital signature

and current authentication certificate of the trusted custodial utility.

63. The method of claim 13, wherein ownership of a stored e-original object that
30 includes a wrapper and that corresponds to the object-inventory is transferred based on the at
least one instruction received and validated by the trusted custodial utility by checking that the

instruction was submitted by an owner of the stored e-original object, inserting the instruction in



verification, extracts fromthe retrieved e-original object the included

I nformati on object, and exports the extracted information object for
viewing by the third party. 5 68. The nmethod of claim 12, wherein an owner
of a stored e-original object that includes a wapper grants access to the
stored e-original object for view ng based on an instruction submtted to
the trusted custodial utility; a third-@arty requests fromthe trusted
custodial utility retrieval of the stored e-original object; and the
trusted cthstaefipal, applying toya seeqridic-ariginahabjedt ihat inkludes thewrapperihaviagtleor i zed to
make such, a request tri.eves the.e-original obhj.ect based on.th

Vor 11 car el Al Bt i EReb il o AR Bl el AR E e el

i nf or mat i efthebieed custatidl utitiy adttiSvikdcdpy of te Bjdetiintatoma upatinghheetrichal
viewing by the third party. 69. A nethod of handling stored e-original

obj ects tf¥ W@nﬁ%ﬁﬁcwémabvm%thﬂ ARPlying fogdherrdatsd cemy %E‘tréenb? e-time

" eSPeCtsi Vealb AP BkinAURM B 15Dt LRk REARR deiRLAL SRR OBQNSGRAL it 15

trusted custodi atility (TCU), validating the submtted signed

i nformati on objects by at least testing the integrity of the contents of

each signed infpryati gn .obj and the validi of the L.an re of-the
respective t ra‘%fs)f e é’ﬁto?blg'ﬁ%}’%ﬁ I@ﬁﬁdg]t'd(%g’é’gﬁﬁ Sb%‘lt“tluﬁa?%c}%‘ln ?\t%}(;afgr%mgtlfon

obj ect a tegiad By thedking thangpcudreslt drtetinditingl falfs wirtdh b v didity Period Sfomtant@itication
certificate of the TCU, which handles at |east one e-original object based
on rul es &SRS foRbE UBYAABHRUENASIre AREbYquepings ceptficationptarity for suiys gh ect
conpr i@l NgelhifsralBhw's Ath SRR SRifLe Bl W ife &Rk ShABNB foblctivE AR One

type of e-original object; establishing a rule that establishes at |east
one type Whstesl cysiodiphuillitvigjects @ signedimfarmptien object subsfivedddty the irenséar dgent, and if

oast onotBaptdsfes iabs RIEM et ERlodil BuRf SRR BRI BBEETC T,

i dent i f i emf@matiemsijectne t ype of e-original object required to conclude a
deal ; and establishing a rule that controls transformati on of a sel ected
e-original object into a transferable record. 30 -66 70. The method of

cl ai m89, wherey, mHa%@ddRclaid €5 visteaDihe SARKLy BY the BigBRIof Qkrafdfer Hefid 0i nal
obj ect requiri nghqe;xecut i on as (ﬁgt of concluding the deal, the TCU notifies

at | east tpled byehecking fatw curient dete and ime fllsvithie a dalisdity grvied ofspjathentication
received P&nﬁ&?e e gg?si‘el agéﬁ??si‘%ﬁ%é}g g.ncpl;y &Je@iﬁg ?&rﬁéc‘al{itr)mﬁfthWr sBhR9rt he

st ep of creati ng an ect-I1nve
the transfer agent's authentication certificate; and if the transfer agent's status is not active, the

trusted custodial utility rejects a signed information object submitted by the transfer agent such
20 that the object-inventory is not created from the submitted signed information object, and if the
transfer agent's status is active, the trusted custodial utility accepts the submitted signed
information object, applies the date-time stamp and its digital signature and authentication
certificate to the submitted information object, and creates the object-inventory from the
submitted signed information object.
25
66. The method of claim 3, wherein a stored e-original object includes a wrapper that

inciudes the at least one instruction.

67. The method of claim 1, wherein an owner of a stored e-original object that includes
30 awrapper grants access to the stored e-original object for viewing based on an instruction
submitted to the trusted custodial utility; a third party requests from the trusted custodial utility
retrieval of the stored e-original object; and the trusted custodial utility verifies that the third



fromat |east one stored e-original object that is a transferable record
and is required to conclude the deal, wherein the object-inventory

i ncludes a date-tine stanp and a digital signature and authentication
certificate of the TCU, and the object-inventory conprises a w apper that
I ncl udes object identifiers that respectively point to the transferable
record and at |east one 10 signature bl8%k of at |east one participant in

t he deal, _the. at .l east on articipant's signature block conprising a hash
of a combPARY IS &H%Pz%t %? G 3 ESAvETL r?‘ﬁévetsﬂ%?rfs?%%%PbJeFté’é%ﬂd@né\hﬂj the at

| east one vpgfidatieh, RAMCtSHréth et L H3a 1,
wherei n the object-invent o?ile?%?%ﬁ?r | ncI u %céa%nel{l%ﬂﬁ I?%%ORL 8"lft{fjﬁznmng t he
deal . 73. eWrﬁ’lﬁc%B‘éc%(fmf,qr&llamfﬁg)ﬁcff@rvhafmgdmtmuhsdmw he steps o receiving,
by the TCU, a request froma user to retrieve content of an e-originat
object; and 20 checking owner-established rules associated with the type

of the %-ori gi 6% Tiebhebaod ofbbaithill; vkkréim ak &endreﬂwﬂsiedtefbr%ﬁia%ﬁjéc@ﬁlameﬁxﬁé‘sr the
user has been enable to access fhe, type e-orjiginal object identified

in the re§JaeRPer 5A0ts acerss i fhe sy Or&ﬂ‘%ﬁl H]PJ‘?% forfiewing hase en preigetsustion ndi cat es
that the s@bMifed toithe tndtddRusiadibBiilitye ¥ @brdifar u@stts &f ftle tARfd %ﬁ:@&ﬁ‘él%ﬁ and

I f the user _has been enabled to access the t the e-origlnal Ject
i dent i fi eEpPtEisyal ofdhe deorgé storismplobiect; andthe tresed)@lxst@iaéumitgpmﬁféﬂmtmpﬂprmg al |
si gnature ntified Lp t.ne reque t her eby
| eavi ng OET'IHIQ th‘}ﬁgzr‘lat8 éﬁ%&ﬂ%éﬁ%g?@h%ﬂaﬁ%ﬁe Eh&?'o&,gfl? P F‘ﬁ#f‘?ﬁgﬁn%ﬁapper t hat
i ncl udiés trmﬁcahmt, exttactffraninthe eetmsvieg emgm@lmbmt the @@Nided irstniatiord tfect IBd

request, dat ne, i n iagn,, and the TCU s digital signature
and aut heﬁ|§5heﬁﬁ“a°g‘"€?‘{'$°f‘?‘%t};ﬂ“é’ r\?BWHV@?ttPﬁ@PWe wrapper to the user.

-67 75. The nethod of claim 73, wherein the user receives the wapper and
extracts the content for rendering by the user. 76. The nmethod of claim
75, wherei n t HEY- JsBFtH ohbandlipgsterehe-eriginalmbiests e bavedichoetead oy signing 5,

wher ei Nt Rorkafén SHjENd BSreliBivetdnddr aﬁgtﬁ%: %{rx]lﬁﬁmpﬁ Sé%'x di eavenorf %lggc sgtg}[a and in

e-origi nal object Corrésponding tot
resporiSe tgptediamatodiabutility (IKANT Gllidating thpaubmiitedeigned g:fm&ianmbj@ts byeatlidagCt S any

signer i nlf&&[t&qﬂé ﬁ&gﬁﬂ%ﬁ’ge c%n{cnts of each signed information object and the validity of the

signature of the respective transfer agent, and applying to each validated information object a

date-time stamp and a digital signature and authentication certificate of the TCU, which handles
at least one e-original object based on rules established by an owner of the at least one e-original
20  object, comprising the steps of:
establishing a rule that establishes at least one type of e-original object;
establishing a rule that establishes at least one type of e-briginal object as potential
transferable records;
establishing a rule that enables at least one selected user to access at least one selected
25 type of e-original object;
establishing a rule that identifies at least one type of e-original object required to
conclude a deal; and
establishing a rule that controls transformation of a selected e-original object into a
transferable record.
30



the e-original object, forns a data structure conprising the signer
I nformation, and 10 conmuni cates the data structure to the user. 78. The
nmet hod of claim 75, wherein after rendering the content, a user forns a
respective signature block fromthe content and the user's digital
signature, commts to be bound by its digital signature, and submts the
signature block to the TCU. 15 79. The f€thod of claim 78, wherein the
user's si gnaturgr ock cor}pri ses signer information that includes at |east
n

a hash of the d ethphoficlaim 9 ewhesein based ap raespstablished by an owesrof en cat e

I nf or mat i : : : [ | i I, fion
I ncl udes ggbrf%gétgﬂ%crﬁgé&ﬁgﬁi? tﬁgér%tq P@Ia%ng é)t?% {xﬁ@&?@%@’i&&l,%ﬁ(ﬁ[}eg ﬁ[gﬂcf SSPIE%E g?em 78,
wher ei n a paitigipaht in yheaiealiyden thesudriginal pejsgéctetereeddiyghaTOUe bl ocks in
parallel to the TCU. 25 82. The nethod of claim 81, wherein the signature
bl ocks are stored by the TCU as recursively applied wappers. 83. The

net hod of cl ai M1.78he métbsdoieldih®9 TRbhetbinphiite ho kR BPreaglah QBjettigventapat ur e
30 bl ock submtted by the user and, based on the extracted information,
verifies &P tdestoneytord erqriginaleljpct fhefisairansferableiresprandiineequisest te enclisied t o
form the Sheat herehl didbject Hchifry 0GR R bl Anat Ugh S shre TOU
verifies the if\t egfi ty o eccon'f:enl'P”Ey elc%?r‘r%@??%ﬂa as ad?oglmt coljghtaégt and
conpar i ng authenticatign aegtfichia ofithe CY, hud the ohjettrivhenitdry cammisgn@wrapperfthatmat i on

portion of. [, e block. 5.85 T ho f. claim 78, wherein the
content is" cté"ﬂ%?n%%g%{eﬁ %Eetrsn i ,eCtéVr?g' R%‘g%ﬁ'@é&“‘f‘%‘fr&?lﬁwgmt% aflgast Q) ondi ng
e- or i glinalsigabtprediock wizyledssorepartiRipant if valealpthe @€least Ond WirfidiPanes ifrg 0Nt ent
of the e-ﬁpi@gi nal ,ob'aéglt, nd forns a_wrapper that includes the retrieved
cont ent , QPN Ayl p tigp gEamasier copy efthe wans&ratlenecord gndthe pon and

the TCU slggggjngggrﬁgibgﬁ@a@&e@gw_t hentication certificate, whereby the
wr apper conprises a new e-original object. 10 86. The nethod of claim 85,

wherein the user's signature bl ock includes an unauthenticated attribute

field, and the t -t.ime indication. to.the
unaut Hent i cat eéi%erl guotde&ﬁagﬁzi’ﬁgﬁ ef%[gllhgé’ Jeectémf?ng%y FE’&S&‘S?S Bt Tou of
t he uskEr' summgmangihe deal.

73. The method of claim 69, further comprising the steps of:
receiving, by the TCU, a request from a user to retrieve content of an e-original object;
and
20 checking owner-established rules associated with the type of the e-original object
identified in the request to determine whether the user has been enabled to access the type of

e-original object identified in the request.

74. The method of claim 73, wherein the request indicates that the content is to be
25  retrieved to add at least one signatures, and if the user has been enabled to access the type of the
' e-original object identified in the request, the TCU carries out the steps of:
stripping all signatures from the e-original object identified in the request, thereby
leaving only the content of the e-original object;
forming a wrapper that includes the content of the e-original object identified in the
30 request, a current date-time indication, and the TCU's digital signature and authentication
certificate, and

communicating the wrapper to the user.



bl ock. 15 87. The nethod of claim85, wherein a plurality of users submt
respective signature blocks to the TCU, and the submtted signature bl ocks
are placed in at |least one of a plurality of recursively applied w appers.
20 88. The nethod of claim 85, wherein the TCU notifies the owner of the
e-original object corresponding to the content, based on a rule

est abl i shed by the owner, that the sigrs@ture block has been included in
the wapper. 89. The nethod of claim 88, wherein the new e-original object
i s a transf er abi.eTheanethetl of2%aith §3.ovhernin thh vses saceives théwehpper aad extodts the met hod
of handli nﬁmst re? d%-.or"?)g' nal objects that have been created by signing

i nformati§ %?‘55 g B9g 8 ve transfer agents, submtting signed
information objects to a trusted custodial utility (TCU), validating the
submtted signed information objects by at |least 30 testing the integrity
of the cont ent &-ofhedngthodofsiaig 7o rtsreimioe yser BEpte the SR he validity of the
signatu e of the respective transfer agent, and applying to each validated
information object a -59 date-tinme stanp and a digital signature and

aut hent i cat i on7% eFheith¢thest of chiim (7hovbiR@in the usep nisien thet T for phdtissuvhgmay b by

the TCU. receving.a reque submi,. b ser. f iLeval

e-origi nalmgg%fi té%?'%flglé‘ ﬁltol%rficz‘%’rfeyr?on?lhé%(rjﬂel?q%oélgetn?regdﬁgféyr {%gsﬁlgerrfgangxﬁ%%%?g r %'ﬁe
user has gielduery] thy TOW @iWaapstthé &erigied] objsit, extadls anyf sigmeeinfafatiosincledelini ned to
have authority, ,c rr,yi*r:rg out the steps of:, retrieuvi %P%qhe e-origi nal

obj ect " i démerdnieinpl phietRrpeydatastruclusg comprising the sigaet ¥ @ded e-ori gi nal

obj ect ;¢ ORb AR AECHEBIth MucRREtcRhe @RSt One signature bl ock; 10 extracting
fromt’he signature bl ock signer information; extracting at |east one of a

date-time of a digitized signature included in the signer information and

a date-time of 4 g, Tebh,on (GRS Herdiflons LGV e BAGK s us@HbieGlH 1 N0 17 om

the signature Z)'oc cer icate ormatl udes si gner
i denti fyi ngpéctivosipmdtire bjock Frofmcherantpniand dliecusatsrdigitali signdturewotimetsda be bandd

i nformation,sych that upon rendering the conten ﬁ:ﬁw information is
proper Ly BF i gt stanit gt abRgs e dtnuie Bk & Be Il Uaes. o
15
79. The method of claim 78, wherein the user's signature block comprises signer
information that includes at least a hash of the content and the user's digital signature and

certificate information.

20 80. The method of claim 79, wherein the signer information includes at least one

authenticated attribute.

81. The method of claim 78, wherein a plurality of users submit respective signature
blocks in parallel to the TCU.
25
82. The method of claim 81, wherein the signature blocks are stored by the TCU as

recursively applied wrappers.

83. The method of claim 78, wherein the TCU extracts information from the signature
30 block submitted by the user and, based on the extracted information, verifies an identity of the
user and an integrity of the content used to form the signature block.



| east one forgery-resistant indiciumthat clearly identifies the rendered

I nformation as a copy; and communi cating the data structure to the user.
20 91. The nethod of claim90, wherein the data structure is included in a
wrapper that also includes a date-tine indication and the TCU s digital
signature and authentication certificate. 92. The nethod of claim 90,
wherein the data structure includes tag8 that guide 25 placenent of the
information. 93. A nmethod of handling stored e-original objects that have
been created Iz, simgﬁietmgdoﬁ’dﬁimraﬁaWhaeinaﬁqmwyedﬂjesnledp'egﬁﬁywécd:mmwer agents,

subm tting signed, i rmation cts t utedc |, wtilit

(TQY), va‘fOF‘H%E? nggh %Sﬁag%smﬂm})@’g’ PR PRI 18 Bbﬁuléaéﬁ @gﬁ‘e‘ﬁtﬂﬁ%ﬁﬁf 30
testing Jgﬁmgﬁmomoﬁ&iheg@ga@g@&ms of each signed information object and
the validity of signature of the respective transfer agent, and

applying to each validated information object a date-tinme stanp and a

d g1t o1 anatuy gy and e RS Ak AR fonlhE binfled BT E R GETOBNO oo

-70 at | east oeeorlglna on rules estab y an owner
of the atrelrRessthoagresponding eeekinalaibjeet tnwrpsihe iesirigipat dhgecs toalﬂh'lwf the

aut henticating an identity of the owner t abl j shi e |ngtoa
deal , Me%Fﬁﬁg? fithe §-gmaigal P%E‘Tttﬁi‘g %P‘“?Stﬂvéra?ﬁéﬁ“ E@Pﬂgaefsi@%{f f‘?%‘ml?eé'g one type
of e-ori ghRalirdakigisdme Hock W Qulthtadateaih@ildicatieSand thd BRI dipitdl sighatrdind
e-original object as potentlal transferable records, .a rule that enables

at | east mnn@rnenp@ﬂﬂmwh@rebﬁﬁwmcow&ﬁs agiew e-ariginal PRECt ype of

e-ori gbn object, arule that identifies at |east one type of e-original
obj ec required to conclude a deal, a rule that controls transformation of
a selected e- cﬁﬁl Gihe alethoth pelim SSQWberamtthamf‘esigbhme bledoimdl,ud%s anul e t hat

denti f t f 10 t t
na Lr araPaBa AR Do e 16 iy ease R Thaft o g LR

respect tghahihentdaal atiribute field to indicate a time of receipt by the TCU of the user's signature

block.
15
87. The method of claim 85, wherein a plurality of users submit respective signature
blocks to the TCU, and the submitted signature blocks are placed in at least one of a plurality of
recursively applied wrappers.
20 88. The method of claim 85, wherein the TCU notifies the owner of the e-original object

corresponding to the content, based on a rule established by the owner, that the signature block

has been included in the wrapper.

89. The method of claim 88, wherein the new e-original object is a transferable record

25 based on the established rules.

90. A method of handling stored e-original objects that have been created by signing
information objects by respective transfer agents, submitting. signed information objects to a
trusted custodial utility (TCU), validating the submitted signed information objects by at least
30 testing the integrity of the contents of each signed information object and the validity of the

signature of the respective transfer agent, and applying to each validated information object a
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date-time stamp and a digital signature and authentication certificate of the TCU, comprising the
following steps by the TCU:
receiving a request submitted by a user for retrieval of an e-original object identified in
the request;
determining whether the user has authority to submit the request; and
if the user is determined to have authority, carrying out the steps of:
retrieving the e-original object identified in the request;
exfracting from the retrieved e-original object content information and at least
one signature block;
extracting from the signature block signer information;
extracting at least one of a date-time of a digitized signature included in the
signer information and a date-time of the TCU's receipt of the signature block;
extracting from the signature block certificate information that includes signer
identifying information;
forming a data structure from the extracted information such that upon rendering
the content the information is property placed with respect to the content and includes at
least one forgery-resistant indicium that clearly identifies the rendered information as a
copy; and

comiunicating the data structure to the user.

91. The method of claim 90, wherein the data structure is included in a wrapper that also

includes a date-time indication and the TCU's digital signature and authentication certificate.

92. The method of claim 90, wherein the data structure includes tags that guide

placement of the information.

93. A method of handling stored e-original objects that have been created by sjgning
information objects by respective transfer agents, submitting signed information objects to a
trusted custodial utility (TCU), validating the submitted signed information objects by at least
testing the integrity of the contents of each signed information object and the validity of the
signature of the respective transfer agent, and applying to each validated information object a
date-time stamp and a digita! signature and authentication certificate of the TCU, which handles
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at Jeast one e-original object based on rules established by an owner of the at least one e-original
object, comprising the steps of:

authenticating an identity of the owner;

establishing rules relating to a deal, wherein the rules include a rule that establishes at

least one type of e-original object, a rule that establishes at least one type of e-original object as

potential transferable records, a rule that enables at least one selected user to access at least one

selected type of e-original object, a rule that identifies at least one type of e-original object
required to conclude a deal, a rule that controls transformation of a selected e-original object
into a transferable record, a rule that identifies at least one user able to anthorize transfer of an
interest in a transferable record; and

validating the owner's right to act with respect to the deal.



