METHOD AND APPARATUS FOR RECOGNI ZI NG A VEBSI TE FI ELD OF THE | NVENTI ON
The present invention relates to comuni cations techniques, and nore
particularly, to a nethod and an apparatus for recogni zing a website.
BACKGROUND OF THE | NVENTI ON Wth the boom ng of the Internet,
various kinds of websites nake e's daily life rich and

convent ent | roMEATONANTRARPABAT LR D BIECAENTAREs  « es,
e.g., phishing websites. They areﬂ%ﬁiéﬂﬁhfnt websites attenpting to
obtain users' sensitive informati as user nane, password,
account and credit card details to defraud the users of their
possessions. There are al so sonme virus websites which broadcast virus
when userHELDOF THIERVENEF@Nore, there is a need to determ ne

whether a website is secure when people visit the website. In the

prior art t ' g

P ndi ng suspr s o e B0 R AR e Roh A AP RSl b IR
website. tE@rm@]mﬂmide—m Hpppasdoit leodnizitg MRlebsife. a bank i s
http://ww. wrd. com A counterfeit URL of the website nay be

ht t p: / / wBAGRKGRIODINDNOBITHE INWENTION wnd. con?2e%61%62%63%2e%63%6f Y6d
which is obtained by coding the true URL of the bank. Although what

is seen by th com the bro decode contents,
cont ai ni ng  WithoBe é?%mwga%dhwere%vwws s of &'eéﬁfeaimﬁ% gl s daily
desti nat ijgp rigd Qﬁ&écﬁw’éﬁlteﬁt HoWi e NI G0 @it &&{Ensoﬂéqnéébﬂz% @&%&és”@ﬁg' on

domai n nane is abc.com but not Wwnd.com Thro conparing the
dest i nat iphmshdenmeehsitnanidsy are fra@dl@m@vdbsleesmtemnogm letamhselphs@mtwg

websi te. .Anot her hod recogni zes hISh |te thro

ot nt a nii AT S s RGP e e SRR it @' he
by users,uséts doffieitFbsseohs Ulete Bfeocﬂﬁﬁﬁﬁﬁ@duuéﬁvelﬁmtk:@(wﬁﬁ:h%ﬂ&ﬁéstafﬁrus
times by a suspicious source and are listed into the blacklist by

findi ng teensuseysi Wib thens olhesadore, thereTisea hepdetat deerginet weetheres wigbsite is

'nvent'O@e&h@%&cﬁ%@hﬂé0%&%%&@&%%9 met hods have at |east the foll ow ng
defe

In the prior art, one existing method recognizes a phishing website through finding
suspicious feature of a Uniform Resource Locator (URL) of the website. For example,

suppose the true URL of a bank is http://www.wmd.com. A counterfeit URL of the

website may be http://www.wmd.com.mn or http://fwww.

wmd.com%2e%61%62%63%2e%:63%6f%06d which is obtained by coding the true

URL of the bank. Although what is seen by the user is wmd.com, the browser will
decode contents containing “%” according to URL coding rules to obtain a real

destination address http:/www.wmd.com.abec.com. The true destination domain name

is abc.com but not wmd.com. Through comparing the destination domain names, it is
possible to recognize the phishing website. Another method recognizes the phishing
website through maintaining a blacklist, wherein URLs in the blacklist are reported by
users, or the URLs are URLs broadcasted for a large number of times by a suspicious

source and are listed into the blacklist by finding the suspicious source.

The inventor of the present invention finds that the existing methods have at least

the following defects.

The method which recognizes the phishing website through finding suspicious



feature of the URL requires that the URL contains the suspicious
feature, e.g. coding synbol "%, or requires that the URL partially
overlaps with a known URL. Thus, if a URL does not contain suspicious
code or does not overlap with known URLs, this nethod cannot ]
recogni zeferthEe efethe URd- wapises thytehy URthepndaipy the suppipieus feature, i g £04i88s
in this @/ : : i i.ni t i ‘kpe
suspiciou§ [ﬁ{ ﬁéé)ééf%%ggﬁpg@Sg%?g%gg@%géég%%9?%5h§§9h3§¥%r§§mﬁggds
to be foudRLhblpesaar chitaig shgricisus @idel @mudoes ot cesrlgpf withlkaobn déicqg shied
for a large nunber of tines before _being Jisted in the blacklist,.
Thi s met HBEeSFHGEt TeERESSI BV PP TR g4 hersorethie gredimitatignnighis
recogni ze,sQH% Phi shing websites which are not broadcasted for many
times but are seriously risky. SUVWARY OF THE | NVENTI ON

Enbodi nents of the present invention provide a nethod and an

appar at us f oAsriedbgmethnlgmainignigpttée blasklisl, tle swptamiszERLmeedebsibee

tinmely and effectively. According to,q aspect of. the present
nvent | orfeent Bl rRter o RS P e S But B Shasthink 4% BERREnoq
i ncl udes:sources PAURIRGrPARESIEOEE Ofarge WERSIrteT tirfesiRr6re GRERY [Z@ell inothe
obtain a Docunent Object Mdel ( tree corresponding to the page

code of tHecklishdhis malpdganpicerganize ghiskisgpabpity ey mdvapn@deBhiEf ned
by par si Pln - r . i 71 pte: e
racoqn; zoqmacier i e g il ik oGP BroniFRRATOF Wy s PRI byt
aspect ofrigkhke present invention, an apparatus for recognizing a
website is provided. The apparatus includes: a parsing nodul e,
adapt ed tIUpMARYIBEHETHEJUNS/ KN TEDNwebsite to be recogni zed to obtain a
Docunent Obj ect Mobdel (DOV) tree corresponding to the page code of

the website {0, be recognized, . _ ,
l%mboglments ‘%n the present invention provide a method and an apparatus for

recognizing a website, so as to recognize the website timely and effectively.

According to one aspect of the present invention, a method for recognizing a

website is provided. The method includes:

parsing page code of a website to be recognized to obtain a Document Object

Model (DOM) tree corresponding to the page code of the website to be recognized,;
comparing the DOM tree obtained by parsing with pre-stored DOM trees;
recognizing the website to be recognized according to a compared result.

According to another aspect of the present invention, an apparatus for recognizing

a website is provided. The apparatus includes:

a parsing module, adapted to parse page code of a website to be recognized to
obtain a Document Object Model (DOM) tree corresponding to the page code of the

website to be recognized;

a comparing module, adapted to compare the DOM tree obtained by parsing with

pre-stored DOM trees; and

a recognizing module, adapted to recognize the website to be recognized



a conparing nodul e, adapted to conpare the DOMtree obtai ned by
parsing with pre-stored DOMtrees; and a recogni zi ng nodul e, adapted
to recogni ze the website to be recognized according to conpared
resul t. Advant ages of the technical solution provided by the
embodi mericgorgngtin gogpasd fesuitnvent i on are as fol | ows. Thr ough
par si ng page code of the website to be recognized to obtain the DOM

tree correspgp n?%@ﬂf&@%cﬂﬂgﬁl fonProtili&s W@%iehﬁmhﬂn&%s ﬁegﬁéﬁg

and conparing the tree of the website to recogni ze
pr e- st or ddvddOivh treesdpllows.i s possible to recogni ze the website to be
recogni zed tinely and effectively according to the conpared result.

BRI EF DESCRI.PTI ON. OF .THE. DRAW N .Dr.ayi ngs _used in. th
Hesor i ption SHOERLPRNBBENRRRTE Ooie bR b BatetEe e By Sr O P or
to cl earlrdgmatingaotthe phes BitieCatl ths Gldblitdtd BE Rtbggideddnd BEmparing the
enbodi ments of the present invention. OQoviously, the follow ng

drawi ngs RPM iesrafithe webmitedx bersicegnizetnitiothh ere-speediRMOM teesn, ibis roptibliened
by thos € r%p %{zgl é{grvﬁebsshé ltJ) te %EJQ%Z%& ttin%l? ea%do&fetcﬂseﬁﬁ ag&%\ﬁqn%gf% the

Wi t hout inventd Ve wor
compared result.

BRIEF DESCRIPTION OF THE DRAWINGS

Drawings used in the description of the embodiments will be introduced briefly
hereinafter to clearly describe the technical solution provided by the embodiments of
the present invention. Obviously, the following drawings are merely some examples.
And other drawings can be obtained by those with ordinary skill in the art based on

these drawings without inventive work.

FIG.1 is a flowchart illustrating a method for recognizing a website according to a

first embodiment of the present invention.

FIG.2 is a flowchart illustrating a method for recognizing a website according to a

second embodiment of the present invention.

FIG3 is a schematic diagram illustrating HTML code and a DOM tree provided

by the second embodiment of the present invention.

FIG4 is a schematic diagram illustrating a first apparatus for recognizing a

website according to a third embodiment of the present invention.

FIGS is a schematic diagram illustrating a second apparatus for recognizing a

website according to the third embodiment of the present invention.

FIG6 is a schematic diagram illustrating a third apparatus for recognizing a

website according to the third embodiment of the present invention.

FIG7 is a schematic diagram illustrating a fourth apparatus for recognizing a

website according to the third embodiment of the present invention.



FIG1lis aflowhart illustrating a nmethod for recogni zing a website

according to a first enbodinent of the present invention. FIG is
a flowhart illustrating a nethod for recogni zing a website according
to a second enbodlnent of the cresent i.nvention. FIG is a
schenat i 2HEAYEAROESCGIEPL HPNAY ML) 3 DOM tree provided by

t he second enbodl ment of the present I nventi on. FIG4 is a

schematic di agramsick |th¥§;t51‘é§én't Hﬁreﬁ’tlcfrﬂ \i&l?itbe%ﬂ%'bé& UstuftRér FeBAQEH BERhR
website according to a third embodi nent of the present invention.

FIGS is dosctoamanyiagdragnagnand dnusidimeritng maksdbotedhmpg avlatios afidomerits
recogni thﬁ% \iveb5| te according to the third enbodi nent of the
present ER 56N FIG is a schematic diagramillustrating a
third apparat us for recogni zing a website according to the third
enbodi nent ofA filkecRb@B@BAt | Nventi on. FIG7 is a schematic diagram
illustrating a fourth apparatus for recognizing a website according

to the third_enbodi nent of the c{Jresent Pvent ion. DETAI LED
DESCRI PTI ON &be fitit epiotaqanbrrovides a metho r recognizing a website. As shown in

FIG1, the method includes the following steps.

Step 101, parse page code of a website to be recognized to obtain a Document
Object Model (DOM) tree corresponding to the page code of the website to be

recognized.
Step 102, compare the DOM tree with pre-stored DOM trees.

Step 103, recognize the website to be recognized according to the compared

result.

Through parsing the page code of the website to be recognized to obtain the DOM
tree corresponding to the page code of the website to be recognized and comparing the
DOM tree of the website to be recognized with the pre-stored DOM trees, it is possible
to recognize the website to be recognized timely and effectively according to the

compared resuit.
A second embodiment

The second embodiment provides a method for recognizing a website. Within
certain time period, contents displayed by a website will change. But the layout of the
website remains unchanged or only has little changes. For example, as to a website, the
navigation bar is located in the same place today and yesterday. The position used for
display weather forecast yesterday is still used for displaying weather forecast today.
The positions of channel columns are also unchanged. What are changed are merely the
number of links and titles in the channels columns. Therefore, most phishing websites
visually resemble the corresponding true websites. The visual and layout information of

a website is saved in the page code of the website. And the page code of the website can



Herei nafter, the present invention will be described in further
detail with reference to acconpanyi ng drawi ngs and enbodi nents to
make the technical solution and nerits therein clearer. A first

enbodi nment The first enbodi ment provides a nethod for recognizing
a websi t e passed g Pavuried @bjechidodet(R6IM) imed. Talessthe parsingl df dlaipey Text

st eps. tep. 101 bsi ni.z to
obt ai n a WRUREHE Ry AR RERE R DPMELETFLBullr R RHOES.

code of tdveinehsiOM RedbirdbganiZethe I8P, cbda, dzmmqfage ﬁﬂfenﬁmwnttb ee
with pre-stored DOMtrees. Step 103, recogni ze the meb3|te to _be

recogni zdeaBlgraisHgd PeioRes RasreRPBtOR d¥epetions withithe tumnabusess Rgped he
d
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correspon in age co e websitef
conpari ng\/larﬂtap [Ilﬂguaﬁ (KMIt)h eodehnit Exteosible HepagliexteNankuph Uahglage

pre-store trees, it i ssihle to recogni ze the websi e t
recogni ze(g(fﬁ?%) §0<§nlat0e?ﬂﬁé§9§€€?§, e %P%@i%?%totrﬁ@ge&ﬁﬁﬁ? airis g A
second e rmaﬂwﬁ@tﬂded by iﬂ%%n%@f?ﬂ&t@&@ﬁ@'?% iR ERWIndRRrRidE WhRd sfeatre
recogni zing a website: thin certain eriod, contents displ ayed

by a websid¢bsitevitiak ﬂwmmgmre Butayomteoflthywbsmrfmtﬂmerev@nsaeﬁeeseemsrtsnely
unchanged or ittle

Uhe navi dergimeyiEe sautndat I Pastennt §F Sl dns he pLiRaits,

The posi tshQB td8&ekniiaé wibiss tﬁyw\éﬁﬁiehsrbefrwo@ﬁﬁgd iskesdrgrday is still
used for displaying weat her forecast today. The positions of channel

colums are al so unchanged. What are changed are nerel t he nunmber of

links and ti fpedciliatingethe Kiepermtionce Ginembodierss siposihst welite fio by

websi t es b

Vi sual - are TA et e TRERR, fal 18 (RS AR BT T (USRS R %‘38@ & 28ae

of the quhwhtr% whbgitet dfea agencwesitofB.t Tiee welisidt fer casvgnizing the websn:e
provided by the embodiments of the present invention will be described hereinafter
taking the HTML language as an exemplary page code. As shown in FIG.2, the method

inchudes the following steps.

Step 201, before website A is open, a website recognizing apparatus retrieves
HTML code corresponding to website A from a corresponding server according to an

address of website A.

The address is an Internet Protocol (IP) address or a domain name address. Before
the page code corresponding to the website to be recognized is retrieved from the
corresponding server according to the domain name address, the domain name address
needs to be translated into an IP address by a Domain Name Server (DNS). Then, the
server can be found through the IP address. When the page code corresponding to the
website to be recognized is retrieved from the server according to [P address, the
process of translating the domain name by the DNS can be omitted. Therefore, in
practical applications, it is more convenient to use [P address in this step. Whatsoever,

this embodiment does not restrict the type of the address.

Step 202, parse the HTML code to obtain a DOM tree corresponding to the HTML

code retrieved.



be parsed into a Docunent (Object Model (DOM tree. Take the parsing
of Hyper Text Mark-up Language (HTM.) code into a DOMtree as an
exanple. A mebsite browser obtains the DOMtree through parsing the
HTM. code, a nformation to ferm nal_ users and perfornms
page oper at i O%B %i/ %lﬁalgle%igrqm of a9 pstanes for Rarping SIML sedsdgtogrD AN HEee. of
the DOV recsand b s, YRlibess ieHTMIBENe of il Qbiailc BRY fleREnFRUAIBOR)

Mar kup Language (XM.) code and Extensible Hyper Text MNarKup Language
(XHTM.) cdtbe. AncardingetoRENnitiome ofithe HEMIL senpamssinbparertbesee cothei leé arbe
websi t e. T e. met hod provided by the enbodi ments of the present

i nvention é%ern1nes whi ch secure website that the structure or

| ayout of the website to be recogni zed resenbles tinely according to

visual simlarity of the websites, i.e. the simlarity of the two DOV
trees, so as to determ ne whether the website to be recognized is
secure. For facilitating the description, in this enbodi nent,

suppose the website to be recogni zed (the website that the user wants
to open) is website A and website Ais a phishing website of a known
website B. The nethod for recognizing the website provided by the
enbodi nents of the present invention will be described hereinafter
taking the HTML | anguage as an exenpl ary page code. As shown in FI &,
the nethod includes the foll ow ng steps. Step 201, before website
A is open, a website recogni zing apparatus retrieves HTM. code
corresponding to website A froma correspondi ng server according to
an address of website A The address is an Internet Protocol (IP)
address or a domain name address. Before the page code correspondi ng
to the website to be recognized is retrieved fromthe correspondi ng
server according to the domain nane address, the domai n nane address
needs to be translated into an | P address by a Domai n Nanme Server
(DNS). Then, the server can be found through the I P address. Wen the
page code corresponding to the website to be recognized is retrieved
fromthe server according to | P address, the process of translating
the domain nane by the DNS can be omtted. Therefore, in practical
applications, it is nore convenient to use I[P address in this step.
What soever, this enbodi mrent does not restrict the type of the

addr ess. Step 202, parse the HTM. code to obtain a DOMtree
corresponding to the HTM. code retrieved. Specifically, FIG
provi des an instance for parsing HTM. code into a DOMtree. As shown
in FIG3, the left is the HTM. code of the website and the right is
the DOM tree. According to definitions of the HTM., contents in
parentheses in the |left are | abels.

5a



A |l abel usually starts with <l abel nanme> and ends with </|abel nane>.
A plurality of |abels may be nested in one | abel structure. The type
of the |abel may determ ne the |ayout of the website. For exanple,
the | abel TABLE (table) in FIG 3 is presented as a table in the
webpage. | i labelaspally stapovitle stabelnramehandecnls Mlﬂnﬁ@ab?ymsemﬂ ﬂ»laﬁahtysof
For exanpl g, I ed.in Fl resen
fabe %%NM@S&&I on@%beﬁﬂﬁdtg ‘?'he pyéag Q%E%Wbel maW%miﬂ%

as an |nput box I nput user narre or

HTM. code iz@zoumﬁtbﬂf Welchmenm e&hﬁpmﬂbﬂsﬂﬁeTNHﬁ@ (3db1d)Gh FIG. 3a§1§lre§éheed%%er
of nodes den &‘E‘Y ual | ayout, of the website and values of th
n

nodes denofaé’ Pagarin W"Pﬁ@ pdrationas therrodis MYt beey P@hbdﬁ)a%r
of FIG 3, IaBLE IS 1Rp(AQLL 9 f &E %)t bl e
body). TBODY has two chi en s. O%E&éhggirkggg\gﬁbe%%? T a-EEf Yb gnd
respect|veirgputimgdlse'rmnwarcpmsmrd.he tabl e. TR has two chi I d nodes and
they are both TDs (table trades) and each of themrepresents one

| f th f the T t
Cexts of t empel Bt fis HrE80IF Boimd frug s oOFF s Realtndiig aad storase <
seen by t hef wsRs Seriofe 4 bRudlaBloat f the b@bmﬂﬁ%iuéfo?&e%gées &‘eﬂme%g@tﬂehﬂae

DOMtree with pre-stored DOM trees. In this enbodi nment
trees corr&spdidhthiscrsoApabevebrths right pent of EXIGEHTABEE isnx ot akden Aashild

exenplary p t i shin
vobey tos. T St BHODE Ttk BB b i Eh st hsbing et
not |imite@Rs qabie b@wg)aad r@gwmel@giem@t@hb r&\g 19 fheUNFEBMERasRAS SHAY Fodk
ot her account .information tor |ogon and having the risk of being

count er f ei &t hﬁ)ﬁ&@rb‘ﬁ‘i‘ dlst (tapiq tgades) andyeachin{rthemappseats, ongtecolummot the

website re n

o oeent | naBRITES RARIHAT ot ML BB A BT RAATERDS. Bhe clF and o
t he HTM cmgmnoThashaamrarecmms teen by hcReNidi thgtable o'ffﬂ% Wdbipsgd. ng
website are stored, the nunber of nodes in the DOMtrees

correspondi ng e true also stored. In order to ensure
the conpl ete %‘a’ @@cmwe@g%“é’ew@w@ssw dDMdgenir e websi t es
pre-stored, the DOMtrees of the websites will be refreshed every
certain peri odn (ifs BmbodRhty @MQ&@@Q&}espondmgc-‘H)eﬁdg@cS@ésldf’seéd?@ww
tree has a depth direction (longitudi nal direction) and a span

di recti on P dekenua eeamuery dyeisongd D@Mntr@f@rrﬁﬁrﬂn mgﬁpbtttetomﬂcmeephzshmg

obtai ned by, parsi P%M/W&bélﬁg reecﬁ%eg\rg ites W@ltuﬂ%S“t tlp%%nﬁag 0 we e

the present "invention’ provi

respecti Veﬂegulﬁﬁg Erf;ﬁﬂmlgdjf Rgerh&& ijatkiidr@ a8 ofeAhcdolift iIRRBGSHEN fof n)%om
tree are ghted or not. On the_ one hand, the situation that ~ the

nodes of tlﬁ’é”rlﬁdw riskef belag pattaxtitgh uader mofit- driteny c.gohenkdeelsites, etc. In

Firstly, app ter ether. there is a
DOW £ 1 (o Weftp BEdEnfA Y B JokGideq A FTLAGOMAGHE S b e
| f there iigventioh, m)tBﬁMfﬁTMé, cotle anda HOMMeceuoeresionting 1MW HTRE, cagé ot he
DOM tr ee oﬁtained b armagmhe depth direction. Determ ne how

nmany sane ‘E)HB%WFII’%%C Hespp £ P@@anﬂmsﬁﬁﬁeéﬁﬁ% thetmanbsupiwdenf
same nodesy (RUDONSERcs RELEMAIIRES tRE rHERSLER 1%@ rﬁ%?(???'t(?&ﬂlllle%ilta

and the website recogni zi hg apparatus stores trees o ura
of websi t eoniphd¢ awtl angutahe cDOMDROMetrzsoff thheeckrromebsitshst s@rd, tHefD@MVI

tree a ha nod t he. meb5|te to be _reco nlzed
is very pirse tge Wc? Eesgnﬁgg?%}%ﬁeéﬁvem CeraifbpRodi(& By AT hesesonds)(i . e.
a phi shing web5|te) If a ratio of the nunmber of the same nodes mto

the total nunBpscifidalipotie DOVOteet g DEtH "dﬁ@ctibn g%cvl%lddlf&tl&ﬂ and a
website B reaches a threshold, determ ne that tree obt'al ned

by par si ngPahdERiont %ltwléﬂls(ii@ﬁ@@i)mqf’r @@mpalrm thhrIé@Nbllde iobtaitist byt 0
e Fect R S5, 4 SRR o by PR

p10v1des two compaung methods which are respectlvely corresponding to situations

that the nodes of the DOM tree are weighted or not. On the one hand, the situation that



Wien the nodes of the DOMtree are wei ghted, the website recognizing
apparatus sets different weights for different nodes of the DOMtree
according to different types of the nodes. The higher the weight, the
nore inportant the node and the |arger the affect the node has to the
| ayout , ithenodasef helROMelreq 4rg ot weighiediis firslly pansidsgadur e of  obt ai ni ng
user account and password. For exanple, weights a of different nodes

are st ed sl Lewse L Mo O QU OGRS ARbue! nél i PBkivHage

inthe htn is I nput : a root node In
the htm hasinktBe sameenodﬁﬂ whzhehe DOB/I tred Sleained gj’lparsifngalfd’mrd: o snddeDOM
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i mage | ahﬁbtm&%tlbﬂg)ét&rﬁlh@h%%a fssaillme‘:‘ilod'es hat EHe”%o @Oﬁfl trebd10avaRLGNt
of an object node in the : [object: 1.5], the weight

of a tr mitwnihe mh@eheﬁﬂameﬁocle%&ppoee tlietDQMﬁrES]of “tehst%togmre@fgnazedd

CParent iBGendThe i deoqeninetbRargtts Soges DEMITLS Yo s Pyrfiud s M shsitess

paragrap hna@ﬂl@g fhd ]DOM"@ed"ﬁ 61 the &n®wBwebsi: B.[IPDOM &ke adaddanitathed With he
htm is O. i.e 0.7], the weight of an inline elenment node

. [b
span in tm@%tlm bcb‘t@ewﬁ@lt@ tg bejreeognjzeg dn vewy. Bissible ol be & gppedeit pha

there is 50[\4 t

nodes with't e%ﬁ?@gg{? Pﬁgh %3‘; e%giF {a?lr av%i?égnﬁnﬁats# ﬁllg @EE
di rect i omddbemsb @HeﬁtdtaDﬁMnbérﬁf nﬁdaﬁdoﬁ the D@M ttereeﬁ:o@ﬂeb@nﬁe@ tbwepafesm ng,
determ ne how many sane nodes that th ees have to obtain

wei ght x t6tchgs p thisghalg detergnes thar thg P@M é‘tePd)bEﬁm%ePJg Rersinggnatehes @ e
nodes to O&r@ﬁtofréat Bbwuggefh&hm%’&&? 190 Ie@l%ct%@éﬁﬁlﬁ?uﬁdéeé@%‘f&e o

t hr eshol eterm ne trees mat c For
suppose tweltsitesdh éh thel e G094hei tamieswetmtter thie ieghet fiad tltrbmolnielﬂm hxgh&rothbe

recogni zed vj sual | res nbl es the stored non hi ng, websi t.e,
the two mﬁ%@a Slwi’eéwsavﬁiﬁ?m%é%g%‘ i wesieche. fiphighicr
wei ghts sgt ﬂo@sﬁhf ﬁ{a?riﬁe RGBS to be 1%%@@11276@4%1@ taef)hfghiﬂg'v?&)s&@el"@gv'

tree matches the tree obtained by parsing, conpare addresses
cor r esporatibgiment tdoes nojoreBIORt theedetailed fvatueest the éhxtempléﬁm .expmplceddst o

step 205, r.\Wi S€ r ed 1 te 05, det

That ¢ he RASHEE(E SFovasl REE Str adtAlng Rt e oS b Pt iy e
procedur aegdfies the re&t&@dﬁ@x@ph@mhgw&ﬂ%that the website to be
recogni zed is a phl shi ng vveb3| te, and prevent users from browsing the

phi shing website. enbodi nent only takes the situation that

the pre- stor&i\tbﬁ}\m@rﬂ@éé rauﬂé% Rage selee e twnsion Hhe labpls englstermie liigdayqué s
as an exaifiy Ly %agg: g@ér%he bRS Hd8 18 hASEAnERL D@0 dBYheRoq8s Af (M

trees of Tis
types and sequence in the DOM tree may reflect the visual layout of the website.

Therefore, both the type and the sequence of the nodes can affect the visual layout of
the website. Different types of nodes have different affections to the visual layout of the
website. For example, a phishing website has nodes including account input box,
password input box and tables which reflect main features of the website. Considering
the affects of the types of the nodes to the visual layout, this embodiment weights the
nodes of the DOM tree.

When the nodes of the DOM tree are weighted, the website recognizing apparatus
sets different weights for different nodes of the DOM tree according to different types
of the nodes. The higher the weight, the more important the node and the larger the

affect the node has to the layout, i.e. the more relative the node to the feature of



Wth respect to this situation, after conparing the DOMtree of the
website to be recognized wwth the pre-stored DOMtrees and finding a
mat ching DOM tree, if the addresses corresponding to the two DOM
trees are the same, it is determined that the website to be

recogni zeshtdising uséiSik¢owe st tpasswiokd.tthe cageipies seihaf o bifdifforent OWES srees
are different, it is determned that the website to be recognized is

a secure Imsdstfﬁllodvé\ frBhPlih Rlova RS Weht ONsh inPYeRhdefin tt}naehtﬂﬁ s 8hor.&d
DOM trees arezdﬁdated every certain tinme period, it is hard to cover

t he DOM t[rr@elé tieIweight kfa vesth spdediy therhion ef bRa,e. Beleln: 1.8], thvevaghtoéss
f th d
oF 0 Yl ad 8 PEar BTRBUNER 1 5. P b SO SAMACPRS: Pt

secure Wabshetlﬁmi fEheg. efsqb@dy ile:] &hm&igﬁdofmamaﬁe 1208l dodk iaPin thé Mindng] BS
not very secure. to the situation that the pre-stored DOM

trees ard-e hawendmls Ff@éﬁelém qfipe dhiestnedowibdietlenl il Shoudhbiesed Slndy be
error in Jf 0o, %‘?xgﬁﬂd%%qﬂ{e%&ys 1.4 RSy @EetBﬁWel t@ﬂ% tdrn%(&gﬁ{‘ h%?m [ is

risky website as a secure website an atrve
rel i abi | it4;iandd:Hi4jhths e@ight df/a block eleﬂlmt\nbémd@fm iedtabiet®, i.&. Pﬂ@wmat)])od

rovi ded odi t of the re ent i.nvention retrlevsthe
P o et S T aranh a5 ih Qi RS, ials O e et GodmGs
the websid jkoryhey. ﬂe@fml%ﬁ%ffagngme%ué?n&mo aﬁﬁ:{eﬁle%ftln{)e Uepsi e to

be recogni Zed, conpares the DOM tree of the bsite to recoghi zed
with t hodepano. 66 Stitindpprge that thir i+ VOM tde Aginomg thqrhiorsé DUM webswhies

re-stored deternln e websi.te to be. recognized js  a
i shi g TS B HERG 0GR G e DONE e Gt el PR TR @A i bS dith o
t he websidiRcfich e stbRUAIOMRsE AR thBOONRreB Bbﬁﬁleﬂ%y‘ﬁvﬁﬁ g @étern;;ﬁ@how
met hod can recogni ze the phishing website tinel fectively, and

can prevdpnyFeme godesdhat Ehﬁtimlﬁ@Mttr@S bhvesth Dh@lwmshtt@fadltthﬁr same nodes.
recogni Z'IP eu& omeﬁ:’ tQ bszslrln% g(bdestf t(p[r @@ﬁﬁ%}i?ﬂéﬁﬁﬂtree ng

cheat ed an sareguards use

Thi s enbodicasts aph@yh(ﬂl@sieﬁfmﬁﬁnﬁdtaﬁdﬁvofDOM &mgﬁmz}t 'Fgréx & isty osé\s
shown in F1G 4, the agéar atus incl udes: a parsing ul e

adapt ed thAtpEhde xpage0%e dietsofietermiagss thae the “@éSIFeeEb@ﬁlfQ%ﬂtZéd omua 1}*1 a
Document .Ohj e¢t; Mgdﬂ)regimepéﬁgh?ﬁg %sglge;ra%nqwgwso%bpf t%gg%mﬁgﬁe[e L

the website to be recogniz arin
conpare tehéaoﬂxammdmnmtdstrméwst@gl&dsé})@/ﬁtffmnomd a recogni zi ng
nodul e 403, adapted to recogni ze the website to be recogni zed

Step 204, after finding the DOM tree matches the DOM tree obtained by parsing,
compare addresses corresponding to the two DOM trees, if they are the same, proceed

to step 205, otherwise, proceed to step 206.

Step 205, determine that the website to be recognized is not a phishing website,

and the procedure ends.

Step 206, determine that the website to be recognized is a phishing website, and

prevent users from browsing the phishing website.

This embodiment only takes the situation that the pre-stored DOM trees are those
corresponding to secure websites as an example. Similarly, the pre-stored DOM trees

may also be DOM ftrees of risky websites.



according to a conpared result. Specifically, the recognizing
nodul e 403 is adapted to determne the website to be recognized as a
ri sky website if there is a matching DOMtree anong the DOM trees

mat ching the DOM tree obtai ned by parsing and the address of the
website to be recognized is not the sane as the address corresponding
to the mat chiVigh Peredt keldis situationnglletremmparing heddDVakeq of thp@essiteiatbicon

that the M ' , | . ul e
102 speoi PRt it e rRbAREEDRAE G} ofEARLE Sph PR MU0 (ERE 3
t o det er mddesssearngsjonding tte fettwoAMOM ges, arwtietdaske, ithedgeisinal BaMher ee
havi ng sane nodes with the DOV tree obtajned by parsing, and take the
DOM t r ee WA Sarpsositedds ainsky peksiooi the é@l‘%@%ﬁé@ﬁ%@&éﬂ $ieRYATSs
t he mat chi:pg. ree. . ' [ L 4 e o]
traver so oo R T srFermined fal HoRhols OGS B%aOM 1CH S eI RE B
tree obt giraggabapppestmnpgvtoifohd picrstdrbd Diviivers of updated exadessriaantime

a first matchin eterm ni 1t 402c dapted to t er.m ne whet her
MRS S F ot RS Ny Y A e ot R A
t he mat chigngsPOMHeEDsfiCRLRER ol NIas ROl Be A6 Wit 8648 dT8hd ﬂ@ﬁedtrﬁﬂﬁe

mat ching DOM tree matches the DOMtree the if the ratio reaches t|
t hr eshol dwebsites, thswebrdiario ibe TRea@nBed aray uottlieea sdcutrawiinitet hhereione thisdes
in the DOM. tr are. wej. ed, ,t he conparing nodul e 402 specifically
ol udes et fa Y GuaRh S i 1 S SRR e Lo et a veight for
each node in the DOM trees pre-stored,

As to the situation that the pre-stored DOM trees are the DOM trees of the secure

websites, although there may be error in the recognized result, this manner will not
recognize a risky website as a secure website and thus has a relatively high reliability

and high security.

In view of the above, the method provided by the embodiment of the present
invention retrieves the HTML code of the website to be recognized, parses the HTML
code of the website to be recognized to obtain the DOM tree of the website to be
recognized, compares the DOM tree of the website to be recognized with those
corresponding to the HTML code of non-phishing websites pre-stored, determines
whether the website to be recognized is a phishing website according to a compared
result and the addresses of the website to be recognized and the non-phishing websites.
The method can recognize the phishing website timely and effectively, and can prevent
users from browsing the phishing website after recognizing the phishing website, which

prevents the users from being cheated and safeguards the user’s profit.
A third embodiment

This embodiment provides an apparatus for recognizing a website. As shown in

FIGd4, the apparatus includes:

a parsing module 401, adapted to parse page code of a website to be recognized to
obtain a Document Object Model (DOM) tree corresponding to the page code of the

website to be recognized,



a second determining unit 402e, adapted to determ ne, anong the
stored DOM trees, whether there is a DOMtree having sane nodes with
the DOM tree obtai ned by parsing, and take the DOM tree havi ng sane
nodes with the DOM tree obtai ned by parsing as the matchi ng DOV tree;
a second tr avarenpyingineduesi2, adapigst te gompaneitls RPNblr¢ewithpredigsethDOM
direction the nptching DOM tree and the DOM tree obtained by parsing
to obtain a Weight of all the sanme nodes; and a second mat chi ng
determ ning unit 402g, adapted to determ ne whether a ratio of the
wei ght of al | ardvegsiaimg mathbs403) addpeed totredognizetier welfsite adesreod griited

mat ching DOM tree reaches a threshold, and determ ne that the

mat ching DOM tree natches the DOM tree obtained by parsing if the
rati o reaches the threshold. Furthernore, as shown in FIG 7, the

apparatus may further include: a retrieving nodul e 404, adapted
to retrieve page code of the website to be recogni zed according to an
address of the website to be recogni zed In view of the above,

t he net hod provi ded by the enbodi mrent of the present invention
retrieves the HTML code of the website to be recogni zed, parses the
HTM. code to obtain the DOMtree corresponding to the HTM. code of
the website to be recogni zed, conpares the DOMtree of the website to
be recogni zed with those corresponding to the HTM. codes of
non- phi shing websites pre-stored, determ nes whether the website to
be recogni zed is a phishing website according to a conpared result
and the addresses of the website to be recognized and the
non- phi shi ng websites. The nmethod can recogni ze t he phishing website
tinmely and effectively, and can prevent the users from browsing the
phi shing website after recogni zing the phishing website, which
prevents the users from being cheated and saf eguards the user's
profit. The above sequential nunbers of the enbodi nents are
merely used for facilitating the description but not used for
denoting the preference of the enbodi nents.
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Some steps in the enbodi ments of the present invention nay be

I npl emented by software stored in a conputer-readable nmedium e.g. CD
or hard di sk. The foregoing descriptions are only preferred

enbodi ments of this invention and are not for use in limting the

pr ot ect i onaswepeg tcheswafargiigswhanges and nodi fications can be made by
those skilled in the art without departing fromthe spirit of this

I nvention and r houl d.be covered. wi.thin th rotection scope
as set by the %{{}%iﬁ%&jﬁﬁ%‘gﬁo%{z.lngéﬁ%?%4@m aéip?ed;toﬁggaﬂglﬁe%@rwebsm tocb_e
recogni zi ngscagmediisast£xiskyonglisits iftflere is a nRACIBANDOPAGR: GRGE: Be PONERSIst €
to be recognized to obtain a Docunment bject Mdel (DOM tree

cor r espondM#fitng e PPgEce shgingd wheatpsindethe gdissy of dynivelsite to be
comparing g R ik hGAno A fdfle Q&dr@ﬁ%%ﬁ@%;o‘ﬁ"dﬁqgx&[h%ﬁét&rie%%}%p $4.°6%

recogni zing t website to be recognize ccording to a con
result. 2. The nmethod of claim1, wherein the recognizing the

website to be Aedwym nefl@E cortdithg sihatibhehatahpaodsd in ei&uDOM%@hfe;Sjm:
if there is a matching DOMtr ng the pre-stored DOMtree and an
addr ess of WPWQ[%E%‘ P p‘[‘rBIgH'éo‘f“z‘Eg@?‘%&@{gﬁﬁmﬁq‘l@?:ent from an address
of the matching DOM tree, determining that the website to be

recogni zed is ikl dkYmYBRASIAiL402a, adapted to determine, among the stored DOM frees,

whether there is a DOM tree having same nodes with the DOM tree obtained by parsing,
and take the DOM tree having same nodes with the DOM tree obtained by parsing as
the matching DOM tree;

a first traversing unit 402b, adapted to traverse in the depth direction the matching
DOM tree and the DOM tree obtained by parsing to obtain the number of same nodes;

and

a first matching determining unit 402¢, adapted to determine whether a ratio of the
number of same nodes to the total number of nodes of the matching DOM tree reaches a
threshold, and determine that the matching DOM tree matches the DOM tree the if the
ratio reaches the threshold.

As shown in FIG.6, as to the situation that the nodes in the DOM tree are weighted,

the comparing module 402 specifically includes:

a welghting unit 402d, adapted to set a weight for each node in the DOM trees

pre-stored;

a second determining unit 402e, adapted to determine, among the stored DOM
trees, whether there is a DOM tree having same nodes with the DOM tree obtained by
parsing, and take the DOM tree having same nodes with the DOM tree obtained by
parsing as the matching DOM tree;

a second traversing unit 402f, adapted to traverse in the depth direction the

matching DOM tree and the DOM tree obtained by parsing to obtain a weight of all the

10



3. The method of claim1, wherein the conparing the DOMtree obtained
by parsing with the pre-stored DOM trees conpri ses: det erm ni ng,
anong the pre-stored DOMtrees, whether there is a DOMtree having
same nodes with the DOMtree obtained by parsing, if there is such a
DOM t r ee, satngkiodgs; ainé DOM tree havi ng same nodes with the DOMtree
obt ai ned by parsi ng as a matching DOMtree, traversing in a depth
direction the mat

. on &111?%/'& %n&r&%u%ﬂf ngte 5 et bt a'en thb arSIfng
to obtain a AUNDE oaft e HOHRS & 4G SRS

10 O enu er

same nodege Weight dQllahe gummwae@fo thedes nafnbbmnaaéscdﬂtmnmgmw tree
reaches a threshold, determ ning that the matching DOMtree natches

t he DOM tieashep pihipsheldl, pyd éﬁaergiw@that the maachlqaqlao%tlﬁwa@bewxaﬂﬁw tree
wherein tJB‘?mﬁ&f% gﬂ??ﬁnﬁe ggggﬁ{lrga(ﬁ Boﬁﬂf:tttﬂﬁ%laﬁi pre-stored DOM trees

conpri ses ng e e pre-stored DOM trees,

determ ning, anong the pre-stored DOMtrees, whether there is a DOM
tree havi ng $arthemooess whdvim inhid E0vhd mmraobtm)nﬁidthhyinp!adgi ng, taking
the DOM tree havi ng same nodes with the DOM tree obtained by parsing

as a matching DOMtree, .tra depth direction, th

ree ont ained BT RGE I, AL el RoRtker WY BBiugelfs Ndegnt
of the sa@BINORE%ccifls to an addresd of Bd WetRfte foR reRigledOf the sane
nodes to a total number of nodes of the matching DOMtree reaches a

threshol d, determ n| ng that the matching DOM tree matches the DOM
tree obtai nedh yievphar dicnapove, the methathpravided dy e caripdiaensiof dhaypragent t o

4, oner el it ROk R TREVLALSAI N Bng16 RERRNNIDG LoRage rradES

of secure we tes pre-stored and are re res re- de
ti me peride to obtain the DOM tree corresponding to the HTML code of the websr[e to be

recognized, compares the DOM tree of the website to be recognized with those
corresponding to the HTML codes of non-phishing websites pre-stored, determines
whether the website to be recognized is a phishing website according to a compared
result and the addresses of the website to be recognized and the non-phishing websites.
The method can recognize the phishing website timely and effectively, and can prevent
the users from browsing the phishing website after recognizing the phishing website,

which prevents the users from being cheated and safeguards the user’s profit.

The above sequential numbers of the embodiments are merely used for facilitating

the description but not used for denoting the preference of the embodiments.

Some steps in the embodiments of the present invention may be implemented by

software stored in a computer-readable medium, e.g. CD or hard disk.

The foregoing descriptions are only preferred embodiments of this invention and
are not for use in limiting the protection scope thereof, Any changes and modifications
can be made by those skilled in the art without departing from the spirit of this
invention and therefore should be covered within the protection scope as set by the

appended claims.



6. The nethod of claim1l1l, wherein the pre-stored DOMtrees are
correspondi ng to page codes of risky websites pre-stored. 7. An
apparatus for recogni zing a website, conprising: a parsing
nodul e, adapted to parse page code of a website to be recognized to
obtain a Docunent Object Mdel (DOJLAINEe corresponding to the page
code of the website to be recogni zed; a conparing nodul e,
adapted to cqonpare the DOM tree obtained by parsing with pre-stored
DOM tr ees; aﬂgRmethOdafOFE&B@H?‘?Bﬁd"%l“%‘}lpaﬂéﬁt ed to recogni ze the
website to be recogni zed according to conpared result. 8. The

appar at us of ,GlfioMate WBBELEL WdtiRe FEEOHUEHDE IPEMhiR d Bobithidi®Dbject
adapted to determne that the website to be recognized is a risky

websi t e i¥oddléDOMY teed ermgsproat] vigito heakE codeofdhowgbditedo DOMcbgmesl;
pre-stored and an address of the website to be recognized is

diff f h f i DOM t . 9,
o i o " Subife B DAl LB pYRASES 1 pro-story DI (BB AC 1S

first determning unit, adapted to determ ne, anong the pre-stored
DOM trees, whebbeiringhes febsitedo BOMcbgged@vtighgtamronpaed rwiulth t he DOM
tree obtained by parsing, taking the DOMtree havi ng sanme nodes with

the DOM tree_as, a tching DOMtree if there.is such a tree;
first traversi hg° wited ofahinda et papeang e d‘@gﬁlﬁ’ @RI he
mat chi ng QWiing to the compared result comprises:

if there is a matching DOM tree among the pre-stored DOM tree and an address of
the website to be recognized is different from an address ot the matching DOM tree,

determining that the website to be recognized is a risky website.

3. The method of claim 1, wherein the comparing the DOM tree obtained by

parsing with the pre-stored DOM trees comprises:

determining, among the pre-stored DOM trees, whether there is a DOM tree
having same nodes with the DOM tree obtained by parsing, if there is such a DOM tree,
taking the DOM tree having same nodes with the DOM tree obtained by parsing as a
matching DOM tree, traversing in a depth direction the matching DOM tree and the

DOM tree obtained by parsing to obtain a number of same nodes;

if a ratio of the number of same nodes to a total number of nodes of the matching
DOM tree reaches a threshold, determining that the matching DOM tree matches the
DOM tree obtained by parsing.

4, The method of claim 1, wherein the comparing the DOM tree with the

pre-stored DOM trees comprises:

weighting each node of the pre-stored DOM trees, determining, among the
pre-stored DOM trees, whether there is a DOM tree having same nodes with the DOM
tree obtained by parsing, taking the DOM tree having same nodes with the DOM tree
obtained by parsing as a matching DOM tree, traversing, in a depth direction, the DOM



tree and the DOM tree obtained by parsing to obtain a nunber of sane
nodes; a first matching determning unit, adapted to determ ne
whet her a ratio of the nunber of sane nodes to a total nunber of
nodes of the matchjng DOMtree reaches a threshol d, and determ ne
that the tR&tQHA W@%@“M?%H@?gt%e‘)%r?? Erolypingg we bgf thgrsamgg
if the rafjigs:rggches the threshold. 10. The apparatus of claim?7,
wher ei n the conparing nodul e further conprises: a weighting unit,
adapted to set a weight for each node of the DOMtrees pre-stored;

a second det éf aireticngf th weightlapthedsams datee rtpriantetal anorbgr h@odesopledie DOV

trees, whether t IS a re 7 sane.nodes wth t

tree obr dTHEI B rpafeRn Mol o RRpiRRE uRR S5 mil e BRAREY:
Wi th the hXhdstREDOIM aicBBbtald¥d PRbaIsTig. as a mat ching DOM tree; a
second traversing unit, adapted to traverse, in a depth direction,

the matching DOM tree and the DOMtree obtai ned by parsing to obtain
a wei ght of at F'he method ok apvswe o1 clajps 1 to 4, whaga dhePrgpiqpd RYM trees arc

det er m Nl el ling AAREE Lo, ELELT EnRELRER R AU fo el velgnt

of all the s a total n er o odes of the matchi
tree reaghedcinddtirespaia, and determ ne that the matching DOM tree

mat ches the DOM tree obtained by parsing if the ratio reaches the
t hreshol d. 1%:TThe %gH%{;at.us of, cl.aim 7 furdtlS'SR/[ conpri si

ng. .
he me aim 1, wherein the pré-store trees are corregpondmg to

page codes of risky websites pre-stored.
7. An apparatus for recognizing a website, comprising;

a parsing module, adapted to parse page code of a website to be recognized to
obtain a Document Object Model (DOM) tree corresponding to the page code of the

website to be recognized,

a comparing module, adapted to compare the DOM tree obtained by parsing with

pre-stored DOM trees; and

a recognizing module, adapted to recognize the website to be recognized

according to compared result.

8. The apparatus of claim 7, wherein the recognizing module is further adapted to
determine that the website to be recognized is a risky website if the there is a matching
DOM tree among the DOM trees pre-stored and an address of the website to be
recognized is different from that of the matching DOM tree.

9. The apparatus of claim 7, wherein the comparing module further comprises:

a first determining unit, adapted to determine, among the pre-stored DOM trees, whether
there is a DOM tree having same nodes with the DOM free obtained by parsing, taking the
DOM tree having same nodes with the DOM tree as a matching DOM tree if there is such a
DOM tree;

a first traversing unit, adapted to traverse, in a depth direction, the matching DOM

13



a retrieving nodul e, adapted to retrieve the page code of the website
to be recognized according to an address of the website to be
recogni zed. ABSTRACT Enbodi nents of the present invention

rovide a pethod, a apparatuys for recognizing a website,
Eel ongi ng Prge %%%l?'ﬁmqfe(%’g’%f‘?eé%&p%%g W&%’&Iai’lﬁgpﬁfdgg?mﬁéP@qsng page
code of a website to be recognized to obtain a DOMtree correspondi ng

to the page codfirdimdidtengvabsirhigideoude :ASRQUR 3&EimiGO Wik d rhite o PR
tree with pre-stogred DOMtrees; recognizing the website to be

recogni zed"WRbFdistye nedes e aheral munbes sfinedes phthcapsehing DOM fret rrddless aa

arsing no a [ : ni zin le. Through
Par ai ng t o paols” e ERaRkRRADAY A BOM R By O RN eg o
DOM tree cby pasipginithagitioaeidhes fheglresiafie of the website to be _
recogni zed and conparing the DOMtree of the website to be recognized

with the pre-stored DOMtrees, it i.s possible to recognize the |
website to be%eiﬁ%?ﬁpféfﬁusc‘?feﬁiﬁlv Ardicsin Becoppesingmedig fuither eormpréses:
conpared result.

a weighting unit, adapted to set a weight for each node of the DOM trees

pre-stored;

a second determining unit, adapted to determine, among the stored DOM trees,
whether there is a DOM tree having same nodes with the DOM tree obtained by parsing,
and take the DOM tree having same nodes with the DOM (ree obtained by parsing as a
matching DOM tree;

a second traversing unit, adapted to traverse, in a depth direction, the matching
DOM tree and the DOM tree obtained by parsing to obtain a weight of all the same

nodes; and

a second matching determining unit, adapted to determine whether a ratio of the
weight of all the same nodes to a total number of nodes of the matching DOM tree
reaches a threshold, and determine that the matching DOM tree matches the DOM tree
obtained by parsing if the ratio reaches the threshold.

11. The apparatus of claim 7, further comprising:

a retrieving module, adapted to retrieve the page code of the website to be

recognized according to an address of the website to be recognized.



ABSTRACT

Embodiments of the present invention provide a method and an apparatus for
recognizing a website, belonging to communications field. The method includes:
parsing page code of a website to be recognized to obtain a DOM tree corresponding to
the page code of the website to be recognized; comparing the DOM tree with pre-stored
DOM trees; recognizing the website to be recognized according to a compared result.
The apparatus includes: a parsing module, a comparing module and a recognizing
module. Through parsing the page code of the website to be recognized to obtain the
DOM tree corresponding to the page code of the website to be recognized and
comparing the DOM tree of the website to be recognized with the pre-stored DOM trees,
it is possible to recognize the website to be recognized timely and effectively according

to the compared result.




