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Payment device presented al
access device
{202}

Y

Access devioe reads data from
payment device
(204)

v

PIN entered at access device
{208}

T

PIN associated with payment
device is encrypted with first key
{208}

Y

Sensitive dala associated with
payment device s encrypted with
second key

(210}
Y

Access device sends authorization
requeast with encrypted PIN and
encrypted sensitive data to host

{212}
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Host receives authorization request
with encrypled sensitive data
{302)

Host decrypts sensitive data using
base derivation kay
{304

%

Host re~encrypis sensitive data
using zone encryption key
(306)

|
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Host transmits authorization
reguest message including
fransiated sensitive data o
payment processing network
{308}
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Host receives authorization request
with encrypted PIN and encrypled
sensitive data
{402)

;

Host decrypts sensitive data using
hase derivation key
(404)

Host decrypts PIN using base
derivation key
(408}

Y
Host re-encrypts PIN using zone
encryption key
{408}

.

Host re-encrypts sensitive data
using zone encryplion key
(410}

¥

Host transmils authorization
request message including
iranglated PIN and translated
sensitive data o payment
processing network
(412}
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Read PAN from payment device
{702}

i

;

Encrypt at least some of the digits
of the PAN
(704}

¥
Overwrite PAN field of authorization
request message with encrypted
PAN
(708)

.

Read expiration date from
authorization request message
{708}

QOverwrite expiration date of
authorization request message with
altered expiration date
(710)

FIG. 7
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Receive authorization request
message at first payment
processing nefwork
(800}
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Format preserving encryption
not used
{804}

A
Y

A7 18 expiration year
“less than twenty years from ™
today’s date?
(802)

Read unobscured PAN data from
PAN field
(806}
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