LABELI NG ELECTRONI C DATA | N AN ELECTRONI C DI SCOVERY
ENTERPRI SE SYSTEM CLAIM OF PRIORI TY UNDER 35 U. S. C.
119 [0001] The present Application for Patent clains
priority to Provisional Application No. 61/164,276
entitled "Electronic D scovery Systent filed March 27,
2009, and assigned to the assignee hereof and hereby
expressly incorporated by reference herein. FIELD
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networ k environnent. [000 e nature of digital data
makes it extrenely well-suited for investjgation. In
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searched wth ease, whereas paper docunents nust be
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difficult or inpossible to conpletely destroy,
data frpara datadoardeytrarfsferiveg thaekecirenis tiate éula idata store tavbaskigning a label,
environnent. This is because the data appears on
such afb bhrcpdee tdihe dledirdni€data.and because digital files, even
if deleted, generally can be 1 undeleted. In fact, the
only reliable neans of destroying digital data is to
physi cal |y destroy anyBA@R@ ROUNDard drives where it

Is stored.
[0003] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation , a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.
{0004] The nature of digital data makes it extremely well-suited for investigation, In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely

destroy, particularly if the data is stored in a network environment. This is because the data

appears on multiple hard drives, and because digital files, even if deleted, generally can be



[0005] In the process of electronic discovery, data of
all types can serve as evidence. This can include
text, image, cal endar event data, databases,
spreadsheets, audio files, multinedia files, web
sites and conputer prograns. Electronic mail (i.e.,
e-mail) can be an especially valuable source of
evidence in civil or crimnal litigation, because
undelep0 fh fac i @ily Lfiablk efanseldefttdying digine dea txpiphpgedlytdaroy any
in hard copy correspondence such as witten nenos or
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field that goes far beyond nmere technology. It gives
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less capdnlin thess exshaness than & kard emeqm&pondmcg @vich as written memos or
acqui sitions, downsizing and the |Iike. Mergers and

postal dettesi sitions nmean that the technology infrastructure
across the enterprise may vary, at least in the
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di scovery of printed
a timely fashion, sometimes within days of when the merger/acquisition occurs.
[0007] In addition to identifying, locating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This too

becomes a daunting task for the enterprise system that encompasses a myriad of different

technology infrastructures and the like. Therefore, a need exists to improve the identification,



materials, provides for the ability to filter or

search the data so as to reduce the volune of data to

only that which is relevant to the request. Such

searching is typically acconplished by deternm ning a

specific date range for the request, providing key

words relevant to the case and the |ike. Inprovenents

in the area of searching are greatly in need to
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process. [0009] Once data has been retrieved,
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l'i ke. SUMVARY [0012] The following presents a

[0010]si np! ikasBy onopthedigitel damBasdreentvicwadhdals identified as relevant may

need to be produced in a tangible format for further analysis or legal evidentiary purposes. The

produced documents must be properly identified and include necessary redactions and

confidentiality markings.

(0011} Up until now, e-discovery management has been conducted on a case-by-case

basis, meaning all tasking and workflow related to the e-discovery is based at the case level.

Such management does not allow for finer granularity in the management of a case or for links to

exist between different cases for the purpose of leveraging the e-discovery related to one case to

another new or pre-existing case. Therefore, a need exists to improve the manner in which cases



order to provide a basic understandi ng of such
enbodi nents. This summary i s not an extensive
overview of all contenpl ated enbodi nents, and is
intended to neither identify key or critical elenents
of all enbodi nents, nor delineate the scope of any or
all enbodinents. Its sole purpose is to present sone
concepts of one or nore enbodinments in a sinplified
are mah@feaad, ia ppitiehldar) @otvaasklip andevroekfitet arelnechagkeisdepemlingsh case
that is presented later. [0013] Enbodi nents of the
requirdicR&emt thawenti on rel ate to systems, apparatus,
nmet hods, and conputer program products for electronic
di scovery and, in particular, inprovenents in
el ectroni c discovery thgiynadagwy for el ectronic
di scovery to be efficiently and cost-effectively
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order (PRI hoAG RIE oPyR S RO RS This sfoplRl o RG i tensive
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a barcode or sone other type of indicator. For
elemergs afall eanbodiaents, apedelingaip Bicseens afjannor Heerghadimentn | Iés sole purpose
data defines the year in which the data was coll ected
is to pricsanbsanigecondepttsiofsangror sroamembddimentpm adimghfied form s ageslude to the
coll ected. [0014] In sone enbodi nents of the present
more detaviedtésoriptica thetihp@sdntad laegani zi ng and storing
el ectronic data in an enterprise-w de el ectronic data
[0013]di SCO\EHibodgH&iteHT the prRE@Y indestion MBlat: to RIS appiedtie] @thods, and
receiving a data request to collect a electronic data
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i's method includes using a processor to create a
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staging drive until all of the files of the o
sourceelragferang e glaetronay date i1 4 lopg-&am staipgs nebY 9Tk and|aggeiating the

i ncludes using a processor to transfer the files of
electrontealata with 2 abele such asra birsods argomg other Ype vbindfvator.ofig-exempie, the

storage network and then associate the electronic
label askatiatedivtith thé eledtronidt dataddafinies theryear in which the data was collected from the
data source and the type of data that was collected.
[0014] In some embodiments of the present invention, a method for organizing and
storing electronic data in an enterprise-wide electronic data discovery system is provided. This
method includes receiving a data request to collect a electronic data from a data source. After

receiving the data request, this method includes using a processor to create a first identifier for

the electronic data and then store the first identifier on a long-term storage network. Next, this



[ 0015] According to sone enbodi nents of the nethod,
the processor is further used to collect netadata
fromthe files of the electronic data as the files are
being transferred to the |l ong- term storage network,
store the netadata in a file log, and then store the
file log separate fromthe files of the electronic
data by storing the file log in a database that is
method @RArdas asifig ®probégod t0RGgE eHertleckbnic dga byebllesting individual files of the
According to sone enbodi nents of the nethod, the
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second identifier for the electronic data, assqciate
[0015} he f jAeeerdine torseme|caberigmnts of dacmethed the Rrocessor is further used to
communi cation files with the first identifier, and
collectynefadatatremitheefiles plibe glecirondc data et thediles aaabeing tansfieared to the long-
not communication files with the second identifier.
term sfofegt Aiptwack, otadé thg maadstn aditb bod, ashthen sibretthefilvdofsaparatmfrom the
expect ed- nunber-of-files indicator is received froma
files of the elkctp@ti¢ ata Be sioriflg thg fllo1dglif aclarbixedhatydeparateym the long-term
expect ed- nunber- of-files indicator specifies the
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indicator is deternined by counting the files as the
networki | es are transferred fromthe staging drive to the
| ong-term storage network. The method of these
[0016]enbodi lrepme embedimentsiof SlogaetBod; Shopyoedseor by etherssed toereate a
conpare the expected-nunber-of-files indicator and
second identdet {ralthanel edteonicaiatd, ndsesiafertbé Gt of tharlicrdren dgn that dre
a failure notification if the actual-nunber-of-files
commﬁlﬂgﬁtibﬂtﬁbdfs wiciethe fipdt identifibr, hinkassadigte tiediledorke eledtrdnid &®a that are
i ndi cat or.

not communication files with the second identifier.

[0017] According to some embodiments of the method, an expected-number-of-files
indicator is received from a third party. According to these embodiments, the expected-number-
of-files indicator specifies the number of files of the electronic data that are to be collected from

the data source. The method of these embodiments further includes using the processor to

determine an actual-number-of-files indicator that specifies the number of files of the electronic



[0018] In sone enbodi nents of the nmethod, an
expect ed- dat a- anount indicator is received froma
third party. According to these enbodi nents, the
expect ed- dat a- anount i ndicator specifies the
aggregated size of files of the electronic data that
are to be collected from the data source. The nethod
of these enbodi ments further includes using the

data thpirwere astosillst tpanstiesied torho dorgricas ktogige detvarlaammilustociated with the first
i ndicator that specifies the aggregated size of files
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[0018]; ndi cdr semelgabBodimentiaf the mathod, apraeeted-datatagmognadicator is

i ndi cator. [0019] According to sone enbodi nents of the
receivetetdiod thitdwaryr deesslog tb shebelembalimass,dhe¢ expeced-dath-amsust

hash value for the files of the electronic data while
indicatoh@ctificetheapgrefedgzd ofailsd efithed edt@nid daea tharge todertollected from

storage network and then store the hash val ue separate

the dath kQI:d. MBhel thétB&d &f théR@mbBHRhfsARiter dRfhRlchYsifg SeipRetessbeto
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networ k by calculating a .second hash_ val ue for, tag
determaned by spmyrang;the sizgRf pashof therjlesdtanglemed, Bpmdhe stagipg faYs tadhe

off of the long-term storage network and then ]
long-terarpiapgemgtwork. 3 Be psthod @6 thegegmbodimeninBrthprigeludes uging the

that was cal cul ated when the files of the electronic
processtatiacompage the @rpdctadrdath-groounh exdicatng and themctwalodaayemount indicator

networ k. [0020] In sone enbodi nents of the nethod, the
and thén prétidé 8l eitutd nceifichtionafl G racmbl-dutarhourit iddicator does not match the

expected-data-amount indicator.

[0019] According to some embodiments of the method, the processor is further used to
calculate a hash value for the files of the electronic data while the files are being transferred to
the long-term storage network and then store the hash value separate from the files of the
electronic data by storing the hash value in a database that is separate from the long-term storage

network. According to these embodiments of the method, a processing request for the electronic



i ndi cates the year in which the data request was nade
and the type of data requested in by the data
request. Also, in sone enbodi nents, the data request
includes a file path for retrieving the electronic
data. [0021] In other enbodi nents of the present
i nvention, a systemfor assigning |labels to
el ectronic files in an el ectronic discovery nmanagemnment
data thayis stered an the onigdedh stdagonetivork, tud themthe peodesair ieustd fo ensure that
the systemincludes an input device configured to

the that He@laéRomic dafadvds datRSdified Waild tveas storgiliG@bthe 16Hgatemtl5tbBige
to some enbodi ments, conprises instructions to coll ect
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"ter the el ectronic data to identify at |east one
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f|| of the fi e ter st orage
hash velap it W St Hoc B° SR dnasdiion et g o e tong-
further includes a processor that is |n commruni cati on
wﬂnsmrwﬁﬂeweﬂ ‘nput device. The processor, according to
enbodi nents is configured to create an
[0020}| d e nt i Injsene erphedimenty of Giciragther, e st identiier i a-sshalayymber that
wherein the identifier resides on the long-term
indicats$ theager inathiwdr the dath sepuest iveas elade andthe ¢ymbatfdatayequested in by the
collecting files of the electronic data fromthe data
data regoest.CAlsania ssine kembgditdeatsf ihk dstacequastategdasg file path for retrieving the
filter the electronic data by identifying the files
clectronitadatar e of the file type, transfer the files that are
of the file 7 type fromthe staging drive to the

[0021] ONG- LBTMeP Eﬁﬁéﬁﬁeﬂﬁbfﬁfe@res@ﬂqn@éﬁgﬁ'@st tefn¥8r assigning labels to
transferred files that are of the filé type Mﬁéﬁlg

eIecu'otnﬁceﬁ%é {nl aﬁ 1ec%rﬁ91% %13(:@\9 m'eﬁt %ﬁ{éﬁ‘l ﬁggﬁ%lieﬁe % ora ng to some

roces I ure
embodétpeqti; %ltéessyts 3} e & e %sra%glpﬁg%ﬁg}ce f(i},/rg'd etegrt{)n ge%elgrg tdﬁ% request "The data
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nunber of files. According to some enbodi nents, the
data squggse mSEEConfHiseliltes the qlectronicdlatade ddepeily atlenst epertHe pxpe from among
part Al so, according to sone enbodi nents, the
a plur@k)p ileglinthertlevtravic datd, and inspneivan tostranséer therfles ofdhe file type to a
files stored on the data source that are of the file
long-térinstoragaindtinadk. atceotding) todeatle embbdimentsetht systdne fidtenincludes a

processor that is in communication with the input device. The processor, according to some
embodiments is configured to create an identifier that is associated with the data request, wherein
the identifier resides on the long-term storage network, stage the electronic data by collecting
files of the electronic data from the data source and storing the files on a staging drive, filter the

clectronic data by identifying the files that are of the file type, transfer the files that are of the file



[0023] In sone enbodi nents of the system the
processor is configured to provide a failure
notification if the nunber of files that were actually
transferred does not match the expected nunber of
files. Also, in sonme enbodi nents of the system the
processor is further configured to calculate a hash
value for the electronic data when the files are

type fromahs teging drivototthelong-tergr tt@nge sdtworkgadissoviitdkthamdnsferred files
store the hash value in a database that is separate

that aré bOMe filketyhOWath tHesiAtEler age network, which is where
the electronic data is stored. The processor,
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Havi ng t hus descrlbed enbodi nent s of the invention in
expectgdpapbgr of Slamds repayes fegie @ thipdpartyo d e apaeeding t9 sofme embodiments,
acconpanyi ng drawings: 8 [0025] FIG 1 is a block
the expticted mamberf offlesnapresqnts the nyvnbke of fideststooed an the dtevaurge that are of
system highlighting conponents of the systemthat are
the filectgpé argithatchiré el grhini theeladicbniadatnde el ectronic data
i n accordance with enbodi nents of the present

[00237 Nventlh8be bRABSdnetits 6f thé sisierd, the pMicelis@CIE aBRMurcd tIBERRE a
for organi zi ng and barcodi ng electronlc data in an

faﬂure%ﬁﬁ&a&i%ﬁ liffthd) 04 O Yl 3 Yk W zic'ﬁlaﬁ w? h&t match the
nbodi nents of the present |nvent 0027
expecté(f ?%nlgér gg Eleg oaﬁq s%fne P@?g@gegli/sr& tl’?ees!é/gt%ﬁxr {hg%%o%ggsgg lﬁ.gtérther
confighfcf G “?%?55 Sﬁﬁiﬁ&&'ﬁ Bl P AR E o s ‘%@Jsfmg to the
rocesses descri bed ein are |nplenented accqr di

long-1<75 SATELHBBRIK FE BTedhe st Valvg e Hefabase Bgbisenarats frgmy thelong:
a bl ock diagram of an el ectronic discovery manager
term stoeagp aptworly whighdls mdhaiedlee Qlpetrpniadsbais siorads The pravesser. @geonding to

i nventi on;
some embodiments of the system, is further configured to ensure that the electronic data was not

modified while it was stored on the Jong-term storage network by calculating a second hash
value for the electronic data when the files are transferred off of the long-term storage network

and comparing the second hash value to the previously calculated hash value.

BRIEF DESCRIPTION OF THE DRAWINGS
[0024] Having thus described embodiments of the invention in general terms, reference

may now be made to the accompanying drawings:



[0030] FIG 6 is a block diagram of a database server,

i n accordance with an enbodi nent of the present

invention; [0031] FIG 7 is a block diagram of a

col l ection server, in accordance with an enbodi nment

of the present invention; [0032] FIG 8 is block

diagramillustrating el ectronic discovery managenent

structure, in accordance with an enbodi ment of the
[0025]i nventFIen;1 i§ H0R3L diakGm & dneneerprisevwide algetamiodiseovant dystdm
....faor initiating a case or matter includin creatin .
highlighfing £ApQUIeRs OF Hesxptpmdhal Agp %Oé‘ﬁaﬁl"ﬁg t%?f@%f@?%m bfFode Gectronic
data, iDRcbfRfee WRIEhHEHIME BEBE pRALHGRRNAHS Creating and

sendi ng surveys to custodians, in accordance with ]
[0026Terbodi 6 24s o flowtiagsia sERmetio feraenzing aBbaAredding clagronic
data in 28 e?ectrlofﬁ\é'd cg\gé'rg 59739 fm % Q&%ﬂ&qcé }gfth gllt’lﬁ&ﬂﬂlleﬁ@ omgyggs@ﬁr]%vention;

in an el ectroni I SCovery systen Ih accordance Wt
[0027}an enidddl. 3anh blotk titagrapr efSelrrcddimgesetvieo implemnentfd @8bin an electronic

. FIGS. 11 and 12 are_fl qw di agr of t hods for

discover YHER FgoehiARse S SaPd R ths Rressit BV ERiaPoni o

[0028]di SCOVEIG, 45H$@iBs ainBtvARKE BAHARERNMIntwhigHthe pRREdsERMsciied herein
_'the present jinvention. DETAI LED DESCRI PTI ON OF

are impipBemp/ErIEdios torefe smbodirerdnf the BePtEModi nent s of the

[0029]P €S€ rll;lfd[ VED B{o&fg dly anbe?ec%ﬂﬁ 60k aﬁa%ﬁj k¥er, in
herei natfteéer w reference to the acconpanyihg
accorddawittgembadimedts ofthe present imtentiat; al |, enbodi ments of

the i ti.on are shown. .| ed, the .invention y be

10030, 1ot G015 ARG SgiarT 25 SRS SVl h SSTENAEG MO PBe
embodfRAof HRDréend ihveniied; t 0 t he enbodi ments set forth
rein;, ‘rather, these enbodi nents are provided so

he . | : : .
[0031} hat t#IGs Tds 3 blogk diagrammgf asenllestian semistiie agsoedaneqgith an
4 i%ﬁgﬁ%&t'.%‘lﬁ unbers refer to |like elenents
embOdErﬁ%Sg out . fdb% 0Errbodi nments of the present
[0032]i nventllgh 84s bleckl diagppeillastiaing slestrems disnwtelyonisnagauient structure, in
conmput.er program products .that provide for electronic
accord&?@cvg@%ﬁg%l?fgﬁm% P& %ﬂ’é‘éﬁnp%’al ly, that search nyriad
[0033]dat & SFI@. 968 a AeWQBSzrah of B Xty foeinitiating @ Bédeloy matter including
~electronic data relevant to a particular . .
creating search terms, creating and sending preservation notices, sending reminder notices and
creating and sending surveys to custodians, in accordance with embodiments of the present
invention;
[0034] FIG. 10 is a flow diagram of a method for custodian management in an electronic
discovery system, in accordance with an embodiment of the present invention; and

[0035] FIGS. 11 and 12 are flow diagrams of methods for harvesting different data types

in an electronic discovery system, in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0036] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,

embodiments of the invention are shown. Indeed, the invention may be embodied in many



data request, harvest the rel evant el ectronic data,
filter the electronic data to identify request file
types, transfer the request file types to a data
store, and assign | abels, such as barcodes, to the
requested file types for the purpose of producing, in
an organi zed fashion, all requested electronic data
that is in the enterprise's possession. [0038] FIG 1
differqnt forindesd shonlduek be cagtraed &fliminedan tiey gibodnstitdIt forth herein;
el ectronic discovery system 2 that highlights

rather, ARG RAMOeAls ArdBrodiied S8mihdt thivakisclsBreGRAY dafily @fplicable legal
organi ze and barcode electronic data. ‘I n sone

requir%ﬁaﬁéj.i Hﬁ@h&n‘nbér@?ef%‘w hik@?]h%@ﬁts?‘g? n@%u@' ectronic

I scovery system?2 1s ein tron technol ogy
| at f . rprise, for exanple a natiognal o
10037 % 2o RimERs SEE SRyl FFINB oS SR efippcs and
f servers I,nes d .network storage devices
compye T ATE R B AT TR BT Py GO R BTl tht
netonk. Enbodi nents of the electronic _discovery ]
searchapryadidatn source2eross In spisrrise lodem ik clepteric datp releveattag particular
networ ks, conputer systens, applications and the |ike
data reggest igtvigpichoreleyanicaledronicslotal Blier the eleatropivi datakatidentifidrequest file
properly organi ze and barcode the data for |ong-term
types, sraunferdhe mequdest tle tppasdeia datg stohs ackhimighdateels; aghas bamgles, to the
party. [0039] For purposes of the presently described
requesesdifilel typenios tiefpukpuge bhpredidiag) in i@ gabRICthit@dH, Gll requested
di scovery system 2 includes a data source 4, a

electronicAdiit Watdil it 13 EREHRY s pEIs¥RIonS, and a data store 8.
The data source 4 conprises enterprise-w de electronic

[0038]d|at a Y§g,. &‘%&fi@ésrﬁgolz’c@( cﬁ%%nsl 0? %Qﬂ%@ggﬁ-@i etelfk:%tronic dis%:overy

el ectronic ‘data 10 1 nc categories o

1 ' C nicati,on data.12 and .
systenF 3 GRS pbndls SEYENGED B et Yol Direamive dn arcode
12 1ncludes data such.,as e-mail aqr the |ike, whereas _
cleotrobfe oy ghi e PRBO ANt FCronment Gihslentiont sy system 2 s
. fornms of data, such as word, processing files and the
the infprmation feshnelpeyrplation of asularise, foperagmi npatiogalesmulti-national
enbodi nents, is a database server. For exanple, in
corporglipe ahiveltileremultitude of sravers.gmashings,iand nétwodastetags devices in
server 120 of FIG 4, which is configured to provide
commugtatation sathgme wiatber dver a ¢drematieationmeiveorkli Embudiments pé the el ectronic
2 and which houses: a Unified D rectory/custodian
discovel&tsg.bztﬁ e c(ljiﬁ Bcli: implestated Agos|drdePltforAaratwdiks, @bRpbitBSsystems,
to 1 ndividua

applications and the like to capture or otherwise collect electronic data and properly organize and

Cxy

barcode the data for long-term storage and for producing the data to a requesting party.

[0039] For purposes of the presently described embodiments of the invention, the
electronic discovery system 2 includes a data source 4, a staging-and-barcoding server 6, and a
data store 8. The data source 4 comprises enterprise-wide electronic data 10. According to some

embodiments, the electronic data 10 includes two broad categories of data: electronic

10



custodi ans; a case database 124 for storing electronic
data relating to particular cases; and an ongoing

col | ections database 126 for storing electronic data
relating to collections currently in progress.
Cust odi ans, as described herein, are individuals, a
grouping of individuals or an entry identified at the
onset of a case or matter whose electronic data 10 is

comm&MBitRE datad 2GaR el QoD fle daty 1 £ VEledtliMeldonfiiuBXfidhldag) 2 includes
operati onal overview of the electronic discovery

data seh 3k 8l RfthdHile whired dibctRAW ME AR QY iiAleEHeMott3r electronic forms of
reference to FIGS. 1 and 2. Upon receiving a request

dmm3%§}¥ﬁ%%ﬁgkwe ?ﬁ@@?QﬁMﬁhQﬁﬁé 10 that is related to a

r cu an or case (block 31), the

el ectr.gni di scqver stem 2 sear.ches for d
[00408 o' o L1 O ot BT RSP PE SPBOUIA b Apbpersgrver. For
examplio oo R, et et Gemaise Jover 20 oG 4, which i
electronic data 10, after it is collected fromthe
configyegd fo Biovide dalabaseseryicep fardige elestionis dscqyery gy 2 and which houses:
barcodi ng server 6, which includes a barcode
a Unifiggd Blirectory/oustadian detabaseyi 22gonpptingeledtomicairta H) wslatigg taindividual
drive 22, a data filer application 24, and a data
custodiangresdaes dagipake t1 foostodfig cletitbhi] dafheel dimp c@paticular cases; and an
application 16 creates a | abel 18, such as a barcode,

ongoirig%lléélﬁmg ditabasé SRR btoding eRbOGRS dith €l RBipQe d8llckBohd tubdaftly in
ata store 8 (block 33). The data store 8, according

progress) e sfIRAd! SRR Sibed ferin! %Qﬁdiﬁﬁ%litaclﬁ'r PG NG GualE 8f an entry
exanpl e, 1'n some enbodi nents, the 1 data store 8 is
. . - r ELG . T
idenifigde bR BF AL AR AL Gh R leod il Bha O pibicel @FafiBidina
. collected or otherwi se harvested fromthe data source
TeVIeWs . According to some enbodinments, the data request
specifjcally request relevant el ectroni c gonmunicatign
(0041135t o 140 SHRREEY Spsiationsl BEarvsHi o 146 GlestigateispRverK sy A of FIG.
__for _each of these data requests, the barcode
1 will aeypbr provided with refesence & FlifeS-Haandodl edpargreceining papquest to collect
el ectronic communi cation data 12 and another for
electronfcatata Whihat if rdlaieditot apartculartcusthdiah dr ¢ase dppoketl)) dhe diectronic
however, that if the data request specifies only
discovelyasystemr? seachemfonambhdallects detraqukted elecindnic ddte ¢0 fiom the data
file data 14, then the barcode application 16 only
sourceQl (BRICR 2 PRGnAMESAREcrib3d irdetdilB] 6@ dthred@sé to FEGS Bauld The
al so be appreci ated that

electronic data 10, after it is collected from the data source 4, is directed to the staging-and-

barcoding server 6, which includes a barcode application 16, a staging application 20, a staging
drive 22, a data filer application 24, and a data transfer application 26.

[0042] The barcode application 16 creates a label 18, such as a barcode, for the data
request and stores the barcode 18 in the data store 8 (block 33). The data store 8, according

some embodiments, is a long-term storage network. For example, in some embodiments, the

11



the data request could specify other types of data and
that the barcode application 16 could create a
correspondi ng barcode 18. I n sone enbodi nents, the
barcode 18 indicates the date of the data request and
the type of data requested. For exanple, the barcode
18 is a string of nunbers that includes a nunber
sequence, which indicates the date of the request and
data stbree ik yHedorq-tef lsBage@ctvork 190 eCFIR [ The dmastire &id @nfigured to
and/or electronic file data) requested. In sone

store HIRTHIQBAR Mat 10t doBedat 6 oth@ @it Bhrvicfted BERIhddts bdtirdeat MAddrding
t he requested el ectronic data 10. [0043] As the

to somb @ﬁ%% difdats, & F hes r&%:e&t@ﬁe g gst‘i"tl:l f QBitFonfiadoRrhthication

elng col I'ect g application 20

data lzsefn%grel%v r thé‘ ﬁgﬁf()eb(}abh% Afﬁl&ﬁ gli: %acg? ﬁle%eo a%{]re%]l.hﬁ% the Tbarcode
apphcﬁtljégégl Fel 0 Bt adst g e S AR QPRI GHOB B 4¢ AT bther

t he data filter application 24 accesses, the stagin .

for clegfpqnigafile slpta; 14 rlteihpe@hewep@ea@éohwm ehif éheo%taarews‘g‘ﬁ)&mﬁes
filters out the requested file types. For exanple, if

only ele¢fronireaanmunication detsdeior pely ebdcironic g date bivivmi thesbarende
data 12 and electronic file data 14, the filter

applicaiop|1i6 @atyl aert@onk ibhtcods] § foe thel datatqumist: It shonddil sl appreciated that
data 12 and electronic file data 14 out of the

the dat@ r@@bdteonld speifd olifer (YpeooKdadbind thi the barbuelc dpplivatioranGEdild create
application 26 transfers the el ectronic data 10 from

a corrcdsphdffeaalddde U8.1 MesodR ehfbolifentia iR bﬁfc@ﬂ@l@mﬂﬂﬂtes th?e date of the data

aSSOCIateS the requested files types with the

requespag{drtﬁec‘ pdt &Q? Egg&?%ﬁ Sor E®m %( WP fcode 18 tl&?stgﬂ% & numbers that

re ues Specl ctroni COfTTTLInI cation

1ncludef‘s 2 I'i:) eéggc tcregvg fél&f;lﬂdltcgltetcslr%éen% ee(?f stfl"?ﬁ sbﬁncfjtﬁ%: ﬁgg of ﬁles (e.g.,
electronlc co i on a 12 and.the file

clectrogie ORBR AT G SR Po Ao raRe. Boopisi ety the daa
files with the appropriate barcodes 18 (bl ock 36).

requestrigglidessn filg patrta thegequssieh plecraniadgin &0- t he data transfer
application 26 associates the files that are

[0043]e| ect rAwthe indbisnah filea of the requgsted dectygnidxath ) a8 beipg eoligted, the

| abel for electronic conmmuni cation, and the data
staging appiisdton 28ppigectt ifites of 26 cdssonic dti’lasl (tonehd sthasg ddmat22a9(block 34).
electronic file data 14 with the barcode 18 | abel ed

Once AT tigd f&led 6faRt lectidriedAal ®havEbeen ciilRete@iind NigpiRAlsCotiRRte,
18 is associated with files that are electronic

accord T TH WY ildaRA enfhdliRnche tiRdWhtd fiRdr aBpltcatiSh 8 addkssbOtht BRging drive
data request, and the other one of the barcodes 18 Is

22 to review the staged electronic data 10 and filters out the requested file types. For example, if

the data request specifies electronic communication data 12 and electronic file data 14, the filter

application 24 filters the electronic communication data 12 and electronic file data 14 out of the

electronic data 10 (block 35). Next, the data transfer application 26 transfers the electronic data

10 from the staging drive 22 to the data store 8 and associates the requested files types with the

12



associated with files that are electronic file data 14

and that are relevant to the data request. [0044]

Once the requested electronic data 10 is stored in the

data store 8 and associated wth appropriate barcode

18, the data typically undergoes re-reformatti ng and

guality control processing. Then the requested

electronic data 10 is ready for production and may be
correspaidapsteetddes. Rdrexihpleas theld@tanadeyt spe@84dbtledein® ddnitBunication

now to FIG 3, shown is a nore detail ed bl ock di agram

data 128R1 Gt leRBtr&fic fle @ADL, Aidn INTIRAHSRH BEPIRSANET6 @ansfers the files that
incorporated in the el ectronic di scovery system 2 of

are eleg?&%JE E&ﬁﬁﬂﬁlcaﬁdﬁv(ﬁm 120591d 135 ﬁ%ﬁ ﬂiap Bre! R HONE ﬁgé;&r)ag i%tﬁen

e present |nvent|on e stagi ng-and odi ng

aSSOCiagJ t\ﬁ? rﬁle(g with the nf I f(:j b&rgo les ?g {‘tg&cg(h"téﬂ aITg?t ?(gosﬁa%tg to this

e at eas ar co

IIec ed fromt data filter the
empﬂ% i}&eﬁ% ﬁraélé{eramlea%%%e wEOTEtIP FlPs tirt e slfsotiE gompugication
and associ ate the |dent|f|ed file types with
data 1% W&thé%ﬁ'?aé@ﬂsﬂ& ghs! fon Flepyenic C‘Plﬁm!i%lé@imamdethv\ﬂ@th transfer application
aspects of the present invention. The
26 asseqiates thy fitasdhad arccadenitopicde datp 16 withythe bastaddd 8duheladi fonedlegronic
of any type of conputerized device. The present
file datp Jans tons ofithe baebiesdsS is assodiaied mdthrigésythiteare ¢gestfomin@ehrmmication
any form of conputing device. 13 [0046] The

data 13 aDhaigréreteviany 16 Gt dig RGHsE and tHetthdr 88 o LT BACODE 18 is
platform 38 that can receive and execute routines and

associBBPWitE Fds A are|IEHCAIHE UE 10/aAd fHaf 4k @eéaﬁPiolﬂi’@ data request.
menory 39, which may conprise volatile and

e
with a%;}ré}?l? é«? %90 St %13 %Xta 1car1r%/ i ergg@s 1}%{ OHH%F el %ndo%tg'lhgrrcontrol

procespiy F&?ﬁsfﬁaﬂ%@ ?Jsfx?ﬁ! B 0o 1 B gty B released 0

optjcal nedia, tape, or soft or hard di sk. [0047]
‘he“xwﬁﬁFﬁéPﬂythe computing pl atform 38 al so incl udes
processor 40, which may be an application-specific
[0045]i nt egrRaferdng npw o FIG: Zshovy is aopowstdetailed hiopk diagram depiction of a
processor, logic circuit, or other data processing
stagingmd-bacodﬁh'ﬂepm) 6émsmporzlt6d or thetleetronic disemsnrsystem? afthe present
ASI C may execute an
invention, according to some embodiments of the present invention. The staging-and-barcoding
server 6 is configured to, for each data request, create at least one barcode, stage the electronic
data collected from the data sources, filter the staged electronic data to identify the requested file
types, and associate the identified file types with the corresponding barcodes, in accordance with
aspects of the present invention. The staging-and-barcoding server 6 may include one or more of

any type of computerized device. The present apparatus and methods can accordingly be

performed on any form of computing device,
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application progranmng interface ("API") 41 that

interfaces with any resident progranms, such as

bar codi ng nodul e 44, staging nodule 46, data filtering

nodul e 48, hash value verification nodule 50, data

amount verification nodule 52, or the like stored in

the menory 39 of the staging-and-barcodi ng server 6.

[ 0048] The processor 40 includes various processing
[0046]S Ubsy The slagihg-aadibadbéaidg sarvertrtincluassaoniputing\plaorm 38 that can

software, and conbi nations thereof, that enable the

receivel A CkéRBAbhtiYes@hd bhiftica®dndd TRE caifhrt halplafbnd 3 3 SQI MRS nfemory 39,
and the operability of the server on a network. For

which ﬁé?%ﬁise%?aﬁﬂ QAGRASNGISHESYST &R aé'_?ea@-ung?r’lﬁéﬁﬁﬁ' random-access

ting a mal ntal ni ng co ni cati ons

o STERHSFMH RN, PRS00 S
4 [ . [
ol BS80S B RS B ek g

nodul e 46, the data filtering nodule 48, the hash
may baagty|FEcopdRmyoF daatiany stopasg deics Fich adnagigticmagis, aptical media, tape, or
verification nodule 52 or subconponents or sub-nodul es
soft orhimdrdaskf . 14 [ 0049] The conputer platform 38
additionally includes comuni cations nodul e 43
[0047}embodiFatthémthe apoipatire, plétform aso iscdidasqresessand0, which may be an
conbi nati ons thereof, that enables comunications
applicaAoRRPedi fEinvetdtalGrcaR POSTIEN), $r ofhet dhipset, processor, logic circuit, or
st agl ng- and- barcodi ng server 6, as well as between

other dafASr}eBEie QRYICC The bibckditr £ SRR PrdeesloPGRY QS KSKY ifagRkecute an
2. "Thus, %he comuni cations nodule 43 may include the

onic R A P THRLE: RO Bl proras. s
icatj tiagn. 1O Th ' :

s v SEATARIGELA RIS 5 kPP 05, P BATRETA o

o RSok oS B 825 B B Ao S

_ staging nodule 46 also resides in the menory 39 of the

staging-anoAr¢qdéNeHIeRer 6r m 38 and i ncl udes a data stagi ng

application 46a, which is configured to operate in the
[0048]sanme Awmmercessor $hincludesevarious prpcefsivg sitsasicns 42 prpodied in

application 20. The stagi ng nodul e 46 further includes
hardwarefirhevarg goftwmp) andabinbimatiéis tbaedf] that edble chafupctiomality of the

file log containing netadata about each file of the
staging-and-barcoding server 6 and the operability of the server on a network. For example, the

processing subsystems 42 allow for initiating and maintaining communications and exchanging
data with other networked devices. For the disclosed aspects, the processing subsystems 42 of
the processor 40 may include any subsystem used in conjunction with the barcoding module 44,
the staging module 46, the data filtering module 48, the hash value verification module 50, the

data amount verification module 52 or subcomponents or sub-modules thereof.
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electronic data 10 as the files are acquired on the
staging drive. It should be appreciated that the file
log could be a file or a dataset in a database. After
staging is conplete and the electronic data 10 is
transferred to and saved in the data store 8, the file
log is transferred to and saved in a |ocation
separate fromthe electronic data 10. Saving the file
[0049]l 0Q s €Thercaimpuict platfbine3 & hdditisrally éncluizt sortPuiisativek piodule 43
for purposes of discovery because the file |l og can be

embodicdlif heRGArk, Bhm@aledddfiwabdafid codRbiRNTIMNE thodddY, HMeBhBIGNS
about the collection process that nmay arise during the

commug‘gt 2 fxs ?jr{m?g thé khInJl tcbﬁg%l%lté \fﬁégtégg@é nMark %Zguerﬁg as well as

tering resides int

betweet%%hé) I)th &V&ggﬁﬁhé o Inpmcta élfsgorvrgnlgfgs%gt%%dl I"#})C egonqu mcaﬁlons

entifler app I Ca ransrer

modul%?@l Xe grﬁ;hgp alieis I%qliléftf? ]H’gg‘g;flg vgaé%,qub'wl A d}gf g@phlaatlons thereof
plication 46a to identify the requested file types

for est%h%lahlfla @ RebOoRk srBmURISIONLONBSLER file types in datasets
to the data 15 store 8 so as to associ ate each dat aset

[0050]of r eqihedarcading moduigsdsresiplesin theemempy@drdf sheecopmputingplatform 38
According to sone enbodi nents, the file type

and is cadrgictite ppapplin thatsarne méBecras dms‘e@oushedﬁbﬂmmardode application
data 10, when the electronic data 10 is being staged

16. THestdplt Bbdulk MDales ievidediplihe mathotydl®NG1 the esimplidyg platform 38 and
requested file types by reviewng the file extension

includ&@fa ®@cftadihd Soplibatidresen] WEikh Yoffifi@bdtoléherddmahe &dﬁee thhrRr as the
type identifier application 48a has reviewed th

prev1o1t§§ f &ésEﬁ%t%ﬂ%%a@?gﬁ@ﬁ 20980k F{a ﬁgl 10¢ Efé{?efﬁi{ﬁéﬁ Jlﬁ&e@ a file log

er app fransters

applicagl% L4188 C(S)lIﬁ faDG o ta QFerfl{ ff'ﬂg q?%&;[n in e?atlaﬁta%é t%r q‘?@l?: of g'ln

as et & cor ype

an OCI each dat,as the riate .

etecteof ool i BBs SRacaniRRg theee Jﬁ%ﬁf@e appreciaffg that the
dat req est is a request for aII electronlc data 10

file log Céauﬁi Qs bils o agatapst dyp Q@talafagt Hfrnstaging s gewplefqand g gectronic
filtering nodule 48 is configured to bifurcate the

data 1} igtrapsfprrediosad seed dn thedgtastore 8t the flalag isteansteond t¢ sidrgved ina
the el ectronic communication data 12 and a dat aset

locatiop senprats imgp théeleettanat dadmil @ $avimg thatide log sepmrade frhmrthe electronic
transfer the datasets to the data store 8 and

data 1(eis Sielphid tfer pupgoseadfadigiovagipdust thg fitovgean batdf@tnadatana hikr date
w th one barcode 18

to answer any questions about the collection process that may arise during the course of a

litigation or investigation.

[0051] The data filtering module 48, which resides in the memory 39 of the computing
platform 38 and includes a file type identifier application 48a and a file transfer application 48b,
is configured to filter the electronic data 10 that is staged by data staging application 46a to

identify the requested file types and then transfer the requested file types in datasets to the data

15



and associate the other dataset conprising file data

14 with another barcode 18. In operation, the file

type identifier application 48a reviews the file

extension of each file to identify the data type of

each file. Then the file type identifier application

48a groups the electronic data 10 into datasets,

e.g., a dataset conprising conmunication data 12 or a
store 8dahaseissaiagpedchidagsdt iof eqdastal fild typebaitk theappfdplietetbgede.

[ 0053] For exanple, to identify the electronic
Accor&iRiaohekibedintkatsatht Zile tyhe idehtiBerlayPifcatibhl B8 dckés8és the electronic

application 48a reviews the file extension of each
data 10, WhEn 2 ddi&ofik @510 iﬁ’%ﬁt@geﬁ%y@ﬂ@smgi@&wé AdBSarld @8 ifies the

files that have one of the Tollow ng extensions:.EM,

. Ik i ' tifier

reques!agg pﬁlels te/gHD @nreﬁiggu%{:hé AR exlre'n_k,‘lgjtl RP— ben {ﬁll% @Stﬁ%/ %?cﬁ'o% a dais(g tOnce:

cal en groups those into a da
the G ERFRHEF amdEen T v B SEdns Srneenf el (i Repised e

simlar 16 fashion: it identifies files that have .
requesphile dynss.ghe daatranshiapplication feb Fanstery copiss oF gheaﬁ?n&l%ﬁi ages, which
data 14. The file type identifier application 48a ]
are groupechingletseqis aqchesing tpifiletype.de thedagpntters Stand gspoeiates paphrdataget with
data 14. In certain enbodinents, to identify file
the apmtapraatdgreadee file type identifier 48a identifies al
files that are not electronic comruni cati on data as
[0052]bei ng ARdcolingabisemé embodifieats, if HeT4{a rédnest ik b eegubdt €ortafltectronic
identifier 48a has identified the data 10, the data

data 10 feBsft8% partiRilat 6@idddh A8Rscl thRalagli®rihd Srodale a8 €4 Sonfigured to
the data store 8 and associ ates the dataset of

biﬁma? @Egﬂg?&g&le o§ el e(lt:af ﬁ)%?{:h %ﬁsgt %’g@gfsl W t%&‘g’%%%% er ation
rcode. . [

data 1 PRIEGERasol BpRakint : ST 1 9%, 8 FR et e lBleifto the
and incl udes hash, val ue. cal cul at or. appl Lcation 50a

data stGid g pssay g ARG T Binido i Rl i BB A Mtk Phe Barkode 18
configured to provide, assurance that the el ectronic .

and asgpgrate the othendadassh qomprising filq,datg ¢ with gnetaer barcoee | §-oln operation, the
intact. The hash verification nodule 50 provides both

file typgridentifigr appliprdionidty revigvesttho legrtengian aheach fidioddentify the data type
function. [0056] The error-checking function ensures

of each filet Thirethelfdctypondestifixtapplicatips 48a grogfsehe eecttonic data 10 into

datasets, e.g., a dataset comprising communication data 12 or a dataset comprising file data 14,
based on file type.

[0053] For example, to identify the electronic communication data 12, the file type
identifier application 48a reviews the file extension of each file in the electronic data 10 and
identifies those files that have one of the following extensions: .EMIL, MSG., .IPD, .NSF or the
like. The file type identifier application 48a then groups those files into a dataset comprising

communication data 12. The file type identifier 48a identifies electronic file data 14 in a similar
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the data store 8 intact. To do so, the hash val ue

cal cul ator application 50a cal cul ates the hash val ue

of the electronic data 10 as the data is being staged.

And, after the electronic data 10 has been copi ed and

transferred to the data store 8, the hash val ue

verifier application 50b conpares the hash val ue of

the electronic data 10 in the data store 8 to the hash
fashionvdt identiffes il tidt hgva il extaksion tthi=d idicats tlee filefis élb@ronistile data 14.

val ues are identical, then the hash value verifier

The fil8 Ryleli8iifieNappfibation 8k #in@Sodpd Mosk: s §ht8 GldaRiBdt Cofplidind Ble data
was transferred to the data store 8 intact and,

14. In?e48h dnBditRntsSQBeRFPAL 4 thelHE %@%tiiégﬁﬁgéﬂ%jenﬁﬁes all files

el ectronic data 10. [0057] To provi

' ' f ' h | | cul
that argRb AdeAIRE bt Bt od i GochoR 2 a8 o1 & OF

e of the

el ectronic data 1Q.as.Jdt . is transferred on to the dat

10054151 o1 o Gt s Pt Hahab i RASH S Srigq o e gas cansrer
. locatjon separate fromthe data store 8. For exanple, .

application 436 trgasferg the detasels & tedateistaseP sl aspdatrnidin dotasqy of plgctronic

stored in a collections server 130. Wen the )
commigieatiop datiad 2 v enetardode pagd de dalgect of dactemia file datatld with another

store 8 for processing, the hash value verifier
barcodappl i cati on 50b conpares the hash val ue of the

el ectronic data 10 on the data store 8 to the hash
[0055]val ue Thethstousificati@pmodilatedvidcidresides @dhé meinbsy 39 of the

separate location. If the hash values match, then the

compuliag Plaviohk 88 aN@nchidey a RRRVhES LhieMaRP RpplRElidd 5% dhdathalialue
el ectronic data 10 was not nodified. However, if the

veriﬁe%%@ﬁ‘ilc 0B, g%oﬁ%%ur{%%?vi&@gssﬁ%& &K&lﬁ@%@c\?\ggﬁ&&u R¥%ransferred

Icates t electronic data 1
I Lle f
tothe eIt s Al GBke T 18 AR ESHAL S0 BrovidtF b an agor-
wWhi.ch .provj des .qual it assurance for the electronic
checkipg b@a@t@}v@ﬁgﬁwpmﬁggﬂg%wng that the el ectronic
di scovery system 2 procures all of the electronic
[0056]gat a 1i0MteRRE-checkmedmactioneysuser thethe clegironisdpta K tgngfgrred to
amount  verification nodule 52 resides in the nenory
the datg gtops 8 iact.c borga s9.1tke kash velve palodatenaprlisationdts calculgies the hash
anount cal cul ator application 52a and a data anount
value ofdh¢ fledronappita thas thed82 5. beji@OERed.| Andpedieatlicsisctranic data 10 has
third-party submts to the electronic discovery system
been c@piad ambtsagfered authte datadicdas ) thghisherahewerifieraippltatioh SO t@mpares
data 10 that third party intends to send. As the

the hash value of the electronic data 10 in the data store 8 to the hash value of the original
electronic data. If the hash values are identical, then the hash value verifier application 50b
indicates that the electronic data 10 was transferred t.o the data store 8 intact and, according to
some embodiments, purges the staged electronic data 10.

[0057] To provide the anti-tampering function, the hash value calculator application 50a

calculates the hash value of the electronic data 10 as it is transferred on to the data store 8 and
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electronic data 10 is being received fromthe
third-party, the data anount cal cul ator application
52a cal cul ates the anpbunt of electronic data 10 that
successfully transferred. For exanple, according to
sonme enbodi nents, the data anmount cal cul ator
application 52a counts the nunber of files
transferred or counts the nunber of bytes transferred
then stbife® thethash vdhie dl-adacatipn s¢patidfroithedats fteredatRor axamnpie, as discussed
cal cul ator application 52a cal cul ates the anount of

in mor@H&6H bABWCthd Ahsh valliclib stbredas a 36lldeabhysciver IR, EWh&ththe k@tronic
data amount verifier application 52b conpares the

data 1(}"‘1@‘1’&{&1&09@35? GEthE ﬁ&h Stoflad for bfbck e, WRSadE i \l'e)‘lﬁer application 50b

transferr to the nessage count ~indicating t

compafeo 1 nagl? (/ff,lﬁé ?ﬁtthg gﬁ{: rﬁé’igﬁ% gxg Btdataledids Q@ﬁte%a%lﬂ\;am%gvmusly

e acC anmount nmatc

S e R fbhﬁi}éf ;

bmtted th t ended t, Oh
veriieEgRPUFRIOBPTFIGHS (31 GERTCBIT ol it st ppines. However, ifthe
transaction. [0061] According to some enbodi nents,

hash vilpesdoanot gfatchat lha%ht Vaing appbicaiion 3l indicates gt theelestrorig daia 10 was
10 while the data is actually being transferred, the
modified wbile gnied od dheadatDstors 8copi ed to a separate | ocation,
in addition to being copied to the data store 8. The

[0058]dat a anming newkethk dharanpnl vegificatton madide 52) erhichqirodides quallty
the nunber of files or bytes that were copied to the

assuraik@F6Y tBé ElebRGRd 8i8kbverkYyStemS YR8 Sridd RatdRE dcaftditiiscovery system
cal cul ator application 52a to calculate the data

2 procﬁ‘@?éﬂ%f e Ella%\&%mc s ﬁfaﬂgthﬁjla%)aﬁgiaggpt gtg HPseRl. Tﬂéaiiat% %%Tmt

el ectronic a 10 stored on store 8. |
venﬁc%ls,] Ton 1 m%ﬁ%‘? 1\%'5 gé’ @ﬁ%%#?%ﬂ&bgoﬁ\é%)v ru%B% glaftggﬁ) géhrﬁdeiﬁlcludes a
I t ed t h th
data axiht Bﬂj?‘ﬂgtg’f Apieyion e aite Bt Ao b b heed 3R "
are herein provide and described jn detail. It should
[0059]pe  ndp eReraten, a{HE-RABhPIR RS dchonsdissayer syFiom 2 a message
relation to FIGS. 4 - 12 are by way of exanple only

count indigatingshe gropunt of @s@mgﬁm&mﬂb@ @momtqméﬁweml thﬂle

i nvention may be enbodied within other electronic
electrodicsintnidriy beiys tenwed fromrthy thindglagmethe dge hmountpelctlatn gprdication
the el ectronic discovery system herein described.
52a calculates the amount of electronic data 10 that successfully transferred. For example,
according to some embodiments, the data amount calculator application 52a counts the number
of files transferred or counts the number of bytes transferred from the third-party.
[0060] After the data amount calculator application 52a calculates the amount of
electronic data 10 that was actually transferred, the data amount verifier application 52b

compares the amount of electronic data 10 that was actually transferred to the message count

indicating the amount of electronic data 10 that third-party intended to send. If the actual data
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[0063] FIG 4 illustrates an exenplary electronic
di scovery system 100 in accordance wth an enbodi nent
of the invention. In sone enbodi nents, the environnent
of the electronic discovery system 100 is the
informati on technol ogy platformof an enterprise, for
exanple a national or nulti-national corporation, and
includes a nultitude of servers, machines, and

amounf ffawhekthe tnérmige date unoast, then G dmidnt@int 0w bpplizaton 50b
anot her over a comuni cation network. Enbodi nents of

indicate$!hafth® HifdPahG itiess Sithitted 12 liEhded AnfodRt, WihéiNRéSIR MaRGmount
across diverse platfornms, networks, conputer systens,

veriﬁeﬁl (St 5@)‘39{';'11?3'}96 IARabiidse to capture or otherw se

vest 19 ectroni c data and properly organi ze and

[0061}|t ﬁbelda cco c@ng&%rsfgrgl% gl %B%%ﬁeags;n?l%ttegc[ ?a)%éilf]upai.nf He r Od tl & tronic

dinment illustrate ectro

data 1‘%@%@5?’9 b Syl b R e Tecaobie Rt PRl syparate
managenent server (110, at | east one database server

locationoigy additiop fq Reing enpiedde theedata siore 8 rhs data aouptsalapier application
conmputers 140, enterprise file servers 150, includin

52a thegt countadhe nmlé)ep ef Blep ar byies thetrwers cepiedyio the ssparatecdoention. This
| east one shared network storage area, enterprise

enableetiwidataseronet eldilior apphcativaS2a ancabmitaie the slataemoent Wifldyut a
short-term staging drive 180, and a |ong-term network

modifiii@the ashnetwaittheldectiohil datd B) @bred b tiealiayieredt i on over
a conmuni cation network 102. The conmuni cati on

[0062]N€et WOrAS al{an¥RY pRR idBnMutiSyedi8R of ﬁtc&ﬁ?dfmte én@&{aﬁ%tmetei%@tmmc
Internet, a Iocal area network or intranet, W rel ess

o A S A D
process?e% rd\és(,ecrnRF %(Rf% gﬂ{%% Ul? E:l%é)frr[ggvg(ge zﬁ@ncf 296 eﬁ in cfle(%axl \ft s%ould be

troni c ,di scover
noted el s ghoudians descabe @ggfs@? PEEY -D3ek iy o Peypane
particul ar enbaqdi nent, the el ectronic discovery
only %ﬁ%@%ﬁﬁ?gf’%}’ d%ﬁcn&efbem@odaﬂemﬁ ok the &vem%b%@nlm@d within

that may be accessed utilizing a web browser on a
other efpgtrimia disgdyeny systems aonbripiplaecnt Tecd portionhel the eleetrani¢ discovery
di scovery managenent server 110, the user interface
systemIie8eimdgschbedor esented to a user for the purposes of
managi ng t he
[0063] FIG. 4 illustrates an exemplary electronic discovery system 100 in accordance
with an embodiment of the invention. In some embodiments, the environment of the electronic
discovery system 100 is the information technology platform of an enterprise, for example a
national or multi-national corporation, and includes a multitude of servers, machines, and
network storage devices in communication with one another over a communication network.

Embodiments of the electronic discovery system 100 can be implemented across diverse

platforms, networks, computer systems, applications and the like to capture or otherwise harvest
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el ectroni c di scovery process and all processes
descri bed herein that are inherent thereto. For
illustrative purposes, it nmay be assuned herein that
the primary user interacting with the user interface
118 is an enpl oyee or contractor of the conpany who
serves an el ectronic discovery nanagenent role, and
hereafter is referred to as the "e-di scovery manager."
clectroAl ddtasamd ps@drly orgagize ah@ fabelehaddta e llaw-tetrh etomgdiasd for eroducing
manager may utilize the user interface 118 to nanage
1hedm§a§£§ummﬁﬂg @gy.ans, collections, and collected data.
It should be appreC|ated homever that any 20
[ooe4]l ndi v 'A’dé@ﬂldl Itk d5t60diMEnt HRRTrated ineﬁ@qe afhleifec&em@ At Ny

t he manua nctlons herein attributed to

Systemef‘)?éﬁeé@egé%r:%?‘%er el éﬂl’fungfltHS%‘ﬂ?“%”atj%‘SW%%g%’éﬁe server
El G
120, S et Co i vt peeinal Siein LB PrERE R e 150,

. dat apase server_ 120 and the coll ections server 130 vi a
including gt leash ppg pRreane] W ARk SIRsREE 2perpand ﬁﬁ@aﬂws ! ety Qrgystorage area,

120, as shown in the block diagramof FIG 6, is
enterprissrEmagerErst l§0pt ennversion serisgs serew iy ceshofigerm saging drive 180,

el ectroni c di scovery managenent server 110, i ncluding
and a loogrErmgetwrek bioidze edwork 82t hayare alb nowiremndizatioh ave 2122,

whi ch includes data relating to individua

commenisdtiofl newsrk 102 TirsentdinddadsendRdrk 12imdy bencwide agcaddtvaork,
relating to particular cases, and ongoing collections

includ@gtiaPRtehel 28 0calied Retvwdplk blldlﬁﬁ'aﬂsﬂtaaivﬁ&ks%&lbﬁﬁ)rﬁ Q@r the like.

col | ections being undertaken by the col I ect’i ons

[006515€" VeraslshBun FRHR bﬂakhﬁ%r%ﬁ bEBRE. B LU RRBSIE Fiskhiely Hlaﬁ;ig%ment

dat abase server 120 is scussed 1 n detail bel ow.
server % IP(? #Slllggglgse usdf ﬂﬂ‘f‘é’rﬁmg 31%11%&1. * Hg@g&n&ﬁ%}t?%a]flgb ztggeo\ﬁ% S
emb(’dr?‘B?mS» i %#Péfcf Suty niaﬁ?ﬁ%gf%p b Eﬁé BaoE® S Hapigh be

exanp the Unified Directory, 122 ouid be .stored in
access%'élaaa‘feh@a%we&ew Paituianembe i gthe slertEets deoVaRt a

126 coul d be stored in another database server.
managpmes FErvEehdig pr rapdt wobsitaRemse thabmay he agsassed yilizieg a web

enpl oyed, it is an object of enbodinents of the
brows@roasiemchinewdthin the entegirisdaTrongh the ielegtrerue dissiveri masgament

cases be stored in the
server 110, the user interface 118 may be presented to a user for the purposes of managing the
electronic discovery process and all processes described herein that are inherent thereto. For
illustrative purposes, it may be assumed herein that the primary user interacting with the user
interface 118 is an employee or contractor of the company who serves an electronic discovery
management role, and hereafter is referred to as the “e-discovery manager.” As discussed in

greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,

custodians, collections, and collected data. It should be appreciated, however, that any
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dat abase server 120 independently. Wile custodian
data in the Unified Directory 122 and case data in
the case database 124 may be |inked or correl ated

wi thin the database server 120, for exanple, when
custodi ans are assigned to particul ar cases,

cust odi ans may be managed separately from cases.
Therefore, when a case is initialized and a custodi an

individugl %kl @0k (ser infi@fac® B0 peftban tRirhaiaf fahctidhd bierein attributed to
custodi an (such as data storage |ocations for that

- e B&sh CONH pedbraCOYSY Hincti
thee d?r%ﬁ%&ghn‘%%% %?ngﬁgﬁbﬁﬁﬁ%ﬁo%ﬁﬂ%d Direc gry 122 in eroms

1%he database server 120 and linked to the particul ar
ase, rather than manual ly input by the e-discovery

[0066}; ranag ggefl nt g atgagﬁ df f}[;(ﬁ by %%gec}.rogjlé rdtlsr(]:ce)\r/ P r ha, eﬂlgﬁg&'&e‘r 910 is in

nana enent and case nan e ocesses
commupEH S Sat e FAERS BTG aa"?ﬂwrfﬁhgﬁenﬁweﬁ?@a@ﬁ%s
relating to the collection of data fron1custo n
communicatiegactvrkd P nEheratabase sres {24 es shovd %‘é’@ﬁ'ﬂ%‘Pa‘ gpgam of FIG. 6
al so separated from case nanagenent and custodi an
is configmedepeotidpdsdessesvicesfor thh |egctretga digcovenemaaaggment server 110,
collected froma particular custodian is stored
includBgnRudhethe Urified batdotyhestodias tadbase 12 fwirichintlodesdath relating to
any relevant case information (as discussed below, it
1nd1v1d1&1 SlsRidfhs, e b4B databfe NRASIMEH IrcRidey derchringos parfi@0gr, cases, and
is linked to a custodlan which is in turn |inked

ongouigﬁco‘ﬂ@&m% datdBdsE Iﬁésﬁﬁch ﬂ?]uﬁed St AR 2VQMEBHidHE GRIAE Andldttaken
event a particular custodian is assigned to

by thetgg I cﬁlgf,ls SPIVe %20 %%Eﬁ‘ lﬂ:k(ﬁ%%cﬁtg%gﬂt%és}\%ﬂﬁﬂ ﬁ{eQﬂta@Hse%%er 120 is

the er ca

dlscus %ggéﬂ éeféwd ali df.‘i,ﬂléglg ef Eléa(% grutlté@? é%:al%:a%y gervers coulr)i/ be
ool b e 5 0L, S ML, 90 8RR oo

And even though cases, custodi ans, and col]ected

illustratiyg and cpnvsaicnempIIBRFes ety HORIRAMPIG Bicd nified Pee%%%ﬁ%%uld be
i nks between the various datastores to all ow )

storedrimoagdatase servarlaed theemgping spiestioesdata H6swyiddhgstored in another
process. [0069] CUSTODI AN [ 0070] Wth regard to

databzeisérogll an managenent, according to sonme enbodi nents of

[0067:t| e Regardless of the number of database servers employed, it is an object of
embodiments of the present invention that data relating to custodians and cases be stored in the
database server 120 independently. While custodian data in the Unified Directory 122 and case
data in the case database 124 may be linked or correlated within the database server 120, for
example, when custodians are assigned to particular cases, custodians may be managed

separately from cases. Therefore, when a case is initialized and a custodian is assigned to the

case, information for that custodian (such as data storage locations for that custodian) is accessed
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present invention, the Unified D rectory/custodian
dat abase 122 houses information relating to al
potential custodians within the enterprise and the
| ocati ons where those custodians store data. The
information stored in the Unified Directory 122 may
include for a particular custodian, for exanple, the
custodi an's nane, position, human resources identifier
by the(ekectronic disconenpmendgementasetver 2R @rthé UERd Wirek4d8y 122 in the database
enterprise), enploynent |ocation, donmain, email
serverd @0 e Eeled t6 Ho\Warticulad Bdse, raf@Pihbdh hadddI9 InpR 8% R Biscovery
conputer(s) name, paths of network storage devices
managdésBth ¥ chdae custodi an, including Shared Drives and
HomeSpaces, work history, related persons (such as

nag . ar.. subor di es) ,..and t her
(0068 e RRAL Ve P PO ol e S ot
[ OCEeSS. Since the human resources iﬂ ntifier is
managtng A8 o AR Pt B SEs AR AL AscUsSed Hegigs below, data management
enbodLnen%g, tﬁe_Unified Directory 122 may be _
procesgsgelAingtg thr ealivetianf datarisom Fesiostisrceragy leedtions fesing eigdtronic
. of the information relating to how the Unified
discoveyyrasealen sepamatedifonyeqse ranagement and qusiotlian stappgeprentigsesses. In
~ that utilizes nultiple tools and nethods of
this regaidrihe dafa eajlectetl éwand parti¢idarrastodian is Q6T ddpafacily Rxarbotiethe
the el ectronic discovery managenent server 110 or the
custodhatinfoasaionued usy rel@ntrae infirefi@dr@s Wistlsdd Wl &R ERfed in long-
dat abases of the human resources conputer systens of
term néth@rleAbrREPhHBrkt D05, ®RYisliARed ffaQusBbial NwiliPRih Bfn Mo one or
resources databases into the Unified Drectory 122.
S . . Y.

o R L TR Becgotdn S TR s st
i t { nd Active.Directo to :
moltipfd a8 o1 BHER 683 AL ORI Y S SR ot are® o whicn
ﬂwcu#ﬁftOdians ﬁn? i ntegrate.this inforq$tion into the )

4G PRHOE N FRERIOTS, Hhe VRHPYRPrPFRESes aPT eomiprneai of the clectronic

, resourc§ inf%rnation. Information for the Unified
discovesy Sysigrg §0 193 be Gaigeos1zed WiHBin e of prsg Managamenb chyediger s

of the information technol ogy network, i.e., those
managempeitar digial managerpais Abd evenghoughtoasasgeustodiensiahd eclicotedtdsta may

for custodi ans and nanaging the various file servers
all be mydnagétescparaiehyp theseare Renesdasiyninks between thdiviations datstores to allow

retrieving information in the manners descri bed
manag@hen ef the dvaalleleendie disgives; prodds@r mation in the Unified

Directory 122 is generate through tools initialized
[oo691and/ ocudgpimyed by the el ectronic discovery managenent

server 110. In

[0070] With regard to custodian management, according to some embodiments of the

present invention, the Unified Directory/custodian database 122 houses information relating to
all potential custodians within the enterprise and the locations where those custodians store data.
The information stored in the Unified Directory 122 may include for a particular custodian, for

example, the custodian’s name, position, human resources identifier (a unique number for each
q
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particular, in some enbodi ments, as shown in FIG 4, a
profile scanning tool 112, and a mapping tool 114 are
provi ded. 23 [0072] The profile scanning tool 112 may
be depl oyed by the el ectronic discovery nmanagenent
server 110 and is configured to craw the
communi cati on network 102, scan each of the
enterprise personal conmputers 140, and transnmit to the
emplogitcdliasaitGifiseh lemplmicthe Richtiot, A8mainérodi NRIdr@fesphdibrk user
each conputer, such as conputer nane and | P address,

identifRaford pbisShal Q&mﬁﬁtl:r(s)ﬁfaﬁi(e ﬂ)eﬁﬁs of Rk stdehod ABREEARBA B9 the
i nfformation, (or networKk user identification)

S r
custod ﬁagruaﬁg;éhmeh @em%gg@ ABBYSREs, r@ﬁffggﬁw %agted gér%&fé 6 as
managgl%1 %Cglgl tni?elé% Cetgs(rec(g)rCsl(tel or% \érer aarl]na't Q@% s At %:f’o%rﬂflzﬁ nilaﬁr]be reltevant to the
omruni cat.i on. n tmork 102. . nbodlnen t he
dlSCOVB‘FYd’F?“reéS BefHRR BURHICS QU ees; 1@“‘?‘8’? PReYaYe JAMG %ﬂ‘éad{ Qstodian, in
dentify and transmt to the database server 120 the
some %@9@% the Wrified Bivgetory; e may Rgpremnized sseund dhg hyman resources
_profile was | ogged on to the machine. Wen information
1dent1ﬁ%sl Alljofghet mfoamatpmnela@ng tr hayo the Minafied Birectoryi 2 ds goperated is a
dat abase server 120, the database server 120 uses the
multi-ghepoprocess thaf wiilives innltiplavobshandeethads bficlentifigingrelevans étformation.
identifications, to |link the particular conputer to
[0071]t he cURireginapls, thdlelbdttonidndibdoverylhirRgénent sdrter A9 ehcddabbase
with those user identifications. The database server

server 12O mAR Int@ERL WithGAE Eorh Zlgllt&ﬂﬁﬁbﬁﬁé‘é P tHedimdn 8Qbhidked Sonldier systems
Unified Directory 1 the last tine the conputer 'was

of the éiﬁ?r@ﬁ% B y [h%%t%ﬂﬁétﬂ)ﬁ th%qﬁlﬁ{aﬂ' cBs &zﬁ?oagésqflﬂoltﬁ? Unified

rmati o transmtte y the e scannin

Thus rofll annln tooI 112 ult
Dlrecto ﬁlg.% q esohge ff 1%?nt gl}e € ecé onlc rlf%:oyeer?r gla&g%egegk se&e&ﬁO may also
nd this esented to t

reach Qi t%ﬁ%@ﬁﬂﬁ%%é}lcws\& afofs ﬁch‘? BRcigh: @a@tfjﬁaﬁwlg

| ocal nachlnlﬁ initialized, as_discussed in
resouregs rglated fupastic z[rg:gqtg 1@%@@@%@ ipforrpatiogdpto the custodian entries
enbodi ments of the invention, the mapping tool 114 is
includigg g eppreddrumen eesquices inéormetion ninfermiation fes theddified Rirsetary 122
exam ne the enterprise file servers 150 residing on
may alsdbe cltamedhromtthomameeworflithdidfrmatibroecimmlayychetvamky i those
the path of any personal '
individuals responsible for setting up email accounts for custodians and managing the various

file servers of the enterprise. Furthermore, in addition to refrieving information in the manners
described above, in some embodiments, information in the Unified Directory 122 is generated
through tools initialized and/or deployed by the electronic discovery management server 110. In
particular, in some embodiments, as shown in FIG. 4, a profile scanning tool 112, and a mapping

tool 114 are provided.
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network storage area on each server. As used herein, a
personal network storage area is a 24 network storage
area associated with a single user who reads data from
or wites data to it. Personal network storage areas
may be in the formof network storage devices or
folders or other resources within a network storage
device and may be referred to hereafter for clarity
[0072]puUr pos@e préfile sddan@dnat @$2 mapbe deoyed byaheléledtamandiscovery
enbodi nents, the mapping tool 114 maybe run on the

manag&h8f QB 01 0Hnd ‘i@&%‘ﬁ%uﬂﬁ Resaweie coRtBicatidlneti-bi& 102, scan each of
coll ection server 130, or another server in the

he iSRS Oy, Rl B RRSRERA 20 kg

. schedul ed 19 execute.thr 0 ' ecul

inform§50EAR,EEeh S En s BB PRGNS, afd M oPAl
cQ ication network 102, it is configured to examne .

profiles JRsuging dereogroplicshfrmiticl @rneoiook v 7Bt Qi) Saphed it
120 the path of any network storage area within the

cach compittart AGporsing e ditfkarnd cmbadiments, the Dy sqapeipg tool 112 may be run
identifies as a HonmeSpace. |In sone enbodi nents, the

on the riegpinigdisecyety manpgtrsens seveyLUile thecollesiipn seriert 138, or another server
enterprise file servers 150 by obtaining and revi ew ng

in the ¢dmemurdéation hetviogls 1¢th leaoine smbudimentsothe paifiliascamgng ool 112 is
pat hs of each network storage area therein, including

furthedf OhHEI6d Rrideifitiid BARMAGSE tidalatabas: sarnvdr [ Hbthe heSrecent date and
[0074] Wth regard to identifying a particular network

time aSHRERY BarBbBE FO1IR WRNEIRACE to the ekl "W HeR ifff8fikation relating to a
enbodi ments, the mapping tool 114 is configured to

particu%iecl)}éléﬁtﬁﬁﬁ Qgc%meh %S}%e da%ggeg_&%gte? ‘fﬂﬂ irikg:';ctﬁlﬁfbwseﬂl%} 50 4id3s the

ni cati on” network to 1 y those paths
of . _network. stora reas wthi.n .enternnri.se. fi
profidpfppRfiotlic B AT RS PRy 8, BB
conventi onal namni t.echni ques,_ .that.the . ticul ar
compugardy the gustpdas lag%%ﬂgwﬁ?ﬁiglf FioRy ltzﬁ&é%’%if{aﬁ%lﬁla%%e user

.. .accessed and used by only one user, and are therefore |
identifiqafiersp Jhe databpase saverdt mdy aliorracord gheach ApiRfiaRehedtygn the Unified
the invention, each user of the communication network
Directdiy A 22 shedast itinedbe campuser wasastesspddyibegusiodian: sacprding te ghe profile
and those user identifications are the indicators that
informiatien mrapmittg bytthoprofilescanrtirniovkl 20 Thsathe pwifilhscanpag kol 112
when identifying HoneSpaces. In such enbodi nents, it
ultimateBy gdheratRAVRNf RFsohdlabmphRrsnatdby edch dosreding aes tionlidt ey be

conmuni cati on network 102 include the
presented to the e-discovery manager when a collection of a custodian’s local machine(s) is
initialized, as discussed in detail below.
[0073] In accordance with some embodiments of the invention, the mapping tool 114 is
configured to crawl the communication network 102 and examine the enterprise file servers 150

residing on the communication network 102 to locate and identify the path of any personal

network storage area on each server. As used herein, a personal network storage areais a
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25 user's user identification. On the other hand,

pat hs of shared network storage areas do not include

user identifications. Therefore, the nmapping tool 114

may explore the directories of each server within the

plurality of servers, evaluate each path in turn, and

maeke a determ nation as to whether or not the path

i ncludes a user identification. [0075] If it is
netwofkesi@agd aredadstiadted Beth aaingld wyet Whe fealld\@atslf6m®rakrtek data to it.

indicator, for exanple, a wuser identification, the

Persor¥PAMHvBEk sttabe dkddh théy SR MOHR S L h&w@%ét&ﬂag@h%ldeg %Pfdlée‘x‘s or other
the particular network storage area identif

o g SR ARSI e L
as “HP gages nl ccoﬁ:mg Ocpt?cr;fgrent enl nodtu;]léa ttsftlé]gef R gd%{)]at)ﬁ may be run on

recer ved ase server

120 uses the user tif catlon to Jink the

the el G0AlF Bispciery esment et hit” dirolition SPret kg, Bramcitggserver in
Directory 122 associated with that user

the comgpicptieagty ok, 102, I snme enbrsiments the mapping/iogh] 1gs e J¥indows
114 is also configured to recognize and transmt, and

servicg fet ig seheduled tesexncvete throweh use 06 MihdpyseSrheduled Tiask; Agrihe mapping
indication of the last tine the HonmeSpace was

tool 1 Horasls ¢t doynmnimecapian netewolrla il 02 steis corffuredXampdneine tivk fllasdrver and
time any data was read fromand/or witten to the

transmilaoefniedase et 1 DNtk Ipyith dfang e o NeOdbd®ea FithinhBe plurality of
mappi ng tool 114 is configured to recogni ze when

serve:rsl"’llfjflt thiX iEpddRivefy idBRiflel ad A EloRREBacRe IH\Rinke ShINdRAG R HRPmapping
col?ectlon server 130 conpares paths for t he sare

tool 11‘4 i§ Eor[f%uﬂje% 5 CRBIBR ¢ % é’fghbec%‘l 4% eRNisH 'b?%bﬁﬁhr?g! and ry/lle‘%ng the

vant ageousl ena vol dance of nu

dlrecto%%g o %ztic osnrsveo h %l %. L’Iig[%lg %t t%s oir eagfl 51{3 eléstﬁ{agg; iarleg therein,

scanni ng gen

. Ho ace sed b ach cu todlan and this list may
Hwh“ﬁ@q§§§§ e?%m?é% Vi LSO Hanager when a
col l ection of a custodian's HomeSpaces is
[0074]; nj t i afVith segardie idendidviag éaaﬂlﬁulalé@eéwprwrew arpayy AolomeSpace,
addition to storing a list of personal conputers and
accordingrte spae esbodimgntsythe mapping tenl (144 iscogsfigaredite, utilize eonventional
lists were generated by the profile scanning tool 112
naming teghnibyeesfempyritisgn theomimnidrcation peistork #02/to identifie thosalpatitseof
wi th some enbodi nents of the present invention, the 26
network storage areas within the enterprise file servers 150 that include an indicator, based on

the conventional naming techniques, that the particular storage areas associated with those paths
are accessed and used by only one user, and are therefore HomeSpaces. In accordance with
some embodiments of the invention, each user of the communication network 102 is assigned to
at least one user identification and those user identifications are the indicators that the mapping
tool 114 attempts to locate within paths when identifying HomeSpaces. In such embodiments, it

is the convention that the paths of HomeSpaces on the communication network 102 include the

25



dat abase server 120 is also configured to store a |ist
of any shared network storage areas used by the
custodi an. As used herein, a shared network storage
area is a network storage area associated wth
mul tiple users who read data fromand/or wite data to
it. Shared network storage areas nmay also be in the
form of network storage devices or folders or other
user’s {ises QlehiRstioh.t Ohha@hevdiakd, pathe bigardmeteatk storgermsabdo not
referred to hereafter for clarity purposes as "Shared

includdhdel RiSntifichfiBns, USRFefbral tBE Bﬁﬁ%?é iRl 1 4 papEifbe ekt difctories of each
receive a path of a Shar ed Ive input by the

server %Jtﬂinstﬁé’yﬁfa‘%}?rz Serief ?:{ eHehtSLRR g)aﬁll}ﬁ tRAtRdIntkE Q%etlemnﬁhtﬁgq as to

Directory ation to oOne or nore custodi ans'

whether o RS th%%a m%ﬁ}deége&tr 1(Ien§ﬁéa§ More particularly, in

par Mcular user of the

oo CETILER S R 405 LSRR B e b EotLatc

identify the artlcular shar ed networ k resources thai

user ldtsrrrsﬁcar% iRy @wlng tgol g confignppd &9 poritivgly iflentiiy gh ar
associ ated with those shared network resources. This

networjsiorags areaddentisicr i debt path os g HosmsApecsad irarsmiporthe dajabase server
particul ar individual, by utilizing data returned

120 thé pativulivesstridattifeatidreadithapatio of the BdmeSpanet ddheprthat information is
col l ection server 130 (shown in the block diagram of

receivdd By the Jataleigt eyred 120, thé Gatiiasd sevird L0 uss thsusepdhitifaliasto link
di scussed in detail below), and/or by wutilizing a

the palfnbulﬁr R6:8¥6081d 188 bustokRarBX AU SH @ Direbt8st 10 Nkssociated with that user
di scovery manager server 110 (as shown in FIG 5).

identiflcdn’ | In6%H0 Eﬁlb@r?n{eﬁtsstﬁgﬁlapﬁmg o8 § 206 bh: grﬂéc?t%%&gogmze and

I'nventi on, e brows tool 116 is configure

transmi L}Saenr hUt I le,l#agesge %é&ﬁ JISH:O %(9 qulg%l\%g% %gﬁé’atlf)g ﬁ@g li]as{ Pn%e the

Homeg ea?%%%%%ﬁ% ”a”a%u%ae' F JoL SeaeL: ﬁr%ﬁésiﬁm%? gffa Wi read
manner, the enterprise file servers 150 within the

from ap@RnTHteBlOBHHABENIICR. Additiongli) & SoRs SIPPRmsRisyle fRfpping tool
tool 116 may not allow access to the actual files

114 is senfieateddn resegniad when multiplernathssnapi tp thel semgactask storage area. The
e-di scovery manager to browse through the directories

collectodn sehver 130 engaroseaths IGGhe $apeatser thideesmnink ét duphvativb estnies exist.
accessed by the custodian, and 27 determ ne the size

This a@fanta@eouklyl e@sbled &volu66y sfangtplicbiecsioneofehdbseticdan. SThub,Be
e- di scovery nmanager

profile scanning tool 112 ultimately generates a list of HomeSpaces used by each custodian, and

this list may be presented to the e-discovery manager when a collection of a custodian’s
HomeSpaces is initialized, as discussed in detail below.

[0076] In addition fo storing a list of personal computers and HomeSpaces used by a
particular custodian, which lists were generated by the profile scanning tool 112 and the mapping

tool 114 respectively, in accordance with some embodiments of the present invention, the
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may initially have a general idea of a particular file

server wwthin the enterprise file servers 150 that

the custodi an has used in the past. For exanple, the

custodi an may conmuni cate to the e- discovery nmanager

a particular folder name and/or drive nane on which

he/ she has stored files. Additionally, in sone

enbodi ments, the e-discovery nmanager may have al ready
databab§bpvdr AB@ 1} abso doRfiRlre€ @ &6 Taili@floﬁlihfi SRE6d AftwbikEstorage arcas used by

custodi an's machi ne, wherein the [ocal collection too

the custotan. " 8% WeARErefh, hsRirePhethBik é?@ﬂa%@:{rga 1 3RH SR StokdpR tardaSsociated

user of that machi ne has used. Tn that event, t he
with nﬁﬂtgﬂléﬁé%}{s?@(o 1840 %i‘%mﬁﬁ%dﬁﬁ vﬁ%@fﬁﬁa o it Sﬁar@@ﬁér%}ﬂ frage areas
ri‘ve referenced by e user. e e- discovery manager
br.ows

I he fil ' | 116 b
may s be ) FETRIEETE 5728 £ R sV R S PRI iRG wn etwork
s il Sy SR ARSI ke,

~created by and/or accessed by the user, determ ne the
user infgriage 18 isgorfigured tlegeceive pagh pf avarediariyinguidty theg-discovery
folder (or Shared Drive) including data belonging to
managehand stare the fadoindhe Thidied Elivectove 2 2natrélgtiaf totone oSmarecmistodians’
Drives may then be added, either manually or
humanaretompaek ideatifigr(s)t Mdréparticulfuly dn Bbmeeahbodimdi® onoe & particular user of
dat abase server 120. Thus, the Unified Directory 122

the comB¥nRhidrEndrRok 0D @£ ¢Hos¢h o tHe conectiol ptaedisathe (Cafistovery manager
particular in relation to the custodian's hunman

may uhdepakd QQ§eﬂtrﬁﬂfe ig%ﬁﬁﬁpar Shard Bilet@brktrBSuReE #an@ht individual is using,
conput er s, meSpaces, and Shared Drives associ at ed

and evg%(%%}?{, h%tpaﬁ’}é%géagia?e?' wiggﬁgseoghalteﬁ g.‘é@xg/drlt? Ee@&ﬁrg&s "I'&Es fay be

|a! source ot stored e custodi an, and
o8 BPal SF SRS i i Rl SpCHS L b e
rom 4Lt BRI ST Yo R 5 S35 4B 60 g

durinq the investigation/collectign. This is

of FIGy dy denlexsd de Shegparticulag psesiggnaching ey dscupsed dn despthbedgw), and/or by
I nvestigation/collection process, rather than 28

utilizingsd flebeovering toel Blbdixeonederyelaetraairedisqoyenyamapagénseivaplit0 (as shown
the targeted machines and file servers at the tinme of

in FIGES). ection. [0079] It should be noted that the Unified
Directory 122 may be regularly or

[0077] According to some embodiments of the present invention, the file browsing tool

116 is configured to be utilized by the e-discovery manager through the user interface 118. The
file browsing tool 116 gives the e-discovery manager elevated authority within the
communication network 102 to access, in a limited manner, the enterprise file servers 150 within
the communication network 102. While the file browsing tool 116 may not allow access to the
actual files stored on certain file servers, it allows the e-discovery manager to browse through the

directories of the file servers 150, locate files that have been accessed by the custodian, and
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conti nuously updated as new information i s gathered

using the tools described herein. More particularly,

the el ectronic discovery managenent server 110 may be

configured to automatically retrieve data fromthe

human resources dat abases and Active Directory and any

ot her relevant sources, such as information

technol ogy directories or lists, as well as deploy the
determiiecthé bige ofSthafilisNth d0eoddadcedvidnsbnichanbodfdnng tHeaodiscbl-dry manager

at regularly scheduled intervals. Alternatively,

may ifitBlIyHavd H3cheP ideR @F & hrtivulaetileis@VvbngitdatiR dnf@phideTRe servers 150
various data sources such as the human resources

r 3
that PR e ul G SR TP PG AR B Al o the
discovfly b 06 SRR K6 DRt P Bl e R U b T, B s
..data sources change..In either instance, each of the

Addit g GpmE EpOR RS SO TSI MaTacs By BRYSAittay wiBgaken a
is regularly updated to ensure that the data in the

local cojigefipi groppss @gthy gpstodian] sgnachineetyheremdhgigral cllectign tool 132
enbodi nents, the database server 120 is configured

returnegl pdlist phthe nefiwork feeniressitisat thezserofithat anachige hes used.u by thafi exent, the
is stored in relation to that custodian's human

e-discovesomareger maydesndwdre ef the partticelat viivel refdrdicedsinyt the psek2 Zhe e-
Thus, when the feeds of information into the Unified

discovBlyegiagérimakABerpéRplup dtfRe browdingheol €V 6 B3 brd@bd@outad delpagicular
to the custodi an has changed, the database server 120

drive théntioR&, QM BRIfol RrsSloP iy folick B/t AdrRr Rk Bt ndhé given by
the new data and any rel evant Tnhetadata, including,

e s 9 I P Gl 8 RIS, BBl b
e 5, bl B s B B b P B e

scanning tool 114 identifies a new personal conputer
associated wth a custodian and one of the persona
comput ers associated with the custodi an previously is
[0078129 no Thengfeieveddatsiof thedhared Drives Mgy dhendsraddqd, githyr manually or
configured to store in the Unified Directory 122 the
automatigbldy, e thedmifiest Disentory d dAputhe database wesver 129. |T¥l $, dheet Yifisd
as to when the new conputer was first identified and
Directovgd 22 tiag stlrelinconpction wivh ©na oudtatiageiand thepattidulae dh relation to the
this way, the custodian profile wthin the Unified
custod{aats3ase rdsddrebPientTieh st df the peBbYal @bmpitersPdsBes akes, and
conputers used by the

Shared Drives associated with that custodian. Each of these locations is a potential source of

“USer.

data stored by the custodian, and once an investigation or collection of a custodian is initiated,
the location information stored in the Unified Directory 122 may be accessed to determine the
particular storage locations that need to be addressed during the investigation/collection. This is

advantageous as it allows a completely automated investigation/collection process, rather than
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custodi an. Such information may be relevant at the
time of investigation or collection of the custodian.
[0081 ] One feed of information into the Unified
Directory 122 which is particularly relevant to
el ectronic discovery is enploynent status. According
to sonme enbodi nents, when the feed of information
fromthe human resources dat abases to the Unified
relyingd @6 feQﬁséoﬂeZ‘? main g tiRsmeal 19 i cheasrgtied anphiaysaidifile servers at
status of a particular custodian, the electronic
the tinfdlo? €QYRliY¥n, Management server 110 is configured to
recogni ze the change and possibly perform particul ar

o s ORI AR s
f
conﬂnl];q,r{%‘,}r] %geﬁeé 888 {iea“t} {l’ﬁ r%aﬂg? El'leﬁel‘clf u81 ogﬂsl c%sc %E:@ glgl%ﬁl More

. a nt server 110 is conf| er
partioufiii HEreIGeHBnic GLF YR MareEemEBLoEyFE 3 9‘? Bag Ry © § Qg o automatically
matter, and, if so, to transmt to the designated
retrievepfadiom e huwman sespurresdafabascs and dctive Rigpeieny a&ﬁ any other relevant
el ectroni c communi cation notifying the manager of the
sources,eneh ardinfodmation technehngy dimefaries erdistssas welwsedenloy theprofile
manager would like the term nated custodi an's data
scannin@tdob t12eghd themhjysing ok hi4, thegniarip gdreduled pierdals.i Altetatively,
affirmative, the electronic discovery managenent
rather @A Yefiodiddly rétBiceif atd oatkht SadotisaiaRi soartkes yuch @b thedluman
the various collection processes of the present

resouréeﬂ\ﬁﬁﬁbhs%g the s‘SJafehﬁfM Ray bd\onfigdle@dhdths tHA4RLFBY sdPfer 120 is

advant ageousl’y ected prior to any destruction or
1221 dated i
L i L o ey 1 s

real- t11§1!8e AR é&gﬂw fi‘ﬁ\éﬁ{? soﬁl’gg 45 nefgfqlg eetﬁé/rqﬂstéllfcghe{‘;?y Cf]ﬁ%%: feeds of

informgf t%@%@aﬁ@%ﬁg&%ﬁq?%ﬁu Hheir c}"a%a%g%ﬂa?w"ﬁ o Bgdrain e

t o _case nmanagenent processes, according to sone
Unified fHirsgione hsis C‘al‘fef&ase may be initialized by the

c-di scovery manager utilizing the user interface 118.
[0080] n t hils some gmbddintents, e drisbase sery ey eenfiguyedspelethat all

into the user interface 118 certain information about
historieal datarrtlating tra euatotizn ivstored segeldion o that custdse’ stamen resources

and/ or nunber, a short description of the
identifier in the Unified Directory 122. Thus, when the feeds of information into the Unified
Directory 122 are updated, in the event data relating to the custodian has changed, the database
server 120 is configured to store in the Unified Directory 122 the new data and any relevant
metadata, including, for example, the time and date of the change, as well as maintain a record of
the old data so that it is still a part of the custodian’s profile in the Unified Directory 122. For

example, in the event the profile scanning tool 114 identifies a new personal computer associated

with a custodian and one of the personal computers associated with the custodian previously is
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matter/case, a legal identifier, the particular
requester (i.e., who asked for the case to be opened),

managers or contacts for the matter (i.e., individuals
invol ved in the substance of the matter rather than
the process, |ike the e-discovery manager),

custodi ans, etc. The electronic discovery nanagenent
server 110 is configured to store this information in

no longdrédeptified, dat dindas: skd4r 120 ishenfiglaédoatee ethy EhifledDirethey 122
case dat abase 124 is configured to house this

the infbrifa@bMBdricath SoitutdrnAtwall ds indibdtRhEBY toQiheh ThePtew it was first
particular natter or case is related within the case

dentif 5P 3AEn L IRy igr RS po T kel MR, 7 B b B] AEdian profite
g [ infor ion. [0N84]. Once .t he nmatter and/or

within B UifiEq Db T2 1RDind i & e 4l DB el ey e
add_.custodians to the matter. or case. |.n sone .

custod 3, SHRHBIFRAOR R P gh A Ui RERIGR VP i FRIRAGE Fdlfetion of the
server 110 is configured to add nunerous custodi ans to

custodighsingl e matter or case at one tine. In this regard,
the e-di scovery manager may use the user interface 118

[0081]t 0 ent(e feed ofjinflermatiopiing thWWoified Ditsetonb A2 whitkets particularly
custodi ans. The identifying information for each

relevart s ¢lediamit distoesrynotmplaymettatanes. dccoddingdasmmt yypbodifents, when
exanpl e, a name nay be entered for one custodi an, an

the fee@ 0RinforaAdo® GO mf the hana fesiurced dabaves o thSBhified Directory 122
identification for another, and a human resources

includé's(&%&iléei Bho f:rﬁﬁlo?ﬁ@ﬁtr&%us o?'&ﬁ)aﬁﬁ:ﬁ_far LSRR R elebBohis discovery
configured to receive the identifying information in

' i ' : .
manee Sy 55511 P BLRRR ASRRIAL RO HBR0 LBl it
oo GRS RSB TIRE RN PPl Belupegpypony 12
the Unified Directory 122 in the database server 12
that thq SERIEBF RIS, OFICHISE oA RFscs BOBGEP YT e nHeHbe
i nput information. In the case of a human resqurces o
electropiglifcpyare mapggeRgnieisner i is copfigureshie detesmbgiveisthentheigustodian is
Unified Directory 122 may be a match. On the other

assigndqdn eny fase phmagersand, disodo tranwmibts the designated dnanagertor porgact for the
custodi ans may be a match. [0085] The el ectronic
case ordna teo e elyctromiagementication wetifyingGhe ahtaper sithe timingtet] stus and
Unified Directory 122 with the input identifying
inquirthiasoto FtiethePthe infane gt Wopld 16k thotephReRA tudtbdigu g Bath BlledtAl In the
event the manager responds in the affirmative, the electronic discovery management server 110
is configured to automatically initiate the various collection processes of the present invention.
Therefore, the custodian’s data may be advantageously collected prior to any destruction or
unavailability that could be caused by the termination. -Alternatively, in other embodiments, the

electronic discovery management server 110 may not communicate with the manager and may

automatically initiate collection upon recognizing a change in employment status.
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interface 118 a list of all custodians matching the
i nput identifying information. In the event only one
mat ch was returned for a particular set of input
identifying information, the electronic discovery
managenent server 110 is configured to automatically
sel ect the custodian to be added to the case or
matter. On the other hand, in the event nore than one
[ooggnatch(magalocated for a partlcular set of i nput
identifying information, then the nultiple matches may

[0083]0€ Pr 85RR &k th Qgs%tlﬁﬁ{a Siferlt BRocBsstd, SE6QKERY tdRARISAbodiments, a
t hrough t hé user |nter ace 118 and narked so that the

case mg% g? ln?j& al\rélg([ ﬁr{% ﬁi@ :%Z(g&ggépgc : atﬁgéé"u‘?m’zﬁg STkt i ce 1 18 In this

p e natc
ne the correct cus
regard 156 FaffoRfect PR SR8 H&efé% eff%ﬁ% ‘TE g ifigFgion abouta
. anager nm i der the ot in the
particulpr spaticper cagg, S¥EhS ACHFGRALE 3 qrtnp’él e qu eSErRtogpf the
associ ated custodi ans, etc. Such information can
matterfcpicon }ﬁgﬂhéelé@rsmﬁi%)ﬂ%%’@@ﬁr (.5 Wb aglerdtfpethe ca5g to be opened),
| ocated custodian is the one intended. The e-di scovery
managem oa gemacinipr theanattes §leadndividaals involved irihssuhitanae pbhihe matter
addition to the case or matter and confirmthat al
rather thds thediradess, likethectdistonay Mmmagel) edstbdiand) ezcc §he elertronic discovery
matter. According to sone enbodi nents, "adding" a

manag6&iit@etvan] 100s dorfaieedab stved they infomatioteia the e 8gabase 124 in the
correlating the custodian profile in the Unified

databa@ é'e?w(é} (Y. ﬁl?e?caﬁ@dattMSé: #8565 hnAiGEdElo Holsd thR if#BRRation such that all
dat abase 124. [0086] According to sone enbodi nents,

inform meﬁ% Ba ﬁéi‘ﬁ&ﬁ%' Aeer bPcdde 'igar%faferd’wftﬂ} Iheecla cfi %&&124 anda

scover agenent server IS COI’] I gure

n|t ate t.he ervation,not
HUser Caélﬁlae rl\?%ly.gterftscetaﬂérpg b!get %Prgﬁge O:i‘%hé) Iillﬁ& cr OII 8as§ruéclmﬁng &Fale
preservatlon noti ces and surveys relevant to the
informglen.j cyl ar case or matter are stored in or linked to
the case profile in the case database 124,
[0084]T ans Prssitasmatier apdopeass baskeen dntialized. dhe e-divgovsty wayager may
'~ to custodians added to the case may be automated, for
add custpdiapd to,the meiter omagsebdn samasembgdimentsdhg elpgiropic disoeverye
case profile that cause the electronic discovery
managemasgenvent 10sie codiguidio tadd humerens tustodiems te € sihgle matter or case at
preservation notice and survey at a particular date
one tin®. Thithie répard) BRIt-disqdabilyi fatagér thiy @gelid ier B¥efte 1 B@EnfS in
a custodian being added to the case, or the

identiffind i ERAYATo% BB ABEEustHRAnEBTHA deitify R SRfokRSion for each custodian
does not have to be of the same type. For example, a name may be entered for one custodian, an
email addressr for another, a network user identification for another, and a human resources
identifier for another. The user interface 118 is configured to receive the identifying information
in different input areas depending upon the type of identifying information being received. The

electronic discovery management server 110 is configured to use the input information to search
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preservation notices and surveys to be transmtted. In
sone enbodi nents, the electronic discovery managenent
server 110 is configured to transmt the preservation
notices and surveys via a standard email function.
The surveys may be tied to the preservation notices
such that they are transmtted to custodi ans
t oget her, and one survey may be tied to nore than one
the UnjficdIBiFacairy 022 inntht datebasd\Bdvierd 20 tisti@ctntine wRish omiksdidm ade
survey, the survey response is received by the

associftb®with el ifput MIEERMRLY MRS AR A hufidh Y&burbdDidanHies bahLehtered,
in relation to the relevant custodian in the case

only oﬁ’t{ Qfsfoldﬁm'lﬁ‘tl%h%lﬁ&?ﬁirg&& has ?na%%% a b, r@ﬁ gﬁro?lrr'g:)l; B%gi, in the case

ectroni c discovery agene t server
f I rti.qn of the dat a
of anafifle h%%a?&e& Rttt Ssldandingd sRADAGY, OF the dat

D rect 122 .in.the custodlan S

[0085]acc o dilirSIEBORS HiscairpeARRRREnt Ssra"éﬁ Pld affsrathioh tyUnificd
preservatjon notice and survey to a custodi an, and

Dlrect%é K2 eath e e pddenityiag ﬁﬁ%@twnsls £onfiguisd tp propens through the user
rel evant case profile in the case database 124. The

mterfaeg bl lish pEalbipustashiaas yatehinggbeorwut identifiging informeaiipn a [sthe lgeent
configured to transmt rem nder notices if responses

only oncométiok wasireneysd for e paiculaese bfmgutidettifying inforethétbn, teelelectronic
period of time. The electronic discovery managenent

discove®ivaagdddht Bayerdl16 6s hmfigaRll tgatedatioally s€lée thel Rstodian to be added
rem nder notices to be sent to custodians to

to the R8¢ biodhed! Oy th@bth@Hand N8 tifelstRTh&B than TRERIaich Wis 1&<!aeddrfor a
duty to preserve files/documents pertai ning to

{

Pma*%%%&i%f“ﬁ#“@ GERETRORRARE oo ARGfuR0N At ey h*%@ented

sgove nagenment, ser.ver 110 dert

togetherrt(é 81% r?t_&%cr??/;grly msl%er throggh S PSS It teﬁa Y I#g 5 #Hid, math gii S%thgt the e-

. er sonal conp ut er mtt an .al f th

discovi§y SERGET oI f@sﬁuﬁ)@% bt SRS g S N
technolog¥ managenment group.. In addition, the survey

determinedhe, press gustodiapdbpat s beaddsdtouths caseroy @iafter. i TpHgingso, the e-
the collection process. For exanple, one survey may

discovenyauanpger anpytconsifertthgretheronformatomay theqofilen such dseorporate title,
cust odi an uses when storing data. The answer that the

work leuatibn disseiatidwestodiang, be. Suclveformation canfiofonm ttinee-didchiveryananager
of Shared Drives to the custodian profile in the

as to leBllﬂlléﬂ tael 1doated bassedidn’id thid e intoRded P Thel 8Qtkcb@remahder may then
col I ecti on.

select the correct custodian for addition to the case or matter and confirm that all custodians -

selected may be added to the case or matter. According to some embodiments, “adding” a
custodian to a case or matter involves linking correlating the custodian profile in the Unified
Directory 122 to the case or matter in the Case database 124,

[0086] According to some embodiments, upon adding custodians to a matter, the

electronic discovery management server 110 is configured to initiate the transmission of
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[ 0088] According to sone enbodi nents of the present

i nvention, the e-discovery nmanager nmay utilize the
user interface 118 to add attachnents, notes, tasks,
and search ternms to a case or matter. In sone

enbodi nents, the contacts/ managers for a case may al so
access the case profile in the case database 124
using a web browser and nmay add attachnents, notes,

preseﬁa@&ﬁ SotieR dnd §8EYERO HRIIBtoliand) €n $hif Federd, bﬁ%ﬁ‘krihorﬂﬁbﬁﬁes and
the e-di scovery manager may not be the only entity

surveg)évhct.lgl %Ctﬁéﬁ artiQu Hlﬁs@&siﬁatﬁsp GreGR5tEd R ABRIPR thd ORL ?_ro@ifle in the

ectro |scovery managenent server 110.

case d%tl'i? %?%e any sﬁgn M}ﬁ @lt E%G%Hﬁ%)ﬁws%h%ﬁw%o c?sctggim?s added to

ing re case or

sone enb di t he t sks are tasks th
the caft T ORR SR PO e BRI PP o Bebvaind Vighiodht s profe
managenent ;server 110 is conflgured to transmt a
that caes g Elocieeni SIECCUESLBRIPRRBORISAVE: it to tRESTH 8 Rariulagpressrvation
be conpl eted, perhaps using standard email _functions.
noticewnd survestaiedartisuler dafe RrEREST Upa pardeWaduesingwHetiesuch as a
or the contact/ manager of the case, may upl oad
custodiznl telrgraddéd todke tase, e that ¢-distrownt wandger masmapyadlyickese the
[0089] Wth regard to the search terns, the
preser€atidh HOHMS ajd SENEGEO bo rafdntittehsia some eabbdinehts, theRRgRomc
may add certain ternms to the case profile to be

dlscov@ﬂahmﬁgem&& Rer%8A1 101k Béhfigueedas klafGhiethe pidbdatioh hQka$ &nd surveys
data responsive or relevant to the underlying issues

via a staddid @naft $enctivh O mofAeGlRd 16 thelpPEsiB atbd Rdtled Qf:h that they

case profile is a vant geous as it creat es a record

t he r
are fr srm{tﬁc? % %Ffoﬁ%ﬁ% H)%E%\els Ia{l]c? %1?3 saurnvl%gfq? IS{) lﬁel&gep t eop%lgl?% ?ng}greservatlon
cussed further el ow. According to. s .
R agawﬁg’ R B ePoritaf risyBE P s lectronic
. 1s made that it jis time to collect fr n1certa|n
discoveryopemeamentisprvar hid Etnérsior% rglafiprsiodhe el vanirageriapdy the case
use the user interface 118 to rel ease the custodians
profilefindha qasedsiehase 24. Furthernerache gleetepnigdiscoveryj ryanagemend gerver 110
triggers the comencenent of collection of the
may be natfonirats stodadlbor d poréomef therigdireveived in the hervey wspangeincthe
di scovery managenent server 110 is configured to allow

UnifiedDirectosy 021 iarthe assidigmedprofile. t he matter to be rel eased
to the case at the sane tine. In addition, in

[0087] NSt ans&rdihefosoldtenfrodiments, each transmission of a preservation notice and
survey to a custodian, and each corresponding response, is tracked in the relevant case profile in
the case database 124. The electronic discovery management server 110 may also be configured
to transmit reminder notices if responses to the surveys are not received within a predefined
period of time. The electronic discovery management server 110 may also be configured to

schedule reminder notices to be sent to custodians to periodically refresh the custodians’ memory

of their duty to preserve files/documents pertaining to the matter. In some embodiments, once a
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di scovery manager has previously created groups of
custodians within the case, the electronic discovery
managenent server 110 is configured to allow a group
of custodians to be released froma matter to a case
at the same tine. DATA [00911 [0092] Once a custodi an
has been identified for collection, whether manually
by the e- discovery nanager or by being rel eased from
preservutioh ibde Ha® beenGRbiRo alchstodib®Ghe €lBdtfontl diSRVER MMy SdnRdit server 110
100 is configured to automatically collect the
may widéSthRAoPRcven citfalg g or RrdsRiaa b 88 cLfbMEATE b m b
Y stored ﬁe the Unifi gg%Di rect org 122. Theref grrg(?hatl %Cé puter(s) by

B QB e R TR RS n S i BA RS0
iLn_t.he Uni .Di i ne
on.

fi rectory 122 and determ s.. fromthe
manageiteis Wour I ool 4 ubYel: e feceinBl fo Baian] Gie nform
at.a stora for the articul ar custodi an that_ nust .
the ol Brogispotior e aniay T PAGHRGHCO MBELPET Mo devices

the system 100 can address, including persona
the custsiignisss whensttering date olhatanswernthatibg Gustodiagigives deths semsy may
i ncl udi ng HomeSpaces and Shared Drives. 35 [0093] If a
informghe adsiaficonrofShatfed IDsivies tr the cesterdiandprafilerie thed gafied Database 122 that
collection) includes at | east one persona
may bewsep lttarnig solletisoci ated wi th the custodi an, then the
el ectroni c di scovery managenent server 110 may
[0088]under tAdkerding 16 8bine einbbdithchislof thePiestaieeniBE, thd )& discovery
Therefore, the electronic discovery nmanagenent server

managddifayBiliZ Bhd isBVBidrfate | B B\HAA hrtARERhA Shdte bt ¥dd\@arch terms to a
informati on, such as domain, nane, |P address, etc.,

case O%g%feﬁr.a%égé)mreténﬂiohﬁﬁen‘?s‘? ﬁle%ﬂﬁ%/n%a ré foF ?lc%%gﬁg(y:agg&sq%g% the case

unni ng on collections Serve

i.n,.Fl G 0094]. The l.gcal collecti opl 132 |s
profilef e fie dabopde B4 Hrink et B0 ack e %% P B R ks g, an
130 or, anot her seryer withi.n the network 102 to any of. .
search {qrms i, beslopefl f%ri%%atvﬁe@- VY angges .mam@r‘é?@&@zﬂ\?feapw with
a Particular custodi an, the |ocal collection tool 132
access ta;thg Gaeiagd £asg masagament taols afitke elertionicaliscaesry mfappgrgent server

i nformati on supplied by the el ectronic discovery
110. Thg saly mmteg@rtggatta@llments, notes and tasks could be anything relevant to the

case or matter. In some embodiments, the tasks are tasks that particular custodians must
complete and the electronic discovery management server 110 is configured to transmit a notice
to the custodians that that the task needs to be completed, perhaps using standard email
functions. With regard to attachments, the e-discovery manager, or the contact/manager of the
case, may upload relevant files to be attached to the case profile.

[0089] With regard to the search terms, the e-discovery manager or the case contacts or
managers may add certain terms to the case profile to be applied when searching the collected

data to locate data responsive or relevant to the underlying issues in the case. Storing the search
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to be deployed to the identified custodian conputer.
According to one enbodi nent, the local collection
tool 132 is configured to be automatically installed
on the target custodian's personal conputer. The

| ocal collection tool 132 is further configured to
generate a snapshot of the data residing on the |oca
storage of the personal conmputer 140, for exanple, by

terms Hﬁhﬁ%@cd&@ﬁi‘&%‘l&ﬂs AlivahtagBal ds HUr&atdslecdil! 6P thRSedrBing that is to be
Vol une Shadow Copy Service, store the snapshot in a

§ t
undert AP0 (i Fn B0 SR AR b AR SRR Fother
below coIIectlons server 130. By transmtting the data from
Y1 he snapshot of the data stored on the hard drive of
t he rso the |local collection .
10090 o NSRS (5 M SHPO T S AR STr ot BV Giot KA @ deision is
use her nachlne wi t hout substanti al |nterference from
made thpteit jsgieeg tocgllect Eompsrealustpdians g Bitss the fdiscayary wapger may
the data stored on the hard drive as the snapshot of
use the yrer tidarface $19toi migaserthmeusiadiand fiom the matterio|teewrdsiging case. This
server 130. [0095] In addition to the functions
releasdligiggers dedoatnmneemért ef tatratiorof the custaliansbddta. IRZomeyembodiments,
al so be configured to transmt to the database server
the eletZ6hia dized @l o@amigeinbt skiviee 510 Bebuiiagled 10 allb® allFstodians assigned to
snapshot to be stored in the ongoing collections

the ma‘&@f @hﬁ%@leas@& kSthe 3L 2@ thel¥Bie Bithe! Th BIBAGE th M¥tahOB where the e-
l'ections server 130 in order to determ ne whet her

dlscov%lg) + %érq{ﬁs i)?‘evﬁ)cﬁlgg‘l c% g?ﬂs%f Lhstddlims vhﬂfn‘? fﬁ'eléﬁgee%e electronic

I ons™ at ont o |nterrut

Addltlonall ccor h o)
o BBAL S RES LR 3 ”%PgOE‘rEE%g#l%r‘é%e reigased
and transn1t_%o the.el ectronic discovery managenent
ﬁnmjgggygp)ﬁgﬁeat FSMSHMFet wor k resources the user is
si ng, |nclud|ng, for exanple, network applications
|DO9rbnd filP4Tdervers that the user has used or accessed.
This Iist of resources may be stored in the database
[0092] er verOn@a dqustotian hetibicoddentificd fargpll¢csionwheteer urinfidlbycby the e-
Directory 122. Wth regard to transm ssion of the
discovenyl resnaghenbylbeag, relagsed fivimgmiaterdn e casnthedlacronic discovrey system
i nvention, the local collection tool 132 is configured

100 is konfiued 0 AatontaEisdlly cdildct thepdisasdidnheddtd hexsy the tdcud@tinfoimation
t he snapshot to the collections server 130. [0096] In

stored $O1R (8TRQODHBAGS 122 NThabRRS, HRNdISctibh RCRNBV M y eRagENServer 110
server 110 may

accesses the custodian profile of the custodian to be collected in the Unified Directory 122 and

determines, from the information stored therein, the different locations of data storage for the

particular custodian that must be collected. There are many different locations that the system

100 can address, including personal computers, email accounts, and network storage areas,

including HomeSpaces and Shared Drives.
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utilize a conputer watching tool 117 to determ ne when
to attenpt a collection froma custodian's nachi ne.
The conputer watching tool 117 is configured to
nonitor the network 102 and determ ne which of the
enterprise personal conmputers 140 are online.
Therefore, in the event there is a custodi an whose

| ocal machi ne needs to be collected, the computer

[0093]Wat chithgcds@sian pkdfilei(for & @Bt @ik Rikab&l fdLEA Bl iNMNRIRS at least one
that machine joins the network 102 (i.e., when it

personﬁ%ﬁ@ﬁér@?asséd’i‘ﬁe&@ﬁﬂ teQusthliafh thaBhE eRbirdnld dis@REry RERbBent
he el ectronic discovery managenent server 110 °that

t
e 0 BP0 o

. cust odi an _rel ea for collection), ingludes hs ..
aiscovirg e dint Serd 10 ey ey BE U SRbmRSR S Bhe Btpation,
such oD ARG AH B85 ot HES&nTAI6 RlPVBF abg focal collection tol

initializing the file server collection tool 134

132 rupning pmheplisatians|spraet | ¥r{asthoyarin F3G- Pas shown in FIG 7).

The file server collection tool 134 is configured to

[0094]ac ces Ihe esal ¢dliectimrtoelr1 32 oseundigurt] to bedeployed froat the collections

whet her the file server is a 37 HoneSpace or a Shared
server 30 oreynothepseridnevithirt the hetsiod NP 0any bethe ichtlerpgie parsonabéwinputers
conpress, hash, and transmt the copied data to the

140. ThelekbR6 fbONSarf QM ustddan, tHORcAli coRedtidh Y& 18D1sl BE1iHREd to utilize
tool 134 may be programmed with preset instructions

the mabi1Ad idRhAOWeit folRatRl 4 &e;slyftﬁé Q&cBRLdiRGvES MeRhement server 110
criteria;, tor exanple, fi I

_ _ esthatrmvecqtalnfl_e
o e RS AR b APRITER S, B
conee GRS oS eI SRR LG R Bt o

the_e-di scovery manager js not _interested in copyin
compufser.e Ehig lopleoHeqtisn togl 1%%13‘7 & SORZUrEsT o SRRGTHE é.anﬂﬁﬁ@é’ﬁgle data
__enbodi ments, the file server collection tool 134 is )
residing jog ghed o sigrase ¢f the pgesaeal spmpates] 40 fas skample dyogsingfecommercially
files residing on the targeted file server. In one
availabderioobiducke ag the fVodurfi¢ SimdewrGopy Scotite stoiathe smapbhot Bva steapge area on
automatically begin the collection process (copying
the pergsid] Eongpuser] drdditrsidtegied 6f thd1files inctuded in thakeapsticakd the collections
bel ow a predeterm ned threshold. In addition, in sone

server €300 O8N R Stting (R data fPord Ble\@ApshSIV Rt PRorc@Bh thHedfhrd &rive of the

configured to determ ne whether a particular folder
personbiR@nphifer, it ©0411c88LckiBY tool 132 advantageously allows the custodian to continue
to use her machine without substantial interference from the local collection tool 132 and even
interact with the data stored on the hard drive as the snapshot of the data is being transmitted to
the collections server 130.

[0095] In addition to the functions described above, the local collection tool 132 may

also be configured to transmit to the database server 120 a catalog of the files included in the
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froma file server includes nore than a token anount
of nearline files, and, in the event that the folder
does include such nearline files, choose to not
collect such files so as to avoid overloading the
server. Therefore, according to different enbodinents,
the file server collection tool 134 copies all or a
portion of the files residing on a file server |ocated

snapshot toltestdred i thd MigdirgtollB&ions HealsRe. Thid S4taldh MhyDbeReRfdnt&l by the
and transnmits themto the collections server 130.

coilecti(ﬂg 9&hed 3030 Sﬁﬁﬁ Q)Qie?é?nﬁ}fcq{rﬁét}?er Qélﬁfcu@n fs%ﬁl?fgt@ﬁld to resume

rel eased for col ectlon I ncl udes an enai dr ess

1nterru&%g %ﬁﬂﬁ% zt[ 139 e;?:oe 1 ?)trf gﬁl T ;gl%ne ﬁdﬁfﬁ%ﬁ anEE%Jda{k%%?J some

I scover enment serve

nde | ect.the flles fro
embodienst e R SRS bt £52 15Bhn S (o ofiie 2?‘%“%3% to the elecronic
active email collectjon_tool (136 runnin
discovery| maageraFd S@“é?rvléﬁ afishof netwatk JgRpurass 91&* rwf)lsmsaﬁncg'eﬂﬁg for
enbodi nents, the active email collection tool 136 is
exampley n(f,t]wggh— awliedions @@kﬁlc@ﬁ@emﬁh&tﬁh@@p@h&ts weed eyasegssed. This list of
Exchange server within the enterprise email server 160
resourees nvelyi belstarérbin3Be datahaseiseaver d 26 actha nustodiani’ sl pofilavnitbhUnified
known based on the information included in the Unified
Directddiyri@2t WWith rb@atl to eapyhiaidn el filel themkeldes habaling to one
i ncluding enails deleted by the custodian up to a

embodith&fl ©F feThViRton @hd 16al @bl1&dtER tdUl 192 istcdnfififed @) doffprdshash, and
(for exanple, seven days prior to the <collection) and

uploadttﬁé‘ﬂﬁ:mﬂclﬁdag i @R s RsRIRS {h% cbBedidfs &24drg66.1 ons server
. [0099] Regardl'ess of the storage resource

[0096]I OC atig l@(at%é Qﬁbxﬁl@%&a dt?& glglé?%rﬁce HJ@%V%IS{ Aé%ﬁ'g?%ent%éwe} ﬂ% may

artlcu
| ections, serv S conf to st
wtilize § SonBit ‘é’f"“"(”\% G 1 s e o SRy Bt 1
fhe short-termsta drlve 1 unt artlcu ar
custodag|s I@n c%ﬁgg Pé@f’éé? 9}3 ﬁg{:ﬂ&()én nijog the network 102
col | ecti ons server 130 transmts the barcode

and deferrninerydiichopf theenterprisepesiomabamepugirs B ae gl dderabere, in the

server 110 to be stored in the database server 120,

event there isx euspddéan wliase idvel madinediesds t© hercollédtesd, the computer watching tool
Uni fi ed Dat abase 122, in relation to the stored

117 is corffipuragtto deteahioe whet that machinejoirsrnthendtivedkt 1081(. e. ywhbdrhieappears to
it was a local collection, an active email collection,

the corBpiited WatSighY ®ol 1CD/ahe &ifben the@l e trorfib Qe @i mahdpRmaf @ARL110
can be used for reference at a |later date to determ ne

that it §H381d initialize the local collection tool 132 immediately.

[0097] If a custodian profile (for a custodian released for collection) includes any paths

for HomeSpaces or Shared Drives, then the electronic discovery management server 110 may

undertake to collect the files from these file servers by initializing the file server collection tool

134 running on collection server 130 (as shown in FIG. 7). The file server collection tool 134 is

configured to access the file server located at the given path, whether the file serveris a
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origin of the data. After the data has been copied to

the long-term storage area network 190, the

col l ections server 130 conpares the hashing of the

data in permanent storage to the original data in the

staging drive 180 and, if the hashing is identical,

purges the data fromthe staging drive 180. [00101]

Once the data has entered the | ong-term storage area
HomeSRtyor KSHAE Diite, icSpybt dataeesidingon thye filesgyerf ad comytesy)hash, and

I'ndeed, it is Ilkely that the data may need to be

transnlﬂrtﬂé:&fpma&qt) @heEedllections s&O@ 1302 he fig @b tdIRBGh 1081 134 may be
review by investigators and attorneys. For exanpl e,

f

o R EL PSR s o

examprq,] S‘e'ly\g g%aé ﬁ%g yce%t-glgc o%?xrt%ejds%o%g ¢ terncl%\ﬁetl P WA zlonﬁgrg%lmnm Iéréms%ructldns may

170 where a s _of decr i an and

preverd s 401 £0UGHOR 9L #Joﬁgmrfaw%@ ﬁﬁeptha\aﬁa% Fatin glejextensions or -
After the data is decrypted and standardi zed, it is

other aftgibuten ithies of the foreering isradyaniagspungé thecatisooueryananagay ds not
and may remain there to be accessed for review

interesfedrip oopying ¢xeou@sp filss phsouedatodnder erampla IxEs@ne gnbediments, the
bl ock diagramis provided that illustrates the

file serebomillecivntoali 184 dvasocomfipargé megineste ugtarsémafe dfitle files residing
present invention, according to sonme enbodinents. As

on the itdrkdt&d filkls@ed. Tn bhé&emBodiseihit] thicFilPicprce solestioe®ol | Peday
herein may be categorized wthin one of case

automATRABP 6B the cBRedibR PREERY gmg 4l %@Ksn%@tﬁl dathy H@tﬂé ﬁﬁ’e estimate

managenent, as representeé Bl ock 22 or

t I
falls belf drceflomic dh bl I a?@%% 5t 2o Stﬁéiﬁ!éa%fé’éa
es ust odi.ans d data
colleefiffyldenfRpE s & damar v wsﬁwulmﬁql%ef%éatéef e
el ement .of fhe c ori.zation sses within t
from aéla? %f‘gzsqrﬂ%%uc{eﬁ fors g B iRkspAmapnt H fife Eip.ands Tphe event Wt the
understood that certain processes nay be correct| )
folder deesiipilede sugh pesrlinetfles chppse toanas gollapt S“FK dilesrsgagto wendy querloading
the architecture of the system 100 allows separate
the sermem ddiereEne, agfording todilgrent enbabmentaibe Glgserver edleetiingool 134
processes of the present invention nmay affect nore
copiestall @n a porionbf tHedilésaradiap og a flO8&HG3 lochted af the phthjpivenes the released
that falls wthin the case managenent category is
custodfen@rbf@8 afd tr@nsmits them to the collections server 130.

[0098] If a custodian profile (for a custodian released for collection) includes an email
address for an email account on the enterprise email server 160, then the electronic discovery
management server 110 may undertake to collect the files from the enterprise email server 160
by initializing the active email collection tool 136 running on collections server 130 (as shown in
FIG. 7). Insome embodiments, the active email collection tool 136 is configured to access the

particular Microsoft Exchange server within the enterprise email server 160 on which the
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matter or case as a framework for litigation support
activities, as shown in Block 202. As described
above, the e-discovery manager nay enter into the user
interface 118 certain information about a particul ar
matter or case, such as a case nane and/or nunber, a
short description of the natter/case, a | ega
identifier, the particular requester (i.e., who asked

custodfa@rs dcbunt ERfRs tWhibIEisQREWE Bhsed BANRIBESMALior Rdkuded f th€Unified
the matter (i.e., individuals involved in the

Directérﬁqslﬁﬁ RE6y Af ethfiPl1oBREA Biere] HchRlingl dhg s'iigﬁte@,rbg‘iﬁéatstoldia!ﬁ% to a
the e-~di'scovery manager) etc. [00104] It i$§ noted tha
' i pf: ' ' e f
predes AR YRR PUAE BRbL Bt SRRl P BRAILAL Sider By e
multiple cases. This vi.des,.for the electronic 40
cotteotiny s B somiah Sl HeZEHeHons 8Tt o have
scal ability, whereby evidence assocgiated with _one
[0099]c yst oo‘?‘%ﬁf%f‘e‘i? Bé%é@aaaeﬁewﬁ afion femavhihdaipis beipgeollected, or
el ectronic disqoverY managenent server 110 stores this
the partigelay tyae pbeats being eollegigd cthelaellsstians sepvar 130 is wenfamradiastore the
server 120. The case dat abase 124 houses this
data firsh(woileethé orlecgercis stihangang) in thiechomtérovstagmgdrived 80 antl the
particular matter or case is related within the case
particuli@drtcabegion isl@dngdetd, a user, such as a nanager or
contact, can use the user interface 118 to view and

[0010|di t  FurBe@idrk 8h&folleBGon¥REMNEF 1 TV tr8@Rs tHeWAABBE infhighation to the
next process within case managenent is the creation of

electrof{cEfisoV in%ag&ﬁén@ 8SverANf tSHE ¥B¥A i B HafabiselservEN B0, for example,
matter, he

s shown in Block 204. In this regard, t

in the gﬁfg;ﬁa%os;/ Iﬁ%ﬁle iﬂ%ﬁ%ﬁfieﬁ&abés@ g QQI,QH réilé\‘fon%ﬁ fe dLE Hf&%ﬁiﬁon about
, el'ther generate a new preservation notices or
urve relevant to the particular case or tter. to
the paguigf Silsfiony @Rber b BIBR dollStie, AR s dmaifpllion 3 fle server
124 or,_alternatjvely, |jnk reservation naotice_or .
collectiqpy ¢sy ThpreEashebasrads can be hesd g efracnce atlotes date Jpdgigymine the
~_the case profile of the specific case or matter at
origin pEthg datapiAdisr (erdatarhag hewm copigrd 4 tedprg-tesm stosageassmebrori 190, the
search terns pertinent to the case, as represented by
collectBing srv@0iB0 compants Sorhiablug abibre datatith perenadéns stovageyo the original data
manager or a contact or manager for the case nmay use
in the $thging dider 180rendy if tiechadliifg fsddemtioall, punged the datalfroaethe slaging drive
terms or search termsets to be applied to the data
180.

[00101] Once the data has entered the long-term storage area network 190, it is not
necessarily ready for review. Indeed, it is likely that the data may need to be processed before it
is searchable and suitable for review by investigators and attorneys. For example, the files may
be encrypted in the form in which they are collected and sent to the long-term storage area
network 190. Therefore, according to some embodiments, the data may be copied to the

conversion services server 170 where a series of decryption and standardization functions may
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harvested in the case. In sone enbodi nents, the search
terms may be limted to be used with particular
custodi ans and/or with particul ar harvested data
types. The search ternms will be saved in the case
dat abase 124 so that they may be readily applied to
harvested data and used in connection with storing
the resulting responsive data. [00107] The processes

be apphiéd ®nit. e Aifteothe dhtaVaddcryptddamb RRnladized s randedipdhé Ragit@m
a particular case or matter also falls within the

storagCRASEnAROAIBIRAH nfad r@HAN Yherdf KEQRBRSI BF RYiRYpBbREKS
208 and 210. The e-di scovery nmanager or a case

[001 ozj ont a%ﬂ?feé&@ﬁk%%ﬁv tﬁﬁﬁi&“ 86 biB& M8 iiygl%rvffﬁﬁ ﬁaailﬂﬁismf’cés the
0 upl oad ocunents an ehnter notes an ot her rel evant
dat incl udi ng updat es remnders. to be stored
ctoctroffy oot b PaA it fe BRRC AR Rton, BeeoMn eBafE

124. ce these hment s, note and, updates are .
embodiite A5 PGy MG f BT B IR A PSR ey b g corized
.. the case profile through the user interface 118. The
within oge pf ¢ase mapggemsniyAHIEPEEeniTd Bynlopk 24Uk Rustedignomanagpmeiteas
al so processes that are categorized as case
represangaddyddleck 224, ordate managgmienth aswepiepenBiddkBIRelR 240, nAg deseribed
regard, the electronic discovery managenent server
above, Hdeledtioniczis overg ogdiern 4 00 ivatriangedtsoch thiicadest ewsindians tddata may
cost of harvesting and review ng data, based on a
be mardgdmbepthdén of Slicanothet. UHbwever,fthére xdtilln@leniuntibfthe cfiégorization
cust odi ans, anount of harvested data, data types, etc.

of prodesdddWithin thEEReHRRAHRNR RbnRb&Al, hitP# WSS bAudieriRR dok certain
taski ng and wor kf |l ow processes that are represented by

el U ARG HROuBR W ) oA GRAEHE
TR 3o BBy o, ol b s

.Directory 122 certainly could be categorized_ as |,

certainradesigs aﬁthﬁm&a& syrption AR affecs mose Ban Sproofiby foresoine. o

i ncl ude those processes involving managenent of | )
[00103dyst odibghisst prgoess thattiplls widhip thegpsamanagement catggery s crpation of a

that regard, the first process of custodi an managenent
matteroncdsaded rameRpR fogliligatiph suppdriaciiaiicsoss shownae Biaek 202 As

case or matter, as shown in Block 222. As described
descritell abeve, thee-discivay onaanger meayager imatheuse inhferfacesidB certain

interface 118 to link a custodian's profile fromthe
informbitdr aRdt pArEeil@rate? dr dabe, lstich d3ardabechtingy andA? QuRb& & bifort

in the case database 124.
description of the matter/case, a legal identifier, the particular requester (i.e., who asked for the
case to be opened), managers or contacts for the matter (i.e., individuals involved in the
substance of the matter rather than the process, like the e-discovery manager) ete.

[00104] It is noted that custodian information is stored separately from the case

information allowing for the same custodian in multiple cases. This provides for the electronic
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Thus, the custodian profile and case profile are
correl ated. The next processes within custodi an
managenent is the transm ssion of preservation notices
and surveys to custodians, as shown in Block 224, and
the presentation of the surveys to custodi ans, as
shown in Block 226. The electronic discovery
managenent server 110 uses the contact information in

discov{elgr%ty&&ﬁt& tieaitesint iBVGHkibh S hdvelsBRatilily! WREkebY £8ENCE Yssddidted with

ransmt the preservation noticé(s) and survey(s)

onecughg%gﬂhg%euggﬁnégﬁﬁ@_ §£gle to the custodian. In sone

nts emai | functlon is used, so 42

hat t fornatlon need the ni fi.ed
[0010% rectﬁw%féém MRk Erisk 1Y 0% g n the
e custodj hecks her_epmnil, the sur W | ear
case daydbage [k BIBEshiEraveraRe T e dHEbSH é%‘@l\{?%a% '5118 thformation
nmessage, the survey wil] be presented to her,
such that pl Eformaipe rdaingite apadiculap et caskHEFFl %%Wﬂhlmthe ¢ape database
out, the survey is automatically transmtted back to
124 andgisetasuch s @ nwagasor caitactfaan vse e aey iterfaded 18 4g wiew and edit a
profile and the custodian's profile. [00109] Also
profilefcdithd mapteniot basa. cust odi an managenment is the process of
rel easing custodians froma matter to a case, as

[00106§hown THe rBkiOskced? FithilnRsemahHeMeaiy thERFagel offieseridtidn notices
user interface 118 to mark the custodian's profile so

d squ’E?l Bﬁc%‘ HeQRUtRR 2k ShAAnASIhER B34 dn k1A repBid] ﬁfé@-(ﬁ&o@&y

This may occur within the case database 124

manag?tﬂg)gus : O%l'F fhe tuQ&'u‘?t@ f§ceplr1§f él %f< geé'n&a't{l QY gfé@éﬁﬁtﬁm fIBEE or

lan 1S re eased] mar ctron

e N R e R SR e R

t he various dat tora e locations identified i

databg, A e torNGT ap o & B tioB SR By By 3i5ed B database
el ectronic dlscovery managenent server 110 nay,

server 439 bnitie pasaiPrafilelaf deisparfia see armalter phissica fdsq Uﬂg’fﬂi"éﬁs
of data to be harvested by accessing the custodian's

managemet ik theicreatibne o{siafchderntd pegineot tp these, Ab represanted by Plock 206.
the e- discovery manager nmay manual |y nmake the sane

As desgdgibat abonag tthoan dsyovaccmasigegoranchbntactoi managércfor the case may use the
custodian's profile. Finally, as with case nanagenent,

user infetEce Ui d lgﬁﬂ RPEVMEGA] s8drBlotenn€ btite®h dermemsie be @pplied to the data
taski ng and wor kfl ow processes that are represented by

harvesBldQfk khe%dde. ThQOhd @mbdiighchBSthe Sar@OR NS m%flg@hﬁuted to be used with

managenent, represented by Bl ock 240. e maj or set
particular custodians and/or with particular harvested data types. The search terms will be saved

in the case database 124 so that they may be readily applied to harvested data and used in
connection with storing the resulting responsive data.

[00107] The processes of entering relevant attachments, notes and updates to a particular
case or matter also falls within the case management category, as demonstrated by Blocks 208

and 210. The e-discovery manager or a case contact or manager may use the user interface 118
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of processes within data nanagenent are the processes
relating to the harvesting of data, as shown in Bl ock
242. These processes include the collection of data
fromall the différent storage areas of a particular
custodi an, including the custodian's |ocal storage on
her personal conputer(s), the custodi an's network
storage areas, the custodian's enmil, and any ot her

to upload @8&umdhts e BSIES ifrsindieEiei it dAh Imaﬁdlﬁ@ fpdedsand Feminders, to
the various storage areas is copled and transmtted to

be stor%%ir%l tﬁg’ cs8 hﬁﬁé bOME cakh F{e ccluépéodata%ﬁsed@ﬁc Un@@ﬁw’s@at&@lﬁlﬁéﬂts notes

each particular co ction tool or process.

and up]dgtgé:g}' Qg’dedhﬁeﬁﬁ‘{ &% clion e%%he?lgv 3’%91361‘@%\;\% th€ g’a%lf: tg}og%e thﬁough

rmnapmt enporar

the usqr li§ ¢ '?ﬁed?oséﬁ%h%%Bd}rnlﬁ\flle]]ef o\p t&g Blge{s%p térg%pt?f%{ 4{% gltso processes
Iong-tern1stora e area network 190 in _association with

that ar,calaopzeq as qaérewnagymﬁ@ ProsEFEH e shompiniRipegbhZngn Brvtegad, the
is represented by Block 244. The data may require

electrogisclisppyirp managemenbyedear dil € atilizen afowestiniontierlie deipplinete cost
toit in order for it to be searchabl e and/or

of harvestivey anid seviewiag ldhte, basal othenmebdr of foresmcinbmg, foaktanple, number
W thin data managenent is the copying of the data to

of custbiliéns, 6@OWR S haNcS&T dat4; dataspicy tdtc. 1 Fhaflprcagnainagbferdatbo includes
conversion as necessary, as shown in Block 246. Once

a numBed 8f ARt hitd WOMASH pRsbesdel tHaPark @épréseRdd bPblddR214oNng-term
storage area network 190 to be used in “review

[0010&;001 1 Niovh Rm{z # dusdia¥irhddia gergéﬁ %fBA %&%@s@é fah1ﬁ1gt\£ia]1n the

ssoci at | partlcular ta sets articu
categorcvas%u baeR aééa‘l‘gfta%ﬁt“ﬁ‘*ﬁ AR AU 0. PR %ﬁ%'g‘%ss$s°lﬁv51“?ﬁg

i. th fi I t.ored wt
st TP e 855 St A LR L —

and/or certain custodian's data. Alternatively
the progessesshawa dnFiG: § iaclyde thege precessgsinyabyng Blaaqaen@at @f custodians
collected for a specific case. In either instance, the
within ghessgopeotiaccaghi erawatier.yIn thatmegpedvihe firstproesss ofiistedise seraggement
the case profile, determnes the search ternms to be
includeaiip|Fl6d$ isthel addissoadi castediatdte asasey aimdter, s shaverhintBleck 222. As
bar code of the appropriate data sets in |ong-term
descritetl @b@&@ethe eddistdyert AEnSER MLy vse theRiser ihterfie 14P o lisltla tdtodian’s
that data and the results will be generated and

profile BB @B Ui ed DiréctOry WL foSthé Phrtieal 3484 Srofilel ilAld dhse @ﬁaﬂéﬂs& o4,
t he ot her managenent categories, data managenent

Thus, the custodian profile and case profile are correlated. The next processes within custodian

management is the transmission of preservation notices and surveys to custodians, as shown in
Block 224, and the presentation of the surveys to custodians, as shown in Block 226. The
electronic discovery management server 110 uses the contact information in the custodian’s
profile in the Unified Directory 122 to transmit the preservation notice(s) and survey(s) stored in

the case profile to the custodian. In some embodiments, a standard email function is used, so
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al so i ncludes a nunber of tasking and workfl ow
processes that are represented by Block 250. [00112]
Wth reference to FIG 9, an exenplary process for
managi ng a case is provided, in accordance with one
enbodi nent of the present invention. As represented by
Bl ock 302, a case or matter is created by the

e-di scovery manager and stored in the case database

that thd 8y id¥Ehhatiofthesded it MBUNMi&] BRERsHy102 idtBe 6@SRliardSemail
shown in Block 304, by linking the custodian profiles

addresﬁé\ﬁllgﬁ the'dRktbiiah chckERrUnmbill e shiQel Rl GRS RraGhésksfre therein, and

, as represented by Bl ock 306, the e-discovery

wen VAR Rl DS FEAROR lyBh BB795E <SP 08 B
o SR L5 PR AT gL T e

represents the deterpination that nust be nade as to

120 fopieege i the gse prafilgand,the cuttodian’s pofile, case. If there is
no matter because preservation notices are not | .

[00109equi rAdao falling withia spitediat wanagemsnidp the progsss effelepsing@stpdians
will nove straight to the initialization of data

from acudtieett 4 case, as @owihim Blotke?2280 dfte, e-difcovemymeanagervaes the user interface
rather than just a case, then the creation of

118 to piaels te\cattbdian’s pedflle sthuisthe enptiddiadlis nas sstivamal foncdlleotidn of data.
312. [00113] The preservation notice, as shown in

This nfRly @6kur Jithin fhehRNBiibhdead4sRict AR btolianispastile adiked hereto. Once
e matter, perhaps using email. As shown in Bl ock

t
the cusz an i@rél@a{g}em%ﬂ%eglgﬁlé CRADHM IR coVIRY R RERER%EHer £ may access

own in Bloc , the rem nder "noti ce nodul e

the cu%cgglﬁ gl)ltO%ﬂé) g‘lrdl 1.'81 I V4] ({Oﬁ?&tﬂ)%%raSéao Jﬂl tﬁg g%ﬁﬁﬁggtﬁ%g)%gﬁgécatlons

ICéS nmay pDe sent over ena

., _..custadi an out the preseryation i.ce and/ or ..

identifel Fif DRl od PRt 6F P eey by R0, G eRARsE vy
surveys, in the even survey is required. or desired,

managgmeRly Sarvsh 1 1 mey %Rmew,ﬁy deleppise {he datatypesang locatipps of data to be
survey may be saved in the case profile in the case,

harvestpgdthysgesssing the cagtodianiaprofile Bl e Unitiegl Dirgctory 2504 pmpptavely, the e-
to enable the survey to be attached to and transnmitted

discoverytihartager payemenually nmile thet samesicterhd@tidmby Megssingaad yiegwing the
in Block 324, the e-discovery manager may rel ease

custodfnsd mrofikn Finally camwittecasatiagagetment, bestedisemandgembnt also includes a
initialized collection of the custodian's data. As

numbe? RO¥RkihH anBlveAdtloddfocdsfis ittt dicreprésnicdBIBIgEE 232, t he
el ectroni c di scovery nmanagenent server 122 accesses

[00110] The last category is data management, represented by Block 240. One major set

of processes within data management are the processes relating to the harvesting of data, as
shown in Block 242. These processes include the collection of data from all the different storage
areas of a particular custodian, including the custodian’s local storage on her personal
computer(s), the custodian’s network storage areas, the custodian’s email, and any other areas, as

are described herein. All of the data in the various storage areas is copied and transmitted to the
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the custodian profile, determ nes the data types and

| ocation to be collected, and initializes the
appl i cable collection tools to go collect the data.
Once the data has been collected and a uni que barcode
has been assigned to each dataset based on the
particul ar custodi an and storage | ocation 45 from
which it originated, as shown in Block 328, the search

collectiche RErve 0] &Ldekotitel of @dlail for bt paasRilar R6IMIctibStodBYr f¥6cess. Upon
assi gned to the dataset based on the I nput

reachu'lg‘ﬁ& Eé‘l@éch@ﬁk%efﬁcg "113 #1148 rRingGRIE B phrENEr collEftfR8s R ﬁ@'bfa?ﬂy

terns may be appliéd to the dataset and the result

stored Frgtglg ggﬁrp{#ﬁ stis gfrﬁtérﬁg%(s Flntll'r{.?é& (ﬁ%%ﬁd% 1% 85111}21@1%' éﬁé’lﬁch point it is

SS for nana n di an i I V|de
stored E&t@s? e iPPRC Biea te B TArER et ﬂ%%tﬁéssa?feﬁc tdBhitying
First, as repre ted b Bl ock 402, a
barcod, dFig %qrs%?%vfase&% i TeRCs Aoy ook 240 e O5ih reayireguire decryption
ard, the custodian's profile in the Unified )

or Stanéﬁrgez@v@r fpngtponsite be applied) ta ibin erderrfor i tabn searghabloandiyrotlarwise
profile. In order to |ocate the custodian's profile,

usable asodhs hexd ipenvessdlat dillsrithin datarmanagementis tyeepying of thewataito the
Bl ock 404. Therefore, the e-di scovery nanager may

conversioh gervivay sareke 179 forianglysin oot coaversion abnetessahie acsioivadi Block 246.
whether it is the custodian's nanme, network user

Once thél@dth isfdoppdriedit isabRired 36! tHe@Sisn-tefth Storabd Grcd Wetwilk 890 to be used in
search modul e will take the i nput information and

reviews€arch the Unified Directory 122 for a match. |If nore
than one match is obtained, the user interface 118

pottlfh || PGP i‘“%iﬁ?"’hﬂﬂgﬁté BEaBflafls Y4k itiof of RAHANE dhta scts with
Partwuifﬁg?tsa SR eAiS R Rt il piatiS oty ?a}st& 9%?15’61‘3’% 38 In this regard,

custodian is linked to appropriate case or
certainggarela jermg glorerdn ﬂ!&é’a?eelﬁ?é@éfﬁ weren it thcitenben of heing applied to
el ectroni c discovery managenent server 110 may
certaingppas offlefa apdier ¢eatain yetogign sidatgl Ateagtvani c&ﬁmad@mh fegmymay be
menber of the enterprise "do-not-call [list.” In this
applied wgdirdata qollested fomy sherifamcase dincathérdnstanve the electisanadidisgovery
profile in the Unified Directory 122 that the
managp@eitisenrbal 1 Ocassdsedditheicasd prolfite, detrnfiacstba taaathaenisag de dppiizd, and
coll ections, and an alternative contact should be

associdi&afe se‘étt‘l‘ahe:ﬁi% vAith {6 Bhiobdd dfahd AproveiatesdatiNetsGh 1dnB8erm storage.
custodian. Alternatively, there

Thus, the search terms will be applied to that data and the results will be generated and presented

to reviewers for analysis. Finally, as with the other management categories, data management

also includes a number of tasking and workflow processes that are represented by Block 250.

[00112] With reference to FIG. 9, an exemplary process for managing a case is provided,

in accordance with one embodiment of the present invention. As represented by Block 302, a

case or matter 1s created by the e-discovery manager and stored in the case database 124. Next,
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may be a separate do-not-call list stored in the

dat abase server 120 that nust be accessed and
searched to determ ne whether or not the custodian
appears on that list. In either instance, a 46
determination is made as to whether or not the

cust odi an should be directly contacted, and in the
event the custodian should not be directly contacted,

custodiai® a2 QAT the 208, HB EhdWwh ndlod04C b liflng theSustddiah ptcTils of the
(or other stand- |n) shoul d be obtal ned. This

Unificll WL&EH&‘ Do\ éastp oHRE NdxLa8 E‘g:fr@&nt%& Bg %‘T@c‘ktS‘OBche e discovery

preservation notlc s and surve 7] Next,

manag?ﬁél qglg & as%én@ac?oro&llénaéglg add@ sga%l'?treﬂjfl%tﬂe g?heiﬁltg%% h?}{'csted for

ronlc serv

I the cust odi an een ter ,or a

the cagbpBbuag TTUEUSH 3 ORI R RS Dot barioh e gai ffes B
as shown _in Block 424, supplenental data na

custodizgs.t Flock 449 eprarnty Hisrdefeamitatiom hal st dg anage AL %Whei%*fre isa
as required, as shown in Block 426, and then the

matter\pa jusbuease o there isor mafbir beeauae prasaryailop Aighcas are s required, for
el ectroni c di scovery managenent server 110 for

exampb) foreantandit, thén the process tvaltlinzyve straighteto thsinglabivationof Bate cillection.
428. On the other hand, if it is a matter, then

On thepiteg @aid if therelioinatterSragtice tHak Gukt b eake, fhie thefopsation afprefepvation
in Block 410, a preservation notice is sent via enai

noticeiﬁr&ct@re&l»h%tsﬁ&h@&]@lbd@g‘ﬁi odi an stand-in. As shown in
Bl 412, the custodi an may then be inactivated from

he c
[0011§] beaggelé}ect 4 ndtie RORBwh GRARRK 3@'@1&:&%&6% the 8§86 dians

to ron1i ustodi an. In the future,

ot )5 o PSR 2 4 S0, SABER s
s A

managenent server 110 as to whether a rv

remingeg aﬁ‘i“‘reéép U iRl FOUSeHRRY e sont pyer ekt sy Trping pustodians
that in alternate enbodi nents the decision on_whet her

about thg presaiyatiomsuntice gndferremind ¢rstpdians foofill oy sguieys. nWithgegard to
preservation notice. In such alternate enbodi nents, if

surveyshia thagvertya susveyrie tpauiredior desireds pedvedingte Bloch Adb asntvepis created.
the preservation notice and, thus, accessed

The susvethiyineaned n thy cdsh prafils e ease dhlﬁbaseslm.vﬁy shawn in Block 322, it
required, it is transmtted in conjunction with a

is posdPb16 &P énaBlc! tROIsUHAS 31 6 ®e aftitthell RardinEMShRted MEthOBE bRE4reMidB)otices.
the electronic I Scovery nanagenEnt server

[00114] Next, as shown in Block 324, the e-discovery manager may release custodians

from the matter to the case, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122 accesses
the custodian profile, determines the data types and location to be collected, and initializes the
applicable collection tools to go collect the data. Once the data has been collected and a unique

barcode has been assigned to cach dataset based on the particular custodian and storage location
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110 and stored in the database server 120, as shown in
Bl ock 416. Rem nder notices for the 47 preservation
notices and surveys nay al so be transmitted to the
custodi an, as shown in Block 420. Next, once it is
tine to collect data, the custodian is rel eased from
the matter to the case, as shown in Block 418, and
the various collection tools are initialized by the

from weid@Git 5:96Th&ed]ias SRl M BB IBE R REarSefeé prédidudlPbtored in the case
collection of the custodian's data, as shown i n Bl ock

profile?¥8} bel z@si%!iﬂdsto IR RERSSDasdd 6 the HpRfindRuctioRd I‘ééz!tlrgﬁlg Ik deBh terms.

Unified rectory 122 1s accessed i n order
r
These G BRI apbid @R A LRNB MBI 0o B SRR Ao
custodian's data is collected. [00119] Referring
Y8& 8 and 9, fl ow di agrans are presented of a
nmet hod. 500 for haryest data from vari ous data L.
[00115 o yr ¢ S¥ith fefergpacde W16 1D, 3 ER TRl BFFRSRY 107 BYRnAgHRE pustadipn is
_invention. At. Event 502, the collection of data ensues
providegh dn acgprdepeswitlooep cnpbediragnh of e perser inventiony dlfiest.fas sgpresented by
Dat a Bl ock 506 signifies active email that is
Block 4@, b sustediar isaddertto@xudimn gecasy.singhis oegard, ithee dustedian Atprofile in the
Event 508 the automated active enmail collection tool
Unified BirectpiyelP2rit Bnkcdao teirblecint ensiot maftérguiofilde it drideretd 1@asi the
address. As previously noted, and in accordance with

custodidh 8§Retile, £HROdialBEdrsh AbA1B thaly Y @RpldYBd, ak EhAvit 1061 402,
profile (for a custodian released for collection)

TherefbfRCthE d&fscBPer® ﬁﬁih&ge@% QAfkr %(%{id@:ﬁif?iﬁgiiﬁfoﬁ?aﬁaﬁ%oﬁ@hé Qitodian,

enterprise email servér (1 , then the ectronic

whetheg Ll)tfi? ﬁ'l‘é%ﬁ%@ﬂ%@s?? g%ﬁg q}etéo%{(xlgér 1%6#121%%@%’6&4]9&&#6%5 eetct. The custodian

ect es from € ennl Server

search h gge v}kzllﬁ ﬁzl?hréh d %hﬁt%b.ﬂ)?fpét@% %ﬁé&%@} @g?}nl(lii%ljree (h'g/gg%rto?%l match.
enbodi nents, the active emai|] callection tgol (136) is

If morg.thap pry algh {sbiptpeds the prer iptgriagech] B avill prosen ol mpatghes Aidhgllow the

. server within the enterprise email server 160 on

e-discoygiychanager te betvegitanssocigiedaratile tosdeirsminaihe btendsed kuystdian. In
based on the information included in the Unified

this waj the coreoy cuse®R}ign is afeptified angithé profilroefitied cudiediay is linked to the
including enails deleted up to a designated prior

appropfieteicagt, orfntutteexanpl e, seven days prior to the
collection, and transmt the copied emails to the

[0011630! | e lsirgptEschRi b9 BléckD, th RRc@HRE His€ehBahi28mER_krvES1 10
al so capabl e of inplenenting

may determine whether the particular custodian added is a member of the enterprise “do-not-call

. th
revxew%g%ﬁ

list.” In this regard, there may be an indication in the custodian’s profile in the Unified Directory
122 that the particular custodian should not be contacted regarding collections, and an alternative
contact should be used, such as an administrative assistant of the custoldian. Alternatively, there
may be a separate do-not-call list stored in the database server 120 that must be accessed and

searched to determine whether or not the custodian appears on that list. In either instance, a
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48 bul k requests and for collecting email on a
schedul ed basis, such as daily. The email collection
tool is additionally capable of being inplenenting
enterprise wde and requires no server identifiers or
the like to collect the active email. In this regard,
the email collection tool (136) serves to reduce
security risk. [00120] At Event 510, a barcoding too

deterndiSatiof 4 QAR wiketh@r Sirdd tHeGubiBgiah Eiuld SaGiRecas coMadtéd, and in the
termstaging drive (180) to attach a barcode to the

. 0 : ¢ . _ .
event (ol HobI 7 B iRy (R e PGk Hlmation fo the custodian’s
.. C icat ed. t I - { er-am.

assstefEQEHARE I BEInh ol GE i b AAR0R6A e Ol 1AL or
coll ections server ((130) transmts the barcode

transmiting preservahpn npte ISEP¥ni ¢ di scovery nmanagenent
server. (110) to_be stored in the database seryver )

[00117]120) , Nexdrin agopreanee with Blpgk 40852 defermnaiion, iy mafeby theelgstronic
Uni fi ed Database (122), in relation to the stored

discoven/f oanegernent sayoul 1 0rdsdo phethprcthe austedian las biernadded to a matter or a
Therefore, the barcode can be wused for reference at a

case. Ifatiswm cast then thechastodian nevarified masishdwn of Bioble42fg sepplefiengal data may
the data has been copied to the |ong-term storage

be addad @athe etnedikn frbfil)in thd©nitied DéettonnR2236 ratmired,Ja3@hown in Block
conpares the hashing of the data in pernmanent storage

426, ah@thleR theQlatighd @lleffindobl8 atchBitiatiAAI ByIhélélemonicldovaydnanagement

if the hashing is identical, purges the data fromthe

serveran.tl ??&rr&gllgcﬁiio}{ of g%%ggtodi'gﬁ’s%%pas Q@@g?ﬁgB QK 483, @lﬁ RSt and, if it

out € ne to execute the odi ng tool on an

. change _server ar S IS

is o mfFE AP FlRLCh afiG Re AR, M B LSRR 210 4
enpodi nents of .the. present inventio ne, barcode m

preserpog QoM s deaia St BafGrmogian vt St (SngyR A Block
(i.e.,. case, matter, etc.) %@OlZ;] At Event 512, the

412, thefustodian gnayhen bejgactivatgd figr e saibseavge. Ipg 39ms 1e35ap, dafadoes not
search termset or sets. Wien the search ternms are

need tapproltegted drom theichgjoditn.t lghe futers, ek itierugsdingesto collect from the
including those terns (the "search termhit list") are

custodime therctigdditup wilh be reavtivatwel; asshdwalis Blskd2ad in  the
dat abase server (120). The reviewer nay provide an

[00118]ndi caAftara mrEsehition hotideie sait,aodatemitidl is made by the electronic

discovery management server 110 as to whether a survey is required, as shown in Block 414. It
should be noted that in alternate embodiments the decision on whether to send a survey may be
made prior to sending the preservation notice. In such alternate embodiments, if the survey is
required, it may become a component of the preservation notice and, thus, accessed
simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with a
preservation notice, and the answers are collected by the electronic discovery management server

110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
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di scovery managenent server 110, which may then nmake a

determ nation that other docunents wthin the search

termhit list are nore likely to be responsive.

[00122] At Event 514, the collected and barcoded

active email data is copied to a processing drive for

subsequent analysis. It should be noted that the

nature of enmil data obviates the need to perform
preser2Mioy @6tided Bndisiii ek nitE Gl ol tRnsBittel fethd atidodit, as MownVitBlock

516, the active email data set is |oaded into the

420. NRloysd #1808 toddflect AhtaENe Bhstadi&h 1sﬁ’é1@as@@ﬁ@m~°tﬁé miafer to the case, as
exported to the requestor/reviewer for analysis.

shownli? BizRl Qaahg R \%S‘yllﬁué S e Et'lcgﬂlogl' %% iRiidBLedY grq_g@%(lﬁémﬂshdlscovery

server based enal as enal acces
manag%lnlfmet%tervg efl\ﬁef%$ co(if%c‘&x tﬁ%(%lﬁ%&?ﬁpﬁ?g at | %Lgyn %gioc% 4I2§ 5 In this
th f t th no han i
procesS gheaiiofas i probiss LA 13?4@?‘@2% DR e p detrmine the

enterprise-grade email server having collaborative
variouglogatiging phpredhe eustadiangmayshaye stesedrgin ﬁ%ﬂ%léfr Yehowp in Block 430, the
like. [00124] At Event 522, a barcoding tool is
custodianjs|detrdpcelteciel. a st agi ng | ocation, such as short- term
staging drive (180) to attach a barcode to the set of
[0011990n- exGifkariggtskipwes 8 endd | flovediagtmegre presentet] b€a method 500 for
particular collection. The barcoded data is then
harvesCdiid B6maatoGaduras, et adcordaRe: WithambéEmehts both Peesaitea
network (190) for pernanent storage. Furthernore, the

mventl%ﬂl heeldhB62, 3R MfffectichiDdata' ARRTLES af BEer? 354 Wletype of data is
information to the electronic di scovery managenent

1dent1f%§. \S)ﬁfa ]EgngJkOéOé rr%#?@s a‘,%{l's)ﬁt[ ﬁgaﬂ ﬁ]lat{ 1@ golfje% eﬁ%ﬁ?#%ﬁﬁ{ﬁe sKstem or

or exa cus lan s
n to th

the llkff rf% $‘ﬁ"§{ ? fé%lgt a{e& 82% retn}aél[ﬁoggétfgg 9 g & Wg)ﬁemen?edeto collect email
Therefore t he bar code b ed for reference at a
from lfieatlé?J i baddFStte AR RSP @@45 17 ageordance gt presapt o
the data has, been copied to the |ong-term storage
embodinens efdheusvrationoif p custpdian profilcdorarasiodian sfleqsed iy collectlon)
conpares the hashing of the data in permanent storage
includgs@ntehnail eddngssfal arderhal aagotrti on dhegpitarprisgramad sexveB8( 0 titp the
if the hashing is identical, purges the data fromthe
clectronicalifcogeryl mauggefrib809erved Q1 100 8ibR DhdeMak&toanile@ 2 fileh fom the
col | ected non-exchange server enail data may be

enterprd® 28GR Er (160) by initializing the active email collection tool (136) running on
collections server (130). In some embodiments, the active email collection tool (136) is
configured to access the particular Microsoft Exchange server within the enterprise email server
160 on which the custodian’s account resides (which is known based on the information included
in the Unified Directory 122), copy all email located there, including emails deleted up to a

designated prior period, for example, seven days prior to the collection, and transmit the copied

emails to the collections server (130). The email collection tool is also capable of implementing
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with a specific search termset or sets. Wen the
search terns are applied, a listing of the files and
docunent s including those terns (the "search termhit
list") are presented to the reviewer and also stored
in the database server (120). The reviewer may provide
an indication of this to the electronic discovery
managenent server 110, which may then nmake a

bulk r&d@ERS MMdBE EARANAIMaS NS EcheQaTBARLsSsudh b HATly Mehe @RI EBIlection
termhit list are nore likely to be responsi ve.

tool is EQ&&@@ ’%ta%a{%‘fee@(}a ?h%ﬁﬁlpiéﬂ?enm?% fﬁ'ﬁtb fise WdeAY rn‘éfuﬂ% nd éér\?er

h pes assocl ate non- ex server sed enmal |
1dent1fieasa%)r tﬂaﬁkeatgc gﬁ%&g %Ié?eéa%ﬂvé %ngF ﬁi{;ytg%s E%#é lﬂﬂe?en?%lgc%%lr éétgatélg?& (136)

invention..The encryption of NSF files occurs at the
serves (Q praugeReayrit EﬁI& therefore only the user has the
ssword necessary for decryption. The decryi‘;l on toaql

[0012]] | owoAkByertiaids § percpdng fool dmpigmeniedat p yigging decgtion, such as short-
wi t hout the know edge of the user/encrypter. The
term s@ging Wpre 0180} tsoittaeh & garcmcb thitheset pfemmaiksesulting:figmnles partignlar
the enterprise system creates a database of the ID
collectian. ehe basedal dates thdneodmtl abd semmuticated & the Emgdeamn siptage area
and subsequently decrypts the data. [00127] At Event
network3Q90 )t fiEpsr@dandx el e Fathier@bregthdicbllebiibas Seder (B30 aratkdats the
into the analysis tool and, at Event 532, the data

barcod®ShfolfatRRRe ficfbchOnic iBsch R ﬁfahﬁ’g‘ellr[eﬁt/ $cBVR (1 f0P ko be stored in the
anal ysi s. [00128] Data Bl ock 534 signifies journal ed

databaS@deve %1%'3‘ B °?é Ex%b%u&@&l“i?&g fﬁ@{nl gﬁﬁﬁffféﬁ Dabad (122), in

rep05|tor or the purpose o conpl I ance

relatlolégo {l]ng %{é) e%%?ﬁn%@cﬁ%aﬁo%?@%%&rﬂ%&?%&q ects St° %A{e%éc\?/ t?@ ggrgode can be
used A elerennt pi HHALF G et e 60 Bk Py A b G tpsboen

retrieval. [00129] At Event 538, the barcoding tool is

copied tm&hleelﬁ@gﬁe@a siarage aseanstwerk) (620} the qollections sgever 9%8? gorpReres the

staging drive (180) to attach a barcode to the set

hashingfoff g@rﬁ;t@u perananentessarpgd tagha original Hata ip thetstagingelrive (180) and, if the
col l ection. The barcoded data is then copied and

hashing gnidemticah peges thetdata frapm thetstagmgsdrivet(b3 g eAstueh, hastodmgks
(190) for pernmanent storage. At Event 540, the

performed ébbwtdheungdd haecndedhe hacudied ol apdrsextByngberver and, as such no
associated with a specific search termset or sets.

human {8@F38lior\s de¥@atin BbbaiRME GRickR: M ARRRh&IwitE embodiments of the
i mpl enented to insure that any | oose files

present invention, one barcode may be assigned per custodian, per data type and per event (i.e,

case, matter, efc.)

[00121] At Event 512, the collected email data may be associated with a specific search
term set or sets. When the search terms are applied, a listing of the files and documents
including those terms (the “search term hit list”) are presented to the reviewer and also stored in

the database server (120). The reviewer may provide an indication of this to the electronic
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are properly formatted in a standardi zed format. In
this regard, according to one enbodi nent of the
invention, |oose files are exam ned for rel evancy and,
if relevant, stored in a proper data format, such as
a PST file or the |ike. The nmetadata associated with
the non-standardized files is retained and remains
with the reformatted data files. Source to processing

discovérylrRanageiedit Séro&s 10BYhick thalk @ebAi i@ aQlRtdrMnafion that $tB& documents
files, MSG formatted files and the |ike. [00131] At

within BYeE2hrcR #m Hi&t hRUASRIREy deh@re3finsive. | 0aded into the
anal ysis tool and, at Event 546, the jounal ed data

o012, | SRRk bR SANGRUB LS S Bl o o
i gni.fi f . I P .
s ST S e O 56 L 20 GRS v

collection too] (132).is inplemented to collect data i
the neqdytp RerdIE) ¢TXESign PaY Ohgecrykion gn dhe dafpaist ndt Evest S %th the active email
device's hard drive. According to one enbodi nent of
data s Fedoadsg ario Fhorrnalyie Lqob e, a6BYAnb 018, G daotct iaypastsd o the
aut odepl oyed thus, obviating the need for any manua
requesemtevwevry fermpalysidi scovery manager or the like. In
ot her enbodi nents of the invention, the | oca
[0012330l | e@dtoBlocb6D0 §igdf)s othytieneaxphoige server bagd dnedlt sidhtagemail
fromnetwork storage. [00133] At Event 552, the
accessQPthFRGh BG1iEAQkrves chlEboRRE hfiflicaiond skchad Loths NE&R @fthe like. At
such as short-termstaging drive (180) to attach a

Event 9B Q@€teR{e0 of B8 oty 9 tyb%%lsoc?a%&j\@{tﬁn&?éﬂh_ﬁﬁg%@éﬁ%%sw@mail is

particular col'l ection” The barcoded data 1s then

- r 1
i L S
ol Lected and ﬁgr oded |ocal PC data may be
asaLéE%%@P@Péﬁ“ﬁ?r %ﬁ%%ecific search termset or sets. 52
00134] At Event 556 _source-to-processing.is
00124]pl ot {

Fvept ¥28- 3 Precpding 198t is implemgnisd ak 4 staging loration, such as short-

properly formatted in a standardized format. In this
term stagina ddve déLbioditad & barends te tissel afman-caghangheerves gmal resulting
| oose files are exam ned for relevancy and, if
from thegpaghicaibir coldtctiore dThabagcaded pan isdtheracopicdrand comswoitatad tathe long-
PST file or the |like. The netadata associated with the
term storyge sica nckavosk {100) for bamanent stoedgel Farthanmdrg, €rriotlsctiohs ferver
the reformatted data files. Source to processing file

(130) tERBMAS fc B od@Mformation to the clectronic discovery management server (110) to
be stored in the database server (120), for example, in the custodian’s profile in the Unified
Database (122), in relation to the stored information about the particular collection. Therefore,
the barcode can be used for reference at a later date to determine the origin of the data. After the
data has been copied to the long-term storage area network (190), the collections server (130)

compares the hashing of the data in permanent storage to the original data in the staging drive

(180) and, if the hashing is identical, purges the data from the staging drive (180).
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be required on EML formatted files, MSG formatted
files, IPD formatted files and the like. [00135] At
Event 558, the local PC files that nay be encrypted
are decrypted using a decryption tool, in accordance
wi th enbodi nents of the present invention. The
decryption tool allows for decryption of the PC files
data without the know edge of the user/encrypter. The

[oo125jecr y pht BRnt @, theicBl&ctddhoni x@Barigh 8érverdnsdil daByMBEbEassttiated
the enterprise system creates a database of the ID

with agf#cﬁﬁy se@3R UrhAkESr st Wikdnaha s tEIlﬁlstal?@ (}&1&%& /a%%% BE @& files

subsequently decrypts t he dat a. ent

and do? Fntgglghfdﬂéq.ho rﬂ'@g{@ﬁs‘gc%aﬁdhstf ﬂllq ﬁ%’g zg'g ?gers%gctemE{hé’ &V&wer
h / f
o SR PR T SRS R IR ften i
stor.age, such as a shared dr| dﬁb E§£ ; "
the eleémw S50 o RPN SEP G U IDARRITHE °% %f@}n%mt at

i mpl emented to automatically collect data from shared
other dgenmenis wifHindhe ssorrbdpran kit ligaeomaredikelydo bs EesepBYR ment
of the invention, the file server collection too
[00126]134) AteEvebeS28thed¥sl Blge dr arimasher Gl tyaes asgocidted wisledor-gxchange
any manual entry by the e-discovery manager or the
server baded emaf) @Had Blay Ak efrepied BoRcryphed usimp@atdtrygtidrowiol, iss accordance
i npl enented at a staging |ocation, such as short-term

with ebédiinRts OF thé@réséSGhvdntiont TTheRna@yPiRincsTIESH Blet bevussedt tif user level
networ k storage data resulting romthe particul ar

and, tHeRrbr8 GhiyQRe uskP BaddfE ALK R Sshi§ FENRByHABA, eﬂh@&@ryptlon tool

conmuni ¢ated to the Iong- tern1storage area network

allows(f&ﬁgﬁ@cgp?é 8?{ ng ut S bwRA ge of tli]lr%élser/encrypter The

storage data

decrypf%@a ? g\dﬂﬁbgﬁ {hag setggf I ﬁ%rg l?lg }%Fl,gttgg)g‘lrgn? %\gsttciné, (oS daBiBase of
npl enmented to i ure | oose fi

the ID 5‘}1% appgatepihgdeta %Frféé toAndsypieaenty depppts the data.
regard, accordin to one enbodlnent of the invention,

[0012?]oos e fAtRvent39, teapnsuchanes sorwr sl dptaggids lqaged into the analysis
rel evant, stored in a proper data format, such as a

tool arfdSAt Bvieh&533; thetdetal sekis expivted ne thadequestarsyisiver &t apilysis.t he
non-standardi zed files is retained and renains with

[00128]he r dbgn Bhicked4 dighiick jduesaledSinta, ceclt a3 ehactronris somgefdeldata stored
conversions may be required on EM. formatted files,

on a rdposadrP frahd Mipdsk lo€ Sagulalbh f@fiplibiRdo tdguRSing Beditd) udhi d¢&he

Securities and Exchange Commission {SEC) or the like. At Event 536, criteria is extracted from
input system and manually entered in a designated third party system for data retrieval.

[00129] At Event 538, the barcoding too! is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of journaled data resulting from the

particular collection. The barcoded data is then copied and communicated to the long-term
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[00140] At Event 574, the network storage files that

may be encrypted are decrypted using a decryption

tool, in accordance with enbodi nents of the present

invention. The decryption tool allows for decryption

of the network storage data w thout the know edge of

the user/encrypter. The decryption tool finds ID

files that exist anywhere in the enterprise system
storag€ ire@h&Svotk debplopp@nhert Brdel). it Foent 546 3RE tlleBd bfi€barcoded

dat abase wth the user/encrypter and subsequently

journaR@GadaRhS, B Rsdd i w{tlQQ dpbtificAearEl & set/dsedshe network

storage ‘data set is |loaded into the analysis tool and,

[0013(2)( por t@tg-f te%l? %‘%e&)%ga Stg E’&E#u@\}g {r%gm?t%@tgﬁia%mé t?lat any loose files
oo A LR R B B i

such Case(r) my be execute n the deV|ces of
the ity fowe e i amined frelev sy an ﬁﬁj VantoHered Hhparonefata
of the invention, the forensic coIIector tool may be
formatggich e PEAITIS or the fkey dhe mstadnie agweiated vath theper-sigadardized files is
wi t hout the know edge of the device user. In
retained@od rataaiaewifh the refarmatied datarfiiesd i Bemee tofpradessingfile otin@rsions may
a conputer watcher tool may be inplenented (not shown
be requiredrnE&EMIL Zprnidtad filka) MBSsfotnated 6l evaind tHedik@det er m ne t he
addi tion or subtraction of conputers to the network
[0013 1@ ased o\ Hveht4h Rhagdinesatfatd &t 14noaed ie metahﬂymtdwm at Event
[00143] At Event 584, the barcoding too

546, tHe?@lLrﬁiI@d‘HﬁQ séfs &g@ﬁ&gﬂoﬁﬂe QG RtdrRARicwd b zﬁﬁﬁl ysis. hort-term
aging drive fo attach a barcode to°the set of

[001323 oren ecf'ergﬁé %ﬁﬁ% Li|2t ﬂag@glo ?3§ ngf g 4da‘Paaﬁ6ﬂ1% c%i Personal

ol I ection. ar ¢ en cople and

com B 68 BEr bR B PR B

collecte ar coded . data ma

implemgntedip 5p t&m% f%%ﬁléefftﬁqi 8t2e prAPskat” eﬁfhg dedce’s hard

) L90144] At Event 588 source- to processing is

drive. Apgeirding fr e amboflimaaut af thp iventinn, thedecal ¢qllegion taplmay be
properly formatted in a standardi zed format. In this

autodeplogyed tus, abvieting thg neal fonenyonbowi entbycthe cidiseovenymabdgenor the
| oose files are exam ned for relevancy and, if

like. Inedtier anibpdisteotsef therinvention ke lodd tcallection toal (133umhay BS edployed to
PST file or the like. The netadata associated wth the

collectrtiaf: fidn2 RElVOER #@dd. 1 1 es i's

[00133] At Event 552, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of local PC data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term

storage arca network (190) for permanent storage. At Event 554, the collected and barcoded

local PC data may be associated with a specific search term set or sets.
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retained and remains with the reformatted data files.
Source to processing may be required on EM. formatted
files, MSG formatted files, IPD formatted files and
the like. [00145] At Event 590, the forensic files
that may be encrypted are decrypted using a

decryption tool, in accordance with enbodi nents of the
present invention. The decryption tool allows for

[00134]€CT Y At FRnOS 56l 08reBas-PRIcKssiigdk agleslaitad wi ihfi@elthat &6 loose files
now edge of the user/encrypter. The decryption too

Kk
are prngelgg forhPdd nSSstdrdiRY st inaf N YV Rehrl), 4cB6rdeiR!ts bRE biodiment of

ystem creates a database of the IDfiles,

e EREE e U5 P e IR B R o

the.for i data,.set.1s |oaded into th nal ysi s.t gol .
format, {fgh a3p PR ffe P BEHRE: b€ mefiiaiosselisfd ety B R aRgartidea s i
. exported to the requestor/reviewer for anal.ysis. .
retained gnq Aeppaipsyith fhed g@%déraﬁrfﬁ{ﬂ%- eSOUEF T%IEB?%#& @Eﬁf“éﬁm‘-’m may
such as data residing at discovery sites, for exanple
be requiregdean FMEdprmptted fikes) MRE foppatingldes, BB forpaieds filss and the like.
site collector tool, such as a LiveLink(r) collector
[0013F]ool nisiyEvset B8 thetlechl BE fHénthatendytsenofypladtaesy destyptesl using a
coll ect data. According to one enbodi nent of the
decryptibi el io Accotdmcelivith embodinentsef dal gresehoinvgrtion e rihesleatyption tool
| east a portion of the discovery site database in the

allowsSofkdez&pYieh ¥f the PabASSdath Fethbetithdkidwleddelo theaRe/dictypter. The

revisions of the files. In this regard, the discovery

_. Tes. In thi: f
oo R B e e Bl o e btabasc

the ID tfﬂ%? gssg(::lgtgss Ehg %?tﬁgasg ﬁifhﬁﬁe ﬁ&?fé{l&gﬁé@:{&ﬁmﬁgﬁ%ﬁgge&ﬁ&%%& data.

1
pertal nin es 1sre

nageng S e ab ..In accordance.with .another
roo13qlnod frkvedy o B AP RE daly e R EHPERG Pty £3! A%, at Bvent
callector too] collects the docunents_and . t.he rel ated
562, thegdpcal B Aatagt 1§ SEROTIHAD PhersQperiar (e IHFF SAFAPRSIFy y rename
the files. [00148] At Event 600, the barcoding tool is
[00137]np| enfd4te Block H6hsigpifigs daja fromarctwerk stonegs, sish ag p shared drivp or
staging drive (180) to attach a barcode to the set of
HomeSgpase oMdiventiabe thedtla saresrigbli¢atign toad i 34) krimplamentad| te putomatically
col l ection. The barcoded data is then copied and
collectadarmnfinnh shdredldii westahd'ot HhpeSpacm Acboting® aeeabodinwat &f the
(190) for permanent storage. At Event 602, the

inventio@! the Glleskran dolkatis 21 (134) may be autodeployed thus, obviating the need for

any manual entry by the e-discovery manager or the like.

[00138] At Event 568, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of network storage data resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 570, the collected and

barcoded network storage data may be associated with a specific search term set or sets.
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di scovery site data may be associated with a specific
search termset or sets. [00149] At Event 604
source-to-processing is inplenmented to insure that any
| oose files are properly formatted in a standardi zed
format. In this regard, according to one enbodi nent of
the invention, |loose files are exam ned for rel evancy
and, if relevant, stored in a proper data format,

[0013uc h as Beﬁﬁ;ﬁjdohﬁe%mfd&essiﬂgkﬁl dﬁ[&ﬁeﬂiﬁ‘l @dadude that any loose files
associ ated with the non-standardi zed files is

arc propSHRERREHANH o SRhASMEShat. N tRfeEMBd8dafi3liohd én%dlment of
ource to processing nmaybe required on EM. formatted

o 45 A B g AR s

I d
format G f oS £ 15, S Lty P b Fﬂfi%”f‘ il f}sth%ﬁ% F‘ﬁ%%“l%f’d files i
th / f ) 511 . T
retame&laggréq%g uest 2h the T gnv%pélg{q ns: c Qsélgéeoto Sétg ﬁ]&cgr?versmns may

nprovenent s | n_electronic discover Errbodl ment s
be reqlﬁ@déinrﬁl\‘lwerlﬂ@été@ fijss VIS ieforaptted Ailespih formatéed filgreand the likc.
e-di scovery systemthat provides for data to be
[0014Q] dent i4tilvdnt TTdctie adtwarlestpiage Etbs thnt owy be eurypted arcldectypted using
reviewed and produced in an efficient and
a decryptish i@l fir atdovdano@awitk embodinsats iofi theqndsenteanemtion. p rlihs decryption
system In addition, by structuring managenent of

tool all®wd if&rcR¥¢8HilobasEsd n&ﬁ/oﬂ@ﬁ@/aw&dtﬁmh&u $heOehioledap df that a
and providing for |inkage between the sane, further

| 99
o] 9SS LATHENI 18 A B O el e

createsQJ &Yéb%’%oﬁhéjilf ARY ez{séo?f%é@" tﬁ@da‘%é’:{a&eeﬁﬁlil F{e%ﬂ&f%&@gte{r 91911 52]

one o
|on may be enbodi ed as a net hod,
mﬂm“@?ﬁﬁ%ﬁ?“@%&ﬁ%@ progran1product or a conbination of
he forego Accordin he rese i nvention ma
(00141 ake t ﬁé%w 76+ s Aetr 3@%9@ Lt TR BRI el too! and,
i ncluding firmvare, resident software, n1cro code,
Event 18 the ngtwark siopmss dpigspitis exnmsion fnige semestersviewifor analysis.
har dwar e aspects that may generally be referred to
[00142er ei Matsblack §3fstignifies diastrohigdatarfer foransios ditrfimentsS83f a fonensic
present invention may take the form of a conputer

collectprrtogh, suvhps BdUate®omapbe eaoptud on theeldiatd o inerksttnchiact dqa.
comput er - usabl e program code enbodi ed in the nedi um

According to one embodiment of the invention, the forensic collector tool may be automatically
deployed on the device of interest without the knowledge of the device user. In accordance with
another embodiment of the invention, a computer watcher tool may be implemented (not shown'
in FIG. 12) that watches the network to determine the addition or subtraction of computers to the
network based on ID’s/IP addresses returned from the network,

[00143] At Event 584, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the

54



[ 00153] Any suitable conputer-readabl e nedi um may be
utilized. The conputer- readable nedium my be, for
exanple but not limted to, an electronic, magnetic,
optical, electromagnetic, infrared, or sem conductor
system apparatus, device, or propagation medi um

More specific exanples of the conputer readabl e nedi um
include, but are not limted to, the follow ng: an

artunﬁir%&ﬁédnﬁﬁl' TEOPESIet ABta REHheR SoEtEardl coffifhidtkddas thelong-term
tangi bl e storage nedi um such as a portable conputer

storag@ég@%ﬁ%ﬁ? @D%gp%t @mf%edgmgp%gé tﬁeemrexte& %Marc@ded

erasapl e progr ammab

om0 0 AT R,
e A R R e

that the conputer-readabl e nedlun1could even be

are properly fsmaked 8.3 standndized format- u SbRisdeeae, achIrdmedy P%?IP Sdiment of
printed, as the program can be el ectronically

the inveatpany faode filh are examiricd foraalcuancy gnd.dreleyarinsipied loe praper data
paper or other nedium then conpiled, interpreted, or

formatpsuth asva 88T filoacthe te.i Tha netadbmbbwcintadrveth the hon-standardized files is
necessary, and then stored in a conputer nenory. 57

retainell Q0d bedfaiksonit iR reforngfedatadiies. f Béurcatorprbdrgsingiinay be required on
operations of embodinents of the present invention

EML {0B¥atfeR filds| MseNforaidll 184, T fila8Bd Hks aB@fHclked or
unscripted programmng |anguage such as Java, Perl,

[0014s§mi' | t@ﬂﬂsfe Fs'gb R FofeP§c Filds That HiR) \é%ﬁernS) &ae%%ea using a

rogran1co for carrying out er at

s ATl Ay eﬁi?ﬂ%fﬂgi&éﬁ%tﬂr?s@%ﬁ%e@hﬁn° e depion oo

o R RS -

present invention are described bel ow wi th

The dqce/rpepem@é finds I} filsgviiabpiistiany wasere it 16 RRICHINEP BYstep Gtqetes a database
di agranms of nethods, apparatus (systens), and computer

of the Bp ﬁ%smmmb@ database mtg thrcuserensratesad sehsequeatly dedryptk the
of the flowhart illustrations and/or bl ock diagrans,

data. and/ or conbi nations of blocks in the flowhart
illustrations and/or block diagrams, can be

[00146]p| enerEedt $92, deforehsic dptaegrialvadabintothé amigsis thblesd, at Event

conmput er program
594, the network storage data set is exporied to the requestor/reviewer for analysis.
[00147] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool, such as a
LiveLink® collector tool may be executed on the devices of interest to collect data. According to
one embodiment of the invention, the discovery site collector preserves at least a portion of the

discovery site database in the e-discovery database, including all files and all revisions of the

files. In this regard, the discovery site collector tool queries against the database to define what
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i nstructions may be provided to a processor of a
general purpose conputer, special purpose conputer,
or other programuabl e data processing apparatus to
produce a machine, such that the instructions, which
execute via the processor of the conputer or other
progranmabl e data processing apparatus, create
nmechani sms for inplenenting the functions/acts

files n&da6 bt r@fleviet, thB€coplidsakéss dlds AR @ thdtREIK ofliha ghié Mk@gda
or bl ocks. [00156] These conputer programinstructions

pertaili®ytodhS Aled & réfaffcd th {he clscGRIMRBLREM sRAGRRbRs. EARMatdakith
can direct a conputer or other programmabl e data

anothel Eﬁﬁ&ﬁﬁféﬂﬂ) Vs , Hhe dfs&'ﬂféb'f §f coil&;tt(%rtg rc?)i%&#%@% documents and

manner, such that the rnstructions s (
R e

' | e the function/act  .specified in the fl owchart
(001481t oﬁﬁ"&eﬁ% g’ﬁ&’éﬁog%&?&‘é% lﬁlq‘fmseﬂ] at #lazing lorgtien, such as

programinstructions may also be | oaded onto a ]
short-texmifagiag ddve d8AKP attpthaghansrdsie eashof dieersey sitadgta resulting from
apparatus to cause a series of operational steps to be
the pantieulpoeatieetions Shefpatchdedodntrpig tlean copied ahdcompmunjeatedrmbhelong-term
apparatus to produce a conputer-inplenented process
storags areinétivatk {1 Be) fonpdrmandnt stogagah At Rvent @02ittee anlletteé and barcoded
conmput er or other programuabl e apparatus provide
discoveity&Rs dht madyhelagdteintddnaitt Nepetitio GkdrangtAasétorsagci fied in
the flowhart and/or bl ock diagram bl ock(s).

[0014A) t er netrwa] 604 s%ﬁﬁ?@-%—ﬁch@é’sﬁl%ri@fﬂlﬂl&ﬁ&ﬁé@tﬁtiﬁﬁréﬁ%y%ose files

acts may be conbined "with Operator or human

i . St Ln ) .
wre propBy, ERRN o3l FRTailzcl Rirthol Pk e Bobpilpbodiment of
. _exe ar nmbodi nent s -have been descri bed and.shown i
the in SO A A R R A vty ol FSle B By PP dha
that su odj ts_are rely illystrative of anpd )
fomatnwhﬁégg’gﬁﬁowhgﬁﬁ%hgﬁ%mﬁ atp ASRORIEled A e nmaipndoliged files s
. invention not be |imted to the specific ]
retained sad renpdns Wit thy seformatisd datadess SnBiHo aresessnganplarequired on
since various other changes, conbi nations, omn ssions,
EML foyofitteil didasi MiB63 londatteddiles, IRD fomsited filenadi the bke.t 0 t hose
set forth in the above paragraphs, are possible.
[00150] At Event 606, the discovery site data set is loaded into the analysis tool and, at

Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.

[0015i] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide e-discovery
system that provides for data to be identified, located, retrieved, preserved, searched, reviewed
and produced in an efficient and cost-effective manner across the entire enterprise system. In
addition, by structuring management of e-discovery based on case/matter, custodian and data and

providing for linkage between the same, further efficiencies are realized in terms of identifying,
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[00159] Those skilled in the art may appreciate that
vari ous adaptations and nodifications of the just
descri bed enbodi nents can be configured w t hout
departing fromthe scope and spirit of the invention.
Therefore, it is to be understood that, within the
scope of the appended clains, the invention may be
practiced other than as specifically described herein.

locating ankd¥iding data hd RV HREng ERAMY bfProus LdiflovE witlfiadrRnt
request to coll ect elec%ronlc ata froma data source;

sing a processor to: create a first identifier for

he electronic data; store the first identifier on a

ong-term siorage. ; '
1001535010 | BT hE AR RS A T BB dhay be
el ectronjc,data fromthe data squr,ce and.storing.t .
embodiqd 352 1BrThofl, SYSISPRGERICY BrAgFAT PTodPtt ofFe (amPTRatog 8P Moregoine.
the electronic data are coIIecteg; transfer the files
Accordipglynibe present insntionmay take g fora ok aygtisely gefrware embpgigent
Lon?- term storage network; and associate the files of
(including framreerer esident dafeamsi misre-pedet ¢764 or priembediment compininggoftware
met hod of claim11, further conprising: using a
and hapdvoare sgocts thot mep lgberdl lyntet raftated td heyantak e “$ystops” durthéreore,
el ectronic data as the files are being transferred to
embodifients 6fBie pesksent SivehAgemas tald the forth of & cohputemiragtaingroducton a
file log; and store the file |log separate fromthe
compultdrlr@sdaBle rhdiurl heeihg Bfthputsidds@abRYrédrah icbde edithtliddi ih ¢hd B&dium.
in a database that is separate fromthe |ong-term

[001 533:) ﬁ{) ??Aglﬁ}ﬂgﬁt\ﬁgﬂé Kompute Raa5E BRGiuR] m&y B Bhited | Uik Rfputer-

reques

readable medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.
More specific examples of the computer readable medium include, but are not limited to, the
following: an electrical connection having one or more wires; a tangible storage medium such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory (CD-ROM), or other optical or magnetic storage device; or transmission
media such as those supporting the Internet or an intranet. Note that the computer-readable
medium could even be paper or another suitable medium upon which the program is printed, as
the program can be electronically captured, via, for instance, optical scanning of the paper or
other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if

necessary, and then stored in a computer memory.
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using a processor to: identify at |east a specified
file type fromthe files of the electronic data
before the electronic data is transferred fromthe
staging drive to the |ong-term storage network; and
filter the electronic data by transferring the files
of the specified file type to the |ong-term storage
network. 4. The nethod of claim1, further conprising:

[0015400 USiCEnputRPREEHERbAS Pr catERE Sut dpEREMITiefBbdinichRlof the
for the electronic data; associate the files of the

presen?in@@ﬂtfoﬁ"iﬁé} 1l RudnAtn B6{RctCREAIA! £ApeBr ﬁﬁs'cﬁ?teétl\hfgﬁranhﬂﬁg

irst identifier; and associate the files of _
r 8 : [

languafiy 6tbiad B, PAL Srlallc T, Bt SRETHOLERE' APl prdill code

further conprising. .receivi.ng an . . . . .
for carfythe o enSrats SBPORTERE of Hipmraten inystinn iy lsp be paiiey in

wherein the expected: nunber-of-files |ndicatar
conventioagl procedura RTSRINE P ETEES Sugt o5 Ho | IEEwOHTICE iomeseee or
. that are to be collected fromthe data source. 6. The
similanprpgraepming BPSHAEES, furt her conprising: using a

processor to: determ ne an actual -nunber-of-files
[00155]ndi cdirarodirhertts sfthe pricbens intvientionarbdescalied Heldvewitbfefedence to

el ectronic that were actually transferred to the
flowchariliustretionsshdoableci diapams ofimdthods sppdratie Gy, adibcomputer

first identifier, wherein the actual-nunber-of-files
prograimYHb@RIO Mt By BelRleiitdtAdhi eactCileK dfMBe fid\ecHalt iBSst@BorsPd/or

files are transferred fromthe staging drive to the
block difamt, 8hios LRhBIESRionS 8F ¥BEK in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a proceséor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
mnstructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.
[00156] These computer program instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable data processing apparatus to function
in a particular manner, such that the instructions stored in the computer readable memory
produce an article of manufacture including instruction means which implement the function/act
specified in the flowchart and/or block diagram block(s).

[00157] The computer program instructions may also be loaded onto a computer or other

programmable data processing apparatus to cause a series of operational steps to be performed
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conpare the expected-nunber-of-files indicator and the
actual -nunber-of- files indicator; and provide a
failure notification if the actual -nunber-of-files
i ndi cator does not nmatch the expected-nunber-of-files
indicator. 7. The nethod of claim1, further
conprising: receiving an expected- dat a- anount
indicator froma third party, wherein the
on the exppudtent-ottet arogranmable aphacatoo psphice i cempathrimplemented process
aggregated size of files in the electronic data that
such tHaSthe tigstraeticie Wit @dcidte omteenpatedosattiergeogr8nmbbEe apparatus
nmet hod of claim7, further conprising: wusing a
provid® 5REERS AhplbAenth tRShAEMINIACRRpastiddah 1Kl GwdaR WAd/or block
i ndicator that specifies the aggregated size of files
: r 12 . .
dlagrm%-@ckzﬁ ﬁlt@x‘ﬁ%%l*%o? el P@grdnpnﬁ;ﬁ&nt&hgcp%téﬁmr Gotd #a§ bRREmbined

re act ans red to ong-term

with o€ B R LA 3B 5 RUER ikl Mk bR oo of e

. is determ ned by summ ng the size of each of the files
mventiopynsferred fromthe staging drive to the long-term

storage network; conpare. the expected-data- aoun )
[00158indl o AWBHE Se@in SrEmBIAN) SHDHISTE oY Fecn ﬁ%ﬂb%f{%d;shgwa in the
provide a failure notification if the
accompantying draneings, aiis thbe insigrstenddhatguesemindiments ans npgrely illustrative of
expect ed- dat a- anmount indicator. 9. The nethod of claim
and nol resfrictivdren the bngadiisvangion, and ity thas ipvert@e ot be kimited to the specific
cal cul ate a hash value for the electronic data while
constridtiend addefrads@ndifd $h@wntand dedegibed; Ginke virvas lodrgeliadpes, combinations,
storage network; store the hash value separate from

omissibi nfoldl REtiGHs 2hB SuitiRf{he h SddHRdAtoiNose set forth in the above paragraphs,

are possible.

[00159] Those skilled in the art may appreciate that various adaptations and modifications
of the just described embodiments can be configured without departing from the scope and spirit
of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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storing the hash value in a database that is separate
fromthe long-term storage network. 10. The net hod of
claim9, further conprising: receiving a processing
request for the electronic data that is stored on the
| ong- term storage network; and using a processor to
ensure that the that the el ectronic data was not
nodified while it was stored on the | ong-term storage
networ k by: cal cul ati ng LIs&IM8d hash val ue for the
electronic data while the files are being transferred
off of the long-term storage network; conparing the
seconda hastbdy sdrmstisiy: t he hash val ue that was
calculated when the files of the electronic data were
t r ansfIEFeEAE f dateeques g cellachelsationirglataone data stdree;The
nmet ho ' Wherein the first identifier is a
seri a?usml%r?;dé?#&%l%rto'me met hod of claim 11, wherein the
seri al nun‘mwatémﬂist'mtbﬁﬁidrlﬂﬁthedmtfdmwwﬂta;h the data
request was The thod of claim 11,

wherein t hétqe{% eaﬁrStﬁ@ﬁ%‘gF" MhORETEE HPaZe IPEOEF  dat a

request ed istigbyhelditrdaic@ala@9U8Rbcting4- 1&91%%?1&&%@ files of the
claiml, wherein the data réquest IncludesS a fil

electropis; dafasfrom dhy dagp soprre apfl sleting Hiedilersanea staging chwmtaémli of the files of
theeleEﬁ’SfHEBéthQ&coﬁ& 1put device configured to receive a
data request, ér ein the data request conprises:
i nst ruct i onsmsfer theFilesof thel ebetroninidatadminathe saging deaé & the long-

tE:rms%ource instructions to filter the electronic data to
OLRER f1F Wl&t ?east one file type fromanong a

plurality afsobiateaBe filks bhhe @654 0AE wiRlRe iR dentifier.
instructions to transfer the files of the file type to

a | ong-teen storage
2. The method of claim 1, further comprising:

using a processor to:
collect metadata from the files of the clectronic data as the files are being
transferred to the long-term storage network;
store the metadata in a file log; and
store the file log separate from the files of the electronic data by storing

the file log in a database that is separate from the long-term storage network.

3. The method of claim 1, further comprising:
using a processor to:
identify at least a specified file type from the files of the electronic data

before the electronic data is transferred from the staging drive to the long-term storage network;

and
filter the electronic data by transferring the files of the specified file type
to the long-term storage network.,

4, The method of claim 1, further comprising:
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networ k; and a processor being in comunication wth
the i nput device and configured: create an identifier
that is associated with the data request, wherein the
identifier resides on the | ong-term storage network;
stage the electronic data by collecting the files of
the electronic data from the data source and storing
the files on a staging drive; filter the dataset by

i dent i fsighGprb&i@sdritd:es that are of the file type;
transfer the files that are of the file type fromthe

st agi ng dr iovesate dsecprd Kepifier forths degroniredatist wor k;  and

associate t r f ] Ll :

S peCurth, (REClAIE AP ont O B8 lephipildf 1w
the firsiideméfier; bk processor is further configured to

validate the datas by: determnj the nymber of ..

(1 es t hat TRFBUGEE diaeie) e Seeaphie Aa the) Ao{io! Comgpisptign files
with tiels@fcdadaginenr kK; and conparing the nunber of files

that were actually transferred to an expected nunber

of files. 63 17. The system of claim 16, wherein the
pect é{#ﬁ? i 7 ek 8 ehved froma third
p‘iﬁa(irty.ﬂ%&#i egfs,cgé{ner’n 0 cl%rlﬁﬁ‘wq%%é,l wherein the
expectrectivingbe expettefl inhmber-efpfiles awdicator fiwm mihird gartpfwherein the
files, st d on. the dat oqurce th are. of. the.file
expectpRRAROIr gy Aiector FREE (e e Wb o e SokThg Rt datfthat are to
be colldSed Tom thy diteemate.cl ai m 16, wherein the processor is

further configured to provide a failure notification
if the nunber of files that were actually transferred

does nffe MBLG oA d8m £XRA%E eSnpidrRer of files.

using a processor to:

determine an actual-number-of-files indicator that specifies the number of
files of the electronic that were actually transferred to the long-term storage network and
associated with the first identifier, wherein the actual-number-of-files indicator is determined by
counting the files as the files are transferred from the staging drive to the long-term storage
network;

compare the expected-number-of-files indicator and the actual-number-of-
files indicator; and

provide a failure notification if the actual-number-of-files indicator does

not match the expected-number-of-files indicator.

7. The method of claim 1, further comprising:
receiving an expected-data-amount indicator from a third party, wherein the
expected-data-amount indicator specifies the aggregated size of files in the electronic data that is

io be collected from the data source.

8. The method of claim 7, further comprising:

using a processor to:

61



20. The system of claim 15, wherein the processor is
further configured to: calculate a hash value for the
files of the electronic data when the files are
transferred to the | ong-term storage network; and
store the hash value in a database that is separate
fromthe long-term storage network, which is where
the dataset is stored. 21. The system of claim 20,

wher ei n t heleRRFEe 96 QbtuhlSdatarh&\ek irdesafdr et Ssbclfes BitSgbRpated
that the files of the electronic data were not

size of ey th?téﬁprwtwélwflfeip@di 1g the ghectionis dlatacnghthat Feeepstustly Wﬂferred to
the lon?y[ éﬁét%ﬂ( &d%@éa%fh@ed%ﬁb ?ilréf ?defnﬁﬁeII Grﬁelfe tfi8 a al-data—

ronlc data when the l'es” are transferre
amounp hl‘dlaator tmtdrmmgsdtbefrsmnsung thgeizn ef gash lof therfdesdoampferred Gom the
al ue Orf{_he previ ously cal cul at ed

stagmg]%é\f?scegf 8ng— eg& storage nie

compare the expected-data-amount indicator and the actual-data-amount
indicator; and
provide a failure notification if the actual-data-amount indicator does not

match the expected-data-amount indicator.

9. The method of claim 1, further comprising:
using a processor to:
calculate a hash value for the electronic data while the files are being
transferred to the long-term storage network;
store the hash value separate from the files of the electronic data by

storing the hash value in a database that is separate from the long-term storage network.

10.  The method of claim 9, further comprising:
receiving a processing request for the electronic data that is stored on the long-
term storage network; and
using a processor to ensure that the that the clectronic data was not modified
while it was stored on the long-term storage network by:
calculating a second hash value for the electronic data while the files are
being transferred off of the long-term storage network;
comparing the second hash value to the hash value that was calculated

when the files of the electronic data were transferred to the long-term storage network.
11. The method of claim 1, wherein the first identifier is a serial number,

12, The method of claim 11, wherein the serial number indicates the year in which the

data request was made.
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13.  The method of claim 11, wherein the serial number indicates the type of data

requested in by the data request.

14.  The method of claim 1, wherein the data request includes a file path for retrieving

the electronic data.

15. A system, comprising:
an input device configured to receive a data request, wherein the data request
comprises:
instructions to collect electronic data from a data source;
instructions to filter the electronic data to identify at least one file type
from among a plurality of files in the electronic data; and
instructions to transfer the files of the file type to a long-term storage
network; and
a processor being in communication with the input device and configured:
create an identifier that is associated with the data request, wherein the
identifier resides on the long-term storage network;
stage the electronic data by collecting the files of the electronic data from
the data source and storing the files on a staging drive;
filter the dataset by identifying the files that are of the file type;
transfer the files that are of the file type from the staging drive to the long-
term storage network; and

associate the transferred files that are of the file type with the identifier.

16.  The system of claim 15, wherein the processor is further configured to validate
the dataset by:
determining the number of files that were actually transferred to the long-term
storage network; and
comparing the number of files that were actually transferred to an expected

number of files.
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17.  The system of claim 16, wherein the expected number of files is received from a

third party.

18. The system of claim 16, wherein the expected number of files represents the
number of files stored on the data source that are of the file type and that are included in the

electronic data.

19.  The system of claim 16, wherein the processor is further configured to provide a
failure notification if the number of files that were actually transferred does not match the

expected number of files.

20.  The system of claim 15, wherein the processor is further configured to:
calculate a hash value for the files of the electronic data when the files are
transferred to the long-term storage network; and
store the hash value in a database that is separate from the long-term storage

network, which is where the dataset is stored.

21.  The system of claim 20, wherein the processor is further configured to ensure that
the files of the electronic data were not modified while stored on the long-term storage network
by:

calculating a second hash value for the files of the electronic data when the files
are transferred off of the long-term storage network; and

comparing the second hash value to the previously calculated hash value.
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