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1 DESCRIPTION DATA PROCESSING APPARATUS 5 Technical Field
The present invention relates to a data processing apparatus capable of
encrypting subject data in plain text to render it as encrypted data and
then recording it on a predetermined recording medium and also
decrypting the encrypted data read from the recording means, and
applications thereof. 10 Background ofthe Invention Nowadays, security
relating to information is becomifg:iegasipgly important, and there is
significantly growing demand for the above-mentioned data processing
apparatus capable of encrypting the data of which contents should not
desirably be known to tﬁjrd#g ggﬁg to, as, "subject data" in this
specification) and recg%i &i r%fg%g ' é% Mhile various
encryption techniques are proposed and put into practical use for the
sake of keeping the subject data secret, it is difficult to prevent code

T ‘F&hﬁ‘?}gmpletely. In general, the subject data is encrypted and

recorgR, QRIS RERkRGLIRITRY g%ga&g;%%%%ggt fégb?ﬁt%?ﬁgpﬁng

predetermined number of bits and recording e
supjecietaiafitpiadutarate eactypited reppttivdiia hodnisthereirling A on a

edetermined recording medium. In the case, of encrypting each, piece of

PSR 2 PR s e s Alra deromive e SREHAGH S g Srem the
regetidipthesscehd ipiaigasibmdgsendered very complicated to prevent

the code breaking, and the key is also strictly managed so as not to be

known to the 25 outside. No matter how complicated the algorithm is
BIARAGIRE A RVERLIDG key is changed, however, itis relatively easy,

once the algorithm and key are known, to break the encrypted data by

usindiemadayosithwitnelkiyg 2o Hfermmientorbdoersing stuthadmng typtionnt, and

technology for many years and preyiously invented g data processing
A i P A S EHEP6? (Rtng Spparatus

-capable of encrypting the data of which contents should not desirably be known to a third

party (referred to as "subject data" in this specification) and recording it on a recording
medium. “While various encryption techniques are proposed and put into practical use for
the sake of keeping the subject data secret, it is difficult to prevent code breaking completely.

In general, the subject data is encrypted and recorded on the recording medium by
cutting the subject data by a predetermined number of bits and recording encrypted data
having pieces of the cut data encrypied respectively bound therein on a predetermined
recording mediwm.

In the case of encrypting each piece of the cut data of the subject data, predetermined
algorithm and key are generally used. This algorithm is rendered very complicated to
prevent the code breaking, and the key is also strictly managed so as not to be known to the
outside. No matter how complicated the algorithm is rendered or even if the key is changed,
however, it is relatively easy, once the algorithm and key are known, to break the encrypted

data by asing the algorithm and key.
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and key for performing the encryption and decryption. This technique
successively generates at least one of the algorithm and key for 5
performing the encryption and decryption. Even in the case where the
algorithm or the key is known once, the algorithm or the key or both of
them change thereafter. Therefore, strength thereof is much higher than
conventional encryption technology. As for this technique however there

is aﬁﬁéﬂﬁ%ﬁ?&ré@@%&ﬁ%&%@é&w ﬁt%g{éﬁe%}?f CV)VpQé&ouszy

may be predictable how the alg
mvehtai geiftomamosing aﬁmstua ﬁoossdmﬁwﬁp@mgemm@n bs,m mhwdﬂ:ﬁetgl@rimm
solutely zer ect 0 resent invention is to improve the
aﬂ‘gc}é% Fa& ﬁqﬂ% aer‘é‘f ?8P %‘?‘f&c?f?é)fﬁ? e subject data in plain text to
rendgidtanansinteddRtand daea ding: ik ol Sorirdgierinesheeq ding

medium so as to reduce the possibility of having communication 15

PeTRYERIEE Bir A0S AR COREIRSIORe ofttif A/ EStieRc T ek ey ol grEtbhj estthe key
is BGINYSRLOMRNR LG RIRREIR JIS ISR A REE 5? feL% yeationanda .

third invention described below. 20 The first inventi e present
strangrihiereds ms&fmtomghaﬂ‘thanr&mmm maﬁatmmhaskjgg apparatus

incl d| ncr ans for tln data in plain text b
s IR e S b T A,
or E@%rwmmau ROPHliDgameans i&ewamﬂgegdﬁﬁ aneppied:dait @nflem

decrypting means for decrypting the encrypted data read from the
FgAveahs biPusiAg2Es - nridnem ankerdy adbadussly gy phiedptely
I{Qe encrypted data to render it as the subject data, comprising: solution
generating means for sequentially generating new solutions in

predeterryrciart tim'mgswt assighimgpasngoitiois thia predetbrgupedatus for
solutlo ratln orithm capable, of generating a new solution by
en B AR A PUHE BACHUETONGL oniaiet it e o &

, prdM}fi@ﬁ mgﬁme@m RN IR FRESS B o PHRYEIC BB Ghication

timing by using the generated solutions; and specific information recording
brokmp #8RiFdasing specific information for identifying the algorithm used
when encrypting

Disclosure of the Invention

To achieve the object, the inventors hereof propose a first invention, a second
invention and a third invention described below.

The first invention of the present invention is as follows.

The first invention is a data processing apparatus including encrypting means for
encrypting subject data in plain text by using a predetermined algorithm and a predetermined
key to render it as encrypted data, recording means for recording the encrypted data, and
decrypting means for decrypting the encrypted data read from the recording means by using
the algorithm and key used when encrypting the encrypted data o render it as the subject data,
comprising: solution generating means for seguentially generating new solutions in
predetermined timing by assigning past solutions to a predetermined solution generating
algorithm capabie of generating a new solution by assigning at least one of the past solutions

thereto; algorithm generating means for sequentially generating new algorithms in
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the subject data in predetermined recording means by associating it with

the encrypted data, and wherein: the solution generating means holds at

least one of the past solutions and also 5 erases the past solutions when it

is no longer necessary to assign them anew. The algorithm generating

means of the data processing apparatus generates the algorithms in

predetermined timing, such as each time the subject data is encrypted or
prdSRENPIERAND RAEOIERA00 SRR 00 SE0RR AR RS Rl oing

the data procesSing apparatts uses a prege't;érmln Soldtion o ame&‘%‘%
38ifrngpatiieaspanfcdhfhnpsish Forsadutiovia dotih sl gattiamgdraliatisgerypting
thalg%ﬁlcithm in the case of generating the solution and also erases the past

& SR SAHBATE1S HEERG SPRECBS S BYRIRE N L Weth U Frapted data
anW WEEHRE BRI RIRKESSIBELARD NS RIECESRME NI SR A RR (M utions and also

algorithms used for encryption and decryption by the algorithm generating
eIRsINE PTH SoMIga RS el dre Retileg srresrs 1Bostarrssigo tttonatidn the case

of gererati e algorithms. As 15 described abave, the solutions are

e Sipdhe AR eah br e RO SN e e
algatecs dnpedbeyniieed rheitipneech st anlicige beaithrendan) Wiensypted or the

Therefore, the data processjng apparatus has the past solutions erased _
eﬂ’c‘sﬁ?‘%ﬁa P ORTEYP ety tme?égeaﬂf“&%rg%%@&mﬁﬁg%ﬁ%%mpﬁwmg

apHREnEARAS KRowe-B-RANEh RABb AT gPALECADRP oM dQLles:

which the solution has traced thereof. 20 For the above reason, there is
solyiigns tnrtfee solusion igpneratin e elgprishine dntheunairssaiogensrathig Gatselution and also
erddQGAE A0 BRRAIAUA NV PR KD G DI R 1 Lo e
above-mentioned solutions mayofil pseudgo-rgndom umbers as ‘a result.
The Idathqprecnssirgiapaoatssiaf #ppapdioyennresiiose ity arfidiforithms
%2 nges the algorithms. However, it ma%é%:so change the keys. The
SR FREBHEPIOR AN fireraRiETR Py S RIEHO oY SeasertnR RieRspy e algorithm

men

 geRbiRInechelRy ﬁ?&%ﬁ@%ﬂmeﬁ?@@ﬁﬂ@o@%&&%@f’iﬁ&ﬁ%ﬂﬁﬁlfﬂgpa@us

including encrypting means for encrypting subject data in plain text by
despsiRedabiresd dhe soivéona o taneraipd by wioddbemaiteolignto rémobeimass, these

RSt el dreqilingmeans ilccoing e, encpiad daie, and
ecrypting means for decryp mguﬂ%le encrypte ,&a%a read fromthe 4

recdfdimefore dresdaw psirgsiesalgetam mdﬂmummﬂmtym@wtef

the en ted data to
. anorrlaer YR

or this reason, even if the solutions at this point in time can be known by a third
party, a third party cannot know the route which the solution has fraced thereof,

For the above reason, there is only a little possibility that encrypted communication by
this data processing apparatus may be broken by the third party.

'The above-mentioned solutions may be pseudo-random numbers as a result.

The data processing apparatus of the above-mentioned first invention changes the
algorithms. However, it may also change the keys. The same effects as in the above-
mentioned case can thereby be obtained.

- For instance, this is exemplified by a data processing apparatus including encrypting

means for encrypting subject data in plain text by using a predetermined algorithm and a

~ predetermined key to render it as encrypted data, recording means for recording the

encrypted data, and decrypting means for decrypting the encrypted data read from the
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render it as the subject data, comprising: solution generating means for

sequentially generating new solutions in predetermined timing by

assigning past solutions to a predetermined solution generating algorithm

capable of generating a new solution by 5 assigning at least one of the

past solutions thereto; key generating means for sequentially generating

new keys in predetermined timing by using the generated solutions; and

>ific_information recording means for recording specific information for

re%;entl%/fﬁg Se@ él)?nﬁéglcfj E\i/\f/j%oer?}méﬁc GRS WhETLCH GRS the encrypted data to
repderligtey thinedjeecdsting MpAs DY AGEOF BdHRG HWiIthdhS SPayRigsdata,

and wherein: the solution generating means holds at least one of the past
o] 6T aBR YT Sans hep dSimmg borssigning ipast roliviogero 2
profSessaRa BRI HRNHIE AMRC ARG APRASIRLNG

first invention may also be the one wherein: it comprise cuﬁlng means
aspiapas etdetnimrfitbepasjeriaitasiiicacprddetesmineg nhimipe Faf shjtedttoly

inle pieges of plain text cut.data and also cutting the encrypted data

B e B R D b eSS BEP b P peciic
infayrmich ierdinryniad @@t@ed&aﬁigvgb;@ﬁfmﬁmﬁﬁ%W%@M%% MERPPused

ada%ed tg encrypt the processing subject data by encrypting each piece
VRTRCHTRIFERE Pl St Aeta it eeiTerinsd redsyding crsairbinesspeiatng it with the
entBslel taas 1R GRERARGHCSRIR HBNG G JSCIYPHDG Mepns, adapled (o

decrypt by decrypting each piece o%%e engryptag'{c? %ﬁt%éaa?a%[%strg%%%ﬁ%%%m
solpdopiaindelaocuastatheanst RoRGi@is whanipisseslanrnectiogMensnsden them

-'ang&pnecting multiple pieces of the encrypted cut data encrypted by the

encrypting means into a series of the encrypted data and also connecting

multifiie pieqes«bihg pligdiad GuhdaadeyiRiadhy e SRy herein: it

means into a series of the subject data. In the data processing apparatus
COBHE Tt e PRGN CaRRRiF SheptHashrovibinst defyby ermdetenained mimber of
bi@lﬁ%yiﬁmﬁmasi@&g%ﬁf@l@@;&?cﬁ%&m&ﬂ@a\féﬁ%éﬁa%". -&%&'”Sté’etl?&aetam )

algorithm generating means may generate the a go% s eakh time the
myiiple pictasoieeeyppiont Tumdydiffesant algobithoibasd gencrathe @relpted data

.o dipedhe processing subject data is encrypted, and so it is difficult for the
I S R T RIS RA §RCry the processing subjectda
by encrypting each piece of the plain text cut data cut the subject data by the cntting means to

render it as the encrypted cut data, and the decrypting means adapted to decrypt by

decrypting each piece of the encrypted cut data to render it as the plain text cut data; and it
also comprises connecting means for connecting multiple pieces of the encrypted cut data
encrypted by the encrypting means into a series of the encrypted data and aiso connecting
multiple pieces of the plain text cut data decrypted by the decrypting means into a series of
the subject data.

In the data processing apparatus of the first invention comprising the algorithm
generating means, the algorithm may be generated in any timin ¢ whatsoever,

For instance, the algorithm generating means may generate the algorithms each time
the subject data is encrypted. Thus, different algorithms are generated each time the

processing subject data is encrypted, and so it is difficult for the third party to know the

. algorithms by analogy.
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The algorithm generating means may generate the algorithms each time

the plain text cut data-is encrypted. Thus, the algorithms are generated

more frequently, and so it is more difficult for the third party to know the
algorithms by analogy. In the data processing apparatus of the first

invention comprising the key generating 5 means, the key may be

generated in any timing whatsoever. Far instance, the key generating

me e the keys each time th bject data is encr d.. .
Thlﬁs?ﬁéz‘f%%\r{é%%%z é%{‘m@an rgeans Hugé gﬁnera?e %ﬁs !ﬁ" onghms 3381 ang E%: aglaam fext

are generate time the processing subject

cﬁ&hmdw:.zﬁrpfdd SWlitiss ﬁ&ﬁ@dﬁ%ﬁﬁ&é@édeﬁﬁ&yﬁ%ﬁlf&qﬁbﬂlﬁm :ht is more

.analogy. The key generating means may generate the keys each time the .

d"‘%?ﬁﬁit?g?%%%’g@?}?yf@ ‘e peie iDL hE M8R%re generated more
frequentlydanghediinMoreditficottiarthe bt DRHYIo b e keys B ting

analogy. The solution generating means generates the new solutions from
meppsHRSKey| DHoTRE srneraipdsnenetimngoliitssy. assigning multiple past
soluy lon. genetating algorithm. To be maore specijfic, either. ,
e e R R R
dagolstmryeatraibhysalgjtitmiavorde ptagene @ith had e [Holdiens. sdoje:t data
._solution gen ratjn%me,ans maﬁfgold an initial solution to be assigned to
18 FRE BN B GRAE RS Sk it BAFhinAmpy chekars §Yealamitions.
Thew@ggjpgisﬁsmﬁg%ﬁ%@rﬁm@@@t@l@&%é&m&%@%&%&@uféréa&a is

invention comprising the algorithm generating means may be any
enfiipiAdationas habexs weampraietipoze fisquahsbritng sosie ds wivendifficult for the

SR ' r& %{%) ta. For instance, the specific information may be
ﬁwﬁ %gé%?ﬁfrln%i‘{se f?t%gq&ﬁﬁ%o@ used by the algorithm generating means
on gEmesalingthemgoiithneaisdgiosrationdddicatingionhabRUMDEEst solutions,
enerated solutions are the solutions used by the algorithm generating

It Py 3Rare B TRluiinRs (e ashars el RS salutions forfha foMtinterasrating
aldbemiala Hro6eAINe RLPHAMMO! JHE fUst HUBRHAR FATHLSING INGKEX may be

generating means may be any information as long as it can identify the

aseneddedow rRiptRcEppRIBGTS ol goitifbt idamics thmiTste frendhssiuticilic
InforRRUAR TR e e MRS P BRI ONE A SEH BV e assigned to the

solution generating algorithm first on initially generating the solutions.

The specific information used on the data processing apparatus of the first invention
comprising the algorithm generating means may be any information as long as it can identify
the algorithm used when encrypting‘ the subject data.

For instance, the specific information may be the algorithm itself, the solutions used
by the algorithm generating means on generating the algorithm or information indicating
what number generated solutions are the solutions used by the algorithm generating means on
generating the algorithim.

The specific information used on the data processing apparatus of the first invention
comprising the key generating means may be any information as long as it can identify the

key used when encrypting the subject data,
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key generating means on generating the key or information indicating

what number generated solutions are the solutions used by the key

generating means on generating the key. The same effects as the data

processing apparatus of the first invention comprising the 5 algorithm

generating means may be obtained by the following method for instance.

This method is the one performed in a €lata processing apparatus for

perfergping.Siep grgg’ga e | in text by using a

predqer(tsg%?nined aﬁ%%%ﬁ%@nﬁgr% a pr';{eg(ilef[%{,}1 rr%tféh(% Igé% r;t%()sgrl(-ﬁ:-}(’n ér‘s ??%%gns used by the
kegrpsrypatid Simtanrepogdingting éndyptedrdatmiriopiadeiaininedteeobdingnerated

ans; and decrypting the encrypted data read from the recording 10
A R L SN LB LR PR ARG ke
encrypéad:da kIR kandrs Haspiheskliephiaias 6Nt e ¢ al-RIRAS R MSising the

apparatus performs the steps of: sequentially generating new solutions in
gt g PR bR as bRoritinsa Sy dbridies beamsibae donrsiance.
solutign, gemsringAgoHibnsaRIPIealasnerating anew solution by
assigning at least one of the 15 past solulti %?sg? er t%?%ag%(sén féfﬁ/rfm){mng steps
ofyenveynting subjecadpsitinplsin tprebip teiny nedetsinginyd ubiog e and a
r&%rggrale%%olu%ions; an,(g recordinF%é]sgecjfic information for identifying the
PIg Gt Lsed %eé’ﬁieéﬁc?ﬁﬁﬂﬁa? AR EETRS S R ALYBIRAifag 1
prégeerdingdnaansihy rasseciating dyiththe epspiedidataand e dadsording
processing apparatus holds at least one of the past solutions and also
sedEltitnsdiey redvd e msaesbaspeoyaid gt render it as
théréﬁw. The same effects as the data processing apparatus of the first
invention comprising the key generating means may be obtained by the
follofvirigthm étto pirfor sestaapeardthisparithadile thepooe pefenmaly ifesetalte new
rocessin aratus for, performing, steps of; encrypting subject data in _
REUE TR W&%@ﬁ&&%ﬁﬁm&ﬁﬁmﬁw Es%é@ffém%a%w
getRridigdensbamenciymrb o atacrAaR diInSIeISNGHI G HaRL At feast one of the
predetermined recording means; and decrypting the encrypted data read
Pagf SN pdbeRin enmearally sensraiina @ eyt sonithmn dekugdetwthintrbming by
usRRRG e DHBECLARTRASENABL I AS e MBS S A
data processing apparatus performs the steps o]f"fnsequen |aFy genetating
algeeithm used when encrypting the subject data in predetermined recording means by

associating it with the encrypted data, and the data processing apparatus holds at least one of
the past solutions and also erases the past solutions when it is po longer necessary to assign
them anew.

The same effects as the data processing apparatus of the first invention comprising the
key generating means may be obtained by the following method for instance.

This mefhod is the one performed in a data processing apparatus for performing steps
of: encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data; recording the encrypted déta in
predetermined recording means; and decrypting the encrypted data read from the recording
means by using the algorithm and key used when encrypting the encrypted data to render it as
the subject data.
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* peneTatng mécdns foRFRAUERE

solutions in predetermined timing by assigning past solutions to a

predetermined solution generating algorithm capable of generating a new

solution by assigning at least one of the past solutions thereto;

sequentially generating new keys in predetermined timing by using the 5

generated solutions; and recording specific information for identifying the

key used when encrypting the subjectdata in predetermined recording

mea lating.it. wi ted.data, and the data processi

D e R o
sopdions dhutieds auhbred tisning foy geigrece psanoioteasignthedeeneed Reution

sec%gd invention of g{s lication is as follows. 10 The second invention
BT IS D PICAtB T 18°8 G0 Ag A SAHER Marewpenidapstons of the
PaBiSGaGIAY BBRMD UAhSHRIBFEA R PIRIR Ik BY MalGARIRASIRIAY RS Dsing the

algorithm and a predetermined key to render it as encrypted data,

EePEERSTitRI U a6 Fererbrging pidcdnirmpprtiondiatcidemié ogrpthey wehmben

E’ﬁgﬁl ting.: P . fr he recqrding means.by .usi
cjnthe alggfnﬁh%%gﬁgcfe@é;% e 3\? en e%r%%@cgg%%r%aﬁ%%a@%%%%fg cl)%il the

engerpdet dats 4hé ibalisetdatessinkiabparny pisldn uttipder piecestf Hher solojesits and
al data to render thTm asé%? encglpted data and decrypts multiple pieces of
The Eren bR SEETR T ELINE BPJOPSRE BICesiHa D AEnen BB RS e of,

the appacaiug BRGHISIRYHEOUIINR 88N AT atiRgiIgIRans for sequentially
generating new solutions each time the subject data is encrypted by

assighfrigeadinyrationsters pretiettaminediaeintivessasapning s doitding
endIARARARISR @9%@@@@@%&%@ g{e‘%%nag%%y}gﬁé eadne gl

past solutions thereto, orithm erating mean sequentially
alggeitteradiop revd ttgoiithdissp achetidee ithe eaubjpetidata, isaiaypiaeahyfor
using the generated solutions; second algorithm generating means for
e e BN Ay L A RS P 0 R S Ha<Be onErRRe s rad
frofReHiralcaaaE e OaNRRSIRAY @@eﬁﬁ%mrﬁ@y@ﬁ@a}i{é@&%ﬁﬁ!ﬂ $he
es

decrypted by using the generated 25 solutions, and wherein: t Olution

CnGERE ERASTHbIashatsee clitaov thehsastasiutivhiplantcisof shasebject

daih _ i i r necessary, to,assign th anew..
e BT P g o
in theserarerdusestite cakesivhergpiiehtieges, the kayssas wihgHedistolution

invention. a The second jnvention, in this case is a data processing
%tﬁs?aera&ng new solutions each tirne the subject data is

encrypted by assigning past solutions to a predetermined solution generating algorithm
capable of generating a new solution by assigning at least one of the past solutions thereto:
first algorithm generating means for sequentially generating new algorithms each time the
subject data is encrypted by using the generated solutions; second algorithm generating
means for sequentially generating the same new algorithms as those generated by the first
algorithm generating means each tﬁne the encrypted data is decrypted by using the generated
solutions, and wherein: the solution generating means holds at least one of the past solutions
and-also erases the past solutions when it is no Ionger necessary to assign them anew. .

The above-mentioned second invention changes the algorithms. However, there are

also the cases where it changes the keys as with the first invention.
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means for encrypting subject data in plain text by using-a predetermined— - -

algorithm and a predetermined key to render it as encrypted data,

recording means for recording the encrypted data, and decrypting means

for decrypting the encrypted data read from the 5 recording means by

using the algorithm and key used when encrypting the encrypted data to

render it as the subject data, which en@ypts multiple pieces of the subject

data . ncrypted data and decrypts multi ieces of .

the ey e e R b e ror peine
mtesdpparatgsiognybisingatadiutian gendiaingyaeRasfamaRAussiali and 2
rg&qﬂeratingl%gw solutions each time the subject data is encrypted by

PrESE PERTLHIETAS BT BrebidtbrrRdeg msRJensemas the
englgprinaasaRAtiecohaenarAng B RY-vBRIIAR By ARRIGNING ALle %h?l 3

of the past solutions thereto; first key generating means for sequentially

reRRIA RGNS &V Weiys s aheoritbemd kbjostedaihis enuytiesithy asiygttdelata to
generated.solutions. se k nerating means for sequentiall

" generating thgjsam%tg’ne‘%w%%/%%a%%%gls% feé rated Eéﬁ'n%%ff& E%S%/m render them

asgenereiptednzansndathnypie thetphcrypiacfiaia dackpaeraypietdny susibarder as
the rated solugjons, and wherein: the solution generating means

th%%fﬂgs?%%%%%ﬁ% %F‘tﬁ‘éf’&%?%ﬁ‘mfk&ﬁgoami{l% srhdian g ratnE SlawRor
seYReRalliS:BeIangeh-REEA8EaRY LQ-ASINbem ARe e, t%%%%ﬁig&ng

apparatus of the second invention is similar to that of the first 'inve

pagiSplatiens o dgusdssroyrctheolsion Renefdinglooritmdeptbing teeerating 2 new
i t ed when encrypting, the subject data. This is

o 8 5 ks e pueans for

segreotjaity gendtiple piesekest thelstibjedtedatada madRIiaspentyRiag dala

and decrypts multiple pieces of the encrypted data in the same order as
ge eéat%(?&

P BP R RSO T SRSTA R gRT RPnSgerRtialin g heateahel spee new
kelf@XsURHR! MHaFRe BRI A8 B3 H06E3 IR0a R - 2P AAIYS- A iR serand ;.

invention generate the algorithms and keys each time the subject data Is

- degryprspbbahripibetranstaieth solysionio renihwhiks ide try stibtioth edateting means holds

at IERESSSING:A @{%‘?ﬁ&wgﬁ ds,aeicond\inv ntion generates the same

algorithms ar[\)%[?i keys as those Used W esérr‘%%g?%rgrﬂl%%gﬁew ) BB (e
nefehemforesdize teta presessing apparatus of the second invention

seq Li%ntégl!y . N

€ datd processing apparatus of the second invention is similar to that of the first

mvention, However, it does not use the specific information for identifying the aigorithm or
the key used when encrypting the subject data, This is related to it that the data processing
apparatus of the second invention encrypts muliiple pieces of the subject data to render it as
encrypted data and decrypts multiple pieces of the encrypted data in the same order as the

order of encryption thereof.

The algorithm generating means and the key generating means of the data processing

apparatus of the second invention generate the algorithms and keys each time the subject data

is encrypted respectively.  When performing the decryption, the data processing apparatus
of the second invention generates the same algorithms and keys as those used when

performing the encryption.
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generates the same algorithms or keys as those generated in the past.

For that reason, it is not necessary to use the above-mentioned specific

information if only the multiple pieces of the encrypted data are decrypted

in the same order as the order of encryption thereof. 5 The two data

processing apparatuses of the second invention have one solution

generating means common between the first algorithm generating means

and %e@‘fgreglﬂgamg%@&ﬁﬁg%gg&m%%@ge%&%(gi'gﬁ%ﬁggﬁgégg tially

means and second key generating means provided thereto. 1t iS also
geperits|therrome wigotishpne vicke pees shiuti gangenedatinig: paeanFor that reason, it is

orresponding to.the. first algorithm generating means and second .

RSO B ae ATy REIOPE, SRRV O TRE AR B0y Pl pieces of
theerhpRItiSRceRdHeYpaslaraiNanPSRRS LeaREGINE T A'3PRXanpleOf

the former, there is a data processing apparatus including encrypting

mean3TEVRAEH BRRG Singeeramttst plahe serong nsmgienfatatarmiivson
salaoiimand anredeieined AYIQ IRt L83 SNGIYRIE 083 cocong

recording means for recording the 15 ehcrypte ecrypting
%}Ikﬁ;ﬁéﬁn}g mn@etilm;gzm WMW m?shﬁtﬁrmcﬁdi ﬁgtyrgﬁdwit@mg
using. ori and key us en encrypting the encrypted data
e R S e R A EREAr FUTHE Bloce bpigteraing

meai3jesireaisninensier hemaasihe earavniss daiaand dechpis.muiiple
pieces of the encrypted data in the same order as the order of encryption
EUMETEBE Mg Rt et AR gt Festasaradnegeemratntsacend dpgaerating
méggqgg%[@gb(,‘gﬁnerating new solutions each time the subject data is
encrypted by assigning past solutions to a predetermined solution
generatingzigoiithfitoapate,chgerierating movessirgobpianty Rskigninendtypting
mlgﬁ; one of the a%t.sol tions thereto; first algorithm generating means
or seq ue%ﬁk}%@%é?gﬁ DA SHhSuEER Rﬁ?@%ﬁ*@%ﬁ?ﬂ Qfifyngnd a

prefusyRineineyusing deeisalulionprenarated vineditst SR HQRrding the
generating means; second solution 25 generating means for sequentially

engeRihiRG trd SerTEniag Wens derdasrmese Germacaptedylatheesidsiom the
reSSHHE R BERSA NG MIGE IR UNEHEP SO WRIELANA B ABRVINER Y duta 1o
assigning past solutions to a predetermined solution generating a 6%% nm
rerdgoatre bf geblecating. avhinlv esctyticnrotiaksigaingdtirasbare dithe ead: them
a <i%trilgns %h ég%g; sgﬁond alfgoriihm generating means for sequentially :
generatng e eame hewergah %espé%‘:?ﬁt?gé%ﬁgﬁé?&&ﬂi B9tiHR Ficssatne order as
the order of encryption thereof, the apparatus comprising: first solution generating means for
sequentially generating new solutions each time the subject data is encrypted by assigning
past solutions to a predetermined solution generating algorithm capable of generating 2 new
solution by assigning at least one of the past solutions thereto; first algorithm generating
means for sequentially generating new algorithms each time the subject data is encrypted by
using the solutions generated by the first solution generating means; second solution
generating means for sequentially generating the same new solutions as those generated by
the first solution generating means each time the encrypted data is decrypted by assigning
past solutions to a predetermined solution generating algorithm capable of generating a new

solution by assigning at least one of the past solutions thereto; second algorithm generating

means for sequentially generating the same new algorithms as those geﬂerated by the first
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algorithm generating means each time the encrypted data is'decrypted by~~~ - -

using the solutions generated by the second solution generating means,
and wherein: the first solution generating means and the second solution
generating mean s hold at least one of the past solutions and also erases
the past solutions when it is no longer necessary to assign them anew. 5
As an example of the latter, there is a data processing apparatus including

al g&l‘fﬁ&ﬂﬂ%&%ﬂ&@%&%@%ﬁ%@%@ be.‘?é:ﬁ?ge%t %&Ip‘%g%l/ a@{%{:}ﬁ@%&é# %ngg (’%he solutions

predetermined algorithm and a pre ine

- geancripiteyl thatecoadandungnpeansdap iecaidigathe e RACHHY BekHRIRRAGenerating

decr%(é)é: means faor decrypting the encrypted data read from the .
TR B B B AR RE aRp ThTar aiiei%al erm anpRé e Aasy plitions and

alﬁb%@%ﬁ@@%ﬂﬁ&ﬁ@&%fﬁéﬂ%Es%@%dﬁ@e?ﬂ@@ﬁagﬂé‘at%mﬁ%ﬁﬁcﬂw

multiple pieces of the subject data to render them™ as the encrypted data

and Q& PRt Epleties Bicthédsanbripme chsing pressanelntieg ascrypting
yhtion thereof, the ratus comprising: first solution
R ol BB R A ReceAE s e
D olean qenerating Aot caable of aoharatis o hew 1o ool by
solutign,gener tnga orithm capable o eneratlnganew solution Yy
e L SR B A PR RS DR tBE MRl e e
redBRRNS HRErSAIURR ML A8RSAING AN KAXS 6Rch &ceﬁ,g,%irs s Lﬁ%ﬁ%@&&%&'ém fo

encrypted by using the solutions generated by the f

rengien & atifty ABinss dalecBiNr st yiinling arsarishéonsequingiadlyender them
' olutions as those, generated hy, the first solution
e D A et s S o
theparstes ofi tiomgptiva R6rpsEdpiempirad SAluRRIESNBRNBHMAYERRing means for
capable of generating a new solution by assigning at least one of the past
e RS SHUPRHIR S ARESPO EFE SEF R SHAIT i e by assigning
pa%ﬂ%ﬁé%&@rﬂﬁﬂ%&%ﬁ@%ﬂ@ﬁ %5%8%@ %%l%&er%gggnemmtﬁ anew

generating means each time the encrypted data is de using the

solbiRRi OY S5igniraridenst ons ofebomdss ohltirmg érecatifgstieansnanting means for
eiN; I lution generating means and the 25 second solution

e e e O el e ey enadhs
soliitiorpaehenistidnystvefast itdRhition QBgab AOLassALY JaSS NRRMBARRMNy means
p The data i)rocessing apparatus of the second invention may be the one
OrREHERATY SSRGSty RRsaiRINRARR B Amr iR Bujediraplution
gez%fﬁiﬂé@ﬂ%ﬂ@ﬂ&?%ﬂé‘ﬂi@@ﬁ&%@é@d%i%ﬁe@ %9%%59&1%%‘ Béﬁ)(stoﬁkﬁans toa

data and also cutting the encrypted data into

.precietermined solution generating algorithm capable of generating a new solution by

assigning at least one of the past solutions thereto; second key generating means for
sequentially generating the same new keys as those generated by the first key generating
means each time the encrypted data is decrypted by using the solutions generated by the
second solution generating means, and wherein: the first solution generating means and the
second solution generating means hold at least one of the past solutions and also erases the
past solutions when it is no longer necessary to assign them anew,

The data processing apparatus of the second invention may be the one wherein: it
comprises cutting means capable of cutting the subject data by a predetermined nwmber of

bits into multiple pieces of plain text cut data and also cutting the encrypted data into
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11 multiple pieces of encrypted cut data by the same number of bits by
which the encrypted data is cut when encrypted; the encrypting means
adapted to encrypt the processing subject data by encrypting each piece
of the plain text cut data cut the subject data by the cutting means to
render it as the encrypted cut data, and the decrypting means adapted to
decrypt by 5 decrypting each piece of thie encrypted cut data to render it
: ' : i rises_connecting.means for
R et by e SRS VSR SIER U hrvmrd dae
is entewiptingengued theeeecsgring oidive edaydtedetatgpand piscocanneating data
b néﬂgg%%giee%e of the ?p in text cut data decrypted by the decrypting
Theans ihto A Sdnes St P AbiERt G de 2 6uF e SURBALA AN (IBA Gilipe means to
repdep basmplemepiatdydhs, fﬁi@ﬁ@@aﬁ%ﬁghﬂg whfIShexRmRleselthe by
us

second invention is a method performed in a data processing appara
QeSO AR P the: coptmpsdriy insicerdedarii pidhe psinligrucingiata; and it
alfyregststained algori gig and.a predetermined key.to render it as

encrypt[)%gd data; reco% ing tﬁoé g%%}?%teg da gﬁlﬁf g%%%é%%?n?5Wé%$&%tha
enpnpeing barttiedecrypting tivers oty ptedidadd teash dFiranddhesacosdifignecting

egns by using the algorithm and key used when encrypting the )
e IS ST IEr LR QLR BT oaRE B ARS filthseries o

théhetgatadarocessing apparatus performs: a step of sequentially generating
new solutions each time the subject data is encrypted by gssigning past

solufiBfisaRPRdIRYERticR IS @ lso Rribnrianentediy Ariivwingapetbialof
geneyati LA ' igning at least one of the past solutions .
20 t%gqrg?ge a first ggﬁgﬁgéggﬁ?%%gé%eap% s%qﬂeé%f?%?ﬁ/&g%ﬁ earaa'lzﬁ I%oﬁee:wng
apamm?ﬁmatwf@umequmlgﬁﬁmwed Pt SRGYY @fsin ga
nerated, solutigns; and a second algorithm generating step o _
Pre A SRR Y HSSIREHRTN ERJORERAAETS G Y ateroForing
thdhaciifslealgatiap-eenaiating sleR AachUime the 88K tﬂé‘@l&?}’pmd data read

decrypted by using the generated solutions, and the data processing

B s diBpRerhsrsns beiplepibrsaidtenass ahdratsorppisedithe
ena%w&%%&m&&é%m%tl}gg&%r DECES %é{m‘%e% Sggl?ﬁ%%%‘o%”&‘é’am

encrypts multiple pieces of subjectdatator em as the
prasvesigetpdataoprtidensy pisepruiltipleditabsgeh thaiap asptot:dets Mdheme the
der as the order of encryption thereof. A second example is a

S L HTARLE SO BRRSL SFIBF B Afdgfermined soluion generating

algorithm capable of generating a new solution by assigning at least one of the past solutions
thereto; a first aigorithm generating step of sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions; and a second algorithm
generating step of sequa_ntial}y generating the same new algorithms as those generated in the
first algorithm generating step each time the encrypted data is decrypted by using the
generated solutions, and the data processing apparatus holds at least one of the past solutions
and also erases the past solutions when it is no longer necessary to assign them anew,

encrypts mult%pie pieces of the subject data to render them as the encrypted data and decrypts

.multipie pieces of the encrypted data in the same order as the order of encryption thereof.

A second exampie is a method performed in a data processing apparatus for

performing steps of: encrypting subject data in plain text by using a predetermined algorithm
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performing steps of. encrypting subject data in plain text by using a

predetermined algorithm 12 and a predetermined key to render it as

encrypted data; recording the encrypted data in predetermined recording

means; and decrypting the encrypted data read from the recording means

by using the algorithm and key used when encrypting the encrypted data

to render it as the subject data. According to this method, he data

r ' : equentially generatin .

e S e g

preditionisedracpréticterminenhd detigppenbrating slgofithres@ pallaiaf recording
?ﬁenn ratinﬂﬁige SO utioa%?i) assigning at least one of the past solutions )
TRtetor 8 ?%(ﬁcaé B g“’é’tlgﬁ BrVE8R GRAI G BRSPS T Rag Sonder it as

- thesehidimatiie ubiaahtadaanenmICRRMIRG g g IeIRAtRNS: step of

and a second key generating step of sequentially generating thé same 10

sepRp il Dsesnasas B seltienieas firae Kessybiser detagsstagrymioh tindestbeing

ShSRisd %’;\5 Edggﬁ{;‘!ﬁ’éﬁ 4sing th nerated solutions, and th

P data processir?% apparatus E%%Yd"lsggﬁ%g%tg t%%ea? §S }fﬁ]gmpga ) u%ia & earﬁ%ng anew

sohitorebgises ghin paskssiutions tihpastsidnipde Nge e o BssARyyIQeRSSIfIT step of
them.anew, encr ultiple pieces of the subject data to render them as

t
s e PER S SR R e eeib e arhEa Haedif

getheasanisneides; andiecdmn ol ehenanpliep 4b %@@ntﬁﬁ?’i @&%@fﬁ%‘%@sﬁm

method performed in a data processing apparatus for performing steps
negrkeRtay vt semgetediandhmisriketesensyative siep pretl reertlinetorypted data is

' I ined. r.it as encrypted data;

¢ recording t%@&%}%ﬂgﬁ‘g‘t@%ﬁ%ﬁ%ﬁﬁ% Pecor !II%%D ar%%ag%s‘fsahr? s at least
ond e etingt tdueinosypiba satasesaitidnont tonteasrdieg 20 MeRnRYHESIRGry

the algorithm and key used when encrypting the encrypted data to render
s TR S EPTATe RELR R GE° P athse: i dtsngroceamiy e
endpes@ disaned GRS pa MalisR| e aanetaling SIaPRlSAHE Sl rder as the

enerating new solutions each time the subject data is encrypted by

"f‘geés‘?éﬁﬂ’?@’ﬁ%{lé]@ﬁtﬂﬁﬁns to a predetermined solution generating algorithm

cap i GENGS i lon hy assigning at least one of the past .

soluqt%)kgghereto % a&%%%%%%g gﬁﬁrﬂegggﬁg rg‘lf?ﬁ Ig%eﬁsﬁ%ﬁfﬁﬁﬁg%r ferformmg
stegenératimyptiag sigecitiansie atiitite therstubient-datariseacngptebynd a
usi wfﬁ%utions enerated in the first solution generating step; and a

na soluti

predete O GENETAinY DEFRFS eate ANy e e cfmipag LB new

SEco
préRidiinsaSecording means; and decrypting the encrypted data read from the recording

£

means by using the algorithm and key used when encrypting the enérypted data to render it as
the subject data.  According to this method, the data processing apparatus performs: a first -
solution generating step of sequentially generating new solutions each time the subject data is
encrypted by assigning past solutions to a predetermined solution generating algorithm
capable of generating a new solution by assigning at least one of the past solutions thereto; 2
first algorithm generating step of sequentially generating new algorithms each time the
subject data is encrypted by using the solutions generated in the first solution generating step;
and a second solution generating step of sequentially generating the same new solutions as
those generated in the first solution generating step each time the encrypted data is decrypted

by assigning past solutions to a predetermined solution generating algorithm capable of
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those generated in the first solution generating stép €ach-time the

encrypted data is decrypted by assigning past solutions to a

predetermined solution generating algorithm capable of 13 generating a

new solution by assigning at least one of the past solutions thereto; a

second algorithm generating step of sequentially generating the same

new algorithms as those generated inlhe first algorithm generating step
BB NE e SRAR G815, 1598 SURIGEL Y S| d%ttgb PR .

generated in the secg%?j SO %tjl!lggn genergt&%g stepi,pan ?ﬁ%%ggt%%??deasss%ognd
agpeppa sl sten (dastomeigltizerpasirgpiutionscandvalbpriasessthese

st solutions when it is _no longer necessary to assign them anew,

B R P FERE R e decrypied by
uskncilypielidiaiagnergies e Ridbiledirras el dheensRm e dtadn Bcessing

same order as the order of encryption thereof. A fourth example is a

DRIEHSPRIEBT AR Ml s ProcelEingsapdalseusaens toemastoriwienstepen it is
acAbrRRFRREAG - SUDIRST HAkkin Alain Eﬁ&@sﬁﬁﬂi@p@‘ep@r@g&tgyﬁ%ﬂgm data to
nder it'as e ata,

algorithm and a predetermined key to r ncrypt
repgeoiiinps theameryptediditaann doreretamiingd pecesdifithawmangsandata in the
crypting.the encrypted data read from the recording means by using
S %eog?geroﬁ?ﬁgrﬁ g%%rk%f/%%rgg%c\fﬁe il rypting the encrypted data to render
it asAtlieustijeshsiati, avheteid pliRSala BreasSIR-ARRRS AfvaRREasms: a

first solution generating 15 step of sequentially generating new solutions
PEESER IR P HaESIRRL B Srmiin e s iAgRms sieionined algoritim

pregeiriningd | pesati ithm.c f.0enerati ew
ansolutior) by assﬁtsg%%téggﬁeaast on%goli&%%%é%%%ltaé%%%?ﬁn tﬁ%ré%%’f%‘%gs‘ﬁeﬁl
prejistaraling wepdsisegasntialldgenyetaiithernmwkeyd danhdihadheisihiecting

data is encrypted by.using.the solutions generated in the first sojution .
R o B R o vt o v ebipamge it
thgangsedinga|heRme (e daEOhSIGRSAS ANseaaneratrd: i #e slrstsobdiRfiting

generating step each time the encrypted data is decrypted by assigning
S‘eaé’é@%ﬁnm R TEtRRETT RS et e bratiyeal gt msayRipiEby
asQEURP BRI AR, 5@%&1?%@&991@&?5&}3 i §%§£ﬁr&?nﬁ)§a3table of.
equentially 5

solutions thereto; a second key generating Step 0 enerating
gepgepgrfenne\solejendyy thisimgere tatethbin el shikey peinasatingi25 Siep key

each time the encrypted data is.decrypted by ysing the sojutions
B e T AR e eite i o i oo
by pIOe SsiRIRRRRN pterells: Mdeast HN8ieh DR AR88hs step: and a second solution

generating step of sequentially generating the same new solutions as those generated in the

first solution generating step each time the encrypted data is decrypted by assigning past
solutions to a predetermined solution generating algorithm capable of generating a new
solution by assigning at least one of the past solutions thereto; a second key generating step
of sequentially generating the same new keys as those generated in the first key generating
step each time the encrypted data is decrypted by using the solutions generated in the second
solution generating step, and the data processing apparatus holds at least one of the past
solutions and also erases the past solutions when it is no longer necessary to assign them

anew, encrypts muitiple pieces of the subject data to render them as the encrypted data and
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solutions and also erases the past solutions when it is no“longer

necessary to assign them anew, encrypts multiple pieces of the subject

data to render them as the encrypted data and ..............ccceeeeeeeeeennn. . 14

decrypts multiple pieces of the encrypted data in the same order as the

order of encryption thereof. The inventors hereof also propose the

following third invention. The third inven#ion is a data processing system

rising. ' kst dat rocessing apparatuses; and second data .

o AR SRR DR Bt o phreenymon
theegafe number as the first data processing apparatuses, pairing up with the

multiﬂlg ]fli{st dtgtagprocggjsin apparatuses respectively, and

communicaton betves A tRETHGsHRepHordagifid iysntior is performed

in enmsypiied daienbioing aRenRIESubISSlAR1R i, RlAn Eﬁé{ﬂ(@%ﬁﬁﬂﬂﬁm

communication between the second data processing apparat

PSR AHBE PrSSe 3athtp cpdalein prisqseirfoappatdmsheasdiject datapritisgng

e RIQCRSHIN rein.both the first data processing apparatus
apgn_d second dé%%?%ﬁc%g%%% %%6%%%35 EORRpPHaE %R%"ﬁ?@’m up with the
myitiginditkielsuhinstedsite byparpredaiapuiaes yumbes:Bfbi s it ALIRIE the first
daPaieceg stjl?lai” text cyt data and also cutti'gg the encrypted data into .
ROOE PecE BAMIFRTARGE JataByHicd datBaving serrapistjersdar in

plaifdiekt {heEpshRietdaa &%WB%’E@AH&’H&%&%&QB%\%%‘&E@@ d he third
means for sequentially generating solutions common between the first
QAR ANRgTaBsd P aereansd dntfe sebisaddatata processing
apP ALUSES, i ifferent fro other first data processing
apparatuses Z}%E%g%%w égg?gf:%%%%gg%p%%té%%g%%g%iﬂ%pgﬁﬂls and
sechudrgpingavssing fopeaas/piing e qigingteiaatEslaadith b iBe Ly o
g?mm on between g'he first data 20 processing apparatus and the second
pre etgn g

E)ﬁ%ceé%‘ﬁﬁi A0 }%@%@H&i@f‘e&%@é Aitrexsetdan reéaleguiting the
enfi9Blcth@aBOIiOM 08 pRIBIAG; Mﬁ%ﬁe@&%&%% the &Rgr %%ﬁﬁ CUFERIa,,

and decrypting the encrypted cut data with the algorithm use en
which R i YRieE Atk isted Bherneryptrénadnioastherplaig texnc dbdataentially
~£OURSCH ing t crypted plain text cut data to
8 rené%(‘e?;g %%%QE%%{&% ata%%%(g] r%?ﬁs(s%m?tttl éogﬁgg?e%g?ﬁﬂ&tﬁﬁﬁ%?@f&aﬁe@md

daagnerriting sppd-actei/ingihe sddiffied daie arRbe HidkdaBrocessing

ro?uessin aggargt&:s is one |
apparatuses stcond data processing apparatuses; encrypting and decrypting means for

encrypting the plain text cut data with the algorithm common between the first data

processing apparatus and the second data processing apparatus generated based on the

 solution received from the solution generating means to render it as the encrypted cut data

and decrypting the encrypted cut data with the algorithm used when encrypting the encrypted
cut data to render it as the plain text cut data; connecting means for connecting the decrypted
plain text cut data to render it as the subject data; and fransmitiing and receiving means for
transmitting and receiving the encrypted data, and the third data processing apparatus is one
of the data processing apparatuses described in the first invention and the second inveption
for encrypting the subject data generated by the second data processing apparatus by

decrypting the encrypted data encrypted by the first data processing apparatus, recording the
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of the data processing apparatuses described in the first invention and the
second invention for encrypting the subject data generated by the second
data processing apparatus by decrypting the encrypted data encrypted by
the first data processing apparatus, recording the 15 encrypted data in
the recording means, and decoding the encrypted data read from the
recording means and transmitting it to tlse second data processing

igf Description of the Drawings 5 FIG. 1 is a diagram
o R et B e e s e e e
retorlifigsemb anihentniitth 2 dsoatdisgiam ehaWine-aharshuarfus.
configuration of a first data processing apparatus included in the data
processing system shown in FIG. 1; FIG. 3 is a block diagram showing a
BEONDeHEali, A aheqnHRication apparatus 10 included in the first data
processing apparatus shown in FIG. 2; FIG. 4 is a block diagram showing
the dBR¥idusidieERESReRIYD o EpPhsatdpuration of ddthepfivstdiasystem
j rat hown in FIG. 2; FIG. 5 is a diagram showing the
acgggﬁgﬁgg%%ﬁﬁ&%%%@%?% second data processing apparatus included
in thElGatiprodiegringshysiagmanouwiate Foidighirddol &3 « s 3G cessing
diagram showijng the configuration of the encryption apparatus included
ARARLSIBE PR AL LR HPh AV SRVHERGLS: FIG. 7is a
blockmdiagiaamshavd iguration: ion aratus
included in the secon dataggggc&gegssing é%%ﬁﬁf%ﬁ?@ggﬁga? s

ingipdes| Beibel Btk powesth apporsiug skion iof FIKE. @ommunication
appasatus : 20.inclyded in the second datg.processing apparatys shown in
O e R e et tmt v

- indafadirotesiingiay st shoyupparkife sl @ EfFsy flowchart showing

the %gﬁ gfta process executed in 5110 shown in FIG. 9; 25 FIG. 1l is a
flowEhart ShEAG AT oW RS b Porduare capfigation PEo sronhdaFpecessing

apSaratus included in the data processing system shown in FIG. 1;

FIG. 6 is a block diagram showing the configuration of the encryption apparatus
included in the second data processing apparatus shown in FIG. 5,

FIG. 7 is a block diagram showing the configuration of another encryption apparatus
mcluded in the second data processing apparatus shown in FIG, 5; |

FIG. 8 is a block diagram showing the configuration of the communication apparatus
included in the second data processing apparates shown in FIG. 5:

FIG. 9 is a flowchart showing a flow of a process executed in the data processing
system shown in FIG. 1;

FIG. 10 is a flowchart showing the flow of a process executed in S110 shown in FIG.
FIG. 11 1s a flowchart showing the flow of a process executed in 8130 shown in FIG.

FIG. 12 is a flowchart showing the flow of a process executed in §140 shown in FIG.
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FIG. 12 is a flowchart showing the flow of a process executed in 5140
shown in FIG. 9; 16 FIG. 13 is a flowchart showing the flow of a process
executed in S150 shown in FIG. 9; FIG. 14 is a diagram showing the
hardware configuration of the encryption apparatus included in the data
processing apparatus of a second embodiment; 5 FIG. 15 is a flowchart
showing the flow of an encryption process executed in the data

pProces@intaP AN (N6AE mbadiment; FIG. 16 is a é chart |
showing the flow of a decryptlo%qgre(cj)ff%‘gso %ﬁggﬂ%&% %x%%w£%§ %&E&g‘.ﬂ& FIG.
9:apparatus of the second embodiment; and FIG. 17 is a diagram showing

the e copfiguration of the encryption apparatus 10 included in a

orot 5 e e s R PEHERI0R (e on appacatus
inehaheriines ala elated BessHRIRR Of shebralereshiphRdiments

Hereunder, a first preferred embodiment and a second preferred

embb&iénith fl st siavine fedfowinfine desomtied inatetaitdpputed in the data
p&@gh(}ga%%lgrmgﬁ@em@%@gps 15 of the first embodiment and
S

econd embodiment will use common symbols as to common portions :
and &t bbériafipinghae shoptinnte fiokinst £aebagitoanieels daauted m the data

rocessing. system,af this embodiment will be configured in outline as
plgﬁ%svsvlﬁg |%[%%%T%é}’f ﬁgcﬁﬁ?aeﬁ?ﬂ? 5%8¢stem includes multiple first
dataFIGCERRIRGI ARRMakSeEH d ha Rtk QNR-39neRY:dAlA BFEESSIN tion apparatus

. apparatus 12 mutually connected via a network 13. The network 13 is
inplageq ip eleiencr exaanls af sy day T thistegppeintenof Thsenottipimbirdiment.
data processing apparatuses 11 and the second data processing
apparatus 12 mutually perform encrypted communication. 25 The network

Datglletbénariptiomoth e dhefapabiabditapable of data exchange between
the fﬁsteqj%%‘pro eisi%g apparatuses 11 and the second data processing

Sttis 17> $RELB FEHODIRAR firch 2isacoproustameg eipprdimantpf the

apparatus
prévedl: e GREANI¥described in detail by referring to the drawings. The descriptions

of the first embodiment and second embodiment will nse common symbols as to common
portions and omit overlapping descriptions.
<<First Embodiment>>

A data processing system of this émhodiment will be configured in outline as shown
in FIG. 1.

The data processing system includes muitiple first data processing apparatuses 11 and
one second data processing apparatus 12 mutually connected via a network 13.  The
network 13 is an LAN (Local Area Network) according to this embodiment,

The multiple first data processing apparatuses 11 and the secon& data processing
apparatus 12 mutally perform encrypied communication.

The network 13 may have another configuration if capable of data exchange between
the first data processing apparatuses 11 and the second data processing apparatus 12.

The configurations of the first data processing apparatus 11 and the second data
processing apparatus 12 will be described.  First, the coﬁfiguraﬁon of the first data

processing apparatds 11 will be described.
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processing apparatus 12 will be described. First, the configuration of the
first data processing apparatus 11 will be described. 17 FIG. 2 shows a
hardware configuration of the first data processing apparatus 11. The first
data processing apparatus 1l has configurations including a CPU (central
processing unit) 21, an ROM (read only memory) 22, an HDD (hard disk
drive) 23, an RAM (random access memory) 24, an input apparatus 25, a

disphay-a tion.5 apparatus 27, a communication
P B8 A e R o B, Sl S s 1
inpullap flastdat: 2HcisiiaympPaBtiS 6, @AGMRUOOBPRMAINS 2TENteentral
communication a us 28 can exchange data via the bus 29. The
T B0 RN (LD REBARE PRIPIMbera b e s RAM
(radhdtam (ihefy edeleRm e G AR MRy AREINIS SHBISRLJalA A5 5@?3&%%%%1&011

this embodiment, and 10 includes the data necessary to execute
APPRAIPAR re EOREBER IS ADPRRICPLS 20dcobrects. thEhe IRE BistRIMA 22, HDD 23,

S S nd performs the process described later
R e e s s S
cohenRidioR/apparsed 28 anstorbgera e fok werkdopperforming the

process.on the CP The input apparatus 25 is configured by a
key%%%rg,aﬁ%&g ﬁ%%‘a BhighRE s eI PREaLRa0 Rskiaraingd data
(Rt disgl ax2 PR RLISRGISEoNTiay Py &R, LGP Migdig. SIS I%%l, and
e

) dis{%@mg, a CRT (cathode ray tube) and so on, and is used to display
mclgtishikndatiissasary s aquio esphgramtasdulsdribeditate Fha TR O controls

The. i the subject data and d
B O B s ibe faer based

ondpppreguslsiperinrsnseom the RICM @2 withd BEER 0N AR ANPEESSINGd as a
aratuses 1 the network 13. The communication apparatus 28 of

Stoa%% gléacao%’ﬁ ik Végfé’@@ﬁ‘fﬂ‘%ﬁ}%&iﬁ%‘%é’%ﬁ‘ﬁ&?&f%& communication
withthe ififei dasa-RECES 8iREnAPRRIALYSES HoYia e ASINAIK S NS s used to

the configuration of the communication apparatus 28 will be described.

m@i@?@%@ﬂ&%@mocﬂ@i digrdny apnpratus AfmeniodigurdpparaliPgiquid
cryS P ERITIY A ERP (L ARBA VS BR) StP R S5k Y B 5 AR S omanc,

mputted data, a processing status described later and so on.

The encryption apparatus 27 encrypts the subject data and decrypts encrypied data as

will be described later.

The communication apparatus 28 performs communication with the second data

processing apparatuses 12 via the network 13. The communication apparatus 28 of the

second data processing apparatuses 12 performs communication with the first data processing
apparatuses 11 via the network 13.

Next, the configuration of the communication apparatus 28 will be described.  FIG, 3
shows a block diagram of the communication apparatus 28.

The communication apparatus 28 is configured by an interface portion 281, an
authentication data generating portion 282 and a communication portion 283.

'The interface portion 281 excﬁanges the data between the bus 29 and the

communication apparatus 28. - The interface portion 281 transmits the encrypted data
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authentication data generating portion 282 and a communication portion

283. The interface portion 281 exchanges the data between the bus 29

and the communication apparatus 28. The interface portion 281 transmits

the encrypted data 18 received from the bus 29 to the authentication data

generating portion 282, and also transmits the encrypted data received

from the communication portion 283 toithe bus 29. The authentication

' I 8 thentication data to a h er of the .

A G T P B SR
theramenyrittddiot eitwived doma dHatsopioceRing PORRARES i 85wl be

described Lg;er, The %uthenticati,on data identifies the first data

procesSiny SPPSFRIILTT S TSROTeyHlad dautbepicasiondait sandiader of
th@'mm%&%%@aﬁﬂ,%mﬁs&ﬁ%é?%%r%%%ﬁ@&&%é@m?% HBhd o

administrator of the second data processing apparatus 12, and
th SEEPRE d25h RIRETRENA 2npaspiupes MDD willibe iestaited latre ailiteentivatization

da9Pia-0ERE AlNG-ROYi the 10 aythentication data read from the

aROM 22 or the I—%E%%%%I%og %ﬁ%ggr?&’&%?]é%s zz&%& %888‘%%3?21 ata. Itge

aufrotéssion dapparattigntd cermgrasthe fieh s rdadas BHRCRTRINEG: SRNAT Bls
11 the received encrg ted data is transmitted from by the authentication

L R L GetsinE RRB R bo A Raeidefq the ROM 22 or
theHbeTalicasiaia JeTRalineRRIi 285 Lansly IRGGNSRAIES, dala

having the authentication data added thereto to the communication portion

authensication datarard dmenthsrREBYiSh 2SBeFERE R eerave e datry p et
ing.appar 2, Next, the, configuratio
S B e e P B 1) he

Teqtingreancofitivd dateripptivnmaippd s B7HE heteAyRINNIARNAANIS Aeisncrypted

onfi d by ag. interface portion 271, a 20 preprocessing portion 272,
o TR PR AL TIOR3 451 RO Tt 50 opts the

ane

endipreBHAYRERY ©18 ARNRLRY K IR 24 Ri8 @eﬂ?@e&@tmg&é ortion

and a connecting portion 277. The interface portion 271 exchanges data
28BetWosFUFEBNC SR RETtNE 28R WA AIASitN roprieed IsT2Bt:B5IAh¢o the second

daiRISHAEERP YRR 24 L feceives the subject data from the HDD 23 via the
bus 29 '

Next, the configuration of the encryption apparatus 27 will be described. FIG. 4

shows a block diagram of the encryption apparatus 27.

The encryption apparatus 27 is configured by an interface portion 271, a
preprocessing portion 272, an encrypting and decrypting portion 273, a solation generating
portion 274, an algorithm generating portion 275, a key generating poriion 276 and a |
connecting portion 277,

The interface portion 271 exchanges data between the bus 29 and the communication
apparatus 28.

The interface portion 271 receives the subject data from the HDD 23 via the bus 29
and the encrypted data from the communication apparatus 28 via the bus 29 so as to transmit
the received subject data or encrypted data to the preprocessing portion 272. When the
mterface portion 271 receives the subject data or the encrypted data, it transmits the data

indicating reception thereof to the solution generating portion 274.
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and the encrypted data from the communication-apparatus-28-via the bus
29 so as to transmit the received subject data or encrypted data to the
preprocessing portion 272. When the interface portion 271 receives the
subject data or the encrypted data, it transmits the data indicating
reception thereof to the solution generating portion 274. 19 The interface
portion 271 receives the subject data ordhe encrypted data from the
connegling DAL 77, and. transmits the .received subject data or
encrfpﬁtged data %(())&[) eoéuz?sﬂ 2 C%W\?i#ﬁé@ < aéadOFaﬁengpmd data from the

cqunstouERSitionitian@Fihbakatfidnetancaleuitngiiheos uhiesh @a80l 1o the bus

ncrypted .5 data received from the bus 29 via the interface portion 271
2%§Sﬁ§1§§e%%sﬁ%é{§%ﬁmber of bits to generate plain text cut data or

encrupkeskesbeaianandian amting étfﬁﬂéﬁgn%}quﬁﬂ%%ggq eenpl O %ncrypted

portion 273. It will be described later as to how the stbject data or e

dathersritied fenamaihe bug 28 céo fangtaolass romivo diidnt atpve drenronebsingber of bits
i . jon.of including dummy data irrelevant to the .

e BBl B S L b i Perieryptng an

degrypiipingreiod Zcryptinidl porinored hae asiunksiomelmealying.bemlaifrypea

datt%)% Ccuut di;a or encre%%ed cut data from the preprocessing portion 272,
Eherypting THe DTam T EbOSER e the PEePERTasTaEmRtiog 76 bata/fmstion of

inehidE AuifriogRiva i ADE YIRUBERRH 18 SMBLNGRNI0R, 203,05 4RIS 1 described

embodiment has a fixed standard number of bits as a 15 processing uni
latigy performing the processing of the encryption and decryption. The

stan i this embodi t is 8_bits althqugh itis not _ .
e e e e S i BT el e
cutidyeriveddetprdTiu dodfion genepiing Hogerdss Be0uaBiMine the plain text
cuggaqgri?tr%g §ol th%S The solution generating portion 274 of the first data
processing appar %ﬂ%ﬁ@%ﬂlﬁ%cﬁéﬂ%ﬁﬁ%%@%orm SR RpEifig and

dethppsggestialan ARG SERRIAHEES A0 SRIRRIRIRLORRRIRIG e

solutions so that the solutions generated in the same order become

Pf%%ﬁ%?é?@ﬁé@@ﬂﬁ%ﬁ%_méraﬁhﬁ PrABRSinEoft thee pagpio: randiver yptioher The
e e U e
Details of the encryption and decryption processing will be described later.

The solution generating portion 274 sequentially generates solutions. The solution
generating portion 274 of the first data processing apparatus 11 and the solution generating
portion 274A of the second data processing apparatuses 12 described later generate the
solutions so that the solutions generated in the same order become the same. The solutions
of this embodiment are pseudo-random numbers. The generated solutions are transmitted to
the preprocessing portion 272, algorithm generating portion 275 and key generating portion
276. .

The algorithn generating portion 275 generates the algorithms based on the solutions
received from the solution generating portion 274. The algorithms are used when
performing the encryption process and decryption process in the encrypting and decrypting
portion 273,
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25 The algorithm generating portion 275 generates the algorithms based
-on the solutions received from the solution generating portion 274. The
algorithms are used when performing the encryption process and
decryption process in the encrypting and decrypting portion 273. 20 The
key generating portion 276 generates the keys based on the solutions
received from the solution generating partion 274. The keys are used
Whemmr ' ' nd decryption process.in the .
encrypting a%é@%pﬁ%%%%%ﬁgﬁé%?%%hee%g %CBX&%%"%E‘% iR %léegeéved
fréaniéoriution grectitigiperplai Téxt ditdatn argepal aibehhsdecnmting
nthe 10crg tge% cutgdﬁ?ta in the encryégtin and decryptin ﬁportio‘n 273 in
GHGIRAT Braer to TerGEPRAD 0SS h e ahfagtiis and AerSsie Parienig73-
trangmiteghtecihg jotetaoe PRiliattéteRBEdSiaIp Hﬁ@%ﬁ&@&&%ﬁ%ﬂ%
to the [IDD 23 or the CPU 21 via the bus 29. The connecting portion 277
ECRRERISTARYLRGREIBNE Srecennisend guhdatniristencyptigrmd daemamibns ipprtion 273

- nSAgRinalhE BARISLCLAAAI e enepingand deeryping parion

027310 render it as a set of the encrypte e elﬁgryp e
therimtenfaittarbttiom 87 Intedds erportinr @ 7d nareckis tianEaHIED fos thePtor] via

the commuinication portion 283 of the communication apparatus 28 via
R e e TR AR A U BT R OR BRI

dat@ $bE-FREOBY SRIGIAE BSSINPRRALIUSES A el éi&ﬁﬂﬂg%ﬂ@%%%a%mm

277 does not need to have a function of connecting the encrypte a
279 dn Evafetiiy & By &l istngTmic datntexTiou cRRIND o thesacia Cramptinigt i) the
ineRSEUMPAROIOAT - dRlin CARRNBLL AR Sl AR Sealiliall o
transmitted to the communication appargfus atthe other andim orte 1
coyhivhideimerppaptad. 26 thelvabes BhemeithaatnrectingperiooR 1 is as

described above, the encrypted cut data can be directly transmitted to the
“ogomminica Om?a‘b?%c’sﬁf’z% BB PR SFITDE AORRECRITAdetind MorrBRecting

communlcat?on

potibh 217 e nitcaniciralipnetibe secand SARRIAGESHING APRAEYS crated

12 will be described. FIG. 5 shows the hardware configuration of the

by SBEBTRIBR BB e bppaiaths srcrypHagand desomoriguritiody 31 tHe this
LSRR oSN MRS 1 T e S L, o
otherawdssinglapparaiosésid dndngmedier intibakit hagivadingsfifeortion 277 is
as Sgs%ggé!? zﬂag%f atlrlgtgnscrzy;ted cut data can be directly transmitted to the éommunication
portion 283 without going through the connecting portion 277. |

Next, the configuration of the second data processing apparatus 12 will be described.

FIG. 5 shows the hardware configuration of the second data processing apparatos 12,

The hardware configuration of the second data processing apparatus 12 is basically the
same as that of the first data processing apparatus 11. It is different from the first data
processing apparatuses 11, however, in that it has two kinds of the encryption apparatus 27
while the first data processing apparatus 11 has only one and there are an encryption
apparatus 27A and an encryption apparatus 27B provided instead of the encryption apparatus
27.



- 1G

15

20

25

25 while the first data processing apparatus 11 has only one and thereare
an encryption apparatus 27A and an encryption apparatus 27B provided
instead of the encryption apparatus 27. ........ccccceeeveeeeieeeeeeennn. 21 The

CPU 21, ROM 22, HDD 23, RAM 24, input apparatus 25, display

apparatus 26, and bus 29 of the second data processing apparatus 12

are the same as those of the first data zprocessing apparatus 11. The

encrm@wrﬁ tian, apparatus 27B have the

functions of 5 énc%l/%n%r% tﬁe sgg’jec% ga%a’an%l EERTBHR g‘@?ﬁ?ﬂ%ﬁams 26,

andehius 2 witth¢secendrygrtiproapinsaipisa it 1 thadirt data REGRSSSHIthe first data
aratus 11. Hereunder, the configurations of both of them will be

Pfgg%gﬁ@e@pﬁ?&g e multiple encryption apparatuses 27A, that'is, as
manyiasHtey PRt A BaRiRe e PRI BARPAREISSS Tt ar 25 PR INE GDGIREON o

apparatuses 27A is associated with oné™ 1 G of the first data processing

enghPaE ke sibiectdatoansoieceymsnifi she sminyoiiet denesypiibhappengitsn

LAR0sHthe fi rQ iNg apparatus. 11 mutually agsociaed can
"‘Pg g?tﬂg%g?@ég & I%Sés%mgra %‘%%Stﬁle- ot 8?689%;{0 ?Hﬁé‘%’f@m’ns of

ecrypt the encrypted data gen

botlubjsbeuiatall Ivdesaipe@ach of the encryption apparatus 27A and the first

dat rocessing gpparatus 11 not mutually associated cannot decrypt the
encryp?é%aﬁ%fﬁ 0k 8%&%’[‘@’%%9 Horiistis %ﬁ@éﬁbﬁdﬁﬁéﬁi’é.‘ daa
prdd¥esefCEypilan 3RNATatYS /A &ﬁé‘&ﬂg%’)ﬁgﬁl %éﬁ}ﬂfﬁg& kIR 'a%o;g%?‘eda with one

encryption apparatus 27A is configured by an interface portion
of the Sirst dalaintp pravies apamiusnsdicry g motdeerifitingdparfite 2¥3fptan

eSO T B R S S

enmigtislodpoztinmads Ay decotea tieauhipet daiadippriiae NCPLRRy, each of the
g{s%?ratus 27B vja the bus 29 and the encrypted data from the '
o oD AR A A S S AR DRSS S PR A e bi@ally associated

caﬁﬁ@%é@%ﬂ@@@ﬁéi%%@&ﬁ%ﬁ%ﬂéﬁﬂeﬁﬂi?&% glﬁe?%&&’%@jé%?&%%ﬂ?ﬂﬁedam

272A. When the interface portion 271A receives
_ encriPReATPEOR apprisiiS Thd camfipetichtnshreceptiBIGtereof to the

soluppn &%@&p QPBQ&BQ Z%Z!flibs"conﬂgured by an interface portion 271A, a
preprocessing portion 272A, an encrypting and decrypting portion 273A, a solution
generating portion 274A, an algorithm generatiﬁ g portion 275A, a key generating portion
276A and a connecting portion 277A.

The interface portion 271A receives the subject data from the encryption apparatus
27B via the bus 29 and the encrypted data from the communicaﬁoﬂ apparatus 28 via the bus
29 50 as to transmit the received subject data or encrypted data to the preprocessing porfion
272A.  When the interface portion 271A receives the subject data or the encrypted data, it
transmits the data indicating reception thereof to the solution generating portion 274A. |

The interface portion 271A receives the subject data or the encrypted data from the
connecting portion 2774, and transmits the received subject data or encrypted data to the bus
29 as will be described later.

The preprocessing portion 272A has a function of cutting the subject data or encrypted

data received from the bus 29 via the interface portion 271A by a predetermined number of
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25 The interface portion 27 1A receives the subject data or the-encrypted
data from the connecting portion 277A, and transmits the received
subject data or encrypted data to the bus 29 as will be described later.
The preprocessing portion 272A has a function of cutting the subject data
or encrypted data received from the bus 29 via the interface portion 271A
by a predetermined number of 22 bitszte generate the plain text cut data

olg ted.cut data and trangmitting it to the encrypting and
g e A S e R
enooypine 212 Ados ey o off B)&‘.'Udiﬂﬁcﬁ@}gm S8R HERIRY AL IeiBoessing
sybject data in the sut)_jeqt data by a method described later. 5 The

PO, AR A BECERAGRORIERE Sty Astmistdevett sebivingitetdata in the

subjadh dexth LA QueRERI¢dcut data from the preprocessing portion
272A, encrypting the plain text cut data if received and decrypting the

encrypteieuptngiid deaivestheTiveten g an fludeon/plingepamiane plan text
f thi iment has a fixed standard number of bits as the .
““E ?zd%%gs%%%%%] 5‘%@?%% ?Fﬁfﬁg B S EELENSPOT AR Bifcty SREHELHE the plain text
cudldamyiitiereiddeidadamndagctin wmbopeh ks alihisembedimens 58 Witk and
d although it is not limited thereto. Details of the encryption and decryption
eﬁ?%hgs{]ﬁ&’\%Izk?é’“a8§%€$@€@W@%fﬁiﬂdg@ﬁéﬁm@mnﬂfmﬂvmhe
préQauaBUAlbrasRetalasb R gllans, g, silontaena aled nine
solution generating portion 274A become the same as the solttion's
stagdrrsravatberoftieits ol thonegindiatingipd tioraRFduah theés fikst idatRd thereto.
n aratys i | in the same order, The generated solutions
Deg%g%?g%er%ﬁ]tcgé%t%g gn%aggr%n(%?s?ﬁﬁcﬁsﬁ%ﬁ@%%‘?%}ﬁtﬁenerating
portifire RS Acangkay BeNRiRItAD PO QR T 6Ay TRRAIeQrihm asRsating,.
artion 275A generates the algorithms based on the solutions received
so 885‘%8%6%80‘?\‘!’6@?1 S5H0Y peReHIEPOAtioh T4 drtems trosuveds 2®
G g{{ﬂ@g\% he t] ryption. pracess in the
Soencrypg.ting and ecryﬁ?gé%go%%%%gﬁﬁﬁg gﬁ]on hn@ls%g%?ﬁ%?ra é%%sf/i%

ADRAERSVR o SrreraiingdertioThe P5renkdh eote

[ be the same as the algorithms _ge eratebythe_ ]
P A, G A O A SPURE B7oaee) i pirating pesion
278

DeNCetotarBiaieasinthe

The algoriﬂim generating portion 275A generates the algorithms based on the
solutions received from the solution generating porﬁén 274A. The algorithms are used
when performing the encryption process and decryption process in the encrypting and
decrypting portion 273A.  The algorithms generated by the algorithm generating portion
275A of the second data processing apparatus 12 become the same as the algorithms
generated by the algorithm generating portion 275 of the first data processing apparatus 11 in
the same order.

The key generating portion 276A generates the keys based on the solations received
from the solution generating portion 274A. The keys are nsed when performing the
encryption process and decryption process in the encrypting and decrypting portion 273A.
The keys generated by the key generating portion 276A of the second data processing
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the same order. 25 The key generating portion 276A generatesthe keys -~
based on the solutions received from the solution generating portion

274A. The keys are used when performing the encryption process and
decryption process in the encrypting and decrypting portion 273A. The

keys generated by the key generating portion 276A of the second data
processing 23 apparatus 12 become the same as the keys generated by

aﬂﬂﬁifﬁsy I%%B%gr&? ggril%nasz %% Eéép%rfgz%e%%\gg ggg %in 5%.%)5 é%gizjignlg'”iﬁ of the

in the same or he conneécti ion

- fiptdetsping siipmaptasahid Dasithe samearfienction as that of the first data

proc%fésin%ﬁg§aratus 11. The connecting portion 277A 5 connects the
plain &XCBR-GERE Bermadd hofbeciserppiiat aeraeirgsmgrporticrhas the same

Fudh By deeenBlTe- e REHRIEH FiAIRIAaPA SThSQAR 10 ;z;)%%%&% D8 A

subject data. The subject data is tranSmitted to the encryption®@pparatus

COPPELSi ety e RoouT Hate semrsatiddugbetionrditing eahientethe paeikypiddA by

d He in ncrypting and decrypting portion 273A b .

en rwo%l ng t%?e ﬁa?rﬁi fé)ﬂggﬁat %fayigegg) 25t %e(fl%g&%tg‘éﬁ‘ég?ﬁfé ‘éﬁ@'en@% ct
daintarTimmiGe Fmtk@t@r@p@ﬂ%ﬁ@%ﬂmueg Watﬂ%flﬁﬁimta’ﬁ{@@@ﬁ%g portion
2,/2 paratus 1] via the communication apparatus 28. There is only one

CRYPRTTS b SPatuRie /At A EepEtoR Rssaaning B A decaymimapmtion
27eireyenrryBiing dheosubiest datamhich (he.snqy Q&Q&ﬂ@@?{%ﬁy {fdata The

generated by decrypting encrypted data which is generate
CNERBTH WAt 1o rarsnaing e che Ssih daspparatsi)g shpasatbjelt diatthe Bhmmunication
ap Q;%EXEEQT‘ apparatus 27B records the generated encrypted data on the
DD 23 in the second data processing apparatus 12. The encryption
appdiiusifByaise hasywdonapaahderrpting the encrypted data read
from.the HDD 23. The encryption apparatus 27B is configured as shown
SoH B en

in FICSFISTEPHRR RErot SEofre RGeS Bieanbise daeevhich
thP@RHeD A1 Bpar RIS PIACESS i : pii -
dec%?gtingla%)prtion 2738,551&%5%@?%} %%m%%%%g%gﬁ%ﬁ é%é‘?%gnh éﬁ&gﬁ?ﬁ%ﬁ by

COGEHERAIAG SHISH: PREBSEnEapRaiurilities pobiien d2Z6B Thcanngaiingapparatus
2’?%%@&%?&@ ZhZaBg%ga%a %ggli‘%té%f%@ %gc{ge%%ggrgg qg &g rst;:?:gn%il?a?a' processing
apparatus 12. The encryption apparatus 278 also has a function of decrypting the encrypted
data read from the HDD 23.

The encryption apparatus 27B is configured as shown in FIG. 7.

The encryption apparatus 27B is configured by an interface portion 2718, a
preprocessing portion 272B, an encrypting and decrypting portion 273EB, a solution
generating portion 274B, an algorithm generating portion 275EB, a key generating portion
276B, a connecting portion 277B and a specific information generafing portion 278B.

The interface portion 271B of the encryption apparatus 278 receives the subject data

from the encryption apparatus 27A via the bus 29 and the encrypted data from the HDD 23 in

the second data processing apparatus 12 via the bus 29 S0 as to transmit the received subject

data or encrypted data to the preprocessing portion 2728. When the interface portion 271B

- recejves the subject data or the encrypted data, it transmits the data indicating reception

thereof to the solution generating portion 274B.
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The interface portion 271B of the encryption apparatus 27B receives thie e

subject data 25 from the encryption apparatus 27A via the bus 29 and the
encrypted data from the HDD 23 in the second data processing
apparatus 12 via the bus 29 so as to transmit the received subject data or
encrypted data to the preprocessing portion 272B. When the interface
portion 271B receives the subject data@r the encrypted data, it transmits

th lmg%ﬂg .solut rating portion
2784(;@;2@4 The in erffg%zaggr%g%&%&% recel ec{?ﬁ gﬂl%b gl[ [%‘%8}}51?%"103 2778

indbg Mﬁgmmmmmmmmmymmm@mﬁaﬁmtﬁ@mam

e%@?a ta fj@’%j és ecific information generating portion 278B, and
frans e S Be JPRsYsS StieaL A PR BRI 92t fyithe bus

290@@&&3@&@@@&%& atddhe preprocessing portion 272B has a function of
cuttlri%&he subject data or encrypted data received from the bus 29 via

the in&rRIERTPRSHERE ZrItpnRy dEbhesie faneivad horiber the doibgeto dpmer aterypted

d t t tt it tg th
cidsolhion e e B Ce ORI L e

bithéo jgropracdbspigiporiont Z2Bhhs entunpiidrcef dael uﬂmﬁaﬁsﬁnﬁuﬁg@m the
datahggele¥ac{r1t to the subject dé%‘nm the 10 subject data by a method
gacT j?ﬁlé‘ge%(’ hiy And CECHHIE §ubis sRoimeRadhs preprocessing
poiioatin BhesceRiRGNSPIRIMANE kHHIAR PELIGRENECE CH ARG IFRM NG i e
processmg portion 2728, encryptlng the plain text cut data if received
Sugﬁ %I é@mata if received. The encrypting and
decrygyggc ﬁ@g%@%@ |ﬁr}§§t has x d st?nd%g;l &‘g”{ﬁe?g ain text

of bits as a processing unit r per ormlng&fﬁe SRERPLoN &

culdenprior e ssiniiathensthagasptonestihg boftiisoR BliseABesinRIisn text
Cu§ é)lts Itho |t| ot Ilmlted thereto. Details of the encryption and

decryptrlg%ﬂproc G R R ERTHR I A dRtE FepaiMestmin g sacrypting and
ded@@mgrpmmezaawmﬁg ARShERINPENG, RRLIPR 2,635 REHBEPST IR as 2

decryption by using the algorithms and keys identified based on the

 PIORESIHE YAh @ﬁéﬁ%gmﬁmﬂqwr%é@mugn g@n@aﬂglg itietandard

R B AR OISO O R SHElSE Vil of e

solution generating portlon o-ran
engemépatwmnmmm@mmwﬂaerm@mmm ORNRIAIRGRAH he

de %@%@o%,“ gekgﬁ/cryptmg and decrypting portion 273B performs the decryption by using the
algorithms and keys identified based on the specific information described later,

The solution generating portion 274B sequentially generates solutions. The solutions
generated by the solution generating portion 274B are the pseudo-random numbers, The
generated solutions are transmitted to the algorithm generating portion 275B and key
generating portion 2768 and to the preprocessing portion 272B in addition according to this
embodiment.

The algorithm generating portion 275B generates the algorithms based on the
solutions received from the solution generating portion 274B. The algorithms are used
when performing the encryption process and decryption process in the encrypting and

decrypting portion 273B.
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generating portion 276B and to the preprocessing portion 272B in addition "~

according to this embodiment. 25 The algorithm generating portion 275B

generates the algorithms based on the solutions received from the

solution generating portion 274B. The algorithms are used when

performing the encryption process and decryption process in the

encrypting and decrypting portion 273B5 25 The key generating portion

276Brgeneralanthebovshasod pnihe selutions received from the,

solution generating p%ortion 274B. %heg&eyés%%%}{ treed Wﬁé’ﬁ tpggr?g??ﬁ%ﬁ freetved

oHroeessading petiypBidiEprothskendhe esal yiinganeming the
¥Rfing nortion.2.738. The keys generated by the key generating

o BR8P e kR 2735,
Tisakegsamthentoe)isy GRABERIEEIRE KU SR BIIGHRAUIBAATE: Qe  Jiist

data processing ?%%[garatus 11 in the same order. The connecting portion

Jamegrobedsiieappaicdly the ke sheerfiingtiomtioh 276 of the

frieONRe PRSIt LA igxk qytidaa 9&95@5%529 in the encrypting and

decrypting portion 273B by decrypting the encrypted cut data so as to :
genérateonaestibpponiam? Mol theubieatidata [gdtanspitadimib el has the

} tus 27A. Th ting portion 277B connects the
B A e SR L RS BerSPIG SbeerypAng P despine

poR@RByBancdyptingiibenplalried Cobdaia 85 A RPLSRAR BOSRNARMC The
Suggg{r)y ted data. The_ encrypted data is recorded on the HDD 23’in the

{REES Ryt prvaRlion 2prRate R TYtichha ppemattisRBtion 2778
m@&g%%ﬁ%f j [ ti tion 278B. The specifi
coinformation generalfci‘ﬁgﬁgr %Ilrg}gt?%%ﬁa dé}%{g%spegc?ﬁ?ﬁ%rﬁ%%%%ﬁo%%ﬁei%B by

engRYpiader ddein derientdatdns the conacoting aatsidan 27 Bpitbaaspecifis
j lQn.is_the_informati ridentifying the algorithm and key used
en Egﬁa&aﬂa 18 1eCo ome %Qatl%l%?ﬁ&{) %@mﬂﬁﬁ%mﬁ 42.

when encrypting the encryp

adddthe Bachgpiier eppeeaise? MHiNadBi RN HIRAMING % QS ating portion
” orithm itself used when encrypting the encrypted data, the key |tseglip
ed when encrypting the encrypted data, the solution itself used on

gz:laqgﬁrztﬁ%%ﬁ% %ﬁ%&égﬁ%}%u% e:% QAFRRY Qgect:' e hio: EEtelgn to the
encrypted data generated by the connecting portion 277B. The specific information is the
information for identifying the algorithm and key used when encrypting the encryptéd data to
which the specific information is added. 'To be more precise, it is the information indicating
the algorithm itself used when encrypting the encrypted data, the key itself used when

encrypting the encrypted data, the solution itself used on generating the algorithm or the key

- used when encrypting the encrypted data or the information indicating what puznber

geﬁerared solution is the solution. According to this ensbodiment, both the algorithm and
the key change, and so the specific information must specify both the algorithm and key or
the solution used to generate the algorithm and the key or the order in which the solution was
generated. 'When only one of the algorithm and the key changes, however, the specific
information needs to specify only the algorithm or the key that changes.

According to this embodiment, the specific information generating portion 2788 adds

the specific information to the encrypted data. However, the specific information may also
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generated solution is the solution. According to this embodiment, both the
algorithm and the key change, and so the specific information must
specify both the algorithm and key or 25 the solution used to generate the
algorithm and the key or the order in which the solution was generated.

- When only one of the algorithm and the key changes, however, the

specific information needs to specify ordy the algorithm or the key that

b hisnaes AsaerdinpiadbisRmAed et desshsHlic bformation. ., ..
generating portion 278B adds the s%ic i%%%maﬂ%n@etlg%ﬁgsg%ﬁ%twel
engatRied @fdver, the specific information may also 20" be stored at a

differgnt tion from the encrypted data while being associated with the
encr%%éc? ﬁg%’?“ e 8fcl)tr]i’ﬁg°ﬁ’ %{iﬁo SRUTR AR e fibhe frsarst dai gragessing
apthesecOnth dpfeoRIoRessing sanRAUAIS bz AR IMALY NG SRIIR ASoparatus

the

- . the configuration of the communication apparatus 5 28 of the first data
270 B

b pRSRISng 2PpAE il Eliond et Eechines Richqiotidace §orsinu 281 and
thiREAMMEHEATRRBRBIANAE3,R i f ose of the .
communication%%paratus 28 of fﬁg&g‘r&g at£§ %gr{}ogégg)s%s%ﬁlegcg%b%% l?g G apparatis
28 ehedfingh deicpricassipp arparst28 161 thElseconchurieiaipraeesasing 28 of the second

r is_different from the communication apparatus 28 of the first
S O
daingtendsolithappitauithantication KatanoRRRsnG RO IR 2 93.0h e fist e

ata,processing apparatus 11. The authentication portion 284 reads
auﬂiﬁﬁéﬁ?ﬂ?ﬁtﬁ?ﬁ?&&fﬁ%%&é’%‘ifﬁ?@&éﬁmfﬁ*@%@%ﬁ"mﬁtﬁeﬂﬂmmsel1.
proceRsingRRRRIAH Sk RCIE o) aggprdingtothis oo
embodiment, and de?érmines Whic%gfgr%%g’z%%p%cﬁe%s%i%%%%%%cf tgdl%ﬁﬁe
reqsivey e thrdireclae pivorssiTh eppacnyptetieliaiés irpmsmitiee e dbfing to this
avielife]y ratus 27A associated 15 with the first data processing
e o S & o R SR et s Pl pmepsaed da
cobdexfrendesThiptigirypitiie@ verRasHa R iRl 1SRRG eI AE TOIMED ciated
IEH tggis data processing system. The flow of the processing performed in
WIH R SEST SR Ry eG cRraraina d Totoilensioisiier sbiesderviaghtyipréisingortion
28FIG. 9. First, the encryption apparatus 27 of one first data processing
apparatus 11 out of the
Next, a description will be given as to a flow of the processing performed in this data

processing system,

The flow of the processing performed in this data processing system is as follows if
described roughly by using FIG. 9.

First, the encryption apparatus 27 of one first data processing apparatus 11 out of the
multiple first data processing apparatuses 11 encrypts the subjebt data so as to generate the
encrypied data (§110).

Next, the first data processing apparatus 11 transmits the encrypted data to the second
data processing apparatus 12 ($120).

Next, of the multiple encryption apparatuses 27A in the second data processing
apparatus 12 having received the encrypted data, the one associated with the first data
processing apparatus 11 having trahsmitted the encrypted data decrypts the encrypted data
and changes it back to the subject data (S130).
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multiple first data processing apparatuses | i encrypts the subject data so

as to generate the encrypted data (5110). Next, the first data processing
apparatus |1 transmits the encrypted data to the second 25 data

processing apparatus 12 (5120). Next, of the multiple encryption

apparatuses 27A in the second data processing apparatus 12 having

received the encrypted data, the one a&sociated with the first data

Procrgsi ﬂ%f%ﬁgz I e.encrypted data,decrypts .
the ﬁ?&fﬁ%ﬁggﬁchaﬂgesﬁﬁgﬁﬁﬁé gﬁﬁfgg? ((fjsal%a‘?gt&%?.a%)mcords i

ornesH R ThisrfiissandpirtaproezBirengryptmthe@anpted subject data

and rgs. it on the HDD 23 in econd data processing apparatus 12
14 R D e p e 8 3G (e i e oA nd
chtingdd 0 Da2B @it sltjegeadl hagkdmhe Sukies daiR BRCrdIBR9Bcessing

request from the first data processing 5 apparatus 11 for instance (S150).
2PRAEIESHE ENCRTEEGR @PpBkatus 27A encrypts the subject data and renders
it as)ag, QNCEHRIRSEA é%érﬁ&?m é‘%%s data processing.
apparatus 1.2 transmit? e encrypteeggc a%g%%%%ﬁﬁ%&gt%%%ggéﬁgﬁ the
engppad a1 2181.70). 10 Next, the encryption apparatus 27 in the first data
procgs ing apparatys 11 decrypts the encrypted data and changes it
back to ﬁ%eogr%?ﬁ% Hsau cer s ag(%mﬁl}gt“ﬁnd%@ﬁ B i fip Hee first

dagipercinsirefeppagis FIGs as to the above- mentioned step S110 in
which the encryption apparatus 27 of one first data processing apparatus

i 1 QUPHF (e AR mRe et prbinthe figshfivapmesesdinzapproand thiscrypts
theSHRIRG PR LL S e nted data, Fi e subject
data Is read (81109{1%ﬁ he%géﬁﬁggrrﬁg%%ﬁef? gttg é%z%a@oever as
longFastita sietrdlafedaseripios snfl toelpvim bgmiftedrisas PR fosisdatie above-
S| ratus, 11 to the second data processing apparatus 12.
B R A R T e ti (< LBFear D PR3
apfehensubjent dAtacvaypRGb dac $pbociend lpRARQIDE! ERERIIE A biect data

medium such as an external recording medium to the first data processing

s0 gi)gagﬁrfﬁgatflths encrypted data.

First, the subject data is read (S1101). The subject data may be any data whatsoever

as long as it is the data necessary to be transmitted from the first data processing apparatus 11
to the second data proccséing apparatus 12.  According to this embodiment, the subject data
is stored on the HDD 23, The subject data may also be the data read from another recording
medium such as an external recording medinm io the first data processing apparatus 11.

For instance, if a command ordering to transmit the subject data from the input
apparatus 25 to the second data processing apparatus 12 is iﬁput, the CPU 21 reads the
subject data from the HDD 23 and stores it temporarily in the RAM 24.  The subject data is
transmitted from the HDD 23 to the encryption apparatus 27 via the bus 29, To be more
precise, the subject data is transmitted to the preprocessing portion 272 via the interface
portion 271,

The subject data is cut by a predetermined number of bits into the plain text cut data in
the preprocessing portion 272 (§1102). The preprocessing portion 272 includes the dummy
data in the plain text cut data as required.
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For instance, if a command ordering to transmit the subject data from the
input apparatus 25 to the second data processing apparatus 12 is input,
the CPU 21 reads the subject data from the HDD 23 and stores it
temporarily in the RAM 24. The subject data is transmitted from the HDD
23 to the encryption apparatus 27 via the bus 29. To be more 25 precise,
the subject data is transmitted to the pBéprocessing portion 272 via the

interfBeee BORIDA B4t bnk RS AR SELEALAIR S WM ANSIClE HQ%QZ%;joz&%ﬁé%%ﬁjeca

of bits into the plain text cut data in the preprocessing portion

A1 16990TFRE fechivembeiigpn: hom ere, il bis tie i duayis ganarinethfrom the
nggé@&%tb%pﬁ&a&?ﬁg ircﬁg)%%elgg%% E]e%‘%ﬁ é;nay be just one method of

generating the plain text cu rom Subject data. According to this

embédiFhenyshofiemengttie pitirdexitihdala faeRgiiadiamh ?redqtermined
) bé'eé:é%ata by one of the following three methods. A) The case of cutting
e A8 et remea of Bjsaasdacteding b dBmommbat at

reQebite SO HAMING fi@é@@%ﬁ&gﬁ ke gﬂ?ﬁﬁg IRFYAing 10 UMMy o of
_data at respective fixed positions of pieces of the plain text cut data all 0
bity shertdbentthe pandeed winkies whytter than the standard number of bits.

B) TR ' subject data into, the plain text cut data by a )
prede?éf?r%siﬁae% %Jé?hpb%eé of Bits g#o&fié}ea? QR L L FY SR B A i piftermined
nuggidrnEhitkishotie thaminy staidasd nbehBiiferantspasitionsah pieeesahibelat at
lain text, cut data all of which have the number of bits shorter than the

T R HORS SRR 85 Plaindatiest ealaahwhichfavedheaimmbenes bits

sh@tpindiexticutGaia-pyiheourbgs of bits the same as or shorter than the
standard number of bits, and including the dummy data in respective

~ piecks Brarasprinusinedhe debiettalstigiietmuphierat bitsdsostethaimibe of
i B A D e o o S e Sy data i

the solution generating portion

resprgiyendthedst shopisibe tisrd dagRRar G BRI e W oA F M8 ndard

sg%ie data. A description will be given first as to how the solution
m’%‘ ef! RH’E}‘ portion 274 T

It is decided by the solutions generated by the solution generating portion 274 as to
which of the above-mentioned three methods should be used to generate the plain text cut
data from the subject data.

A. description will be given first as to how the solution generating portion 274
generates the solutions.

When the interface portion 271 receives the subject data from the bus 29, the solution

© generating portion 274 receives that information from the interface portion 271.

The solution generating portion 274 takes this opportunity to start generating the
solutions.  According to this embodiment, the solution generating portion 274 generates the
solutions each time the subject data is received by the interface portion 271. The soldtion of
this embodiment is a matrix (X) with 8 rows and 8 colupmns although it is not limited thereto,

According to this embodiment, the solution generaﬁng portion 274 generates the
solutions successively as if in nonlinear transition though it does not alwéys have to be the

case. 'The solutions consequently become the psendo-random numbers,
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20 generates the solutions. When the interface portion 271 receives-the--

subject data from the bus 29, the solution generating portion 274 receives

that information from the interface portion 271. The solution generating

portion 274 takes this opportunity to start generating the solutions.

According to this embodiment, the solution generating portion 274

generates the 25 solutions each time the subject data is received by the

inter 10N, 271, The solution of this . embodiment is a matrix (X) with,

8 ronts B B R R O o R et ORGSR R o inkable

teaimispelisnsen, 4l el$@iuﬁmmgmpﬁamp@ﬂ&maaﬁam@ﬁ&eg&ﬂﬁoﬁgkﬁtieagmcess

ely as. if in nonlinear transition though it does not always have to

ccessi ) n thou
053%%%“%4@. THEIB foh YA e aaHiR ieRsias 8 e Pesotipraiedsions in the
pzam@rgcg&a&sggs@sa%m,e&%wmau&&%ﬁﬁ%@@f in nonlinear

transition, there are thinkable techniques, such as fuding
expomegeidingie thigiembsiinspatesoluionzéndhein: gossen of yanesdlirigolution

h lutigns, (2).inclydi ultiplicatjon of two or more past solutions in, )
(}%ﬁz%%gggsssgiuég%e%dﬂﬁéggt%%ﬂ%n S lgfﬂé\idﬂﬁ%ﬁ?ﬁtﬁ@ﬁ B acEHgY 8y, solution
and €05 etingtitm thrisrecohiadi enirdie-solianmBaieyaleg ROHIONEE4 a5 Ee ROM
22&18 solutlgn (X61) and a 02d solution (X92) predetermined as initial

atrive 5T metineecar st dbnarsresaing epparawmndn bre sscdiffienifion

ord BEGEECHRIe hRARS YERARANG RRA? RIS RO, bl Ul
‘matrixes each first data processing apparatuses 11 has are-dftterent rrom
diffpend AsreonaAePEethe solutions generated by the first data processing

app 0 different from one angther. Each of the multiple
enc%ﬁ%%%%ﬁiﬁ%g}%afﬁ ;}%g %?Ifﬁgpsaé%tgﬁ%s gz&%rtgééggmﬁl data Brotesing

. appasitiel Sdmetisitiaheiati amtiRtoiheofithk ¢ala R RSSINGRNPRIAIME 11

11 as oc,iga}:ed with each of the multiple encryption apparatuses 27A. The
as§%‘ﬂi‘fﬁ§1 eachitig Ry S055mERs SRS TRARIxes to the solution

15 gepetatingalgast galggf&ﬁp Al lQN;(X) as follows. Isr ..
solution (X,) = 02X(§]lll§!a +a(a= rr;ﬁa%t%\é \7\%“% %9%2%1\%%%} %‘%%ﬁtlﬁ?n\%%) t1gnls

gepseatipisigarbraradadnmatehe kT sniuginnti(E jnie fidtemportion 271 receives
the ﬁ'ﬂ*%{-ﬁ% 'gr? &Bom'“ﬂcgﬂs‘?mbﬂ %z%gs"—:[ %mx with 8 rows and 8 columns)

This is the solution generated first.

Next, when the interface portion 271 receives the subject data from the bus 29, the
solufion generating portion 274 generates a 2™ solution (X, as follows.

2™ solution (X} =X, X, + &

Sirnilarly, each time the interface portion 271 receives the subject data from the bus
29, the solution generating portion 274 generates 3%, 4™ . N* solutions as follows.

3 solution (X,) = X, X, + g,

4" solution (X) =X X, + ¢

N sotution (X) = Xy_ Xy_, + &
| The solutions thus generated are transmitted to the preprocessing portion 272, the
algorithm generating portion 275, the key generating portion 276 and are also beld in the

solution generating portion 274. 'To generate the N*® solution (X), this embodiment uses an
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solution generating portion 274 generates a 2"d solution (X,) as fottows. -
20 2"d solution (X2) = XIXO2 + a Similarly, each time the interface portion

271 receives the subject data from the bus 29, the solution generating

portion 274 generates 3rd, 4d’, ... N" solutions as follows. 3rd solution (X3)

= X2X1 + a 40’ solution (X4) = X3X2 + a 25 N' solution (XN) = Xn -1XN-2

+ a The solutions thus generated are Hansmitted to the preprocessing

I\%g??ggog%[g% QQIEE;E%&S in thge&gso?ﬁi g%nelraf‘g ing por (leonr? i?%f emrated

imgevigraty befoid' theluticTh@drethis senvbali me;ﬁw Semeen3the(Pbhdion generating
%(lalut XNﬁ?Fﬂ %va 2)"h solution (XN -2), that is, the two solutions
P9 S R TBra RSece retoian egRasaietandlie prsifor else, the

ma%lﬁaeng hiRaSOBeiNHORNRRaH RehP YA A A TSI NR ARG G N 274).

preceding solutions generated in the past (or else, the two solutions must

Inyasbicts; selstiiens pldpbndhe m nprRsesb irtontiver rolatinus gerboned id hé past |
= WEISHY 106 Soldliona. dsriban dns o neatestprefiedg solllions. 1o o

generated in the past are not tO e use generate e
holrsthatwe past Bhlusiotid Srethebodinieng akwayss botdsrtg4wornastes|diiens

squtlon nerating portion 274. However, this embodiment erases
RGBTSR b AR R R BERTS BERERE oigmse o the

£e9RREALETRIHAG AANYSRBHIAMDHNES HIGSREONSHIRRISS LIREEINIhen from
solution till then from 10 the predetermined memory or the like in which it

thepredrieinined meBosp RRIGAkNIL whisbridwes areaetietic in nonlinear

trangifion,sang. rtgugl let}t% ndom umbers. To cause the
nonlinear transﬁlon | E%%% eﬁna%q%ﬁng% NHRY ng“%on %‘8" 8’5’3
p%héﬁ@ﬁhﬂmngﬂmhmﬂas other than the above-mentioned formula: Nth

sol on XN) = XN 15 ,XN_2+a. For instance: (a) Nth solution (XN) =
nonlinear trafsition, it is thinkable, when acquiring the N solution, to

use the followmg formulas other than the above-mentioned formula; N® solution Xy =X,

Xy T O

For mstance:

(a) N* solution (X} = (X_)F

(B) N* solution (X,) = (Xpy_)F (Kg9)® (K9 Ky 0"

(c) N* solution (X,) = Ky ) + (Xq_)?

P, Q, Rand S are predetermined constants respectively. The solution generating
portion 274 has two initial matrixes in the case of using the formula () or (c), and has four
initial matrixes in the case of using the formuia (b).

The above-mentioned ¢ is a constant. However, it may also be specific changing

environmental information. The environmental information is the information naturally

_ generated in sequence as time elapses and commonly obtainable at distant places, such as the

mformation determined based on weather of a specific region, information determined based
on the contents of a TV broadcast of a TV station broadcasted at a specific time and

information determined based on a result of a specific sport,
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(b) 11th solution (XN) = (XN-1)P (XN-2) (XN-3)R (XN-p!S (C) Ntli
Solution (XN) = (XN-)P + (XN_2)4 20 P, Q, R and S are predetermined
constants respectively. The solution generating portion 274 has two initial
matrixes in the case of using the formula (a) or (c), and has four initial
matrixes in the case of using the formula (b). The above-mentioned a is a
‘constant. However, it may also be spegific changing environmental
information... | [ ation. is the information patyrally 25
aen e B R apedthe e
abdistampieeisy suchrizs thd gafertiagiosmater mibeddsased on weather of a
specifi on, information determined based on the contents of a TV

ific reqi
o aH AR PR TN At B AL ARG b AR dmet e ehiae e ot
endiptRrRUNaribRsed:RR A ol Qh& SPeRiteARAN: 31 wWldy Possible to

further improve confidentiality of the communication by creating the

aboy AssrriRadetbavin Serapseretinreparivg Emhavingrimeivatiohe splgtions (that

r ible.. d b d frc
is, ﬁﬁ%ﬁ%@éﬁmgﬁfﬁ Q&ﬂﬁﬁ)r 91 65%3 2 wg%cgn g%t%émggve%%e a(?[i%&%}fz. ogssg}%’-&), B}

environmental information t sl e ?ormu
andédahibeld above] thegreprotegsiiy poriondaid? havingdiageivess habodiment,
sofu.tions %tﬁf%tﬁis, the abogg-mentioned solutions) decides which of the

e D S LR SRR SRS EHE oo dingd &) B barriovises i dakipgtbe sum of
adéigs B RdaxbhBs Jaian ARG GRAARARIS ARNPRISH 5 R RANLLSKE SWhutions by

data is generated by the method A) in the case where, in dividing the sum
3 6@%@%@1’ s HUnbe thecanthadrBignriberprarivivit Baowiader & 1, and by the

t ' . inder t fi by t
o R TR

e the" ' me
cagase where the remainder is 2, though it does not always have to be the .

case. In the case of geperating the plain text cut data by the method A),
the BN S-S PR B BLER ST E S e BY Al Freibesd Hiprepeessing

poiﬁtﬁfmﬁ@r@@mlaﬁécbaame&éi%&ﬁ%&ﬁ@ﬁﬁé&@%@&ﬁh%ﬁi 64 Bits in this

embodiment) shorter than the standard number of "bits in order from the

Proqietramiing Renher PidBiin btk it thisarbrdiopnephetsding fortiond27 aumber of

bitt 086 IR TR B BB AR AR Sl BRE eSS e Fofion
272 embeds the dummy data at a fixed position of the plain text cut data. The positions of
the plain text cut data for embedding the dummy data may be either variable or fixed. Inthe
latter case, the position at which the dummy data is embedded may be the head or the end of
the plain text cut data or a predetermined intermediate position such as a second bit or a third
bit. The dummy data may be any data as long as it is irrelevant data to the subject data.

For instance, there are thinkable processes, such as constantly embedding the data of 0 or the
data of 1, or alternately embedding the dataof 1 and 0. As a further example, it is possible
to decide what dummy data is to be embedded based on the above-mentioned solutions. For
instance, if the sum of the numbers configuring the matrix WitE 8 rows and 8 columns as the

solutions added up is divided by 9 and the remainder thereof is 0, it is possible to continue G,

suchas 0,0, 0,0.. If the remainder is 1, it is possible to put in 1 alternately, such as 0, 1, 0,

1. If the remainder is 2, it is possible to putin 1 at every third place, such as 0,0, 1, G, 0,
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the plain text cut data for embedding the dummy data -may-be-either—

variable or fixed. In the latter case, the position at which the dummy data

is embedded may be the head or the end of 20 the plain text cut data or a

predetermined intermediate position such as a second bit or a third bit.

The dummy data may be any data as long as it is irrelevant data to the

subject data. For instance, there are ttinkable processes, such as

con | a of 0 or the, data of 1,.or. alternately . _
e the s e RIS, & oo ik R UG ng, o 1
evgecitighphet dithemynatelds iiodbendmiiaa ded Hageaamm tece if the remainder is 9,

abO\ﬁ-mention d solutions, For 25 instance, if the sum of the numbers

config uMh§ S hEsHTRAMNS Be8lHL L5 TR themeosdhibesmamsgssing
pofios Hiviead iy QbR e sy aNAehIeHRRliSAxibis passiRiedes %g%@&gce)

0, suchas 0,0, 0, 0... If the remainder is 1, it is possible to put in
shofter e e strdad pumbe: of bitsitamendeninasdbe isdn ieig pushitletd etudes the
dd&&j?ﬁeﬁé(%{ gglﬁl .Such 1,0, 0, o geiirinnresiienreenieegenns 2 .

leewise?é#?s po§§%§%§8§§?§i°%¥%8§Ff Shi eﬁ’l‘ﬁ%}ét?f‘fﬁénrg%’fﬁ (which
haies Spquitrirbdr af BehyofiiththiadbditheisamanBer 48 itandiPiir btV Yitions

t if the remainder js 9. In the case of generating the plain text

th nl
ot O s oo e D ocihes ek Phsateas o segving in
oréatarimetiesprigienniBeddmmier QLRI & Bl 0 I0SIBNEE) S SE%B "bit, or

than the standard number of bits to render it as the plain text cut data, and
randemehaneng i iy arhaietechf re plapotsitiont ditresé ivpositarsadisiich the
quRlaip dextscut 9@@3%' ' 2 ve the number of hits ?or er, than the

star?dard number o 6%%?{\{%1% igﬁéﬁé % e oS %%v %’rﬁs WA e
sobieridemiseaided may be fixed or regularly changing, such as moving in

ordey of the first bit, second bit, third bit... eighth bit, first bit, second bit, ...
cight 5t BF 10 P15 CHB (Y 2060 A GRS e e i by

méiﬁb&;ﬂﬂi@é:ﬁﬁﬁiﬂ@ﬂﬁi@b%@iﬁﬁ%%%We%fﬁ%f&gggg%f%%%my If the

ch&;ge, the positions may be decided based on the "solutions
Suth SfARE BUmESE ORIigEIRS the teididig: thopesitid Bscalwinichs the shirions added

I the solytigns, it is passible t fQrm the
e e P A g
thethearhamr thwithdofahs s Sof dhepiam as thatspitations mededeumiis Aividedplain

d.the remainder thereof is 0, the dummy data is embedded
S

%agpg the dummy data embedded at the héad and the plain text cut data having
the dummy data embedded at the end are arranged 10 be at every third place. If the
remainder is 2, the plain text cut data having the dummy data embedded at the head and the

plain text cut data having the dammy data embedded at the end are arranged to be at every

- fourth place. If the remainder is 7, the plain text cut data having the dammy data embedded

at the head and the plain text cut data having the dummy data embedded at the end are
arranged to be at every ninth place. It is also possible to further move the positions at which
the dummy data is embedded rather than fixing the positions such as the head and end.

In the case of generating the plain text cut data by the method C), the subject data is
cut to be the standard number of bits or the number of bits shorter than the standard number
of bits. This cutting can be performed by cutting the subject data to a random length shorter

than 8 bits, For instance, if the sum of the numbers corlﬁgming the matrix with 8 rows and
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the head and the end of the pieces of the plain‘text cut data: If the -

remainder is 1, the plain text cut data having the dummy data embedded

at the head and the plain text cut data having the dummy data embedded

at the end are arranged to be at every third place. If the 20 remainder is 2,

the plain text cut data having the dummy data embedded at the head and

the plain text cut data having the dummgy data embedded at the end are

ry, fourth. place,. If the remainder is 7, the plajn tex

g e S T e i R g
ofdbe¢ eieliediaiaingtiechrinmy deiacembedsesd stihe entiriecariangas t0te head

at every ninth place. It is also possible to further move the positions at
o SR G PR A SR BB K i F A S B Aihe head of

thewebis dhe heas abmhendidi the cass: 8l 9anaratingibe. plaintext ?,%?%E%d of

by the method C), the subject data is cut to be the standard number o

the, pabictsiata ghibatmeiniiis Sherean beowthe Fidtdar@hibmblem ofbitst Tatisthus

' rforme ing the subject data to a random len :
B e e P PR R R e pain
texheubrvtr o fvithid rowshbanst 83s & chdmnbasibe BaldiORsrASHRE Bl IS In this

divided % f:ﬁl_and the, remainder thereof is O, the head of the subject data
Ca%&’ﬁ%‘a?‘ﬁ% mgt#ﬁé‘%%{hc‘éaéhémﬁﬁ& HEhEeFAsRasiton fhehe s sd or

théhSubigrtaatah RGN N pHRGHAPRRc vk Rt dhe demainder is
2, the head of the subject data at that point in time can be cut by 2 bits. If
the AErAFa69. hapitia raserbfisaiteus gbjsratddta metbaitpaing thetimerypting and
Q% cut o]l f the_plain text cut data thys generated, the
depreproggggégg%gt%% %%%r‘r?bérggrtﬂq:gaﬂ%ér{ﬁ?%ata in each piece of the
plairin teace el whabetiaf sehichtiourmibée pidittig shogtes, thaniheisiangdadating
gr of bits, Inégis case, an embedding position of the dummy data

& SV e AEPEHER Y6498 FREIPSNEKaeaHp feFY S d@termined
changingRestion:s e%ﬂ%@aﬂ@%g%eﬂﬁﬂﬁ é%é?é&ﬁtg Corttch HABLEAR8 the

the plain text cut data thus generated is transmitted {o'the encrypting and

al hawpeniba PhYiassa stream in order of generation. In parallel with

the generation o&ﬁp nl_% [ tex% t data. the algorithm eneraé' ortion
275 generat%sothe a%goﬁt%%eﬁ Ce%e(?ﬁggﬁéwpﬁﬁ\é: %’é’%é{fn eX ﬁ%‘?@?ﬁs the

alghodordas dolivtiis embodiment, the algorithm generating portion 275
gen%atgls the 15 tarlg,orithm based on the solutions.

e algorithm of this embodiment is defined as "in the case where the plain fext cut
data as 8-bit data is considered as a matrix Y with 1 row and § columns, it is acquired by
multiplying by Y the matrix X with 8 rows and 8 columns as the solutions raised to the a~th
power and turned clockwise by nn x 90°."

Here, there are the cases where a is a predetermined constant.  According to this

‘embodiment, however, a is a number changing based on the solutions. To be more specific,

the algorithm of this embodiment changes based on the solutions, For instance, 2 can be
defined as the remainder in the case of dividing by 5 the number acquired by adding up all
the numbers as elements of the matrix included in the solutions which are the mairix with 8
rows and 8 columns (provided that it is a = 1 in the case where the ';;'emajnder is 0).

The above-mentioned n is a predetermined number defined by the key. If the key is

a constant number, n is fixed. As described below, however, the key changes based on the
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According to this embodiment, the algorithifi generating portion 275~ e e

generates the algorithm as follows. The algorithm of this embodiment is
defined as "in the case where the plain text cut data as 8-bit data is
considered as a matrix Y with 1 row and 8 columns, it is acquired by 20
multiplying by Y the matrix X with 8 rows and 8 columns as the solutions
raised to the a-th power and turned cléekwise by n x 90." Here, there are
se [ i t. According to this . .
o i s s e S ARt ngng o i
enfwdoeatspecific, the algorithm of this embodiment changes based on the
squEi&nsalSFor in tsnce a.can be 25 defined as the remainder in the case
of dividing DY BT CARASIS S EIPEF D 8 MY -up all the numbers as
elemesis:@hthe matenbdakied MdResAHIONSWHIETR Aredhe Al Mty &
rows and 8 columns (provided that it is a = 1 in the case where the
2lgariiaimaathision i reabeyinielwions drenishe srduion gemsedivgpolion 274, and
i; ' t ber, n is fixed. As
kagtgégﬁgg%&%&%%vﬂg\%{? tgﬁgt l%’gtyﬁ’gggn?gg% ased on the 34 solutions.
To ble prorbied pradifibe thraenatitsoafthe gesnhasechoiethatrolelioaseaatny gigon
> t&iﬁgr %Qlﬁ:(l)d%ment.ét iS algﬁfgossiﬁle to.decide on another algorithm.
ECOTHING t0°thie SReBSHIFREHPHEE Mg SRHFREM g portion 275
gendniesienb-alagithebeash LMerikieaaives 3ol ipns:fipanthe

solution generating portion 274, and transmits it to the encrypting and

decrRERTI P8I 7sbndiment Srskay araqyeiies avswoofegshertestheliey as the
foﬂ?&ﬁnéhe key generating portion 276 generates the key used on

encrypting the plain text cut data. The key generating portion 276

gendiizésyioé heyenzinddnmm t etdsotutions. ;bGuireddre gt thisll the numbers as

embodiment, the key genperating portion 276 generates the key as the
o SSRGS o BRSOt oD BRI e UED By e and 8
cobfnall the ieniel ek enaiRBanis @ bihd MBI IRChasd i toeRo Lo S ment.

which are the matrix with 8 rows and 8 columns. Therefore, the key

chaftB<lsa segsretdssidtion enasken ¥y to this embodiment.

According to this embodiment, the key generating portion 276 generates the key each

time it receives the solutions from the solution generating portion 274, and transmits it to the
encrypiing and decrypting portion 273.

The encrypting and decrypting portion 273 encrypts the plain text cut data received
from the preprocessing portion 272 based on the algorithm received from the algorithm
generating portion 275 and the key received from the key generating portion 276 ($1103).

As described above, the algorithm is defined as "in the case where the plain text cut
data as 8-bit data is considered as a matrix Y with 1 row and 8 columns, it is acquired by
multiplying by Y the matrix X with 8 rows and 8 columns as the solutions raised to the a-th
power and turned clockwise by n x 90°," and n as the key is the above-mentioned number.

If a is 3 and n is 6 for instance, the encryption is performed by multiplying by the
plain text cut data the matrix with § rows and 8 columns acquired by furning the matrix with
8 rows and 8 columns acquired by cubing X clockwise by 6 x 90° = 540°,

The data thus generated is the encrypted cut data.
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15 It is also possible to decide on another-key.-According to this e s s

embodiment, the key generating portion 276 generates the key each time
it receives the solutions from the solution generating portion 274, and
transmits it to the encrypting and decrypting portion 273. The encrypting
and decrypting portion 273 encrypts.the plain text cut data received 20
from the preprocessing portion 272 based on the algorithm received from

the rithm_generating. portion 275 and the key received f the key .

genzik%% ﬁ%c r%%r? Y tf%g%gim]&%éegé% eb‘éodn&%%%, Rﬂ%‘%égﬁ;hn?% connecting
potgdine@rasiimetheipaacrprecth@ntoin sax! st Lattaas BebihdalRds data (S1104),

considered as a matrix Y with 1 row and 8 columns, it is acquired by

Sopiig SRRPh IR T REH SRR Fasa A S TERRRARE 2.0 tihe stinmoprder of the

orl@ieadiatheael grpower and turned clockwise by n x 90," and n as the
key is the above-mentioned number. If ais 3 and n is 6 for instance, the

encrypusrilic pesBiited phickuftiofisting theceskiiny teptcuto bl atheypoadix
ith 8.rows ands columns acquired by turping.the matrix with 8 rows and
S“ﬁ{%%lg?n‘%’é“ 5833‘3%5%?’&1 | J%ﬁ%é%%’%@%%%%‘gol = 5401. The data

thusHereiatetis dhe Bospspteshautattadhedhe @8 @Wﬂiﬁﬁfé&ﬁ&lﬁﬁgﬁratus 28 in
transmitted to the connecting portion 277. The connecting portion 27/
th%gﬁ%é‘&@ Pﬁ%"%ﬁ?&%ﬁt’éﬁf&ﬁlﬁ%&%&l’s#@? afd gErerneetpddaiiciy pedved by the

AR ShARM) 293 IR0 R Al e £ 95 RIRY setdnlabincRTedR
corresponding to the sorting order of the original plain text cut data. 5

- authgpgcationsiefs Seaadtingvhition %8 2ir st et autrenbesing dytpaeattsidd portion 282

r the. subject data, to, generate, the encrypted data is finished first.
DS S SR B e s eeropted
damppahatusnBunichfiedipsiaiaiaggocessing apparatus 11 via the bus 29.

The encrypted data is received by the interface portion 281 in the

commGrfeRNsA R SRIYB2R Tensmithihesacmed tetatntensieng sata
i . . hontioar : .
prélRiRiHe ABFAHRGROTONRR (TG T4 %&%&%@@%ﬁ%ﬁgﬁ%’e’%%&é%@eﬁy

282 adds the authentication data to the header o ata, a
pegfgmaedits the encrypted data to the communication portion 283. The

Y R R DI e DR o FATHR S0 2 Enerypied data, the
step S130 of decrypting the encrypted data and changing it back to the subject data is
performed. | |

Hereunder, this decryption step will be described in detail by referring to FIG. 11.

The encrypted data transmitted to the second data processing apparatus 12 is received
by the communication portion 283 of the communication apparatus 28 of the second data
processing apparatus 12 (§1201).

The communication portion 283 transmits the encrypted data to the anthentication
portion 284. The anthentication portion 284 determines which first data processing
apparatus 11 the encrypted data comes from based on the authentication data added to the
encrypted data (81202},

After such a determination is made by the anthentication portion 284, the encrypted
data is transmitted to the interface portion 281.  The interface portion 281 transmits the

encrypted data to the encryption apparatuses 27A associated with the first data processing
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processing apparatus 12 via the network 13."The above-mentioned- step -~ =

SI120 is thereby 15 performed. In the second data processing apparatus
12 having received the encrypted data, the step S130 of decrypting the
encrypted data and changing it back to the subject data is performed.
Hereunder, this decryption step will be described in detail by referring to
FIG. 11. 20 The encrypted data transnzitted to the second data processing

RRAR Sd%& .!E [£S { the communication.portion 283 qf th
apgommut#icatlon agp()%?{a?%%g? géi %rfsfﬁlesség%gﬂ%r%ﬁa% Bb‘?%‘é‘é?gfﬁ%%%g}'&ﬁﬁ’s 12
anfS42ealion percomB®dnication portion 283 transmits the encrypted data to

the aythentication, portion 284. The authentication portion 284 determines

which 1irBFRARE T OERE: 28 b Falt STy P GREA IR A e esdTae dhe
entigptdpsad AR theethrotlicationdalg added to the encrypted data

(S1202). After such a determination is made by the authentication portion
- 284, Fhe mppiggsestn gt #3R4rmitethesetriviedarianmpd ditn38lprasermined

nuﬁ@ggfgig?%%rk@&a%%qﬁgﬂ% T?ﬁ%%egﬁ%gt?g?g@eto the encryption

apparatuses 2/A associated w essing 36 apparatus
11 det¢hminscofcbeiibehs anamjsaiaiuacud geatien e s vateshiataul MR the
authentication,gort%n 284, The preprocessing portion 272A in the

PR RS SSBR R HaPA( &Y BAIPES 6 BLOG5S° BFYEFp e dheRrotass prafimrmerhbe the

coRitigny Bk ThemRRIAEass! @goesggjﬁg ah2AavE theregelvsd specific, the

encrypted data by a predetermined number of bits, and generates
SRENEIR ads cabby EIInEBm thetheahsebsfdvideditherenitiplpisiccdatd thad
en&%ﬂﬁer&‘gm encrypted cut data, the preprocessing portion 272A

pérforms a process reverse to the process performed by the connecting

portiSexg, tdechithefiestcdatapio cansingeppataletchiptig Be1NQiesRaCHiFtion
27‘%9 %&lencr)égégd data is cut by 8 bits from the head to be divided into
TRIErp L LedeEmied artr ¢4t haplatteriry daedRMbut data is

transmutie-ipdba RHeAUg a0d HectPINGROMHIN: process performed by the
encrypting and decrypting portion 273 of the first data procéssing apparatus 11. For that
reason, the second data processing apparatus 12 requires the algorithm and key required on
performing the encryption on the first data processing apparatus 11.

The algorithm and key used forlthe decryption are generated inside the encryption
apparatus 27A. Working thereof will be described. |

The information that the interface portion 271A of the encryption apparatus 27A
received the encrypted data is transmitted to the sdlution generating portion 274A. The
solution generating portion 274A having received this information takes this opportimity to
generate the solutions each time it receives this information,

‘The generation of the solutions performed by the solution genérating portion 274A in
the encryption apparatus 27A of the second data processing apparatis 12 is i)erformed
through the same step as the step performed by the solution generating portion 274 of the first
data processing apparatus 11, As described above, the solution generating portion 274A has
the same mmal matrix and solution generating algorithim as those of the solution genezating

portion 274 of the first data processing apparatus 11 associated with the encryption apparatus
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273A, where it is decrypted and rendered as the plain text-cut-data -
(S1204). The decryption is performed as a process reverse to the process
performed by the 15 encrypting and decrypting portion 273 of the first
data processing apparatus 11. For that reason, the second data
processing apparatus 12 requires the algorithm and key required on
performing the encryption on the first data processing apparatus 11. The

b ed for the decrypti re generated inside the .
e R R T oot Py gnertod n
thindoerpption dpadrtines 2TartacheneEian 2284 Aredemenepapiian APRRBLSme as the

7A received the encrypted data is transmitted to the solution generating
éﬁ?%%ﬁﬁ%%&?@%%ﬂ?&aﬁswmﬂe@%mﬁwm%ﬁ@ feckivedpthis

pritaknaliopdakesiihiz APRGH N 0. HC0RA 6 G, Saluions each lime it

receives this information. The generation of the"solutions performed by the
solufif gnsekidriglptens Are Tansinit28 fhenchersgitibonapperatng @EAoaf274A to

' ro Ing,apparatus 12 s perform hrough the same
P S on B erithg bordh Sbnerine
pofitst @bz processing apparatus 11. As described above, the solution
generating portion 274A has the same initial matrix and solution
Gonc iR SRR e RBE PR o TGRS et alEog oot received
sotheolirsidiatienBrorgssin s 11 ' ' 0 fion .

apparatus 37 27A inclSé[?fg%{%%%futi31%%%?%3%%&%%@3%%% generating
PoTHRaY &fSvd ofibestsicrivhéagarrorated drapiveasnict Y ioarappirailisoATAnGE the same

. DI in aratus, 12 are th e as.the, solutions
e i ha S e S PR RS e

approtessingeapnaratiisaldofithe dalmdpthersal s ek IBRSIAHER fm the

pared. 5 The generated solutions are transmitted from the solution

e R IOR SR 5 B BRI 5% BrepimErzmertitgoHi

genaigiies; Rediefiad pa-AEX Jenall o RARATE AT 12 2189 T cn

enerating portion 275A generates the algorit baseé)on the receive

ea'gbﬁm%# exsiviipibeispbtisives (Feestiptiondidhthsiey eavhithgbertion 276A of
R R B e TR W whic e
keytgermdgotithpogeac 26iopiROfieriad Dok sl sheaR PCessitbes the key. The
gener&ted key is ransmitted from the key generating portion 276A to the encrypting and
decrypting portion 273A.

As for this data processing system, new solutions are generated on the first data
processing apparatus 11 each time the encryption is performed on the first data processing
apparatus 11, and new solutions are also generated on the second data processing apparatus
12 each time the solutions generated on the first data processing apparatus 11 are decrypted
on the second data processing apparatus 12.  As described above, the solutions generated by
the encryption apparatus 27A of the second data processing apparatus 12 are the same as the
solutions generated by the corresponding encryption apparatus 27 in the first data processing
apparatus 11 if the data in the same order of generation is compated. Therefore, all the

solutions generated when encrypting certain subject data on the first data processing

apparatus 11 and the algorithms and keys generated based on those solutions constantly
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apparatus 11 generates the algorithm. The generated algorithmyig -~

transmitted from the algorithm generating portion 275A to the encrypting

and decrypting portion 273A. The key generating portion 276A generates

the key based on the received solutions 15 each time it receives the

solutions. The step in which the key generating portion 276A of the

second data processing apparatus 12 generates the key is the same as
i S8R bl NG, v aansyaling.norion 206, of the first data

processing apparg%% 11 gene?ates%hgega%?ﬁ‘?ﬁ%aratgﬁgrféﬁ%eo gys?g ond data
preepisingteenaons ilee thyelpmiting podtiey QG e QECHRANGE tions
ngeeiétxgﬁglgrpoglon 273A..20 As for this data processing system, new

sol e GSSBIETBIFS ATRSTHERL AR e Caskia Appsaraing ppuan 11 by
usifp ehha SRR IR [ReRe HeBRAd bbb S M IR RAEASCSTNMe RRPAAMSces are

11, and new solutions are also generated on the second data processing

the, 330 0 wheg b smerantiends pridriengé naramesomdhitatirptadassing apparatus 12

I RERRANBARANA G ALR ARG, gﬁoég%gn%%%%%rag%g%gfocessing

apparatus 12. As described above, the soluti ed ny 25 the
encrysdesrapphebitive. P eotthmisg and daapthio peaiing ZR peatbankaRre
the same as thg soluti%%sggene%ed by the corresponding encryption
SR ESRTY o4 Somrdhsaleptitine qragiaingportion
27SAMe Ty de g praiatiah ereovpRALathd Heeriare kg 258t rms the

generated when encrypting certain subject data on the first data

deFRtinaciracess bu sarasafing fe aleosifer iformerioniii g dempatich pases

4G ihose; [ il ith.the solutions generated b
i S ATt 1 o
ani%] mi%xme dgithnsa ! mue%ﬁdwmﬁyhagﬁtp@?g}@ﬁyj@mm@ matrix of
when decrypting the e ed data generated on the first data processing
I B B LRI i ARGy StRedp o PRGN BF s
clcﬁﬁwmmﬁ-nﬂ@@@e"?E@H@@P@&@%g@%?&&@%ﬁ?ﬁlw&%&f&% 8@%{?
e

is, performed on the §_econd data processing apparatus 12 and't
PRI hRor detisd s case Wheretmpbracession daspasdiist tiitads considered
as 9886HReE R YE P ANCLURHRY ecrypti rtian 273A performs.the
decrypt_ion prpcegs by using thesg%%%ﬁme%{;%\l/%%%éﬁna?ﬁ%%%egﬁﬁ tiplymg by
Y Generating pottidno®7 5 § colbenmose theeciheiocihe:REC YREOG-Asbwer and turned

decryptin ign 273A performs the 10 decryption process by generating
e D bt bEHOREAGTRE GG FEFUEHGE t (e above mentoncd

definition by using the key. Thus, the encrypting and decrypting portion 273A decrypts the
encrypted cut data provided as a stream from the preprocessing portion 272A one after
another so as to generate the plain text cut data. |

Next, the encrypting and decrypting portion 273A removes the dummy data from the
plain text cut data as required (S1205).  As described above, the solutions generated by the
solution generating portion 274A are transmitted to the preprocessmg portion 272A. These
solutions were used when determining how the dummy data was embedded in the plain text
cut data in the preprocessing portion 272 of the first data processing apparatus 11. Tobe
more specific, the solutions held by the preprocessing portion 272A of the encryption
apparatus 27A at that point in time indicaie how the durnmy data was embedded i the

encrypted cut data (to be more precise, the plain text cut data before the encrypted cut data
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(defined as "in the case where the encrypted cut-data is considered-asa
matrix Z with 1 row and 8 columns, the plain text cut data is acquired by
multiplying by Y an inverse matrix of the matrix X with 8 rows and 8
columns as the solution raised to the a-th power and tamed clockwise by
n x 90") based on the algorithm received from the algorithm generating 15
portion 275A (defined as "in the case where the plain text cut data as 8-bit

i sider. a matrix Y. wi ow and 8 columps, the encrypted
Wt ga?fg ?SE) a(gq‘aﬁlga%C%ﬁ?ﬁli?n%ye%{%\g%ﬁi&%ﬂ%?ﬂ&ﬁ%oawﬁomﬁ)
byohiiennypisnthens dedioprigiseationt D b BRWeEMAdHRIMRCLEIReKWise s 12,
n x %%g and perfarming calculation according to the above-mentioned

defimfo R ISTHEhBREGR PRES, THRSBWE AR G arptBe §stidepptingrportion
278 A3RdRrRYRIAdN PRI HNIR LS dalacRr avid 8&@%&%2?&9 éﬁ%gpeptg% and

prepl_rocessi_ng portion 272A one after another so asto geherate t
degsypialE PRItioINIS A e warytilatp anebdeddedting portion 273A removes

th ta from the plain text t ired (S 1205). A
S G e SR

tepextiohtz B Ashire diansimiiadde the preprocessing portion 272A. These 25

solutions were used when determining how the dummy data was
embt%“d%!a%‘?ﬁécﬁfé%ﬁ%k?scﬁﬁlmq AStRRRpRpRS de dBeReMATIGIE PUTtion 277A.
THOEESLURIPRIRALSINO ARRBEANS 1R g8 SOMIoNS o ;
held by tglfg%reprocessing portion 272A10ft e%r?é%%ﬁg‘gmg&é%?aetﬁ%ﬁz%ﬂl gesit
bagl ¢ A oibiei daiactrtbitcotizinelwidie dmmbpid g nwvspteinnatie okinishe
utd ore precise, the plain text cut data before the
e T SO

encry cut encrypted) of which decryption is finished (or

beinBhperinestes Sir3biet tohih Her iRonaiiabybtBe-eRsHReEaRd 2 decrypts the

decrypting portion 273A of the second data processing apparatus 12. The

enEEYPO BTG e B Paskie Henbiest drsadnéigishied and decrypting
porting. A3AdaRiREmAlon AR MhATEIR 48&5#%3’ futdata deprypte
~ bythe eér:i:rypting ar:)d 5 decrypting portion ;%I%At e Eﬁr#r%% g?gfigx 0 gw
integtge deR PR & Aoy frithgratrensmistyp tim the entioyp @3B ApperateeS Fhela the bus
29dummy data from the plain text cut data by using the information. The
plain text cut data thus generated is transmitted to the connecting portion
277Hére] ihe euinpebingrparian 27 feERANSEIS HiecEResiMad Maia 18xhEbed step

ggt as one and changes it )
5140 of re-encrypting the decrypted subject data to render it as the encrypted data.

The eneryption process of the encryption apparatus 27B is performed in
approximately the same flow as that of the first data processing apparatus 11 (FIG. 12).

The subject data transinitted to the encryption apparatus 27B is received by the

“interface portion 271B (51301).

The interface portion 271B transmits it to the preprocessing portion 272B.

The preprocessing portion 272B cuts the received subject data by a predetermined
number of bits, and generates the plain text cut data (S1302). The method of cutting the
subject data in this case does not have to be the same as that of the encryption apparatus 27
and encryption apparatus 27A.  According to this embodiment, however, the same process
as that described about the encryption apparatus 27 and encryption apparatus 27A is

performed to cut the subject data, The preprocessing portion 272B performs the same
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10 back to the subject data in the original state before beingencryptedon -~

the first data processing apparatus 11 (S 1206). Thus, the step S 130 in
which the second data processing apparatus 12 decrypts the encrypted
data and changes it back to the subject data is finished. The generated
subject data is transmitted from the connecting portion 277A to the 15
interface portion 271A, and is then tramsmitted to the encryption apparatus
rSdddadne RS 1% fiShe the engryption apparatus 27 per{ﬁ]rm th
P process of th(g):‘:ta]bove-ment'ﬁor%g?c:j'r §§“§@Pg 0 Sr%tzlésr?ca@p({i%’ dg %cfﬁ%ﬁ data
indshpeindetbaw denderidcudrtde encrypted data. The encryption process of
the encryption apparatus 278 is performed in 20 approximately the same
L SR 7t A1 BRSBTS R P PR Sy D porton

flowas
zmmbj?%eaf@ﬁwa@éé&%&%gg%m%%ﬁ%& 28 18I RCENMRI D encrypted

the interface portion 271B (S1301). The interfacéportion 271B transmits
‘Cuﬁ‘%@"-‘fﬁ@é@ﬁ)rocessing portion 272B. The preprocessing portion 272B cuts

the regeived Subiect data redetermined 25 number of bits, and ,

generatés the%%]?g text cll%%g%%e( ngg%&\f:ﬁg gt & |Fﬂ§°ﬁ1%s in the case
of Subjocteitn ispthisiva s doFhenpllthye tochisthesamedasibatdithein the case of

encryption apparatus 27, and encryption apparatus 27A. According to this
her F%ﬁ‘é%#%%ﬁ% r, S AR Broe theseeiemfignaishnselntprfotiie generation

of @RCAlREIIRRREEBIUSA hapeensty RilamaRparatus 27A is performed to

cut the subject data. The preprocessing portion 272B performs the same

40 pYbeedeednterfaceiBertingedy hB aercivesahe subion dyp fratub QFus @@ dtte
solfGiide the St -plaip text.cut data as required. Next, the

plain(%xt cut t[g)l‘ls tranﬂrsglh{%g:e%é%o %ae?le:ﬁ%wg tllﬁﬁ %ﬂg" égeec]&tﬁff%eﬁ)(?rtﬁ’é’ﬁ 271B.
ThezeBtith geaemtingipe dod Xia 8 yhiilg paitian: ASBIaN6RLAESI I pRRESREN.  If

as }he enc%é ted 5 cyt data (S 1303). Here, the algorithm and key to be

e SeU R R BOBIPN A Jo A& e eraRorfineret seksdves o liemAina e
reRpRSKILGZdibjhe RALHORSIY SRlSAISRENBIES PRI IS RS g})&&g&&ﬁ?ﬁo

of the encryption z;%paratus 27. The flow from the generation o

ERBRIG SR e
described about the encryption apparatus 27.

eiaibipf the generation of the solutiens are the same as those

The generated solutions are transmitted to the algorithm generating portion 275B and

key generating portion 276B,

The algorithm generating portion 275B and key generating portion 276B generate the
algorithm and key by performing the same process as that performed by the algorithm
generating portion 275 and key generating portion 276 of the encryption apparatus 27. The
generated algorithm and key are transmitted to the encrypting and decrypting portion 273B
from the algorithm generating portion 275B or the key generating portion 276B.

The encrypting and decrypting portion 273B receives the algorithm from the _
algorithm generating portion 275B and the key from the key generating portion 276B
respectively, and sequentially encrypts the plain text cut data received from the preprocessing
portion 272R (S1303).

Details of the encryption are the same as those described abont the encryption

épparams 27,
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of the algorithm and key will be described hereunder. 10 When the

interface portion 271B receives the subject data from the bus 29, the

solution generating portion 274B receives that information from the

interface portion 271B. The solution generating portion 274B should

generate the solutions in appropriate timing. If the solution generating

portion 274B of this embodiment recei¢és the information on reception of

the stigjesheatad@mhed PRI R B ggg;_t,% :

to 15 ge%?rate the solutior:&stlj§£r é%%gﬁg%?'?ﬁ?é gener%%i%ﬁ%%ﬁée{g%%%ns a rHion
27H8 same as those described about the encryption apparatus 27. The

| jited lgorith ti tion
3758 2 B R b B oo e

- cRTHBdddtkES deleralihg poripr@dfB igeastatetie A algerithmienshkey

e%grggﬁformin%% ame process as that performed by the algorithm
& generagt' L 75 and key generating portion 276 of the encryption

. apPATREUSRTCT; ﬁ%ﬁ%ﬁﬂﬁé@ﬂeﬂgﬁ%@ﬂ d-k8y 2& Hansnited.1: 8 specific

. encrypting and decrypting portion from the algorithm generating

i fSPRIPD T cdrapien&r davtnesing Heorrori 276B cTine: dety (RilRPSNd

decryping Pariq ives the. algerithm from the 25 algorithm |
generatingc%séi){rti0?11%Z?%§I3Vl§§1ei\r¥(?ltl gp%ggﬂﬁégrgo{ﬁlgtk%ri/ggggﬁ%e%?fﬁg S%WBW%%m the
busiPeitihelinterists pontznt il Fendsy pésdiiedda mteXim bd atane saived data
rE‘)rcc‘)grsn.the gre rocigsing portion 272B (S1303). Details of the encryption
PrOFEThes 28RS {Kose described about the encryption apparatus 27. 41
The Benetwaad RGP prb QAL S SRABRIH XA géggnﬁ)%mﬁ%mcassmg
S

connecting portion 277B. The connecting portion 277B connec

SPEHERb iR R daEian ofesenddndbitie saatyptesnirippiaddedatSHEBAD 6N the

W-lele s is t ittechto the ific information 5 generating.
* porti}gﬁ%grgl?;’%rﬁé Ls%%%ﬁ?é in og}m%aﬁ(]?g%%e%%iparﬁ R POFHON ]a}otgg fpgance, the

segtipd\daimprotiorsen; sppaifitisihfopentaiion thethalbeades-dessinstance, of the

receﬁfresg &%%Xc@%;%%gnaztt%égr%g’ag 52)7B reads the encrypted data from the HPD 23 and
decrypts the encrypied data to change it back to the subject data, thereby performing the
above-mentioned process of $150. Details of this process will be described by referring to
FIG. 13, '

To be more precise, the interface portion 271B of the encryption apparams 27B of the
second data processing apparatus 12 reads the encrypted data from the HDD 23 via the bus
29 (51401).

The mterface portion 271B transmits the encrypted data to the preprocessing portion
272B. The preprocessing portion 2728 cuts the received encrypted data by a predetermined
number of bits to gcmraté the encrypted cut data ($1402).

Iz the case of generating the encrypted cut data by cutting the encrypted data, the
preprocessing portion 272B performs the same process as the above-mentioned process
performed by the preprocessing portion 2724 of the encryption apparatus 27A on performing
the decryption. To be more specific, the encrypted data is cut by 8 bits from the head to be

divided into multiple pieces of the encrypted cut data,
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- PEHRED pro

The encrypted data having the specific information added thereto is
transmitted to the bus 29 via the interface portion 271 B to be recorded

on the HDD 23 in the second data 10 processing apparatus 12. Next,

when the first data processing apparatus 11 sends the second data
processing apparatus 12 an instruction to send back the encrypted data
recorded on the HDD 23 in the second4ata processing apparatus 12 to

the fivekdlake pragpssinaRRAAiEHlites BHRNGRrIBEN SR AHane portion

_})rocessing apparatus 12 performs the following process. 15 First, the
2T NS AP RS Atk ey TR iRoRioR AERP e o vizttd fromerier 4 DR text cut
da@@ggy@@g)t_he encrypted data to change it back to the subject data, thereby
performing the above-mentioned process of S150. Details of this process
will Beheldsanibedoby peffaming] tos thtGarh8 phedie o die Haeisteiisned process
[ terfg&%ép&lglon 271B of t gﬁcr ption apparatus 27B of the 20 second

cSSing RRp R FRESRA A IR PRGHPERR DDy 27A
onvpartbabinis iCedyiflibh. They iﬁéﬁéﬁﬁ%mfﬂeé}ﬁ%ﬁ, YR Wfa processing

encrypted data to the preprocessing portion The preprocessing

2PPEAILH Brsavigtdhnelsosdhre andiypted data by a predetermined
- numpgr ot Rits 10 Qﬁféﬁ‘%@e@@n@é&?&%ﬁ%ﬁ&% data (S1402). 25 In the case
ata

of generating the encrypted cut y cutting the encrypted data, the
prepfbedsisirierponition27/2B. pethis eshitiraameapead $heapdbfic mformation

bove-mentioned, process, performed by the preprocessing portion 272A
adde t0T¢ c?’r“y%%%ﬁ%a%%%rai?}gf?ﬂﬁ BUNSTARARY e dCrtioR. fobifentitying the

algoatesperifi iseianciRire faia BBy RBIEA R ihehead ggepﬁic
e

. divided into multiple pieces of the encrypted cut data. 42 Next, t
% transmitted to the encrypting and decrypting portion

273k, YRt in lon.273B. decrypts it ta rendered
oo A R s (G0 BRe e cranid SCHR e i o
therasply provewins teraptve theanivonecipiocess hiatdepoathhP B reads the

R R W0 - AR, reTEHoeh R s
decl9RIRFQREESHT7 3B via the preprocessing portion 272B for instance. The encrypting
and decrypting portion 273B decrypts the encrypted cut data based on the aléorithm and key.
In the case where the specific information is the solutions used to generate the
algorithm and key used when encrypting the encrypted data, the interface portion 271B reads
the solutions from the encrypted data so as to transmit them to the algorithm generating
portion 275B and the key generating portion 276B. In this case, the algorithm generating
portion 275B and the key generating portion 276B generate the algorithm and key based on
the received solutions respectively. The algorithm and key match with the at gorithm and
key used when encrypting the encrypted data having the solutions added thereto. " The
algorithm generating portion 275B and the key generating portion 276B transmit the
generated algorithm and key to the encrypting and decrypting portidn 273B. The encrypting
and decrypting portion 2738 decrypts the encrypted cut data based on the algorithm and key.
In the case where the specific information is the information indicating what number

generated solutions are the solutions used on generating the algorithm and key used when
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apparatus 12 requires the algorithm and key. The algorithm and key are
generated as follows. The interface portion 271B of this embodiment can
read the specific information 10 added to the encrypted data. The specific
information is the information for identifying the algorithm and key used
when encrypting the encrypted data for having the specific information
added thereto. For instance, in the cas&where the specific information is
enfyorigsHbRhaRg SR ing | rypted
data, tr%e inter??c%%cﬁ?%r%é?f%%g%s the ﬁ‘i%'? %1 go#t{%trléil %‘r%%ﬁé%?fl%?n%%ﬁleme

rERANSt e R BiedraRsRI i SotHersolutibe Emergtitin gartichdERptiMle solution
Walelai] Lol reprocessi ortion 272B for instance. The

?encryp%i%r])g an decrr)%o‘ﬁﬁ “portion éﬁgj&g& NPRSHRETaINE DR aRintgpy HBato the

infiwgted oriithe dljerthmonadhiey, wiio saseRaER BASrspesiiGe encrypted data
information is the solutjions used to generate the algorithm and key used

B g e AR S SRR pdsmerian e themsteacdip Brsease 7aBerstils inial
ihexsplnbanssamdhag R r ' !
1malgorithm generating pc?fttirgn 275B an%eﬂieeétli%)% g@%@%%%%ﬁ&%%@e
orisTifRe eaeysihe sEsrithemietian sgnpetigpaisn ATBthanseyits the generated
' i 76 nerate.the rithm and key based on the
soBRRGEIRNENILHOR & %egetm%/p o1l gﬁ[ﬁflﬁ{g}h&é{;%}g%%§ Rriiqn 276B.

] generd
received solutions reSpectively: The alg

Thel glpdtithnragehckatioy geckioh 2PSBNay MinR:he-aacRmt od:Hatrohaminthihge e

solytions thereto. The 25 algorithm generating portion 275B and

d
alggh ALY s TPt SR AR BERE ecThR, B rakisgy

mifhhes i . . Tk | d.
Riihe @NERAEREHRAGAEELYRIRS @HEH%H&;&%% the e%g%e{%;}e%é%%\{ﬁ g the

de,cryptinggﬁgtion 273B decrypts the encrypted cut
solytennAfdat el rrapetizalse wHeelgosibpegHiciatoypattiom 276 and the key

j iQn.indicati h mber rated solutions are the solutions
B e e Y S P e st nd
deenptinstedriate] 8B inMitaarorionad dBrasss hadaiormatiasiom the

cnenc[X%tengat sog‘?s to transmit it to the solution generating portion 274B.
TRRUE R ﬁtajgﬁ SArY5s8865T5 e Kaling received the information

- gengriendieee kiR yPA{BE: IAICRISRL AT (L0 gtﬁ%'éﬁ%@%épc%}ggd above,

with those used when encrypting the encrypted data 5 having the

abolEFhdbtisRratiine ena dorr mritherbtirtnatd7 3B thincasehatieasiythst from the
plf ¥t cut data as required (1404),

Here, if the dummy data included in the plain text cut data is included at an
appropriate position based on the solutions, the encrypting and decrypting portion 273B
requires the solutions used on encrypting the plain text cut data last time when removing the
dummy data. In the case where the specific information is the solutions used when the plain
text cut data was encrypted last time, the interface portion 271B transmits the solutions to the
encrypting and decrypting portion 273B. In the case where the specific information is the
information indicating what number generated solutions are the solutions used when the plain
text cut data was eﬁcrypted last time, the solution generating portion 274B transmits the
generated solutions to the encrypting and decrypting portion 273B. The encrypting and
decrypting portion 273B removes the dummy data included at the appmpriéte position based

on the solutions by using the solutions.
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matrixes should be held without being erased so that the solutions
generated in the same order are always the same. The solution
generating portion 274B transmits the generated solutions to the
algorithm generating portion 275B and the key generating portion 276B.
The algorithm generating portion 275B and the key generating portion
276B generate the 10 algorithm and kéy¢based on the received solutions

respietivebasd benatgantBiaaehiay dna Mty NeRIg0miNe 00K at an

used when encrypting the encrypted data having the solutions adde
2RFTOREIRIT SOSHIGH BAyeIrom thegretRPR G ér e Rty Siatlo o2 2aBthd dheeikiey
nfE RN G PRI ' nerated alggrithm and to the

encrypting %%ﬁé%ﬁ%%gggﬁ%ég 2%’%% ?ﬁéygﬁ% %’ﬁneémg%m e ptir‘bls
basartorifazaitd oy the thergfiepandieceptitiptahnRsery OB e sl oot e

d key. The encrypted cut data is changed back to the plain text cut data
sogugh Ié%%{{r)itg)ileag gﬁé\%ﬂ%@ﬁﬁﬁ?@“@ﬁ@ﬁ@ﬁ@ﬁ%d decrypting portion 2738
remaitesplias dunanydaladamihe tﬂéadﬁﬂﬁﬁﬁ L ORIAASH EHURY (Srransmitted 1o

1404). Here, if the dummy data included in the plain text cut data is

the; FOBRRRI2E BAFORRATpFopriBhe Platition baiséatac thensolediensydfiy the connecting
poRSHYPHI0:E R gﬁg@@gtgg%grgg%ggﬁgg Pt &%g#? solutions used on
a

encrypting the plain‘text cut data time when rémoving the dummy
dataThe teir s whéne therapeifialinf ohabioP0ISihe SHIINGS pSASVINER, and

.. fhe plain_text cut data was.encrypted last time, the interface portion 271B

i S R Sty AP iR R or o 75@rResing

aptheanBsEl Whet ibpieperifin infameationds éﬂ&ﬁﬁé@@@é&'&%iﬂ@é"&‘@@ lain text
what number generated solutions are the solutions used when the p au}i)

cuf ut data was encrypted last time, the solution generating portion 274B

tranggpi . r ' th rypting and.decrypting portio

IR S S e S

prefgss iridhide ofamtrpringribp iabgepakition basked ik the aRiyipasiy Using
the gelutions. 44 In the ca f ingluding the dummy data included in the
plain gx%ngﬁr%%%m%? PIRSEEPS EREHE6 RSt Rsocess

deswoibdasirabipotoerantien bemoasifigoiaionatian e/ healoguiim angkay, o

used when encrypting the encrypted data. It is because, it rendered so,

APRAEUA A PRAG SREng dbeyishingteia on he sBcraredtaibtain the

The encrypted data generated on the encryption apparatus 27A is transmitted to the
comnunication apparatus 28 of the second data processing apparatuses 12 via the bus 29, and
is transmitted from there to the communication apparatus 28 of the first data processing
apparatus 11 which requested transmission of the encrypted data via the network 13. This
corresponds to the above-mentioned prdcess of §170.

The encrypted data is decrypted on the encryption apparatus 27 in the first data
processing apparatus 11, This is the above-mentioned process of S180. The encryption
apparatus 27 performs this process as the same process as the process described in 8130
performed by the encryption apparatus 27A. of the second data processing apparatus 12 on
decrypting the encrypted data as the subject data.

- In short, the encryption apparams 27 built into each of the first data processing

apparatuses 11 of this embodiment and the encryption apparatus 27A in the second data
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5 solutions so that the dummy data cannot be removed. The plain text cut
data from which the dummy data has been removed is transmitted to the
connecting portion 277B. The plain text cut data is connected as one by
the connecting portion 277B to be changed back to the subject data (S
1405). The plain text cut data is transmitted to the bus 29 via the interface
portion 271B, and 10 is then transmitte&ito the encryption apparatus 27A
r88SQGI ' i rQCRSKl -Whi ted
e e e e R S MR TR copae
of ontuadlidiengipiia s fe enampstibdatppanaisdivAtinesthems the
abovg- ioned process of 5160 of encrypting the subject data tg . ,
renc\mlléle{}1 %%9%&%&%6%%& a. %W@%ﬁg%ﬁ%ﬁ%ﬁﬁ?mfﬁ 27 in the first
dapepforessitipiagraanss] a3sthe 5aMmeONR aainPHRP GRS OB TR LS ElDrr
erformed by the encryption apparatus 27 of the first data processing

d2L IFRrARSDS FRBATASH PR e jeeasa af-SAd e eprifpprd. d abhe Bhbject data is

re@RGEIRIE oM BenESIAiRdon the, saépﬁ'gé; g&%agﬁd% %Zﬁﬁ?&%@;mﬁ%%st data

to the communication apparatus 28 of t ata processin
ProgRsEnRaRpaAmsia the WAgdL29 apprdpPBtis transmitted from there to the
< g;%%g apparatus 28 of the first data processing apparatus 11

%ﬁ% reque58'£ r%nsmission of the encrypted data via the network 13.

ThisTher éspaiyds:éalthepphevarpepbancd Resessab Sibedlembodiment.

encrypted data is decrypted on the encryption apparatus 27 in the first
datal |5t GREEEMRE Spbgharismal thadare precariéng annemtion efithe seewwlof

enBdEncHRe: FCHYRLIOR 5 SPRR'AINSIZE g%%eegéyg% r%}éﬁd%%?%%ﬁ@?ﬁgn me

process as the process described in 51. e encryp

enbepiranis Haverincivedungrdatssimpepssiay apihratuslenodaneptiog not

g encr d data as the subject,data, In short, the encryption apparatus
e B e Rt PR FRBr rovided t

theefinizablimpricanthiheppnenplion apparatus 27A in the second data 45
progessing apparatuses 12 associated with that first data processing

app Pa?ﬁweaﬁ%e@%a%d@Pmﬁwé%?ﬁﬁ%%@@Wé@Wmt includes
a Cg’r}g%ﬁ%:‘l %%a%ﬁ%};q%% %ﬁ;&‘#g%ﬁ%@, %Mﬁ%ﬂgﬁ?&@%‘?&%&%ﬁ? atS;? aratus
26, an encryption apparatus 27 and abus 29. 'The functions thereof basically match with the
functions of the CPU 21, ROM 22, HDD 23, RAM 24, input apparatus 25, dispiay apparatits
26, encryption apparatus 27 and bus 29 of the first data processing apparatus 11.

The configuration of the encryption apparatus 27 of the data processing apparatus of
the second embodiment is almost the same as the configuration of the encryption apparatus
27 built into the first data processing apparatus 11 of the first embodiment {shown in FIG. 4).
However, it is different from the encryption apparatus 27 of the first embodiment in that the
algorithm generating portion 275 is replaced by a first algorithm generating portion 275X and
a second algorithm generating portion 275Y, and the key generating portion 276 is replaced
by a first key generating portion 276X and a second key generating portion 276Y (FIG. 14).

The data processing apparatus of the second embodiment performs the processes of

encrypting the subject data recorded on the HDD 23 with the encryption apparatus 27,
recording the encrypted data generated by the encryption on the HDD 23, decrypting the
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data processing apparatus 11 is the same as the data which was on the

HDD 23 in the first 5 data processing apparatus 11 before the process of

S1 10 was performed. The subject data is recorded on the HDD 23 in the

first data processing apparatus 11 for instance. The first data processing

apparatus 1l can use it as appropriate. <<Second Embodiment>> There is

only one data processing apparatus acording to the second embodiment.
exkfytioe daiduaseconleiy BISH of el RR SRS AP 95 S uimg e

second embodiment is the same as that of the first data processing =

subjscbiate §sesradciithe deatotionant e SHBVES thevilbte prasiirsinger.
%m;%t C mbodiment. does not need to communicate, and
Aso it dogg tr?c%tgﬁ%c&%tﬁgn%glrﬁa r%%tn%%ﬁgﬁr? BI558% ﬁl@?@’%ﬁé@%g‘%g&ﬁ@md’

anddbe prowesSiegrappar dtesitypbdthdb eniskes spec i o 48t@hich the encrypted
rocessig&ﬁa ratus of the second embodiment includes a CPU 21, an

42 Sfr 53 BA0C SRR an input apparatus 25, a display
appaTaHSar, 8 ARERHRIQNARBAHD engfunctions .
thereof basically match with %ﬁée functior%sz%%t%ggscgg%l% ?%8&%%%“011

APPFARAKT o4 M Fatedppesssing amadisplay tipperatdserdtdnenyptianhe encryption

. . f the first data processing apparatus 11. 20 The

o ) ! Sl e LR BRI S oz eagmment

appditetescoyptive sppamned: e aThstie dat- saleast RSHMAR 881R%econd
tion apparatus 27 built into the first data

fi i fth A

eI S IR Yook AP EHAVELG. 4)

' g | | first
ovFusinpeicugption 18 GROIRINSORIANREROLNE Uhoy

embodiment in thatthe algorithm generating IS replace

empdimeRs ity Bafarmeppinn 6 R A% xeprm @Sz yectod 2R clitierypting and
' ry -and the key generafi rtion 276.is replaced
deSI5P2 990 2 LoNedt ﬁcneﬁt%lé oron éggd%a ESrgerHaRAgon 277,

lc_)y a first key generating portion _
whidfione176i¢alli Gre béjne The tiRie £ 00L6 SHNGSARNBIS 9&;&&%@% Uk the first
dat%mr%odimengé)?erform the processes of encrypting the subject data

TR OTaEd b HRE" kgfwﬁﬁﬁw&%%@ﬁ-ap&ﬁaw@q PREGORCHA ehehanges

theaheA IO Sole: $A00wRIRM fY éhﬁm&%ﬁibfmﬁpagzgag% D 23, decrypting
the 46 encrypted data recorded on the HDD 23 with the encryption

ap p%%@%ﬁ%wamgzm@a Bie stibjata dpemer atedybiedniaelestyplidfrom
the¥R8 HP Bezl"l?'xt@?féﬂg lp%?trgﬁ %ﬁ)eydal %}géétefmined number of bits to generate the

plain text cut data or the encrypted cut data and wansmits them to the encrypting and

decrypting portion 273. The preprocessing portion 272 may inclnde the dummy data in the

plain text cut data.

The encrypting and decrypting portion 273 receives the plain text cut data or
encrypted cut data from the preprocessing portion 272, encrypts the plain text cut data if
received and decrypts the encrypted cut data if received. The encrypting and decrypting
portion 273 has the standard number of bits as the processing unit for performing the
processing of the encryption and decryption fixed at 8 hits accoréiing to this embodiment.

The solution generating portion 274 sequentially generates the solutions. According
to this embodiment, the solutions are generated each time the preprocessing portion 272

receives the subject data. The solutions are pseudo-random numbers.
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According to the second embodiment multiple pieces of the encrypted
data are decrypted, and the order of decrypting the encrypted data
matches with the order in which the encrypted 5 data was encrypted from
the subject data. There arise the differences, in conjunction with this point,
between the encryption apparatus 27 of the data processing apparatus of
the second embodiment and the encrypfion apparatus 27 built into the
first TatecpineansingmpRRAIIS] b ohther 6sLembadineR L The SR eHRLeD
apparatus 27 of the data processing apparatus of the second 10
SEOR Bt PR SSRGS Sre shRpmad sHidtA thermsryiing adstachadimbpersion 273
in BRGIRNGMRN A BRAR RS 34 5 S JAIRRPIORESSAY appargius of IS ,om 1,
second embodiment has an interface portion 271, a preprocés%lng
ha arimeatETnfamaschingting euvdymted kyptiag: pentioned B3, cASPptigithe plain text cut
enerating portion 274 and a connecting portion 277, which have
T RS B Ao aRE P INER 1 U1E BRGS0 P AP b ns e data

the fifst fitstldppioneesineapuimcsy infhedist e DedinenbtbEon the

interface portion 271 exchanges the data between the bus 29 and the

SCUBITRA GTRCNRE Araipfarariuting. srnerpiap Rsetesiddtporfionabreitursistveed when

j t i bus 29.vi interf
e R AR N B USRS RS

portion 271 by a predetermined nuniber o
lgegitharhasedios theowiptisn cracdival drortthasohitiothgmetatihe miRtotNg  The

20.decrypting portion.273. The preprocessing portion 272 may . _
algonth elgﬁgegl?vr%?ngﬁgg?a n :é’ep‘?ﬁﬁﬁp %u?ﬁﬁﬁfgﬁgﬁmﬁ?@r&w&g?m‘m
276Ecnyptingpoiiba @ aHeqRvaathe PRl s QUSRI Ie BEIRE S in the

data from the preprocessing portion 272, encrypts the plain text cut data if

case CLRFATARESR AlRRE e BrErREdhecatsaRlutinaseived. The encrypting
and M@E@' éu@&ﬁ@b%%ﬁ%é&eg%%%%@}g 'ﬁén qaee{seoci glt%h%%ggl..\%ons
processing unit for performing the processing of t Jencryp jon an
reqse ey oo thg eoletic® isitseaniong giongico 16 eMhotliynenised RhaohdiRiming the
gratingportion 274 se uentiall %%S:c?e tes the solutions. According to
<418 o inert T SORTOHLLF S B BRI e B S0
solpditinne2diReddoniy @ titusidh) est Satag ThaisalpiionsareRseudassangdom
numbers. 47 The connecting portion 277 has a function of connecting the
Pﬂﬁw&%ﬁ' on. The first key generating portion 276X and the second key
generating portion 276Y generate the same key in the case of generating the key by using the
same solutions.

According to this embodiment, the first algorithm generating portion 275X and the
first key generating portion 276X generate the algorithm and key each time the preprocessing
portion 272 receives the subject data.  And the second algorithm generating portion 275Y
and the second key generating portion 276Y generate the algorithm and key each time the
preprocessing portion 272 receives the encrypted data.

Operations of the data processing apparatuses of the second embodiment will be

described by using FIG. 15.
First, the subject data is read (S1501). The subject data is read from the HDD 23

- according 1o this embodiment. The subject data is fransmitted to the encryption apparatus
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generated by decrypting the encrypted cut data in the encrypting and
decrypting portion 273 in original order to render it as a set of the subject
data. The connecting portion 277 also has a function of connecting the
encrypted cut data generated by encrypting the plain text cut 5 data in the
encrypting and decrypting portion 273 to render it as a set of the '
encrypted data. The first algorithm geférating portion 275X generates the
2rigaritheFHmed o the baehgionsdeceied FFAMhaSQMIRN AENS @H&%ﬁued to

portion 274. The algorithm is used when performing the encryption. The

the DEIRACSRSIDE PR GB REFatiighsor Bay BYriienaThtes the algorithm based
on thﬁ,gg{ﬂg% i solution generati ortion 274. The 10 .
algorithm is usggﬁvﬁﬁgr? gjg? rré?h%e;[%’éng%grg% |8rn(.’Eﬁ$eSp SF 4TG5 FRFhS the plain
texferwe ktin g oy foapr &% ManebttiensETD(E igpritm:genestingpedienn 272
, 217 Y alenfﬁratet e same algorithm in the case of generating the algorithm
mciudes. e gumm

VUSInG tRECERI88 SR s Riatr fexhirtt fak rsgiitdy portion 276X
generméesdhedhpbRsae-RHbSIanlwIans: KBeeived e mﬁgas%{gg%e same as

generating portion 274. The key is used when performing the

th%%‘?ﬁ‘ll?sgmr bl 9 o6 e iEyt samadimegtportion 276Y generates the key

bases}eBhaRohiansiagsived fom ihe selution generati tion 274.

The key ig used when pe%%\ém%]é%cﬁgE g(?r%;p fon. ieﬁte |?§tgf<ge1§ gﬁ%tggﬁ‘fﬁ
PopanMi G R Tigseinticthgesecuing keytigely atiey peidAL8Y, aepaiaiadae

me key.in the case of generating the key by using the same solutions.

o o R TS A RO K e ARG P 6 A G optbp
préptboeaiith Rdisikey GeRRsRies PRIEGR 26X HeRSIaIslnaAagram

and key each time the preprocessing portion 272 receives the subject
PIEBSONIRE HREtBCHd aRyBeimizgrshuittihg groienoR 8 Yhandufimsecdrdolution
chngz@Qrtion 276Y generate the algorithm and key each time the

preprocessing portion 272 receives the encrypted data. 25 Operations of

the d4tampribod séipepeppiaptussshafdthcos ddeeehbrahasdine tonihas the method

Oscg%gd %X u?ir%jlzlye. 15, First, the subject data is read (S1501). The
POCtblect dath 1S TR A SR I EPAs98 228 coithrgaduttiddnnseenrras@pmus 11

of swjpet datadprdansarisiestionheRREHBHON apparatus 48 27 from the
HDD 23 via the bus 29. To be more precise, the subject data is
transHitapeTated solutions are transmitted to the first algorithm generating portion 275X,

second algorithm generating portion 275Y, first key generating portion 276X and second key
generating portion 276Y.

The first algorithm generating portion 275X and first kéy generating portion 276X
having received this generate the algorithm and key respectively. The method of generating
the algorithm and key of this embodiment is the same as the method performed by the
algorithm generating portion 275 and key generating portion 276 when the first data
processing apparatus 11 of the first embodiment generated the algorithm and key.

The first algorithm generating portion 275X and first key generating portion 276X
transmit the generated algorithm and key to the encrypting and decryi;ting portion 273,

The encrypting and decrypting portion 273 encrypts the plain text cot data received
from the preprocessing portion 272 based on the algorithm received from the first algorithm

generating portion 275X and the key received from the first key generating portion 276X
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the preprocessing portion 272 via the interface portion 271. The subject
data is cut by a predetermined number of bits to be rendered as the plain
text cut data in the preprocessing portion 272 (S 1502). The
preprocessing portion 272 5 includes the dummy data in the plain text cut
data as required. The method of generating the plain text cut data from
the subject data is the same as that déscribed in S1102 of the first
grdndi WV [ j reception ubject data
omine e e R ot & ST A B e
ﬁ%ﬁfé’é‘bﬁ@imﬁy to generate the 10 solutions. The solutions may be

genegqate ime the subject data,is cut in the preprocessing portion
o e PR o e SR B 277 and
cquprer 27 2nis thyrolrbe zadarsising gy gt ag slyitions in the

solu%‘% enerating portion 274. The method of generating the solutions

of th SRS AT Sreestlrenabewe insthoded SiptdimBA byntte data
procdatian ﬁ?gg@g%%t&g 294 when the first data processing apparatus

11 of the tirst embodiment performed the encryption. The generated

soluth¥Rb ArenparmivtrrdossherfirSomigd tthmmbenss dting POHIOBRY G ment,

SECOR %gge%grc%%ﬁn%ratg%o tion 275Y, first key generating portion

276X and second key ‘genarating perion SV TS s HDD 23,

genéiatingdenrtienies oK mnddirsbley SRS ARG BOAIAMALE¥Ky AR o Fic.
1 6recelved this generate the algorithm and key respectively. The method of

generating the algorithm and key of this embodiment is the same as the

methed perfRsmRdOwthe @,g%jmghge&% ' ortion 275 .and k

generating portion 276 when the first data r%%éasag?ﬁa? gﬁ%egrg?utgei%%l?tﬁ%mad
Dyffhs Ewiyptom eppaetie 2 €BL6M nlgorithm and key. 25 The first algorithm

gengfati ortion 275X and first key generating portion 276X transmit
S R G A At -
da@iBonT the HDDYIHing ard-AOCHPHBEBRMIAN RY %@gﬁ%&%&@ ?o?lﬁiﬂ 39XE G e

data received from the preprocessing portion 272 based on the algorithm
fe%%’&%ﬁ’ﬁ%%ﬁ@ﬂﬁ%ﬂ@%%ﬁﬁﬁ%@%@% Gitiole 2PBxatmiitivodapyted cut data
(S1egejved from the first key generating portion 276X 49

In the case of generating the encrypted cut data by cutiing the encrypted data, the
preprocessing portion 272 performs a process reverse to the process performed as the above-
mentioned encryption process. To be more specific, the encrypted data is cut by 8 bits from
the head to be divided into multiple pieces of the encrypted cut data. This process is the
same process as that of $1203 of the first embodiment.

Next, the encrypted cut data is transmitted to the encrypting and decrypting portion
273, where it is decrypted and rendered as the plain text cut data ($1603).

The decryption is performed as a process reverse to the above-mentioned encryption
process performed by the encrypting and decrypting portion 273.  For that reason, the
encrypting and decrypting portion 273 reqguires the algorithm and key used on performing the
encryption. Here, the second algorithm generating portion 275Y generates the algorithm

and the second key generating portion 276Y generates the key by using the solutions

generated in advance.  As the order in which the encrypted data is decrypted matches with
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(S1503). This process is performed as the same process as that of Si 103
described in the first embodiment. The encrypted cut data thus generated
is transmitted to the connecting portion 277 and connected as one there
to be rendered as the encrypted data (51504). 5 The encrypted data
generated as above is recorded on the HDD 23 in the data processing
apparatus via the bus 29. Such an encrgption process is performed a
the urabeh G RiIneH AR | Foe PR, pracess! aalus .
decrypts the%ﬁ%%ﬁ%ﬁ%grgg on the H[%%B%%@%%ﬁ?tﬁgmm and
kestgposratd bty seamdwicos tioseeiveating gottivi g TEYesrid ghtosEd6ad 16y

eh@rafif] W is started by.having the encrypted data recorded on
8 theraH[%ﬁ%i read %ﬁ%g?ﬁﬁyp %aﬁeagpﬁla%tﬁg? ¥7°(§ 456 R FRFyPling the

enorepracdssidgpoKiba 2iindie enertiahopRAUBIIRL 88N tD%he second
encrypted data from the HDD 23 via the interface portion 271, the

A SRS ABIP 752X fe e kevraeusvaeddrichpreepud e generating

popiRd SR e wWinbe o Litae, 960 tﬁsﬂﬁ%ﬁ% ' &!g% { -
(51602). In the case of geér?erating the%ncrypte %E{fﬁa gé%fgtl?mwed data
abgHcly predeeramiedhe preprocessing portion 272 performs a process

formed as the, above: mentioned encrypti
e T o e T hE BN

sethadrgatithrh e dividerintoton iy pidoes ebtha @:@9@@1&%%%% may

rocess is the_same process as that of S 1203 of the first embodiment.
8= &E??ﬁ%%%%?%ﬂlﬁ H RN Paras i harnerpiitg ssgrypting portion
2deenindbhpalOingl ey id S VP IRIBAEIHERE AR e Plaln
e

text cut data (S1603). The decryption is performe &S a process reverse
to thENBBiRRsithaERRoREdEd foristisnond shgorss perbortitachbitithe275Y and the key

' fi tion 273. F t . th ting
e e o P 2055 ey e Gherpting an

degpriGrgjogtire2 EhcriitamncptslheisResRhaloMHR TENSIAIRG AGHRAR: and
keZ;gY ene;gteé the algorithm and the second key generating portion
5 P RPN Qe Pt P ST S S S e aniplae oyt Awa. -

- ThibProres il paireth NG SRE IR HRRIRIS AR MR AICES I 1 204 of the first

embodiment.

Next, the encrypting and decrypting portion 273 removes the dummy data from tﬁe
plain text cut data as required (S1604). This process is performed és the same process as the
process in: $1205 of the first embodiment. .

The plain text cut data thus generated is transmitted to the connecting portion 277.
The connecting portion 277 connects the received plain text cut data as one and generates the
subject data (S1605). |

The generated subject data is transmitted from the connecting portion 277 to the
interface portion 271, and is then recorded on the HDD 23 via the bus 29,
<<Deformed Example>>

The data proéessing apparatus of the second embodiment may be deformed as

follows.
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50 the order in which the encrypted data was encrypted from the subject
data, the algorithm and key generated by the second algorithm
generating portion 275Y and the second key "generating portion 276Y are
generated based on the solutions used when encrypting the encrypted
data about to be decrypted. It means that the algorithm generated by the
second 5 algorithm generating portion 2¥5Y and the key generated by the

secofitiiytgenesating apsition: 37 GYs Matehuith e, algqLi KRy,
used when encryptingége encrypted data about ?ggge decEr{/k!p?‘t&(‘aﬁog%ﬂern of the

ARG HRBRAAONS ehdvAlrmptfendhaidnapmesating appriansa¥4hetecond

erSB6ERRIJOtIBN GRS IAY RAHIN A15Y, 3nd the second key generating
portion 276Y may 10 generate t%gﬁa%%ﬁtﬁ‘r’ne é%%le&%?/emagﬁa ?ﬁﬁ%&“ﬁﬁw atis of

mﬂﬁ?“éﬁ’é‘r?ﬁﬁ‘?@aﬁdtdecrypting portion 273 requires the algorithm and key

for t erforming the decryption. The algorithm generated by the

seccﬁ?ééa g% ' tPr%ngaS Raerr%%ﬁ gsp%f%gif%‘?egﬁ&?ﬁ@%éﬁl copiarsder share in FIG.
15ecBind ke peionralingaperiv e AT8Y At HANRIE 1040 SARYRIAGLARY dors
decgﬁg%%%aportlon 273. The encrypting and decrypting portion 273 uses

PTRFES AL Bk ssrrnd eaherimngt heving ot errcoipted gmalatiag portion
27and fendesdt %Q&ﬁk@ﬁ]é&}g - - Thi ocess is performed as the

same process as the process %ﬁégséi@é?ggn%ggal%i ng\fhgaﬁg}garaung portion 274X
angd i Besdivdeninipxeeneeatng ypting 20 decrypting portion 273 removes the

d’umg;;ﬁ aJfram the plain text cut data as required (S 1604). This

process clifi% g‘%% rsr%%1 § BTE SHREPRTEER &4 e seeond sebiivneeergmaportion
2747 dinstrattinsiohetns Boeriaind exeuh GRS %ERE{@% L?fﬁ%%%%ﬁ'&?d

t% %e@connecting portion 277. The connecting portion 277 connects the
ST Sﬂt'plain text cut data as one and generates the subject data

(S1lebpreddiarone At siRie is transmitted from the connectin _
portion 277 to the 25 interfacegg%%%%%%%%ga% IS e%rﬂet%%tr%?d%ﬁ%‘ff portion
Z7\psepived Abetidbingt 4282, dacfiefosoietioh empieinz pore it QeSS bpportunity

tus of the second embodiment may be deformed as follows.
to g&%@: e sofu&ons, que St soiunon gencrating portion 274X may also generate the

~ solutions each time the subject data is cut in the preprocessing portion 272, The solutions

generated by the first solution generating portion 274X are transmitted fo the first algorithm
generating portion 275X and first key generating portion 276)(. As in the case of the
second embodiment, the first algorithm generating portion 275X and first key generating

 portion 276X having received the solutions generate the algorithm and key respectively, and

transmit them to the encrypting and decrypting portion 273. The encrypting and decrypting
portion 273 performs the encryption process by using the algorithm and the key received
from the first algorithm generating portion 275X and first key generating portion 276X,

On receiving the information from the interface portion 271 that the interface portion
2‘?_1 received the encrypted data, the second solution generating portion 274Y generates the
solutions. However, the second solution generating portion 274Y may also generate the
solutions each time the encrypted data is cut in the preprocessing portion 272, The solutions
generated by the second solution geperating portion 274Y are transmitted to the second

algorithm generating portion 275Y and second key generating portion 276Y. As in the case
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51 The data processing apparatus of this deformed example has a
configuration of the encryption apparatus 27 slightly different from the data
processing apparatus of the second embodiment. Otherwise, it is the
same as the above-mentioned data processing apparatus of the second
embodiment. 5 The encryption apparatus 27 of the deformed example is
configured as shown in FIG. 17. This éacryption apparatus 27 is different
off 1 ' rQcessi atus of th
e B e L e R o ey
SRAR RO SOBYI G G sreting (tier tsohsi of agfiret se icnega Aekaliddey
rtion.274% and a.second solution generatjng portion 274Y. 10 Both the
e it G RS IR S35 waL Senasmen veh funghe
enpoyiting AdAegepaRiponRIBIBiNIfARIHD ABS-SAIIORSRRSRAIOT: e
i ormzm of the second embodiment. On receiving he information from
DiRARke B SrfeHes Aomdbeisechnd alassi hortisnenag porive ¢ THY and second
k@%%ﬁi@;@qlution generating portion 274X takes the
opportunity 15 to generate the solutions. The first solution generating
portidkeZpintionagalestgd b thessthendalolitios pachatimephaclbiast gatde same

' tin the preprocessing portion 272. The solutions generated by the
So#iﬁrtsgé%%%tlo% %gg%e;rgge n%ﬁ%}rp i gﬁ%‘?ﬁ?@%%ﬁ?ﬁﬁﬁé’ﬂ%ﬂ@ frsithsomdgtipns
gepenexhiingpeitionRlEb ¥anddiskayganaratiog BRieh e (10X e e first

ase of the second embodiment, the first algorithm generating portion
eﬂ%’?éﬁ“ﬁﬁb“fﬁ?f%% SABENEFPUPHOLIBAFETB X7 A awithy sooomideh tmaratus 27 built

inechiens ARt grale G AT MR SRR Vet 20 RS IR e

to the encrypting and decrypting portion ncry an

_ eng?gtmiwwamm?ﬁmﬁmﬁwﬁmﬁmﬁe@wm%@ngg@ngraze the
_ the key received. from the first algorithm generating portion
Sa%%ggi and %rst eesflfélgﬁzé%ﬁﬁgaﬁ%c!ﬁ%ﬁhf%%e TFolETHEHE FRrPsggonTo be

mdrespdbicinthelaeenDSiRIE Y dotealihe J618HR 09 PO Ard b IRRRINE erating

the encrypted data, the second solution generating portion 274Y
P°6@H&Z%§%@e§iﬂi?ﬁﬁ%§.eﬁm%ﬁ%@% suph sobuion eegerimatiytbriend also
havd/ ¥ $0QY Alsaaanerate the solutions each time the encrypted data is cut

in the preprocessing portion 272. The solutions generated by the second

soluliemdsénpientsgnaopipar @R tiis defosneiftechinnlb @ Gesanthe same processes
as the data processing a.pparaius of the second embodiment except the processes of
generating the solutions and generating the algorithm.
The encryption apparatuses of the second embodiment and the deformed exa.inple

thereof may be replaced by the encrypiion apparatus 278 of the first embodiment.
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algorithm generating portion 275Y and second key generating portion
276Y. As in the case 52 of the second embodiment, the second algorithm
generating portion 275Y and second key generating portion 276Y having
received the solutions generate the algorithm and key respectively, and
transmit them to the encrypting and decrypting portion 273. The
encrypting and decrypting portion 273 prforms the decryption process by
using the 5 algorithm and key receiﬁ%&rﬁ@ the second algorithm
generating portion 275Y and second key generating portion 276Y. The
solutions generated by the second solution generating portion 274Y are
1 the sgrgﬁegso(l}utiosr&? as those generated by the first solution generating _
portion A TR L AR ATSAL o NG S RS G B R Bt cata i
plainmpatgdBiy thisdeinixihia tecsame:aa ihe-fis-AAiemBedimentuherein

the solution generating portion 274 in the encryption apparatus 27 built

- ooTRpebdRe: Raeadine cesEn fPafrsardine tha engaviedsiiationl genwpitiggmeans for

deBR/SINL A4 éninghies ARCHAtian r 7A built into the secand data
%?é:%gk%mg apparatuses }112 gen%?gge tkté%ds% %9%0 %E%rlllgjﬁgt%% Zs?%?ﬁ%gﬁ%aﬂd key
usgd féraredcryphiastmenoryseddetautieatiyrdompheadnibe: demmorepsareific,

the sgeond solution generatpigﬁgortion 74Y and the first solution ]
genérating 15 portion 74X Bf a4 ETUTARSReNat R s Hhpgedetermined

tisalibongineigipag Agaibhoansdlse-Rae NessmeHilahn Atk alRS apable
data processing a%paratus of this deformed example performs the same

of SragERngs? REvfeitien Provsissing dippasiaane off tirepasicohiiom bwdément
exceptibBa. ' lutions.and generating the
algc%?[%m. ZOQF&Eg‘ae%\ﬁcg%%gg %%%a a%ﬁggfé?o#%ﬁ%%né} o%%”er%g%l iment and

Prefieledatingd dcngabyplsingbregrharay bsotegpdaceshiy the encryption
apparatus 27 of the first e{nbodimen .53 CLAIMS 1. A data processing
apparatis inCIuding BnerpHRg MELR ST errdipsingdin afamationioslain

iddaeityhys taing Rteseleunines Aaopthm B daRced RRLKEYd04 recording

render it as 5 encrypted data, recording means for recording the

m@ﬁ%%ﬁ?@é@%ﬁ%%ﬁ%@ﬁﬁéﬁ@f@ﬂ%@%ﬂng the encrypted data
fea%é%mﬂﬁ&fg&%%kﬁ% REASBESIRAIDS2IgeHD Qﬂ%gghlz(uea/ns and also erases

the past solutions when it is no longer necessary to assign them anew.

2. A data processing apparatus including encrypting means for encrypting subject data in
'plain text by using a predetermined algorithm and a predetermined key to render it as |
encrypted data, recording means for recording the encrypted data, and decrypting means for
decrypting the encrypted data read from the recording means by using the algorithm and key
used when encrypting the encrypted data to render it as the subject data, comprising:

solution generating means for sequentially generating new solutions in predetermined
timing by assigning past solutions to a predetermined solution generafing algorithm capable
of generating a new solution by assigning at least one of the past solutions thereto;

key generating means for sequentially generating new keys in predetermined timing

by using the generated solutions; and
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used when encrypting the encrypted data to render it as the subject-data, -~

- comprising: solution generating means for sequentially generating new
solutions in predetermined timing by assigning past solutions to a
predetermined solution generating algorithm capable 10 of generating a
new solution by assigning at least one of the past solutions thereto;
algorithm generating means for sequeantially generating new algorithms in
predg e %I@ timing by using the generated solutions; and, specific
inforn%gaéon r%gc%r ?ﬁ‘g“m‘y%é’ﬁcgl? ri%%%r%fﬁéeg SRR dHormeion for

idmieiffifysrdivealgetidivnuscty bR GHRINGa IR ¢ SHBIRE AR Recording means

redetermined recording 15 means by associating it with the encrypted

bygﬁﬁﬁfcﬁﬁ‘%wm%ﬁ%ﬁéﬁaﬂ?@fmans holds at least one of the
past gplians ARG alam S RSES iR Pasteqlutiopswhen it is no lo % lz:.‘l&% erases

necessary to assign them anew. 2. A data processing apparatus INg
the mas( prilmeahendrieneipptienpecisiecy datasizn2Beplaimetext by using a

predetermined algorithm and a predetermined key to render it as

encrypted data, recording means for recording the encrypted data, and

3.decrhtingtmaanssion daeivpiingibrippcrypad datareapkigm the

recording means by using the algorithm and key used when encrypting

the ShEEFHETATNS rerie crpaBlae suties thmtubicondpiidivig: mreflstiomined
mEEReGHING MeARSIRNISERNEIBIM ARG AlING S-S Sé% ¢ encypted data

. predetermined 25 timing by assigning past solutions to a predeterm
mmwﬁlg eirsratMgRgptith Rvcigsablethofsgerenatiber af idw Splulion B encrypted
A8l least gne of the past solutions thereto; key generating means
%Srﬁsgé%{%%%aﬁéég%%‘liaﬂng new keys in predetermined timing by using the
genehatad ok nrannsibtes peeifie P s IeBaROMING NSRS Blcrypting
a%ﬁcqrdln specific information for identifying the key used when encrypting
AR TB RS R h B LI i v hrcmbiant gamduribetsy og onsatinty itamitr it as
tdhaepsRLaE R R URE I ERLUIAN AR RE NG RO RIS OIS Bor o
least one of the past solutio%ss?ﬂan also eras%s 8&?&%%%@%%% ) stm V\%waear{i"h pece
of fthi gneniNeR Fifstass arspiis s sigphetpbrin sexewudisfherdiata processing
app %t&)s %&?ﬁgéng()tgnglginm I or 2, Wherein: it comprises cutting means
capable of cUting the Subjeet Aata By & Praga s kgl pieces of the encrypied
cut data encrypted by the encrypting means into a series of the encrypted data and also
connecting multiple pieces of the plain text cut data decrypted by the decrypting means into a

series of the subject data.

4, The data processing apparatus according to claim 1 or 3, wherein:
the algorithm generating means generates the algorithm each time the subject data is

encrypted.

5. The data processing apparatus according to claim 3, wherein:
the algorithm generating means generates the algorithm each time the plain text cut

data is encrypted.

. 6. The data processing apparatus according to claim 1 or 2, wherein:
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number of bits into multiple pieces of plain text cut data-and-atso-cutting-—
the encrypted data 10 into multiple pieces of encrypted cut data by the
same number of bits by which the encrypted data is cut when encrypted,;

the encrypting means adapted to encrypt the processing subject data by
encrypting each piece of the plain text cut data cut the subject data by the
cutting means to render it as the encrgpted cut data, and the decrypting

me rypt by decrypting each piece 15 of the encrypted
g L R R S

sobuivme etitige mdarisofgerconiinciigorauiiple pieces of the encrypted cut
data encrypted by the encrypting means into a series of the encrypted
data and also connecting multiple pieces of the plain text cut data

7. decrymiasiayibeASspRIRGMERTS IR % SRHGS Of S, phlget data. 20 4.

The data processing apparatus according to claim 1 or 3, w
algotith FalBteie estarstine armancdriatesititab kpduiomie he hstimethe giehiehition

. RISE, 5 5, The.data processin aratus according to
geiglaim g,%v%?erem%tﬂ%%ﬁg%‘#ﬂi}% %eélr‘%eaggfﬁlg %gggtr{%g’ﬁ%nerates the algorithm

each time the plain text cut data is encrypted. 6. The data processing
g app atys according to claim 1 or 2, wherein: 55 the solution generating

' meai{l%e QE P SARBAL DI SREIsifRyimipler Sasthersintions to the
sOlutiN P BalaIa AROH ¥andraith 8,02 BIGE B3V M ARRAIANS PRI
to claim 1 or 2, wherein: 5 the solution geherating means holds an initia
solution to be assigned to the solution generating algorithm first on

g initighy. generati solutions. 8. The data progcessing apparatus
accord?ng t§{5 g?gflrgs %q%?%p,a\;vgésrﬁé‘?ﬁ% 5} %@%%Eﬁ%gaﬁ%r%%ans generates
the Keykeachittmeithersubjeeheatas e rery@iadind Be F1a8: §&lcut data is

rocessing apparatus according to claim 8, wherein:
eng:ypte(i g app g

10. - The data processing apparatus according io claim 1, wherein:

the specific information is the algorithm.

11.  The data processing apparatus according to claim 1, wherein:
the specific information is the solutions used by the algorithm generating means on

generating the algorithm.
12, The data processing apparatus according to claim 1, wherein:
the specific information is information indicating what number generated solufions are

the solutions used by the algorithm generating means on generating the algorithm.

13.  The data processing apparatus according to claim 2, wherein:

the specific information is the key.

14.  The data processing apparatus according to claim 2, wherein;
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the key generating means generates the key each time the plain textcut—-

data is encrypted. 15 10. The data processing apparatus according to

claim 1, wherein: the specific information is the algorithm. 11. The data

processing apparatus according to claim 1, wherein: the specific

information is the solutions used by the algorithm generating means on

20 generating the algorithm. 12. The data processing apparatus according

to clgj erein; the specific information, is information indicating what
%@%“’M‘?{%§%ﬁﬁ e solREoBS s o (B EPE peerge s on

number generate Ions are

- gegernergdithg kagans on generating the algorithm. 25 13. The data

processing apparatus according to claim 2, wherein: the specific
information is the key. 14. The data processing apparatus according to
1%lainygs yaepaie sl ﬁﬁgi&m‘i’ﬂgﬂﬂ%‘a' tge olutions used by the
key genera’ging_meang; gr%’%%enerating the key‘i?[ .’%%r%ta processing
appabsttreaBedndommatiotlarinfrwhtoeimdicitiegphaifmintermaiiends solutions are
o Sﬁi?\'} i )l/% ing what number generated solutions are the solutions
usegﬁ)y thgé@gn gé?lefr: t%%er%éga' éng?inéé’ﬂéﬁgﬁﬁwwyla A data
processing apparatus including encrypting means for encrypting subject
16data in. plain text by using a predetermined algorithm and a

hredate i ATSEFREDE SHRHARS Isld & pRyDInE dusans Euoenryptingaaibifet data in
BRI IHIIRE ypied.data, decryofi for, decrypting the
P encryprf(!a% da‘ig?rgad from the ﬁ%ﬁg@gﬁﬁé %%ﬁ%dtﬁ%ya%%ﬁ f and

engpietdtiarsordingrysing o eooiiny de dataytockdster ihdddbemtlyestans for

- Wh rypts, multiple pieces of the subject data to render them as
S P S RS e 2ottt baeheen e o e

ustdevhammaongengstihenorderotiena/pias: thatant -1 aRP ¥iCencrypts
omprising: solution generating means for sequentially generating new
m@gﬂg Sre S0 he5ubiget data to render them as the encrypted data and decrypts multiple

pieces of the encrypted data in the same order as the order of encryption thereof, the
apparatus comprising:

solution generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined solution generating
algorithm capable of generating 2 new solution by assigning at 1eést one of the past solutions
thereto;

first algorithm generating means for sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions;

second algorithm generating means for sequentially generating the same new
algorithms as those generated by the first algorithm generating means each time the
encrypted data is decrypted by using the generated solutions, and wherein:

the solution generating means holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew.

17. A data processing apparatus including encrypting means for encrypting subject data in

- plain text by using a predetermined algorithm and a predetermined key to render it as
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subject data is encrypted by assigning past solutions to-apredetermined e

solution generating algorithm capable of generating a new solution by
assigning at least one of the past solutions thereto; 20 first algorithm
generating means for sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions; second
algorithm generating means for sequegtially generating the same new

L as those generated by the first algorithm generating means
sng%{égrﬁge%thrgc encr %?ggn 8a§ 5%}/ et t%oﬁ B &tﬁ%q%% oA ErErRRying means for
desojuting sheanrpredaiatadBah &GO/ HIOR GRNAEAREHSPRSHIOIIS ALISATH and key

one of the past solutions and also erases the past solutions when it is no
USSHRTTHEEERRY e SasrgRtadeiAaifRnder e vithespRits diing verparanpts
milKSp 1S ENSF YRS 16 0% Q0 ) rERALY B0 USRI KOs citiple
_using a predetermined algorithm and a predetermi key to render it as
pigees 8h iy peseypsthdatacortingame antefos theording flercenmiypiddrataiahe
ap?%qtg(gg%?%@&means for decrypting the encrypted data read from the
ecording eans by using the algorithm and key used when encrypting

the éncrypliaibsl gtadamiapaesi optkeguiany dalRMAICHLNCEWRISS each time the

' Sugi:qultigle pieces of the subject data to render them as the encrypted data

i fERRCBIRR Y Senins srh &oBHigyhie @ BRedeierminescavltinlspnesating
a@ﬁm%@sﬁwyai@mm@%&ﬁ%%%ﬁ%? BRI oflESSSRNON cotutions
generating means for sequentially generating hew solutions each time the
theggisiect data is encrypted by assigning past solutions to a predetermined

solufi ating_algorithm capable of generating a new solution by .
assig%l?hggaggﬁéé% ohe 0 Ien%aélsst@ggfﬁﬁg FOrEImA RS RSt s each time

- thgerigretihgaienns fascbgusingally grnesatingaawalgoHthms: @@ﬁﬁ&ﬂ%@mx&ﬁng

the subject data is encrypted by using the solutions generated by the first
tion generating means; second solution generating means for

e o AT AR IR LR Soins
as thesp preeraisd dssiomfirgt pabttsel gioerstiogrpredetetrinedisolutiopted data is
d&%%@%@?%ﬂ&?ﬂéhp% solutions to a predetermined solution generating algorithm
capable of generating a new solution by assigning at least one of the past solutions thereto;

second algorithm generating means for sequentially generating the same new
algorithms as those generated by the first algorithm generating means each time the
encrypted data is decrypted by using the solutions generated by the second solution
generating means, and wherein:

the first solution generating means and the second solution generatin g means hold at

least one of the past solutions and also erases the past solutions when it is no longer

necessary to assign them anew.

18. A data processing apparatus including encrypting means for encrypting subject data in
plain text by using a predetermined algorithm and a predstermined key to render it as

encrypted data, recording means for recording the encrypted data, and decrypting means for

‘decrypting the encrypted data read from the recording means by using the algorithm and key



10

i5

20

25

capable of generating a new solution by assigning-atieast one of the past— - -

solutions thereto; second algorithm generating means for sequentially

generating the same new algorithms as those generated by the first

algorithm generating means each time the 2C) encrypted data is

decrypted by using the solutions generated by the second solution

generating means, and wherein: the fits solution generating means and

gag 56 i enerating,means hpld at least one of the past
ussolutio%%?‘gﬁgﬁg%%gﬂeragg éeg %gtsat %orﬁﬂ?%’ﬁét HaR tERcsh tﬁg‘gg‘d encrypts
muigipkspinpdofhsigijieduaneweriteriBier Sai RHREARSIG: BB pts multiple

.including encrypting means for encrypting subject data in plain text by
Pi%“é“’.%%@%ﬁ%‘& mﬁ%ta %%iﬁ%%éﬁ%@ﬁ@f@ﬁmﬁé&m@mw@s
apBRehpteahgatsgecording means for recording the encrypted data, and

decrypting means for decrypting the encrypted data read from the

recofeiRCHmestssatna merpstier akytviallsigerieesting nosesbivtiens each time the
u ' rvpted data to render it as the subject data, which .
S e W P R e T AR ion eeneraing

encrypts  multipie pieces ubj ata

algnthyptegditabradecngissuiiplgopBeesighthe fnanmisdAate Rd@mtions

same order as the order of encryption thereof, the apparatus comprising:

th%est%’lution generating means for sequentially generating new solutions

eacliHne iNenskiiss hiala i%leé'éﬁ%t&gl?ﬁ&@?&@ﬂ%ﬁe%&g@%%ﬁoﬁé%% subject

predetermined solution generating algorithm capable of génerating a new
datgoly e e S ysing the kensraied soflekiensast solutions thereto; first key

gengraj equentially generating new keys each time the ‘

subjec?fé K]%%S;%‘%Jé{nﬁé I%teea(rj‘sb?;é/)russ| 5 {%Hd( 5?@3%@13%‘??@%&%%& as those

gehayige bythtifgstiegnsdorsaguentialb genemieaibe SRN@.R0VKeNHRE by
those generated béthe first key generating means each time the

VSR pﬁ%ﬂﬁfﬁéﬁgiﬁ W5 ARd BIHE8ing the generated solutions, and

whetiginoigorsiioRgeeiatiN L means olds 8t lﬁ%@%&%ﬁlﬁﬂﬁ% B30 erases

solutions and also erases 15 the past solutions when it is no longer
ther%é%%’é!ﬂﬂw HhsIHH heriongennecessary to assign therm anew.

18. A data processing apparatus including encrypting means for encrypting subject data in
plain text by using a predetermined algoﬁtbm and a predetermined key to render it as
encrypted data, recording means for recording the encrypted data, and decrypting means for
decrypting the encrypted data read from the recording means by using the algorithm and key
used when encrypting the encrypted data to render it as the subject data, which encrypts
multipie pieces of the subject data to render them as the encrypted data and decrypts multiple
pieces of the encrypted data in the same order as the order of encryption thereof, the
apparatus comprising:

first solution generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined solution generating
algorithin capable of generating a new solution by assigning at least one of the past solutions

thereto;
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encrypting subject data in plain text by using a predetermined algorithm

and a predetermined key to render it as encrypted data, recording means

for recording the encrypted data, and decrypting means for 2c decrypting

the encrypted data read from the recording means by using the algorithm

and key used when encrypting the engrypted data to render it as the

subj?ﬁts {a, \é\illrﬁl%ir%h encr tsf multigle leces of the subject data to render

them as the %ncrygtne% dath AN RS SR RRR Lo Aerk Hig e gubject
datata éndiwtsﬁﬁ}a@mi@ﬂﬁ%éhﬂi@ﬁﬁig&ﬁ%&%ﬁ%@?&@ﬁﬁéﬂ%eﬂﬁgﬁﬁ%%m;

comprising: 25 first solution generating means for sequentially generating

new %%ﬁﬂ%ﬁ%%’é’@rﬂﬁ%@% Bee lrdaaes b gpretnbyetbsigningprigolutions
asabiipndasdsedriaimin ol iiRR ARNSIAUNg AT CapabIedle, s i

gatle

generating a new solution by assignin ast one of the past sotutions
defrapied bsgstigning pae siriong meansitterseaubntiatyroenerating gt
& h time the subject data is encrypted by using the solutions
o BEFEy TRE ARSI o G ALISAL CRE 80t 2amigefitions terto
genesaiing keggeseiatiseaiansi sl seQnefalinG:ther-samaHenRONMIPRS AR those
those generated by the first solution generating means each time the

BTN HaflFis S Yeersiae Byansrynminalesornors éia is decrypted by
uspigarigsmingd salutien9snaLalnga daHm. & %%&%%98@%&%?@9&”‘?““
solution by assigning at léast one of the past’solutio I?here’to; secon
key ferfarsisalytivegmdatisg quentialy genecatidgdheisapeadnem Keyasold at
e erated by the firs energting means each time the
leéégré)c(:??fp%tgga%g%gt & e“é’.%sp%é’é %%X FRE%S [PE 051 SODHBEREFR Ay domeer
nesegarnytsaksiprigenanating means, and. wherein: 10 the first solution

generating means and the second solution generating means hold at
least one of the past solutions and also erases the past solutions when it

| 20S NOLgNgRs pr6cess XM&W@?%{%%%EP%%Q l%rﬁff,s \Iﬁf rein:

apparatus qccordiqg 0 any one of clal whereln:
comPresEPussngtmganscapgldobbatting the sitpectistateybypiedetermined
mber of bitsfjnfo. multiple pieces of plain text cut data

e

mined
R i i o o e eRchueted

and also cu

intdata ity e BTt RbRCE e RAKPHR Bits by which the encrypted

‘data is cut when encrypted;

the encrypting means adapted to encrypt the subject data by encrypting each piece of
the plain text cut data cut by the cutting means to render i as the encrypted cut data, and the
decrypting means adapted to decrypt the encrypted data by decrypting each piece of the
encrypted cut data to render it as the plain text cut data; and

' it also comprises connecting means for connecting multiple pieces of the encrypted

cut data encrypted by the encrypting means into a series of the encrypted data and also
connecting multiple pieces of the plain text cut data decrypted by the decrypting means into a
series of the subject data. |

21. A data processing system comprising:

multiple first data processing apparatuses; and
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data is cut when'éncrypted; the encrypting means-adapted to encrypt the =~
subject data by encrypting each piece of 20 the plain text cut data cut by
the cutting means to render it as the encrypted cut data, and the
decrypting means adapted to decrypt the encrypted data by decrypting
each piece of the encrypted cut data to render it as the plain text cut data,
and it also comprises connecting meams for connecting multiple pieces of

the t ata encrypted by the, encrypting means into a series of

the co e B e T et wopece o i s
muoubctateitefiryplen pythestigehyning e pasiniapwserias elibssubiesia

data. 21. A data processing system comprising: multiple first data

P R P DA S fa SR 68 second data processing apparatuses
and HaisshRalBeREANRS O M&%ﬁﬁ@wc@-a&g\%ﬁ&%%g%a&%eﬁfg encrypted

data processing apparatuses, pairing up with the'mult ata

dagrbaeng sacappedaniies datpacplesiyiesnciod nomunitaticnnistween tesecond data

' ssin ratys is performed in encrypted, 5 data having .
B R a R sl

daseconvdataizprocessing apparatus and the third data processing
apparatus is_performed in the subject data, and wherein: both the first
b

data RO R RS B ARRSE SR DG BPFRBE SR RCAp T ARparatus

cogigmpyise: 10 cutting means for cutting the subject data by a
predetermined number of bits into multiple pieces of plain text cut data

and &g mraes the arcnghedsdatt dasarhy kipledriecmmediemarypté BicLinio

e ber of bits by which the_encrypted. data is cut when
e S S e R i e dara g Sofimece
of eoonypad betdeebithie: Sonliohdata SroResyRMRBRBS SR 083668 hen

data processing-apparatus as a pair and different from the other first data
o 2 ing apparatuses and second data processing apparatuses;

solution generating means for sequentially generating solutions common between thé
first data processing apparatus and the second data processing apparatus as a pair and
different from the other first data processing apparatuses and second data processing
apparatuses;

encrypting and decrypting means for encrypting the plain text cut data with the
algorithm common between the first data processing apparatus and the second data
processing apparatus generated based on the solution received from the solution generating
means to render it as the encrypted cut data and'decryptjng the encrypted cut data with the
algorithm used when encrypting the encrypted cut data to render it as the plain text cut data;

connecting means for connecting the decrypted plain text cut data to render it as the
subject data; and

transmitting and receiving means for fransmitting and receiving the encrypted data,
and |

the third data processing apparatus is the data processing apparatus according to any

one of claims 1 to 20 for encrypting the subject data generated by the second data processing

. apparatus by decrypting the encrypted data encrypted by the first data processing apparatus,
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encrypting and decrypting mears for encrypting the plain-text cut data with~- -

the algorithm common between the first data processing apparatus and
the second data 20 processing apparatus generated based on the solution
received from the solution generating means to render it as the encrypted
cut data and decrypting the encrypted cut data with the algorithm used
when encrypting the encrypted cut datazto render it as the plain text cut

20, fo con the decr lain text cut data to
render it as té@g Qabject ]dla a; 9an ‘%@ g?‘E’tnsn*ﬂﬁn r‘t%g A5 Ry TyRis dafg read
fromatismittogiagdrensixdg: thensinaiy piesl Hlataconadiibepibiic datapparatus,
processing apparatus is the data processing apparatus according to any
one of claims 1 to 20 for encrypting the subject data generated by the
25eCONUAAHRIQSISIRGNSP BRI R Y IEGS ﬁ%@&?erfonmng
encrypted by the first data processing appara us ng t
St pted data in the recordlng means, and decodlng the encrypted data

read transmrttrn o the second data
' process gé‘gg%t%gs@ 3“%% %? PSS, %#? ?ﬁggﬁq?@aaﬂ%f‘a

| Prgidcsssmg BppEr atnidefar Mﬁefmtﬁg dbgteps of: encrypting subject data in

plain text a predetermlned algorlthm and a predetermined key to
S T P i i OB TR pestn et and

premﬁme%%ema@m%me xﬁ@ﬂé’%&%ﬂgﬁe’ ?%%rithm
y us

from the recording means by using the algonthm and k

and keK pidgrtheneneryptiad atntovmedidett tsehdesibie Gialatsevidateiwhersin:
the u forms the steps of: sequentially
geng?iglngqﬁ%%végso%?gﬁ%%lrﬁ%ré%g 9erm|§1]ed; ltlﬁtl‘%s by assigning past
solusispsti-l predetainynes solion epRMminenalSOHHm, GAPANERIp past

enerating a new solution by assigning at least one of the past solutions

SOWATRI S0 P A IREPnaR, RIS ENTHERE Agorithms nable AR EsneTRiing 2 new
soNMAG Pt INg 18RNS5eRckRAlLNRS: A ERGRIgINg specific

information for identifying the algorithm used when éncrypting the
sequentially generating new algorithms in predetermined timing by using the

generated solutions; and

recording specific information for identifying the algorithm used when encrypting the

-subject data in predetermined recording means by associating it with the encrypted data, and

the data processing apparatus holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew.

23.  Adata processing method performed in a data processing apparatus for performing
steps of;

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;

recording the encrypted data in predetermined recording means: and

decrypting the encrypted data read from the recording means by using the algorithm

-and key used when encrypting the encrypted data to render it as the subject data, wherein:

the data processing apparatus performs the steps of:
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subject data in predeterminéed recording means by-associating it with the -

encrypted data, and the data processing apparatus holds at least one of
the past solutions and also erases 20 the past solutions when it is no
longer necessary to assign them anew. 23. A data processing method
performed in a data processing apparatus for performing steps of:
encrypting subject data in plain text bygssing a predetermined algorithm

and g. 23 rmined key to. render it as encrypted, data; recording the
encrypc{%d%g%eg }[jger;i;,{%ue]l ?ﬁ%/l]nsg Fromsy iRG" %ciﬁé‘?%ﬂﬂ%%kﬁbﬁ%ﬁﬂ%g past
sobrigrypted patietaatinid 8o Horoaarifm MEeansdiy bSAgIEe Aaodhip . apd
lgﬁ{ Il{%&d when encrypting thefencrypted data to render it as the subject
SOYADn WhATERT I &' IRt pe L dimesh spisns heigtsms the steps of: 62
sequenaltisngBerNne B AU SAUIBNS R LRSI EInngd HNING ke onorarec
assigning past solutions to a predetermined solution gen raflné a g‘%rl it
S"Bg}%i’él@%ﬁ generating a new solution by assigning at least one of the past

soluti reto;. ntially generating .new keys in predetermined

min e n g e A Pt G ot tre
sulbfjéot ritti om fondidentifyingahedioy ead WheRAAMNPYIPG e SHRIBH IR B ma

in pr&dt—#grmined recording means by associating it with the encrypted

data S id A RE GRS BRRERM holbatierstoste s i ropast eplutishiangalso erases

thophationsing a@l@wmlﬂa@m@t@s@&&%ﬁé@gﬁ Tk i® A 4onger

necessary to assign them anew. 10 24. A datd processing method
performed in a data processing apparatus for performing steps of:

encrypii | ata.dn plain text by usjng a predetermined algorithm
e RS R P S e res e papg s

- stegrofypted data in predetermined recording means; and decrypting the

encrypted data read from the recording means by using the algorithm and

key PRI G et frory p e ina s detaamiehal shtbmsjod e
prétRBAGIREY 1o render it as encrypted data;

recording the encrypted data in predetermined recording means; and

decrypting the encrypted data read from the recording means by using the algerithm
and key used when encrypting the encryptqd data to render it as the subjéct data, wherein:

the data prqcessing apparatus performs:

a step of sequentially generating new solutions each time the subject data is encrypted
by assigning past solutions to a predetermined sohution generating algorithm capable of
generating a2 new solution by assigning at least one of the past solutions thereto;

a first algorithm generating step of sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions; and

a second algorithm generating step of sequentially generating the same new |
algorithms as those generated in the first algorithm generating step each time the encrypted
data is decrypted by using the generated solutions, and

the data processing apparatus holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew, encrypts maltiple
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the data processifiy apparatus performs: astep of sequentiaity generating
new solutions each time the subject data is encrypted 20 by assigning
past solutions to a predetermined solution generating algorithm capable of
generating a new solution by assigning at least one of the past solutions
thereto; a first algorithm generating step of sequentially generating new
algorithms each time the subject datads encrypted by using the
Senemiad IoNS: ond algorithm generating, step of ] i

D e O THG AR\ Rbeage algpicces of

thiretiveyfited digoiithie genecatingsthp eashimrthinienaypiad data is
decrypted by using the generated solutions, and the data processing
apparatus holds at least one of the past solutions and also erases the

23past SAQRSBIRIRI kiR |RPLRMBESESIREY P?o@éﬁ&% 5@?5?&1%% erforming
encrypts multiple 63 pieces of the subject data to render them as the

St Hypted data and decrypts multiple pieces of the encrypted data in the
sam 9&{ 25 f ryption thereof. 25. A data processin
metr%gltperfor?r%%%gég% gttla8 {p@;;fgégétg?ﬁ/ g appar %%e%%?%?%l?ﬁég‘%%?gﬁs

profeieroiyplingysoieded atasicopigineteaihy using a predetermined .
algorithm.and.a g)redete mined key to render it as encrypted data;

recordits T RS RIHEHR M predricominiterarbipgimgme and: and
decrygsipgihernenypisddain readdmilberecail %EB?%?%EXF%LP%QSM

orithm 10 and key used when encrypting the encrypted data to render

al
ang gy ed wher eortp ting dre prenyded aletaioteking aphasahjecpdafarwisrein:
first sQlytign,gengt: 'Q% )Séi_;g;a f %guentially generating new solutions
each time t%)e SL%%E(:t ata |sg Ecryp &d by assigning past solutions to a
pnlaobefesbmﬂ' dwo@aﬂmtggmg‘l mﬁge?ugmmﬁgealmm&%ﬁﬁﬁr@ém%ﬂ%e the
olution by assigning at least one of the past solutions 15 thereto; a first
s AETRN

LRP B Ras LI g iR rtiR eW Rag GrleRng senating
aldbntriesNent AR 8R RS RIH B S S RTINS 98D S EE LR NS utions
first solution generating step; and
thereto;

a first algorithm generating step of sequentially generating new algorithms each time
the subject dgta is encrypted by using the solutions generated in the first solution generating
step; and

a second solution generating step of sequentially generating the same new solutions as

those generated in the first solution generating step each time the encrypted data is decrypted

by assigning past solutions to a predetermined solution generating algorithm capable of

- generating a new solution by assigning at least one of the past solutions thereto;

a second algorithm generating step of sequentially generating the same new
algorithms as those generated in the first algorithm generating step each time the encrypied
data is decrypted by using the solutions generated in the second solution generating step, and

the data processing apparatus holds at least one of the past solutions and also erases
the past solutions when it is no longer necessary to assign them anew, encrypts multiple
pieces of the subject data to render them as the encrypted data and decrypts multiple pieces of

the encrypted data in the same order as the order of encryption thereof.
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-a second solution generating step 6f sequentially generating the'same "~~~
new solutions as 20 those generated in the first solution generating step
each time the encrypted data is decrypted by assigning past solutions to
a predetermined solution generating algorithm capable of generating a
new solution by assigning at least one of the past solutions thereto; a
second algorithm generating step of seguentially generating the same
new algorithms as those generated in the first algorithm generating step
each time the encrypted 25 data is decrypted by using the solutions

2@enefedett prabes seg omdied|ptidorgeddiatitg:stem-ast AepHala PIRCRS SRkling

S%g atr_atus holds at least one of the past solutions and also erases the

st solutions when it is no longer necessary to assign them anew,

encryptsypuliniebjeicsns of ha-uhiest data &%@M&mﬁmﬁ% and a

encrypted data and decrypts multiple pieces of the encrypt n the
koY thacsiseites ensrypigd datiereof. 64 26. A data processing

met i r- i ratus for performing steps
o e B
algorterypding theboprauiaie dainetdéyto thendesriing @perypiegs8ataie algorithm
an[?ﬁgrdzige%thﬁ encrypted d%a ingredetermined recording means; and .
eCr/ping t “éneeh%ﬁﬁ?@é PRSI SHRR TIdsF iy e srhies) datiny eesin:
algotiib antapiéayinsashwien saesyRiling the encrypted data to render it
as the subject data, wherein: the data processing apparatus performs: 10

a stepSEPUEeNIRIY ereting nevyssbititonsachdimtitie tibjsuhjectidatarypted
BIS & t lqni ions to a predetermined solution
B R ooy B
gerersting e wwitolptct bylatiinsith erdtastadicsi kby genesatiogssiap:el:

sequaggrti?%\ée}generating newé%/s each time the subject data is encrypted

by U&ING the genarated SoRIcIarenfifts seussating ney keanershignsds srbject

dsefuentigiiyigenesatingelbensae AawikeySas those generated in the first
key generating step each time the encrypted data is decrypted by using

the GeHEPRELEP¥ SRAFEHE SFePtREsaaandFilaming ippheatundtdsayloashose
geRB8Rf 'iﬂ%?ﬁ%%&‘%%ﬂ&%ﬂg%@ﬁ S 3 fiRe the encrypted data is decrypted by using

the generated solutions, and

the data processing apparatus holds at least one of the past solutions and also erases
the past solutions when it is no longer necessary to assign them anew, encrypts multiple
pieces of the subject data to render them as the encrypted data and decrypts multiple pieces of

the encrypted data in the same order as the order of encryption thereof,

27. A data processing method performed in a data processing apparatus for performing
steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;

recording the encrypted data in predetermined recording means; and

decrypting the encrypted data read from the recording means by using the algorithm

and key used when encrypting the encrypted data to render it as the subject data, wherein:
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the past solutions when'it'is noToriger necessary to-assign-them-anew, - =i o

encrypts multiple 20 pieces of the subject data to render them as the
encrypted data and decrypts multiple pieces of the encrypted data in the
same order as the order of encryption thereof. 27. A data processing
method performed in a data processing apparatus for performing steps
of: 25 encrypting subject data in plain text by using a predetermined

algorghm, r‘g}o% .edetermined key to render it as encrypted data;
recof%?ng t er?é!r{]/ﬁ gapég%gllsrpsl%&{eﬁsérmined recording means; and

decryyitingstheion geyptedngany oRddiom e, eaaiding MRS HS BT e the
Su%%%ggm. and keédused when encr%ptlng the encrypted data to render it
U0 iSRRI Mndteshins praksabilops de asuilgtappiacstselpircgensrating
algolifghselytion g@%@l@gﬁggsg eRwisRAMEAlY rating new spjution :
each time the subject data is engrypted%agg%%%]% %gss{'%% 0 |<l).}ri1es %Sstasomuom
thﬁ’?‘“éﬁletermined solution generating algorithm capable of generating a new

solut] lgni t least.one of the past solutions 5 thereto; a first

key 32%5‘1%%?5 égt%%%ol éé?uﬁn%?gﬁ%ﬂéﬁépr%?n%&ﬁawgﬁ%8&%@%& subject
dagubjeutryfetd sy esiny fiedohytinsingHessalutionsraaneiated iRibedstep; and

solution ge erj\ting step; and a second solution generating step of

;equaesr?ﬁ _ﬂ o} ‘F}é‘?’éﬁﬁ@efﬁ@m HEWW%%@WWQW ofugions as
tndiss beabion eneraling ISieRn ﬁ@r&k%g 1hs enalyRieddaa s ‘%e%“@é%?sddelcrypted

0 by assigning past solutions to a predetermined solution ggﬁera INg

by Agering raspatiiorderapedsterniewd sollitmngoycaatignilpgethiaaspasie of
o) ' hereto; a second ke nerating step of sequentially
B S e e ey
generstingdstep gaelutingestiiecErRenyRiRRINpsa s e YIRS HSiNG NG those
solutigns erated in the second solution generating step, and 15 -the

BRSPS B ST S ARG HeP eams b litisasyated by using
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L DECRYPT ENCRYPTED CUT DATA SEQUENTIALLY 51206 F
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CUT PROCESSING SUBJECT DATA TO GENERATE PLAIN TEXT CUT
DATA S1503 ENCRYPT PLAIN TEXT CUT DATA SEQUENTIALLY
51504 CONNECT ENCRYPTED CUT DATA AS ONE TO RENDER IT
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