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I N AN | SOLATED EXECUTI ON EN- DROLTNENT BACKGROUND 1. Field of the | 'Qﬂ

This inv L4r-f£l ates to mcroprocessors. In particular, hvention

rel ates ?@S% af?ﬁrntsecurity. 2. Description of Related Af%piﬁbgﬁﬁ S in
m cr oprocessor and conmuni cati on technol ogi es have opened up many
opportunities for appllcatlons that go beyond the traditional ways of doing
busi ness. VER ACHIFYe HG : B A q DNEINEER)IN B2B)
transacti ons are now beconlng popular and are conducted t hr oughout gl obal
mar ket s at continuously increasi IENVIROSMENT ortunately, while nodern
m cr opr ocessor systens provide users convenient and efficient nethods of
doi ng busi ness, communi cating and transacting, they are also vul nerable
for unscrupul ous attacks. Exanples of these attacks include virus,
intrusion, security breach, and BAMIEGROLNPO nanme a few. Conputer
security, therefore, is becontng nore and nore inportant to protect the
integrity of the conputer systens and increase the trust of users. Threats
caused by unscrupul ous attacks may be in a nunber of forns. An invasive
renot e- | aunchied atFiakkoftthe facdaion nmay di srupt the normal operation of a
system connected -1 30 SEP 2f101 WD 01/ 75563 PCTI USOL/ 03365 to thousands
or even mllions of users. A virus program may corrupt code and/or data of

a singl e- useThipin¥efidiielates to microprocessors. In particular, the invention relates to

platform security.

2. Description of Related Art

Advances in microprocessor and commttnication technologies have opened up many
opportunities for applications that go beyond the traditional ways of doing business.
Electronic commerce (E—commérce) ond business-to-busincss (B2B) transactions are now

~ becoming popular and are conducted throughout global markets at continuously increasing
rates. Unfortunately, while modern microprocessor systems provide users convenicnt and
efficient methods of doing business, communicating and trztnsacting, they are also
vulnerabie for unscrupulous attacks. Examples of these attacks include virus, intrusion,
security breach, and tampering, to name a few. Computer security, therefore, is becoming .
more and more important to protect the integnty of the computer systems and increase the

trust of users.

Threats caused by unscrupulous attacks may be in a number of forms. An invasive

remote-launched attack by hackers may disrupt the normal operation of a system connected
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Exi sting techniques to protect against attacks have a number of dravp@agke i
Anti- virus prograns can only scan and detect known viruses. Security

CO- proc smart cards using cryptographic or other securlty
techniqﬁgé%Hi 5Ilmtatlons in speed perfornmance, nenory REPEUEFSand
flexibility. Further, redesigning operating systens creates software
conpatibility issues and requires trenendous investnent in devel opnent

ef f or t S o BBLERIDESERPBNDLT WLGE DRAW [ es of
the present invention %&%ﬁﬁbecone apparelgggs'r % ﬁ?gagﬂg&§£?£§¢%d
descri pin@nR-@kr bgoRpesent invention in mhlch Flgure |Ais a diagram
illustrating an operating systemaccording to one enbodi nent of the
invention Figure 1B is a dlagran1lllustrat|ng the accessibility of vari ous

el enents in F&snag%é&hﬁz@sn u?%}a@'rié&'ﬁﬁad%ﬂ £55 Qb mBGCH AW ckO

enbodi nent o he~i nve Is a |a rami | ustratlng a conput er
RN Séag%é‘?p eef*%%y‘*’ﬁ’%%%%?%%@ﬁfr%@ﬁ” e el ront
i agram LT Ber PopReai L aR R e a i WA eR o] ccording o
vt om ParOEAe medibey QKRR A ABABHIT ol el TR b RS, 21 on

71 owoharipurs hare riaiy R R @'ﬁa@‘ia “6%8?%”%"‘8 Peiaribd R fobiieiedt on,y

accordi Qﬂortts? one enbodi nent of t he i nventi on.

BRIEF DESCRIPTION OF THE DRAWINGS

The features and advantages of the present invention will become apparent from the

following detailed description of the present invention in which:

Figure 1A is a diagram illustrating an operating system according to one

embodiment of the invention. |

Figure 1B is a diagram illustrating the aéccssibility of various elements in the

operating systern and the processor according to one embodiment of the invention.

Figure 1C is a diagram illustrating a computer system in which one embodiment cf

the invention can be practiced.

Figure 2 is a diagram illustrating a cipher key creator according to one embodiment

of the invention.



DESCRIPTION In the foll ow ng description, termnology is used to disgQ$sP 100t

certain features of the present invention. For exanple, a "platforn

i ncl udes_hardwar e equi pment and/or software that performdifferent

functi on¥ WSt ed i nformation. Exanpl es of a platform i Hel/UaW/O33t are

not limted or restricted to a conputer (e.g., desktop, a laptop, a

hand- hel d, a server, a workstation, etc.), desktop office equipnent (e.g.,

printer, scange faesi ol hi, i .

Pandset | .t ogyreeris s i BulRe Ororel] for bepdalld SASRe LRI SR Einz.

i ncl Udesto%%?%n{bgﬁfmen%ﬂhc%@e%%ﬁd’ perforns a certain function. A "nub" is

a series of code 1nstructions, possibly a subset of code froma software

nodule. A "link" is broadly defined as one or nore information-carrying

medi uns (e. g.% i £ B Li i - 3 [ M ess
<o Bt b P aving el Rt oyl B

. . I
si gnal i ng t echfiol ogy). | ition; i'S I ned as

one or i : r g I function" is a
functi o@crﬁﬁa hargﬁé {t%rgﬁ&ipf %}qﬁéﬁﬁc@%? [ﬁdéater%e;ag%%ﬁsdééolﬁggﬁv{%y conversi on of
information to a fixed-length representation. Normally, this

. representati rr yalue: o di Yoy b

substanti al | ;)ﬁ rg%[gg?clﬁr? fgﬂ%égg{tﬁgﬁﬁertl 1e OP%{‘QI{h%}FOI i gor‘?gg'% %gersé }‘?YSIII 1§r36ch§ EP

2004 WDa%é%iﬁ@ﬁféyos%%ﬁlﬁ?gngﬁ%gﬁﬁ"em‘%‘lﬁéﬁsent' invention is a method,

appar at us, enerate a hierarchy for use in an isolated
execution envht a protected platform In order to bind secrets to
particul ar cd%gsgggigg@%% in isolated execution, a key hierarchy conprising
a series of symetric keys for a standard synmetric cipher is utilized.
The protected platformincludes a processor that is configured in one of a

o OXECL S O AL ST LRI M O Bl ot o7

Creator

| ocat ed i g RO Gt bk £ L AL EM SbAS DESERTG b KNS BB upon

the inith
that perform different functions on stored information. Examples of a platforin include, but

are not imited or restricted to a computer {¢.g., desktop, a laptop, a hand-held, a server, a
workstation, etc.), desktop office equipment {e.g., printer, scanner, a facsimile machine,
etc.), a wireless telephone handset, a televisicn set-top box, and the like. A “software
module” includes code that, whc-n executed, performs a certain function. A “nub” is a secies
of code instructions, possibly a subset of code from a software module. A “link™ is broadly
defined as one or more infonnation—canyiné mediums (e.g., electrical wire, optical fiber,
cable, bus, or wi;clcss signaling technology).

In addition, the term “information” is defined as ohe or more bits of data, address, and/or
control. A *hash function” ié a fun.ction, mathcmaticai or .othcrwise, that performs a one-
way conversion of infon'natio.n toa ﬁxed—lcngfh representation. Normally, this
-rcprescntation, referred to as a “‘hash value” or a “digest”, is substantially less in size than

the original information.



key. The cipher key creator creates a series of symwetric cipher key$(§pp 2004
_ protect the secrets of |oaded software code. In the follow ng description,

for purpagaseicsexpl anation, nunerous details are set fopgpyky,REder to
provi de a thorough understandi ng of the present invention. However, it wll

be apparent to one skilled in the art that these specific details are not
required in order to practice the present invention. |In other instances,
wel | - known ellhetpréseat invenunst 19 aesethod] appirame ansl systemsbganerae atdeg diersicagr am
formin order not to obscure the present invention. ARCH TECTURE OVERVI EW
One pri fhoiywken dnrsoptedéxticngors enurdnment of aprotetmd Patfays tiarorder (e baidfsecmsi s
the concept of an isolated execution architecture. The isol ated execution
ar chi t ett particilactaitepekagigdalisolaede phaysin alked didracky ongpifinhasaiaoé and

sof tware conponents that interact directly or indirectly with an operating
syst em eymireerickeysdves saydird symmeptiadtiplodr i3 ullivedpdhaprdtected platfen anrthdebe
processor nmay have several levels of hierarchy, referred to as rings,

cor r espangodegsdr chatas ¢ @ifipuepkinaine @f anomma exectdionimdde Mdanliagitedbxdtutiosi on of
har dware and software conponents that are designed to perform dedi cated

t asks Winidden A key apepakiond anSyiRiabRey hbes dhigus femnthe plativphCc @ diyhdraged on the
degree or level of privilege, nanely, the 3 0 SEP 200 WD 01/ 7" 63

PCT/ USO t23t52G6catdd inithy pidtect@kslaghiangestet thethicraithglof REYS basEDipdnheRligal a
ring-0 is the innernost ring, being at the highest |evel of the hierarchy.

Ring - OkepcURpapheskdytResOsiretes 4 b&ik of pjrthjblrﬁgﬂphc@qtgjma%&@et thdiseaekls ti on,
nodul es in Ring-0 can al so access | esser privileged data, but not vice
versa. Bfhgded ignbdie cedgé.ernost ring, being at the | owest |evel of the
hi erarchy. Ring-3 typically enconpasses users or applications |evel and
has the least privilege. Ring-1 and ring-2 represent the internediate
rings wth dégteafdilogilgiatsptidn, Pirpupegeef explanation, numercus details are set

forth in order to provide a thorough understanding of the present invention. However, it will

be apparent to one skilled in the art that these specific details are not required in order to

practice the present invention. In other instances, well-known electrical structures and

circuits are shown in block diagram form in order not to obscure the present invention.
ARCHITECTURE OVERVIEW

One principle for prm.fiding security in a computer system or platform is the concept
of an isolated execution architecture. The isolated exccutién architecture includes logical
and physical definitions of hardware and software components that interact directly or
indirectly with an operating system of the computer system or platform. An operating

| éystcm and the processor may have several levels of hierarchy, referred to as rings,
corresponding to various' operational modes. A ring is a logical division of hardware and
software cornponents that are designed to perform dedicated tasks within the operating

system. The division is typically based on the degree or level of privilege, namely, the
4



Figure 1A is a diagramillustrating a |ogical operating architecturelBGEP 2004
according to. one enbodinent of the invention. The | ogical operating
~architec Q.ds an abstraction of the conponents of an operating system
and t he Bﬁ%@%@?%%. The | ogical operating architecture SOPFﬁEﬁ&H®é¢*ing-0
10, rang-1 20, ring-2 30, ring-3 40, and a processor nub | oader 52. The
processor nub | oader 52 is an instance of an processor executive (PE)

handl er .abllng témake 8RsHgRE 16 thel3REbrinD P&@%laﬁ}p?éqg/rﬁ%—d@rﬂg%%n@lﬂspﬁﬁ Hing

executive (PE) as will be discussed later. The Fogical operatin

ar chi t ecdt thethi BtshReell SOhERALSCRY. RRGLAEABRpafes ﬂﬁlm(@f@ﬁﬁ%ajl?}iv' gde and
i sol at ed execution node. Each ring in the l'ogical operating architecture 50

can  op&jbaipenénts.bpt iﬁcﬂ@&ﬁ%odm@s_iﬁ'i&??%% m@f'g%dggﬂg\%r gﬁ}; REhARESHRANY :n

. ; i
the isol ated execution node. Ring- 0 inc orti1/ons: " a nornm

execut i ofceNeréh LRJI]%—B 18AKe Bitel A ﬁh&,%a%ﬁgﬁjo%ﬁﬁkw'& Lh]eﬁucrﬁlggln %{"&EB th

execution Ring-0 11 includes software S that are cri

oper at | RGLEMHS QHPompaskaL h¥ers of ?ﬁeﬁlﬁ(gtiérf% 181 46 nﬁmiga&}gﬁf@eiéw&%ﬁ&%' es

include primary operating system (e.g., kerne Ware vers 13,

and har dyRLe rdUel fe i adife 50L & U .00 REn: 0 15 i ncludes an
operating syg%gm (OSt)“nu 16 glﬁ@"% Etggggégsgﬁiegﬁgaﬁﬁv%%_ CS nub 16 and the
processor nub 18 are instances of an OS executive (OSE) and processor

executi ve (Phe L o t . - EP 2004
VO 01/ 75563 @’P‘C“Trf:r%gpoﬁ% e ex’gig%ﬁt@ggéﬁé{??liOggmtﬁﬁég‘tcgﬂg‘?g{ceﬂ aﬁ°§fd§‘%& ect ed

envi 1 oNg L SERRIAbEthehl AR, 198IakEH oBESRy: B, Bl af Al sxaguLl on

node. The processor nub issa pfo trap code

hel d W thd forRpdithRSBtan! c?a@i‘ﬁa%iﬁérﬁ%a% ﬁrﬁf%g&p qaghd irgz},]] fo?érgligggrifﬂ il

processor nub 18 from the p_Fo essor or ¢ set ‘int d-areaas
'l ude ernat Sahe S Being A0k has} 50! bl kv 4 pdlectertip BTSEOERE, g
execut i QodekdPnib Zxder 52 %ar?inﬁmcca&%nrﬂrcg&'s?bré?ecuﬁgg B%tﬂa\r/ﬁ}c}/. " The PE

handler is used to handie and/or manage a processor executive (PE) as will be discussed

later. The logical operating architecture 50 has two modes of operation: normal execution

mode and isolated execution mode. Each ring in the logical operating architecture 50 can

operate in both modes. The processor nub loader 52 operates orly in the isolated execution

mode.

Ring-0 10 includes two portions: a normal execution Ring-0 11 and an isolated
execution Ring-0 15. The normal execution Ring-0 11 includes software modules that are
critical for the operating system, usuvally referred to as kérncl. These software modules
include primary operating system (e.g., kernel) 12, software drivers 13, and hardware drivers
14. The isolated execution Ring-0 15 includes an operating system (OS) nub 16 and a
processor nub 18. The OS nub 16 and the processor nub 18 are instances of an OS executive

(OSE) and processor executive (PE), respectively. The OSE and the PE are part of .

-5-



In particular, normal execution ring-3 includes N applications 42, gﬁ gﬁfimb
and isolated execution ring-3 includes K applets 46, to 46K One c %

" of the iwﬂl t ed execution architecture is the creation of j o% ed
region in é%§§§ten1nennry, referred to as an isol ated aFgﬂﬁk%Hs %’is

protected by both the processor and chipset in the conputer system The
i solated region nmay also be in cache nenory, protected by a translation

| ook asidkeclaitfcfepiitiedtHR) o835 2 Ph@sked MhEfdnnieRCadssEkial @bth dFigblaRdABa be
subdivided into nultiple isolated nenory areas, as will be discussed.

Access  dnd thélsBlatdiexebtbn @BHONThS ploeEstbt Ad ofder 521§ #PrdediEObdotsitape bus
(FSB) of the processor, using special bus (e.g., nmenory read and wite)

cycl es, 1pedeetb@dhd10 vathih 8 ehpkadn sRR0al ik k& pokABIE 86r oddiRg BREFTb&IssdUS
cycles are al so used for snooping. The isolated read and wite «cycles are

i ssued Byubt IBerBhARE PrREssBX6CAH pROintd aR ol BELES WHESAApPInéPdRyr. The
isolated execution node is initialized using a privileged instruction in
t he processor, conbined with the processor nub | oader 52. The processor

nub | oader 52Z5iugrakilyl §8¢-2d, HRADS3A ahd BHz-8 MURCIEOhSNRY exdrRdbh Snk - B, .
processor nub 18) into the isolated area. The processor nub 18 “provides

har dvar gifget 81 ,%gg Y| SRBisbledleReciltRRl Bleet2 xR BONnd -3 35 ke Plctiiigy.

processor nub | isto verify and load the rifg-0 OS nub 16 into the

i sol at eqdn@hAtulRNtbridl BRREESH ﬁn%@qneme&s 19k giésaunma,rt@aﬁ Nyndiidbiaieg 1o a
conbi nation of the -6 3 0 SEP 2004 WO 01/7% 63 PCI/'USO 1/ 08365 pl at f or m

the procgeafon -3 heladd ¥ Ap10Ra62% 480, system nub 16. The processor nub 18
- provides the initial set- and | owFevel management of the isolated area

including verification, |oading, and | ogging of the operating system nub

16, and the r@ﬁ@&ﬁﬁﬁﬂﬂoﬂﬁcﬁola@éﬂ%ﬁﬁ& HEMidnedistife Bt &Fbr 4nigo1aRear at i ng
system nub's secrets. The processor nub 18 nay al so provide application

progr anyk fgn iniRrdyaes HARbYy, sttt AR sd1Reh AWal G¥Rh 1S pBcddby 5k HeCes

provi ded by ot her “hardwar e. , _
processor and chipset in the computer system. The isolated region may also be in cache
memory, protected by a translation look aside buffer (TLB) access check. Also, the isolated
region may be subdivided into multiple isolated memory areas, as will be discussed. Access
to this isolated region is permitted only from a front side bus (FSB) of the processor, using
special bus (e.g., memory read and write) cycles, referred to as isolated read and wrte
cycles. The special bus cycles are also used for snooping. The isolated read and write
cycles are issued by the processor executing in an isolated execution mode. The isolated
execution mode is initialized using a privileged instruction iﬁ the processor, combined with
the processor nub loader 52. The processor nub loader 52 verifies and loads a ring-0 nub

software module (e.g., processor nub 18) into the isolated area. The processor nub 18

provides hardware-related services for the isclated execution.

One task of the processor nub 18 is to verify and load the ring-0 OS nub 16 into the

isolated area, and to generate the root of a key hierarchy unique to a combination of the
-6



The operating systemnub 16 provides links to services in the primar UEEP%%L
(e.g., the unprotected segnents of the operating systen), provides %a
managenen), /%;tu the isolated area, and has the responsibility for

| oadi ng rlﬂéﬂ! APpl i cation modul es 45, including appl etsPEEUSPHI®EK, into
protected pages allocated in the isolated area. The operating system nub

16 may also load rin4 O supporting nodul es. The operating systemnub 16 nmay

choose ! plafufRhE pRAGIRENES 19318 RELYEAhE Beicrd S B Chedrbt@ich,Bn gl Nary

(e.g., non-isolated) nmenory. If so, then the operating system nu 16 is

al so r espRiieb R ihtfal GGV 159-187] rhaaBicht bR SheliSRh@l E{(l_a Hkipgges before
Cc

evicting the page to the ordinary nenory, and for checking e~ page

cont'ent SvexIRRbEIbALiAL I A8 19deiA IS thE%?@ratif@%&ite%?h@g g8 ARG ﬁmﬁghﬁnﬂo@a to

46,; and their data are tanper-resistant and nonitor- resista rom al

sof t war esyﬁlb@&ilé%eﬁfﬁ@iﬁzﬂiﬁﬁecﬁﬂ@ bfdatin @ﬁg o 111.1(1?? Is%crram TR@%}%BE%SS?% xﬁg);l%o ace

applications (e.qg., , to 42N), " dynam n raries I'vers and

even hemay bEBoviaPafichiich HsBhahi inPRLY: (A1 RLAGESSQRo fb%glloq]vg{ feuhil)®

operating systemnub 16 can “interfere nrtor the' a

execut i OfrviEd Qb idtBol Dukr Ha@Wagem i 1 | ustrating accessibility of various
el enments in the operating system 10 and the processor according to one

enbodi ment of the invention. For illustration purposes, only el enents of

ring-0 10 andrgd 5%-&,@%%&% ﬁibom‘?roﬂb"cs}ﬁﬂ m%ﬁé&%%&@@% mg%.%o SEP

2001 WD 01! 75563 PCT/ U501/ 08365 Togi cal operating arc are =ccess
an accesgi ' | thelr i Lerarck nd the
Sthik RhSrobRYest £8meR WP iNe &Qﬁﬁﬁl%%gﬁkﬁlg r%&?\;}ﬁ%giaf,e '}r}alﬁ}g%é}h&t %ﬁut}?/tg?

execution node. The &ccessi bl e physic nc s an Iso ed area

70 and ey s i : 201 ncl ._pages
72 and m e B ok R S Pl SR ip e
82 and oRpled 46190 S LA RERERA Bzes HIBCAERPHE hoPi&Paré® The operating system

nub 16 may also load ring-0 supporting modules.

The operating system nub 16 may choose to support paging of data between the
isolated area and ordinary (e.g., non-isolated) memory. If so, then the operating system nub
16 is also responsible for encrypting and hashing the iso]étéd area pages before evicting the
page to the ordinary memory, and for checking the page contents upon restoration of the
page. The isolated mode api:lets 46, to 46 and their data ére tamper-resistant and monitor-

resistant from all software attacks from other applets, as well as from non-isolated-space
applications (e.g., 42, to 42y), dynamic link libraries (DLLs), drivers and ever: the primary
.opcraﬁng system 12. Only the processor nub 18 or the operating systemn nub 16 can

. interfere with or monitor the applet’s execution.

Figure 1B is a diagram illustrating accessibility of various elements in the operating
systemn 10 and the processor according to one embodiment of the invention. For jllustration

purposes, only elements of ring-0 10 and n'hg-3 40 are shown. The various elements in the
7-



is accessible only to elenments of the operating system and processoryg Sgp 2004
operating in isolated execution node. The non-isolated area 80 is

accessi -al.l elements of the ring-0 operating syste r ssor.
The norE%?”%&%%%tion ring-0 11 including the primary OS 2%?Bﬂﬁ@“§%§tmare
drivers 13, and the hardware drivers 14, can access both the OS pages 84
and the application pages 82. The nornmal execution ring-3, including

appl i catiogod ofigratih® aftBNectCRIF(oREEI N QBLeEsibR fHYsicalaRehbhas0 atoRBge® their Bot h
t he normal execution ring-0 11 and rin 3 41, however, cannot access the

i sol at edinge&artfy ald the exebaiopduedecution ring-0 15, including the OS nub 16
and the processor nub IS, can access both the isolated area 70, including
t he appl et pages 72 and the nub pages 74, and the non-isolated area 80,

i ncl udi ng t hahapptdstidld gHysRagaemdz Ghtclules £5spRGFEAT0 diPa horisatagd

execution ring 3 45, including applets 46, to 46,;, can access only to the
appl i cataiearB0. PR@asolSéd and 70Eciad Hblppaes 724nd hB pagddl 2t STHEGontiSol4ed E
reside in the isolated area 70. Figure 1Cis a diagramillustrating a

- pl at f or eh(d ihQuddy HplLieRRNGIROIS TR optatiniaysteivifiREd 8N THEisbRtdd Aed TEed.
The platform 100 i ncludes a processor 110, a host bus 120, a nenory

cont r ol liescchbidtbié Melgho 2RBhends THRE SPRri@iD¥tekftbhd ABcdsEBRWHePAinR A ioPidd Ol | er

hub (1CH) 150, a non-volatile nenory, or systemflash, 160, a random
nunber geagkidh odkb ThedonIsdlatelrBred 304s ¥ Q1Y | 2o B lRmbntdINOE3ED Mmass
storage device 170, input/output devices 175, a token bus 150, a

ot her beaediif sterh@K@Erol-g%dr.a reader 184, and a token 186. The MCH 130 may
be integrated into a chipset that integrates multiple functionalities such
as the isolated execution node, host-t o peripheral bus interface, nenory

control . Si mhamoymaltdx@cltied ﬁ%mmﬁg&kqﬁnﬁ@mam%c kdfiveare dfifdrpset

together or separate fromthe 130 to perform 1/0 functions. For

clarity,3, fRtthahhrduee B8VdrP g cah abiiseboB e ORPABes 4 arldsthe applaiaBbAbagtst hat
the platform 100 may al so

82. The normal execution ring-3, including applications 42, to 42, can access only to the

application pages 82. Both the normal execution ring-0 11 and ring-3 41, however, cannot

access the isolated area 70.

The isolated executton ring-0 13, including the OS nub 16 and the processor nub 1§,
can access both the isolated area 70, including the applet pages 72 and the nub pages 74, and
the lll.on-isolated area 80, including the application pages 82 and the OS pages 84. The
isolated execution ring-3 45, including applets 46, to 46, can access only to the application

pages 82 and the applet pages 72. The applets 46, to 46, reside in the isolated area 70.

Figure 1C 15 a diagram iilustrating a plafform 100 in which one embodiment of the
invention can be practiced. The platdorm 100 includes a procéssor 110, a host bus 120, 2
memory controller hub (MCH) 130, a system memeory 140, an input/output controller hub

(ICH) 150, a non-volatile memory, or system flash, 160, a random number generator 166, a

-8-



i ncl ude peripheral buses such as Peripheral Conponent |nterconnect (FCEEPR 2004
accel erated graphics port (AGP) , Industry Standard Architecture (I SA)

bus, anqurbilﬁgﬁal Serial Bus (USB), etc. The processor PHPUSrO%%Q?entS a
central processing unit of any type of architecture, such as conplex

instruction set conputers (Cl SC), reduced instruction set conputers
(RISC), very long instruction word (VLIW, or hybrid architecture. In one

enbodi nBfats stbfage Vi EHR hiput/bRrpus deQeRats i keh bbs a80, lanhetheAoaidi VRt ur e
(I'A) processor, such as the Pentium "' series, the 1A-32 ' and the | A-64

TM  Thetgken ¢ 8% S0kadekQ 84 gl d diegen 1 R N MEXEL30 tman bevstegratelidndracthipset sol at ed
execution circuit 115. The nornml execution node 112 is the node in which

t he progRsmRderdidOmnglafiestibielAies Oichs iR blatt deettdamRode, host-te- nor mal
environment w thout the security features provided by the isol ated.

execut i peiphees bud hferffe! Aeflry eoneut Sigdlaely GeiICHLLH Rap¥isd®s itegraigdani smto
all ow the processor 110 to operate in an isolated execution node. The

i sol at eﬂn@xem{b&é&@%@mwis& 4t fiphPihe AESHNBOAVREFoan OBt tieHse Fostlpasr t f or
the isol ated execution nnd%. Thi s support includes configuration for

i sol at eflot £pBE BedFHbraldRkéMdrk kREwOf It dconsedhhted tadt @ pla@dind100 @a¥ €Bog. ,
decodi ng and execution) of isolated instructions, generation of isolated

access Qufderh raﬁnﬁegmraweﬁgh@m CRpHeBAINREGneLIPETY, UbdeSerate® 3 0 S E
P 2004 WO 01/75563 PCTI USOL /08365 I n one enbodi nent, the platform 100 can

be a si BAbRICRHORTATE), BUSHE T 1afdEH AFSHiRcUACERAIBuS, AN WiVersaMSeafl Mias only
one main central processing unit, e.g. processor 110. In other

enmbodi mengsy, efd1e pl atform 100 can include nultiple processors, e.g.
processors 110, 110a, 110b, etc., as shown in Figure ID. Thus, the
pl at f'orm 100 can be a multi-processor conputer system having any nunber of

processors. Qe pRicasidl 810 tdpPesehis tal cePrAl pR6E@Ming Phidbf AMypOOf Sahiicepeeat e as
part of a server or workstation environment. The basic
such as complex instruction set computers (CISC), reduced instruction set coroputers
(RISC), very long instruction word (VLIW), or hybrid architecture. In one embodiment, the
processor 110 is compatible with an Intel Architecture (IA) processor, such as the Pentium™
series, the IA-32™ and the IA-64™. The processor 110 includes a normal execution mode
112 and zn isolated execution circuit 115. The normal execution mode 112 is the mode in
- which the processor 110 operates in a non-protected environment, or a normal environment
- without the security features provided by the isolated execution mode. The isolated
- execution circuit 115 provides a mechanism to allow the processor 110 to operate in an
- isolated execution mode. The isolated execution circuit 115 provides hardware and software
support for the isolated execution mode. This support includes configuration for isolated
' execution, definition of an isolated area, definition (e.g.., decoding and execution} of isolated

instructions, generation of isolated access bus cycles, and generation of isolated mode

interrupts.



descri ption and operation of processor 110 will be discussed in detafll SEP 2004
below It will be appreciated by those skilled in the art that the basic
~descripti peration of processor 110 applies to th r processors
110a and\gqgg?ggﬁomn in Figure 1C, as well as any nunber$8&hg$Hg§6°
processors that may be utilized in the nulti-processor platform 100
according to one enbodi nent of the present invention. The processor 110 may
al so have nul th ph€embadifzht, Beqlassel 500 Anl R4 Gatle PIRESDS O¥stem SRERES 41ES
referred to as a thread, is a functional unit within a physical processor
havi ng adeskedpcdurhRnéd) nalchdagbalyaie mily skeed] pieRedhe 8st, dl d. pedbadr apmopdi ng
to some partitioning policy. Wthin the context of the present invention,
the ter nsthét mbedimennidthelpdafczal 100126 €53 9de maliple pioHhséi8, SR Fodeieors A1

thing. A nulti-threaded processor is a processor having nultiple threads

or nul ti pice, oh,eH., £'B6REIPFEur DU This, RROSIBESRL 100 S4E£HR 4 fulli-prdcBRosYyst em
conprising the processors 110, 110a, and 110b) may have nultlpFe

mul ti - t hERApkeer syREPS BHARS ny hitfod?@F prd2eSsoly FReRiinfRSthetb@ififpéRssrgnal s to
all ow the processor 110 or processors 110, 110a, and 110b ‘to conmunicate

Wi th ot heihtBFATEE $84 §B&5tc<i§}5hﬁ%§as@nvgmr\¥&§st%h édlronment, 2BeH §ds@n to normal
node, the host bus 120 provides an isol ated access bus node wth

correspoa&hﬂgﬁé,mﬁc{a Sich FANROR IR 1 IR BY di@asked sl dibil beloGY ¢ @gw\ben the
processor 110 is 3 S E P 2006 WD 01175 63 PCTTUSOL/ 033G configured in

the isol grekifx8PYithR skNKE8 in &E%ﬂﬁ@ﬂtﬁéﬁﬁ%i@ﬁ&%ﬁ?ﬂ&}’a’%_ tod APp&EiLd On

menory accesses initiated while the processor 110 is in the isol ated

execut i of g Rifies Tdhel iR AL BECLIR DU 1004803 iR FRRArA3S LG A
i nstruction prg-fetgh aﬁ?_caéhe write-back 8ycfegﬁ§? t eE%d reséwis Wi t hin

the i'sol aiBBerfAth @SRS! RBYSa P BE uﬁﬁ‘&dﬂﬁ%ﬁﬂf—p%@&sbﬁ?laﬁ%ﬁ hgdized in

the isol ated execution node. The processor 110 responds to snoop cycles to

a cached,RAeHiRS & e dHhtbdidiento? HheAbetbr@ iR@nAdidr ess range if the isolated
access bus cycTe is asserted and the processor 110 is initialized into the

i sol ated execution node.
The processor 110 may also have multiple logical processors. A logical processor,

sometimes referred to as a thread, is a functional unit within a physical processor having an
architectural state and physical resources allocated according to some partitioning policy.
Within the context of the present invention, the terms “thread” and “logical processor” are
vsed to mean the same Ilﬁﬁg. A mu]ti—th:éadcd proccs.sc-x' is a processor having multiple
threads or multiple logical ﬁl;ocessofs. .A multi-pfoccssor system (e.g., the system
compnsing the processors 110, 110a, and 110b) may have multiple multi-threaded

Processors.

The host bus 120 provides interface signals to allow the processor 110 or processors
110, 110a, and 110b to communicate with other processors or devices, e.g., the MCH 130.
In addition to normal mode, the host bus 120 provides an isolated access bus mode with

corresponding interface signals for memory read and write cycles when the processor 110 1s

-10- -



The MCH 130 provides control and configuration of menory and i nput/ ol §gp 700
devi ces such as the systemnenory 140 and the I CH 150. The MCH 130 provides
' interfac& cg;li‘,.lr.g&i ts to recognize and service isolated access assertions on
menory r8ference bus cycles, including isolated menory rBGHUSHESE ¢
cycles. In addition, the MCH 130 has nenory range registers (e.g., base
and length registers) to represent the isolated area in the system nenory
140. Oncenfigfd gy tedsolated ddEittib3 Quaie0 Ths i dlite R86REShilsGnddt ik 8akAtEch ar ea

that does not have the isol ated access bus node asserted. The system
menory Tdéneityaicessssy i eaed otifle girproatar 1TDes Byhé Al tRIEXeYutidinbde. Thepi cal |y
i npl emented with dynam ¢ random access nenory (DRAM or static random

~access Hsulatey ateRAMs mble isalsd SBrBamifstAddoh ped-BdaSaddac REGRESH Rk €
physi cal nenory 60 (shown in Figures 1B). The accessi bl e physical nenory

i ncl udesyélet datedd@prey BiwifGn tHe) SR8 444 adiRSs faﬁ%& %@&e??&%ss%@l((ﬁsgur e 1B),
and an isolated control and status space 148. he | oaded operating system

142 is tihigaPgddinQhe ROIANPRBRIH hod:. SHE!RBEdsEE 1 10SedRAdER dnBbPcydidiqo gy St em
menory 140. The | oaded OS 142 is typically | oaded froma nass storage

devi ce cutiRdHAdEsDfthi® BRGsdIRe@ a8 QB ARARLI FIMERoREdAcRRR b UL @%@E qnly .
menory (IROM. The isolated area 70 (Figure 1B) is the nenory area that is

def i ned ayerfehend mﬁa%oﬂﬂfb MASHAI0RE R tisolhfed3R eifonihe\O 01/ 7563

PCT/ US01108365 in t i sol ated execution node. Access to the isolated area

is restricted and is enforced by the processor 110 and/or the MCH 130 or

ot her chi psetTHeMICH M@GFAIRS cbhifo] :8@L SR A{dteof thethsh AR dukbESur The
i sol ated control and status space 148 is an input/output (110)-Tli ke,

i ndependepice k@S hes PRESn b udind e 1EHOGPS 39k MY rQVidETReMatd 130.

The isolated control ‘and status space 148 contains mainly the isolated
execut i @hcER oottt SldeHice Qa8 Ss asggﬁioﬁ 8h &ictbr§ QST feRte RRAySEAL US

space 148 does not overl ap any existing address
including isolated memory read and write cycles. In addition, the MCH 130 has memory
range registers (e.g., base and length registers) to represent the isolated area in the system

memory 140. Once configured, the MCH 130 aborts any access to an isolatcd area that does

not have the isolated access bus mode asserted.

The system memory 140 stores systeﬁ code and daﬁa. The system memory 140 is
typically implemented with dynamic random access niemory (DRAM) or static random
access memory (SRAM). The system memory 140 ir-xcludcs the accessible physical memory
60 (shown in Figures lBj. The accessible physical mcmory‘includes a loaded operating
system 142, the isolated area 70 (Figure IB), and an .isolatf‘:d control and status space 148.

. The loaded operating system 142 is the poruon of the operaung system that is loaded into
the systemn memory 140. The loaded OS 142 is typically loaded from a mass storage device
via some boot code in a boot storage such as a boot read only memory (ROM). The isolated

area 70 (Figure 1B) is the memory area that is defined by the processor 110 when operating

-11-



space and is accessed using the isolated bus cycles- The system nmenogy SE4QQ;
may al so include other programs or data which are not. shown. The I CH 150

represenyg, &,KB@wn single point in the system having the l’éﬂb&#ﬁ&ﬁ’
.. 1he

execution funcflonallty For clarity, only one ICH 150 is".

platform 100 may have many ICH s simlar to the ICH 150. Wen there are
multiple ICH s, a designated ICHis selected to control the isolated area
conf i gunathearolard estattion. mbde. cheesioakl ivelated ardy is restgdted hndR enforgearifyor med
by an external strapping pin. As is known by one skilled in the art, other
met hods thé poetsot 1 Hyawdor the MGHA 30ion othed tinigsey shan intperags draiedihted amaf i gur i ng
registers. The ICH 150 has a nunber of functionalities that are designed
t 0 suppdntctionelitisol| Eiedsolaes eontroland srte spaceaddi it o tnpu0'obipat (UCHdikd, onal -1/ O
functions. In particular, the ICH 150 includes an isolated bus cycle

i nt er f adedebbAdent hédpsogass defimedylthagetessar (1Shadrori the FICHINR0. ThH)isolaedi gest
menory 154, a cryptographic key storage 155, a cryptographic hash unit 157,

an i sol abrtioleardatdtiospace §48 adntpino aRdHy 0@ isslNag execklion caftéolant iy bus
interface 159. The isolated bus cycle interface 152 includes circuitry to

i nt er f agegiterst Mhe issidted eshtlisnd syok S;l)ﬁb 908 dGest bt o EPAP Ui e xaylicl g SeHMb L e
i sol ated bus cycles, such as the isolated read and wite bus cycles. -12

30 SEP 2Pt M0 i93idces@laRidpGhe isbB W8 308ed NEhREDS ERmot D40 PRAGRIs052, as
shown in Figure IA includes a processor nub | oader code and its digest

(e.g., hmdlide Makisrog ddaeeshion afbtkeager 52 is invoked by execution of
an appropriated isolated instruction (e.g., Iso-Init) and is transferred to

the isolated area 70. Fromthe isolated area, the processor nub | oader 52

copi es the priRdSIDISOEPrek8nth hdowhihghySdieh theagRiehehaing tHaesdMegessor nub
code 18 in non-volatile nenory 160) into the isolated area 70, verifies

and | oo&xtdmmﬁhﬁg:rdntamy Hod cheing 98By hed MBI ik Chéney. Theglatformnod ety the
processor nub's secrets. In one enbodi nent, the processor nub | oader 52 is

have many ICH’s similar to the ICH 150. When there are multiple ICH’s, a designated ICH

is selected to control the isolated area configuration and status. In one embodiment, this

selection is performed by an external strapping pin. As is known by one skilled in the art,

other methods of selecting can be used, including using programmable configuring registers.

The ICH 150 has a number of functionalities that are designed to support the is;‘)]alcd

Iexccutjon mode in addition to the traditional I/O functions. In particular, the ICH 150

includes an isolated bus cycle interface 152, the processor nub loader 52 (shown in Figure

1A), a digest memory 154, a cryptographic key storage 155, a cryptographic hash unit 157,

an isolated execution logical processing manager 156, and a token bus interface 159.

The isolated bus cycle interface 152 includes circuitry to interface to the isolated bus
cycle signals to recognize and service isolated bus cycles, such as the isolated read and wnte

bus cycles.

-12-



i npl enented in read only nenory (ROM. For security purposes, the prp@$§§gmn
nub | oader 52 is unchanging, tanper-resistant and non-substitutabl e. e

~ di gest 154 stores the digest (e.g., hash) val ues of -i/{' | gaded
softmarg@%ﬁgéaﬁés. In particular we expect the digest menor %B”@?%re t he

hash (or the state of the value needed to conpute the hash) of an audit
|l og. The audit |og contains audit log entries. Each audit log entry

includes at ITe@rodeboranypbaRt 8phisGhbas in Pizutdes | inadee £opdeessostitoagert he
processor nub 18, the operating system (0OS) nub 16, and any other criti cal

nmodul es cbde gnd its digeg{(0 grekH) @8)uel qReQRodeEod nhilh Brad&i05 B 68l AXe8y ekétution
particular the audit log is a listing of data that represents what

i nf or mabf emapEsphacd isdlemstiddon (e@adedI-HiNhad iearsitsicand BB ed4f2a af ter
power -on of the platform 100. For exanple, the representative data may be

hash vabugsomither6RteIhéNBLproBEldbendbaasiRY 52 BbFies HR PRy nYE T8 T 40
during the current power cycle of the platform 100. "Thus, the audit |og

can act tlassystefr AR RVe. the bitRbssof Bl £ddeQS innBh bR ﬂembg,aﬂaﬁ ihtBtike t he
platform(e.g., the ring-0 code controlling the isolated execution

conf i guisaldi@areR 0 ORSITRE iaﬁ@}qgsa@dnﬂesr;g,s% hﬁ@%&ﬁ%@@feuﬁ sk fo Solce Of
the current isolated execution. -13 3'0 S E P 200& WO 01/ 75563

PCTI USO{{0336%sdiRibed ya@}éagrﬁrﬂﬂecexﬂmenﬁérﬁ,rmleﬁrkokéégmh@ﬁaaacﬁwt ric

encryption/decryption key, e.g. aninitial key (to be discussed in nore

det ai | tﬁ%l@frﬂenteﬁﬁﬁ rédd 6ﬂlfhehﬁ;¥y (ROWDY. GUe sdc@fity! fleposts ahé BFdBedElhull Ba8Ete

enbodi nmen the initial key is generated by an external hardware random

nunber g2 neaRhahgial taRipLOfATTERH ah dh S-SRt fgdRS of the of the input/output
control hub (Idﬁ) 150 at the tinme of manufacture. In another enbodi nent,

the initial key is generated by the platformitself, when the platform 100
first. powersTup.digst MEmoRe13NtBfeR dhe diBest AT BashPNEIQES SYURD Bladeessihader 166

of the platform 1n both cases, the initial key is stored in the protected
non- vol gidduRes MBiPArYicOfar WaRxHEN R OBIpaR Metndi® Yo §bRI1AE BashaBr HAQYRY 8f the
value needed to compute the hash) of an audit Jog. The audit log contains audit log entries.
Each audit log entry includes at least the cryptographic hash of the loaded code — such as the
processor nub 18, the operating system (OS) nub 16, and any other critical modules {e.g.,
ring-0 modules) loaded into the isolated area. In particular the audit Jog is a listing of data
that represents what information has been successfully loaded into the systern memory 140
after power-on of the platform 100. For example, the representative data may be hash
values of each software module loaded into the system memory 140 during the cﬁmnt
power cycle of the platform 100. Thus, the audit log can act as a fingerprint that identifies
information loaded into the platform (e.g., the ring-0 code controlling the isolated execution

configuration and operation), and is used to attest or prove the state of the current isolated

execution.



it should be appreciated the initial key could be stored in protectqusgpgmg
non-vol atile memory w thin other areas of the platform The cryptographi
~hash uni qu}ﬁé n‘_ﬁl udes logic that perforns a one-way hash_ function on

i nput i nf f3%h. The term "one-way" indicates that ther ECIOSOVAEES readily
exi st an inverse function to recover any discernible portion of the
original information from the fixed-Iength hash value. Exanples of a hash

function i ncl wRecABRogRE d:!d%ldstbbéoB% h&aéas [ﬂctéhcﬂf R Sg?%ké/y,

California, or Secure gOFIthﬁ](SHA— as speci |ed a

publ i cat & granSeais Re hbeRhRnektoh HorSad@0ialerRMhd dnfich] kE@alibud ff femat i on
Processi ng Standar Publ i cation” (April 17, 1995). The cryptographi c hash

uni t 157paEBmR00. Uﬁﬁﬁhé SnBRTiehMHRaaHaEE iy Eeﬁérﬁe@ b% Bn 9RREA hErdWi
processor nub keys, the OS nub keys, and e appl et keys. These keys will

be di scugsgsminmBer geﬁ’&ﬁ@t hnd ﬁ:to?,fmiﬁé@mk&ﬁk%&s%go?&ﬁwfmmgh@&i | control

processing manager 156 rmanages the operation of logical processors

oper at i ngyH acmqbefa@ﬂlleqz&ﬁ@wm%fmd& Th Bn&RE: SARRGhER Mhe ihifia1 k%ﬂls at ed

execution | ogical processing nmanager 156 includes a | ogi cal essor count

regi st er drlgdted Bt ﬂ%ﬁ)lﬁﬁ?m?j@@ﬂf WR:Q e 7 ﬁarﬁﬁfb R@T &?5}?5.3"“ HE e e

nunber Iogl cal processors participating in the is gxecut i on node.

The tOKEQdQHJ% rhmo%mﬁﬁmlg&cm&em‘m% ,}1%&@ ORI RS t!jn;agnu:;h_l?ﬁ@; is

non-vol atile menory 160 st®res non-volatile information.” Typi cal

non- vol gbjelien %{Ffbéécék@%oh%dl&fﬁé %Qfehe ciﬁ)ﬁa%a apFRERE Ysto gg mgnH\s%@é 'e

menmory 160 i ncl udes the process roces provi

the initjahodghs prré&qtc'dqm:‘ in‘r“tYﬁ e JROAE BER IR e O ptn]lil‘éctedi ﬁ&ln ‘%ﬁ@ilﬁggl (in

the system menory 140), including verification oadl ng, a g of

Egep?gfgﬁ?hﬁggﬁﬁgﬁggkﬂqﬂ:ﬁgﬁbﬁﬁd the managenent of the symmetric key used

The cryptographic hash unit 157 includes logic that performs a one-way hash
function on input information. The term “onc-way" i_nd.iéatés that there does not readily
exist an inverse function to recover any discernible portion of the original information from
the fixed-length hash value. Examples of a hash function include MD5 provided by RSA
Data Security of Redwood City, California, or Secure Hash Algorithm (SHA-1) as specified
a 1995 publication Secure Hash Standard FIPS 180-1 entitled “Federal Inforpation
Processing Standards Publication” (April 17, 1995). The cryptographic hash unit 157 can be
used to perform hashing functions to generate the processor nub keys, the OS nub keys, and

the applet keys. These keys will be discussed in more detail later.

The isolated execution logical processing manager 156 manages the operation of
logical processors operating in isolated execution mode. In one embodiment, the isolated

execution Jogical processing manager 156 includes a logical processor count register that
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operating systemnub's secrets. The processor nub 18 may al so prOVic?ﬁSEPEML
application programmng interface (APlI) abstractions to |lowlevel security
servi ces“qg&\é;sg by other hardware. The processor nub 18 rr}s% al so be

di stributed by the original equipment nanufacturer (OEM PEFUSPHEIAES ng
system vendor (OSV) via a boot disk. The nass storage device 170 stores
archive information such as code (e.g., processor nub 18), prograns,

files, dadcksteppneabl upscd] @rebessodPpiriidadtingNa tflisobRd42ecbiondeCtide (€. 9. |

applets 46, to 46k) and operating systenms. The nass storage device 170 may

i ncl ude tokompadhtetfask 1 §CRkefidk /e tdleappY 180.Skettes 174, and hard drive
176, and any other nmagnetic or optic storage devices. The nmass storage
device 170 provides a nmechanismto read nachi ne-readable nedia. 110

devi ces 175 Ifhe righcvalaigleansmadOl sdeYiresont wIREE fdormaidy. f A1PNBe nbxanpl es
of 1/0 devices 175 include controller for input devices (e.g., keyboard,

mouse,  tvohtBdalemory PO B fmi}Jerfiemt B) flasARslntorg alTHe bBnSolatiBUfERoryVi GHEO, '
graphics), network card, and any other peripheral controllers. -15 3 0 SEP
200G WOifdlhdesahé procéstbhE 1808365 The token bus 180 provides an interface
between the I CH 150 and various tokens in the system A token is a device
that perforns dedi cated input/output functions with security

functional i t i@ prodsstdikfib T8asrotiias ﬂ:@tiﬁ[ihlssﬁei-ﬁ? a8d [Bvh-flvel RaRact ARAL ofGRE .
including at | east one reserved-purpose public/private key pair and the

abi | ity ifotated giea@dalia tHé ¥btdtndidryae), kRYudind¥@TR'a88n, Wadi K 8HS | egted to
t he token bus 180 include a notherboard token 182, a token reader “184, and

ot her paiid cgekr&irgivem A@616,and the HERddemea dHthe TBmESIARYRUSI Jofll}r&"céﬁﬁ@ 159
in the ICH 150 connects through the token bus 180 to the ICH 150 and

ensur es opbrating ¥hieén GEBTERRERE. [ Thellir6d8sdr hab %%ﬁ o $1a0ide 2pbRdagEn €XECUL i 0N,
the corresponding token (e.g., the notherboard token 182/ the token 186)
si gns opkygradtirigk intatalqArd) 4a%hctidht & WOLIeQEL seb@ity services provided by other

hardware. The processor nub 18 may also be distributed by the original equipment

manufacturer (OEM) or operating system vendor (OSV) via a boot disk.

The mass stora‘gc device 170 stores archive information such as code (e.g., processor
nub 18), programs, files, data, applications (e.g., applications 42, to 42,)), applets (e.g.,
applets 46, to 46,) and operating systems. The mass storage device 170 may include
compact disk (CD) ROM 172, floppy diskettes 174, and hard drive 176, and any other
magnetic or optic storage devices. The mass storage device 170 provides a mechanism to

read machine-readable media.

/O devices 175 may include any /O devices to pcrform 1/O functions. Examples of
¥/O devices 175 include controller for inp{]t devices (e.g., keyboard, mouse, trackball,
pointing device), media card (e.g., audio, video, g:raphj_cs), network card, and any other

penipheral controllers.
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pur poses of security, the token should be connected to the digest ne‘gﬁgg ﬂ
When inplenented in software, the elenents of the present invention EIZI@
code sew&glt;_%,o performthe necessary tasks. The program.or code segments
can be stot@4~"% a machine readabl e medi um such as a prBEEYEROEEadabl e
medium or transmtted by a conputer data signal enbodied in a carrier

wave, or a signal nodulated by a carrier, over a transm ssion nedium The

"processor rengdabké PR 30 BroVRYs AFhateRe BB eBR dicumy g%ﬁl aé?cﬁ%ﬁo%& &enPin

transfer information. Exanples of the processor read um 1 ncl ude an

el ect r onhé& sytdne Uitiokéh SadecpadpAt Hofﬁmédyca%\ﬁhﬁﬁzouanﬁ%c&né LARNARIR Y,
an erasable programmable ROM (EPROM), a floppy diskette, a '"conpact disk

CD- ROM fafeiRbisl A gk hadcRahdetiiSK sinflaf {Mgmﬁ@alﬁﬁ, AR aFedsBGHO

frequency (RF) link, etc. The conputer data signal may I nd ude any signal

that canefdARANRbSeMRLicAvERIRY pafaAR IEBINIYS UER A3 il BEIONEGL)S! WO kK

channel s, optical fi'bers, air, ectromagnet e codel.
e rane PR SRR IR, FORRA s 9P e BRIt IR o
KEY H ERARGG oS Sha o S AT TXERLT! NN FONERT THS, B GRED!

invention Is a nmetho appar at us, gen I erarchy

O herE dsB el TCLuRRES thicAlh BIGENWIR TR0 of (R IBELLRPSLBLRL LS T 1 1

order t secr partiular co opera execution,

e v MRS SIRES B e AL P theGlolo By TIRLELE, die¥ e Bbndlp 21 ARAY,

~symretric cipher s utflize I's a diagram i cg'pher

S . 'S a drdghdi TTTASePale iy a fePpn
oy or oy opoineyARERISh Ry Be Riga EBPIRTT dlashofEcl BERL sl SR Bl

de th ' : | Iyt [ t . ' [ t i.e.
a1 ready P BREE R ER Y LR S o R A B AR L of D & code Ky
225

When implemented in software, the elements of the present invention are the code
segments to perform the necessary tasks. The program or code segments can be stored in a
machine readable medium, such as a processor readable mediuwm, or transmitted by a
computer data signal embodied in a carmer wave, or a signal modu]ated by a carrier, over a
transoussion medium. The "processor réadable medium"” may include any medium that can
store or transfer information. Examples of the processor readable medium include an
electronic circuit, a semiconductor memory device, 2 ROM, a fiash memory, an erasable
programmable ROM (EPROM), a floppy diskette, a compact disk CD-ROM, an optical
disk, a hard disk, a fiber optic medium, a radio frequency (RF) link, etc. The computer data
signal may include any signal that can propagate over a transmission medium such as

rélectronic network channels, optical fibers, air, electromagnetic, RF links, etc. The code

segments may be downloaded via computer networks such as the Internet, Intranet, etc.



associated with it. The |oading software code that is currently actiy@SE® 2004
used to |l oad subsequent software code. Software code that is being

- subsequ Lggded into the isolated execution environ a I D
val ue aggﬁﬁﬁgf%i wth it, denoted, |ID of |oaded softmareqﬁg%8§“§§§£ The ID

228 can be the hash of the | oaded software code. However, it mght also be
an approved I D of the | oaded software code. In the enbodi nent where the ID
228 is an approveGERERATNG ABEIEFAREHY FORAJSE e NDISARATERN be
comuni cated to the active | oading software. code by way of a certificate
that is verified against a CEXECUTGONENFIRONMENTGN root key held inside
the active | oading software code. In one enbodinent, the certificate
consists of the certificate contents and a digital signature on the
certificate Quetpessest inVbgicias hirhéthad, @ppaaiueing sYRYmMAo RehérhteQl kegthidr@REy the
hash of the | oaded software code and the I D 228 val ue. One exanple of a

certifi dadwetihat isohiddengutiseehvisonarn Sl paticRarpl 28d i MnGeadritd biateclesee
| ETF RFC 2693, Internet Engi neering Task Force Request for Conments 2693,

" SPKI  Ces pirtitslai éodEhgreating iFidolaedeRbutict, a key hﬁ:&cgy ShpRiNg a Wi b 75- 563
PCTI T1$0O / 08365 Sept enber 1999). However, it shoul d be appréciated by those

ski || edsimnfehf: ldyks fof Htan@arits g{d@p%r(pg‘ usliZeler ent certificate formats
coul d be used. The | oadi ng software code key 225 and the I D of the | oaded

software code 228 are provided as inputs to the key generator 210. The key

generator 21GigR00Mak Aaglarh FRedtin S Eiphar B yCRERoKEN0 238rdisY toldpe | 0aded

software code. The key generator 210 generates the |oaded software code

key 230 embolirdngf thelingitonn The @tphbaﬁeci@ Q€atNRERAESS k&) p&ierftbe B0 and a key
cryptographi ¢ hash. Thus, in one enbodi ment, a hashing function can beé

enpl oyedelbitot D, EvwaeRBEAIHAL isZhBentTPcthRYn BRN6513{a e x 838 $niiRéhh@Rdi ng
software code key 225 and the ID of 1oaded software code 228 to generate

the | oaged akedd1BbddiadRe kB)atetBBemb8y ar€y AP h foaddily sdfiWiEe chsed 208 SHA-1 may
be used (see [I'ETF RFC 2104, Internet Engi neering Task Force

associated with it. The loading software code that is currently active is used to load
subsequent software code. Software code that is being subsequently loaded into the isolated
execution environment has an 1D value aésociated with it, denoted, ID of loaded software
code 228. The ID 228 can be the hash of the loaded software code. However, it might also

be an approved ID of the loaded software code.

In the embodiment where the ID 228 is an apéroved ID of the loaded software code,
the 1D 228 can be communicated to the active loading software code by way of a certificate
that is verified against a certificate verification root key held inside the active loading
software code. In one embodiment, the. certificate consists of the certificate contents and a
di gital signature on the certificate contents. The certificate contents may consist of at least -
the hash of the loaded software code and the ID 228 value. One example of a certificate that

_could be used is an SPK1 authorization cerﬁﬁcatc- (.sce IETF REC 2693, Internet Engineening

Task Force Requcst'for Cémmcnts 2693, "SPK1 Certificate Theory,” Ellison et. al.,
-17-



Request for Comments 2104, "HMAC. Keyed- Hashing for Message ?gsgpzmg
Aut hentication," Krawyzk et. al., February 1997). However, it should be
appr eci a at, other generally acceptabl e cryptographi ctions
may be uggﬁnz§“§%ll. Further, in one enbodi ment, the cryﬁfggﬁgﬁﬁﬁgfhash

unit 157 (Figure 1C) can be used to performthe hashing function. Also, it
shoul d be appreciated that a wide variety of other types of one-way

f unct i onsepfeifibdi 9995 Soh v SRS @bt Elg@rkéﬁfé%yﬁﬁés%\@ﬁﬂlﬁd GPEe ah,%a?a?%d -

General ly, the | oaded software code 230 wi be the size of a has

funct i onvarigtyf GRAif A CertiBbhte Fomb@U dhidBe @Y. Si ze provided it has at |east
enough bits to be cryptographically secure. However, the | oaded software

code key 230 for the | oaded software code may not be small enough for use

in a desirabl EhSHAERE sbAwaldMME ke Y8 alBthelTD G -Bg&c(sfa@%&rm i
St andard) or AES (thESHEMIAdvaan% Encrypfion éﬁ%n ar el ng gﬁ%@éﬁpby t he

NIST (Najrbfinad aé ﬁ%ﬁ.\.lstthtEé Ky sin@hAfiards, aie k}%%@i{ég&gggid oend ?%s;af lgg&[dht he key

sel ector 220 app s a key ‘s&lection tuncti ect a e proper

size (©-Gftwaldode ik B0%ortiR 16004 YA c£305Fhe Egéeg{?gtérgﬁgigg&gés tie28 Of

256 bits) fromthe Farger | oaded software co uce a

SIS il RSk 139 0T 8l HARSOAERTA: AT iy gener ator

250 perfornms a generatio uncti off, , erafe secong key
. ' ) _ T N

the f ﬁﬁtﬁﬁ%ﬁzbﬁéﬂ%fif TR P EREE R haf et R IR 081

&b, ki S mhafor e KPP EIGHE: SRE: EYoRek soltBe bl ST ahe e

funct | ofe 190k ot Bdggzgg(ggggg& ngngacge(&as%?tqrﬁé)%&d\é@trcg%g@?ﬁgrh%%%lgﬁngn KI is

‘the l'oadi ng software co reviously discu nération

o7 of on YR boreleh SHEAT Ry B BRCR, SiREL o PR Bnp G LR o
of keys I&"ﬂﬁgst f@FCE%&&Ofl%%,S AR Keyed-Hashing for Message Authentication,”
Krawcyzk et. al., February 1997). However, it should be appreciated that other generally
acceptable cryptographic hash functions may be used as well. Further, in one embodiment,
the cryptographic hash unit 157 (Figure 1C) can be used to perform the hashing function.
Also, it should be apprcciated that a wide vanety ﬁf othm; types of one-way functions can be

used to penerate the loaded software code key 230.

Generally, the loaded software code key 230 will be the size of a hash function
output value, but it could be any size provided it has at least enough bits to be
cryptographically secure. However, the loaded software code key 230 for the loaded
software code may not be small enough for use in a desirable symmetric cipher, such as
triple-DES (Data Encryption Standard) or AES tthc new Advanced Encryption Standard
being chosen by the NIST (National Institute 'of Standards and Technology)). Therefore, the

key selector 220 applies a key selection function to select a key of the proper size (e.g., 112,
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key, the OS nub key, and applet keys, which will be discussed in detgiplSEp 2004
| ater. The key selector 220 perforns a key selection function S() to

gener at egq%alwsg%BKey (denoted K3) fromthe second key K2 C%S%‘ﬁ@?%“ on

takes th orm = S(K2). The key selection function ates K3
such that K3 is a small enough symmetric cipher key that in can be used in
a desired symmetric cipher. In one enbodinent, the third key K3 that is

gener at elb8, 328 be25§/bjeD fronctheilpler lokest AvatoEoden@y 28 degrodatd Mayemenide. As
previously discussed, the key selector 220 applies the key selection

functi orcififer keo 240 lfecthe adydwaftware codd pher key 240 (K3) of the proper size
112, 158, 128 or 256 bits) fromthe |arger |oaded software code key 230 to
produce the symretric ci pher key 240 for the | oaded software code. The S()

function is rEfekangnenatdi2o0@etoimt beedeeaiondndthts, ﬂ@io@éﬁG(Et@igﬁfth@Q t he
sel ection of cipher keys such as the processor nub ci pher key, the OS nub

ci pher keyond keyd(dapgt®K2F frRed filse) (d&’ﬂb@&lﬁg}'ahd peInl TreEG@Moh RakdgtR |
later. -19 3 0 SEP 2004 WO 01/ 75563 PCTI USOL /08365 Every | oaded software

nodul e tfbah KB=0{DEL). YinioAe e8bbARkendfthd BRohS E%akg%aexﬁgéﬁam is eMbhgaENt
will therefore have at |east two keys, the | oaded software code key 230 and

the SY%&Waﬂr@c&deﬂ&?%b.ethé%tf &uatibs Kneademh soh! g’@:&Faté&Qﬁ@mahéd Bitidpl e

encryption algorithims are enployed by the software nodul e, the software

nodul e rHoghke QY@UHH%E%(E)HBQ}@VM@&M,%MFQ BRED iKB¥IDIrThd Ii‘?)'édéd’sd(f@fa% L Syet he

symmetric ci pher key 2 In the case where there is only one key to be

sel ect e ZBrHAMKNR thORABR SRR @dEREP 288V A2 g%g]géu{gﬁ;te diSRL Q! ineperddisse the

excl usive OR of one or nore disjoint Segnent | onger key where those

segment Suddtion, 19, heet B cBiptd S RAshRE: fBion n"i‘hl%ﬁ'ﬁ(e) fuh&id idr&erthtdd pl €

crypt'ographi c keys to be generated, a functio i ke an HVAC coul d be used

for S( throdghH&t tASedt dfle pRAehBbIBsdARIM LN HRBR IR YRhig tg?@ée d
specific toﬁt he al Bori-th%pfgr whi %:h t he ‘Ref ilsﬁt())eli(%'g Sglgleheratc d. %k?gnUb

Hi er ar Cméy,otﬁ'ncP@Sfﬁub key, and applet keys, which will be discussed in detail later.

The key selector 220 performs a key selection function S{ ) to generate a third key
(denoted K3) from the second key K2. The equation takes the form X3 = S(K2). The key
selection function 3() generates K3 such that X3 is a small enough symmetric cipher key

- . that in can be used in a desired symmetric cipher. .In one embodiment, the third key K3 that -
is generated is the symmetric cipher key 240 for the loaded software code. As previously
. discussed, the key selector 220 applies the key selection function S( ) to select a symmetric

cipher key 240 (K3) of the proper size (e.g., 112, 168, 128 or 256 bits) from the larger
loaded software code key 230 to produce the symmetric cipher key 240 for the loaded
software code. The S() fhnction is referenced throughout the rest of the patent to describe
the selection of cipher keys such as the processor -nub cipher key, the OS nub cipher key,

and applet cipher keys, which will be discussed in detail later.



Figure 3 is a diagramillustrating a process 300 for generating a keggs P 7004
hi erarchy 301 according to one enbodi nent of the invention. The pro essE
300 genen < key hierarchy 301, which includes a plurality of_
symetric gf/@gg%ner ated by the cipher key creator 200, i&é}&fs&Y/Pﬁwy

di scussed. The keys are utilized to bind secrets to particul ar code
operating in isolated execution. The isol ated execution area (e.g.

i sol at ed execBtdrfoaded goftwife aodllE sk &t @ereBNE GLEInBB] of theGsolatéPeslaoME), | N
Figures |A and 1B) is populated in layers. Particularly relevant to

i sol at ederpsk@nuikhion: bihereftie haot hivasd g6 ke 85i168HeAIBI VAR dIIRGEF 290 aktihe! 8,
the OS nub 16, and applets 46 (previously discussed in depth wth

r ef er enceynimetfit giheskey 0 40fbr 1t BhdddWitward ¥l TLFhipE Qeeptiawigdrihe
patent). First the processor nub 18 is | oaded and tgﬁees controlégnof t he

i sol at ecare¥8pltyeadmh Qlﬁ\f}/édfﬁﬁ\d}'eMOduTED%eFHoﬂ%%Smgngﬁﬁjéﬁ’tthage@ﬁf]éél@%yﬂnﬂ essor
nub key. (.PNK) 325 wth the key generator 210. Thé key generator 2 uses

the Ini tdipherikeys iiflr 31rm20 1% YrSERri2Q Y ' and
t he pr ocelgﬂse(gr %Sub ID-(PLRInD) 32% as i npg{ﬂlgm he Okgﬁggee%éggg\{ﬂggﬁ%%q%%??orm

a genergteiley b bOSEIEAEd Adnd Mk 1owed sBiNSare cofd ke 2FNUR) sele M &n! 0 is the
initial key, y specific to the pl atfsormarez;r?d téé’e PNIT) > %20 I sntu#éélllD of the

rocess i isidi i j , ma
p Wxclidfe O oPbRY boHSteVdisiding SUSHEHs of %@k@@ﬁ@ﬁg »kxﬁ%c%fs%@ﬂﬁﬁ& y

be a cryptographi c hashing function. The | e code

itself Qhe &8 PR bédiRM Kel) YRLAUB hBS aﬁirﬁﬁigg%f:q%]ggpr\é ic 'ﬂ@?ﬁiiﬁ%&ené a%é-ﬁité Is a

certified value, the proceSsor nub | oader abtfe to’val i dat

cert] {1 Ghlcudihi ROHMIE chOQURIules 0N, oot BELTIBDOABRRY BER

processor nub ci pher key (PNCK) 327 utill zi
key sel i fOCE § ows: PNCK =
y sel el tha39 Kﬁ&gﬁz@wﬁe %ﬁ%ﬁﬁuﬁ %ﬁmh@gﬁ; 1 g%/ bélfle BenetRbh.

S(PNK) - where P 5 is the processor b previously discussed,
the key selection function S() generates a cipher key that is a small

enough thatHiefar@¥offeeyssed in a
Figure 3 is a diagram illustrating a process 300 for generating a key hierarchy 301
according to one embodiment of the invention. The process 300 generates the key hierarchy
301, which includes a plurality of symmetric keys generated by the cipher key creator 200,
as previously discussed. The keys are utilized to bind secrets 10 particular code operating in

isolated execution.

The isolated execution area {e.g. isolated execution ring-0 15 and isolated execution
ring-3 45 shown in Figures 1A and 1B) is po#ulatcd in layers. Particularly relevant to
isolated execution and the following discussion are the processor nub 18, the OS nub 16, and

‘ applets 46 (previously discussed in depth with reference té Figures 1A and 1B of the
Architecture Overview of the patent). First the prbccssor nub 18 is loaded and takes control
of the jsolated execution environment. The process 300 first generates a processor nub key

(PNK) 325 with the key generator 210. The key generator 210 uses the Initial Key (IK) 310
-20-



desired symretric ci pher. For exanple, the key selector 220 applies ?h%dﬂmn
~selection function S( to select a symetric key, PNCK 327, of the proper
si ze (e. 2. 168, 128 or 256 bits) fromthe PNK 325. ssor nub
18 uses ?T%O%’N 7 327 to protect its secrets fromthe OS ﬁﬁgﬁ]fg{/&g%pl ets
46, and non-isol ated execution code. In one enbodinent, the initial key
(1K) 310 is generated by an external hardware random nunber generator and
pr ogr ammast thapoockssoe sub{DANIDF 32the inpusit Thekpygereonor W0 performé CH) 150
(Figure 1C) at the time of manufacture. In another enbodinment, the I K 310

i s genegeaeetionyundiwnpsdofiowsnPNIO = GEK] PNIhewitenel¥B H fsaheirfifialdeypower s up
using the internal hardware random nunber generator 166 (Figure 1C) of the
pl at f or ngpearig to ¢het pletforst,end dhé ANIID B0 mathe DI cdithe mrocmsampbofAstpieviously
cryptographi c key storage 155 within the ICH 150 (Figure 1C). This

enbodi medrscussnli desgenbmitich dmmeioof Gt h endybe3d &rypmigraphdrpliiogifsetdotuTha D

manuf acture. In both cases, the 1K 310 is stored in the protected

non- vol atan| e the hashyofahe cduie 1ts2lf 08 s@mESEENiHO0 ID\WRLUR | As/E Shi3se PG )IHDLEORIH 5
cryptographi ¢ key storage 155. However; it should be appreciated the 1K 310
coul d baf itgs arcedified vehet thetpeocesamnub l@ddet munEinmable wivalidate dichettifdcatas of t he
platform As other software nodules (e.g. the OS nub 16, applets 46, etc.)
~are | oadedldingttiat ttPevaldesol at ed Execution area, the keys of the newy | oaded
nodul e repl ace the keys of the |oading nodule. However, the TK 310 is not
repl aced, but is made inaccessible by the setting of a hardware settable
flag that predext thetphecdspddld porrdieonpivetssgr méndpheftkay (PNEK) 387 etibang ctheonl y
by the total re-initialization of the isolated area. Generated keys are
over w i tkeyrselentbr 22076 dee sdlenoni20uprafomink alikce seldiam fuhaioprasdeliowes: PNGK 18 i s
first | oaded, the process 300 causes the processor nub key (PNK) 325 and
pr ocessor SRIMBK Y -phleare RBIK 3PNGH)e Bdgessor e kppnedspredpudy discessedubd key

selection function S( ) generates a ciphe'r key that is a small enough that it can be used in a
desired symmetric cipher. For example, the key selector 220 applies the key selection
function S{ ) to select a symmetric key, PNCK 327, of the proper size {e.g., 112, 168, 128 or
256 bits) from the PNX 325. Tﬁe processor nub 18 us:esl the PNCK 327 to protect its secrets

from the OS nub 16, applets 46, and non-isolated execution code.

In one embodiment, the initial key (IK) 310 is generated by an extemal hardware
random number generator and programmed into fuscs of the of the input/output control hub
(ICH) 150 (Figure IC) at the tme of manufacture. In another embodiment, the IK 310 is
generated by the platform 100 itself, when the platform first powers up using the internal
hardware random number generator 166 (Figure 1C) of the platform, and is then stored in
the non-volatile memory of the cryptographic key storage 155 within the ICH 150 (Figure
1C). This embodiment reduces the chance of the IK 3i0 being compromised during

manufacture. In both cases, the IK 310 is stored in the protected non-volatile memory of the
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di scussed. |If the processor nub needs to store any secrets to be accgﬁ gg
only by it, it can use PNCK 327 as the cryptographic key for that 3 JML
“\When the @ngéﬁr nub decides to |load the OGS nub 16 and_transfer pontrol
toit, the key (OSNK) 335 and the OS nub cipher kB§T{USBNERS® 337 are
generated, utilizing the sanme process 300, as previously described to
generate the PNK 325 and the PNCK 327. Further, the OSI\TK ' 135 and the
OSNCK S?c?%ﬁsﬂa Bie Q?@td?m B2 ReWeRNGKsHRATI tbéﬁaﬁplilé‘aéiéd/@l%@mﬁ@%ﬁldﬁy

st orage 337 Ts used by tthe OS nub to protect its secrets form
ot her OSitdted prafeledtfon-Ahghile b §Hialeonexaes bafe fRHFBrmNow, if there are
any secrets to be made available for future wuses by the OGS Nub, they can
be encrypted by the OSNCK 337. However, any secrets encrypted under PNCK

327 are not ay@bihabloTrd e HRIuES (aubm@rommfasﬁleé%t Y@N Grd Badk& intcAgeled on
this platform This process 300 nay be successively repéated, for any and

al | | ay gEsiaell ExeEdA fea Q@@@e)lsqa%mwﬁwawu{sdﬁm \é@a&omé Kb QY& he [t NE
processor nub, the OS nub, Applet-1, and - P 2004" WO 01175563

PCTI USOlh§éh36 SHOMR V& thlem{pirsQx%?l%ﬁlacg@%upfs%ﬁﬁﬁngtggssﬂﬁgﬁ%%%mﬁlg%f%p| et-1

key ( AlK) 345 and the Applet-1 cipher key (AICK) 347 r App
t he Appligtdvars Yo p! S Qf Gy
ci pher key (A1SCK) ; [epﬁ glgrkﬁﬂaér‘;éﬂkpp eI{)?a%éﬁfﬁﬁgP%g éés% l}ﬁa iﬁaﬁﬁglﬁe sa

process § b and OS
nub keyggqﬁ%ugﬁgﬁlﬁﬁhggggﬁfggﬁgﬁg%%?ﬁ%%l?%QQE |erar Qﬁgggﬂ%ﬂﬁ t he

process 300fR¢ Be WM dunAufaRLary, and that ot her key hi erarchl es, as well as
processes for creating these key hierarchies, are possible for protecting

secrets in an isol ated executi on environnent. Another Enbodi nent for the

RGP 2, Nt N STl pliaon el vl ekt syt o
data acqey @RR) 505 aRE pRIFROLE AEPLipAE: kITPNEREH2798 be generated, as previously
discussed. If the processor nub needs to store any secrets to be accessed only by it, it can
use PNCK 327 as the cryptographic key for that purpose. When the processor nub decides
to Joad the OS nub 16 and transfer control to it, the OS nub key (OSNK) 335 and the OS nub
cipher key (OSNCK) 337 are generated, utilizing the same process 300, as previously
described to generate the PNK 325 énd the PNCK 327. Flirther, the OSNK 335 and the
OSNCK 337 replace the PNK 325 and PNCK 327 in the cryptographic key storage. The
OSNCK 337 is used by the OS nub tb prdtcct its secrets form other OS nubs, applets, and |
non-isolated execution code. Now, if there are any secrets th> be made avaiiable for future .
uses by the OS Nub, they can be encrypted by the OSNCK 337. However, any secrets
-encrypted under PNCK 327 are not available to the OS nub or any other software to be

loaded on this platform.

This process 300 may be successively repeatéd, for any and all layers of software

code loading. Figure 3 shows four layers for: the prdcessor nub, the OS nub, Applet-1, and
-



As described above, the initial key (lK) 310 is unique for each platgﬁkg$20
and is locked into that platform (i.e. it is permanently stored in o

protecte latile nenory of the cryptographlc key stora e 155 (Figure
10)) . g“?@@ﬁﬂ@%ly, in this enbodinent, there is no way*% g or

restore the 1K 310. Another embodi nent of the invention permts the 1K 310
to be backed-up and restored, as shown in Figure 4. This is desirable for a

oot sroaphossyaluehl rssrci i B TR RT B R o,
ot di N e
ere | SRR A B T SRSl £ ST

there is a ke I N non-

rost or od) AR the Rt B oy Serigthly BapaRe! ﬁéﬁgglﬁa@eﬁ’ﬁw&?%%muﬁgﬂ%Pﬁowed
Tt SOl B45e" A ps] ﬁﬁfﬁ%ﬁ%ﬁ@%ﬂﬁk@ ety oon v Ol’f)zeégﬁﬁsm W10
ol at T or SRGLRER A kéf%ﬁ?é@é i ?“sﬁeﬁépo%s&%%ﬁf&‘?e@%é Rhbetaved 1k
a1 owed oA E§§5513%8° AR Sredn B B R AR 20T % o

I S generated, the key saved flag 402 is set, prohibiting any future saving
Q: flﬁa%{ is able to provide the

appropriate cr T af K ' saved 1K 410 to a
decryptor 430 that perforns a decryptlon functlon to overmmlte the 1K 310.

Thi |1 t4f |1
Thesoer ot TRl QER AR IRER) 3R DB KL AL RE A0 SO AT UbNGr 2]
encrypt wbﬁm Qﬁﬁege 1R of HRGLE &m fmaﬁaeergp&&mpn%fttﬂ @n@o he decryptor

430, respectlv Y, cankt genera cce A cryptographic
functions, such as triple-DES (Data

As described above, the initial key (IX) 310 is unique for each platform and is locked
into that platform, (i.e. it is permanently stored in the protected non-volatile memory of the
cryptographic key storage 155 (Figure 1C)). Unfortunately, in this embodiment, there is no
way to back up or restore the IK 310. Another embodiment of the iJ"lVCI'ltiOl’l permits the IK
310 to be backed-up and rcetored, as shown m Figure 4. This is desirable for a user who
binds valuable secrets into the platform and then wants to upgrade his or her hardware at
some future time. The vupgrade could happen because the platform owner has decided to use
newer, faster hardware. Altematively, the upgrade could happen because the platform

suddenly and catastrophically fails and needs to be replaced.

Under this embodlment, there is a key saved ﬂag 402 in non-volatile mcmory that js
cleared whenever a new Jmtlal key (IK) 310 is penerated (not when it is restored). As long

as that flag ts cleared, the encryptor 404 is allowed to encrypt the IK 310. The encryptor
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Encryption Standard) or AES (the new Advanced Encryption Standard beipnggp i)
chosen by the NIST (National Institute of Standards and Technol ogy)).

" Figure 5“@ 1?71 owchart further illustrating the process to generate a key
hi er ar chy' AE¢6PH ng to one enbodi ment of the invention. UBGRUSHERHS ¢ he
process 500 generates an initial key that is unique for the platform (e.g.
based on a random nunber) (bl ock 510). Then, the process 500 stores the

‘bg‘ hashi o pepisPR i enaYpuod ikriph MG SR 210 (UBEL B R RUAREREM2000, 1Y
T : ' i

{he prodsooastly MSRF FRPaihil, By i RARPECHY rpilibncd IS iy s RESEE, 20
an 05 nulokepn Ry, DA 194 18 wRHQE B8 54 ARy Y I‘Mp%.ﬂa‘é:ﬁlibgé%lgs%cdt Cafely N0

Thgni( t he process sel'ects a Snal Ci‘p base 03
.500

Egsm oy oS e §9ik59%vhm?§§‘ 3&39@%'@"2&2ﬁh@%%éiﬁs@ﬁ%@%ﬁ%ﬁéﬁ%8365

Sl 1 or Yie KACHARREL 409,06, oMt hnd ke D0me drife B30 00 200715 t hen

termnated. While this invention has been described with reference to

11 st ve TR e b SRR B @Rl B R b oo
orbod: A} S B RS ARG EDL 2. 320 WS pRSAR ARSI, .
Seced gt St ol 3Gl S0 ARG BL 1k YRt

all the secrets that were bound into the isolated area of the platform. The encryption and

decryption functions of the encryptor 404 and the decryptor 430, respectively, can be

generally acceptable symmetric cryptographic functions, such as triple-DES (Data

Encryption Standard) or AES (the new Advanced Encryption Standard being chosen by the

NIST (National Institute of Standards and Technology)).

Figure 5 is a flowchart further illustrating the process to generate a key hierarchy

according to one embodiment of the invention.

Upon START, the process 500 generates an injtial key that is unique for the platform
(e.g. based on a random number) (block 510). Then, the process 500 stores the initial key
(block 520). Next, the process 500 creates a processor nub key by hashing the initial key
with the ID of the processor nub (block 530). The process 500 then selects a smaller
processor nub cipher key based on the processor nub key (block 540). In block 550, the
process 500 creates an OS nub key by hashing the processor nub key with the ID of the OS
Nub. Then, the process 500 selects a smai.zr OS nub cipher key based on the OS nub key

(block 560). Next, the process 500 creates an applet key by hashing the OS nub key with
-24-



a key storage for storing an initial key unique to a platform and g[pgﬁhﬁm
key creator in a protected platformcreating a hierarchy of keys based upon
“the inith%;&bp 63the protected platform having a processor configured in
one of a norndl - execution mode and an isol ated executi onPaHYENVERE ci pher
key creator including a key generator for hashing an I D of | oaded software
code with a |l oading software code key to create a | oaded software code key

and a keie $0lofeiedpplarbivek §70)i 18 bock 0! BE pSOERidy £1et PG KEY digom t he
| oaded software code key. 2. The apparatus of claim 1l wherein tfte initial

key is pﬁ@wrata?re_dsédrﬁnqhéuﬁﬁm& . 8the prétRbs AGAHS Rk, (£RRLARY, Hub (1 CH). 3. The
apparatus of claim1l wherein the initial key is based on a random nunber.
4. The apparatus of claiml wherein the initial key is generated by the

pl at f or m wherwhilbenip iteh@bihisshebh deic BN, &Y i fis, Cl @i m
4 wherein the initial key is based Jbon a]ra%§§%$§S%%%?uggggggégﬁggn%

" andom RERRScrRIAASYin@hddd¥® 1Rl BhiRiMin 4 ikl SHREY FallSuthoRhBkdBnt of
T as

wherein the key generator creates a processor n ey by I'ng the

ni tial dieiusikiveeRbRIBERal sl AR IRIKENs SEhEHAhuE Riliad STl | er
processor nub ci pher key based on the processor nu ey. 7. The appar at us
of ¢l al pahieioelohSeIdNEY ilfRBHA Wi BB 1RR A GBralak Blediy B3RUAE, 1 De
processor nub key with an OGS nub ID and t he Eey el ector selects a snaller
GS nub thgﬁﬁtm&g%ogggpgwqgw%ggmcs nub key. 8. The apparatus of claim?7
wherein the key generator creates an applet key by hashing the ‘OS nub key
with an applet ID and the key selector selects an applet cipher key based
on the applet key. 9. A nethod conprising: storing an initial key unique
to a platform -26 '

)



3 0 SEP 2004 creating a hierarchy of keys based upon the initial ke%ds R0
protected platform the protected platformhaving a processor confi‘gu %d
in one of a normal execution node and an isol ated execution node; hashing
an I D of | oaded software code with a |oading software code key to create a
| oaded software, code key; and selecting a smaller symetric cipher key from
t he | oade %fstc\]ﬁéﬁ‘@e‘ébde key. 10. The method of claim9 wherein storing the
initial key conprises programming the initial key into fuses of an

I nput/Qutpu t Control Hub (I CH). H The nethod of claim9 wherein the
initial kéy is/APRY2YRUREREGom nunber. 12. The nethod of claim9 further

conpri si ng gengnay kiB@gd R stoRhd ArBihitkedey Whighd ®iaphtfohs; an@l at f or m when t he
platformis first powered up. 13. The nethod of claim 12 wherein generating
the initial key cébfpieysestor i RalesrGPIATo BRI hEBRrchtCt FYa bRsahiRsh nunber
gener at or yofin{iBecen! il prafelled pREHET Blvin3A prd8ssbitichhi@lred@¥%nPasLsbpON the
random nunber; and storing Fhe initial key in the key storage. 14. The

met hod of e¥gcalion 9odeand pe fsolatedhsrgcytiongnodey baeiphyy kay peaedadedingigleykey by

hashi ng t e, bt foPlaskiY VM &1 4R QRRAROY dOWARL b RadBBYofowhet EfdekBPiod smal | er
processor %%he%mgf% eaﬁl%ﬁéillﬂ\?age% on the proocessggaénﬁgg?(e?/. 15, T 8_ met hod of
cl ai m 14 frerteladpaded syitass enge kesrandaikpyysedastoO®rseibetivgy sgllanagnimetyc cipker

processor k%%;?lﬁ%yec%ﬁeg ng”a@cd%ngirD and selecting a smaller OS nub cipher
e nub key. :

key based he nmet hod of claim 15 further conprising
creating an applet key by hashing the OS nub key with an applet ID;, and

sel ectingjan appl, géﬁ)%@glb%l_am W22 Rdn Rl y AR ERmERY intd fusesdGRMPUL €T

program product ¢o
Input/Output Control Hub (ICH).

3. The apparatus of claim | wherein the initial key is based on a random number.

4, The apparatus of claim | wherein the initial key is generated by the platform when

the platform is first powered up.

5. The apparatus of claim 4 wherein the initial key is based upon a random number

created by a random number generator of the platform.

6. The apparatus of claim 1 wherein the key generator creates a processor nub key by
hashing the initial key with a processor nub ID and the key selector selects a smaller

processor nub cipher key based on the processor nub key.

7. The apparatus of claim 6 wherein the key generator creates an OS nub key by hashing
the processor nub key with an OS nub ID and the key selector selects a smaller OS nub cipher

key based on the OS nub key.

8. The apparatus of claim 7 wherein the key generator creates an applet key by hashing
the OS nub key with an applet ID and the key selector selects an applet cipher key based on
the applet key.

9. A method comprising:
storing an initial key unique to a platform;
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a machi ne readabl e nedi um havi ng program code enbedded therein, the 3 P 2004
conputer program product conprising: conputer readable program code Qéﬁ
storing an initial key unique to a platform -27 3 0 SEP 2004 conputer
readabl e program code for creating a hierarchy of keys based upon the

initial key in a protecte f : g a
processor conf icéﬂagg aﬁlﬁrar%'ﬁgkg%ysggshmblrléggﬁhegﬁg%ﬁ%?gﬁa Er%%%{egh@kg@{:tﬂs}ol at ed
execut i on matekeed matfipmthaving e aobadsk@ cprfgyredrn eedd amomah eshuting nadle 2Dl of | oaded

sof twar e cooﬂag wth a Io?a,di ng software code key to create a | oaded software
code key: AEBHACRM ¥ adabl e program code for selecting a small er
symretri c ci phaiasikgyan lr dvddbesdivadeddswoith avmading adevakayde Bdy.to Tlretegonput er

program product of claim 17 erein the conputer readable program code for
storing ar® dﬁﬁ?quQYar %@e?%ﬁ?ﬂes conmput er readabl e program code for

programmi ng t helettitigta sidallk@ymingiria ciphed@y Gbmane loajed séfBuirpetide Gont r ol Hub
(ICH). 19. The conputer program product of claim 17 wherein the initial key
is based on a random nunber. 20. The conputer program product of claim 17
further coapri STHRGnEVIRFLRIM 9 ddckell srinp the Gifdnkepetenpiiods ppenanaing ig t he

initial key utilizing the platformwhe he atformis first powered up.
21. The cdhifalkey "]5?Blj?‘é#\abE@Hﬁé‘t‘tl"&f%&?f&i%bimerei n the conputer readable
program code for generating the initial key conprises: conputer readable
program code for creating a random nunber wth rando nunber gener at or

of the pl atf or mhecrstndiod Flapad yhgew i BrLeY Shifeedras TRUREYWMPEY the initi al

key based upon the random

12. The method of claim 9 further comprising generating the initial key utilizing the

platform when the platform is first powered up.

13. The method of claim 12 wherein generating the initial key comprises:
creating a random number with a random number generator of the platform;
generating the initial key based upon the random number; and

storing the initial key in the key storage.

14. The method of claim 9 further comprising:
creating a processor nub key by hashing the initial key with a processor nub ID; and

selecting a smaller processor nub cipher key based on the processor nub key.

15. The method of claim 14 further comprising:
creating an OS nub key by hashing the processor nub key with an OS nub ID; and
selecting 2 smaller OS nub cipher key based on the OS nub key.

16. The method of claim 15 further comprising creating an applet key by hashing the OS
nub key with an applet ID; and
selecting an applet cipher key based on the applet key.

17. A computer program product comprising:
a machine readable medium having program code embedded therein, the computer
program product comprising:
computer readable program code for storing an initial key unique to a
platform;
27-



nunber; and conputer readable programcode for storing the initial k 303#
the key storage. 22. The conputer program product of claim 17 furthes 2004
conpri sing: conputer readable program code for creating a processor nub key
by hashing the initial key with a processor nub ID; and conputer readable

program code for selecti a |l er pr ssor. nub. ci pheg, k d on the
processor nub key. ﬁ@”ﬁgreé%aj?%?ﬁr%gfa%?%%&grn%reﬁr’%ﬂg&em{) ygfléﬁy%xﬁsﬁg)ﬁlﬁoﬁt her
conpri si Ngke iadiaPkdydh a paddtad|ptatformghegrotecaeplitformdneag b pgcasorConfigakediey by
hashi ng t he ggocesst)r nub kg% r\#\!ith n OS nub ID, and -28 3 0 SEP 2004
conput er PE&EEHIE™RY BEFEN Bk cﬂ“'?@ﬁteé'cel"?cﬁ’éo'émg%l |l er OS nub ci pher key
based on the OS nubcdkfpyter R4dableiRoGanpetdedtr Haskigy ayiDpsTdshded sobtvackl caden 23

further conprising: conputer readabl e programcode for creating an appl et
key by hasHfrigordies OST('é%V tWﬁeﬁeéHﬁQﬁ%ogfvarlelﬁ?&aWéf ‘ii‘grrput er readabl e

program code for sel&adpuiR@readhbRPbRim EodRITe selc@hgharRller@Pminbeic ciph@lkey key.
25. A protected platfaormconprising: a chipset; a nenory coupled to the

chi pset hdtamige dgpdedftmagssofiekidry area; a processor coupled to the chipset
and the nenory, the processor having a normal execution node and an

| sol ated execution node, processor accessing the isolated nenory area when
the proced®or iEheicamppier pregrpmpedue pbelaim bhwhaseis thegoppytersedellg@Ta®H™ st or i ng

an initialeoleph, wolifgsh ihRiaPked cahp¥eftondfbtbr readable program code for programming
the initial key into fuses of an Input/Output Control Hub (ICH).

19. The computer program product of claim 17 wherein the initial key is based on a

random number.

20. The computer program product of claim 17 further comprising computer readable
program code for generating the initial key utilizing the platform when the platform is first

powered up.

21 The computer program product of claim 20 wherein the computer readable program
code for generating the initial key comprises:

computer readable program code for creating a random number with a random
number generator of the platform;

computer readable program code for generating the initial key based upon the random
number; and

computer readable program code for storing the initial key in the key storage.

22. The computer program product of claim 17 further comprising:

computer readable program code for creating a processor nub key by hashing the
initial key with a processor nub ID; and

computer readable program code for selecting a smaller processor nub cipher key

based on the processor nub key.

23. The computer program product of claim 22 further comprising:
computer readable program code for creating an OS nub key by hashing the processor
nub key with an OS nub ID; and
-28-



a ci pher key creator creating a hierarchy of keys based upon the ini%h%EPZUL
key, the cipher key creator including a key generator for hashing an | OP
| oaded software code with a |oading software code key to create a | oaded
software code key and a key selector for selecting a smaller symetric

cipher key from}t hetell- 1%9%?@ g?o%f‘r(a;m\;/\@c{dg f(%%glgctﬁlﬁé'esr&gl?eﬁ t();gmﬁgg@gérq(%#f E%ﬁcp&ﬁt form of

cl ai m 25 wher ei"RMPRE *R rogra

| nput / Qut pkd Oeutt keyl Hub (I CH). 27. The protected platformof claim?25
wherein the initial key is based on a random nunber. 28. The protected
platformof claim25 wherein the initial key is generated by the platform
when the pp4at f dhacompiter Bbgran peded ofigdaim?3. furllee cenpisengt ed pl atform of claim

28 wherein the initial i s based .upon.a rando nu r created by a
random nunber §FoNEHGt ‘i‘}?‘h"g% PRGN, FOSF £ CRatingn a'Fﬁ%{%’FSY g%[%le"&%bﬁq% f"fc)ijr m of

clai m 25 wagweh an bRetiByangener at or creates a processor nub key by hashing
the initial key with a cessor nubh 1D and the key. sel ector selects a
smal | er proce%W“ﬁhﬁa@;’gﬁé‘?@%‘éﬁ&ﬁg‘gégeﬁwg%@%?8%’8?3‘3?! g?'lsﬁ‘%o'ktz'f/. -29 30
SEP 2006 3ijpletlieg. protected platform of claim 30 wherein the key generator

creates an OS nub key by hashing the processor nub key with an OS nub ID
and the key selector selects a smaller OS nub cipher key based on the CS

nub key. 33. ThepRikiagladmptaigieng of claim 31 wherein the key generator
creates an appl eF,key by hashing the OS nub key with an applet ID and the
key sel ector se1H1eh an appl et cipher key based on the applet key.

a memory coupled to the chipset having an isolated memory area;

a processor coupled to the chipset and the memory, the processor having a normal
execution mode and an isolated execution mode, processor accessing the isolated memory
area when the processor is in the isolated execution mode;,

a key storage for storing an initial key unique to a platform; and

a cipher key creator creating a hierarchy of keys based upon the initial key, the cipher
key creator including a key generator for hashing an ID of loaded software code with a
loading software code key to create a loaded software code key and a key selector for

selecting a smaller symmetric cipher key from the loaded software code key.

26. The protected platform of claim 25 wherein the initial key is programmed into fuses
of an Input/Output Contro} Hub (ICH).

27. The protected platform of claim 25 wherein the initial key is based on a random

number.

28. The protected platform of claim 25 wherein the initial key is generated by the

platform when the platform is first powered up.

29. The protected platform of claim 28 wherein the initial key is based upon a random

number created by a random number generator of the platform.

30. The protected platform of claim 25 wherein the key generator creates a processor nub
key by hashing the initial key with a processor nub ID and the key selector selects a smaller
processor nub cipher key based on the processor nub key.
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31 The protected platform of claim 30 wherein the key generator creates an OS nub key
by hashing the processor nub key with an OS nub ID and the key selector selects a smaller OS
nub cipher key based on the OS nub key.

32, The protected platform of claim 31 wherein the key generator creates an applet key
by hashing the OS nub key with an applet ID and the key selector selects an applet cipher key
based on the applet key.
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