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In relatively simple applications, this arrangement may be suitable, especially where
the security algorithms are infrequently utilized or where they are utilized only by a single
entity. The approach becomes more problematic with new and more complex security
algorithms such as Diffie Hellman, {8, and advanced encryption standard (AES) algorithms.

15 It may become desirable to integrate independently developed and certified security
algorithms as standards evolve.

In addition, the development and testing of the protocol stack may be complicated by
including security algorithms. For one thing, the security algorithms may be subject to
improvements and changes over time. Moreover, the security algorithms tend to be relatively

20  complicated and thus increase the testing cycle for the entire protocol stack. Also, the ability
to download upgrades to the security algorithms, for example over the Internet, is relatively
limited when those algorithms are incorporated within the protocol stack.

Thus, there is a need for better ways to implement security services in wireless
devices.

25
Brief Description of the Drawings

Figure 1 is a schematic depiction of the software of a wireless system in accordance
with one embodiment of the present invention;
Figure 2 is a hardware depiction of the wireless system shown in Figure 1 in

30 accordance with one embodiment of the present invention; and



Thus, there is a need for better ways to inplenent security services in
"wireless devices. 25 Brief Description of the Drawings Figure 1 is a
schematic depiction of the software of a wirel ess systemin accordance with
" one enbodi nent of the present invention; Figure 2 is a hardware depiction
of the wireless systemshown in Figure2.l in 30 accordance with one

enbodi ment of the present invention; and -2 Figure 3 is a flow chart for
security serybees SOMANALR fr 36EANIANAE Yo hlaRNT £ohasiasit, §le the present
invention, Defailed Description 5 Referring to Figure 1, a wrel ess system
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i ncluding code division multiple access or tinme division multiple access,
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publ’i shed by I'ntel Corporation, Santa Clara, California. The Tibraries 26
may be libraps2&mey belantzedtp phovidecthe appropriae seourityyalgenthins sucnenthg B0ffieCSSM)
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secure operation ecurity algorithnms that are part of protoc t andar ds
may be propidedentrag othved sermicee9@l ve t hr ough performance enhancenents.

In one embodiment, the security services manager 24 may be in accordance with the

Common Data Security Architecture Specification, Version 2 C914 ISBN 1-85912-202-7,
May 2000 published by Intel Corporation, Santa Clara, California. The libraries 26 may be in

25  accordance with the common security services manager (CSSM), also provided as part of the
aforementioned Intel specification. The CSSM enables tight integration of individual
services while allowing those services to be provided by interoperable modules. The CSSM
defines a rich, extensible application program interface to support the development of secure
applications and system services as well as an extensible interface supporting add-in security

30  modules that implement building blocks for secure operations. Security algorithms that are
part of protocol standards may be implemented and may evolve through performance

enhancements.



-3 The CSSM al | ows the protocol stack 18 to bind with the CSSM for security
" services, sinplifying the inplenentation of a stack 18 by renovi ng direct
security al gorithm dependencies and allowing third patty security algorithm
" support. In addition, new application security services may register with
the CSSM to request the sane service, .5 allowing a single security service
nodul e to support nultiple uses. Wth the addition of recogni zed priority,
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30 Referring to Figure 3, the security services module 16 may be called to implement
security services. For example, in one embodiment, the protocol stack 18 may handle

communications services, but when security services such as authentication are needed in the



Whil e the present invention has been described with respect to a limted
nunber of 15 enbodi nents, those skilled in the art will appreciate nunerous
nodi fications and variations therefrom It is intended that the appended
“clainms cover all such nodifications and variations as fall within the true
spirit and scope of this present invengion. -5 What is clained is: 1 1. A
met hod conprising: 2 providing a protocol stack for wirel ess

comuni L : o ding,: i i X : ing said
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and application execution environnent. 1 7. A wirel'ess system conprising: 2
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a crypt gt telprétocol stack can call the security services module 16.
While the present invention has been described with respect to a limited number of
15  embodiments, those skilled in the art will appreciate numerous modifications and variations
therefrom. It is intended that the appended claims cover all such modifications and variations

as fall within the true spirit and scope of this present invention.



2 algorithmlibrary. 1 12. The systemof claim 11 wherein said
cryptographic algorithmis one of the 2 Diffie Hell man, 8, or advanced
encryption standard algorithms. 1 13. The systemof claim7 wherein said

" nmodul e provides security services for the 2 protocol stack and an
application execution environnment. 1 1. A cellular tel ephone conprising: 2
a processor; and 3 a first storage coupled to said processor, first said

st orage Storkﬂ%tﬁcﬂﬁ&.@%?' 4 stack; and 5 a second storage coupled to said
processor, said second storage storing a 6 security services software
nodul e, sai dl.pr ot Aanéthed eakprésmep: nodul e bei ng separately 7 accessible. 1 15.
The tel ephone of clajm 14 wherein said, processor enabl es the protocol stack
to 2 obtain securPrtoyldé%?r‘i‘/P’i?é%cof?t%“rﬁ @ﬁ@’“§£¢é%?‘?r{“§?u%?t4ﬂné'es modul e. 1 16. The

tel ephone of cl ai m,lhiheERLALSRI S Tuld ¥nder vi ces software nodul e 2
provi des encryption, vetitfication, or authentication services. 1 17. The

t el eéphone of cl ai enabingbad eiadukead be aodessedrseparatdiyl feorpsadistek. a crypt ogr aphi c
2 algoritlun. 1 18. The tel ephone of claim 17 wherein said cryptographic
algorithmis one of the 2 Diffie Hellman, f8, or advanced encryption

standard al gori t| gRSmethoddf cIbif 1i£4IERAL @ﬁa&%g@ﬁ@ﬁrﬁio@f}l M8 ioBiapRécduidul e
provides security services for the 2 protocol stack and an application

exedut i snvieesiroro tinesecuriyGervides maslulgphone of cl ai m 14 including a nenory
device, said first and second 2 storage being part of said nenory device.
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2 encryption, verification, or authenfication services.

1 4. The method of claim 1 wherein providing a security services module includes

2 providing a security services module including a cryptographic library.

1 5. The method of claim 4 wherein providing a cryptographic library includes

2  providing one of the Diffie Hellman, f8, and advanced encryption standard algorithms.

6. The method of claim 1 including providing security services for the protocol

2  stack and application execution environment.

1 7. A wireless system comprising:

2 a processor; and

3 a storage coupled to said processor, said storage storing a separately accessible
4  protocol stack and a security services software module.

1 8. The system of claim 7 wherein said processor enables the protocol stack to

2  obtain security services from the security services module.

1 9. The system of claim 7 wherein said system is a wireless telephone.
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2 protocol stack and an application execution environment.

14. A cellular telephone comprising:
a processor; and
a first storage coupled to said processor, first said storage storing a protocol
stack; and
a second storage coupled to said processor, said second storage storing a

security services software module, said protocol stack and module being separately

N1 O o kW N

accessible.

1 15. The telephone of claim 14 wherein said processor enables the protocol stack to

2  obtain security services from the security services module.

1 16. The telephone of claim 14 wherein said security services software module

2  provides encryption, verification, or authentication services.

1 17. The telephone of claim 14 wherein said software module provides a cryptographic

2 algorithm.

1 18. The telephone of claim 17 wherein said cryptographic algorithm is one of the

2 Diffie Hellman, {8, or advanced encryption standard algorithms.
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