-1- SPECI FI CATI-ON DI G TAL BROADCASTI NG RECEI VER TECHNI CAL FI ELD The present
I nvention relates to a digital broadcasting receiver and, nore
particularly, to a digital broadcasting,receiver which is characterized in
that illegal copying is inhibited to be“carried out for digital
broadcasting which is to be protected under the copyright. BACKGROUND ART
Conventionally, when a digital broadcasting receiver displays a received

vi deo signal, if the received video signhal is disallowed to be copied, the
di gital broadcasting receiver put 5 on an output video signa
which is to be displayed. Fig.7 i?chggggPﬁﬁﬁﬁﬁlustrating a structure of a
prior art digital broadcasting receiver. In fig.7, reference nuneral 1
denotes a digital broadcasting receiver. Nuneral 2 denotes a tuner. Nuneral
3 denotes a transport dec uner t ector switch. Nunera
5 denotes an MPEG decoder$&§ﬁﬁgﬁagigihgégggggaﬁiﬁiégiéncoder. Nuneral 7
denotes a digital interface. Nuneral 8 denotes copy flag information.

Herei nafter, an operation of the digital broadcasting receiver having such

a structur I scribed. The tuner 2 is connected to an ant enna.
Digital ' at -2- is received by the tuner 2 is

digital-dennqylated and, t he denodul at ed .. . .
The present invention relates to a digital broadcasting receiver

and, more particularly, to a digital broadcasting receiver which is
characterized in that illegal copying is inhibited to be carried out

for digital broadcasting which is to be protected under the copyright.

BACKGROUND ART

Conventionally, when a digital broadcasting receiver displays
a received video signal, if the received video signal is disallowed
to be copied, the digital broadcasting receiver puts a copy-guard
on an output video signal which is to be displayed. |

Fig.7 is a diagram illustrating a structure of a prior art digital
broadcasting receiver. 1In fig.7, reference numeral 1 denotes a
digital broadcasting receiver. Numeral 2 denotes a tuner. Numeral
3 denotes a transport decoder. Numeral 4 denotes a selector switch.
Numeral 5 denotes an MPEG decoder. Numeral 6 denotes an NTSC 'encoder.
Numeral 7 denotes a digital interface. Numeral 8 denotes copy flag
information.

Hereinafter, an operation of the digital broadcasting receiver
having such a structure will be described.

The tuner 2 is connected to an antenna. Digital broadcasting that
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broadcasting is input to the transport decoder as a data sequence in a form
of a transport stream A plurality of prograns and control infornmation are
mul ti pl exed in the data sequence in the formof transport stream One is

sel ected anong the plurality of prograns by the transport decoder 3, and
copy flag information as to whether copying to an external recording device
Is allowed or disallowed is separated fromthe data sequence in a form of
transport stream In the nornmal receiving, the selector switch 4 is
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al ways required o view bradcasting at fhe - 3-
separated from the data sequénce in a form of transport stream. 1In

the normal receiving, the selector switch 4 is switched to be connected
to a side of the transport decoder. The program data is MPEG-decoded
by the MPEG decoder 5, and a digital video image and a voice are output.
The digital video signal among those is converted into a television
signal by the NTSC encoder 6 and the television signal is output.
The copy flag information 8 separated by the transport decoder 3 is
connected to the digital interface 7 and the NTSC encoder 6. When
the copy flag information 8 shows that copying to an external recording
device is disallowed, the digital interface 7 inserts information
indicating the disallowance of copying into the digital output of
the program data. Further, the NTSC encoder 6 inserts a copy protect
pulse into the television signal that is output from the NTSC encoder
6. |

As described above, when a received video signal is disallowed
to be copied to an external recording device, the prior art digital
broadcasting receiver cannot record broadcasting on a VIR or the like.

Therefore, a viewer is always required to view broadcasting at the
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I nstaat time when the broadcasting is received. The present invention is
made i n consideration of the above problens, and it is an object of the
present invention to provide a digital pgoadcasting recei ver whi ch enabl es
viewi ng the broadcasting at a tinme |later”than when the broadcasting is
recei ved, and can satisfy a condition of disallowance of copying when the
broadcasting which is disallowed to be copied is received. In order to

sol ve the above problens, a digital broadcasting receiver according to the
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operation in_which the digital broadcasting information is read out from
t he i nf or mat¥®P ?ﬁe&ﬁa e fihe jabove problems, a digital broadcasting

receiver according to the present invention comprises: a tuner unit
for receiving digital broadcasting information including copyright
information which shows whether copying to an external device is
allowed or not, and detecting the copyright information in the
received digital broadcasting information, an information storage
unit for storing the received digital broadcasting information
together with the copyright information detected in the received
digital broadcasting information, and a decoder unit for decoding
the received digital broadcasting information or digital broadcasting
information read out from the information storage unit into an output
signal in a form to be displayed, and when a copy-disallowance signal
is detected in the digital broadcasting information read out from
the information storage unit, this digital broadcasting receiver
erases digital broadcasting information which is stored in the
information storage unit and has been successively read out therefrom
during a reproduction-operation in which the digital broadcasting

information is read out from the information storage unit and is
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-4- -reprooduced and di spl ayed on a display device. In addition, when a
copy-di sal | owance signal included in the copyright information included in
the received digital broadcasting inforEation is detected while the

received digital information is stored in the information storage unit,
during receiving digital information, the digital broadcasting receiver

I nhibits outputting the received digital information as an output signal in
a formto be displayed through the decoder unit. Further, when a copy-
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time. be displayed through the decoder unit. Further, when a copy-
disallowance signal included in the copyright information included
in the received digital information is detected while the digital
information is being stored in the information storage unit, the
digital broadcasting receiver outputs a message screen signal which
is prepared in advance to an output unit for outputting an output
signal in a form to be displayed.

According to the present invention, even when the received video
signal is one that is disallowed to be copied to an external recording
device, the viewer can view broadcasting at a time later than when
the broadcasting is received with the copyright protection at that
time being assured.

In addition, according to the present invention, in order fo
further assure the copyright protection, outputting of the video
signal which is being received is inhibited while the digital
broadcasting information which is disallowed to be copied is being
stored, whereby the number of viewing times for the program under

the copyright protection is limited to only one time.
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DI SCLOSURE: OF THE | NVENTI ON A digital broadcasting receiver according to

the present invention (claim1l) conprises: a tuner unit for receiving

di gital broadcasting information incIudLﬁg copyright information which

shows whet her copying to an external device is allowed or not and detecting

the copyright information included in the received digital broadcasting

I nformation, an information storage unit for storing the received digital

broadcasting information together with the copyright information detected

in the received digital broadcasting information, and a decoder unit for

decoding the received digital broadcasting information or digital
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broadcasting information, an information storage unit for storing

the received digital broadcasting information together with the
copyright information detected in the received digital broadcasting
information, and a decoder unit for decoding the received digital
broadcasting information or digital broadcasting information read
out from the information storage unit into an output signal in a form
to be displayed, and when a copy-disallowance signal is detected in
the digital broadcasting information read out from the information
storage unit, the digital broadcasting receiver erases digital
broadcasting information which is stored in the information storage
unit and has been successively read out therefrom during a
reproduction operation for reading out the digital broadcasting
information from the-information storage unit and reproducing and
displaying the same on a display device. Therefore, when received
digital broadcasting information is disallowed to be copied to an
external recording device, the received digital broadcasting
information is internally and temporarily stored, and at the same

time when this signal is being output, the digital broadcasting



-6- -i.nformati on which has been tenporarily stored and successively read
out, is sinultaneously erased, whereby the copyright protection for the
received digital broadcasting infornatLﬁg can be realized. According to the
present invention (claim?2), the digital broadcasting receiver of claim1l
conprises pointer control neans for controlling a reading position where
information is read out fromthe information storage unit when digital
broadcasting information is reproduced fromthe informati on storage unit,
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recei veq digital broadcasti information together with the copyri ght
infornagﬁoﬁgPHOduced from tHg information stgrage unit, and thgypognter

control means includes: a reading pointer for pointing the reading
position where digital broadcasting information is read out from the
information storage unit, and an erasing pointer for pointing a
position where the digital broadcasting information is erased after
it is read out, i.e., pointing a position which has been pointed by
the reading pointer. Therefore, when a video signal is output, the
stored video signal which has been finished in being output is
simultaneously erased by utilizing an overwriting function of a
storage device and a function of controlling plural pointers, whereby
the copyright protection is realized.

A digital broadcasting receiver according to the present
invention (claim 3) comprises: a tuner unit.for receiving digital
broadcasting information including copyright information which shows
whether copying to an external device is allowed or not, and detecting
the copyright information in the received digital information, an
information storage unit for storing the received digital

broadcasting information together with the copyright information in
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-7- -the received digital broadcasting information, and
decodi ng the received digital broadcasting information
broadcasting information read out fromthe information
an output signal in a formto be displayed, and when a

a decoder unit for
or digital
storage unit, into

copy-di sal | owance

signal included in the copyright information in the received digital
broadcasting information is detected while the received digital
broadcasting information is stored in the informati on storage unit during
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information storage unit during receiving digital broadcasting
information, the digital broadcasting receiver inhibits outputting
the received digital broadcasting information as an output signal
in a form to be displayed through the decoder unit. Therefore, the
copyright protection is further reinforced.

According to the present invention (claim 4), the digital
broadcasting receiver of claim 3linhibits, when a copy-disallowance
signal included in the copyright information in the received digital
information is detected while the received digital broadcasting
information is stored in the information storage unit, outputting
the received digital broadcasting information as an output signal
in a form to be displayed through the decoder unit, and outputs a
.message screen signal which is prepared in advance, to an output unit
for outputting an output signal in a form to be displayed through
Therefore, the operation for the copyright

the decoder unit.

protection is further clarified.
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-8-'Fig.1.is a block diagramillustrating a digital broadcasting receiver
according to a first enbodi nent of the present invention. Fig.2 is a

di agram schematically illustrating a stgucture of a programdata in the
first and a second enbodi ments of the present invention. Fig.3 is a

fl owchart showi ng an operation at storing in the first enbodi nent of the
present invention. Fig.4 is a flowhart show ng an operation at reading and
erasing in the first and second enbodi nents of the present invention. Fig.5
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to the secon I ment o resent 1 nventi owchart
howi . op : ‘ : : i

Tnvent | SaCeRvETTREEBESLRD B el 00 AR U RrebRhciB Y Lon.

br oadcast i . is . JFl i ' ' .a t

D DR R b Fo AR AN O M Bl LA R G LEOL
i tion.. Fig 9.i di how t.abl h

out put S39GFAR dAre 37" RaTBS: 4N BrB o ErEpiREREPL 86, FhE BB Lns.
BEST EMBQDI MVENTS FOR EXECUTI NG THE | NVENTI ON Her ei nafter, enbodi ments of

t he pre%@XFniﬁygntion wi |l be described with reference to figs.1 to 7.

Fig.3 is a flowchart showing an operation at storing in the first
embodiment of the present invention.

Fig.4 is a flowchart showing an operation at reading and erasing
in the first and second embodiments of the present invention.

Fig.5 is a block diagram illustrating a digital broadcasting
receiver according to the second embodiment of the present invention.

Fig.6 is a flowchart showing an operation storing in the second
embodiment of the present invention.

Fig.7 is a block diagram illustrating a prior art digital
broadcasting receiver.

Fig.8 is a diagram showing, as a table, a control method by an
output control unit 27 in the first embodiment of the present
invention.

Fig.9 is a diagram showing, as a table, a control method by an
output control unit 67 in the second embodiment of the present

invention.

BEST EMBODIMENTS FOR EXECUTING THE INVENTION
Hereinafter, embodiments of the present invention will be

described with reference to figs.l to 7.



-9- -Enbodi.nent 1. A first enbodi nent, corresponding to clains 1 and 2 of
the present invention, wll be described with reference to figs.1, 2, 3,
and 4. Fig.1is a block diagramillustrgting a digital broadcasting

recei ver according to the first enbodi mrent of the present invention. In
fig.1l, reference nuneral 11 denotes a digital broadcasting receiver.
Numeral 12 denotes a tuner. Nuneral 13 denotes a transport decoder. Nuneral
14 denotes a selector switch. Nuneral 15 denotes an MPEG decoder. Nuneral
16 denogfpoaimdieCiencoder. Nuneral 17 denotes a scranbler. Numeral 18
denot es 8escranb er. Nuneral 19 denotes a recording pointer control unit.
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Numeral 14 denotes a selector switch. Numeral 15 denotes an MPEG
decoder. Numeral 16 denotes an NTSC encoder. Numeral 17 denotes a
scrambler. Numeral 18 denotes a descrambler. Numeral 19 denotes a
recording pointer control unit. Numeral 20 denotes a reading
(reproducing) pointer control unit. Numeral 21 denotes a
simultaneous erasing pointer control unit. Numeral 22 denotes a hard
disk interface. Numeral 23 denotes a hard disk. Numeral 26 denotes
an input operation unit. Numeral 27 denotes an output control unit.

Hereinafter, an operation of the digital broadcasting receiver
according to the first embodiment having such a structure will be
described.

The tuner 12 is connected to an antenna. Digital broadcasting
received by the tuner 12 is digital-demodulated, and the demodulated
broadcasting is input to the transport decoder 13 as a data sequence
in a form of transport stream. The data sequence in a transport stream
includes a plurality of programs and control information multiplexed
therein, and one is selected among the plurality of the programs by

the transport decoder 13.



-10- As operation states of the apparatus according to the first enbodi nent
whi ch can be sel ected by an operation of a user through the input operation
unit 26, there are followng three staigs. 1) "direct receiving"

receiving digital broadcasting and reproducing the same upon receipt; 2)
"indirect receiving and storing” - receiving digital broadcasting and
storing the sane w thout reproducing the sane upon receipt; and 3)
“indirect receiving and reproduci ng" - reproducing the digital broadcasting

which is reog wyératidle stBfesest tREChPpaATatushaseothifg sbathe €first
"direct receiving", "indirect receiving and storing”, and "indirect
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i
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of operations in the above ribed thre nitially,

"direct 4y Qghﬁbgghi?h%ggapﬁgﬁgoﬁgE@gg&EEgceiving" i s assigned fromthe

I nput operation u el'ector Swtch 14 is switched to be connected

to the tranap}or,,tli,n Sg%q%:' grj%e_%.%{gmaln%d &%f&gﬁ%"ou—t e S, ldig{lié:tatlﬂ (SW 14

is switchedto _ program a of "a progr S cted by the
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receipt; énd

3) "indirect receiving and reproducing” - reproducing the digital
broadcasting which is received by the “indirect receiving”.

These three states of “direct receiving”, “indirect receiving
and storing”, and “indirect receiving and reproducing” can be assigned
by an input by an operator through the input operation unit 26. 1In
response to the assignment of the three states from the input operation
unit 26, the output control unit 27 switches the selector switch 14
referring to a state of a copy flag, as shown in the table of fig.8.

Hereinafter, detailed descriptions are given of operations in
the above-described three states.

Initially, in the “direct receiving” state, when “direct
receiving" is assigned from the input operation unit 26, the selector
switch 14 is switched to be connected to the transport decoder 13
controlled by the output control unit 27 (SW 14 is switched to 1,
see £ig.8). The program data of a program selected by the transport

decoder 13 is MPEG~decoded by the MPEG decoder 15, and a digital video

image and a voice are output. The digital video signal among those



-11- jis converted into a television signal by the NTSC encoder 16 and the
television signal is output. Fig.2 shows a stream structure of the program
data sel ected by the transport decoder_143. Nuneral 31 denotes a program
data. Nuneral 32 denotes a copy bit CB constituting acopy flag. Nuneral 33
denotes a packet header. In fig.2, the programdata 31 selected by the
transport decoder 13 conprises packets, and each packet has a packet header
33. The packet header 33 includes a copy bit (CB) 32 indicating a copy flag

concer ni 9o-SARVFE SNt ity ar BBLEPDs 168 €1 g B By eRBSNTSE et Nd 6 ananthe
external device is allowed and CB=1 neans t hat copyi ng to an external
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t he pac
header 33. The packet header 33 includes a copy bit (CB) 32 indicating

a copy flag concerning copyright information. Here, CB=0 means that
copying to an external device is allowed and CB=1 means that copying
to an external device is disallowed.

When this apparatus performs an ”indirect receiving” operation
relating to the “indirect receiving and storing” or “indirect
receiving and reproducing”, elements of, the scrambler 17, the
descrambler 18, the recording pointer control unit 19, the reading
pointer control unit 20, the simultaneous erasing pointer control
unit 21, the hard disk interface 22, and the hard disk 23 shown in
fig.l are employed.

Fig.3 is a flowchart showing a control procedure at storing in
the “indirect receiving and storing” operation among the above-
described “indirect receiving” operations. As shown in fig.3, when
the ”“indirect receiving and storing” is started, initial settings
of, a receiving initial setting, a storing initial. setting, and RP=0,
are carried out in step S1. Then, in step S2, the packet heéder 33

of the program data 31 is examined by the scrambler 17 and the copy



of the programdata 31 is exanmined by the scrambler 17 and the copy -12-
flag 32 included therein is judged in step S3. Wien CB=0, it proceeds to
step S4 where data of one packet pointg?ﬁby the recording pointer RPis

transmitted to the hard disk interface (FD-1/F) 22 without being scranbled.

When CB=1 in step S3, it proceeds to step S5 and data of one packet
pointed by the recording pointer RP is scranbled and transmtted to the
hard disk interface (HD-1/F) 22. The scranbling of data nmeans that data
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si de Offor the content of a packet. When data is being stored onto the hard
disk 23 in a state of “indirect receiving and storing” and where the
copy bit shows the disallowance of copying, the selector switch 14
is in an open state.

Then, in step S6, referring to the value of the recording pointer
RP, the pointer RP pointing the packet to be stored is incremented
by one in the hard disk interface 22, and the program data is
transmitted to the hard disk 23, as described above. In step S§7, it
is decided whether the storage is completed. 1Inthis way, the received
program data having a time length which is set by the operator is
stored on the hard disk 23.

Then, the program data stored in the hard disk 23 is read out
from the hard disk 23 and is output through the hard disk interface
22 in the “indirect receiving and reproducing” operation among the
above-described “indirect receiving” operations. In this case, as
shown in fig.1l, the selector switch 14 is switched to the side of

the descrambler 18 (SW is switched to 2, see fig.8), whereby the

descrambler 18 is connected with the MPEG decoder 15.




t he descranbler 18 (SWis switched to 2, see fig.8), whereby the
descranbler 18 is connected with the MPEG decoder 15. -13- Fig.4is a
fl omchart showi ng a control procedunag¥31eading and erasing in the
"indirect receiving and reproduci ng" opé€rati on anong the above-descri bed
"indirect receiving" operations. As shown in fig.4, when reading is
started, initial settings of, a reading initial setting, a file opening, a
readi ng pointer PP=0O, and a sinultaneous erasing pointer EP=0, are

por LT W et Bee kb i Aoheetbbouiat d ol s
PoLTe RS, LR SR T BB ibancing: opsratien preng,
S22, 2 BB <k RO e PSR R af S doed 11 the
(o 512D SUA BT AN % AeR R bR Ao L LB S
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g dber O U IRENE TR RIS M e
Uhe' dosBRMLALS R ARLARFace (3:RERTR SHE (1% AEopsecerogean asts S1 55 Shoth
in fig.2, in step Sla.

The reading pointer PP is one for pointing a position where reading
is tobe performed. Instep S2a, a packet header pointed by the reading
pointer PP is read out. In step S3a, a copy flag CB included in the
packet header 33 is judged in the descrambler 18. In accordance with
a value of the copy flag CB, it proceeds to step S4a when CB=0, and
data of one packet pointed by the reading pointer PP is transmitted
to the MPEG decoder 15 as it is. Then, in step S5a, incrementing the
reading pointer PP by one, processings are continued until the
processing for the last packet is finished (this is judged in step
S9%a).

When it is judged CB=1 for the packet header in the read packet
in step S3a, it proceeds to step S6a. Since the data of one packet
pointed by the reading pointer PP has been scrambled, the data is
descrambled by the descrambler 18 and is transmitted to the MPEG
decoder 15. Further, when it is judged CB=1 for this packet header

of the read packet, the reading pointer PP is incremented by one for

the following reading as well as the simultaneous erasing pointer

-



decoder 15. Further, when it is judged CB=1 for this packet header of -the
read packet, the reading pointer PP is increnented by one for the foll ow ng
readi ng as well as the sinmultaneous erqﬁing poi nt er -14- EP is nmade to
have a value which is smaller than the 'val ue of the reading pointer PP by
one, in step S7a. Then, in step S8a, 0 is overwitten onto the entire data
of the packet pointed by t he simul taneous erasing pointer EP, thereby
erasing the data of the packet the reading of which is already finished.
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step S9%9a).

When it is judged YES in step S9%9a, i.e., when reading from the
last packet is finished, the reading-and-erasing processing is ended
when it is judged CB=0 in step Sl0a. When it is judged CB=1l, it
proceeds through step Slla to step S12a where the erasing processing
with employing the overwriting is performed for the last packet,
thereby performing final erasing, and finishing the reading-and-
erasing processing.

The program data which is controlled to be stored to be read out
as described above is, as shown in fig.l, transmitted to the MPEG
decoder 15 to be decoded thereby, and a digital video image and a
voice are output. The digital video signal is converted into a
television signal by the NTSC encoder 6 and the television signal
is output. In the descrambler 18, the copy flag CB is separated from
the packet header, and the copy flag information 24 is used to control
the NTSC encoder 16. When it is judged CB=1, the NTSC encoder 16
inserts a copy protect pulse into the television signal which is output

from the NTSC encoder 16, and outputs the program data as a



t he ‘packet. header, and the copy flag information 24 is used to control the
NTSC encoder 16. When it is judged CB=1, the NISC encoder 16 inserts a copy
protect pulse into the tel evision signq! Which is output fromthe NTSC
encoder 16, and outputs the progranldata as a -15- copy-guarded signal .
As descri bed above, according to this first enbodinent, in order to
reproduce the received broadcasting at a tine |ater than when t he
broadcasting is received, the received broadcasting is tenporarily stored

and theg EF? ﬁgapagaq§ggﬁh?g is read out to be output later as well as a
0

copy-di sa nce sign i nhi biting copying to an external recording
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broadcasting. Consequently, when the received broadcasting is read
out and output, if the copy-disallowance signal is detected, the
received and stored broadcasting is read out and output as well as
simultaneously erased by performing overwriting, thereby satisfying
the condition of disallowance for copying to an external recording
device.

In the first embodiment, the method of reading and outputting
as well as simultaneously eras ing-the received and stored broadcasting
is achieved by performing overwriting with employing the simultaneous
erasing pointer EP. However, this method of performing reading and
outputting as well as simultaneous erasing can also be achieved by
other methods of erasing stored video information associated with
performing reading and outputting.

Further, in the first embodiment, the hard disk 23 is used as
a unit for temporarily storing the received digital broadcasting
information. However, any high-speed storage devices such as disk

devices or semiconductor memories can be similarly employed.

Embodiment 2.
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Further, in the first enbodinent, the hard disk 23 is used as a unit for
tenporarily storing the received digital broadcasting information. However,
any hi gh-speed storage devices such asig._sk devices or sem conductor
menories can be simlarly enployed. Enbodi nent 2. -16- Next, a second
enbodi ment, corresponding to clains 3 and 4 of the present invention, wll
be described with reference to figs. 2, 4, 5 and 6. Fig.5 is a block
diagramillustrating a digital broadcasting receiver according to the

second enmbogbpeNta $8cbhd- Smbb&LRERDS CcHEFBEPONAIngCESt €Batmsli Y1 484 4 of
broadcasting receiver. Nuneral 52 denotes a tuner. Nuneral 53 denotes a

transpogfe g(;}dvéﬁter[ t iNvVERIElomAwieN0beSdds SRIBEA QF i ireHer e al £9§sdenot es

an MPEG de Nuneral 56 denotes an NISC encoder. Nuneral 57 denotes’ a
scranbl gr.g rgl 58 denotes a descranbler. Numeral 59 denotes a recording
pointer control unit. Nunmeral 60 denotes a reading pointer control unit.
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denotes a har dIS I nterface nera enot rive
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massage screen generati ng uni denotes a ect or

Hor 61 NaL 55 o8 ORRHE | Obloa1® 53 HohPkdd G7UEARLERTL' BEEbUEE.  Numozal

54 denotes a selector switch. Numeral 55 denotes an MPEG decoder.
Numeral 56 denotes an NTSC encoder. Numeral 57 denotes a scrambler.
Numeral 58 denotes a descrambler. Numeral 59 denotes a recording
pointer control unit. Numeral 60 denotes a reading pointer control
unit. Numeral 61 denotes a simultaneous erasing pointer control unit.
Numeral 62 denotes a hard disk interface. Numeral 63 denotes a hard
disk drive. Numeral 64 denotes a copy flag. Numeral 65 denotes an
OSD (On Screen Demand) screen composition unit. Numeral 66 denotes
an input operation unit. Numeral 67 denotes an output control unit.
Numeral 68 denotes a message screen generating unit. Numeral 69
denotes a selector switch.

Hereinafter, an operation of the digital broadcasting receiver
according to the second embodiment having such a structure will be
described.

The tuner 52 is connected to the antenna. Digital broadcasting
received by the tuner 52 is digital-demodulated, and the demodulated
broadcasting is input to the transport decoder 53 as a data sequence

in a form of a transport stream. The data sequence in a transport

.
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according to the second enbodi nent having such a structure wll be

descri bed. The tuner 52 is connected to the antenna. Digital broadcasting
received by the tuner 52 is digital-deqgdul ated, and the denodul at ed
broadcasting is input to the transport decoder 53 as a data sequence in a
formof a transport stream The data sequence in a transport -17- stream
I ncl udes a plurality of prograns and control information nultiplexed
therein, and one is selected anong the plurality of the prograns by the

transpogtrégfodftledesAs PPEFALIEY 6fpLEgPims NendPEahetdE BREEHEABHECHO the
second enbodi nent which can be sel ected by an operation of a user through

the i n%ﬁl@ﬂ?léié&&hé&éix@,@add‘%h% 25es & 0LELBE NInd Y A eS pAeR1 iy Bl BhE
the sane as those in the first enbodinent: 1) "direct receiving" -

recei Vigﬁoﬁli:&héaﬂvybﬁﬁédﬁfﬁéﬁ&ﬁ“deé@&éfdsm“9_t_he same upon receipt; 2)
"indirect Teceiving and storing” - receiving digital broadcasting and

storing theAéagge%Uﬂegt staPegdyei ffet ggggggugf)aecaggiggt to2ffle3second

"indirect recelVing and reproducl ng” - ucing t gi tal broadcasting
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st ates Irect receiving”, irect receiving and storing",
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are the same as those in the first embodiment: -

1) ~direct receiving” - receiving digital broadcasting and
reproducing the same upon receipt;

2) “indirect receiving and storing” - receiving digital
broadcasting and storing the same without reproducing the same upon
receipt; and

3) “indirect receiving and reproducing” -~ reproducing the digital
broadcasting which is received by the “indirect receiving and
storing”.

These three states of “direct receiving”, “indirect receiving
and storing”, and “indirect receiving and reproducing”, can be
assigned by an input by an operator through the input operation unit
66. In response to the assignment of the three states from the input
operation unit 66, the output control unit 67 switches the selector
switch 54 as well as switches the selector switch 69, referring to
a state of a copy flag, as shown in a table of fig.9.

Hereinafter, detailed descriptions are given of operations in

the above-described three states.

Initially, in the *direct receiving”, when “direct receiving”

-



66. Ln response to the assignnment of the three states fromthe input
operation unit 66, the output control unit 67 swi tchshdfasIRbAELRLSW t Ch

54 as well as switches the selector swhlgch 69, refer of a
TR AR o
: al ly, in

copy flag, as shown in a table of fig.9. Hereinafter
are given of operations in the above-described three

the "direct receiving", when "direct receiving" -18- is assigned from
-‘the input operation unit 66, the selector switch 54 is switched to be
connect g4 A {dked ' BASR Ot e (ERIONIET operst £6n (Yt S66\M kb esel bctlor S&Fitch
fig.9), regardless of whether copying is allowed or disallowed, and the
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disk 63 via thé scr ecause sel éctor c I'S turned on
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data Seall %(J:.E;(?L%agyvideo image and a voice are output. When copying is allowed,

the program data is stored on the hard disk 63 via the scrambler 57
because the selector switch 69 is turned on. On the other hand, when
copying is disallowed, the data is not stored on the hard disk 63
because the selector switch 69 is turned off. Inaddition, thedigital
video signal of the program data transmitted to the MPEG decoder 55
side passes through the OSD composition unit 65, and is converted
into a television signal by the NTSC encoder 56 and the television
signal is output.

Fig. 2 shows a stream structure of the program data selected by
the transport decoder 53, which is the same as that in the first
embodiment. Numeral 31 denotes a program data. Numeral 32 denotes
a copy flag CB. Numeral 33 denotes a packet header. In fig.Z, the
program data 31 selected by the transport decoder 13 comprises packets,
ana each packet has a packet header 33. The packet header 33 includes
a copy bit (CB) 32 indicating the copy flag concerning copyright
information. Here, CB=0 means that copying to an external device is

allowed and CB=1 means that copying to an external device is

THIS SHEET HAS BEEN
REPLACED




the transport decoder 53, which is the same as that in the first
enbodi nent. Nuneral 31 denotes a program data. Nuneral %%hge‘?ﬁﬁ’stﬁ%&l@pﬁ&ﬁy

flag CB. Nuneral 33 denotes a packet hepgler. In fig.Z,Tﬁ a 31
sel ected by the transport decoder 53 conprises packets,J “{imw%t has
a packet header 33. The packet header 33 includes a cop

i ndi cating the copy flag concerning copyright information. Here, CB=0 neans
that copying to an external device is allowed and CB=1 neans that copying

to an eyighRqbwdayice is 19 disallowed. In the "indirect receiving and
storing or "indirect receiving and reproduci ng" operation, elenments, of the

scranbl er SEPr rgh@ diﬁaiﬁaétefeééivmﬁté@g%&fﬁ OigH @ ngaelcd! redelivifg

t he reading produci ng) pointer co uni t , the sinultaneous erasing
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perforn%gngggtggghuggt 68 shown in fig.5, are employed.
When the input operation unit 66 is in the “indirect receiving
and storing” state, the output control unit 67 switches the selector
.SW 54 in accordance with a state of the copy bit 32 of received digital
information. Then, the selector SW 69 is in a connected state in both
of the case when copying is allowed and the case when it is disallowed.
This has an object of limiting the number of times of the viewer'’s
viewing of a broadcasting program, which is protected under the
copyright and for which program accounting is performed for each of
the programs, so as to perform “storing” and “reproducing” of the
broadcasting program in the “indirect receiving”, to one time. For
that purpose, in the “indirect receiving and storing” state, when
the received digital signal is disallowed to be copied, a control
procedure as described below is to be performed to inhibit outputting
a video image of the received signal.
Fig.6 is a flowchart showing the control procedure at “indirect

receiving and storing” operation. As shown in fig.6, when the

"receiving and storing” operation is started, initial settings of,
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the prograns, so as to perform"storing" and "reproduci ng" of the
broadcasting programin the "indirect receiving", to one tinme. For that
purpose, in the "indirect receiving angestoring” state, when the received
digital signal is disallowd to be copied, a control procedure as descri bed
belowis to be perfornmed to inhibit outputting a video image of the
received signal. Fig. 6 is a flowhart show ng the control procedure at
“indirect receiving and storing" operation. As shown in fig. 6, when the
"recei VaNged@ty $hQTiRGLiAPCE8EL PG| SaSEB6E Py iRLEial Settings &hd RP=070-
a receiving initial setting, a storing initial setting, and =0, are
carri edy Pt ch Pr&gRowtiDin hedh d1b St Shen?bint Beepaglsl BRBIGACRELOChebdér
progran?dat% Sﬁ I's exanfhed_by t he scrgﬁﬁlér_17_§nd t he copg flag 32
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69 is made the connected state. Then in step S5b, the received packet

pointed by the recording pointer RP is transmitted to the hard disk
interface (HD-I/F) 62 without being scrambled.

When it is judged CB=1 in step S3b, it proceeds to step Sé6b, and
the output control unit 67 assigns “display a message screen”, and
the selector switch 54 is switched to be disconnected and the selector
switch 69 is made the connected state. At this time, the message
screen generating unit 68 generates a massage showing “the received
picture cannot be displayed during the recording operation due to
the copyright protection”, and the message is displayed on the screen
through the 0SD composition unit 65. Then in step S7b, data of one
packet pointed by the recording pointef RP is scrambled and
transmitted to the hard disk interface (HD-I/F) 62. Scrambling of
data means that data conversion is performed with a sSpecific key for
the content of the packet. Then, in step S8b, referring to the value
of the recording pointer RP, the pointer RP pointing the packet to

be stored is incremented by one in the hard disk interface (HD-I/F)



screen generating unit 68 generates a nassage showi ng "the received picture
cannot be di splayed during the recording operation due to the copyright
protection”, and the nessage is displaygd on the screen through the OSD
conposition unit 65. Then in step S7b, data of one packet pointed by the
recording pointer RP is scranbled and transmtted to the hard disk
interface (HD-1/F) 62. Scranbling of data neans that data conversion is
-performed with a specific key for the content of the packet. Then, in step

S8b, refEr ahAdthe grvyrad datafl i Rerdmetindidd tBothé fafP dilgke6BQi Nteistdp
poi nting the packet to be stored is increnmented by one in the hard disk

interfagg (HR l¥F)judged Whéther@ihd M daee 30 ¢amplictdd,angl Wikt tthd he
hard disk 63. In step S9b, it is judged wiether the storage is conpleted,
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control unit 67 judges the operation state and controls the selector
switch 54 to connect the descrambler 58 with the MPEG decoder 55 (SW
is switched to 2, see fig.9). Here, the selector switch 69 can be
made either in the connected state or in an open state.

Fig. 4 is a flowchart showing a control procedure at “indirect
receiving and reproducing” operation. The operation at this time is
similar to the above-described operation, and thus the description
is omitted.

As described above, according to this second embodiment, when
a copy-disallowance signal is stored during the “indirect receiving
and storing” operation, in order to assure the copyright protection,
'outputting of a video signal which is received is inhibited and a
message screen is displayed in place of the received video signal,
whereby the number of times of viewing the program which is under
the copyright protection is limited to only one time. Therefore, when

a program which is severely protected under the copyright, such as

pay broadcasting, and for which program accounting is performed upon



simlar to the above-descri bed operation, and thus the description is
omtted. As described above, according to this second enbodi nent, when a
copy-di sal |l omwance signal is stored ducppg the "indirect receiving and
storing"” operation, in order to assure the copyright protection, outputting
of a video signal which is received is inhibited and a nessage screen is

di spl ayed in place of the received video signal, whereby the nunber of
-times of viewing the programwhich is under the copyright protection is

i m t edrde gt WFOBRED Brodh@h £fiy eeceioedd MM@BWRA Whicdhthe vEseify time
protected under the copyright, such as pay broadcasting, and for ich
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recei ved, and even when the viewing tinme is shlfted | at er, the nunber of
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copyright is assured. APPLI CABILITY I N | NDUSTRY "According to the digital

broadcasting receiver of the present invention, when a received video
signal is disallowed to be copied to an ext er nal recordi ng device, the

digiteﬂAé§§E§Kﬁﬁﬂ%iygjﬁﬁgﬂhﬁ§%mgpabIes viewi ng the broadcasting by shifting
a view ng tine later, even en the broadcasting cannot be viewed upon
E:gg' Pt. anghd&AdidG Std Hend PSP brfa W i lr &R Yo AltiR Ifhddidit
invention, when a received video signal is disallowed to be copied
to an external recording device, the digital broadcasting receiver
enables viewing the broadcasting by shifting a viewing time later,

even when the broadcasting cannot be viewed upon receipt, and realizes

the protection of copyright severely also in that case.



-23- CLAIMS 1. A digital broadcasting receiver conprising: a tuner unit for
receiving digital broadcasting information including copyright information
whi ch shows whet her copying to an exteﬁ?gL device is allowed or not and
detecting the copyright information included in the received digital
broadcasting information; an information storage unit for storing the

recei ved digital broadcasting information together with the copyright
informati on detected in the received digital broadcasting.information; and
a decoder unit for decoding the receiéﬁglgggital broadcasting i nformation
or digital broadcasting information read out fromthe information storage

uni t into anl.OUhpu&gi%gpalbgogdéafs%@g} Qe%%iwgfcg}:t%g@s}%f% Jwhen a

copy-di sal | owance §I°g etecte nthe broadcasting
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an information storage unit for storing'the'received digital
broadcasting information together with the copyright information
detected in the received digital broadcasting information; and
a decoder unit for decoding the received digital broadcasting
information or digital broadcasting information read out from the
information storage unit into an output signal in a form to be
displayed, and
when a copy-disallowance signal is detected in the digital
broadcasting information read out from the information storage unit,
the digital broadcasting receiver erasing digital broadcasting
information which is stored in the information storage unit and has
been successively read out therefrom during a reproduction operation
for reading out the digital broadcasting information from the
information storage unit and reproducing and displaying the same on
a display device.
2. The digital broadcasting receiver of claim 1 comprising:

pointer control means for controlling a reading position where

information is read out from the information storage unit when digital
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-24- broadcasting information is reproduced fromthe information storage
unit, the pointer control neans including: a reading pointer for pointing
the reading position where digital broggcasting information is read out
fromthe informati on storage unit; and an erasing pointer for pointing a
position where the digital broadcasting information is erased after it is
read out, i.e., pointing a position which has been pointed by the reading
-pointer. 3. A digital broadcasting receiver conprising: a tuner unit for
receivi § SH 3G asit i af | ' ' ' ' | on
whi ch sk?;%v\% ﬁée?hneér) lcopyi nzjtllt%g1 %ﬁ i;é er%‘g(?b%ﬁdggltpg gﬁ?%ﬁﬁéﬁa%?h nrgb%gfggén% :
det ectipg; i he copyright information in the received digital broadcasting
information, an information storage unit for storing the received digital

br oadcasti ng igﬁgggg&hggrtegﬁ&ggPoﬁggpﬁggﬁcgﬁgxgbght information in the

received digita adcasting 1n ma ; ecoder unit for decoding
h ved diai . : : iy tyn .
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information is detected, while the received digital broadcasting infornmation
i's stm%ﬁfﬁag?rﬁ?*ﬁﬁéyﬁ%tion storage unit during receiving digital

an erasing pointer for pointing a position where the digital
broadcasting information is erased after it is read out, i.e.,
pointing a position which has been pointed by the reading pointer.

3. A digital broadcasting receiver comprising:

a tuner unit for receiving digital broadcasting information
including copyright information which shows whether copying to an
external device is allowed or not, and detecting the copyright
information in the received digital broadcasting information;

an information storage unit for storing the received digital
broadcasting information together with the copyright information in
the received digital broadcasting information; and

a decoder unit for decoding the received digital broadcasting
information or digital broadcasting information read out from the
informétion storage unit into an output signal in a form to be
displayed, and,

when a copy-disallowance signal included in the copyright
information in the received digital broadcasting information is
detected while the received digital broadcasting information is

stored in the information storage unit during receiving digital
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-25- broadcasting information, the digital broadcasting receiver inhibiting
outputting the received digital broadcasting information as an out put

signal in a formto be displayed through_the decoder unit. 4. The digital
broadcasting receiver of claim3 inhibiting, when a copy-disall owance
signal included in the copyright information in the received digital
information is detected while the received digital broadcasting information
is stored in the information storage unit, outputting the received digital

br oadcagtbadca s PhG L h EGrASt fon QUERS 4By PRl BrodddEFihg Pecdiverayed
t hrough the decoder unit, and outputting a nessage screen signal which is

oot oSk PR AL WLkl o R GCAT P cSHBLod " 0
as an output signal in a form to be displayed through the decoder
unit.

4. The digital broadcasting receiver of claim 3 inhibiting, when
a copy~disallowance signal included in the copyright information in
the received digital information is detected while the received
digital broadcasting information is stored in the information storage
unit, outputting the received digital broadcasting information as
an output signal in a form to be displayed through the decoder unit,
and outputting a message screen signal which is prepared in advance,

to an output unit for outputting an output signal in a form to be

displayed through the decoder unit.
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