ANTI - TRAFFI C REDI RECTI ON SYSTEM Rel ated Applications

[ 0001] This application clains priority fromUnited )
St ates Provi si.Qn; ' [ i al No. -
60/ 662, 030 &Nﬂ?f%eﬁﬁiéﬁ%%ﬁﬁé*@%fé or Defense
Agai nst Network Traffic Redirection", filed March 14,

2005 this application is related to United States
RelateBApplica#thghs cati on entitled "Method And System For

ot Ea St S S I
Applic%@bgrﬁetr%i T I8 MaOERS 38 Sen i “Metidd gir}]d hﬂﬁﬁat%zgﬁs?thflﬁg Defense

applications are” incorporated herein

Against Rfedieric Eraffic Riitecton!, ritéy MBACKERQAMNE 1Bifs Bpflication is related
I'NVENTION _Field of the Inventiogn b?oooz The_presen
to Unitasl &tefesn Redert Anpjlicatiomenfitied | MethathiiomhaPysisinery, Cellular

ool SRR s UG G850 R AT, 2005,
claimin?hrﬁridrrﬁ? Inreph Q)usP 083D GOPIMBIYiE af Hhatle MiRiddepatent applications are

ommuni cati on systens are depl oyed by different
incorpareteshinérein hpdhingefevenrcajret@irasiraiyt hi n al nost every

country around the world. Many of those network

operators offer international roamng to their

BACK@@@NW@FSFHEW?IWNT@IQN oad, and to travelers

I'ng their territory and using their foreign
Field ofahkllavehttbaphones. Over the | ast few years, revenues
to the network operators from honme subscribers have

[0002] Tdwnsprosent | ivasion ngenerigdyt et das dyeEpiaal ¢ [epnarRy More
specii 2 HA B Bt BPE Rt Sonu et 6o PR AR comers

same period due to increased nobile penetration in

n increase in travel. Various
Backgh@?@g rc{f%léqte%tﬁ’ﬂﬂo%?

operators have preferred bilateral roan ng

reements. ("partnershi ps”.)._w of her :

oo CHBFRTE i REVSRCHBRablt "oBRSachl bl by diferent

- BAgt ' 8iond Qyishin TAIATget @very "duefter eeslind the world.
compa\F/ilfé'g,i ?gg 'ﬂ%ﬁgpﬁ Ejsﬁégr e t hoslg that the l’%ome. ng{ wor Kn .
Many of éfieses netwoduppetaidrs efieeristernatiengl stoamingt o Wrrin subscribers
ravelrig Aach St St RS T R 38 ther foreign mobile
teleph&r‘%‘%@ﬁ%%”&?% ?EQFSS, 898N 18X taTk#E nebik BBEGItOS RBMH home

the roaners can get nore attractive roamng rates and

subscriveryihzes ¢dngistenty sladtined atue keiimcreesed mstinpelition and resuliing

pricing SigseH e r Qhr G PHIATONGNd! TN UESnBOb YRS erB e RRSIStenty
growm } b Shel ORLE, §1Fcrd#000hoNE po VBB aNSoRd arcts and
an incieagkuteirabel. "Varouy aberorkddperators have preferred bilateral roaming
agreements (“partnerships™) with each other that include more favorable roaming
charges than non-partnership operators. Therefore, “preferred” visited networks are
those that the home network prefers its outbound roamers fo register with when
traveling outside their home coverage area. Non-partner networks are “non-
preferred”.

[6004]Network operators can maximize their margins and the roamers can get more
atiractive roaming rates and services if roamers roam on their home mobile

operator's preferred (or partner) networks. When the subscribers roam into visited

1



VPWN networ ks. Hence, protecting the existing roam ng
revenues and growi ng them further-has become an

networ@ﬁéﬁragtH@M_% %& rfn%g @?ﬁ%ﬁ%@dgﬁggﬁ@{cﬁe oYPMip. one at

time, bddeehome/arBng chiterid) STHdSREYPMNG Fidy é]sfancM@*tHée’rﬁihe'\R}"eferred"
IS roamd_? have certain di sadvantages. [0005] The HP

VPMNoprinveries , Preferctiog thelexisng sosmirg rvieques and grmiing them

further BRRBERobR. o et RRORHL RO Ahy hrtBIR “GoaRiGR worldwide.
Howe\f!#t \WOFieht nFeMeHsNEs cohﬂsmhﬁwqeﬁepéruﬂrrkcensub%,%nbéafrég%ters to

redirection techniques to control the distribution
when ioe/sbeumﬁbamml@dréﬁfaamﬂ@nmvaetagmﬂm in a country so

(00051 e PRy eB6Tatoi Uoprtalie rgéﬁﬁ“&%awr%'fm?@eaﬁfmvﬁer nedworks in
[ | "
order td‘e;ogsecfrqu% e tﬁgr{ }Mnﬂ% e{ﬁdsﬁ#é to %108 i the. “non-preferred

VPMNr editwerdds. oBsrictiohuy, qUes HE’MN byp éﬁtoﬁ% QM atfr@ﬂflcc@@drrectron
deprive the non- referred VPMN operators of i nbound

techmqt&ﬁﬁm@ontf@\m @ié.‘értb@ma@f agtbotind seanris aope i VEINN mstworks in

a courtfh @R WERMRLS PR iVl 8Bha VBh o efehtie of the

HPMNIsedoaedid mffid add ithe bagachrefrf&i"eWHN ﬁéfv@cﬁrkstMTP@é‘t a low
or abort techni ques generates network errors

percentags & thelvgeming traftic. oTinmeeil‘faﬁ‘c?erednmtrgBaéedumrqneefused by an

PN oSN e SRS s b roaming
revenu%%eréd}ﬂét[mbget bWﬁMN”b%Fa@Gr% Pﬁéé)"ﬁ%ﬂ/et Eegﬁﬁﬁ@rﬁ‘aowrth the

e VPWN. [0006] I n cases en there are nor
HPM N\anmnapawndlesthm“meianmﬂ rrye,twemtne Fucthepabra)gharidsffic redirection

that s bRSE] Ph TolEhiPR scidroimanul ferpok iEHIues U etegs notwork ermors
to the ma}%ﬂépgaﬂc@%?gfrﬁdfb‘/rn%é@é}%ecr eagéﬁérla%‘ﬁ' S9nRYE dorst Yihbels the

net wo eads t In revenues for th

mobrledtstmeleet/ﬁj\/hmtmier@tam a.nurbenolutedjidieatdirsattsraptsaadgeos sahasverload
VPI\/N network operators to relingquish the

the net@f@ﬁlr rrEre 8¢e paiwagbihg HEMN apgih W‘\éﬁ;rMé\'hhandset ha?
0061 kBT 8 S B oAb VLV oA IR EHEY, some

competied Vanid triovkpref@rreaodeRIN %t@bﬂ@é'ﬂ@ooﬁeéto‘}r &f §bFRd of traffic
networ k. [0007]Due to one or nore of the above issues

redirectior aé thejr and éeselain theeinbpund asoam@ns by steppibgdhem Ieaklng out of
dire the HPMWN o

d
their neyit.cFisTgaim o CEaTHce INaHPRUES Toh Tis, Lo YHING PRI It
would B@%%b@(/éntaéeﬁuseffor%%@é"{?PMNI‘ r%tw@rﬁ%é&%t&r@c’%keiiﬁhursh the

draw ngs, the same or simlar reference nu
controhcdeher $lybs;:rnber aerveneraﬂarﬂ saodsethas ih@eg] &l Eegaitratron attempt

: troll ffi
with a é@ﬁ%}?@%@te%ﬁet%rk ?6? rfarcr))r/ rg'gs?onr osuclhngo tfar? relo% the W network list

to produce registration on a preferred network.

[0607]1Due to one or more of the above issues, there is a need in the art to counter
outbound traffic redirection by the HPMN operator and also to counter inbound traffic

redirection by competing VPMN operators.



Mobi | e Network (HPMN) and a Visiting Public Mbile
~Network (VPWMN) of a roaming nobile station, in

eriot BRGRPRRIFokbHErvoc, oI o1 e Lovention

[0008Jcon{m qhblcﬂ]@vﬁm%ﬁe fihe Sehweensimitar HRdfdrRedntmd e Mb/tfy similar

a roam ng nobi station, in accordance with an
efeme@ﬁ%@ﬂaﬁfﬁnt of the i nventl on. [0011]FIGS. 3 and 4
a owchart f a nethod for, controllin

resent
100091 G 7 Eoiedapisn . BRECRPIR ZAOTONBO\VIRHICoPORVERRrA tiome Public

oI TR SR 1 SESBETARIE gy A0 (PRRS BB

mobllejsmgoan‘inf@cmur@&lrﬁcbm@lthfars&mb@ﬂInm@‘ltftﬁ&ﬁ@%ﬁerh@n\/\een the
and the HPMN, in accordance with an enbodi nent of

[0910]F Iﬁ Erfﬁéfﬂsam’ﬁs a ﬂw@wi&cﬁomgﬁetm o ¢dad]ny refffobetween the

HPaN O UBRD 8 TG B SRBBREAR, BEsE RS it an

embodzh‘EMNbfﬂie mveaash.Ng rmbl le station is provided. The
nmet hod i ncludes detecting a traffic redirection (TR)

[0011] Bl GBnpEntet representoaffowghadifor @ nsethoddor coylrolting traffigbetween
| east. on tration
the HIER, G RV RBROE Ay SRR SBRRE TS REEtei HOROPBRIATAR with another

embodiffenteethd VBhtibmg the detected TR attenpt by sending
one or nore registration response nessages in

[0012]F €3pDreprasentsat flove gliagnaat fomrowisgagie sighatng meessadey Between
istrati sponse  nessage thwarts the TR attenpt.
the VFNER edtheydPMI. B aceareanse Wity an o po@inksuitad dne invagiien.
Public Mobile Network (HPWMN) and a Visiting Public
Mobi | e Network (VPMN) of a roaming nobile station is

Detalle\diiﬂlewtmtmd The systemincludes a TR probe for
tecting a traffic redirection (TR) attenpt for the

[0013] fl?\omﬁtb@d nfehi sentealing drﬁfflgyb@tmg@mua@@mhﬁh@é%mmte Network
VP
(PR g B ek AU APl NP RS o TR Bt taton

prowdédﬂTh@vméthd@mrtdnﬁieﬁ?détéoﬁﬁgtaHkbfﬁ@ﬁ@tiﬁ@cﬂtﬂ? (TPR) rﬂ%fé?npt for the
registration response messages in response to

roaminge Fabilen statiegh, Ay Mbserving sthegexchatgs wafdat ﬂmtaone reg&stration

My I e —
the deteeadt TRO2BGHBE bPidePRiHPOHNY ¥ iRse RIFRaH tl?meﬁ%)%fnse messages in

Anti-Traffic 3 Rediréction System™( ATRS
respons@etas khal gdgistration messagée. Thedenst andnbrmtregtfﬂratlmﬁRﬁesponse

r,ac hout these details. In other
messagﬁita\gﬂggghe &g{?&w{?i}m structures and functions have
[0014]A004 s@&ﬂnf&h%ﬂt@nm@ewﬁ&% \geeﬁeéa\—ioﬁ@ ?MB‘;@' Mobile Network
unnecessarl y obsclring the description t he

(HPMN3rarahia r\véwtnsgd?utﬂlhd\/EMRSNeTWGrk (VPMN) of a roaming mobile station is
also provided. The system includes a TR probe for detecting a traffic redirection (TR)
attempt ior the roaming mobile station, by observing exchange of at least one
registration message between the VPMN and the HPMN. The system further
includes an anti-TR unit for thwarting the TR attempt by sending one or more
registration response messages in response to the at least one registration message
received from a switch. |

[0015]The following description provides specific details for a thorough

understanding and an enabling description for various embodiments of Anti-Traffic
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headi ngs provided herein are for conveni ence only and
do not affect the scope or neaning of the clained

i on. Anti-TR 0016)FL G |
s S B A ST b Y e v
i , well-
ATRS mém I:)tg. m%:cgal\@moﬁ@&kﬂaéjﬁf Mtaild2 Imnthar Mnsidrices

M\) 104 of a roam ng(g[n%hw e i

structurss Ai@TuASNs Mosecnotideee ahownaar cassiibegnin gelghdo avol
rnvention. The roam ng, nobile statiof r _
unnecessaie robsicsiriog nthec degctiBtion Vﬁhﬁ%%ﬁ@?bﬁ%%g% g)‘? WT\% . The

G | | Lol ! i ffecdril e or
reinch el i e B TSI 70 SN e o

! eWitfergioWVsC in the VPMN 104.
mea”‘”#‘\@?m ﬁiat an% ng, both the VPMN VLR and the VMSC nay
have different | ogical addresses. Subscriber profile
Anti-TRI8Yysterar r espondi ng to the roaning nobile station 106

d in HPWN, HL - : . ol
[0016]F|{G§. ?f;%hfqgéa'q'ﬂ%@i §y§t§m§{(ﬂ%ﬁor {%@r@ll@%tﬁgbﬁgﬁegﬁggﬂdm% ic

o] i VP Iblid MbhaledNetwark (MHMNY 104 of a
Mobile Wéﬁgﬁa@) @?Nﬁﬁ%ggiﬁthng Si gr]1al :TEJI et V\ﬁepth%PWeﬂlagn The
roamin@lﬁ@klnqbﬁ%'\@ﬂ_' 2664 108, hfagrﬁd:@"dan@@,r«f%\ HEe gﬁ&ﬁrgﬁnt g .

arc |tectu_re . e Sl gn t
roaming OBobbn @A 08 40k S 'RAPOTL B, EO ARG JoPg VPEIN driator at 2

LALe ' i ' Aanab? SPode Embediment of the
o S5 ARBEIRRLT, 8 g v w2 e szt of 0
inventiciV e VRGN /1R r 008n isgingIgrated WAkN a0 M%dﬂ?ih%e :

traffic correspand] r oam,n i I AN A | ical
aitriaog: b VR s NS, ) S offor oo

st eef, [oani i B, stat the Fouralingr medile station
addresa%%négbﬁﬁ@%qg%"@?@rJ?%‘é‘--@fwes?"ﬁé‘raﬂ@oﬁra,t or VPN 104 o
s storddirPHPRINYRLRISL10, R signalingl corespondinyHp PEMPREBPRiG Station
y

t i n HPWN 2.1 ' : i Cu
100 s radeg ogan estesrohS o 1328 HP LY Rl Bphénia T 2
4% od "E KIN i OMPlNoarie

114 BB T b H e N, PR e e
wona ST AGLIREASS 1 T Sere sotane W O
2nd VBN 04 everMAB broattHanaabomRavPbieYLRTAR8 iidpei dith the

100 | canti -, ; . fion, th
intermatloagt 5d bt borid BYRYIb3 ekt Ok 108 T et on ther o
switch 163k P ERmRRG 1A SENRIOALovi de necessary  messages

wart t detected TR attenpt. |n one odj
(0017 Phe U ocerusponcingt(utoariTg Fslies _!@nig %ﬁéﬁgi@g fby adrl
' erre
operatopimi-8dP Ui &f S%‘pn{ﬁ)t Stﬁg} ﬁ(g&g{@eﬂn‘{)@é%r%y e oper at glr‘é '
(or ev'ﬁﬁ O{E‘)ﬁ%—%}?&erﬂé@) BT et i YRMNNtd4idies otherrwords, traffic

redire@fort (ER} Wg?;bg:leg gl;t ag%kflggla{m ﬁ§4ﬂa&mﬁﬁt@?$¥$¢'ﬁﬁé traffic of
roamir?glz gnQoatlJi?e es)t(gtti]oanng(%% to some other network operator in VPMN 104 even
though the operator in HPMN 102 may have roaming relationship with barred
operator in VPMN 104. The steering of roaming mobile station 106 deprives the
barred operators in VPMN 104 of the revenues from the inbound roamer. The
system 100 includes an anti-TR module 120 that monitors the traffic between HPMN
102 and VPMN 104 to detect the TR attempt and thereafter provide necessary

messages to thwart the detected TR aftempt. In one embodiment of the invention,



between switch 118 and international STP 1 112 in VPMN
104. This is referred to as passive nonitoring. In
: [ IO
ant-TROBERGE P29 SR b Wik YRR AT I Jp v

104 to cennteg tis PR éﬂt@mp‘ftﬁeﬁ@eﬂemté@ thy th&op@ra@@m‘n HPNd 102. The
to assi st in exchange he | east one registration

anti-TikeRwagle 79 lrtduﬁecsn@ 3R pioke ridg endagnornt-d&pomife124. In one

embodRRIP3T S35 SRt A msAI R TR B pio e gageT fechanged
betwe&rRs@I fcAMPIS A tﬁt@ﬁwaTBn@r SK’F’ 113212\4!1 WWN ’{‘@4 aﬂ‘ilb id Peferred to as

nodul e 120 is perforned by
passivpag®initeringnin @nﬂﬂ@eroenﬂa@dimenmﬁutm@rmvgwam g magdule 120

e SBERREF I S0h TR r o EABAL S e g e,
118 isfcc%rﬂiiggﬁ’édtd@é st lﬁfeyo&%hggrofqﬁ UtiesHt dHe H?%@lfgt%:? message and

I'n another e nt o the 1 nventi
the ong2ar dmrec‘agust’raﬁl‘a'n aespomde messages WiatgeenddPMN dfOZatand anti-TR

unit 13380 TR roke 1%25 55, T MOTIOTRENAL Protas sedge TR attempt by
the TR gm&ggg@ %%qqﬁgh%beme ﬁf&@@@éﬁomaqm& hes, either

recelve

by pasmmag@stdrmggor bbtx#@ﬁnemt@rtngﬁ%a@%)hngr batvidem HFN%NGFOQ and
(CGate the LU (Location Update) nessag

for all
VPMNsH¢- 1B va)vﬁam@@s e @mf@n@ége CUFEv@ﬁtt%bWﬂ Flgare, “and FIGS. 3

at HPMN 104 is doing TR toward VPMN 104. In
and 4 Peesgjlé%ﬁ\!éfgnbodi ment of the invention, TR probe 122

receives a LU ACK error nessage (e.g. systemfailure,

Systemrt@rmwﬁoﬁaifa—imwm abort, missing data parameter
each of four consecutive LU messages from

c) t
[0018] lvmmﬂlwe@ﬁwme@;t@féhﬂmwntmo[Iﬁdprm@@niazfe cietee:ts a TRattempt by

oneckEBLER T 6055142 e e, e oSsaghl, B or more

succest0hedsag8a8] Admysie #MEViRen eabsshdeené Rk élﬁ‘é? OMMRIE] f}égistration

TR probe 122 receives the error nessages of "Roam
responget medseged” from "V ntlRedt ipbd dde maymeappyer toady error

mossabERYHIE 1 Pac KR PehRadsi s A Rl Bt apani ey o the
LU (Lob!aﬂ@ﬁ Lﬁ&at@%e&&@%@@één{ bWPM@p%ﬁ“ngﬁ céé%atTFUHWF] e 122 can

att’enpti ng TR agal nst In yet a
deduceerhﬂ:mtdh-iﬁ’MN 16K ishéoingvERttoward TOMpl 604. irﬂznoétm evrabod[ment of

the invbipge Gy PR Griadcins § Lok Ao cEaRdnheAAdq imgastiom failurs,

unexpé&é@e f@ Wi 2 gx%@?{l‘ ﬂﬂés@c%]edafd‘t r‘:’aﬁ*eﬁf é’ﬂc?”sto( Tact! b four

i ment’ e I nvention hou eri od.

consedurtnve Hul$ masaageaifmm VHRMNrdBkeod 22e safrer I5IPMe lﬂ“tEbLmd edaher (i.e.,
MN 102. In yet another enbodi nent of
the roanﬁoerﬁ‘ﬂmfaie stapop198e- Inhisgeasss IR pr@berﬁz-?atqa@wﬂfenthatcldwl\! 102

is doind AR A85H8t VPMN 104,

{0019]In yet another embodiment of the invention, TR probe 122 receives the error

messages of “Roaming Not Allowed” or “Roaming Restricted due to unsupported
feature” or "Roaming restricted due to Regional Subscription” on a HPMN roamer the
first N (e.g. N=1) times but not the next time. It can infer that HPMN 102 is
attempting TR against VPMN 104. In yet another embodiment of the invention, TR
probe 122 receives the error messages and success messages (e.g. LU ACK

5



of the error nessages to the success nessages is
greater than a configurable threshold (TS). An

messSABITRA AL Brche S e ABARETABSING YORHEP ) i ¥ Soniurabio
intervanesfhidedlef (@). koote e botimenabf tiee heentien, THENM B63r aBEod. In this

VPWN 104 of the_roam ng npbile station 106, in
case alcor lanp@hal IR2alnferentisdiTierattesapt k¥ HMN 103. In yet another

hi s .e i. ent.. of [V [ [ = I 120 .
embo@@%&oﬁ%% éﬁ%ﬂgﬁt 'el'%ﬁrd[@e ﬁg%g%gqqtﬁgﬁ%gggﬂgﬁﬂ Tn case the ratio
of thel @ﬁ'@irtM%Qeﬁi%é@@@)théhgu@@%amé%gagé@iwe@'éaWﬁé‘rp% #Bffigurable

VPWN 104. At step 202, the TR atfenpt Tor the roam ng
thresheibi T2). freexemplaos vakiedst B8 it pgreenti - TR nodul e 120,
by nonitoring passively the exchange of at |east one

SJregistration,. sage between HPMN 102 and VPMN 104.
Momtpﬁﬁ%&fe&f&éap;@ﬁt of the invention, TR probe 122
[0020]?13@.6@ foprie8enfs at f6WRhartOior 2UPEIMEI fort *&Sn%mhag%ﬁfbf between

he at |east one registration nessage between
HPMNL0OQ2 samndl WPMIN 104 .of ithe roamirebnodileesbetiof 108eini scamtaoce with an

.he at | east one registration, nessage is a [Ureje
embogigteris BenivBY PN Ti0 AEGHENLOR R d YRR, GHE TR module
120 it bl TRISRIAES? MSIRAGERALA Y SkiBbri 148 ¥ gonaing
betwed#RHBiBed 02i andMAMNMESSade steph 20D, tiee TR etbathtdyr the roaming

anti-TR nmpdule 1 U reject nessage is sent by

mobile PAonot0] & Peiacken byt Mall-TR KACkifp! 205 by MeRRPRGG Passively the
g S

In one remsdinst dfotHehtiddtion] R prebeaye? afetactsO#RITR attempt, by
(i.e,, the roam n&-@ nobi l e station 106) to thwart the

observing {he eshangreolofie 8t leantconearegistaiies messagse hetwgen HPMN

102 o TR 45 B B ok 62 B RS BB Fogistration
messageisi A1V eNtdj Ot madsdgel BeHNby HIMN DoRtd SnitiBR thR TR attempt. The
attenpt by sendi n?&_one or nore registration response

LU rejaelsgmgesge maygspotaie aiier e TRatejéaiagironne aneathart maessage. The
.nmessage recei fromthe switch 118. The,ane, or re .

LU rejqly Tiaaies 5oe 1FEP SaRP inii D8sg0ear B n s anied by antiTR

modul€XPectpe (NYFhRLt ﬁ{es‘sbggﬁﬁ grl?gte ?S)gfl?lfp@@!’f@r?r?iti@fe EHFTR attempt

i nvention, the expect tines is four.
for roanoaginnapilensibiibe 166at i on sends four LU nessages

orres din a YVPWN hefore it tries for  _an
[0021}A ?ﬁ%?ﬁﬁvén&iﬁﬂ.m Hl@e1$§ Fingisr opg Ahingre kY emersages on the
thr it 4 . 0r .
samo QGHAEPIn, R ARp 0 bioc MR o 4 GFREE (5195 ramine
mobileHitNoA 006 ) Tioethevdrine S gdienapte Thekend Wrmewsadas massages are
are sent after roamng nobile station 106 sends first

sent ag M5 e AN FeSHORER MESRAlRS onsbalialbel 108ming mobile
stat;onswslﬁoﬁscﬁﬂﬂg@#ﬁgﬁﬁﬁq% RERRgN! BRt AR AniPhokYhwarts the TR

nessages se
attempt by sending one or more registration response messages in response to the

at least one registration message received from the switch 118. The one or more LU
messages are sent to HPMN 102 greater than an expected number of times. In one
embodiment of the invention, the expected number of times is four. A roaming
mobile station sends four LU messages corresponding to a VPMN before it tries for
an alternative VPMN. Hence in order to thwart the TR attempt by HPMN 102, anti-

6



equal to five. Hence, HPWN 102 is forced to assune
that roam ng nobile station 106 is in either -a manual

TR unffDfs YorkibShed §LIMALBE GPBERRRTof RaTiACAIRYEYtEfon 106 to

roa St at

HPMNcwmetheseAEUanessa@és afe fethoesLLatmemagesHE’MN aré%én@ aéfBF Soaming
connectivity to roam ng nobile station 106 with VPWN

mobﬂel%iatm[lotﬁﬁzw@s e .na@SS@@@r Hégdedieraneantig msthileestation 106

sends ¥ JetSnd P ILHR! ¥xg§3h§kaﬂaecg§‘téfaé Jo &@zﬁ%a}%ge sTQO &Y HBN 102

equal ﬂdﬁmﬁeag%nceTMFa\ﬁNﬂ 0N faRcdd ReassiAfe @mﬂﬂng%@blle statlon 106
onpl ete | ocati on update including a MAP LUP” and

is in elt!mn a e mode ohtereris sparbes operrierin the eomts},oof VPMN 104

to whidiF fsfigrropTe BRRld o eeb K hert ASA st b anis Sufbigot, HPMN
102 grene émchutm&%ﬁngnnasﬁ@étfaueﬁ 1rmmtﬁwmm 1&g,

station 106 so roam ng | e station 106 send
[0022] Thee sigrsalingf overherdshy emtieiRi mduim'lmmst geserally only one more

transagliy COBSBHUGA @ LkbMageeracih b caresPeBinG LELHIGSt message.
This is P@é@hmgn%gb@a@é‘g ?f{)(efc‘[_orﬂ'%lemo@aﬁlsmﬁ)d'a?e 9&4&@@% Q%P L UP

nmessage can' be sent

and MAﬁ’yISBMeaﬁbstean@tﬂselr cremcﬁmmﬂierg:et dhslstblsasrfadgees fthenslgnalmg
' nobil e station 106. This is done in ord

beiwee{fg%r%& and AP MNrRn e embadiment @éta Jayeniosn, eaﬁtaIR unit 124
sends 'ﬂ:’d\é\'féigez Lf%é&%r a oﬁhgéhﬁp%[f%%%lﬁgégoégéC&%ggﬁ%q}% to let

ercelve roam iTe station

roaminlgaﬁdﬁ:ﬂle atutionenoe Qémﬁtthégre&s@rtﬁfett}l yhdasages- Shonelswe. [n this
node Anti-TR [0023] FIGS. 3 and 4 represent a

embodimenk e ther divention: Rsdi-TBr ubind 24| $e.rr£§s thaf sulksaspandeiake LU

messa’i'g%”%\t ]a}%%@fg(ﬂ.‘rgﬂ%”@}%?ﬁéf hr“%eéﬁ%nﬁ#g;{ﬁ)ﬁ mpzt o’e(t)é]cted by TR

probe HPPeNThenfaken LUhiegsedidiRNbeokehhhdtieent bﬁ? two TR rejects
anti-TR modul e 120 detects the TR attenpt by actively

correspanting rtionigl t messaggm fony rbemmmnwmsim@n an8. Vibia\is done in

104. At ste t t for ther ]
order toyrlor B Rafh | fogofetOR e atRnes) SyPral FtRe 1930 Further,
this apBYodB ki@ foiGeSHPIMAI 102 he ;@%@@ﬁe%aﬁimﬁ dnb%ﬁ'étsté’t“lf‘n 106 as a
regi strati on nessage between HPMN 102 a VPMWN 104
specialAwtrideet modihandergrahting boneédiiityer ref erred

interchangeably as in-signaling node. In the
. 1INz nal i anti-TR nodule 120 is deployed on
In—Slgr}eg ﬂ&o %%5“?% by configuring VPMWN's 104 switch 118
I T
[0023]FI05, AR e piioort 8 Jdueifrt R o AR GE R IR B between
HPMN 402t sl ZVPMNSE Ozboﬁr@ummmg mﬂles*statmn@@ﬂ;a:mgeco:ﬁartd@ewlth an

embodfagTiser 4 G Eepo s IS FUEBagE egra;e@ TRERROR0 AT module
|
120 degé%é tﬁ@g\d{‘?ﬁe&@neyg&ﬁé PAI“PE‘H.SQE‘ o s imgg)né;{gfé%n%:mm 102

and VPMN 104. At step 302, the TR attemp‘t for the roammg mobile station 106 is
detected by anti-TR module 120, by monitoring actively the exchange of at least one
registration message between HPMN 102 and VPMN 104. Active monitoring is
hereinafter referred interchangeably as in-signaling mode. In the in-signaling mode
anti-TR module 120 is deployed on roaming SS7 path by configuring VPMN's 104
switch 118 (or roaming STP) to route infernational roaming SCCP traffic through



messages on behal f of roam ng nobile station 106 to
thwart the TR attenpt. In one enbodi nent of ‘t he

e TR A, ARG LTS FLLEBL e

of therasl@@éts@é ﬂeg@ﬁaﬁén hﬁﬁag@n@nd (RO bREIG! indFe MBGIBRERON response
received fromthe switch 118. In an exenplary routing,

messﬁgﬁsrfwtweeﬂdlePMﬁ*bm? aﬂﬁ@ﬂthifﬁrﬁrh@ Z24ternational SCCP

o0 81 S0 LS PR 130 SRS 62 2 T 8108 rosponce
mess %}ﬁﬂ%ﬁaﬁ@ftrbammgs rrﬁ%ﬁﬁlb étQtIMPWS\{th%thE“TR éﬁemﬁt in one

one in order to provid r edundan for rout
embodiment afffthe inventicre aﬂtz-ff&i Linit & 24f thewarrits ﬂﬁe rde et ry?oby sending

one of nfBredieSHRtOBC RIS NieSHegEp st ERbOTRPShR St least one

- N S I
region SR B Rk it A9 1 eIy Ry, pimary
routindofheringoesng dntientatiora | OGP ﬁﬁﬁ’ichéQﬂhed ttOVWEPMN be104 E164
apparent to a person skilled in the art

VPMNyiWisher 208 iﬁo@pnﬂ@ur@& K@ dgoc Hiorgh uged TR ﬁnﬁ)@lu{e 120. However,
seoondhEEIG LOFGNPIAYRGT VLIS OHTBE L ghRE FERRA. o provice =

redunddrithp&ihGforS ro( P Af Thaffie2 it daseachyaie o0 @zht&TITR( Nddule 120.
used for delivering nobility nmanagepent rel ated

Similaghps BEFEY i rﬂutmn ole B RYIgOTHE iEerationalee CPRs tidiic v:&ftmed to

PN 952 514 VBl PAPERTER] L odd BB a6 v amt

modul&. 12@4m@féecdnﬁawiﬂﬁ,ltm@ ﬁéw@v@rogkﬁéé Yo méma‘t@lnbpw Y114, 1t will
the network cod The 'second part of the nunber is

be appedeit for @ persan &IBIINI pathe att, thaé dlﬁﬁenb\mtﬁhﬂg mhethads ean be used
ber S ar rout.e

withoufggae e ie WRHATE ST B Riaat or e Mieb oy e Ril{Ritechnique

is dedeHeﬂ iA @nfrRtientwitpiersng Plan Indi cator (NP1,
however, It 1s possible to reuse dAobal Title (GI)

[GOZS]EmEQéASJStanMem&rSEﬁphan EiRYusen idred slivesingr mwlbditye management

related HEEaaesS PO PR, the s R MRtk aBIeAveddtom the IMSI of a
roamingdﬁfg%ﬁée&a%n Vﬁhﬂ\iéivhﬁnﬁ%?s%c‘c:ﬁuﬁﬁ?w t%NB%ﬂE R%e first, the

separate the routin arent to
E.164 papgissmadekip bed dountriyecoafet fol!b‘aftadacby tt*renaeiiwmk cmi@t Trh@ second
ti ons ar e, possj bl e dependi

part of anuBberFisr mesleafrarTs the (MG RaMt SHoieg VAL Wilgh figntiies an
mle[dl{z«ﬂ %ut?éi‘(rlp%? %?@L‘gﬁ“kgﬁ%% %trﬁﬁ%ﬁfﬁsgﬁaq&g EBANE. 884 %Mimbers

since they ereatarkedlwiffirs difereRCNuBnisEheRNPlrgirRicdtbe (NBI)V\hbWever it is
setup in VPMN 104. Referring back to FIG 1, and
possiblgonai FRiSendsiobal £ bitlere{Gidcahalysis dablesi wgeghén TH,16dheumbers

everywhiid EleRPttnE ik FRA A halh rE e AR PR et *°

signal i ng nessages. For exanple, in case of an
Anti-TRTootinRgusegsTge at the switch 118

[0026]in case addresses of VPMN VLR and VMSC are same, SSN can be used to
separate the routing. It will be apparent to a person skilled in the art that alternative
routing options are possible depending on type of network in VPMN 104. For

example, to avoid looping the traffic redirection can be performed either using
translation tables (TT) or using MTP routing involving international STP as DPC,



with TT as 0, Called party (CdPA) is not own and the
NP is E-214, the DPC irs set as anti-TR nodul e 120.

* operfil i R B o YO AVBAGE B440 TR 1, an

considg st Yorh ke aathoiqbabdr usiagane BT, tHerewstoht £18 Bh3 th‘é anti-TR
directed to the anti-TR nodule 120 first. In case

modulgn 130t ges mgnﬁw@giaw bodmin¢wning aod mu@cvwg hntaﬁ@atluna} SCCP
signalf§hPpsEdirs 30 Ruia: Pofsd SAp Depmund misssage ai 8 swich 113
with T?%@O"‘Cbhe& baft§ &@%P@D% ne Bﬁrn?rind/ EFM\'I\%YH—B é?ﬁgf ttIJilf1 rl%‘?c@és set as

is also set to VPWMN VLR 108 IS 1 I es
anti-TRBungdilieg! 2t Smdarly riomasedhsvidiéA laWMNd\/lﬂéckﬂ&/wﬂh fIrfoas 0, the

DPC 1?%%5?}9@8# :Tﬁ{ Ley L@é%‘@%ca'lj{g Hﬁansjsg%mi/ Znugcia‘éﬁ%g%iomessage at
the svﬁ?ﬁﬁ%&% i5 " BRY o Tie! Cﬁiﬁﬁ@gutﬁ:gﬁg ikt aR Sse BRSin outgoing

set as the sw utrng I ndicator
messadrl fromthal dwitdre$¢8 vdtietha $Ttasel3 Lhndf CHRA M?M’sl dWrRand the NP is

apnd/or VMSC. Anti-TR routing without using TT |
E.214350dPRE: isrigt epdnissaalinnal &Trﬁ]ﬁqh@ rurthernig game w&htTTn@s 32 and

e PR L0550 BB Sk 5310 M0 AR B85 R Wics

any o@t@blngTﬁhdmégé €rokd Ghe Alviitehl M8 asel tdreivetPhons aMEMR Yh&dule 120
108 the DPCis changed to anti-TR nodul e 120. Hence,

(sinceahy isnddhiinglinestachde the addresei inckhe 13IPA. Feetier; @ny Dutgomg

essfi it oI k¥l CRHIARS. PR 84 85h98, b8 1 gpcthe swicr

118. T1h@ r\VSB thﬁcé%( tiR 4 tRSeTNes YN0 TDeM the VPMN VLR and/or
Simlarly, for an outgoing nessage fromanti-TR nod

VMSClZO the DPCis set to international STP 1 112 W|th
as GI. Based on different incom ng and out goi ng

s f.,om SWI tc 18, the anti-TT npdul e 120 sends
A“t'"Tg'qug‘?%gl hg one or nore registration
[0027]@@%1@@% ”ﬂfes%%énﬂoté lﬁetifeugﬁlq"tlﬁ?ﬁptrou e%Wlﬁﬁ 118 is

0028] I n one enbodi nent of the I nvent
conflgmladatotmmi an conmagHPRSS AR with NP dst B 2rddarky CcdR#‘c kBt own to

op dSF0L P Rt 28 e b vECRERER PR R v
chang@@'fo ShtilER $ndRHE SLRHSR, &% ‘?Hé@m y thgéﬁ%ﬁ?%\"&% 118 is

nmessages are rej ect medsage sen
sent to espdird enddule HE0L Bowisgagedigseatiorbforaar incbRingdukssage at anti-

TR il BTy bl A, R s R S5En T 5255 R0 L Srcanges
eyl i T390, vEEppG s 5ot o

internaliohACB T rlot 1 eghaBe Bs( 8T9. BM em cﬂaﬁef&rﬁﬂnc@ﬁm@%@ﬂedutgomg
data val ue, abort, m ssing data paranmeters etc) are
messagea ity swiéeh 41 8t ee faniir T module 120 sends different messages as

one or more registration response messages to thwart the TR attempt.

Detecting HPMN TR

[0028]In one embodiment of the invention, the TR attempt, by the HPMN 102, is
detected by checking receipt of one or more error messages andf/or one or more
success messages from the HPMN in response to one or more registration response
messages. The error messages are LU reject message sent by the HPMN 102 in
response to the LU messages sent by anti-TR module 120. Similarly, one or more

9



consecutive LU nessages on the same HPMN roamer (i.e
the-roami ng nobile station 106). The anti-TR nodul e

suooed trdRchefe 19 A HES<Eo8 SHATRY W EERGRld cdsppse the L
messdReseUNL 88l THONRt e 120 Fhe aRETRIhbAUIR 120EAR alstPdetect the

can al so detect the TR attenpt in case the error
R atteég@,ta@ecaee theddd ALK ATeN Massdages e g c,c.ajmtem failure, unexpected

date V3br il GBS G5 BB G b aneSht taeagof f the four
consei:utr\fé LM haRRde8 On thBFdamBUHPMI roBgndie é,t 't!i% I\r/gﬁr@'ﬁ% mobile

U nessage on the sanme HPMWN roaner from
Statioraﬁﬂﬁ) TRhersudik ER 20ddlent 20 sandalise aletetictHERTR: attemipt im case it is

e R
reame?.oﬁh%%ﬁtﬁﬁ’hembﬂhf’er }fréb c%fg 45!56%&@& tHé‘g@i‘E&Sﬁﬁ?qh BRE the error

e 1 nvention hour
messamet of- “Teambuphet dIRAverirordteamihet reetndtdé\@ diiB tatureupbotted feature”

case the of error nessages to the success
or wa&*&agr%tffqteﬁanq&mf@ Tegionak sdbscriptiopo s isgut dbe dirst N times (e.g.

1 BEPR GE e PSRBT i oo o e

VPMNaﬂThet hati-TR enedliedi 20068 4196 dREECIHENTR! ﬁ@erHBM?h chBe. the error
are l_tj]‘;:)llcablem bot h nonitoring node and

messagﬁssa Hie BUCIRSSdNEPTHIED Tné sRMRJaptasRIefresaivBdantarmittently

witin 354G RHAERLH PP oI BBl s ko, T 2

hour pBE6& aFesther &eti-TRIMbHARE $20 b@h alé&deietct '[Wé/TReattempt in case the
appr eci at ed by a person skill in the art,

ratio cfrelner énessadves bdbe sundess e‘teepag(asdﬁomoi-tﬂ\dw ﬁegz Bec:eeds a

conti R SRy BB O R L b 1 vt oo
appardpeft@aidrasn HRWMNITR h80391thAt EHeee ‘é‘lﬂhgﬁ&t fo?fdétggtmg the HPMN

invention in active nonitoring node, at st

TR areaapplicablaninchdts maditaringamoslet dred xmeangnelermg ﬂx"l@:cﬁt enpt by
behal f r.oani

di
100291 55 Bt 5tEhs ot G0Be o& T4 18 Prafntn VAW sompggiments for
thwertiﬁgs%gw t&téﬁ?rfﬁ;(gbﬁognti Th‘feas I8Ir eﬁ?[ﬁéel& 'B%S%ﬂ%nf”rﬁessages

nt 1n respo o at ej ect nessag

receive(dh Fomi seitchst tithdt mtayl lea&lppoe@ete@gbwa" ptison ﬁﬁﬁ@@@ﬂhe art, that
recei ve ed though switch 118

from HPMN 102 and rel a
one or moie, O?E %pé?ﬁengl@’vﬁduﬁepv 61 ba1)314pheaynbeopxemited either
mdepeh&’er‘f?%? o‘ﬂ‘iéﬁeof'p li%gojrﬂgne ReLAgisY V%th Hﬁ\gaé'tt the TR

oamng I1"'e Sta 'S e| Rery spe
attempfir a handset in manual node. This is achieved by
ei ther sending the LU nessages at a configurable
jnterval of tinme or by sending the LU nessages nore
Defeating HPMNclBect ed nunber of times (e.g. four tines).

[0630]In one embodiment of the invention in active monitoring mode, at step 306,
anti-TR module 120 thwarts the detected TR attempt by sending one or LU
messages on behalf of roaming mobile station 106 to switch 118, which relays those
messages to HPMN 102. The one or more LU messages are sent in response to at
least one LU reject message (received as the at least one registration message)
received from HPMN 102 and relayed though switch 118 (i.e., the roaming STP in
VPMN 104). The one or more LU messages force HPMN HLR 110 to perceive that

10



[0031] In another enbodi ment of the invention in
active nonitoring node, at step 308, anti-TR nodul e

o s S SR S S e o

I
Thi 1§ 85100 1940 RSO 6o ol sl el of tme
or by aehdingTiRenbduhesdafes frivee etla:ﬁm @&m, expedtbe riuncioen ﬁ@tn&%@F’(e g. four

; nessage carries a MAP I SD nessage with a recorded
imes} r ansaction, it is first accumul atively recorded with

[0031]H‘ fnofil 'én?tg%cflﬁn%% g?%e!%@ghﬁ@n gfaét"f\%err%%ohﬁgr@%de at step 308,

ogl € procedure I'n an

anti-TRDnhmldeielﬁQO thﬁvaﬁi@.ethWeﬂeStédm’RSa@@n@@Iﬁiﬁ{héﬁdlﬁ@éﬁﬂl\m@P ISD ACK
Restricted (RR &\due to unsupported feature or due to
messa&aglrbrre&pogagé@ i AFOISD mnssegss In gase any eotdeingr3GCe message

cario SR, 1o Abs AdE"d S50 end FEAR MRSA S Ao by ant.

TR mBEERAILOWTHRrSfereif Mo SHEOMRG BODPERESShGAlRNI¥RIHLMAP ISD
or service is not supported or TCAP-aborted or any

meSSaﬁﬁTMiﬂTatau trcarted doansastion edteispfiset yaarainugdatifely hecorded with the
Kis twp t.he HPMWN

L TR A ER W O T
in anti’P rﬁ@d&]’é%ﬂ?‘ ¥ tHEe WSDaM%bkégé RoWdifls Wﬁiﬁ%el?%tncted (RR)

roam n e station 106 is | a nmanual
(due ’amomwnppoeted fedtuteheorviiBel 8D n@@mjesumnrmtma) afor less than a

configgig GUFMETdRAGRBBIES 1) 1Be SEImRSEansACiars BaRant-TR module 120
rejectd bg%wﬁg ﬂ@%’%&%@%g@@gg%@e%“aﬁmﬁ 39;55 QHlagf &lt%%edébted data

value omsér\gm dblnet muphertedfort TOBPLabsrtéavar aﬁtﬂﬁb@mbﬁr’fﬁadrPM‘éreof An
is forced to believe that roamng nobile station 106
exemplary; Yelugrifalheneridigurapis2pumbgeof dima Kels BvbddpheattherHPMN is

forcoc I SCLGEL R byt TR FPYEN, 2840 5L, AP menwor
availahﬁaewﬁh meﬁag@ oITESHATRS mdbilcespinne106 8 INAR HaMuACtnode. In
a MAP Abort nessage or a TCAP Abort nessage

anotharaeasey alithe MAR IS Eomessage tontains E@%ﬂtnm&m Aflewed (RNA) in

008 17 R 8 TSRO AFRIE e 7 LR RS St it

rejecteRiByaRadr Rirhbd el 1 20 as $eAPAED ADKC ni¥eedu Wﬁsexésﬂ plary value
case MAP LUP ACK nessage contains an errdr such

of the opsfiguiatie Iruuﬂeberucnfemmeclt ésl tetat Agai, deokiPMh 33 |fog:euttatca believe
for the,sa f. sane orjginating transaction ID

that rop e P}Pém@gﬁ@ 'OWL%%N?B@ Wuﬁtg?daﬁwan a configurabl e

[0032]IRUEReIndthéL ehb RO bf EHmenhBﬁ |ﬁ%ld Qi rﬂs?g%%? pode, at step

sequence of actions coul erf orne
310, aﬁmTRTmumMIQmmwdrtsp&]et AR M@énmin)p\CB’emwagagae or more LU

messagE i) TERRORES BageMAP AR 385200, T BRI ApTt mebsage or a
TCAP %ﬁﬁ@%ﬁ%@n%&g\{% BhRRWRchM 8. VR filst o8 \iH&h the incoming
SCCP message carries a MAP LUP ACK message with response to a recorded
transaction, it is examined with following set of logic procedures. In case MAP LUP
ACK message contains an error such as system failure, unexpected data value or
missing data for the same IMS! of same originating transaction ID from the same
VLRIVMSC for less than a configurable number N (e.g. N=5) of times, the following a

sequence of actions could be performed.
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anot her LU nessage on behal f of roam ng nobile
station's 106 | MSI using sane paraneters (including

a3 AR 1 ) B RRTURTRACRURAOLE i coont

send t!BEmebsdgbUOWB’k/ﬂ‘galLRmm(oremEptm ynﬁdﬂg@l teMPMNhELR 108).
value of Tl is kept random ( Té or._T1=50s or
Therepitagogidfyer ﬁﬂea@.@rﬁauf@bl@emm% y RRT ROy AP, initiates

anoth%x’n K ﬂiésfsﬁpsnérl@%%%if WFdaralﬁg %%Hé%té@&n 13@6 Ml using same

or no nessages m roam ng

pararriétém @ﬁbfﬁding%rﬂ]é/ﬁihﬁ WMS(D A ckiress, |8E6PI QgPAVARY \Zim although
doesn't sends it to HPWN 102 so to nmake the

differanbriCAR) raveaatingt Idshaayahrissed) §Sath@péﬁﬂ%de<ﬁ1dﬁii§'éessage In an

cxerEFT LA B TP X b 50 21 B0s g T1=60s or

11-30019 t@éﬁd@ﬁblnﬁtﬁé@cﬁd by HEMN TR, FlifRet, ﬂﬁ'au{ﬁiﬁ@%ﬁt%se anti-TR
times for LU nessages ihitiated by anti- TR nodul

module2020 tdrep ﬂEtxtc{DDﬁsOFt morapkt] messages ftqafdanenﬁngrmobée station’s
oo W, o A B 181 4B R P 12

| .
00 0 IAGERE HPLASEREIB 1y S ARy B AU e e

locatiamopdete icteseal df fsanie ndlRrk (P taAhg mks:a@e Ycablm anothexrtase, if the
Roam n Al | owed S_R

Lror .such as \ a
curren iy rejeetis fFaURD ipes Ing c!é\b twedpyesfo U@gesstagéﬁ initigted by anti-

O\bi9g q i 0
TR mbRuleC IR0 ﬁf%fﬁ@dﬁ%ﬁﬁi iRt o e REBRL BEming mobile
station’s ¢MSi tfrooio ésan shngeivdatibe (VERSANISR )p sYRMINYkEs HRIAN 002 believe
rel ay the nmessage to VPWMN VLR 108). Further, after a

that tf@omn@ﬂt%aequq@rh@]dse’r@ecgﬁg@Jrqtﬁr- bwork lpgation update interval

is 100 Id?,ll%tl ates anot her LU nmessage on behal f of roam ng
station's 106 | MSI using sane paraneters

[0034](n BebthdrnghsANe the RIAPVMIES AdK msagécgﬁnﬁ@%a@ndrror such as
CdPA althou%h different TCAP transaction IDs m

Roamingedipt Adowene(RNAbFared configurable ppahes. Xi(a. garX“f?) of tlmes then

the foft§F' &'5EaBRRRE" SAions: a8 1 s trofels g Baiigt Hbluie 120
drops @¢d atARA Y ADK hiBAhge Re [t%%’%hfﬂos@wme mbs%égg JF:“@PMN VLR

i ncom ng SCCP message IS P Abort or TAP

108 (onwebydbevnessagss bb?vf?éﬂwp\/kﬁid C}Be)cﬁtldbelr taftersacontigyrable interval
72, et TRIBOUNE 120 uduals vt 1Kl meShannrat oRhaR Git Tostaag mobile
Statioﬂ’éVEfb6°lfM I l]§:|n§a§@m%r ;b&'a‘?ﬁétbgkg Shbﬁi@ﬁ@%bﬁ{b PR, ,\lz“lggflés’ﬁ'\%'ddress

VLR 108 ss than a co urab
SCCPr(DgEBAram:‘ CrliFe slthohgh fdifdrent ﬁ'g);ﬂéédxmeaetmﬁ llastrmghﬂ; be used) as

the reGBipd LogebandRaate,; In o dueaplancamgotisae nedagyahe of 13 is kept
ol B g RSB R B08, e
T1=0s or T1=50s or T1=300s), anti-TR nodul e 120
[0035]However, in case the incoming SCCP message is the MAP Abort or TAP Abort
message with response to the recorded transaction, it is examined with following set
of logic procedures. If the abort message for roaming mobile station’s 106 IMSI of
the same originating transaction [D from VPMN VLR 108 for less than a configurable
N (e.g. N=5) number of times, the following sequence of actions could be performed.
The anti-TR module 120 drops the abort message (i.e. it doesn't send the message
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initiates another LU nmessage on behal f of roam ng
nmobil e station's 106 I M5l using sanme paraneters

to VP@W%’L‘F@H 08) BPTE eyHﬁ%REQ/E&%@‘{'& AN ?@16@% Hé%f{é‘ilpéfter the-l E

hou nsacti o e uset

conﬂgamﬁféleinteﬁfmr'ﬁﬁfob QUT1ﬁ%}SSaIQG' 1—-[50@3@1 ™ mGaGS) VdﬂﬁflTF@lﬁmdule 120
of the above conditions are satisfied, then al
initiatgsneeeieg LUstessags cuybehal pf teaming mabilsagtrtion SSWQ dMSI using

some 34fekBle AT 2, VR RS SEEPERE Pt copn

althougRediffdrant tTBARDRYAsASISH i1bed nﬂghma@s used§Pas sthieelra¥eied LU
rat her than TCAP. However, it be apparent to a

messggsrson skilled in the art, that a simlar flow can
00361, e AT AR GPhe BEAFa RTERAL B, Aol S4B ncoming
sccp%esééﬁeseﬁfav @eerélayéw bhek ¢ swcm%ﬁ 16 qioﬁmﬁggsm G VPMN

new meppi n be rel ated he n i gi nati
VLR 106a1&saecﬁ|\cﬂhy Idlpencimlgeommlmtinm therT'g'ltym Dn@flTPanﬁhngnsmtsed In

the ab:q)[g)'gs 0031 ]gg:]-hx'?nﬁ@cgg &}%&F’nl grise{ag@@e} Rer, n&%géﬁ&g\i% ggowever it will

be ap}?&%hgggr@eggﬁﬁ%‘}g%gl ;HWTE%rtﬁgg Qsé#gﬁlglfqg?\%e?eﬁf%go%é‘Qieﬂned for

TCAP apeidnglay. ladhis oisd, hmtmzasaaiﬂmswnf berinttiaect byanti-TR modute
interface §,29. OOﬁl) to the radio interface (24.008)
120 fopepsh ssifriadigiadi-Homessage apd ®asht e enpawi meppingcwill be related

the neff §RlindfiQhahlftiq LA R, Gk ARInARAIREAMA hBREACED IR

[0037] ik nendr lmlestﬂa@e@nb@wfo?e@uhsmrcbhﬂn?#sa;cpﬂrﬁe G ahe error
al l owed: PLWN not #8 PLMN not allowed allowed # 12 LA

interfage taraImameer #nieergivalen messagasoor dhe fadipi istexfaceyageprding to

36PP 0318t SFare 4 Pas i ing Fidhpiid br o4 Ppse mgssages
from ﬂ@e ldrteg daterfdoe(2D700%t WPtHe Faiid Yheraxset @@ gl wgﬁ dgr%bponding

17 Network failure Unexpected data val ue
error cuﬁemwa@ interéaaa@dP U/ P ABORT

Error ST a0 [ Erarcode |
code ; ;24 ooa i oo 129,002 o ’ ‘
" MM (Location Updatang . ‘ -

| Reject) . |MAP Update Location response
#2 IMSI unknown in HLR Unknown subscriber #1
# 11 . |Roaming not allowed: PLMNnot  1#8

PLMN not allowed. ™ allowed i
#12 LA not allowed -
#13 Roaming not allowed in thisLA {-
#15 No suitable cells in location

area -
#11 PLMN nat allowed Operator determined barring #8
#3 llegal MS -
# 6 llegal ME -
#17 Network failure | System Failure #34
#17 Network failure Unexpected data value # 36
#17 Networik failure MAP U/P ABORT
#17 Network failure MAP_NOTICE
# 17 Network failure MAP_CLOSE

Table 1
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# 17 Network failure MAP NOTICE # 17 Network failure
MAP CLOSE Table 1 13 [0038] For exanple, in case, the

i H i f o i 1 ' (W ” H
ou3s|E6F b & A 80 R YR TRERAE Sistant Py (yn e
code B4 (2HIDOR), ntiesri dseadlval@ABRrror ion tHeNeddioriktdriddeu(24.008) “ is
error code 17), and received at roam ng nobile

“NetWéftkaFaidme’iwrom@de féandntl eeBivEd 2t reenung Toebilestationot06, and

cami ) 061 B 8 SEARLE 5058 L8178, o4t pefre amater vy,

SimilafiglUbthal 281008 P8P REE 8 e STRE SR 8RS ' Mo .
I%bound TR [0%39] In ygeet} anot herrgﬁ‘b?ggmg?moqft her messages

invention in active | passive nonitoring node, at
DefeaingpVBMN Inbeund ®Rwodul e 120 thwarts the TR attenpt by

01T RS ST RS8R b PG o,
at stefs 912 5RPTH RdLTe 300! tBABHS RS T Mienipt M&&ﬁ%%%%g&“hore LU

of the invention, a conpeting operator “in VP
requesit mespages in rERpowss teeitnehe MAPT abordfori abbOAE abort detected

comeeh5IEG 1A gRELVB b B SR 180 ppenon <
: - ' f ¢ whirgh , -
comli ety Y b Bt PR B PR, 781 nboune

roamer o dissewh hetivockanT ing antieBRagedaler 12@shelbks MR thbo Enyosutgoing

the TCAP abort or systemfailure with response to the
SCCPpespagR carips &EAPO%L,J}% MessagRaHPABIIGEENON &I | wiichgthe SCCP,

f i L e [ t ] ; ;
ToAP REaRebe%: R aiEston LIRIEHIIRATRRPEN chde s fnooming
messagk datdeg iy MAP abyiitathé AICAP @ biRssEgstE @I falO&WIRE response to
nobil e station's 106 I MSI of the same originatin

the recorded Henseelia it isexantised avid follewing sqztess;‘éogiﬁamaegu res.

o04oi GERIAABEARAS i 8BRS 5% o oRDBe AhbBY AL AR TR, mocile
120 if theThbbMUPsyderhFafliie febabgd %foﬁfarﬁﬁwﬁﬂﬂbbﬂ’é ISt ARAT RUVBSIMSI of
in that country. Thereaftér for each drop, the

the samgtarigiratingiiarsacion bl froat e wemoe MR foy lese twrye cahfigurable Z
numbef o Gfn e S s e L& i UBRD Barark dygere N is
bbﬂﬁému%tﬁagg?%m WMGo aAET B8 nuphisEr oﬁﬁgﬁw@t&doggrators in

CdPA" al t hough ent TCAP transaction I'ds m ght
that cousty) Thsreafterffor sachrdropy tedlahti TR ssedide 0 mifiaebsanother LU

any JR attenpt by any, other. VP oper at or its . .
messafibBin & GARBSUIAPIS. e AT AgOhdiin® st g ofoaming mobile
sationSRS) 0 Bipe RRTRRS (B TES PUISTERRRRR, soo
CgPA a20 GdRA sltheugh ldifferent AP transachomidgniight lee msalipasihe first

= &N—l)*4+1i), where N is configured froma m ninum )
recordgd, b U mesRade o e fRilsBeY Tt attempt by any other VPMN operator on its
inbound roamer, i.e., roaming mobile station 1086,

[0041]Another embodiment is to have the abort message follow its normal path to the
VLR. But anti-TR module 120 will issue .U messages for a configurable number Z =
((N-1)*4 + 1), where N is  configured from a minimum two to the total number of
network operators in that country on behalf of roaming mobile station’s IMS! using
same parameters (including same VLR,, VMSC address, SCCP CgPA and CdPA

although different TCAP transaction Ids might be used) as the first recorded LU

14



net wor k operators in that country on behalf of roam ng
nobil e station's I MSI using same paraneters

mess 510 P 1 S, 30081 R, ARG IR roune

roamefsmheoémrrgmb@ﬂes@amd_wa 14 nmessage. This foils any
by any other VPMN operator on its inbound

I00421er§ﬁﬁ¢- wherethe poave sgnaitienscargtnati satisiied. teoaltjimeoming SCCP

mess 5 A KRR ROMP TR0 R ElegRlNg e VBRI vim

108 r@sfgetoﬁhelylcfep(endm@%nrmmm tRd BT WpeVBNMTﬁl'?ouﬁQ u?vrPsed In the

respectively dependi ng on whether the TT type o

abover @B@scrrrhyd gaied, SGCK he rewede"aﬂm@cthamaram hbidwesecPit will be

appargfi fora Evert ShaJE0 4 M et it 4 ARG fwt calialgo B defined based
TCAP%!Ey' P tHhik QseaRed ﬁ@n@&t@ﬁfwl Eb(é RARALd bm TR AoddI& 120 for

hi$ case, new transacti on vv| be Initi

each @hﬁ-mtramdrh&wmssagefam eaijmﬂrmeel mewnnap;ahgd:vrlﬂbmméal@giethe new
wil] be rel a,ted t he new

Oflgmfﬂ%n}q%gf?af%]qc:?@nqpaﬁ‘? tﬁ@tquﬁﬁ?‘?f@%@@qtm HRASAHAN 1Bk i gi nati ng

transaction ID. Assisting HPMN TR [ 0043] I n anot her

Assisﬁﬂ'g‘mbmﬁ' Rrof the invention, anti-TR module 120 sends
on nmore registration response nessages within the

[0043] MPENotiver berthbbtiinoentt bk {idPMN etidn, iamtiFER ponsiald d2DeS@m@s§ one or
at | east one registration nessage sent by

f,
more iAo regBPREe SossIauES b a6 P BOSR SePalfon EAMFIRMN and

in res%ﬁ?ﬁ%&@ﬁ%v%ai%%%‘f Rﬂg@@%ﬂ%g ﬁge%%é%ﬁ@tﬁﬁﬂ@%l\m\! In

doing sesaapeR wodakhald aekistPMRMNZn tiee MRILBEph@yaetuaing signaling
Oveme};&gnal ing between HPMN 102 and VPMN 104 based on a

patwesgi VISt ethd eand [ YBMIY | A0dashnti-IR omogoleng?20 sends

messe B TERRA T AEAIA 0 Vo hifp TS En 8o By v

102 aMBMMQOﬂ&m@ieonastelﬁ%ﬂdg;é gﬁodeHBré@SS?ige for an I MSI
oam ng nobile station 106) in VPWN 104 or if this

(o
[0044] Iﬂscaaaethﬁ PWPoINgPS RN apsskge canries/Bl MAR bUR messhBe, ite TCAP

and SGER Saitlel et hatsadim.aBl R e e PUidoheiResage is the

first LU Frisadiage. fot énQMSI%P%b%mg rﬁ@Bﬁé gﬂag@;@h 1062‘)1 ih \?lﬁMI\! '1194 or if this
action i's not exceeded i - w

is the faatalyUthesesgag‘erm tM8l HﬁHNtloeriMﬂhlsl rfegnéterﬁl\/lwmmme VPMN

previou g MRS IIY AUIE (120 ac Tolfe PG CBeePOREBR AL O HPMN 102.

Othoss F Soro RS MRS 0 By SECEARD b P REEABRg. T

modul@ﬁQDT\mﬂF’awlare[apttbeshemage tdéhe WMW (m@eﬂi@ﬁ (bfLHPMN 102} to
transacti on gnd it is then exanined w

reduce,pignglng oyRrpead ubevesth MEMR ABdupad’ 1!2!8%%3;@% Fripes If the
incomih® R ECP! AbBSaFRERRALAP ISD message of a recorded transaction, it

is first accumulatively recorded (including SCCP and TCAP parameters) with the
early recorded LUP transaction and it is then examined with the a new set of logic
procedures. Ant-TR module 120 checks if the ISD contains RR (Roaming
Restricted), then on behalf of HPMN 102, anti-TR module 120 itself issues “RR” to
the VPMN 104. In this exemplary case, the configurable limit for this action can be 1.
Similarly, if the 1SD contains RNA (Roaming Not Allowed) in ODB, then on behalf of
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Restricted), then on behalf of HPWN 102, anti-TR
modul e 120 itself issues to the VPWN 104. In

D T A A P——

case, (r&)amﬂt@réblb lithit fonettlis acttuo@D%n bégn on behal f of 15
anti-TR nodul e 120 itself issues RRto the

[0045]4&719\01@\/@@4” the, ingaraingxehPiPamessage sarier addif GURBICK message,

ot TH, e o L (8Pe kR AT R essege

contalﬂﬁtanyTé?ereeaéEQSWfﬂflﬂlﬁé Urexpelhid §9id L8 %r'rﬁi@b&g data for

If the LUP ACK neSsa contai ns any error code as
the sagyes 1S {i8.| tramingnee éets&t;omﬂ @6)vel the samei ariginatintatransaction

ID frogy the, 586 dTRY MR s on TR S0 FPNIN 1o nabind R amacule 120
itself Ié&%sw@%r ddeen 19nneafaliN 9h4 Hﬁ'\ﬂﬂlslg%%mﬁ%ﬁg%m hSnfigurabte

itself issues "error-code" to t

limit fctrrthsﬁ agiiorpban yoec 3s &milddy, dbtife fUFaBIGK nhesmagefmmhmssme error
i f_the LUP ACK ness

code Bjh, Hrt o7 r@%ﬁ}ﬁ%ﬁaOémntw‘ﬁ%mqﬁw%aa@ G SBpamRNA" In
this ex%%!aﬁgtzésér Rh f IFnSn?If ; e?ﬁslﬁrﬁnﬁ n E%'ﬁ l%% I\/olléljfgogﬁr if the

exe ry case, con gur a
mcommgnSﬁ?é)Fl méztsageveamesfatMAP AbertnomT CRECALRS sedisage, then on
éhb a. MAP Abort or TCAP Abort nmessage t hen on
behalfﬁw M 1Qnanted R medyle TRGrgell dsawes [Abert}. insthizexemplary

case, (o o N o AR AR 5858 3y oi i ng HPAN TR by

using GLR [0046] 1 n yet anot her errbodl ment of the

Avoidiny/HPMNITR byagdingeGhRni toring (i.e., in- signaling
node, at step 314, the TR atten'pt of HPMN 102 |s

[0946]1%%@2 h@gr egtglimgnbyofothe divardios it edtive oyndtosing (i.e., in-

sanat AR ABBPT I TSR APy BN Bvene by

sendm@rmﬁé%r%or&pfﬁ;i&k@d@ﬁé ﬁﬁeés%@eéqgmré‘ﬁnﬂibbmcﬁ)llétﬁ‘étr@ﬁ 106 to

I's Tegistered with N this nbadi ment
VPMN; ‘sﬂﬁherplr@wsmtwmweﬁpandmgt GR@cr mivee Mmmaﬁa;aseﬁpm one or

rore VD%, o O B SR RN s S MBS e n e
embodifREAL A GLRNS dbbﬁag{ﬁm' VPW@@%%B%W{%QO PfMl%d grﬁaét%mpt. The

acr oss network aril es n a su SCfI
GLR is eamdfg behecan WRIVIAY ¥ Fhé08amal tfe HPMMNHHRR dwar dhitihenay be

used Rtz PRNORHST LRIBERG b i gﬁﬁﬁrﬁc&" scaibeUmrAfile data
acrossWeRméﬂ(SbéLﬁ’rbdﬂ?'Mg 'Wﬁerlr]ao lﬁ%i:rib% fssr "%Bﬁb}lgyg %he role of

VPW VLR 1 I'n enera It re

the HLRelsvages tHa ¥icRaim Vﬁwtllmﬂ)ttr@ﬁxﬁﬁie fcﬂeajﬁthe VtD%Itd)\ﬁards the HLR in
06) to HPW HLR 110 and stores _subscr
HPMN 3085 1 08141 WardS) i1 S0 e ap SANNG o] 08 16 ERMbRHLBs1 10 and

ccts o AGTRLHLS 350403 E YR AN XEALBLE RS 85 1 16 Fossags
from an inbound roamer (roaming mobile station 106) to HPMN HLR 110 and stores
subscriber data profiles. In case the roaming mobile station 106 is moving around in
the VPMN 104 under different VLRs / VMSCs, for any subsequent inter-VLR location
updates, the GLR sends the profile data itself without relaying location update to
HPMN HLR 110 and hence avoiding TR attempt by HPMN 102. To avoid being
detected by the HPMN TR, the GLR randomly chooses to do location update on a
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updates, the G.R sends the profile data itself w thout
relaying | ocation update to- HPMN HLR 110 and hence

oY ¢ _ Vo . o _
roamef P ShBedit Ledlon U Bre Lol 3 S s hroie s atready
storeddcatig.ain anothedasrmbodinentld theaimwenfion, $bStRieintegrated with
. l.ocation update even though a subscriber profile is
anti-TR adele 1?s(fored locally. I'n another enbodiment of the
invention, the GLRis integrated with anti-TR nodul e

Defeagﬁ%b%mﬁ?é%@q A based TR [0047] I n anot her

e invention in active nonitoring

[0047](1 arotherrerabgdirlerndf thatinvemiisiein attivd efortbtinga(ld. - iFRsignaling
nodul e thwarts the TRattenﬂt by sending either a _
path) ﬂ@&h afdep Hhd, antichip meguelett Vp@géetbe TR atiespinye seodimg either a

T . ' ... HPMN. 102 ' TR .
Tonr T T85APTai4R AbSsest B oD 1 S AT s n s
case, NRNINTR)Zded & TROagbeek Senhrigah OTA @?ﬁsg%,”%gﬁﬁg%ay be an

can influence network reselection. |f e OTA T
SMS. fyshBemasiulari 2fRcheckamthetaat itha FOTAJTRe micBagsends influence

TCAR. rej.ect e wWith any_error, such as,
netwollsPlReteho P, 0Tt TRITBRHASR fbr e iepiits 8dtHER anodule 120

“C : ' HOr S el Lm tatian i
sonds\ OISR FYBHETIERLSE Sur®”ohPSONGE "ol A GeR SRty
suppottee, aaARgiested datehvalnk pomsystemusdume, onirésoweasdiesitaticthand the

N T N OIS T
cavso SBRELAGRS Sl NPT IRL AR BB, tncorect

Transedisaadeortiont P\t 19&sadver i linfiatibn? t oflr epy tdigmbeRsiage, thereof.
[ the A HPMN OTA TR nessage to the

. it d "t | )
Alternajively, \ar-1 be mad Uiy 6an b ssknawlscgsr suecers oftthe OTA TR

messc b8P ST BRI 5 HhgS e BoEATE 20 i oy e

HPMNSVRA TR esssbageite tBWVNBOWL RS0 h Meppage4: Rel ay
Protocol - User Indicator) of the SM5 message needs

[0048]IpaHepdo dederfriwheiner @ B snasEgeaisDamd BAJT Rsmessage or not,

. t th | d
e SR ARR S RS ol B Rl REBRo, o s
- t i€l ' i
Pl st oLt ol SR SHB) RS el e
then betieeegizad ke havet SPdatendcehmad asdtsagretocolilDsand to have the

D1 54, B P e SRS LR RSt ot e
user dhfy GolM %érrﬂéd bﬂﬁu@@lé %@sgggg@ﬁﬁghgﬁ%@gﬁﬂgcﬁ SM Data

set to bit ssage cl ass
downloatlis arfaciligl04bo¢by EhdlEnhustepasethe datort friedsdigesin its entirety

includigh il M S RS e <o PRAnEs Sty SMndighusdia shet A Using the
mechafiRRfa8Serifedin WaMaPd) MPLEIESYH AL ©0%ing Scheme) shall be set
to 8 bit message class 2 (either bit coding 1111 0110 or 00010110). The entire user
data field is available for SiM Data download. Hence, anti-TR module 120 excludes
the OTA TR messages intended for the handset, e.g. WAP and MMS configurations
are allowed. The SMS message content if unencrypted is digested to see if it
contains any OTA user data. If it does, as a next step it is checked if the user data
contains modification of network selection related files. These files may include
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are allowed. The SM5 nessage content
digested to see if

prefrth, SO GG A EHSH B el sFRRGE e

dynan'f ¢al§s contrelsa] fid eso
registere

list, |ast

it

contai ns any OTA user

i f unencrypted is
dat a.
f the user

pexp%[@gbeqers can be

ratitFisudene Ho@ﬁ@éﬁér‘i@cin%\'data can be

net wor k and

the lik hese

passecé)éaar&Té? application. Sippammest Wﬁcﬁmssageeoaréumcrypted based on

osm 4.k

contair® §0®@%Mﬁé%r§ﬁ1%?é’r3% th
UDH part of

NVE- RP- U

9o Shrongf i i PSR U

g} 3@ QB& message

éa&é\”a@@eﬁﬁ@&‘ﬁ’?éSM 348 (an

message cont

I\dsh

extrac’fsismoa’m mttheﬁl‘aztﬂerﬁi)ers in the conmand header as

defined in GSM 34
2). El enent
(CF1) I cc"

8 (an

Lengt h Conment Command Packet
Identifies that this data |

secured command Packet .

is shown in the Table
Id rnd ier
.l oclc sthe
Command Packet Length (CPL)

extract

Eemél | abl e ThT'S sh3

T sgfund

Cadnand e nunber—of—octtets

Comhdng PAEk A e i ©FEO1

Rackle

Comm&a PEES T RHE @FDE
any paddi ng oct et|s

"l octet Ildentifi

MSha 98
. Con]

es the

!déhmh Eﬁ@ﬁ!&{ T the ~~acvrr-d Command Packst
I8 sl G Rt shAnd Wkluding the
m]amﬂ @aﬁeﬁ»nime@m in:u aﬁhc(m 2 Data,

Rorineadpdddiadert: Comrmand Header

Comhmen Feader (FBMESr (O |

diottet T

dansfieshaddmmomidizeat. e the nunber

Commyfed Begetaihailang
RC?CCi DS. _Securit

Viralgd u
y_Para

dirizghat! ndicatztiR]nurtimr ¢f bietgrch aof indudiies the
i e piidf afiBeC/DBPL ) 2 octets

Sstudpdaranse HFEFICH AL o

o GRS S

st fshedzeding in seatipyfilelr | ng Vey

Efegs@n:l atgenithm idendifier for dphering.
He WHEWFHW ienijds F‘i‘f REGEREES | or

‘1rﬂﬁfﬂpt

wmrarsw gy ¢zl el | t

Key g

Tolk t‘i@%}mﬂ RE¥ELE Ke t’mgﬁ% -'C@ili#‘? BHRbERoR FEHTEY i er for

’{.T"'\H i /. D TCC! ! Ir -t AR LAt n D::\-F t:r enRee '2 nr\f Qe

Cauntal M’:}‘ yéﬁ Ls_apnlied ?idg»?{;? %@Sf:ﬂ:nn;ﬂuﬂ NG RIGURNC IS § ggtm ef; o NTR)-..
Paddig ”t"‘éfpémf:@pl ay ejtﬁe‘%{t i O- 7% 1_:%13 é"qﬂﬁ‘ﬁé@f%ﬂ?"@&ﬁ“ tYhe ana of fre
ook P ERTE REAIU T M TGO TGt T S e
Grmtﬂﬁ{ph@ﬁe&f@f’@d;i@gc ctets th F’J‘*@ﬂ g g, cRAL ﬁ:r; i

(RO), Mpadrabb@siengt h depend"on t he
e al teiaihSh iﬁ~§£§l@$pﬁﬂu$u WeSdabddnh possicly padding
h (CC) [omiesed, and for a DS coul d be-

me mnimum D gital Signature (DS)

I\S@g}gégd Data vari able C ntains the

e and possi bly paddi ng

DizicHaged@sgy Check
@wmaﬂ@mnt ni. At ai
- aphi ¢ Checksui

8 or nbre octets;
shou'd be 4 octets.
Secured Application

octets. Table 2 [0049] For exanple, if the SVM5- RP-U
UDHI part of the SMS nessage contains a conmand
packet identifier or command identifier, it can be

[0045]For esxtedplas ifatheCBMS-RP-Ul UDHI part of the SMS message contains a
command packet identifier or command identifier, it can be treated as an OTA
message for a SIM resident application. If the Toolkit Application Reference in the
GSM 348 encoded command header of the SMS UDH field is recognized as a TR
application based on some intelligent logics, then the SMS message can be more
accurately identified as a TR related OTA message. Some exemplary intelligent
logics can be learning from the operator that has deployed OTA-based TR or internal
tests to see if the messages have moved networks for a roaming handset.
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message for a SIMresident application. If the Tool kit
Appl i catl on Reference in the- GSM 348 encoded command

' ag% UDH field is- recogni zed as a TR
' [gusmggp e |o h‘@és 'on some intelligent logics, then the

SM5 nmessage can be nore accurately identifi ed as a TR

r@)&l’}'@j OTA nessage. Sone exenplary intelligent
| ogics can be learning fromthe operator that has

[0051]l§ e gramnaprh-Rsckel iTRobgen thast 0 octaiss(induding the tGemmand

oacdE L0 DR BB h B0 59 PREAASTARY 8h A e

CommBagkPhckét in@ﬂgﬁrﬁ thanCatha ﬂe%d(e'r%ﬁdlldbégaééé?nbled and then
Command Head er) it shall be concatenated according

Separat@dCBM @s. aempphenhiconcalseatachpadst The figinBhart !?’mslsage shall

cotei 5 ST oA oLl b aseerbl o6, and 0
the UDM8nfid Eértn%'ﬂx%rto Sﬂggs@ﬂﬁa‘ it SH‘&E‘W#’S é%rgmséﬁl gontain only the

concat ehat i on User Da er and
concatedafion fisar Data HeadebH e cnncaienati@mli-éa!adﬂrctmntalns a Reference

s.shall contain agnly th

numbe?iﬁ%ﬁ@@%ﬂﬁw?ﬁ%é@gg%g&m@rhnkmv@m& SettVibesages together

o re-ét_%% eCGI Vi ng@@naﬂ ?8%8{??%8&@3? @Egﬁhgﬁﬁé‘{]nﬁgﬁl og‘nmand

Packet.ogether to re- asserrbl e the origi naI Command Packet
bef ore unpacki ng the Command Packet. UNQUOTE
L@EBZ%E_IS nmeans that when anti-TR nodul e 120 has

&a first OTA TR nmessage that is concatenabl e,

oosa 81 S S LT, PRI TR ¢ et 07 TR

messagbethmhid eoneseagbld)eimi-tR weau ﬂlgﬂaﬂéﬂt@(féﬁ §@b§e§t}%ﬁt OTA TR
taken. Alternatively, a rule can Pttle to treat

messaggyofgng S3EE JEIRICASE AT tﬁ;m@trup e ywhidggnessage before

decidirf Gu0&ftor 1 B8 3k BV i Py dian £ SBaliel i tieat ey SMS

messa?@% O ?Rofne'%%ge ﬁPff%ySTé@eaERitbéﬁt ICPBs M 'd%%@ %%Ioad and
TR, e.g. managénent application, in the

have U3k H@a\tm,sthctmrté@n&lessmdlatdﬁaﬂmﬁwWﬁmﬂn&thmnbmmrator has
OTA based Anti -

tar _wh h i
some SPEEtF ok Fienlee S0 Akl AR bon, i tho
SIM thgﬁﬁéﬁéﬁﬁs %ﬁns asggﬂgndgpﬁéfcfb’ gaa*%iﬂ thi¥%hohE&S r%%tﬁswhen the

t he routing (or wt

ME is ragimigg.TT) . Referri ng back to FIG 1 and consi der| ng
the TT based. The switch 118 and anti-TR nodule 120

OTA b@%%,i.%or% g%é@%’grélstl)gtgﬁf nconm ng and out goi ng OTA

[0053]The routing of the OTA based messages can also be performed using two
techniques, i.e., the TT based and the MTP routing (or without using TT). Referring
back to FIG.1 and considering the TT based. The switch 118 and anti-TR module
120 are configured for both incoming and outgoing OTA signaling messages. For
example, in case of an incoming message at the switch 118 with TT as 0, Called
party (CdPA) as VPMN VMSC, CgPA as OTA-offending HPMN CC NDC and the NP
is E.164, then the DPC is set as anti-TR module 120. Similarly, in case the CdPA is
VPMN with TT as 32, the DPC s set to be VPMN VLR 108. Further, any outgoing
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exanple, in case of an incom ng nessage at the switch
118 with TT as 0, Called party (CdPA) as VPWN VISC,

messeGe T FeaiE AR hothse TR0 LR I BR52ied 08 PEC, 56t as e switeh

118w3§B1Ribgr@'§7 in case the CdPAis VPWMN with TT as 32,
the DPC is set to be VPW VLR 108. Further, any
oing 19 nessage fromanti-TR -nodul e 120 usi ng TT
OTA bagegzﬁnh-a'a withar@siog BE the switch 118 with R as

[09541%&%? G Tha oAy, TrenBltsgnal Ui MELR T9utig; G- whout using
TT), an %dr@&g&Megﬁaq@? \'?M!‘i’(%“ﬁvél{ilﬁh Wﬁa",'fré(f Gar : IIE? (%%}f?@EPA) as

VPMN Wﬁ@l\@?A@@T@soﬁ@ﬁdm@fHﬁMM@@W@d@% Nﬂé l$|§ 164, then
Is E 1 Is_set as anti nmodul e
the DREIS ﬁebﬂ&‘na”@g‘ﬁf '@GBHH 970 ROdNg FEBNORERtGReden@® dcoming

ressogf TTRAIRIEESS ARSI KNNEG Koo son

/unchanhmt am for routing of signaling messages between the
\e{ 04 and the HPWN 102, in accordance with an
[0055]F %@r@%ﬁsel&s 3 flew dingsam fos roriing ol reigarlinghmessages between

the VRYRRL TR AT A0k, HPYITA @%&“&hﬁ&%ﬁ%ﬁ%ﬁwﬁt 4RdHEnt of the
fnventlcbﬂPNMlé%b@ﬁmémere@f’és,entg Roomsy! lmB“ﬁ}e%b@@é rlﬂatween the
desti ned nessages are redlrec ed t"hroug

VPMN é{hﬁ 3@&(%&65@ 1064) aHld\ﬁh@é'lPMblnHyRu h‘tﬁaﬁhd@PMN il OZRVia the anti-

TR moff} 203558 bIRAS =298 esthbd SSRERLA ATy rough the

anh-TR”ﬁﬁﬁﬁﬁ@ 129, HWEFer *g(@wgﬁb(ﬁﬁhb gﬁtﬂ@%ﬁdl}{%c’d%&iﬁéﬁ Messages

M HLR 1i0, the & ied to i
wil goa’&leDug?R antdTiRe matilo 12ﬁquhﬂmrrgammg heoWldR station’s 108 E214

oo TRt Bl P LTSRN AT, b s
CgPA B"Hodifedmduite B0 &Oéﬁﬁ%f?@ﬁﬁ'&; ol ?2??%5!5@%&91@“% VLR

routing has the advantage that or a
paramah@s ﬁalgndarlgcfon oetuhm m&ﬁsa@ms ideSinedto ahé-TIR Andaulet2(HRNBI CgPA

s changs 40 e G o AbUS Ry e o8 carresRghd o HEWOLILR 110. Thi

a
routng 3 1f3 880a BB SGRET b K2 4HELBLES Fhing fproygp, ant TR
modulearZ) meNyHLRnHG TehipaHose rdlbed to €U tbheagidhd Ml have
address is | eft unchanged) and hence the return

return MessagRs wputedbrows antiolighmedelean2d- BthaoduRé4 rmessages like

scivael38 SIEHISHGARNTSATECLE ol SSSPhE S S Bespooa oy

anti- TRﬁﬁ@@@iQGEZOI\(Heh 10l d=gith dgaéa@@%g u@ﬁefauhbnir%é@)daﬁ@ h&ABe 3hé return
routed to anti-TR npD . Hence unwanted i ncom ng
messager Wilueek 9o throegpdheentd Rsangdsile i1 R. WeHorther eidvantage is that
for all the incoming international messages going to VPMN VLR 108, only the
messages with called address of anti-TR module 120 are routed to anti-TR module
120. Hence unwanted incoming (request or response) messages like MT-Forward
SM (if VLR and VMSC are same and SSN could not be used to distinguish
VLRVMSC routing), purge MS, messages that are part of future subscriber

transactions (like SS services) will not be routed to anti-TR module 120.
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SM (i f VLR and VM5C are sanme and SSN coul d not be used
“to distinguish VLR VMSC routing), purge MsS, messages-

005\ RrhRoR éalt, IR, WAL Feralh; RIS oS EbLA® usable
progra2® cddeQ56ieh oehenitexecusablcentreldi waffier Qétvﬂ?éh Iyes GHPMN and the

i ncl udes conputer usable program code, which whe
VPMNegfea upaming pickiiesstation bycdaiecinga traffc movheetiah (Tia) attempt for

the rogty Mﬁf %@bﬂ% ﬁ%ﬁ%{] gmr‘%o.? ﬁngettej{]Styﬁipcfeto%t,e%eq B§@g{m$§xohange of at
least dMPréSIsHhRA %SSE e t? vildreti Ve @? HEMN, The computer

obserVvi ng exchang | east one reg| ration
usablenpediga fblélnmemnll.tdlee omputandisable pidigam Thedes formthiveiting the TR
attem gsabl e medi um further includes conputer usable program
Plode for thwart i ng the TR attenpt. [0057] The

[0057]% V\nﬁ[ﬁfa?ﬁcCRB@%étﬁH Qte%( ﬁﬁg&%ﬁ%e‘ %@Eg bog/ #S\fngRyoperator

MN oper at or agal n opera

agamst [uncml HFMN operamusutm tUmedil dowasitiet Rafudshey dislgesedthat they
ic redirection against the VPMN operator. It can

depioya réé"coée@‘%f&ﬂ'@”t 6931P§B figVBMY i oraratsr. sdt:(ﬂ@élsﬁlﬂd ye cache to

o 5 0B R B B, posocuens

traffic t&i:btemjnedsthsgaftheCHPW resdratts tﬁgﬂlhhﬁfb HBFEOVBM\IUaffEc redirection
The ATRS can al so be used to s

t
agamsii E*ﬁﬁﬁggi\rﬂbk OPBFﬂ;‘t@ﬁ nbhe a%mRﬁgcam &30 de usadcmrpmp the leaking of

reon SRR Y ST T 5 st
NotWJt!'rstévfﬁiﬂiNgoéﬁtfo@ﬁ‘@ér techniqeietisefdtlap pw;@ddeﬂtaWPMNt fiel v&ﬁv& useful

erator is doing traffic redirection agains
to dete@’&gagﬂBMi\bppemw isTHeng el iedireatioh alg}airpstttfheVVFNM\l operator or

not. ThBGEREH i RIEREGNaR, B ReRRacheiibe i e Mradiaud rescue

actionsany conbi nation of conputing conponents and devi ces
operating together. The conponents of the ATRS can

[0058] Thes sobwaremioneiSTRE  daberjisdce raboniet hinclude! angetombination of
networ k. The ATRS oo onents can

onmput er tem
computfje ORIt ew‘indﬁwccﬁwﬁm@.g 90eher | e eaIBREREBts of the
ATRS
SR b6 BPARSLISNs ST SEKF SkbBifar gygrom o
networknufibe rABRSc oM|poaemsnsan | alsadsk too@plamwmu BPOT n@fber of other
Q%R‘b [ on ot her processor based conponents may be
compo %gs F@ QW@@ legHBer besash é:owpﬁerq vosgory devices, and
ng i.scl gsed
fnwﬁutﬁ@@ﬂ@éﬂa e8] eBRRERE L UoRREmoer or
combinatban sf aﬂrﬂrwo@oﬁmﬁ%@éd(dvmpcﬁmr% e B casingldlifthe functions
or instructions enbodied in various
Ofthe/‘\ﬂ%uter readable nedia, in terns of their
I j trar 0gi c.co nen
[0059]|f?5ﬁ‘gﬁ¥€|is %‘root{sgsfga ecégo\(@?cﬂsegbmpcﬁ\ents JBABEEY herein may be
described using computer aided design tools and/or expressed (or represented), as
data and/or instructions embodied in various computer-readable media, in terms of
their behavioral, register transfer, logic component, transistor, layout geometries,
and/or other characteristics. Computer-readable media in which such formatted data
and/or instructions may be embodied include, but are not limited to, non-volatile
storage media in varlous forms (e.g., optical, magnetic or semiconductor storage

media) and carrier waves that may be used to transfer such formatted data and/or
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and/or other characteristics. Conputer-readable nedia
in which such formatted data and/or i nstructiens nmay

. i st e t Jinted t o

instrulfSTBPGGH ol 85 ot A FirRE sibh el o qroay combination

thereofpti cal , magnetic or sem conductor storage nedia) and
carrier waves that nmay be used to transfer such

[0060] Uptanst thedcaniext am,{rlgrreqlrtee ndhemdsé otsotdghautghe description and

ST T TR T
mclusﬁlé‘%#ﬂ‘g'grsgSanregF:)B??1 ghrﬁmbr Egﬁe!g%ﬁn%: Iéé’lflénéé nch@f‘% to say, in a

sensetdfé'xmefkemgr but moﬂ)éinute’dste 'UWondre asingithel slﬁguleriﬁr@ara'i%umber

@B@ e{?] t o, an, excl usi ve or exhaustive sense; that is
also inqudg,ihe plufal Qinsiagytar pwebgE regPesiivelnoPdditianady, the words

“hore el 5B B R o BEP T Aer 10 i

eppilcaﬂtdn‘l as anahdlg,ardweottoraty pariedler portioriesfmndapplication. When the
.. abo “bel ow," and words of simlar inport refer

word "ppj ig U%bm raferesiceds a lighef vaen mere Eenan%qiaw:rcbommrs all of

the folBYidd FErRbididhg ARRE WAL Oy oV HIRDIGRE 1 HRE et 2 all ‘oftthgtems in

the hst\mfodampe‘@ﬂ‘n%zrﬁdtlonoéf théht%nﬁ@in'tﬁé"li%ﬂ interpretations of
word: any of the items in the list, all of the

[0861]Thaa Above desrdpliors of dhetrated emﬂn@dnaen’tsmfothet AERS snmof intended

0 5 B LB B AR S ] Wl e
embodﬁ?ﬁ@ﬁ%ésbf V@@%xb%ﬂléé“fér 'the AYIRS 4R HE&:@&? 'h%?eIEOfdP“ liustrative

di scl osed. Wi pecific embodi ments
purposeaawgrlegsfeﬁiu[valleet Amaﬁiflaammbesm'el bestibler wmhlﬁ dhe scope of the
vari ous

ATRS, s d1Bse BRI 250 631 19600nEen TH RECBGS T he ERS provided
herein ééﬁ%e éggﬁ&?%@ o‘%ﬂféﬂ@%@eb@lnpg@g?érﬁs"%d m&ths Q' "T"ﬁey EE%/ not be

teachin the A rov érei n can

limited tothet ewtemmmehlgocte/demrﬁa@r@bm.hod& They may not
stens and net hods descri bed

[0062] eoellgimr%rggg@z{d?ﬁgpsgpé%qygri% egmcgji@entqqgeegﬁib@mgbove can be
combinSEBA TR 158 EREIALANE ThAe b SARELNEH g e maco o

the ATE@Snnuxghhaﬂmetaboumeetéu%deecﬂa t@m of the above
a| | ed description. Oher Var| ations [0063] Provi ded

Other é% 10A8r the edification of those of ordinary skill

o068 e, DR A7 e PR Bl o
as a linfi @It:onctﬂﬂﬂfeoéédpwoﬁ thefihlentet, wee ety BOsiridA% Bf a'ffeme for

roam ng nobile station. Nunmerous variations and
controllingqitraftet befrean tHPMN hen@pVPMNobf tthe ppaseng mobile station.

[ NV, 'on Wi | urse of or ar
Numerd A =B STt e SRl T Beesehbirmation wil of
course BEEUT t@'tﬁ@b@%@@rd!ﬁﬁfy emm){re ér'i“’r‘n P 8P thd BMBRERBASthat have

i npl emented primarilly fromt
been disclosed. For example the present mventlon is implemented primarily from the
point of view of GSM mobile networks as described in the embodiments. However,
notwithstanding, the present invention may also be effectively implemented on
CDMA, 3G, WCDMA, GPRS, WiFi, WIMAX, VOIP etc., or any other network of
common carrier telecommunications in which end users are normally configured to

operate within a "home" network to which they normally subscribe, but have the
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poi nt of view of GSM nobi I e networks as described in
“ thé "enbodi nents. However,  notwithstanding, the -~

- Gapab'ﬂﬁ%ﬁmb %ﬁw%@%é%&%%%a?w& UG ey, even be
acrossanternaﬂmmw&\@’sk of comon carrier

el ecommuni cations in which end users are normal ly
[0964]13%@@5:3 Rast uﬂdafp Hreatpsesenthinventiom ohmtl-TraffisoRe direction System

(ATRS} RS 3ied T I“O&Q@@\I%g@gg&h ScpPdaingS RerejhLase: fgscribed using

terms %g(?\ééeé{nf%u?ga% i gﬁﬁ‘f)es S rrﬂé?%é rﬂéigéﬂgﬁwmjastructure But

use ofutheeentaxampIamshﬁuéd fniot b@emter@cétedntosumttm@ ﬂ{eATI‘R@ntIOn to those
edlaaﬁ P(}l & %éthe |IIustrat|ve exanpl es cont ai ned herein
m BUHLaHlc Bedirgsiion Sisiems—ahdnelbost ficeentmelling trafﬂc between
I r I rastr ct ur e,
HPIN 0T PRI TG Rt hidi SBIGT Yo o inahBieh HEb s griotiic to the

use O

capabilitiesi of the wIwednmenbnmcUQtdnﬁw QetWBA Ban /HE lof Us%f%r'ra& ravided
th Redi recti gn System - a nmethod for controlling ‘P
rougIb e ofsCammuypaaliass mélumﬁmhgﬂlm@mvlimmﬁmiamnn (1) any

robie! iR AR AMDHg Fol o B SGHRE.I5, com
WCDManor GRS deatellitd baugls @lﬂ)bthéftpi%oﬁfle tt@Ie%ﬁBET@"HBt%W{%Bf systems

medi ym i ncl udi ng without limtation
(i) any ﬁgfc&yﬁgﬁyim@gp@ratusmrmily@sﬁdtmwhomemnwbmb&Metwork but

aiso cctglod o B o, AT o TG e o L
includingo-AsdradisWiidt aRRBEAbHS t@o"téIEIzd)Mplﬂgﬁre A 5\9&5 %% personal

subscri bed network, but also con or " us
computeyss | Ralan-bmen on Windeves Muirileadevises,re(di) net wrtirtainment console

platforr] 3 AR ARE HISEu0EH FRE sir bt aprasaibis 4, are capable of
sendingPahr fetRf/iRy thé&%?Wﬁu%@F&ﬁ Qﬁr\éI'CI?chHe & é@%ﬁ&ne networks, or

ent ert ai nnent con orm su
even (Nv)l iyeddineodeviee® wmadet fm*r reqepangt mﬂtﬂlﬁﬂc@ﬂcﬁmsﬁa@@tbbgpab!e of
.sendi a&) and receivi n!% t el ecommuni cati ons over

deP'OY”b%”trIBrPLIIB Yselomgiras veiile preser(ing)a pekastent Is@baembezem such
as the g?é’ﬁ‘e OTHRER! HbRP K} %ﬁéoﬁ@m q%gloaﬁgéay'@mpd’xtameant for

ment 1 n nunmerous’loca

voice omerlf's’mmwnnn&abens ishen aisthass broiged bg \ﬁyrﬁ?qéi—yér ﬁ%\ék%
men

I \Fiﬁ |nk oy tel econmuni cations equi nmeant
[0065In Sccé' B FTtRIN BRRORITDAD Sort they AT RS Lt'"ld@ﬁéhﬁrm‘esdaurrmentlon

s speBas SRR ASERHL SRR 8 S lhcatng pry

a called pairy. Soedhd avek:llaﬁﬁefcﬁIddEIfﬁ ﬂwb?c&l@bﬁn@e for 3 normal voice call, in
t el ecommuni cations call froma calling party t
which the $lgasqglgefytelerqgmmnglcmlonaaaqselpmerdolmtalsm hm]aaiﬁélof visual,

audiovisf gﬁﬁt{g@b pﬁgrﬂ@% 'Céfgrgﬁ v%l&uﬂm%nhgeylgég%g@alls can be for

text, VIdeﬁtﬁrpﬁ&tUﬁeS)&r MIh%V@bmméHI@b&éﬂ g4l or notion-picture
di splay. Alternatively, those devices or calls can be

for text, video, pictures or other comuni cated dat a.
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UD User Data VAS Val ue Added Service VLR - V VLR from
- VPMN VLR Visited Location Register VMSC Visited- -
Mobi |l e Switching Center % isited Public Mbile
Network 26 CLAIMG 1 ¢l GHRIMS A nethod for
| claingontrolling traffic between a Home Public Mbile
Network (HPMN) and a Visiting Public Mbile Network
(VPMN) of a roaming nobile station, the method

ri,sing. detecting,a draffic redirection (TR
1. ZRRiauod Sor (RaTolings i etSon: ac Hame diutdiss babley Network
: S ; IS Wolg et ween .
R Y Rl KO Mt e ko G £ 2R RN mobile
atatomptthe Metlibd cvetprigingf cl ai m 1, wherein the TR
attenpt for the roam ng nobile station is initiated

by t hé'8ipR0g £ treiic rediveetion (@RI aftempitier ethe roaming mobile

[ : rLses. nonitorin
ek, 1900408V kIR GOATLSE 5o BRBi8H0R essage between
teg \VRVHtamehthestidPMIE, afet ween the HPWN and the VPMWN.
4. The nmethod of claim3, wherein thwarting the TR

at t enpiwaBingsr thecieteeledi Ty attenwtor nore registration
L. respon to the .at | east one . .
2. TERPRRRRABEAR0E . b SRR el Bt s Bitaiinobie staton
(ehnee byrss aEviNiwart  the TR attenpt. 5. The net hod

of claim4, wherein the one or nore registration
3. déepsmetbodmeéselgia & ewbereinr detectingodias | TR uptdmigt comprises

- I hal f _of h ' bi |
oS Rl e PisPBAGe ciSihe b ot ko tag iy anessage
Betwédiethat HPRRS bndRe\BYYRL r ati on message. 6. The

met hod of claim5, wherein the one or nore LU nessages

4. hhe metodtef claien Jiwiteratn towarting dive AR etientysr ohpses sending
thod of claim4, wherein the one or

AbFer r"é'afe;sr?‘?e%i%? PN ETRONSE MRESAGRRE Faspansettor et Akleast one
AR RSB ShGL, IINEA B A4, st e
ibenpRiattesnpt. |

9. The method of claim 4, wherein the one or more registration response
messages are one or more location update (LU) messages sent on behalf of
the roaming mobile station in response to at least one LU reject message as“ '
the at least one registration message.

6. The method of claim 5, wherein the one or more LU messages are sent to the
HPMN at a configurable interval of time.

7. The method of claim 4, wherein the one or more registration response
messages are sent {o the HPMN greater than an expected number of times.

8. The method of claim 2, wherein detecting the TR attempt comprises
monitoring actively the exchange of the at least oﬁé registration message
between the HPMN and the VPMN. |

9. The method of claim 8, wherein thwarting the TR attempt comprises sending
one or more registration response messages in response to the at least one

registration message.
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17.The method of claim 8, wherein one of a TCAP abort and a TCAP reject is
sent on behalf of the roaming mobile station in response to an OTA TR
message being observed as the at least one registration message from the -
HPMN.

18. The method of claim 2, wherein one or more registration response messages
are sent within the VPMN on behalf on the HPMN and in response to receipt
of the at least one registration message sent by the HPMN.

19.The method of claim 2, wherein detecting the TR attempt compnses checking
receipt of at least one of one or more error messages and one or more
success messages from the HPMN in response to one or more reg;stratton

response messages.
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detectl raffic redirection (TR) attenpt for the
A1 DRI SlesequpBhio B5e Bl fshik dHatioe efnaregistered

W,ﬁ@ﬁ{eg Njegi stration nmessage between the VPMN and
t he HPNEImand an anti-TR unit for thwarting the TR

26. Aatsysiten fyr senfioliipgotreffir badween a Home Public Mobile Network
(HPMN) and a Visiting Public Mobile Network (VPMN) of a roaming mobile
station, the system comprising:

a TR probe for detecting a traffic redirection (TR) attempt for the roaming
mobile station, by observing exchange of at least one registration message
between the VPMN and the HPMN:; and

an anti-TR unit for thwarting the TR attempt by sending one or more
registration response messages in responée to the at least one registration
message received from a switch.

27.The system of claim 26, wherein the TR probe is integrated with the anti-TR
unit.

28.The system of claim 26, wherein the switch is a roaming STP configured to
assist in exchange of the at least one registration message and the one or
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station is registered with the VPMN. '

35. The system of claim 26, wherein in active monitoring mode, the anti-TR unit
sends one or more LU request messages as the one or more regisiratién
response messages in response to one of a IVEA-P abort and a TCAP abort
detected corresponding to at least one VPMN, wherein the one or more LU
request messages are sent correspondingly on behalf of at least one VPMN.

36.The system of claim 35, wherein the one of a MAP abort and a TCAP abort
are detected by the TR probe.

37.The system of claim 35, wherein the one or more LU request messages are
sent fo the HPMN at a configurable interval of time. |
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45.The system of claim 26, wherein the TR probe detects the TR attempt initiated
by the HPMN by checking receipt of an LU error with one of an RNA and an
RR for one or more of times in response to an,LU message sent to the HPMN
and a subsequent receipt of an LU ACK message with success corresponding
to a subsequent LU message. |

46.A computer program product comprising a computer useable medium
including a computer usabie program code for controlling traffic between a.
Home Public Mobile Network (HPMN) and a Visiting Public Mobile Network
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53.The computer program product of claim 49, wherein a‘ MAP ISD ACK
message s sent on behalf of the roaming mobile station in response to a MAP
ISD message being observed as the at least one registration message
subsequent to observing a MAP LLUP message from the HPMN. |

54.The computer program product of claim 50, wherein one or more LU
messages are sent on behalf of the roaming mobile station in response to one
of a MAP LUP ACK message, a MAP Abort message and a TCAP Abort
message being observed as the ‘at least one registration message
subsequent to observing a MAP LUP message from the HPMN.

55.The computer program product of claim 54, wherein the one or more LU

messages are sent to the HPMN at a configurable interval of time.
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