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aut hentication source is a trusted key distribution center (KDC) and the
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supports initial authenticat BACR&ERGIIND ARBI i ¢ keys, but a high percentage
qf commerci al inplenentations of Kerberos authenticate based on a user ID
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control rules. That is, in order for a system to determine what a subject can do the system
must first ascertain who the subject is.

Traditional authentication systems generally presume a single authentication source

20 and type. For example, in Kerberos the authentication source is a trusted key distribution
center {(KDC) and the authentication type is user IDs with passwords. [Version five of
Kerberos supports initial authentication based on public keys, but a high percentage of
commercial implementations of Kerberos authenticate based on a user ID and a password. ]
Another example is the public key infrastructure (PKI) system. Here the authentication

25 source is a certificate authority (CA) and the authentication type is challenge/response. While
both Kerberos and PKI permit multiple authentication sources, these authentication sources
must be closely coupled. Often, this translates to complex trust relationships between the
sources of authentication, which leads to solutions that are operationally infeasible and
economically cost-prohibitive. '

30 An emerging authentication system, and one which has particular importance later in
this discussion is the secure remote password (SRP) protocol. In the words of SRP's
advocates, inventor Tom Wu and Stanford University, "it solves the problem of
authenticating clients to servers securely, in cases where the client must memorize a small

secret (like a password) and carries no other secret information, and where the server carries a
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it is an object of the present invention to provide a Federated
members can ascertain the authenticity of a set of subjects.

What is needed is a technology that permits organizations to leverage authentication
sources that belong to themselves, or to their customers, partnefs, suppliers, or any other third
party. We can term such a technology a Federated Authentication Service Technology

" 20 (FAST), and define its goal to be to enable organizations to quickly implement their business

relationships through highly secure information systems.



Aut henti cation Service Technol ogy (FAST), to enabl e organizations to
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20" The system includes a client to communicate with other components-and to authenticate the
subject by providing a client name assertion on behalf of the subject. The client also resides
in the subject domain. The system further includes a protocol proxy to communicate between
the client and the authentication mechanism and authenticate the client based on the client
credentials, and to create from the client credentials an authentication name assertion
25  allowing the client to access the server application.
An advantage of the present invention is that it permits multiple authentication types
and sources by effectively abstracting these. Existing authentication technologies allow
multiple authentication types (e.g., user id/password, biometrics, digital certificates, etc.).
However, these existing technologies do not abstract multiple authentication sources (e.g.,
30 employer, financial institution, healthcare provider, etc.).
Another advantage of the invention is that it can authenticate with any mechanism
server may choose. The authenticating mechanism of a server is completely independent of
that of a client.

Another advantage of the invention is that it permits flexible credential expiration,
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protect an org‘gﬂ? S 3dyARtags phaBs innention 15 thatiisprionigesa singletlbcaivn dor BEIiiY SIS,

yet parm dredentiSRALE 8IS J Lan.of future authenticatiop nmechani sns.
Anot her advgr?tlag’gﬁ%f t e&%ﬁg%ﬁﬁl%r}a“gg aP‘ES?ab?iflg%%EW”BP&F‘&PB’W"‘W trust.
The invedstems. requi res aut henticating nmechani sns to authenticate

t hensel ves. I'n th%séﬁanner 15 user need only reveal sensitive
credential s t & 2IRH, f’?’gaﬂ?égfﬁ%mé’ﬁ%tiomﬁﬁlﬁﬂéérqml'@ys ahigkly\securappti-catpoaenneed
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usi ng Nafecuss¥egrvicons. Thi s el i ni nat es the need to use digital certificates
for roductig nd verification of signatures, which inproves the speed
and &7tici ency "?’“‘é d ”éarﬂstogﬂée BV einas diet Bagawbenticptian meshanisnovagrestic. It

advant ageamprotdi® ah BMRARIZAOSY'd mvEdNRknd ih Rlshi seriions to be used as
a basis to renew atlg%exi st ngvnanenalssegrs'klﬁ nl.ItH | 33(2 TECHARISIS: YHPEHBE T o

use di gi feAmlgsipiegratian of futepauthenticatioaubdvhatinmat i on i s needed, which

| nproves on t and ef.f.i ciency of .the authentication process. 25
Anot her gdyan'?%&?ﬁgg Q'faﬁllagf:ﬁ@g}ﬁ’%‘ﬁﬁ%g 13 H‘&f‘t PERILS ashigraerky of twsfdheant . It

pr ont esinventien epeirabidticnyicRigREhaARR IS AithONR MWt E N, ARG SIES 91 NO
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check cer.tificate . . )
- - -s1gnatures using Name Assertions. This eliminates the need to use digital certificates for
production and verification of signatures, which improves the speed and efficiency of
- 20.. signature production and verification. '
| Another advéntage of the invention is that it allows name assertions to be used as a
basis to renew an existing name assertion. This eliminates the need to use digital certificates
every time authentication is needed, which improves on the speed and efficiency of the
authentication process.
25 Another advantage of the invention is that it is standards compliant. It promotes
interoperability between applications and current and emerging security systems.
~ Another advantage of the invention is that it may employ and enhance the utility of
~ the public key infrastructure (PKI) scheme. The invention turns long-lived digital certificates
into ephemeral certificates (name assertions) therefore minimizing overall management and
30.  overhead. Specifically, the invention eliminates the need for servers to check certificate
revocation lists (CRLs), a process that has plagued the proliferation of PK1.
Another advantage of the invention is that it may employ and enhance the utility of

Kerberos, where the client has had to communicate with the Kerberos authentication

mechanism every time the client contacts a specific server for the first time. Name assertions,
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These and other objects and advantages of the present invention will become clear to
those skilled in the art in view of the description of the best presently known mode of
carrying out the invention and the industrial applicability of the preferred embodiment as

20 described herein and as illustrated in the several figures of the drawings.



5 FIG 1 is a block diagram depicting how the invention includes a set of
cooper ating conponents which execute in different adm nistrative dorm g 2605
FIG 2 is a block diagram depicting an exanple of how the invention nay be .
applied bWQ®ROsESPani es for collaboration in the devel opne@t/usf2/a79sew
product; FIG 3 is a block diagram depicting an exanple of how the

invention may be appli eBRIES DBSCRIPQUIOBI OF THHDREOVREGYr ity services

provi der (MSSP) to provide authentication for custoners; and FIG 4 is a

bl ock diagramthat al so depicts how the invention includes a nunber of
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preferred en‘%quji nent. of the present invention is a Federated Authentication
Servi ce TechhdFobl 4 Hadaeiagieen demeiing hoveleiipyanten ysludss 3 selod RPORFEALNE ei n,
and_par Ebblntdwhith cRedulindiftttel adthifisyrheiv@adthgher red enbodiment of the

i nvention I's depict eg %y t11e genera re{erence chdracter 10. To assist in
under st andi nflhkisfachlbckminagrach depuctirigonm, examgleasfdmmythe snvehen may by agjiikdaf t er
the Indystrial licability section, FIG 1 depicts how FAST 10 i1 ncludes a
set of E%&)‘ﬁ‘éf%‘f‘? e%%%%‘M@lWP&W @Y@@BF@‘“‘ (gﬁ)%p H¢ler ent

adm ni strati dpB I M ' ' ; [ e wth
10 dashed |1 s> i ek Mot heRitng b le RO MR R iPRAL b thrl

bor Her i by aapuisigie mandgedisesutity, seavicenprhwden (DA3SRro pomad audiGntieatibndos er ver
domai n éLuSS r;]I'tt}e_ sgbj ect domain 12 includes a - subject 20 (not necessarily
hunman) SR 498Nt application or applet (client 22). The agent domain 14
i ncludes an BLG.hERE MK dBgRBEME: Ado dpidERGRAMSIAVERTAIHILAR dHHRESE 26, @
mechani sm repository 28, and_a nmechanismregistration process 30. The

aut hent FEREIERE conpogemti sxpasting en fidfds! anzlseshenng yanousrepiieshand wagdwithnd a
pr ot oco, i . ernately reside in the authentication

domai n %ﬁfﬁéﬁ%ﬁé&&%ﬂﬁ%g@n@hﬁ&% i ncludes a server application 38. From
the subject domain 12 it is desired to obtain access to the server domain
18. Such access is predicated upon a successful authentication in the

aut hentication domain 16, 20 and the agent donmain 14 facilitates the

aut hentication. FIG 1 and this description are :



sinplified, sonewhat, to present key points but, as will be described

presently, in typical enbodinments the FAST 10 will include a nunber of

subj ects 20, authentication nmechanisnms 32, and server applications 38,JUHI3005

enpl oyi MYOLORESBEF vi ces of one authentication agent 24. \BN&IHUSH0SIOp] e

entities of a simlar type are present, they are each treated as respective

25 donmi ns. Bef or BES¥MODH PORFIARRYING QUTerHIRINVENTION | | help to

appreciate the role in FAST 10 of a core concept called "nane assertion.”

A nane assertion is a type of credential. Mre specifically, in actual

I mpl enment atl | I ining a
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pr oto ntic an entity that presents a nanme assertion. In FAST
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asser R [ t
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assermmmﬁled@ﬂertbeﬂmtrlaémpllcﬂmlutgrsea&p the server application 38 retrieves
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of FIG 1, it depicts the overall flow of authentication in FAST 1

dér i edashed lsnfép'ghuss e eplyedQlogmin bhmmﬁassalmpmmdwlbormgantagaatdmmupr oc ess

and, nera al S, _occur.everyt subj ect t be

aut hentica h(C:'Ith%' 18“@8?\71 wéﬂ?f‘é?’? ¥§ rih(‘?ﬁﬁﬁﬂﬁtsqbdmaéf'égén%‘éjs |

encorgablist 20 (1Y hedes&inl P RuRhOGRES dlRat a@nbatldﬂe@qpﬂ@whem? PR agent

aut hentication nmechani sm 32 registers or updates itself o] the agent

dorrmf’f?nl&m(léwwlfg@ ap puthepisrtinn sesntddosmedrapisppiesolifonpropess@6t e subj ect 20,

I l.ake the process
~of obrq‘i i‘?hﬁlﬁﬁyﬁﬁ‘?és??s aﬁ.‘ﬁg rIsmecrh \%I?&aégs %L?Iﬁ%ce %36 ther; {he K tl‘emnot ed t hat
\Ifi | adoiniedn 16 irclhikdestan 28thketicatios nedohamisra 32 dhé b brsbedt pﬂmqu\mdm gy 20, that
need r?ot beI the case if the subject 20 _can have the functionality of the
cl i erlteomiglyresyledpdlp ?‘ﬁ]f“?i’t“:?t‘ons‘{%"amﬂ@c Hae sapsretomanp 18 nchyigs ageRYein. 1 n step
42 the ﬁgétﬁ)tﬁt g22 contacts the authentication agent 24 and. passes to it the
name 8 t he subj ect 20 and their domain. The client 22 can, optionally,

‘al so send From tharmebjedt damain 12 it is desired to obtain access to the server domain 18.

Such access is predicated hpon a successful authentication in the authentication domain 16,
20 and the agent domain 14 facilitates the authentication. FIG. 1 and this description are
simplified, somewhat, to present key points but, as will be described presently, in typical
embodiments the FAST 10 will include a number of subjects 20, authentication mechanisms
32, and server applications 38, all employing the services of one authentication agent 24.
When multiple entities of a similar type are present, they are each treated as respective
25  domains.
| Before descnibing FIG. 1 in more detail it will help to appreciate the role in FAST 10
of a core concept called "name assertion.” A name assertion is a type of credential. More
specifically, in actual implementation, it is a digitally signed data structure containing a
declaration of identity which is presentable to establish a claimed identity.
30 FAST 10 preferably uses the secure remote password (SRP) protocol to authenticate
an entity that presents a name assertion. In FAST 10 this is accomplished by including an
- SRP verifier in the name assertion, and then providing the SRP secret to the entity that must
~authenticate itself. ‘Thus, for example, when a client 22 presents a name assertion to a server

application 38, the server application 38 retrieves the SRP verifier from the name assertion
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name ass E}}elrv?rjrlc,é, the authentication agent 24 retumns an error condition indicating that no
20  authentication mechanism 32 matches the request by the client 22.
In step 44 the authentication agent 24 uses the mechanism resolution process 26 to |
determine an appropriate authentication mechanism 32 for the client 22. If there is more than
one which is appropriate, the authentication agent 24 uses its protocol with the client 22 (step
42 above) to resolve to exactly one authentication mechanism 32.
25 In step 46 the mechanism resolution process 26 uses the mechanism repository 28 to
| retrieve information about appropriate authentication mechanisms 32. This information could
then be passed back to the client 22 for final mechanism resolution.
In step 48 the client 22 communicates an authentication request for access to the
server application 38 to the protocol proxy 34 using a standard secure protocol. It should be
30 noted that this need not go via the authentication agent 24 or any part of the agent domainultl
(but that it may optionally do so, being passed-thru in a manner described presently).
In step 50 the protocol proxy 34 receives the authentication request from the client 22

and translates it into the native protocol of the authentication mechanism 32. Consequently,

there can be one protocol proxy 34 for each type of authentication mechanism 32. The
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52 may be employed. The protocol proxy 34 may already be available to the authentication
mechanism 32, or it can be provided or made available by the mechanism registration process
| 20 30 during these registration steps. .
Each of the components of FAST 10 has a protocol which it employs when
communicating with the others within FAST 10. The subject 20 uses an environment-specific
device to authenticate itself. FAST 10 is environment-agnostic, so a subject 20 may
authenticate in any environment using any type of credential. Some examples of such
25  credentials include user ID/passwords on a computer or a hand-held device, digital
certificates and an associated private key, and biometric data such as a fingerprint or iris-
scan. .
The client 22 is an application or an applet .that helps the subject 20 authenticate itself.
The clients 22 run in environment-specific platforms and interact with devices that produce
30  the necessary credentials. For example, a client 22 may interact with a biometric device to
_ gather fingerprint data.
The subject 20 may obtain the client 22 in a number of different manners. For
example, it may be pre-provisioned with the client 22 or it may down load it "on the fly” from

the authentication agent 24, the server application 38, or elsewhere.
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20 indeed authenticate the subject 20. Second, the client 22 may directly contact the protocol

proxy 34 to start the authentication process with the auihentication mechanism 32, and thus
effectively bypass the mechanism resolution process 26.
The mechanism resolution process 26 is a "black-box" process. In the preferred

embodiment, it receives an input document in XML format and produces a list of zero or

25  more appropriate authentication mechanisms 32. The input document minimally consists of
the name of the subject 20 and their domain. The input document can be expanded to include
any other data (e.g., an authentication strength) that can help choose the set of authentication
mechanisms 32. For instance, consider a subject 20, Yohn Doe, who has a work account at
"A.com," and various other accounts with "B.com,” "C.com," etc. Mr. Doe may need to

30  access the resources of Z.com in his work capacity, and therefore needs to authenticate as
"JohnDoe@A.com." This will require resolution to an appropriate authentication mechanism
32 for Z.com, for instance, may be set up with a mask "*@A.com" to direct resource requests
to use a particular authentication mechanism 32.

The mechanism repositdry 28 is a database that contains information about
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aut henti cati on between any two parties (e.d. client 22 and server
20  assertion to authenticate to a c?/ient 22 and to sign the name assertions and entitlements which
it produces on behalf of its authentication mechanism 32. (This is described further, below.)
| The authentication mechanism 32 is a process that authenticates a subject 20
according to a specific protocol. Note, however, the protocol proxy 34 hides the specific
protocol of the authentication mechanism 32 used for this from the subject 20 and the client
25 22. Thus, the authentication mechanism 32 may be entirely conventional, yet still be able to
function with an overall scheme of multiple authentication types and sources, that being a
major benefit provided by the inventive FAST 10.
| Each name assertion contains a SRP verifier. The rightful oﬁmer of the name assertion
possesses the corresponding SRP secret. Using the SRP verifier and the SRP secret, any two
30  parties can authenticate each other using the SRP protocol. In FAST 10 the SRP protocol is
extended to enable mutual authentication between any two parties (e.g. client 22 and server
application 38, client 22 and protocol proxy 34, etc.).

Each name assertion contains a set of public values. In FAST 10 the use of these

public values is extended for signature verification. That is, the owner of the name assertion
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of ) digital c IeIl Ia%%tggdl p(?c):(){cj.(e.&t autthenttlcates wm) a mecﬁarilsm-authentlcatmg mechanism,
it receives a name assertion in the same manner that any client 22 would. Such a name
20 -_ assertion is signed by the mechanism-authenticating mechanism {or, more precisely, by the
protocol proxy 34 ahead of the mechanism-authenticating mechanism that mediates between
the protocol proxy 34 needing to be authenticated, i.e., itself temporarily acting in the role of
| a client 22). A client 22 can verify the digital signature of the name assertion of the protocol
proxy 34 to ascertain its authenticity, as provided by the mechanism-authenticating
25  mechanism. This is similar to verifying a chain of digital certificates, except that in this case,
name assertions and certificates are combined to provide a practical solution where all parties
need not have digital certificates (only the mechanism-authenticating mechanism would need
a digital certificate).
Recall that the client 22 first establishes contact with the protocol proxy 34. In actual
30  implementation it would be very beneficial if the client 22 can view the authentication agent
24 as the protocol proxy 34. This is, in fact, possible in FAST 10, with the reason for that
being that the protocol proxy 34 and the client 22 can establish a mutually authenticated

session whose protocol data is completely hidden from any process that acts as a pass-thru.

That is, the authentication agent 24 can act as a transparent protocol proxy 34. In this case,



name assertions and certificates are conbined to provide a practi cal
solution where all parties need not have digital certificates (onlé ‘tm 2005
mechani sm aut henti cati ng nmechani smwould need a digital certificat ; '
Recal | tWA&02{08229€¢] i ent 22 first establishes contact wth poeEupsmisegol proxy
34. In actual 30 inplementation it wbuld be very beneficial if the client

22 cathemshentibsiondgernd £ AOpASORH: TJ%érp?o%i&éa%oﬁéﬁéglgg'ag@kfr?&}’etngg{oﬁhi s is,

in fact, possible in FAST 10, with the reason for el ng t he
pr ot o1 clispbdd, winchbehayveseasdf it éndeadng wamh anstsatyer @he autherticaliby agemt 20t i cat ed

I QR ' | et el y .hi dden f t hat t
e Rl ks o BB PEE M 24 can et ag a

t r anspar enin PASTd@cutipntizatioddypdsiint Rbsc€a8 abstidtted0OR s hWRFHRB8239%
- PCI/US02/ 08796 13 the authentication agent 24 acts as a pass-thru. This
p

rdvi HECIPROtasPERiexiea Ad that can fastidste therauthendicatianenftang 2ubjatti 20hwitlelraves as i f
bro! . ! : ebehie T
br es el auicafiortbl i SETUEF pahlRi O ERES SR ERoRIRMen Gl in S East 10

aut heh® acatovmodestiylpels and sources are abstracted. It is therefore possible

to 5 devellncq)‘g Rrot ocol proxies 34 that can facilitate the authentication of
any subj ect "oBShipplemsHtation faconsidenyses A uperdRandserberedentialsaiihisana i cat i on

t ypesvaiioh BRitle iR b 8 O8KS now descri bed., The first

i npl enentation to céﬁ’gimc%er us@uéﬁaﬁéﬁ%gﬁ%}}@e&tg&gf ggfeégéen‘fsfﬁqsgbjeﬁthi sis a
Vit i a2)anmesentsaisecneberedpuialitosthe prntonod broxyt3aeThe satdteredenidlQueN, fpday. Her e,

t he user presents a secret credential to the protocol

bject 1 0]
proxy" t_ﬂpée?'ﬁ%laf’gﬁ’vé’{ge? _)agfﬁmc Moul d, for instance, be a password or
bi onetri c HASR10FAPERts tHR'aﬁﬁﬁHEéﬁltitog'rt @W&%ﬁ%ﬁf‘%é%@gﬁ@ %\yg%?gl i shi ng

a secret link between the protoco Xy “34 an S secret
| i nk Rretocpleped4 pudthefcliany22o T hisrsecreblmiumsiivespeativel oftaey weicirar i es. That is, a

proc | S - ' a s-thru between the client 15 22 and the
pr ot g%@ﬁ%?%%g)iéﬁﬁ%g%‘%%ﬁlédfgéé%ﬁ ptr'ﬂceesﬁé‘ta 15 27RRE 29 Rassithry Pelvfendifeclishbt ocol
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pr oxyov3dnansd asbéritieh tatheelicnteX?. Thirk, thé alidrte2 SRR tHEV&9Eer in the name
assertion it receives to authenticate the protocol proxy 34 via the SRP method. Fourth, the
20  client 22 and the protocol proxy 34 establish a secured link via the SRP method. -
Once the client 22 establishes the secured link with the protocol proxy 34, it deliveré
the credentials and, upon successful authentication, receives a name assertion from the
protocol proxy 34.
The second implementation to consider uses verifier-based authentication. In this
25 form of authentication the client 22 proves possession of a secret credential to the protocol
proxy 34. The protocol proxy 34 has a verifier that matches the secret credentials of the client
22. In the preferred embodiment of FAST 10 this authentication type is implemented using
SRP with mutual authentication (as discussed above).
The third implementation to consider uses digital certificates in a PKI scheme.
30 Authentication using digital certificates does not require a secret link, The protocol proxy 34
uses a standard challenge/response protocol to prove possession of privéte key by the client
22. Upon successful authentication, the client 22 receives a name assertion from the pfotocél
proxy 34.

The fourth implementation to consider uses a previously issued name assertion. Each



Once the client 22 establishes the secured link with the protocol proxy 34,
It delivers the credentials and, upon successful authentication, re%?'nﬁﬁ*ﬁ 2005
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that t hedﬁ'f&é‘l'fﬁt depfoyment scenario. Co-operating pariners requiring cross-organization
authentication is the context of the first example.
- 20 FIG. 2 is a block diagram depicting the inventive FAST 10 in use by two companies
' collaborating with each other on the devc]oprnént of a new prodﬁct, AhCo 112 and Zyland
114 (any similarity to actual businesses is purely coincidental). AliCo 112 and Zyland 114
are represented as regions lying on respective sides of an administrative control boundary |
116. Both companies have employees, stylistically shown respectively as an a-employee 118
25  and a z-employee 120 (instances of the subject 20 of FIG. 1; the presence of clients, etc. 1s
also implicit here, since humans cannot directly access information systems). These
employees 118, 120 collectively form a project team 122.
For this example, we presume that the relationship between AliCo 112 and Zyland
114 is not a permanent one, but that they do have an extremely tight product development
30 cycle. Accordingly, for the duration of the project the members of the project team 122
require access to the information system of their partner company. That is, the a-employee
118 and the z-employee 120 need to use the tools of both cempanies, stylistically shown as
-an a-application 124 and a z-application 126.

AliCo 112 has an a-authentication mechanism 128 and Zyland 114 has a z-



aut henticate with each authentication nmechanism 32 and receive a separate
name assertion. Two exanples of enbodinments of FAST 10 are now providegyn 2005
Each is a practical (but different) depl oynent scenario. Co-operating

par t ner s YR8y cross-organi zation authentication is PEBUSEMSEK of the
first exanmple. 20 FIG 2 is a block dfPagram depicting the inventive FAST 10
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| obtain a digital certificate from a commonly trusted certificate authority (CA). However, even

‘20 if digital certificates could be obtained and managed easily, such certificates cannot
practically store entitlement information. For example, any modifications to the entitlement
would invalidate the certificate. This is why there are long-lived identity certificates and |
short-lived attribute certificates in the PKI scheme, and why more than 99% of all certificates
in use today are identity certificates.

25 Now consider the solution using FAST 10, as depicted in FIG. 2. AliCo 112 and
Zyland 114 would deploy small sofiware protocol proxies 132, 134 (i.e., instances of the
protocol proxy 34 of FIG. 1) at their authentication source, and a étandard XML adapter 136,
138 in front of their applications 124, 126 (for this example we presume that the applications
124, 126 are not able to directly handle name assertions and need the adapter 136, 138 for

30  this). Immediately thereafter, the a-application 124 of AliCo 112 will recognize the z-
employee 120 of Zyland 114, and can determine his or her entitiements. And the reverse is
also true. If one company revokes the credentials or changes the entitlements of one its users,

the other company will know it as soon as the next authentication attempt occurs.

Before closing with FIG. 2, it should be noted that it depicts a simple embodiment of
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agent. i grcacﬁe%sﬂ aYsoril%lpSQEe MSSP 210 to a void costly implementations of chain-of-trust rules.
- 20 Legacy solutions to this problem require that the MSSP 210 set up a completely
. separate and trusted system for each customer 212. The MSSP 210 must then protect each
system with the rigor that meets the demands and expectations of each customer 212. Most
importantly, the solution is all-or-none, inhibiting an incremental deployment.
Now consider the solution with FAST 10, as depicted in FIG. 2. The MSSP 210 can
25  deploy a single authentication engine 214 for managing authentication for all of its customers
212. The actual authentication source can be at the customer 212, at the MSSP 210, orat a
third place (e.g., the authentication domains 216 shown). In fact, the authentication source
can move its location and change its administrative authority (from the customer 212 to the
MSSP 210 or vice versa) with no effort at all.
30 In the example in FIG. 3, the authentication sources (paired instances of the protocol
- proxy 34 and the authentication mechanism 32 of FIG. 1) are depicted as being at a third
place. This arrangement has deliberately been used in FIG. 1 and FIG. 3 to emphasize the
fact, and the ability of FAST 10 to accommodate that fact, that the authentication sources

may be quite removed from the users and tools (instances of the subject 20 and server
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20 resolves the name of a subject 312 to one or more mechanisms. An anthentication agent 324
is the process that finds the proper authentication mechanism and facilitates the
authentication protocol between the subject 312 and a protocol proxy 326a, 326b, 326¢. The
protocol proxies 326a, 326b, 326c¢ are the interface between the authentication agent 324 and
the authentication mechanisms 318a, 318b, 318ec.

25 ‘There is one protocol proxy per specific authentication type {e.g., and LDAP user
ID/Password proxy). The protocol proxy can co-reside with either the authentication
mechanism or the authentication agent, resulting in possible different deployment scenarios.
An authentication mechanism is the specific mechanism, embodying the authentication type
and location of authentication. In FIG. 4 the protocol proxies 326a, 326c¢ reside, respectively,

30 with the authentication mechanisms 318a, 318c¢; and the protocol proxy 326b resides with the
é.uthentication agent 324.

If a subject 312 wants to use a server application 314, the process begins with the
subject 312 contacling the authentication agent 324. The authentication agent 324 uses the

mechanism resolution module 322 to process and resolve the name of a subject 312 (e.g.,




application 38 of FIG 1). Turning nowto FIG 4, a sunmary of FAST 10 is _
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aut hept i eakhlRMesSPPmedZbeurity afd %&Q}ecﬁ%m‘éﬁt@%of@n&%ﬁoﬁ. server

application 314, the process begins with the subject 312 contacting the

aut hent i cat i ol hegeevharBsy resphidionardrhle Paskes puha prgesss vdndh tekesiniecount the
environment within which the subject is operating. For example, asking the subject for
credentials through a hand held device would be more different than obtaining such with a
retina-scanning device. Thus, a subject can authenticate in whatever manner desired, leading

25 to a more positive experience.

The authentication mechanisms need not be modified. Instead, the protocol proxies
interface between the authentication agent and the authentication mechanisms. As a result,
organizations can quickly leverage their existing authentication mechanisms, leading to cost
savings and protection of their investments.

30 Authentication is decoupled from the applicatioris. This permits organizations to
change their underlying authentication mechanisms, either incrementally or all at once,
without ever needing to modify their own or third party applications used by their own
subjects.

The authentication mechanisms run at the location that owns them (i.e., within their
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324 does not see any sensitive credentrals that the subjec passes to 5
t he prB¢dawrmmngysubRets pavefe, Thrashwo tlisjuthehtieatiubjgent cadIi@vande bhstegir ot ocol
pr oxy e .establish a secure tunnel. Thus, for nechanisns that
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proxy at ! Mheaubjoan et 38 e h0afh w8t afhdy Taf BWPplidiriofy, Gevifed OF the
-aut henti cati on mechani sm 318a and Fr ot ocol “proxy 6a. The su%j ect 312 and
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subj echq 3Rkl ic, then the protocol proxy 326a produces a digitally
i 3}1 gé@&h@ﬁ?g@g%&s}%stl ng of a name assertion and entitlenments. In the

i nvent or s' Becaseid gompdinefite bf BASAN0GnTeA hnyWwige atkibatadsefHé of the
docunent i s accordi ng to the security services markup |anguage (S2M.),

whi ch CPRPgReg{sEan brionder difaspyderasine obdt iis igperative ihay eachibd@ridaeli on. Once
t he subj i . it.can.pass it to an 5
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nél es sdnlysecdroy oARN STd¥pk nowtdisensded. g. , the server application 314 in FIG
4) that dO%@ not und IIXL adapter 328 can be used to
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rstand S2M., an X ] )
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and bllowesers iy mygsise earethe subkntoragian agatt 324 siewlfeerarecddantislsn TheSedsuh ifgn  nodul e

the. ot Bapdt ol GHERLa T ad ot reiSent By 8RB g Mot By s Bt Fapt kepwdient | al o
t 19 oughtha alkhBstidagbs! gag%v B4 AMAMichal§, e bethehddaBbR Bkerk B3y cgmo@mid\r;g grHch with

a retina-scanni ng device. Thus, a subject can authenticate In atever.
nmannefesulé 81 the quthepiiasting (the §2MI. mameassertiosiand eatitdstpent). @he eeasdinfor this is

ot el AR A0 TR AR < Al B i Ricas L protonel
mechani smsin ths egarile bf the FABT 80 Ugsiblc@ RS F IR, ddhstelYink @¥TcRGRe bhigidaryexi sti ng
aut hec?[t tlhg %};én(t) gonqgi(r:zhﬁglaiﬁf caL %%gggngthgto al]C((:)oSl;munication between the subject 312
d
‘20 and the protocol proxies 326a, 326b, 326¢ passes through the agént domain 330.
Nonetheless, even this arrangement is secure for the reasons just described.
The protocol proxy establishes a secure protocol with the subject 312. The protocol
proxy can run co-resident with the authentication agent 324 (as protocol proxy 326b does in
FIG. 4), or co-resident with an authentication mechanism (as protocol proxy 326a does with
25  the authentication mechanism 318a in FIG. 4). If the subject 312 is supplying sensitive
credentials, it is best for the protocol proxy to run co-resident with the authentication agent
324.
The protocol proxies produce signed SZML name assertions and entitlements. The
subject 312 can use the S2ML document to authenticate to any server (e.g., the server
30 application 314). In this respect, there is an important difference between FAST 10 and other
authentication architectures. In other authentication architectures (e.g., Kerberos) the name
assertion is targeted for a specific server. As such, the server cannot steal the name assertion.
However, the subject in such a scheme would need a different name assertion for every

SCrver.




savings and protection of their investnents. 30 Authentication is decoupl ed
fromthe applications. This permts organi zations to change their N 2335
under| yi ng aut henti cation nmechani snms, either increnmentally or all alﬂ%ﬁ%
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W th ot BeheRRAROAE Mitfect.Thi s 10 total security of FAST 10 is now di scussed.
Wth continued referénce to FIG 4, the authentication agent 324 nedi ates
aut henti cati dhe aaﬂ;ﬂﬁﬂﬁﬁomuﬁchmmmmtbﬁtem:emmmnimwjm aiy1othemd t he

protocol pro i catjon agent 324
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aut hentication agent 324. Additionally, the authenticati ‘on agent 324 cannot

modi fy bélaveen e@mtoccdmrqm@né@n lautheniieation me(chhretsrszm baasreccassasrdesiongd. and
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330 and it can_be seen that all conmunication between _the subj ect 312 20

and t heUf Scbdigitabeatifieadesasdhe b%‘%ﬁ?r S§@@HJ§3‘§§§'§%“Q’?§€B@§W digial sEBArYomai n
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aut hent ihcg?tzall ggnaatgreeg 1'c’i.rc:?z’uzlgfther stanp a:q w]c-uch rrrl)aryolg(ey us?éf?iGPAg’? 3 may use XMUL-signature
specifications for production of digital signatures in S2ZML name assertions and entitlemenis.
The use of the secure remote password (SRP) standard permits FAST to uses the SRP
20 authentication and key exchange systém, as specified in RFC 2945. Furthermore, the
| -enhanced version of SRP described herein provides additional benefits. FAST 10 may aiso
use various standard encryption and message digest algorithms for protecting the privacy and
integrity of its protocol data. These may include Diffie-Hellman, RSA, AES, SHA-1, and
keyed-hashing for message authentication, as defined in RFC 2104,
25 The ability to share information across enterprise boundaries enables organizations to
 create inter-enterprise business and to gain a competitive advantage. Simultaneously,
information constitutes an important corporate asset and must be protected commensurate
with its value. In order to protect information, organizations need to ascertain the identity of
users.

30 In the real world each one of us is known and authenticated in many ways. Our
friends and families know us by our voices or likeness, financial and legal institutions know
us by our signatures and officially issued identifications, and law enforcement institutioﬁs
know us by our fingerprints.

Global single sign-on does not mean a single source of authentication, nor does it



FIG 4), or co-resident with an authenticati on mechani sm (as protocol proxy
326a does with 25 the authentication nmechanism318a in FIG 4). If -ﬁBeJUN 2005
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aut henti cati on nmechani sns and the other conmponents of FAST 10. Thus, tte
comuni cati on between a protocol proxy and an authentication nechani sm can
be as secure as desired. FAST 10 may enpl oy w dely used and trusted
security industry standards. For instance, X 509 version 3 digital
certificates may be used. The conponents of FAST 10 can use such digital
certificates as the basis for SSL/TLS connections and for digital signature
15 verification. As noted above, security services markup | anguage (S2M.)
may al so be used. The protocol proxies can produce XM. docunents that
conply with S2M. schema. XML digital signatures are another standard which
may be used. FAST 10 may use XM.-signature specifications for production
of digital signatures in S2M. nane assertions and entitlenents.




The use of the secure renpte password (SRP) standard permts FAST to uses

the SRP 20 authentication and key exchange system as specified in R{} Jul 2008
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is an all-or-none proposition for the entire enterprise. Using FAST 10, an organization can
change its authentication mechanism without affecting its users or servers.

The ability to support multiple authentication sources permits users and service
20  providers to choose where to authenticate. For example, in order to pay a bill a user would
have to anthenticate with his bank. However, in order to view medical records a user would
have to authenticate with her healthcare provider, or perhaps her employer.
FAST 10 permits production and verification of signatures using name assertions.
This eliminates the need to use digital certificates for production and verification of
25  signatures, which improves the speed and efficiency of signature production and verification.
Name assertions may be used as a basis to renew an existing name assertion. This eliminates
the need to use digital certificates every time authentication is needed, which improves on the
speed and efficiency of the authentication process.
As has been described, FAST 10 may employ and enhance the utility of Kerberos, the
30 public key infrastructure (PKI} scheme, or pafticularly the secure remote password (SRP)
protocol, improving upon it by implementing a strong, mutual authentication protocol.
FAST 10 is inherently secure. It permits a hierarchy of trust wherein authenticating
mechanisms must authenticate themselves. In this manner, a subject need only reveal

sensitive credentials to and only trust assertions of an authentic mechanisms. FAST 10 also



22 | NDUSTRI AL APPLI CABI LI TY The present FAST 10 is well suited for use to
aut henti cate subjects 20, 118, 120, 212, 312 to server applicationg238N 2005
124, 129%)%%%:2 shown in FIG 2, this can be on a smal| scale 5 for
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mgrate to other types as desired, say, as their needs grow or as 15 nore
robust types energe. Existing authentication technol ogies, such as Kerberos
‘or public key infrastructure, require all users and servers to be enabl ed
with that technology. The result is an all-or-none proposition for the
entire enterprise. Using FAST 10, an organi zation can change its

aut henti cati on nmechanismw thout affecting its users or servers. The .
ability to support multiple authentication sources permts users and
service 20 providers to choose where to authenticate. For exanple, in order
to pay a bill a user would have to authenticate with his bank. However, in
order to view nmedical records a user would have to authenticate with her
heal t hcare provider, or perhaps her enployer. FAST 10 permts production
and verification of signatures using nane assertions. This elimnates the
need to use digital certificates for production and verification of 25
si-gnatures, which inproves the speed and efficiency of signature production
and verification. Nanme assertions may be used as a basis to renew an

exi sting nane assertion. This elimnates the need to use digital
certificates every tine authentication is needed, which inproves on the
speed and efficiency of the authentication process. As has been descri bed,
FAST 10 may enpl oy and enhance the utility of Kerberos, the 30 public key
infrastructure (PKI) schene, or particularly the secure renpte password
(SRP) protocol, inproving upon it by inplenenting a strong, nutual

aut hentication protocol. FAST 10 is inherently secure. It permts a

hi erarchy of trust wherein authenticating :



mechani sms nmust aut henticate thenselves. In this manner, a subject need

only reveal sensitive credentials to and only trust assertions of ag o JUN 2005
aut hentic r@g@g@@g@ FAST 10 also 0 2 JUN 2005 WD 02/082296

PCT/ US02/ 08 permits flexible cregential expiration, &$&fE8HHY
limtations of prior architectures, whith are rigid about who sets the
expiration time of credentials. FASELA¥WSdk¥its credential expiration to
be requested by the client, the server, or the nechanism For the above,
and other, reasons, it is expected that the FAST 10 of the present 5

i nvent i oAuthiehticanan dgshidespread i ndustrial applicability. Therefore, it is
expected that the comercial utility of the present invention wll be
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GLOSSARY  Aut JCat i : faci ]kt Ut henti cation
bet wes"én a Subjpggﬁdng% ]gﬁjﬁ%?ﬂgﬁ? @%‘gjt&g%ﬁ%gmg{:eﬁgm gllr]rqlca%gss&%ﬁ%gnti cation
Agent i tAehéntimatien Machiveéshi cat es a Subj ect. Aut hentication Mechanism A
process that authenticates a Subject according to a specific protocol.

Admi ni strat i \/gpfﬁ?ﬁ‘?ﬁfi that apjthentiggies,s SH‘@W‘@@%‘E‘%’@%@P(@P%@C PioR®sses under the.
control Admidier-sief®oaid-ty. 10 Boundary of Adm nistrative Control: The
boundary between Admi nistrative Domains. Cient: A process that a Subject
uses to aut hekits schokddviaes] feopleGhil pnicesgphiader tHécohtiwpelihtisamé apitgment at i on
of d ient wher he. auf.henticati on code can be downl oaded dynam cally,
“or ?lgsi (ﬁoqnggla’qu?‘%ﬂm{sﬁ'@&é? Bﬂtfcﬁ' and run in a browser. dient application:
A speci fic i niesmRnaaYibeivéeh Anthiseativebemginkhe authentication code resides

on the (E:I[ient and runs as a stand-al one process.
ient: :

i

A process that a Subject uses to authenticate itseif.

Client applet:

15 A specific implementation of a Client where the authentication code can be

downloaded dynamically, or reside locally on the client, and run in a browser.

Client application:
A specific implementation of a Client where the authentication code resides on the
client and runs as a stand-alone process.

.20 Credentials:

Data that 1s presented to estéblish claimed identity.

Entitlement:
A data structure that contains access decision information. A Server uses Entitlements
to determine what a Subject can do.

25  Mechanism-Authenticating; Mechanism:

An Authentication Mechanism that can authenticate other Authentication Mechanisms
as its Subjects.

Mechanism Registration:
A process that an Authentication Mechanism uses to register itself in the Mechanism

30 Repository.

Mechanism Repository:
A repository containing information about Authentication Mechanisms. The
information includes type of mechanism, its protocol, its strength, and how a Client

can contact it.



20 Credentials: Data that is presented to establish clainmed identity.
Entitlenent: A data structure that contains access decision infor matoizogw%%

- Server Ll ements to determ ne what a Subject ca (ﬁ]g 2

Mechani smﬁ’?&{‘:’ﬁ}éﬁﬁ cating; Mechani sm ,An Aut hentication M}c ngﬁﬂgﬁat can
aut henti cate other Authentication Mechani snms as its Subj ects. Mechani sm
Regi sMashpsm Rgspluiess t hat an Aut henticati on Mechani smuses to register

itself in i i 2 Lsm Repaosi tory: sitory
cont ai ni ng TaPAFe T ins SRR Rl pteE LA CRE SR ReAITRET o1
i ncl udes t yaefafuthmdbaitindvizcHahi&ngt ot ocol , its strength, and how a dient
can contact it. 02 JUN 2005 WO 02/082296 PCT/ US02/ 08796 25 Mechani sm

Resol DEMGASSH/8Nhr ocess that maps certain information about a Subj ect
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Assertion: 5 A signed data structure contal nin eclaration of identity.
A Name Asspresended tosstapligseolaped demtstyaAINshe Asehtaimed typerftCredentil. Name
Asser%i onw'h)f, a type of Credential. Protocol Proxy: A process that nediates
bet wetlP RO B er processes which do not understand each other's protocol .

10 Domai n: Ahyrb&R% MaPincdidtdd St &Alie re,ﬂ?éa?;g&éeisgey whith Q4ideGRAdS@hd O2nMeCchani sm

can authenticate Subjects in one or npD omai ns. Server: A process that
provi des sethgi'totogsol Subj ect through a Cient. Servers require Subjects

10  Domain:
A realm of authentication authority. An Authentication Mechanism can authenticate
Subjects in one or more.domains. |
Server:
A process that provides service to a Subject through a Client. Servers require Subjects
15 to authenticate themselves. In some cases Servers must also authenticate themselves
to the Client/Subject.
Server Application:
An application that implements the functionality of a Server process. Usually, Server
_ and Server Application are synonymous.
20 Strength:
An indication of the rigor of authentication.
Subject:

A user, application, device, process or any other entity that requires Authentication.



15 to authenticate thenselves. In sone cases Servers nust al so authenticate
themselves to the Cient/Subject. Server Application: An applicati Oﬂ hﬁﬁ 2805

i npl enent s tionality of a Server process. Usually, Server
Ser ver Apprq Fmgﬁsare synonynous. 20 rength: An indi cati BaI'EPOAWE6r i gor

of authentication. Subject: A user, | i cation, device, process or any
other entity that requires Authent ﬁé’ X8 2 JUN 2005 WD 02/ 082296

PCT/ US02/ 08796 26 APPENDI X A 1. This is an exanple of an authentication
request going fromthe client 22 to the protocol proxy 34. 5 <AuthRequest
xm ns="ht.t p: /ThisissBrixamply/«f2natthentication request going from the client 22 to the

<| D>ur n: Passwor dAuj hent i cat or Appl et : e58bd988ee: 1 </ I D>

<Dat e>2 BTt PEYP1Y: 23: 773- 08: 00</ Dat e> <Cr edent | aI s> <Secur elLogi n

Xm ns="ht t pa{hREGRRR AN/ kfast " >
<Nane>| ogan@i gaga c}ém< thngp H%I%Zlggj %BA COw/ Real n>  <A> BV+2pKUEf Di

1157/ TI X RZSI@DPMMW@@AW@GBUMWMS&MM&ﬂ&]BDBGEEUPC+pp ] hTmeK |

Wt 1K1 2 4EBN S PO U N DR Y aRNER ThAG= </ A> <1 Secur eLogi n>

</ Credenti al seredeftifigRequest > 20 2. Th| s is an exanple of an
aut henti cation response fromthe protocol proxy 34 to the
<SecureLogin xmlns="http://sigaba.com/2000/12/sigabanet/fast">

10 <Name>logan(@sigaba.com</Name>
<Realm>SIGABA.COM</Realm> | —
<A> |
BV+2pKUEi1157/TIXIRzSkbli7+lhbhWhSOQuhglBoAOcAo6FxM111RW
ISGHBOEEUPC+pplhTmzK 10sbVMs/TWGcBPu VGXSIZzhD3Far7Ozx3cIUU5 0A;Gdr+H
15 VwBW4KJz4E8NrSZKs5fHBoefY 3 ykaGecKBezeyo SKN+Xx7TmWQ=
</A>
</SecureLogin>
</Credentials>
</AuthRequest>
20 '
2. This is an example of an authentication response from the protocol proxy 34 to the
client 22. As you can seen, this example contains a name assertion for the protocol proxy 34
(_i.e. this 1s the protocol proxy 34 providing its own name assertion to the client 22).
<AuthResponse xmins="http://ns.s2ml.org/s2m]">
25 <ID>urn:AuthenticationServiet:e5 8bd98307:1</ID>
<Date>2001-03-29T11:23:302-08:00</Date>
<InResponseTo>um:Password AuthenticatorApplet:e58bd988ee: 1</InResponseTo>
<Result>NotEnoughInfo</Result>
<SecureLoginChallenge xmlns="http://sigaba.com/2000/12/sigabanet/fast">
30 <ESRP> |
<PasswordDerivative>
<function>Sigaba SHA-1 Scheme</function>
<salt>h3D4qARuHQg=</salt> |

<fPasswordDertvative>



client 22. As you can seen, this exanple contains a nanme assertion for the
protocol proxy 34 (i.e. this is the protocol proxy 34 providing ”SBSVYR;N 2005

“name assg.ti to the client 22). <Aut hResponse

xm ns=" hﬁ{"p@?‘%ﬁ $s2m . org/s2m "> 25 PCT/US02/08796
<I D>ur n: Aut hent i cat i onSer vl et : e58bd98307: | </1D>
<Dat €>2001- 03- 29 dam@BsadRaosnloS<hDat/@s.s2ml.org/s2ml">

<l nResponseTo>um Pagswor dAut hent i or Appl et : e58b e:. | <lInResponseTo>
<Resul t >Not Enoughl %@#%&‘iﬂﬁ“@s@é@%wﬁ&& Fﬁz‘ﬁ‘es%gggﬁm@SIGABA-COM:

xm ns@<htp: / / si gaba. comf 2000/ 12/ si gabanet/fast"> 30 <ESRP>

<Passwor dDerivative> <function>Si gaba SHA-1 Schene</function> <sal

t >h3D4gARUHQy=</ safissucr>reelpmism/Adentication$ er 1«25 3ud8 20T SIVBAAT OBR2 96

- PA7TUZZ(0Q8796 27. <NanmeAssertion xmns="http://ns.s2m .org/s2m ">

<| D>um nechani sm Aut henti cati onServlet: e5 8bd98307@ | GABA. COM  0</ | D>

<| ssuer >mechani sn’ ADhigep00 Ico3-2ONERL Vi880-H8 &pNSINS307 @Bl GABA. COVK 5 /| ssuer >
<Dat €>2001- 03 - 29T 11: 23: 840-08: 00</ Date> <Audi enc es>um *</Audi ences>

<val i di tyl nit er val ><4NgemesowasxgdudiorcesdT10: 23: 840- 08: 00</ Not Bef ore> 10
<Not Af t er >2001- 03- 1523 840- 08: 00</ Not A$er > </ Val i dityl nterval > -
<Aut hDat a> <Aut hTy%gétdéé/ﬁél {ngt hType>

<User Hand| e>nechani srivuBéfent>20at 00:29aM 91281340 IBNIRBROMBERSGA 15

Bty oMK/ User Fandl &> o e S 00 553 0T11:23:840-08:00</NotAfier>
</ValidityInterval> : _
<AuthData>

<AuthType>Login</AuthType>
<UserHandle>mechanism/AuthenticationServlet:e58bd98307@SIGA
15 BA.COM</UserHandle>
| <lIdentityToken>
<dh-public-value
xmlns="http://sigaba.com/2001/1/common/security">
<Biglnteger>AOmstRCHITNQ8sbRHIrhVxcBK6SAYWdIIMMIyR6M
20 - JKrSiU/ghZefYT WSGbOniQMBDsndeBsa+/DA6ijI45YhsCLi/ZExOMquSwinprdf
Hu+s58a9X A+yTcA/WgzRTF+hiErU1 fSImgyY Wd7326zA01 D/WMhubY h+XM7nY gKv</
Biginteger> .
' <Biginteger>Ag=—=</Biglnteger>
<int>128</int>
25 <BigInteger>Jtb2MI1if982CLj9sw0/0xgFV GpoICAlJeJFE+VCTwymT
0TK4HunAtWeSsOPXfYviagUlye0arQ+80X0nKPV5dQjQP3oyuF Vybe YHBSPQQDSRTY
OPKkFW/EU8iqexNQcjvM Y Su+oT9f60+t78B61vkQvE08c1NoH5UeoqW 8Y yuig=</Biglnte
o> | : _
</dh-public-value>
30 _ </IdentityToken>
| </AuthData>
<Signature xmins="http://www.w3.0rg/2000/09/xmidsig#">
- <Signedinfo>

<CanonicalizationMethod



<dh- public-value xmns="http://sigaba.com 2001/1/coni non/ security">

<Bi gl nt eger >AOnst RCl i | TN@BsbRHI r hV xcBK6SAYWIl MM yR6M 20 $2 Juk 20[15,

JKr Si U ghz i 9MBDsnkdVBsa+/ DA6Ppj | 45YhsCLi / ZExOVbgKSWLx2wp84
u+s5Sa9XA+\%’ RTF+hj Er UL f S| myy YWi73262A01 D. . / Whub Yh+ X {p&196

Bi gl nt eger> <Bi gl nt eger >Ag=</ Bi gl nt eger%8 <int>128</int> 25

<Bi gl nt eggoslZ tips/ W Ders(T KA OV GRax @it Ddsj- FE+VCTwy nil

OTK4HunA XONKPV 5dQ QP3oyuFV ybeYHBSPQQDSRTY
OPkkFW Ezéﬁéicﬁxgﬁéj %@3%%@@%& B61 VkQVEOSc | NoHSUeogW ‘
SYyui g=</Bi gl nte ger > </ diSiphdliiedtatrdbdie> 30 </ldentityToken> </ AuthData>
<Si gnature xm ns=" p:// www. w3. 8(9%/ 2000/ 09/ xm dsi g#"> <Si gnedl| nf 0>

<Canoni c&lgsthms ﬂmfét//mﬂw@ el 09668/ xmidgicdsacdaPve Signtusdiyineizoc 28
al gorgthme"ht t p: // www. W3. of %Bﬁ@@.?.@fs%ﬁ%&%me}&/%ﬁ)-->20001026" ></ Canoni

cal i zati onMet hod> <Si gnat ure
al gorithm="http://ww. w3. orgkzr&ﬁ@f&ﬁ{sxm dsi g#dsa- shal "></Si gnat ur eMet hod>
5 <Ref erence uri ="#xpointer(. )"> <Transforns> <Transform

al gori thn="http:// ww. w3. or g/ Tﬁ?@@ﬁp’@?ﬂlgﬁmh%—"ﬁ&tﬁJmmwgﬁme%gRor e

</ Tr anst Qe pan-3b01Bb&esy
al gorit hm="ht tnp [ 1w, W3, org?g%m 09/ xm dsi g#shal ">

</Transforms>
10 <DigestMethod
algonithm="http://www.w3.0rg/2000/09/xmidsig#shal"> o —_
<Di gestVaIue>X32ywSCxXHQKP6v9+/6r62/LGHc=</Di gestVal
ue>
_ </DigestMethod>
15 </Reference>
- </SignedInfo>
<SignatureValue>
. RecIWLPgKpdMGMXIpoiOX8RPGgiQiH/OdzznUMGEpF/eRvb5I
1jmQ=—
20 : ' </SignatureValue>
| <Keylnfo>
<KeyValue>
<DSAKeyValue>
<P>A0mstRCHITNQ8sbRHIrhVxcBK6SAYWdIMMIyR6
25  MIKrSiU/ghZefY TWSGbOni 9MBDsnkdVBsa+/D A6Ppjl45 YhsCLi/ZExOMbgKSwLx2wp8
4Hu+s55a9X A+yTcA/WgzRTF+hjErU1{SImgyY Wd7326zA01D/WMhubYh+XM7nYgKv<
/P>
<Q>ANnezYYG5JOCcSNre+pJztsNA2n9</Q>
<G>AKWsWEe8wT 1 KkMIi+u05wZhODKAUOZnuiBGSY
30 +4LtL}++EW6E5AcEdebR9V4HWU32tQUwaIikai)kﬂ?.anRPlkasNiAXU CU1AqxL6
f1YZIW52ztXZCBs8iSLqF3ECzoUXmSKgx5TfoTmCvZiM2nYxL6QOhRZK wglpC3 AnzF
bu</G> 7
<Y>BPT2HnTOBMI{vFZb8UDn6fQ19gFkOsiGGZGGBR
Rhw8Kyr06espL.34MEavY nww(GW6D1 VvaIuaDHthRv6znszgOiCtsSnQ2FLD+rpsEQ



<Di gest Val ue>X3ZywSCxXHQKP6v9+/ 6x62/ LGHc=</ Di gest Val = ue> </ Di gest Met hod>

15 </ Reference> </ Signedl nfo> <SignatureVvalue> ’ 62 JUN 2006
‘RecJMP%QW%(QOi OX8RPGgi Q H OdzznUMGEpF/ eRvb51 | ijmQE= 20
</ Si gnat <KeyLnf o> <KeyVal ue> <DSAKeyVal ue> FPCT/US02/08796

<P>AQrst RO i 1TTNQBsbRH r hVxcBK6SAYWH I M yR6 25

MIKr Silel iz THNDWBHEK RIBeai) DABREf HiSXns MG BRAGHIGIKSIR VNG S

4Hu+ﬁfh§§@y TcA/ WyzRTF+hj ErU  f Sl ngyY WI7326zA010/ WwhubYh+XM7nYgKv< [ P>
nez JOCcSNr e+pJzt sNA2n9</ @ <G>AKW WEe8wT 1

KkM I +u05wWZhODK4UOZnut BGSYDHSKK eyValue>
+4Lt LI ++EV\BE5ACEy8dbR9V4HV\U32t Qj;/ZV\A i kvChkf RXnj RP1/ kPsNi AXUCUTAgxL6 flYZI W

52zt XZCBs8i SLgF3EQz o UXITBKGKRGAESTOV Zi MnYxL6QQhRZKwgJpC3AnzF  bu<G>
<¥>BPT2HnTOBM vFZb %Qé?f J9gFkGOsj GXZGEBR RhwBKyr 06esplL34MEavYnwwGABDI V
WovI uaDHt Uf Rv6znkwzg NQFLD+r pseQ 0 2 JUN 2005 WO 02/ 082296

PCT/ US02/ 08796 29 </Sighkafire*LIWDVALSu4mhgzW

WK3Ei Jmi Oondug%Hj sznBXI\%ByWTEJOC VRI VeNa 7Msw=</Y> </ DSAKey Val ue>

</ KeyVal ue> REWASTSHONT S gnat ur e>

<B>
U7X7D6daFmx2QTc9 1hHMjGTQIGHFIJoorQoPSshiKF8XR0bnOO
10 .TPSIGOASSjEtH'/’iatb68jJLth3vBeGCVBEEz_mHQoiglpIsBOgFjOvLthb+22JEiOCHTBa
MmNKijc9/z8U27GnY 6BSRbTkXjyMQsqt/ AVK 00Sx W VIoK dtZw= _
</B>
<s>ANszWHwWH5MCaak8}VVBTA </s>
</ESRP>
i5 </SecureLoginChallenge>
</AuthResponse>

3. This is a "continuation" of the request from example 1, above, (i.¢., the second
message sent from the client 22 to the protocol proxy 34).
20 <AuthRequest xmlIns="http://ns.s2ml.org/s2m]">
<ID>urn:Password AuthenticatorApplet:e58bd988ee:2</ID>
<Date>2001-03-29T11:23:651-08:00</Date> |
<InResponseTo>um: AuthenticationServlet:e58bd98307:1</InResponseTo>
<Credentials>
25 <SecureLogin xmlns="http://sigaba.com/2000/12/sigabanet/fast">
' <ESRP>
<r>0UqDVi6x DquATJoiX6 TMQ==</r>
<proof>Kq4wU50gREIMM1LWigsRX6AjdWI=</proof>
</ESRP>
30 <encrypted>
J12hQq0rgY LmuX2NvmI3pdz0m4pADLh7C1 AtKDchik L WL3XRbPTRM)E
tqe5/xDzFTpvUr/QbMs1PAs46awwvgHIrIi)j33DDObHa0oFdsJkcuk8oBwoH gswu9UKNh
D2+TYAYSAIXVHYRGgDPw2 fNw==
</encrypted>



</ NameAssertion> <B> U7X7D6daFnx2QTc9l hHM GIQ GHf FI Joor QPSshi KF8XRCbnQO

10 JP81GOA8S] Et H7i at b68j JLmhw3vBeGCV3EEanHQoi gl pl sBOgFj OvLHphb+22JEi M%% 2005
MMKi j c9/ z8U27GnY6BSRb Tk Xj yMXEgt / AVKoOSXxW/I oKdt Zw= </ B> <s>ANzxW ,
VWHWHS MCaa ¥ 0X08g96 A=</ s> </ ESRP> 15 </ Secur eLogi nChal | engBST/US02/08796

</ AuthResponse> 3. This is a "continuafion" of the request from exanple 1,
above, (i.e., thé&Sxeshogin>message sent fromthe client 22 to the protocol
proxy 34). Eﬁ?fi hRequest xm ns="http://ns.s2m .org/s2m ">

<D>ur n: Passwo‘? cat or Appl et : e58bd988ee: 2</ | D>

<Dat €>2001- 03-@ 3 hdreddnifisdy 0/09/xmidsigh">
<| nResponseTo>u%TAul"tehent ?f:‘at onSer\%jet 2&%38 n&)gSl </ 1 nResponseTo>
<Credenti al s> 25Sghedinfat ogi n

Xmn http//5|g con1 0/ ban t/f, st"> RP> <r > X
funi.]Jm X6 TMQ== </ SCin R @Wéﬁ‘imﬁégﬂ by M%TWESQ%S%W?
</ ESRP> c30n 50061028 S4T a4 bAXaXi gnflgethgddv m 3pdz Om4pADLh7C

1At KDcbj kLW L3XRbPTRM E  t ge5/ xDzFTpvUr / QoMs|

PAs46aww gHIr | JJj 33DDewHsbstsld serBuB oty 8 waSKBIor z/ 200010 vB Misig#hmac-

XVHYRGgDEM@f%— <en ted> 0 2 JUN 2005 WD 02/082296 PCT/ US02/ 08796 30
</ Secur € ogi n S ken %‘%ﬁ%c’% s>

<Reference uri="#xpointer(../../../..)">
10 o <Transforms>
. <Transform algorithm="http://www w3.0rg/TR/2000/CR-xml-c14n- -
20001026"></Transform>
</Transforms>
<DigestMethod algonthm="http://www.w3.0rg/2000/09/xmldsig#shal">
15 ' <DigestValue>6b2Bel g9NdachBicawD6Gc5'sQI=</DigestValue>
</DigestMethod>
</Reference>
</SignedInfo>
<SignatureValue>nZ21+cc WFSKb+e8vpSFRmF+HfE=</SignatureValue>
20  </Signature> '
</AuthRequest>

4, This is the second response from the protocol proxy 34 to the client 22. This response
contains encrypted name assertion and entitlements on the <encrypted > element.

25 o <AuthResponse xmlns="http://ns.s2ml.org/s2ml">
<ID>umn:AuthenticationServlet:e58bd98307:2</ID>
<Date>2001-03-29T11:23:082-08:00</Date>
<InResponseTo>urn:Password AuthenticatorApplet:e58bd988ee:2</InResponseTo>
<Result>Success</Result> ‘

30 <ESRP xmlins="http://sigaba.com/2000/ 12/sigabaﬁeUfast">

<proof>fpOoMr{TFPtixO+Py/VnL2wYbK4=</proof>
</ESRP>
<encrypted xmlns="http://sigaba.com/2000/12/sigabanet/fast">
+hTqqvIfrS§fWDnmezmdSPC8ZOMFnTbheg7hRjgL.5X8pTzQ5kF/orOxnzx3x9S/J



<Si.gnature xm ns="http://ww. w3. org/ 2000/ 09/ xm dsi g#"> <Si gnedl nfo> 5
<Canoni cal i zati onMet hod al gorithm="http://ww. w3. org/ TR/ 2000/ CR- xm 7 £ JUN 2005

-1 4n-200Q1026" ></ Canoni cal i zat i onMet hod> <Si gnat ur eMet hod

al gori t P2 ORU$339¢ / vwwv. w3. or g/ 2000/ 09/ xml dsi g#hnmac- shal  PCT/US62/08796

"></ Si gnat ur eMet hod> <Reference uri =%xpointer(../../../..)"> 10

<Transforms> . <Transform al gorithm="http://ww. w3. org/ TR/ 2000/ CR- xm - cl 4n-

20001026" ></ Tr ansf or n»>_</ Tr ansf orns>_ <Di gest Met hod

al gorithnme"http://ww. %’FBY@F%G‘G@ o ferh sy ere] .15

<Di gest Val ue>6b2Bel g9NdacKv3i cawD6Cc5sQ =</ Di gest Val ue> < Di gest Met hod>

</ Ref erence> <Signedlnfo> <Si gnature V al ue>l nZ2l+cc

WFSKb +e 8v pBFFRe-Lhs Fe a1 WA GXWHE] SilezavF 204 SSFSLg p@tiKyBapofd Pud hilReqpsast > 4.

This is thg/eggrco%ﬂ response fromthe protocol proxy 34 to the client 22.

Thi s response 69t ai ns encr ypted nane assertion and entitlenents on the

<encr ypt ed<Sighhtaretthins2htp A-ANRSNORBBOYDONGT LR / / ns. s2n . org/ s2m ">

<I D>ur n: Aut henti cati onServl et: e58bd98307: 2</1 D> <Dat e>2001-03- 29T

11: 23: 082- 08:azncdinfe>

< > ; r,dA Nt i [ =] sl nR nseTo>

SEnReSpONSe To UL A LR O NI L S REARL s SAe R 28R R AThIARS oS e To

xm nsA4hiA0p01 ¢ R "galtaneaollZA06Nhsligabanet / fast ">  <pr oof >f pCoM f

FEPt i xO+Py/ VnL2wYbK4=</ pr oof = </ ESRP> <encrypt ed

3B ns="ht { p: 1/ STYREHE DTS Eaha A EnA 63 ore/ 20Nl dsiH hirac W

Dnime g SRS ONGIHAGRIARR  9LSX8pTzBKF/ or Oxnzx 3x95/J 0 2 JUN 2005 -

<Reference un="#xpointer(../../.[.)">

<Transforms>
_ <Transform algorithm="http://www.w3.0org/TR/2000/CR-xml-c14n-
15 20001026"></Transform>
</Transforms>
<DigestMethod algorithm="http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue>Rke9WGLhQ1 BwfsjrAqHVZpSI 2K z8=</DigestValue>
</DigestMethod>
20 " </Reference>
</SignedInfo>
<SignatureVaiue>wviCJcGhQ/W3UKhoJ AGnSZTSnK8»=</Si gnatureValue>
</Signature>
</AuthResponse>
25
5.. This is simply a clear-text version of the <encrypted> element in example 4, above.
<NameAssertion xmlns="http://ns.s2ml.org/s2mi"> _ |
<1D>um:mechanism/SiéAuthServlet:eSS7bfe6c7@SIGABA.COM:3d</ID>
_ <Issuer>mechanism/SigAuthServlet:e58 7bfe6c 7@SIGABA.COM</Issuer>
30 <Date>2001-03-29T11:19:980-08:00</Date>
<Audiences>um:*</Audiences>
<ValidityInterval>
<NotBefore>2001-03-29T10:19:980-08:00</NotBefore>
<NotAfter>2001-03-29T19:19:980-08:00</Not A fter>



WO 02/ 082296 PCT/ US02/08796 31 ... [Encrypted data omted for brevity

here.] ... p9BPevCysg6Yg8i WK3Y6X 02 JUN 2005
VWHH5/ | r zavFn64S5EzLpgGr i Ky Supof 4EvOF rdPaP33 5 </ encrypted> <Si gnature '
xmi ns="ht t pYPLHIRZUB. or g/ 2000/ 09/ xnd dsi g > <Si gnedl nf o>  PCT/US02/08796

<Canoni cal i zat i onMet hod al gorit hme" ht t p>%/ / www. W3. or g/ TR/ 2000/ CR-xml - ¢
14n-20001026" §ﬁ@duﬁﬂplnw#alz»at i onMet hod> 10 <Si gnat ur eMet hod

al gori t hm="ht tg [ L wwwy. W3. or g/ 2000/ 09/ xm dsi g#hmac shal " ></Si gnat ur eMet hod>
- <Reference P oi nter (. . .)"> <Transfornms> <Transfom

al gorithn¥"http: JAMW@@LB%%th%%CR' xm -cl 4n- 15 20001026" ></ Tr ansf or m»

</ Transforns> <D gestMe
al gori t hne" ht t p:UsexkbandB:>dogph CBOEb B 8 @G AP PVI=/UserHandle>

<Di ggst Val ue>Rke lﬁ%@f&% B\A@Sg%@\ g %?g‘](égféAﬁk%gﬁf o\églll@&gaba corgéitlg%ﬂ\mb 20

</ Ref'er ence>

<Si gnat %@W&M%%e@é@%%@@%@@)ﬁ @J@nﬁr@g@ﬁédﬁﬁ%}fﬁﬁl@%ﬁlﬁ%maé ure>

<AuthResponse> This i35 sinply a clear-text version
<encryptlé@?ﬂé¢-errent in exanpl e 4, above. <NaneAssertion

Xxm ns="

X Do neciaret &N as BRI DM al@risrbs com@NRAR A (il @sizsbacom@
<l ssuer (e RBNICINS AtasthSer vl et : e587bf e6¢ 7@l GABA. COWKI ssuer > 30

<Dat €>2001- 03-29T11: 19: 980- 08: 00</ Dat e> <Audf ences>um *</ Audi ences>
<Vallfdi t yI nt er v &lldentityToken>

<db-public-value xmlns="http://sigaba.com/2001/l/common/security"™>  —
| <BigInteger>AOmstRCliITNQ8sbRHIrhVxcBK6SAY WdIMMIyR6MIKr
Sill/ghZcfY TWSGbOni9MBDsnkd VBsa+/DAGPpjI45 Y hsCLI/ZExOMbgqK SwLx2wp84Hu+
s5Sa9XA+yTcA/WgzRTF+hjErU1 fSImgyY Wd7326zA01D/WMhubYh+XM7nY gKv</Bigl
15 nteger>
<Biglnteger>Ag==</Biglnteger>
<int>128</int>
<Biginteger>AMGVIvdIIOGwAKEO5SVLKECE9CrgYLXtN{PxPzNgBLQ
IpWCqzXvnP29itL6zkoczpS10i+zILIRFXI37MCkvuNxqCilykqgd XGLA {/PeIPEWNP29xK 3
20 QvpkBrl yQChIvTuTk{LTM+/sQePUwkOLMY/Sy43QDXhyP4Awytucc29k211</Biglnteger>
- . </dh-public-value> '
</IdentityToken>
</AuthData>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsigh">
25 <SignedInfo>
<CanonicalizationMethod algorithm="http://www.w3.0rg/TR/2000/CR-xml-
¢14n-20001026"></CanonicalizationMethod>
<SignatureMethod algorithm="http://www.w3.0rg/2000/09/xmldsigHdsa-
shal"></SignatureMethod> ' .
30 <Reference uri="#xpointer{../../../..)">
<Transforms> _
<Transform algorithm="http://www.w3.0rg/TR/2000/CR-xml-cl4n-
20001026"></Transform>

</Transforms>



<Not Bef or e>2001- 03- 29T10: 19: 980- 08: 00</ Not Bef ore> <Not A fter>2001- 03- 29T
19: 19: 980- 08: 00</ Not After> 02 JUN 2005 WD 02/ 082296 PCT/ US02/ 08796¢32)yN 2005
"</ Val idi %@?@ v§| > <Aut hDat a> <Aut hType>Logi n</ Aut hType>

<User Handle %zé" @i gaba. com@l GABA. _COVk/ User Handl e> 5 PCT/US02/08796

<Al i ases>| ogan@edanken. or g@sl GABA. Céf\/l | ogan@i gaba. com@sl GABA.

COM ent er pri se@i gabiges GBI hom" bt/ weey WIgERi2§00/89/ xodd(@BisBABA. COM e
nterprise . P . e~

t ech@i gaba. com@sl GABK B AP T @ AN S lical CaRanCRV T IREFLY #ifyaba. com@
SI GABA. COVK/ Al i asesPigéstvktheati t yToken> <dh- public-val ue

xm ns="http://sigaba. conf 2001/ 1/ common/ security"> <Bi gl nt eger >AOrst RCl i

| TNQSsbRHI r hvxc BREEAENGELMV yREMIKr  Si U/ ghZef  YTW

- SGOni 9MBDsnkg) %ﬁf Y6Ppj | 45YhsCLi / ZExOvbgKSWLX 2wp84Hu+
s5Sa9XA+yTcA/ +hy ErU Sl ngyYW17326zA0LD/ WwhubYh+XM7nYgKv<Bi gl 15

nt eger > <Br§ignhegeV adg=RBhBLIQAGROZc)/ Wi WnbikZ8 6kipRI'YX 3wF3j8s AEoUkLxux

<Bi gl r >ANGVI vdl | OGNVAKEOS VLKECE9Cr gYLXt Nf PxPzNgBLQ | p

WCgz X TT6ARBMFRY aluedy +7| LORFx| 37MCkvuNxgCt | ykg4XGLAf / Pel PE WNPz9xK3
20 QupkBr yq:ﬁtéﬂgfg,lg LTMH sQePUMKCOLM / Sy43QDXhyP4Awyt ucc29k2l | <Bi gl nt eger >
</ dh- publ i c-val ue> </l dentityToken> </ AuthData> <Signature

xm ns="http:// wieyBalmey/ 2000/ 09/ xm dsi g#"> 25 <Si gnedl| nf 0>

<Canoni cal i zati on | gorithm="http://ww.w3. org/ TR/ 2000/ CR-xm - ¢ |
4n-20001026"></ C ﬁ%ﬁ%&ﬁ onMet hod> :

_ <P>AOmstRCHITNQ8sbRHIrhVxcBK6SAY WAIMMIYR6MIKrSiU/lg  —
hZcfY TWSGbOniOMBDsnkdVBsa+/DA6Ppj145 Y hsCLI/ZExOMbgKSwLx2wp84Hu+s55a9
XA+yTcA/WgzRTF+hErU L fSImgyYWd7326zA01 D/WMhubYh+XM7nY gKv</P>

<Q>ANnezY YG5JOCcSNre+plztsNA2n9</Q>

15 <G>AKWSWEe8wT1 KkMIi+u05wZhODK4UOZnutBGSY+4LILI++E

WO6ES5AcEy8dbRIVAHWU32tQUyZwiikvChkfRXnjRP1/kPsNIAXUCU1 AgqxL6f1 YZIW 52z

tXZCBs8iSLYF3EOzoUXm5K gx5TfoTmCvZiM2nYxL6Q9hRZK weIpC3 AnzFbu</G>

' <Y>BPT2HnTOBM{vFZb8UDn6fQ19gFkOsiGGZGGBRRhw8Kyr06

espL34MEavYnwwGW6D1V WbvIuaDH{URv62znkwzg0iCtsSnQ2FLD+rpsEQHok 7pz+U
20  WDV4L5u4mhqzWWX3EiJmniOoxQduxqHjsbXm3XMqByWmeJOCVRIVeNa7Msw=</Y

N _

</DSAKeyValue>
</KeyValue>
</Keylnfo>

25 </Signature> |

</NameAssertion>

<Entitlement xmins="http://ns.s2ml.org/s2ml">
<ID>urn:mechanism/SigAuthServiet:e587bfe6c7@STIGABA.COM:3d:0</ID>
30 <Issuer>mechanism/SigAuthServiet:e587bfe6c7@SIGABA.COM</Issuer>
<Date>2001-03-29T11:19:980-08:00</Date>
<Audiences>um:*</Audiences>
<ValidityInterval>

<NotBefore>2001-03-29T10:19:980-08:00</NotBefore>



<Si gnat ureMet hod al gorithnm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#dsa- shal
"></ Si gnat ureMet hod> 30 <Reference uri="#xpointer(../../../..)">

<Tr ansf or mﬁptﬁm&?&%f orm al gorithnm="http://ww. w3. org/ TR/ 2000/ CR- xm %?
20001026" ></"TT dhsfor e <Transf or ms> 02 JUN 2005 WO 02/ 082298CT/US02/08796
PCT/ US02/ 08796 33 <Di gest Met hod

al gori t hme" ht t p: FNREIB2e0 15033001 99 :260dSI0Ps8¥etih ftes>  <Di gest Val ue>Bnsi r

W SnsNx+ui 75e . =</ Digest Val ue> </ Di gest Met hod> </ Reference> 5

USi gnedl nf o> %%h(ﬁ)ﬁlfﬁgv%%@hj RVhP2s QAWNCZcj / w7 WADxZJukt p2f YX3wF3j
8sAEoUKLXUX  AHSpEaddCr-QRpetRM IS/ SUeRuthE@YIcnEBTbKR@¥AGUEA CHM:3d</Dep
<DSAKeyVal ue> <P>AOrst RCl i 1TNQ@BsbRHI r hV xcBK6SAYWI yR6EMIKr Si U q hZcf YTW
SGhOni IVBEESMVBsa+/ DA6Ppj | 45YhsCLi / ZExOVbgKSWLx2wp84Hu+s5 Sa9

XA+y Te A/ V‘ngT%gﬂfgﬂé,’u f Sl mgyYWd7326zA0LD) WWhubYh+XM/nYgKv</ P>

<@ANnezYYGHJ Nre+pJzt sSNA2n9</ > 15 <GAKWWEe8wTl

KkM i +u05wZhCDKA<K¥zimiid BmGé+4hitg-A/sigdba.com/2000/12/sigabanet/sigauth">

WSE5ACcEy8dbRIOV4 2t Zw i kvChkf RXnj RP 1/ kPsSNI AXUCULAgXL6f | YZI Wbzz

t XZCBs8i SLgF3EQz 95t MIBTRATS N AR BEO R RERWD HE Iz Hh r<flssinfo>
<Y>BPT2HnTOBM vFZhgumef QL9gFkGsj GGZGEBRRhWEKyr 06  esplL34MeavYnwwGAB DI
WBvI uaDHt Uf Rv6znkwzgQ Ct sSnQRFLD+r psEQHok 7pz+U 20

WDV4L5udmhgz WakSEDP&aRi Cox QduxgHj sbXnBXMyBy WreJOCVRI VeNa7Msw=</ Y

< DSy Val U g R R http:/Awww. w3 org/2000/09/xmldsight™>
<SignedInfo> ' —
<CanonicalizationMethod élgorithm="http://www.w3.org/TR/2000fCR~xm1—
c14n-20001026"></CanonicalizationMethod>
_ <SignatureMethod algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-
15  shal"></SignaturcMethod>

2PN 2005

<Reference nri="#xpointer(../../../.)">
<Transforms>
<Transform algorithm="http://www.w3.org/TR/2000/CR-xml-c14n-
20001026"></Transform> ' '
200 | </Transforms>
<DigestMethod algorithm="http://wmv.w3.0rg/2000!09/xmldsig#sha1 ">
<DigestValue>1yMLZu/99bWEnSIfV1scodedd Tk=</DigestValue>
</DigestMethod> |
</Reference>
25 </SignedInfo>
<SignatureValue>[6094fFSSCdbRS3HSEE]j 2nlyDeapzMB/NH;Js5Sy9HX9Xvhw{
Vg0OoQ==</SignatureValue> |
<Keylnfo>
<KeyValue>
30 <DSAKeyValue>
<P>AOmstRCHITNQ8sbRHIrhVxcBK6SAY WAIMMIyR6MIKrSiU/q
hZcfY TWSGbOniSMBDsnkdVBsa+/DA6Ppj145YhsCLI/ZExOMbgK SwLx2wp84Hu+s55a9
XA+yTcA/WgzRTF+hjErU L fSImgyYWd7326zA01D/WMhubYh+XM7nY gKv</P>
<Q>ANnezY YG5JOCcSNret+pJztsNA2n9</Q>



</ Keyl nfo> 25 </ Signature> </ NaneAssertion> <Entitlenent

xm ns="http://ns.s2m .org/s2m "> $2 JUN 2005
<I D>ur n:wehBagseT Si gAut hSer vl et : e587bf e6¢c7@ | GABA. COM 3&,‘9;%2}9;792’30

<I ssuer >nechani sn Si gAut hSer vl et : e587{pf e6¢c 7@l GABA. COVK/ |'sS

<Dat €>2001-03 - 29T 1%%2%0 : 00</ Dat e> <Audi ences>um *</ Audi_ences>

<Val i di tyl nterval > IxddMlibep wehQOKEBOZpg BSiRY MatiBaFBre> 0 2

JUN 260855 AR R4b U %)) R?l}lﬁ{_p% U%Q% 6TRA
19: 19: 980- 08: )%0<%t2§?\t7 er >QU§/&\%IP&§Q&W nt erval > <% ends CSr%gl‘um m IWszz
ec hanLxmss@&uuﬁzﬁe@mw&msKﬁgyﬁfoa"fﬁm@mﬁquwmwpmmmm:S <Az Dat a>

Kk f ="htt t K f
;ozt I-nmon)r(umen;sronS| PeA/ W%Mgi@e Jé@%@ff’m‘; SBQ“IPEsol nf o>

</$z fa4mﬁ§mwm VWbGﬁan@ItUH(szWMC%‘SQQ%@QB#H%E@ﬁ&%% >

<Sig | nf o> <Canoni cal i zati onMet h

al gor WIHHﬂLm4rwiqZWWWmm@omﬂzw®ysmaﬂMquWmeJOCVRNeNamsw—</Y

14n- 29001026 ><Canoni cal i zat i onMet hod> <Si gnat ur eMet hod

al gori thm="http://ww.w3. org/ 2000/ 09/ xm dsi g#dsa- 15

shal " ></ Si gnat ur eMybRadx vBm‘&r ence uri ="#xpointer(. Y
<Transfornms> <Transform aI gorithm="http: //vwvw w3. or g/ TR/ 2000/ CR-xm cl 4n-
20001026" ></ Tr afdfeyVppuc>

10 </Keylnfo>
</Signature> ' | | , —
</Entitlement> |



20 </ Transforms> <D gest Met hod

al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal "> <Di gest Val ue>1

yM_Zu/ 99bVENSI f V | soodeddTk=</Di gest Val ue> </ Di gest Met hod> </ Ref erence>
25 </ Si gnedl nf o> <Si gnat ur eVal ue>l 6094PFSSCdbRS3HSEE;] 2 JUN 2003
f 2n] yDeapzMB/ NH Js5y9HX9Xvhwf  VgOoQ=USi gnat ur eVal ue> <Keyl nf o> <KeyVal ue>
30 <DSAKeyV al ue> <P>AOrst RCl i | TNQB#aRE r hV xcBK6SAYWII MM yR6MIKr Si U/ g
hZcf YTW SGbOni 9MBDsnkdVBsa+/ DA6Ppj 145YhsCLi / ZExOvbgKSWLXx2wp84Hu+s5 Sa9
XA+yTcA/ WyzRTF+hj Er U | f SI ngy.YW17326zA0. . D/ \WhubYh+XM/nYgKv<P>

Q> ANne YV Co SRS gﬁﬁ&%@ HH S A T NS

PCT/ USOZ/ 08 E08y 3R RAMEMER ST ol aHMIHEENERORKAUORRUL BOSY ALt LI +4E
WSE5ACEYy8dbROVAH WU32t QUyZW i kvChkf RXnj RP 1/ kPsNi AXUCUI  AgxL6fl YZIWbzz

t XZCBs 8iauBenigRgBonwchariig x&idiod mGuiziwzmyixd 8QoREKwnWgd HE3khrdh udkGs the
<Y>BPT2HnTOBM vF%@%@wa gglg Flf.Ostir.l C?Sé%%l&l%Rh\AB@/r 06 5 espL34MEavYnwwGN6Dl V
Wbv| tiaDFf OF RIBZ1KW: PEsgEs B P RFBLPOPHNA L 5u4mhgz W

WK3E Jmi Cox QuixatHios befilaiv By e RoNRE YahBdMawoTine systeRSAldeval ue>

</ KeyVal ue> 10 </Keylnfo> </Signature> </Entitlenent> 36 Q 2 JUN 2005

Clains 1. A systenbtignticating & subret wpteersopipenents elthesyirten by areidipect

domain on a net WOI’c,ﬁe:lrltocrede:ntials on behalf of the subject, wherein said client also resides
in the subject domain; and

10 a protocol proxy for communicating between said client and the authentication
mechanism and for authenticating said client based on said client
credentials, for obtaining from the authentication mechanism temporary
credentials for said client to access the server application, and for creating
from said temporary credentials an authentication name assertion allowing

15 said client to access the server application.

2. The system of claim 1, wherein:
the subject is non-human and said client is integrated into the subject; and
said client gathers subject credentials for the subject and communicates said subject

20 credentials to said protocol proxy.

3. The system of claim 1, wherein a plurality of the authentication mechanisms are
present on the network, and the system further comprising:
an agent for communicating with other components of the system and for .
25 interacting with said client to choose an appropriate authentication
| mechanism from among said plﬁrality of the authentication mechanisms,

wherein said agent resides in an agent domain on the network.

4. The system of claim 3, wherein said client interacts with said protocol proxy to
determine a specification of the authentication mechanism and said client communicates

30 said specification fo said agent.



a server application residing in a server domain on the network, wherein an
aut hentication nechanismresiding in an authentication domain on the
network affects the 5 service provided by the server application, tﬁhze YN 2005
system conprising: a client for commumi’cating with other conponents o’F] ?he
system and for authenticating the subject to other conponents of the

syst em By pr dhediysigm of klagnt3, whertentaichtlseno meheleah talifack heckanignefdr, wher ei n
said client also resides. .in the subject domajn; and 10 a. protocol proxy
for comfaTBar it GRS Ahertior ol MET TG A BT CBICBHon fehani sm and
for aut hephpestipngas@iof (6 4 @dnbasRdn&hagRhd. cl ient credentials, for
obtaining fromthe authenticati on mechanismtenporary credentials for said
client to access the server application, and for creating fromsaid

t enpor ay cr ddenystahofahimadt aateicsid orilbacdmmedssent intmads wahitmg 15 sai d
cliept to .access the server application.. 2. The system of claim 1,

wher Bi n?glfjﬁé%%aﬁﬁe’é@fleisgldﬁBﬂtoﬁﬁ%ﬁﬂu%Hn%oa ECPERIM s integrated into the
subj ect; and said client gathers subject credentials for the subject and
comuni gat es Tﬁ@'sgstérﬂ@f%ﬁim 52QnefeRASR Elbgck ﬁem LREQEO) B ¥ation: The
systemof claim1, wherein a plurality of the authentication c%anlsms are
pr esent repositbry tndetaominge saidcpploprisiesdrmficatiohencchampmi si ng: an agent for
comuni cating with other conponents of the systemand for 25 interacting
with said client to choose an_appropriate, authentication mechanismfrom
anong sa&t d p|T§1PéV$tw obrlaRe, Fhetseniadagsnbickhdenafeshanism ygselver Wrsai d agent

resi des geft3fidoesh sgﬁrmhﬁli%ittﬂ‘?%xﬁg%%%éont ecﬂ:;ltﬂ%nﬁyaséu%@t %ﬁ‘éc% gkm 3,

wherein said client Interacts wt rotocol proxy to determne a
spetdf i oaire ofithefauthzeticaichendchamsmewhivbcliifenissine sendcs piodidell ibgrhe ssovaruni cat es
30 said speci.fication to said agent. 37 02 JUN 2005 5. The systemof claim
3, wher 8PH'LHPY client includes a call back mechani smfor determning said
appropriate authentication nechanismfor the server application from anong

said plyralit Ehent, | | OF i 3 aimb5,
wher e?n@é aid %&%ﬁ%@%@%&ﬂ?ﬁ%&n@%&g Ea%flg ﬁ{v}\}ht%ﬂﬁichlges @%ﬁﬁ%ﬁﬁ%@&g& erm ne
sai d appodppkatne tety bentaidcdienomdeoh@acismsm resolver.

10.  The system of claim 8, wherein said agent further includes a mechanism

15  repository for storing information about said plurality of the authentication mechanisms
and said mechanism resolver queries said mechanism repository when determining said
subset of zero or more of the authentication mechanisms which affects the service

provided by the server application.

11.  The system of claim 10, wherein said agent further includes a mechanism
20  registrator for the authentication mechanism to register in said mechanism repository by

adding information about itself.

12, The system of claim 11, wherein said mechanism registrator is further for the
authentication mechanism to update itself in said mechanism repository by changing

information about itself.



7. The systemof claim5, wherein said callback nmechani sm accesses a
configuration repository to determ ne said appropriate authentication
mechani sm 8. The system of claim 3, erein said agent includes a 12 JunN 2005
mechani smresol ver for determning fromsaid plurality of the

aut hentigati mechani_s subset of zero or 10 re of the authentication
mechani drte WHIERYSPREEE B de WDERYT 2l BRIRAOLBIP R §estdts 134 2900t A@BRRcat | on.

9. The syskem@bricl aim 8, wherein said agent further includes an

aut henti cati on agent for brokering between said client and said nechani sm
resolver. 10. The system of claim8, wherein said agent further includes a
mechani 9é 15 Theppdemaf glaforl, shercimgpid pdocroobpiosn resbies in §aiadthghticatibnt y of t he
aut hentication chanisms and said nmechani smresol ver queries said

nechani Wg’p%?hgélpwﬁ'en deternmining said subset of zero or nore of the
aut henti cation nmechani snms which affects the service provided by the server
appl kcatjson. i i E i | & RAOR et her

i ncl adeé}lsé g%%%%%ﬁﬁ%%@g %F%’%Igéram %@t%cﬁg&gﬁ'ﬁ%%% catl or:geﬁgérlé:{ anismto
regi st eprotpcad 40 dommohizaiesyitlr pbslianoayd bHyneckahikinngpdciffoopromicobio about it sel f
12. The system of im211l, wherein_said nmechanismregistrator is further
for the CO%‘B%%%% Wﬁ%ﬁﬁrﬁ‘uﬁﬁeﬁ‘éﬁrﬁo&ﬂﬁ%&‘{‘}ﬁﬁate itself in said nechani sm
repository by changing information about itself. 38 0 2 JUN 2005 13. The
system cl a tnsai t i j i nt domain
onthe nét noriee e 17 Bhcropf 10REba RN IRR Rl dhoREO REEY )

r esi des ainthetthmteausingrRRRaotaenl. donmain on the network. 5 15. The system of
claim1l1, wherein said protocol proxy uses a standard security protocol to
comuni cate with said client and a nmechani smspecific protocol to

comitini ddt e ViPERYSIEE oA GlaHaAs MagESIbTIhiRekRER] BIRKY PR AUTHR SgRAdAMMSt cl ai m 1,
wher ei n at.itgast one of said client and said protocol proxy authenticates
using SRP protocol. 10 17. The systemof claim 1, wherein said protocol
proxy produces a signed name assertion. 18. The system of claim 17,

wher ei n 18ai d ThegpgemRAORIASEE Mthetdin bdd e@At@haBeladsBrtidn is contained in a

S2ML document.

19. The system of claim 17, wherein said protocol proxy further produces a signed

15  name entitlement,

20. The system of claim 1, wherein said protocol proxy uses a proxy name assertion

to authenticate itself to the client.

21.  The system of claim 1, further comprising an adapter for receiving said
authentication name assertion, recreating said credentials, and permitting said client to

20 access the server application based on said credentials.

22, A method for authenticating a subject residing in a subject domain on a network
to a server application residing in a server domain on the network, wherein an
authentication mechanism residing in an authentication domain on the network affects the

service provided by the server application, the method comprising the steps:




S2ML docunent. 19. The system of claim 17, wherein said protocol proxy
further produces a signed 15 nane entitlenent. 20. The systemof claim1,
wherein said protocol proxy uses a pr%y nane assertion to aut hen%ic me'znﬁa
itself to the client. 21. The system claim1l1, further conprisin

adapter for recel ving said authentication nane assertion, recreating said
credential s, (@rnthsatiftingthgsuased lor peeo proxzovidcediest Phproyitingr

appl i cation based thod for authenticating a
subj ect residing |ﬁﬂ'e§tadr eﬁ{l@ggomﬁ%§%%&§s%ﬁ%rk to a server application

residing in a{b)s@fta&ﬁrngchmmid’ns@aﬁlbﬂﬂﬁoﬂﬂiavlbpﬂétocwhﬁbﬁy Riadhe ahéientiércat i on
mechani smresiding in an authentication on the network affects the
service provided PRECOREsEathigh W&bﬂﬂ‘?"&é‘%liiShentﬁ%éccﬁﬁ%thﬁéler&@rﬁﬂpllgqm@ t he

steps: 39 0 2 JUNR008 bt ARk Al bRfbdDERYBLeR diheipfighocol proxy

with a client by providing subject cred nt|a esubject

(b) obtaining a namehagsmsIto pcmmfﬁmrsulsjactdopcmmhalselwex)agph\zatmmmmmd

aut henti cati on megh%ni smwhich will allow said client to access the server
appl i cation, by nedi ati ng between said protocol proxy and the

aut henticati QED d¥ef rﬁh%ﬁlHeﬁﬁ@&'an%m%'&@se%ﬁ@i Rh 54i@ pRAGR? PrdxYDasRN HET
application via said client; (c) creating an aut Rentl cati on name assertion

Wi th said prot ocoISﬂlﬁrS@h})@CtbaQ@nU@lﬁ whieh wilbalbgvesaid clienténadcassshewdredr wi | |
al | 3 sal d client tolC Cess the server 10 application; (d) conmunicating
sai d”aut henti cat i SRPA4 M assertion to said client; and (e) communi cating

sai d aut hent i(@pddn@fiuiigdtthgaieduthedficitibnt gheSREdt86n appld arht;end  23. The
met hod of claim 22, wherein the subject is non-human and said client is 15

i nt egrat ed i AEFNHBUBEHTESRI affentipasionarmsdssaiiemiorthe sapiapphigptiogat her i ng
sai d subject credentials with said client for the subject; and

comuni cating said subject credentials to said protocol proxy. 24. The
met hod d:B cl aihmmzdhodvbiar sit2 R wilettimthietsybjett ik hen-auiagahd sAd it iechani sns
are Ereske?gt on tg‘gvnet rk, and the method further conprising:

i nt é?act1 Hgareiniodhe it mgthad furtheg ePPHIENEhose an appropri at e

aut henti cati Qhering said subject credentials with said client for the subject; and

communicating said subject credentials to said protocol proxy.

24, The method of claim 22, wherein a plurality of the authentication mechanisms are
20  present on the network, and the method further comprising:
interacting between said client and an agent to chose an appropriate authentication
mechanism from among said plurality of the authentication mechanisms,

wherein said agent resides in an agent domain on the network.

25 25, The method of claim 24, further comprising:
interacting between said client and said protocol proxy to determine a
specification of the authentication mechanismy;

and communicating said specification with said client to said agent.



mechani sm from anong said plurality of the authentication nmechanisns,
wherein said agent resides in an agent domain on the network. 25 25. The
met hod of claim 24, further conprising: interacting between said cl§giunaih
said protocol proxy to determne a s dcification of the authentication
mechani sm and conmmuni cating said specification with said client to said
agent. 260-0 Zhgupethgod clag 247 e thes comdrigiig detaiminiyg, anfapprapsieteconpri si ng

det er m nj : . nt i i.on chani sm for accessi he
server AuiEn@RBRRLRILEL PR OSRY BPHAR PRRARP R Qe RERETELERS)

mechani siithe athenfitionehdvbaniohs.cl ai m 26, further conprising interacting with
the subject to 5 determ ne said appropriate authentication nechanism 28.
The met hod of claim 26, further conprising accessing a configuration

reposi téry tlhedesteedeimdaimaltd fafher epmpasing auerheing wish thersubjeetiani sm 29. The
met hod of L. ther ..c rising, resolving fromsaid plurality of

t he gut %gtr? I@gﬁa@ﬁapg%)ﬁ%maé%eggp%ﬁgé{% h%?ISI?iaro or 10 nore of the

aut henti cati on nmechani sns which affects the service provided by the server

appl i catigon. 18@.melitg SRANRD D furtleR chnpRsin¥REEify §é&rﬁi%ﬁﬁﬁh rEpHsIbST

includes an authentication agent, and thé nethod further conprising: 15

br oker i fgdgempne frid appraptdie puthertidaion arpehanismd said client in said step,

31. The nethod of claim 29, wherein said agent donain further includes a

mechani reposi tory,.and t hod f.urther conprising: storing

i nfor ma?g]_on i@’ﬁlﬂetgcﬁf‘bfCg"flﬁ’riaq}j?'f{t}%&o‘iﬂﬂ’éma%t hentication mechanisns in said

20 mechani smegRRASY ﬁ@ﬁéajc?ﬁlﬁraﬂg%ﬂ/th@%tﬁ&itﬁaﬂ&?ﬁﬁ&iﬁﬁkﬂs@@%bét%ﬂerb%rSa' d

step. 32. The nethod of cl'aim3l, further conprising registering the

aut henti cati on neehani twanthesadafiomsedshmisms whpbsiffeots yhaserddeiprogided

i nformati on about 5)5/2% aut hentt'.%c?.ti on nechanism 25 33. The nethod of claim
0

24, wherein said %eayerﬁpg Vng‘si des in said agent domain on the
network. 41 0 2 JUN 2005

30.  The method of claim 29, wherein said agent further includes an authentication
agent, and the method further comprising:

15 brokering between and authentication agent and said client in said step.

31.  The method of claim 29, wherein said agent domain further includes a mechanism
repository, and the method further comprising:
storing information about said plurality of the authentication mechanisms in said
20 mechanism repository; and

querying said mechanism repository in said step.

32.  The method of claim 31, further comprising registering the authentication
mechanism in said mechanism repository by adding information about the authentication

mechanism.

25 33.  The method of claim 24, wherein said protocol proxy resides in said agent domain

on the network,



34. The nethod of claim 22, wherein said protocol proxy resides in the

aut hentication domain on the network. 35. The nmethod of claim 22, wherein
said protocol proxy uses a standard security protocol to comuni cage JUN H05
said client and a mechani smspecific rflrlot ocol to 5 conmunicate with the

aut henti cati on nmechani sm 36. The nethod of claim 22, wherein at |east one

of sai d3¢ti enthearthechoiorlgmotZ adicreippas prajecchermivaetidss indherppii8RRcgont ocol .

37. The f i 22, wherein said protocol proxy produces a signed
nane agggiap?%&ef%év%gm The net hod of claim 37, wherein said signed nane

assertion is contained in a S2M. docunent. 39 The nethod of claim 37,

wher ei n 33ai d Te@hdE& of1AXY2, WHeRSH s PEHERT pxS8BestatBRPsR0it | ement .
40. The nethod of claim 22, wherein said propocol proxy uses a proxy name

assert i @otoad te gormuuhisatei veidt id eliant find @ mepleanidni-eprcificgrotothktonet hod of clai m
22, Burtcgﬁﬂmﬁl? Jﬁh a%me%ggﬁ}o%rmec%nd t he nethod further conprising :
aut hen

recei ving sal ication nane ass& i on with said adapter; recreating
said credentials with said adapter; and 20 permtting said client to access

the serwer aplinidthédsr DAFEID, Qhefsdh o €ARIROLS Rlielient and said protocol

proxy authenticates using SRP protocol.

37.  The method of claim 22, wherein said protocol proxy produces a signed name

assertion.

10 38.  The method of claim 37, wherein said signed name assertion is contained in a

S2ML document.

39 The method of claim 37, wherein said protocol proxy further produces a signed

name entitlement.

40.  The method of claim 22, wherein said protocol proxy uses a proxy name assertion

15  to authenticate itself {o the client.

41.  The method of claim 22, further comprising an adapter, and the method further
comprising :

receiving said authentication name assertion with said adapter;

recreating said credentials with said adapter; and

20 permitting said client to access the server application based on said credentials.



