- 1 PERSONAL | DENTI FI CATI ON DEVI CE AND METHOD BACKGROUND OF THE

| NVENTION Field of the Invention The present invention relates to a
device and a nethod for identifying a person using the biological 5
informati on of the person, or in partidular the finger vein pattern
of the person. Description of the Related Art Now that the security
techni que for personal beloqﬂhggs and information i s considered

critical, the 10 Hifoieitak ckP FIEREEPY oREVSFRgANReMBTBPBgi ca

information of the person is closely watched as a personal
identification technique high in utility and confidentiality. The
conventional bionetrics identification techniques using the

fingerprintSBAéQ§%%§¥brb§,T&EgIﬁghgsgo he face, the veins in the back

of the hand or t I nger VeI ns een conceived. Especially,

the identifi jon.te i i the finger vein, which can be
acconplishedﬁg%%%l3£b§§8ag%?§ﬁ§%8ﬁight to the finger, has the great

advantages 20 of a |OWTﬁéyﬁPQEQH£C?Ev%ﬁ%&éhagggﬁ%gg gohboh anti- o g
falsification characteristic due to the use o Re™ i'nt érna

i nf or mat i on ofm@mes gedi stuedber | g8yt if b@%EBQF‘PB%@gth@eﬁ%ﬁggﬁc‘éﬁi ns
is inplemented in the foll ow ng manner. Specifically, the

infrared 3ightfomadent on ehéipgesoh) oBrt he Packiohia2- +akde;syuthace
thereof is scattered in the finger and
vein pattern of the person.

(o Description of the Related Art

Now that the security technique for personal
belongings and information is considered critical, the
10 biometrics identification using the biological
information of the person is closely watched as a
personal identification technigue high in utility and
confidentiality. The conventional biometrics
identification techniques using the fingerprints, the
15 iris, the voice, the face, the veins in the back of the
hand or the finger veins have been conceived.
Especially, the identification technique using the
finger vein, which can be accomplished simply by
applying light to the finger, has the great advantages
20 of a low psychological resistance and a high anti-

P L .
falsificatio

n characteristic due to the use of the
internal infeormation of an organism.
The identification using the finger veins is

implemented in the following manner. Specifically, the

25 infrared light incident on a finger from the back or



radi ated outside. In the process, the henoglobin in the blood
absorbs nore infrared light than the surrounding tissue. In the case
where the image of the 5 light radiated and transmtted fromthe
thick of the finger is picked up, therefore, the blood vessels, i.e.
the finger veins distributed under the skin of the thick of the
finger are ililwrdRee garawaal dfs sswmtierahadovthdhf sngengend s
registered in advance, and the 10 correlation is determ ned between
this i mge &Fiared iGHge Bt anlbljetefoerss, tichdehehegkedin| it his
way, it is possible to determ ne whether the person involved is
regi st er ed %3}1@& MG Tefe it i acEad dnlagbﬁtn E@P@T?ﬁgig%onm_
device using the finger .15 veins is disclosed in JP-A-7- . i's
personal i delftit D iFeHTe hds thfe F63 ufeahadthaninaegecbithe

finger is pick up hy .attachj an optical_fiber closely to the

fi nger t% mlﬁ‘lg%dczé:patqﬁgtieﬁ[sfnéjf r%lgﬁiadhﬁ‘d‘ltﬁcﬁéd_ rflli‘%? tﬁ?%lé‘?}?\;’?ilgpoig‘@? mage.
JP- A- 2002- 832 on 20 .t er .han I scloses a \ )

met hod of %é?%oeﬁalqsirdelﬁtk%fa? e o e Hed i %}%%9@.1 e o<
requiring N@HEOrmH; eG : [ e a _.fing _
pattern. Al go, _tﬁgl%%ev?%e %I g%st)t?égjqﬁtﬁe%\] - -536&-%20%0%‘% ?fzrﬁq
finger guidenyri oangdna 23 nyjeRoehtd Rri%%tbtfl%n Mt fgﬁaﬁeﬂf.%‘f €, Uil I¢

i mge pickup conditions for each case of matchirg e finger Véin

pattern for shdeltd.f i gatisonmable ;GONNRNLQRNIAY LigChHES, USE, f il de
nit, - 3 for fixing a finger in position or guiding the finger
% .4 10 correlation is determined between this image and the
image of an object finger to be checked. 1In this way,
it is possible te determine whether the person involved
is registered or not for personal identification.
An identification device using the finger
15 wveins is disclosed in JP-A-7-21373. This perscnal
identification device has the feature that an image of
a finger is picked up by attaching san optical fiber
closely to the finger to minimize the loss of light
gmé power for picking up the image. JP-A-2002-83298, on
20 the other hand, discloses a device and z method of
personal identification operated in an environment
requiring no-contact detection using an image of a
finger vein pattern. Also, the device disclosed in Jp-
25 fingertip button switch to assure uniform image pickup
conditions for each case of matching the finger vein

pattern for identification.

The conventional techniques use a guide unit



to the correct position in the identification device to pick up an

i mage of the finger veins with a high reproducibility. The finger is
inserted along the 5 guide unit, so that the factors of fluctuations
of the finger shape including the angBe-of the finger joints, the

t hree-di nensi onal rotation angle of the finger about the center axis
thereof and the Hisiagce fiowerhén pasetacarersgppréssedhet fienehy
making it possible to 10 pick up an image of the finger vein P
pattern witht@ the ghPyreehroeutt bPe shapke THentséicabioacdestiomedot o
the operation of the identification device, however, na%.erroneously
insert or defidtn4he? | Higve byl bEhagf Hgdekeveingeritht 8 hbgbont act

WD e TRy SPRLY. DR S0 SLEoTR, alarce e e [
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Accordi ngly, the object of this invention iIs rovide an
easy-t o- opercairaihd Vs aGete a8y, thereby making it possible to
éw} 10 pick up an image of the finger vein pattern with a

highly reproducible shape.

The user not accustomed to the operation of
the identification device, however, may erroneously
insert or deform the finger by bringing the finger into

15 contact with the finger guide unit, applying so strong
a force to the finger as to bend the finger joint or
inserting the finger at variable angles. The user who
has long used the device, on the other hand, though

“E capable of inserting the finger with a high

20 reproducibility, may place the finger in a different
way than at the time of registration for a reduced
correlation with the registered pattern. BAalso, a
willful user may insert a false finger of other than an

organism or a finger with a falsified pattern attached

25 thereon for registration or identification.

SUMMARY OF THE INVENTION

Accordingly, the object of this inventicon is



identification device which can prevent the erroneous insertion or
deformation of a finger or the insertion of a false finger by a

w llful user. 5 Sone typical personal identification devices
disclosed in the invention to achi eve £he above- nentioned object are
briefly described bel ow. According to one aspect of the invention,
there is prov? deeP el peravredsy dentdpecateonhdeiil geatOucenpri sing an

i mge pickup unit for picking up an image of finger veins, a |ight
source for ef?thrgdaigan t4Evies tvhshi caedrrarenghthhestirngerysan

i mge operating unit for matching the image picked-ug with an inmage
regi stered iM3iarte,©a PV dnt enfof #ndieattngrahhesinaageipnckup
position of p?e Léqgﬁ%zfnd a detection unit for detecting a contact
bet ween t he 3 riger® Heeyhiver untt1ful Ade®Fding to anot her aspect
of the iqyention, there is provided a persopal identification device
20 conprising a |ight &8t c R%ﬁa¥ﬂﬁ?{?§@afib%?”?%?%%%?éﬂn DRV FRS
thick of a fj. r l.i ght, source for emttin light transmtted

t hr ough t he J%%%éF; ent l%h%fﬁ§v??Fiﬁﬁ,t%.??@ﬁ?y%eﬁ%?t?Q%V%Tenent f or

ecel ving ! hndd ahly (ipmae LI L sei og Lop e tdLpg the | 1ght 25

transmtted through the forwar i'nger, lay nmeans for

dovi co furt her  compr Teas e R T 1 Tt ST i SF G e 5
npri ses nmeans for sw tching matching of a 5

reqistered IUTRGRS 1N iBLiENG Qe i¥yal headedi ielehn device

'{"} 10 comprising an image pickup unit for picking up an image
of finger veins, a light source for emitting light to
be transmitted through the finger, an image operating
unit for matching the image picked-up with an image
registered in advance, a guide unit for indicating an

15 image pickup position of the finger and a detection
unit for detecting a contact between the finger and the
guide unit. .

According to another aspect of the invention,

there is provided a personal identification device

20 comprising a light source for emitting light reflected
on the thick of a finger, a light source for emitting
light transmitted through the forward end of the
finger, a light-sensitive element for receiving the
iight from the light source for emitting the light

25 transmitted through the forward end of the finger,
display means for indicating information as a guide to
correct use of the device. The device further

comprises means for switching matching of all



i mges corresponding to the user in accordance with the degree of
correlation in matching operation, and neans for updating the
regi stration data. 5 According to still another aspect of the
invention, there is provided a personat identification device for
preventing, at a |low cost, the lowering in recognition capability of
the finger vetqisicesdiineats omndeavktehvhychfobhgérwise meghltsteeeur
due 10 to erroneous insertion of a finger into the device by the
user not accima@redceoredeonperationtbeé therdewi eecootlahhe wWaser then
of a falsified finger by a willful user. Oher objects, features and
advant ages diegire af ¢owestidoromi 1h betohkngppaeeatibnpnmehbemeans
following description of the enbodi nents of the invention taken in
conj unct i on Y% R HEE oriranss aigs d¥ aini agsda BRI EF DESCRI PTI ON OF THE
DRAWNGS _i 1 20 Fig. 1 shows an exanple of a configuration of a
personal 1dentificati YN eibodlyt hY 2hetherveaPeen. oFi ghe2 shows
an exanple of a configuration of a personal identification device
for detecting YHESE coMtH® botRERH &Fi Agerrgonde sAFRtaAdcation
finger. Fig. sho an _exanmpl e of configuratjon of _a personal

% Dt S Tng i He LY atechi Fhe 6iPacadofna

i dentification device for de
finger. - 6 rééé&hify%ﬁﬂggﬁg%fﬁg%%r%%Pnyﬁgsffﬁgé£ngg£ninage
identification device which otherwise might occur due
{{wj 10  to erroneous insertion of a finger into the device by
the user not accustomed to the operation of the device
or the insertion of a falsified finger by a willful
user.
Other objects, features and advantages of the
15 invention will become apparent from the following

description of the embodiments of the invention taken

in conjunction with the accompanying drawings.

i /} BRIEF DESCRIPTION OF THE DRAWINGS
20 Fig. 1 shows an example of a configuration of
a personal identification device embodying the
invention.
Fig. 2 shows an example of a configuration of
a personal identification device for detecting the
25 contact between a finger guide unit and a finger.
Fig. 3 shows an example of a configuration of
a personal identification device for detecting the

state of the surface of a finger.



due to the reflected light with the finger axis not turned and
turned, respectively. Figs. SA 5B and 5C show exanples of finger 5
image due to the reflected light with a false pattern attached on
the finger surface. Fig. 6 shows an exanple of a configuration of a
personal identification device for detecting a finger of an
organism 10 Fig. 7 shbwgsSani&xanpl éBophavcentingleat pdnfohgea image
personal identification device for detecting a finger of an
organi sm Fige 8-¢hohR Bnlexarpfel bghtheithusheafivaesf axtenbitght
power received by a light-sensitive elenent 15 with an
identificaii%HF%%?t%Wdd%%F%%%ed?eﬁpﬁ?t9V§ﬁbms an ex?nplg of a .
configuration of a personal_jdepntification device for detecting the
contagt between a fingetIand 2y f %g%?diﬁgeFPP%neﬁﬁWHéeshaﬁ}ﬁgnaeflgEt
source using the light transmtied 20 through the side surface of the
finger, z%tg% ?é%)# e “Uuy %cﬁeéf%féegfTég?gnﬁ%Fhaﬂd 8%?@0??ﬁ§eén
finger of a iS i g.-10 shows_an exanple of a screen for
{%ﬁf%#ﬁEﬂLéﬁ.gig ;%%%gr SUr

i ndi cating ion o I nSer %8efinger and 25 guiding the

user to insert the finggy cgrggg&éyaan%FF%%esg?mg n §§ggég%§g gﬁe

. OT
flowchart for switching between the 1- entification

1-1 verificalirdgde. radnt f feadfot QUG 80 SXATRLECOL: Al LOPERGEL
o of an organism.

im} 10 Fig. 7 shows an example of a configuration of
a personal identification device for detecting a finger
of an organism.

Fig. 8 shows an example of the rfluctuation of
the light power received by a light-sensitive element
15 with an identification switch depressed.
Fig. 9 shows an example of a configuration of
a personal identification device for detecting the
contact between a finger and a finger insertion guide
"} having a light source using the light transmitted
| 20 through the side surface of the finger, detecting the
surface state of a finger and detecting a finger of an
organism.
Fig. 10 shows an example of a screen for
indicating the fluctuation of an inserted finger and
25 guiding the user to insert the finger correctly.
Fig. 11 shows an example of a flowchart for
switching between the 1-N identification mode and the

1-1 verification mode.



the 1-N identification node to invalidate the 1-N identification
Fig. 13 shows an exanple of a flowhart for 5 the 1-1 verification
node to validate the 1-N identification and update the registration
data. DESCRI PTI ON OF THE EMBODI MENTS Enbodi nents of the invention
are described in 10 detail below Fig. 1 is a schematic diagram
showi ng a system configlr at? omdws ampeeaeptengft heflovensironforThe
user inserts a finger 1 into an identification device 6 at the tine
of identificdt§ oV IHflaHel A5 bregecde Heo f b wat tidene ofiet heNfi nger 1
is placed on fingertip guide unit 4 with the root of the finger 1
| ocat ed on &4%qﬁﬁ§1%ﬁﬁﬁégon guide unit 9. Upon insertion of the
finger 1 into the devuge, thi identification process is started. The
i dentification 20 deviicd 6 i3 Hlh 3'h IR sebtd obbovwehan: fhe
identificatiqn pracess .i.s executed in the steps descrjbed bel ow
Specificgﬁlfgm%hé iﬁﬁ%ﬁi;fa ﬁ%ﬂnm94?r%ﬁﬂ%ﬁ%&ﬁ?&%nﬁ@?l%tﬁn source 3
on the back :of : i o The, light is transmtted through the 25
finger 1 an&%aenftﬁr?g‘e({a%l%gérat |donupgd(ﬁtaegr#]hef eI SRt o(ﬁﬁ‘_;’ﬁa an opti cal
filter 7 for transmtting only the infrared |light, reaches an inage
pi ckup device 2. The 1light is converted into an electrical signal by
the - 8 | maggomrekupder Ger? nathhihpugh an imge capture 18,
input to a conmputer 10. The inmge thus I nput is

Embodiments of the invention are described in

") 10 detail below.

Fig. 1 is a schematic diagram showing a
system configuration for implementing the invention.
The user inserts a finger 1 into an identification
device & at the time of identification. In the

15 process, the forward end of the finger 1 is placed on a

fingertip guide unit 4 with the root of the finger 1
located on a finger position guide .unit 9. Upon

insertion of the finger 1 intoc the device, the

identification process is started. The identification

S
e’

20 device 6 is shown in a side sectional view.

The identification process is executed in the
steps described below. Specifically, the infrared
light is radiated from a light source 3 on the back of
the finger 1. The light is transmitted through the

25 finger 1 and a finger insertion guide unit 5, and
through an optical filter 7 for transmitting only the
infrared light, reaches an image pickup device 2. The

light is converted into an electrical signal by the



tenmporarily stored in a nenory 12. A finger vein inmage registered in
advance is stored froma storage 14 into 5 the nenory 12, and the
input image is matched with the registered imge by a CPU 11
according to a program stored in the genaory 12. In the matching
process, the correlation value between the two inmages to be conpared
i's caIcuIateﬁna%ﬁdpl®k®@c@¢ﬁaﬂee2mnahdthbrvagheanhmﬁa@@ cabtulrat ed,
it is determ ned whether the input image is coincident with the

regi st ered |h@%@¢0?0n@tCOWmUt%ECbQdanEéemﬁmhgehehnasmhpubf1ﬁatch|ng,
the process for identifying the user is executed, and in the case
where the peP¥Rrisiivghiored ety »deanprved? thd fngerr wepondiage
identification ocess |s executed for the object to be controlled
by the ident??q{%ﬁ?%> %@s@%ﬁ%nceTﬁ% FF@H?dSBQ@@eaBSF§ré@ﬁfﬂéunéﬁoof

t h L emtting, diode) or
hal 832‘;"?532;:}?&? eé?sﬁ!’{rfifi]%f .aLf#E Fa Paont neqtratrig-toner Fz;tt;f the.
0 ar
?imr::SgIr rre'r&ts an (%I#J‘rerna ?/veag% %l‘?‘lg f ig %‘é‘f%ﬁdf? htefii PEPHG2BI enent
I t the ||
rg%ngudfzgffm5¥% t%e nger ulicks esglt gos h%l%af%hl?%dPﬁ?ge?ﬁe Fhght
over the m%&cfél@ﬂ'orymgﬂféﬁkﬁ/@@&e?rﬁ thet%&%s Cg % Pger?;_/gjl)ﬁq%%red

pattern can be clearly acquired. Al e con

ei ther at trﬁh'Céicé%ﬁ&é&”'éﬂﬁrE§Sa&Eo£&EH¥éd#P%$yt?é $2¢hOLRgL- 1N
conﬁiolllng the LEDs individually, the Iight power
10 calculated, it is determined whether the input imege is

coincident with the registered image or not. In
accordance with the result of matching, the process for
identifying the user is executed, and in the case where
the person is legitimately identified, the

15 corresponding identification process is executed for
the object to be controlled by the identification
system.

The light source 3 is configured of a

component part such as a LED (light emitting diode) or

20 a halogen lamp for emitting infrared light. According
to this embodiment, a plurality of LEDs are arranged
longitudinally of the finger. As an alternative, a
single elongated light-emitting element may be
employed. The arrangement of the light source

25 longitudinally of the finger makes it possible to
radiate the light over the whole finger uniformly so

that the whole finger wvein pattern can be clearly

acquired. All the LEDs may be controlled either at the



the portion such as the joint of the finger where the transmttance
i's high can be suppressed while 5 increasing the Iight power for the
thick portion of the finger. In this way, a clear finger vein
pattern can be obtained. An exanple-oB a nethod of controlling the
l'ight power fromthe |ight source 3 is explained below. 10 First,
with the LEDsapadbatphgnehe prghndpowdnadfivanfi machabthalrue, Inhe

bri ghtness value at the position of each area on the inage where the

LEDs are di spPayEalisnadeber hERedinAdgdmpalhar the poshti powelr dach
LED on the jmage is known. In the case where the brightness 15 is in
the range consfde?ebiappPephi aéethenaoinghef &bat CAnESTt sheeer tticat ed

with the sane_light power. In _the case where the brightness is
hi gher than ?ﬁ%ng%ng?Eﬁ?aierﬁgé,cﬁBmE@ePPpPﬁéSﬁ?@hﬂgbéﬁer of the

i ng. h I di [ ti .i's reduced, 20 and
Voo v R ao e e S P ahCr SFoBotheL Ehich BaTLIRg eRange
f Ny troll ed e a fixed value or a
variabi o val o Rl RES Ry Soet AR ohiBR=EoRE BI PRAGSZ0NEa ght

power with i i ght power control 25 change anobunt is
descri bed. %?%géé@%%ﬁéﬁaxinun1in|t|al value and the mninmuminitial

value of the light povwgs -copbiol  fa gﬁegﬁggdgkgéﬁ%gggl%gﬁgeggg LED.

The Iight power control range is define _ e range -
10 of the|lﬂ%ﬂﬁEﬁﬁwéﬁwf%oﬁuﬁ@@tl§@9?ﬁ£®u9@g Qhﬁsléggiaiﬂgﬂeﬁeiéw.
e

controlled not to exceed this range.

L 10 First, with the LEDs radiating the light power of an
initial wvalue, the brightness value at the position of
each area on the image where the LEDs are displayed is
determined. Assume that the position of each LED on
the image is known. In the case where the brightness

15 1is in the range considered appropriate, the light
continues to be radiated with the same light power. In
the case where the brightness is higher than the

particular range, however, the light power of the LEDs

corresponding to the related image position is reduced,

¢
-

20 and vice versa. This process is executed for each LED
area. The change amount of the light power controlled
may be a fixed value or a variable wvalue.

An example of the operation of controclling
the light power with a variable light power control

25 change amount is described. First, the maximum initial
value and the minimum initial value of the light power
control range are determined for each LED. The light

power control range is defined as a control value range



maxi muminitial value and the minimuminitial value of the |ight
power control range are determined in 5 accordance with the
characteristics of each LED. Next, the |ight power control val ues of
all the LEDs are set at the center -ofilot he control range. Then, the
light is radiated to obtain an inage, and the brightness value at

t he positiorPfarigihd-EachidiED peveet enmpuedsigfalp the chselwhete the
brightness value is low the |light power of the LED |ocated at the
particul ar posIR% orf i ®Tlequi ¥ed net beo | aereadethiTheanyeght Thewer
control value obtained by the previous check of the brightness value
at the posi B Ebudd U5t e t@%@l%ﬁeLEIFlEUEeLTaElalSE@AueR@ﬁun1
value of the, light power control range of the LED |located at the
particul ar 63??9%6%“Pﬁ$¥%%rrﬁﬁqQﬁ@¥uf¥¢ﬁﬁcﬁﬁﬁr@#te¥@h@%¢ ime control

e T T M
case wher o (TS BT Ree ™, ATTE AL TGRS o (MeL othor L FGhcRE® heet
deor eabed. 35 T 1T pSior Cortan - Val 0 ovi S0ty TOt A TG by
TED |5 Set o a o e e e HiF gl pern b d o hige
of the LED aft the pRihitGWdarovkl 08 tign s AAisr-AarLon ng the

cqnt{ol range this way, ' ‘

N 10 In the case where the brightness value is
low, the light power of the LED located at the
particular position is required to be increased. The
light power control value obtained by the previous
check of the brightness value at the position around

15 the particular LED is set as a new minimum value of the
light power control range of the LED located at the
particular position. After narrowing the control

range, the control value of the light power radiated in

the next stage is set at the center of the control

20 range. As a result, stronger light power is radiated
in the next stage than in the previous stage.
In the case where the brightness value is
high, on the other hand, the light power of the LED at
a corresponding position is regquired to be decreased.
25 The light power control wvalue previously obtained by
checking the brightness value at the peosition arocund
the particular LED is set to a new maximum value of the

light power control range of the LED at the particular



the control value of the light power radiated in the next stage is
set at the center of the control range. As a result, the [ight power
smaller than in the 5 previous stage is radiated in the next stage.
As |long as the brightness of a LED i-s11mai ntai ned at the proper
val ue, the light power of the LED continues to be radiated w thout
change. The p®%ightmessiAtsedeter nomedgandeconhtobl edahget hhs sway yf or
10 all the LEDs until the light power of all the LEDs cones to
remai n unchahedsometdr di e oo f hilse nkidbd, poer chadgetadotnt thef the
| i ght power which is large in the beginning of the control operation
i s decr eased'$rlogf ©3%F vET Y5 t3HE 157¢ heeatlvaneé bhet hentonir oknge.
operation. As conpared with the fixed change anount, therefore, a
fine control®S gher@tibir i Hosigibt ePieF esmaliee shaw innehénprovi ng
the processing speed. In view of the fact that the |[|ight power
Fangd Bek

control AhesS IRET oviert 3F th-2hel 2ot hrivarke skagfe control

accompl i Shed i the cdie W @° (HE dott ARHTESAL 161 2 r ARGet 2annot be
resetting  CHa R Sha e T T TERE BouEr® chhEY bl S drgest athes
oper ati on fal15 T3 e hecorolTonat B tar Txvay o SEnT ol LBssi ons.

As a resul t pthen G d ol s dé%ﬁyﬁfﬁﬁhtﬁhﬂ“éﬁ%%%%f@@ﬁrﬁn'tﬁgs'way for
[E{Tbg)dl ment 1] .
- 10 all the LEDs until the light power of all the LEDs
comes to remain unchanged.

According to this method, the change amount
of the light power which is large in the beginning of
the control operation is decreased progressively with

15 the advance of the control operation. As compared with
the fixed change amount, therefore, & fine control
operation 1is possible while at the :same time improving
the processing speed. In view of the fact that the

) light power control range becomes narrower with the

20 advance of the control operation, however, the control
operation may fail to be accomplished in-the case where
the optimum control range cannot be determined. 1In
order to solve this problem, the process for resetting
the maximum and minimum light power control ranges at

25 the initial state is executed for the area where the
control operation fails to be accomplished after

several control sessions. As a result, the control

range can be widened again.



The identification process can be started by depressing an
identification switch 8, or by continuing to retrieve the image of
the finger 1 through the image 5 capturing means 18 and determ ning
through the CPU 11 that the finger-1lRas been conpletely inserted.
According to this enbodiment, the former nethod is enployed. As soon
as the user depradigesnt hel fingertip guide unit 4 with his/her
fingertip, the identification 10 switch 8 is depressed. At the sane
time, a signal indicatihg dHe toirhictomoeicehe caené fscatien by
switch 8 is transmtted into a conputer 10 through an interface 13,
so that the MPISEEdet &t st 497t- dejstaslen swittle Bf ehedy demntineangon
switch 8, thereby starting 15 the identification. The fingertip

gui de unit Oarﬁfytt’ﬁ@‘ﬁ I8 19 i A IR t1 ot RSPt timag e he
finger 1.at __two paints sugﬁ.{ess t he horizontal displacenent of the

finger 1,° muiomtaime % ML ikt W%ntzwggb T}l?%fg%w 113a2d

i i i t-. | ds th thic i de, of the finger
E)Bt(:a Lpnggnfgg}gl{\?vi Lll%l tﬁr%ige e\c:]“l Elga.s aeoelﬂed:("f“ﬁ:’ele_f ‘?S]c—"[é_ls‘ﬁfer%jdt he fi ?ﬁer
1 i nto conta i he vice, the vein istri ed in e
t hicgrknsofI tnhg\ fi nge?ltgvvo\@tﬁt zﬂi)lreg ﬁe(rii[g)séscggﬂetno&stt\g]p@ the 25 81 |'ow and

the pattern appuld REcon® igngsidl &ne I&éﬁ%%@@%&efﬁ{g ﬂ%a(f%r@%ng

the correlation’of finger vein patterns with registered p er
the inmage preEessiund toperatirohilsy RxequtRl 40 5, 13 eddactsa fd nger

vei'm pattern. An exanple of the
"o 10 switch 8 is depressed. At the same time, a signal
indicating the conduction of the identification switch
8 is transmitted into a computer 10 through an
interface 13, so that the CPU 11 detects the depressed
state of the identification switch 8, thereby starting
15 the identification.

The fingertip guide unit 4 and the finger
position guide unit 9, by supporting the finger 1 at
two points, suppress the horizontal displacement of the
finger 1, maintains a constant distance between the

20 finger 1 and the image pickup unit 2, and holds the
thick side of the finger 1 out of contact with the
device. Should the thick side of the finger 1 come
intc contact with the device, the veins distributed in
the thick of the finger would be pressed to stop the

25 Dbleood flow and the pattern would become invisible.

In the stage before determining the

correlation of finger vein patterns with registered

patterns, the image processing operation is executed to



met hod of finger vein pattern extraction is described below The
finger vein pattern assunes a |lower bright value than the
surrounding area free of blood vessels. 5 Specifically, the

bri ght ness value profile of the cross 13ection perpendicular to the
direction in which the blood vessels run has a bottom or concave
with a peak ewalraetat thegeentvernnofpag¢aehrnbl odch wessglle o alHe t he
vertical and horizontal profiles of the inage, } 10 therefore, the
center of th&ebbptoafofinhercurdayeasferrhediriaghtiness svalaseiibed
detected either by calculating the angle of aperture or the radius
of curvat ureP8torhe Throfingegurednopalyedet estsiumgst he loomaaves diased
on the nean value theorem The particular point at which the 15
concave i s d&BéBEedPB Bhphasrzednpyronareasitiget vé bBrioghtiesss sl ue
t hereof . Thep, thg,ce ﬁer of each dark line of the whole inmage is
enphasi zed and®g" Fﬁ@g Yrvelfi BatoBERess drtugcPe@iitruef the dwdes

| i nes, which be thin qr i roxinhty to each other, can be 20
enphasi zed p8§$E¥98I9eﬁﬂﬁn§FEEEF$ EQen"Pn L RECEASE 1RhEnd chhéhis ght
power has a uall Furt her si.n t he center of each bl ood
vessel is ex%#gééeg%ggg%s i dén ?Fiéab?gﬁOW505388nﬁ8¥§iHﬁéhwﬁtﬁ@@$
bei ng affect y-th arLatLons -0 e, bl oagd _vessel wi dth.due to
the 25 expanE?%%Qoﬁﬁcg%¥rg%?%%ﬁ %? %ﬁ%an§8 8v3§§3?§'023§e813ythﬁhe

e " FRFPASE CpheTRSL Shtfies ! EONICS,coCnd LyOEB, 17, L1

finger lipotthersphtarttMetBehPEr of the bottom or the concave of
the brightness value is detected either by calculating
the angle of aperture or the radius of curvature of the
profile curve or by detecting the concaves based on the
mean value theorem. The particular point at which the

15 concave is detected is emphasized by increasing the
brightness value thereof. Then, the center of each
dark iine of the whole image is emphasized and a finger
vein pattern is extracted. Thus, the dark lines, which
may be thin or in proximity to each other, can be

20 emphasized positively and clearly even in the case
where the light power has a fluctuation. Further,
since the center of each blood vessel is extracted, the
identification is made possible without being affected
by the variations of the blood vessel width due to the

25 expansion or contraction of the blood vessels caused by
the change in atmospheric temperature or physical

conditions.

In the case where the identification process



finger position guide unit 9, the magnification of the finger 1 in
the image is different fromthe finger 1 in contact with the finger
position guide unit 9. In 5 order to absorb this difference in

magni fication, the inage is processeti4as described below First, the
contour of the finger displayed in the image is extracted either by
appl yi ng an iedgd aersitagiizimg e |ftierge mvierndathel mhodret datagei eindthe
checking the connection of 10 lines or by follow ng the edges
sequent i al | ¥ingegbtraisd titde diatse urtidr €bf tdre otdweri Torateintn omal the
ordinary inmage processing nethods. Next, the width of the finger
cont our acqéigllné@fl 3 dét éMd Aedasy lisneljd frogds sirmgp tidie detreptr thein
joint portion of the finger and to determ ne 15 the contour w dth at
the particuFEPtEES ik dher & indistre mfisid e Tomeoumiti fth atnt he
central portion of the ima% .. After_ that, the magnification of the
finger r’s QORI 0o d DERLEM Lor 5 KB FCSHEOEE it TH. Caioham (928 i on
is carried out either by reducing the 2%\{{ | e image in the case
where the coRPdar i EENSES S FalFeFSrdn g %@&Wed Nditie drhoy
enlarging t le ed.n the case where t cantour width is
smal | er thgﬁn\ae%ggegiff i[Egl FAFGE ™ Kér f‘ytec()jr gét Tie "W width to

the specifiegdivalbey an ¢ grelbs,;%%gﬁy%ge@nareqi | r?gf{%h%“% j{zajgnu%ci P.%b%e?re

contour width to a specified nd~ corre e con
lines to papgkkeknst LRgRt imla'g@el%ndA%h%J}@L%lél toh e R&HIRGE ] TRge

pi cked up, even if partiallyenlarged or reduced, can be corrected
to-a' - 15 predet erMmbRedonagnihigt @hieORdgeueddhdits ;0ase el ain

the trace thereof cor other conventional ordinary image
processing methods. Next, the width of the finger
contour acquired is determined by image processing to
detect the joint portion of the finger and to determine

15 the contour width at the particular position or to
determine the contour width at the central portion of
the image. After that, the magnification of the finger
is normalized based on the contour width. The
normalization is carried out either by reducing the

20 whole image in the case where the contour width is
larger than a specified value or by enlarging the whole
image in the case where the contour width is smaller
than & specified value thereby to set the contour width
to the specified value, or by elastically enlarging or

25 reducing the contour width to a specified value and
correcting the two contour lines to parallel straight
lines. As a result, the finger image picked up, even

if partially enlarged or reduced, can be corrected to a



the identification process is started with the finger 1 out of _
contact with the finger position guide unit 9, therefore, correction
recognition is possible. Fig. 2 5 shows an exanple of the .
identification device for detecting tilie state of the finger 1 in
contact with the finger insertion guide unit 5. At the tinme of
pi cki ng up ahreﬁﬁgér@gneﬁema@hhgécaVébn.paEVennintheefbﬁgerwhem@
supported at two_ 10 points of the finger position guide unit 9 and
the fingertiprguidenuhficatianopderess keeptameethivckhsitde fahgehel
finger 1 out of contact. In the process, application of a stress to
the joint of°the°fifgetaat vith Eh@ fingert bpsasiansgppdet ungtpéi nt
woul d warp and 15 curve the thick side of the finger 1. Then, the
joint of thgh??%6%¥eﬂ 9%®¥%C?+%%tH%f@gvéF%P@aﬁﬁypaﬁélbﬂhereF@ge ghe
reproducibility is reduced in each identification process. n order
toppreveH$ t%?%wsi?ﬂxﬁ%éﬂﬁ%ﬁc%, the %?ﬁ@%%fFﬁ%E#PFoﬁeﬁaF?efaﬁlt 5is
20 provided to define fluctuati on-suppressi ng space. n the case
mhefe t he fiéﬁﬁﬁc?%ﬁ?u€h% Hoved OEeF??cE???angtﬁB Renh&fFtnentokkd
above, the tf&é@%xfﬁé§3f¥ié$e%ﬁi“ er 1 comes into contact wth the

n :

finger inserti gui de uni't eu?% u tanL pLezzgrefSL t?e 25
part | cular portions. ot ne-Rel gRbor habi CERer 81 =1 AU NG Chsbifiner o
the identificaldon WIQCeSStrd s StEkd eﬂi@?eﬁe?_fﬁsé&%@&l?@e&' ngerLLp
gui- unit 4 or - 16 checking the inserted finger I mage
processiiy ynshaits of the finger position guide unit 9 and the
fingertip guide unit 4 in order to keep the thick side
of the finger 1 out of contact. In the process,
application of a stress to the joint of the finger 1
with the fingertip as a supporting point would warp and
15 curve the thick side of the finger 1. Then, the joint
of the finger 1 would fluctuate vertically and
therefore the reproducibility is reduced in each
identification process. In order to prevent this
“é inconvenience, the finger insertion guide unit 5 is
20 provided to define a fluctuation-suppressing space.

In the case where the finger joint is moved
vertically in the manner mentioned above, the thick
side of the finger 1 comes into contact with the finger
insertion guide unit 5. The resultant pressure of the

25 contacted portion and the joint drive away the blood
from the particular portions or the neighborhood

thereof. In the case where the identification process

is started by depressing the fingertip guide unit 4 or

o
e



this condition, the finger veins would not appear in the area of the
first joint or the nei ghborhood thereof in the finger image picked
up. As aresult, the 5 information on the features of the person is
unavail abl e and the recognition rate ils extremely reduced. In order
to detect the contact of the finger 1 with the finger insertion
gui de unit 5°heckinh buttbrsertdd Singeh BY isager pngedsatingachder
supporting point of the finger insertion guide unit 5. Wth the
depressi on of"1 % hePRthbl &0 ngfes Fheeeri valnai deuldi nos bppehe fihnger
1, the push button switches 20 are also pushed down. This state is
detected by tHe TERF 19T Wil BECFoniobBE 167 t Hee pshgbberbaogwthehes £20
re pushed down, the identificatjon process is not started even in
?he Ease ﬁ??mf%?ﬁﬁﬁi?W%ﬁﬁiRﬁF%@$t%%-8 PSS Yepradsbd. CiThe bflnger
i tio uide unit. 5 can he spo shaped and configured as to be
Lgflte;clte \?\hlennﬁf%aiijhc?rblgréitgbe ofeazﬁ“l B® ¢t nige? RSF¥oRatped and curved
by applyin t the,j.aint_using.the fingertip as a supporting
p)(;i n!top Xs g"rﬁgs‘%ﬁtsl,ahf e arme%ttgﬁ o%e?%g‘?:'etiﬁ)%iﬁ N ot e¥FEeMBt Bvent ed
whi ch ot herwige M poht be caused, by making it disable to execute the
identification process due to 25 the contact of the finger surface

and the resulting |ack of-ddie Meidpatter Sf%b@an%?,aﬁ I8 gﬁt&‘gg%\; ?ﬁ

the finger contact, the push button swtche e replac
- 17 el ectri galgh elrrctaigg]at |G A r P SS S AL AR BCL5 SENSYL St button

"' 10 switch 20 is arranged at each supporting point of the

finger insertion guide unit 5. With the depression of
the whole finger insertion guide unit 5 by the finger
1, the push button switches 20 are also pushed down.
This state is detected by the CPU 11, and as long as
15 the push button switches 20 are pushed down, the
identification process is not started even in the case
where the identification switch 8 is depressed. The
finger insertion guide unit 5 can be so shaped and
;"} configured as to be contacted when the thick side of
| 20 the finger 1 is warped and curved by applying stress to
the joint using the fingertip as a supporting point.
As a result, the reduction in recognition rate is
prevented which otherwise might be caused, by making it
disable to execute the identification process due to
25 the contact of the finger surface and the resulting
lack of the vein pattern.
As a means for detecting the finger contact,

the push button switches 20 may be replaced with



it
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whi ch are made of a material not cutting off or blocking the

transm ssion of the infrared light and distributed over the surface
of the finger insertion 5 guide unit 5. Thus, the stroke required to
depress the switches 20 is elimnated7for an inproved sensitivity

to the contact. Also, the push button switch 20 may alternatively be
arranged onlslentiienborelant ofstdeicfongeresnses t cont got deenBbs5
whi ch supports the 10 fingertip or which supports the finger root.
Under this Wordi tdom, made §f myeratieskal oot guideiugi 6£5 and the
identification device 6 are connected wth each other. The
connecting pOrAGlDfthhet 1a1gers § fweref ovhe uit fr&redi thghacksdt he
push button switch 20 is so 15 shaped that the finger insertion guide
unit 5 is rbtHEPEISYRISE ddvihvigiet 3w L tiee chhmeet | hyspot{don

and depresses the switch 20 when contacted by the finger 1. In this
way, t IElee"“;s)r &P@s{e % me cofbherfthe parieke etravBERd oFC t hebsensi hige

tion of_ t.he pus 0 button switch 20 are elimnated for a
Feduced: pr GAITTOT cit! o e B GO CHRES Betaert Lhety
finger 1 and t finger Jinsertion quide unit 5 may be detected by
i mge pr occets?sihér:i;lge. ; ﬁgceaxcécrr'pl 61t 'S il ptf"'btcte%%lsﬁ’bltr%ﬂ ho'd M2%

uti [ zes the fiagh thate the.d RIS, WLD Lhe 11nggr. contacted tends to

have a brighter finger joint area e i nage T

gotnt atct gd- t %&n@fgﬂ Uatddg 5 dhighiRed ahtness g, 4 ges - contact can be
:eaf? elb fingertip or which supports the finger root. Under
this condition, the finger insertion guide unit 5 and
the identification device 6 are connected with each
other. The connecting portion of the finger insertion
unit 5 which lacks the push button switch 20 is so
15 shaped that the finger insertion guide unit 5 is
rotated slightly downward about the connecting portion
and depresses the switch 20 when contacted by the

finger 1. In this way, the process and the component

parts required for the sensing operation of the push

\\»w/

20 button switch 20 are eliminated for a reduced
production cost of the device.

The contact between the finger 1 and the
finger insertion guide unit 5 may be detected by image
processing. An example of the image processing method

25 utilizes the fact that the image with the finger
contacted tends to have a brighter finger joint area
than the image with no finger contacted. By evaluating

this brightness, the finger contact can be detected.
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The nethod using the image processing totally elimnates the need of
the push button switch 20, and therefore sinplifies the device
configuration for a |ower device production cost. 5 Once the finger
1 and the push button switches 20 aré8centacted by each other or the
identification process is started under that condition, the user can
be i nf or med Tdfe tiRLhashtuminoftihelmiggeprdcebyian abaamiyssued from a
di splay means 15 or a speaker 9 10 17. This pronotes the recognition
on the part ed'fl“tlﬁ‘élt%e?h%ﬁtﬁfﬁwfévﬁﬁetEPﬂéSIﬂm@tl*éttynofBWlhehd_éOLcenii
mani pul ati on thereb reventing the reduction in recognition rate.
[Enbgdi ment té]“ﬁ%yeg%léﬂ&%%e%nt@ﬁ%‘rﬁe%fccanﬁb@wr@mcami Barot an
identificati,on devd' ce for Igﬁecu ng the surface state of the thick
side of the ¥9"Hfger el e R4 Ed 197 gftSsources 22 are arranged at

positions for radiati t thick side of the finger 1. The 20
refl ected |ight sour cﬁﬁ%ﬁ@ﬁ tfltnr%?lf :c]glrﬁn%ft?}é@ e !}%ﬁ‘?’f%nsuf fi ](C'JI teRt
for transm sSj. t n __Qptica ilter 7. e li ower o e
refl ect ed I%*?J&%{Ehsegj%bgg%z c"iosrpta‘_:1 esq]é@’t%a%q v?;ﬁfbeezc%‘gam wﬁf .
pi cking up j f. :t he su face n,the case re.the
light from ?’hiaeelnl%?g tC%tsltc()DEIr é:_refd%%?s'rss rl;gm%aelate\?ﬁét%m%%lé TT%? e(_f:?% H%t
sources 22t nad0fdan B 11MASDAYING d DS, Helns, § el cKegye Py
In the case where the light fromthe reflected - 1
by an alarm issued from a display means 15 or a speaker
j.} 10 17. This promotes the recognition on the part cof the
user and improves the mastery of the device

manipulation thereby preventing the reduction in
recognition rate.
Embodiment 2]

15 Fig. 3 shows an example of a configuration of
an identification device for detecting the surface
state of the thick side of the finger 1. Reflected
light sources 22 are arranged at positions for
radiating the thick side of the finger 1. The

20 reflected light sources 22 emit the light of a
wavelength sufficient for transmission through an
optical filter 7. The light power of the reflected
light sources 22 is adjusted to a value capable of
picking up an image of the finger surface.

25 In the case where the light from the light
source 3 is radiated with the reflected light sources
22 turned off, an image having finger veins is picked

up. In the case where the light from the reflected



i ght sources 22 is radiated with the Iight source 3 off, on the

ot her hand, an inmage of the finger surface 1is picked up.
Specifically, the light source 3 is turned on while the reflected

| i ght sources 22 are 5 turned off whedSerform ng the identification
process. Innediately before or after the identification process,

the on and of¥9kst a3@areds the is ghrdsatedewltanthehéighef kectred Bi ght
sources 22 are alternated wth each other, so that the finger imge
is acquired DY 1 R 101§ iQHIEF d1ardt et f iBAvEhef f Lhgefingetaserinde
analyzed. 1In thjs y, it is determ ned whether the finger image
acqui r ed forl?cﬁﬂﬁWQQZ%ﬁicnﬁ@%?%ik@%%%%ertBﬁelb@hHOFQUFpgs3 4A and 4B

show exanpl es of |nage of th finger surface picked up by the
Cdent i fi cat | GH R T VS it ge e G Hed bl GaG cSAREFRS t R pE@ht from
the reflected |ight ur.ces 22 is radiated without the, radiation
fron1the%fighr%éﬁh%épéﬁFFh§Q€¢ﬁﬁﬂl%%iEheph??%?h%?gagﬁﬁgtaﬁPFQFPy
i nvi si bl e. . ot visual infornmation of.the.finger

I R PR o e T P ot e b eo Fhon "BRoeRes

surface such as wihkles in e

. ¢ i . Fig._ 4A sh ' f
I'nger surtafe H &y tﬁ%ﬂf%%%??%&ﬁﬁgell hg ?oékéeoysﬁggf#ﬂage 0

the finger surface wt I rection of "t er not

rot at ed abouﬂeﬂlt&t%“tiﬁrgfﬁ?(is%ﬁﬂl%s_eQZ Jhe éPﬂ:é‘%néé%WMw‘fﬁ es 30 are

distributed vertically uniformMy with respect to the center aXis of
the finger btikg #4Btrshowmarcidmae dfadde: suréace-of %Petﬁ%”ger

rotated about the center axis. The joint winkles 30 are” - 2
S 10 light reflected from the finger surface and analyzed.
In this way, it is determined whether the finger image
acquired for identification is the proper one or not.

Figs. 4A and 4B show examples of image of the
finger surface picked up by the identification device

15 of Fig. 3. In the case where the light from the
reflected light sources 22 is radiated without the
radiation from the light source 3, .the finger vein
pattern is substantially invisible. Nevertheless, the
visual information of the finger surface such as

20 wrinkles in the finger joint and a foul on the finger
surface are picked up as an image.

Fig. 4A shows an image of the finger surface
with the longitudinal direction of the finger not
rotated about the center axis thereof. The joint

25 wrinkles 30 are distributed vertically uniformly with
respect to the center axis of the finger 1. Fig. 4B
shows an image of the surface of the finger rotated

about the center axis. The joint wrinkles 30 are

m’-‘wﬂ;’/
i



di spl aced considerably to the | ower side and have joint winkle ends
31. Further, the image of a nail 32 is seen to have been picked up
on the side of the fingertip opposite to the direction in which the
joint 5 winkles 30 are displaced. I 26t ker words, the rotation of
the finger 1 about the center axis can be deternlned by checking the
pi cked- up |@Hﬁ?%ﬁc§¢mF°W$#@ﬁ#a?bYniomﬁhﬁklégesosbdethednhﬁWESZOlhm
the case where this rotation is detected, the user is warned and 10
t he identlfl%ﬁﬁqkﬁ?’ﬁﬂﬁE%s%11s FoftexBcutld. IMAgE heE 2wagilt R is
recognition error redyced. An exanple of  the nethod of detecting
t he dlsplac§ﬁ§ﬂ Qﬁshﬁﬁ§ %ﬁt?b%k%$ ¥heC ofhe S FRKkPESEBO by i mage
processi ng fl %prlbed bel ow. First mage obtained is 15

appl i ed througrﬁJ &g R h |E?nbh?|?{5?é?h eby Y%lcgnﬁﬁﬁsﬂﬁéthe
t | t th h ed

g?%alcﬁzed gHggi % |ne53%%f% d%%%r ed fﬁt%ﬁQ%¥ﬁw$n§ a8|é$te:n?%gtls

it det : th the 20

are Kept ﬁrﬁguexgtﬂakﬁgﬁ.c%??nﬂévgﬁtﬁi@ﬁc R ors nugu%ee# A5t nBEhe

case where & diMied TRPTEGRRM ADe 3 01 pi - we b nkl & %élgfl tﬁ%ased on

traC|ng over a conparatively long distance is carried out

the ' Lengt h mfnderacidigt ivrirsdes esgn fedowhether ihe 2§nv\€1hé'ké§§eafe

those of the joint or not. After that, the position of an end point
of each traceeidd néissegrentidrs ﬂﬁ&%tf@cﬂ%’d,anﬂjé hes &ht Si@%@rﬁé@%ﬁ@e

flnggr contour is calculated thereby to determ ne whether the -
o 10 the identification process is not executed. In this

way, the recognition error is reduced. An example of
the method of detecting the displacement of the
position of the joint wrinkles 30 by image processing
is described below. First, an image obtained is

15 applied through an edge emphasizing filter thereby to
emphasize the vertical component lines of the image.
Next, the emphasized image is binarnized and the lines
are converted into thin lines. After that, it is
determined by the line tracing process whether the

20 lines are kept in juxtaposition vertically in
continuous fashion. In the case where the lines
represent the joint wrinkle portion, the tracing over a
comparatively long distance is carried out. Based on
the length of tracing, it is determined whether the

25 wrinkles are those of the joint or not. After that,
the position of an end point of each traced line

segment is determined and the distance from the finger

contour is calculated thereby to determine whether the



position of each joint winkle end point 31 is displaced or not. On
the other hand, the rotation of the finger 1 can be detected w t hout
determning the end points 31 of the joint winkle by calculating
the 5 center of gravity of the distrlpati-on of the joint winkles
and determ ning whether the vertical positions of the joint winkles
are di spl acedodithon . of Nevert hel essyrihkldi spHaperant 30f ikhe j oi nt
winkles 30 may be detected by using the conventional nethod based
10 on the i rmbhggrlaeadneyioet - TS thagetpeockasingthekestapassi bife
the detection of the finger rotation wthout any special sensor and
prevents thethedbiEtddn 1 ncan dedgieteohedavethbthodetenoieasipnghthe
device production cost. 15 An exanple of inage processing for
detecting tHE RIS 35 ¢feskhrs bedinFi vsinkinebyesairelating theage
I's analyﬁfd Q¥ an orgjnamy‘nethod such as the concentration

hi st ogr am f STl 1°arERy Y the % eflehEyPebhponeat thRal 9sns.

First, the texture 20 apalysis of, the i e i s conduced by the
ordinary et %ﬁﬁﬂ?%é:4%&??W%R%@ﬁa%?%ﬁg?ﬁngefB?rélgﬁﬁlPoéﬁééonér

frequency c ent. anal ysis thereby to.subdivide the area. In the
Sion 5 i o1 AU PreditEr

case a division area o e fed 2FeB°Fs connected to

the upper ohydihAhnartefl dhe,flogerdipoor.fhe, pelanbor loed. of,

the fingertip or Int re conpari son"w

feature of the nal lgcdestal i) ey Gal cub et s Shovs,an, 852a,992ys
grga; then the particular part 1s -~ 22

10 on the image recognition. This image processing makes
possible the detection of the finger rotation without
any special sensor and prevents the reduction in
recognition rate without increasing the device
production cost.

15 An example of image processing for detecting
the nail 32 is described. First, the texture of an
image is analyzed by an ordinary method such as the
concentration histogram for small areas or the

frequency component analysis. First, the texture

™

20 analysis of the image is conduced by the ordinary
method such as the histogram analysis for a small area
or freguency component analysis thereby to subdivide
the area. 1In the case a division area of at least
predetermined area is connected to the upper or lower

25 part of the fingertip or the neighborhood of the
fingertip or in the case where comparison with the
texture feature of the nail 32 statistically calculated

shows an analogous area, then the particular part is



determned as a nail 32. Neverthel ess, other nmethods based on the
conventional process of inage recognition nmay be used for detecting
the nail 32. Figs. 5A to 5C show i mages picked up by the 5
identification device of Fig. 3 includibng a real finger of an
organi smand an imge with a copied finger vein pattern attached

t hereon. Fi gletSxmwhong ah exanpl e3df alévageheiange ophekefletpodkst h
the light radiated fromthe light source 10 3 but not fromthe

refl ected | ifedour cidse 20nvernt tanal i pgece vei of panteenrddobaition
observed. Fromthis inmage, however, it is not known whether the
finger vei ndiaaf e resdd croruge teat &g Unernahl s32ondi tion, the |ight
source 3 is turned off_while the light fromthe 15 reflection |ight
sources 22 is radi ated 195 tHe case sher elndgesi hyekedein pat then
picked up as an impge is that, of a real organism as shown in Fig.
5B, the %fi Hﬁ%rmiﬂgﬁ%ﬁ:adﬁtqrbrq‘?‘f%c%%%t%%ﬂi at 1y ¢hvispel @ spahnfinger
uncl ear fi ngﬁ] vein pattern 40 is recogni zable. 20 Assunme, on the
ot her hand, ‘that" &% ?@Wiﬂb‘grm}/e}rr‘?‘ﬁg A P i CRF eI iWERR ¥ein

material cutt] ff..the light fromthe [ight source 3, on a sheet
of a materi ;qatr{t%@ouag%&v%eé%hﬁmeerefcfrbht fromthe light source 3 is
transm ssible or atr u t rj.al ttached_on 25 the finger
1, or a pattern is drgﬁ\r}ﬁ'd%?gcstwsgnér?hee |J§%e?fﬁtﬁl%g%tjerf‘?%?

cutting of f dikgedd iy -wiks s ; 4t Fﬂ%jei%g%ff%&[?%ﬁﬁvﬂiﬁ?fgc{)ﬂ@e

cap~be clearly recognized even with t romthe r ion -
23 10 3 but not from the reflected light sources 22. A clear
finger vein pattern 41 is observed. From this image,

however, it is not known whether the finger veins are
real or duplicate. Under this condition, the light
source 3 is turned off while the light from the

15 reflection light scurces 22 is radiated. In the case
where the finger vein pattern picked up as an image is
that of a real organism, as shown #n Fig. 5B, the
finger vein pattern is substantially invisible or an

unclear finger vein pattern 40 is recognizable.

g

20 Assume, on the other hand, that a false finger wvein
pattern is drawn, with a material cutting off the light
from the light source 3, on a sheet of a material
through which the light from the light source 3 is
transmissible or a translucent material and attached on

25 the finger 1, or a pattern is drawn directly on the
finger with a material cutting off the light. As shown
in Fig. 5C, a finger vein pattern can be clearly

recognized even with the light from the reflection



| i ght sources 22 alone. By determ ning whether a clear inage of a
finger vein pattern can be picked up with the reflected |ight al one,
it can be determ ned whether a false pattern has been attached or
not. In the case 5 where a high correlzati-on i s determ ned between an
i mge obtained by radiating |ight fromthe Iight source 3 alone and
an i mage obthidkd dyuradsak?nglohe.| i §ht detemmihhagr ehkedkiron kilght
sources 22 alone, however, it is determned that a false pattern is
attached or digget®y aofdnaswn. vFhenpatheroserni bewainkddt hpoudhht he
di splay neans 15 or the speaker 17, and no identification process

i s execut ed.ths ¥9fseqksd fh@hﬁr@bﬁ@@usitrGQOghEtdehe@miaeﬁawﬁether
finger vein paifternis prevented. 15 art fromthe case in which a
falsified f4ngetsverdtipatterasikeant atheahed psunobr dist theycaesi st
on the finger surface, the finger insertion guide unit 5 the
optical f11(BI% & %%hi%ﬁ%eg%k% deviieeerpingd kakNeancase inags,
a clear pattern m pear .on_20 the finger inmage_by radiation_from
the reflecti< t%%%ﬁ%E%%cﬁﬁ%%%tﬁ§gafbﬁgF hP% Egedéfgpﬁiﬁéﬁrﬁ? 3

detecting wh jgnificantly d tion than the.

Gur founi ng et €8 KO EE N Vo RiRr Prngat b EARA B° by PheFPEN
diated f i opy Ly gh 25.22 alone. As’ a.method

of thi s det o0l ol 1 1. oot O uraTBUREZ R8s n APy th, T I

di fferenti atddG irdihed Nedd o ©f13be 51 pges egegteé%w& 5yﬁg§r8ég$$ds

a ;given threshold, for exanple, It 1s determned that a -

S 10 drawn. Then, the user is warned through the display
means 15 or the speaker 17, and no identification
process is executed. In this way, the erroneous
recognition of a false finger vein pattern is
prevented.

15 Apart from the case in which a falsified
finger vein pattern is attached, a foul or dust may
exist on the finger surface, the finger insertion guide
unit 5, the optical filter 7 or the image pickup device
2. In such a case, too, a clear pattern may appear on

20 the finger image by radiation from the reflection light
sources 22 alone. This is determined by detecting
whether a significantly darker portion than the
surrounding exists or not in the finger image picked up
by the light radiated from the refliection light sources

25 22 zalone. BAs a method of this detection, in the case
where the value obtained by differentiating the

interior of the finger area of the image exceeds a

given threshold, for example, it is determined that a



clear pattern exists at the particular position. Nevertheless, other
conventional inage processing nethods may be used to detect a
clearly visible pattern. In the case where the inage is clearly 5
visible at the sane position at every Bession, it is determ ned that
foul or dust is accunulated in the device. In the case where the
posi tion whefeear gpalrern nagests eksibEepelangesdairnpeadhisessi on, on
the other hand, it is determined that a foul is attached on the 10
finger. Thi d'eeaifticlesshotethied convhetissrloimahe padreskssngat or

t hrough the display neans 15 or the speaker 17. Then, based on this
notificati odlS#HAS deay dee carrbet el dahsed or céreanedvosibiher
nmeasures can be taken to prevent the reduction in recognition rate.
15 [ Enbodi neti T8 H g.1% oW 3h BRaRpl Bhef laaéénﬁﬁgggaﬁtélﬁ of a
finger vg%n identjfication device for detecting a biologica

reaction of ‘A Hder?t A5 FATSREBLECIOR 2Fi PRCF¥CcEBRPEPDBN B i§

ol emont 50 14 SR O VESThe T i BhEC sbar Be=BTI T8 BNt NSour ce
| aht - sens! (e S eneht S0 (SO The FIRGBPTEp o KBFder Taser
The I1ght Soires for 1178 Tttt on ST Fr BorF o5Bni Ay Ehe chef

Iight-sensitﬂaﬁa,Eﬂﬁ”ﬂﬁ"déﬁ%rﬁﬁﬂé@hﬁhé@i§|goﬁ?”?graég%§ﬁ¥dbgniEﬁgrted
betmgen the Iight source 3 and the light-sensitive -

e 10 finger. This result is notified to the user or the
administrator through the display means 15 or the
speaker 17. Then, based on this notification, the
device can be cleansed or cleaned or other measures can
be taken to prevent the reduction in recognition rate.

15 [Embcdiment 3]
Fig. 6 shows an example of a configuration of
a finger vein identification device for detecting a
biological reaction of a finger. A light source for

™ life recognition 51 is arranged in the fingertip guide

20 unit 4, and a light-sensitive element 50 is arranged
above the light source 51. The light source for 1life
recognition 51 emits the infrared light which reaches
the light-sensitive element 50 through the fingertip.
In order to prevent the light of the light source 32,

25 instead of the light of the light source for life
recognition 51, from reaching the light-sensitive

element 50, a light shield member 52 may be inserted

between the light source 3 and the light-sensitive



elenment 50. It is determined whether a finger is that of an organism
or not fromthe fluctuation of the |light power received by the
light-sensitive element 50. Fig. 7 shows an exanple of a .
configuration of 5 a finger vein identification device for detecting
a biological reaction of a finger. The difference from Fig. 6 lies
in that thedliggntsdirce I3 figr qetckimnep wianthenge dingefi ngethyein
pattern is used also as a |light source for detecting an organi sm
and the IigﬁﬁfEUI§émﬁQﬁQWBQ§ennﬂnfﬁﬂmith&ufbuqﬁmhiibmh@fft@@eligmt_
guide wunit 4. This reduces the nunber of conponent parts. Fig. 8is
an exanpl e FPYEL iNAGTY Yty fidve thieghti ghenpiowere of lerhent 50. _
l'ight-sensitive el enment 50 and the identification switch 8 shown in
Fig. 6 or 7. By 15 checki ng St¥dept essimam'a ivd iy @:nfi@urlatlhon of
identification.,swtch 8 and the fluctuation timng of the |[ight power
of the | %gma- SRS V&Y et 150, CP O P Bee Ut et rATferCt WBther t he
finger is an.organismor not. In the case where the finger 1 is an
organi sm t%éolli%gﬁtcag]oﬁgtacgfl% Yhé | 'ld}ﬁe-rse_nﬁhtei \F@%i%?ﬁeh%rom
under goes ng..subst gnt._al. hange . unt.i.| i mmedi at e efore the

depr essi on %ﬁ%t'hg %iq&ésntlinfi A %ﬁ’esﬁltg&t & Wi t%elf?]? r%]e?kl_ln%l%ed
on the fingerti ui UM, -~ Ln.th r.ocess,_ no uct uation

occurs ot herg%t g%gtghlg%flaugtlugt iroﬁ% Lne%ta([;Ctter1en fllsnd‘lesreésﬁd?%pqsacaenent

or a minor pybsat is%ﬂric% _%@C@"e%ic%%\g th 4 qaf t %Efrﬁtfrheeq]icgehé—he

idern%ification switch is depressed by th Ingertip,

i dent i f i0at keRsswiikeheBenkstt BUNGE @ AR ddhe AMHINtE OfgSUrfent, £ oW
'S 20 unit 4. This reduces the number of component parts.
Fig. 8 is an example of a timing chart for
the light power of the light-sensitive element 50 and
the identification switch 8 shown in Fig. 6 or 7. By
15 checking the depression timing of the identification
switch 8 and the fluctuation timing of the light power
of the light~sensitive element 50, :it can be determined
whether the finger is an organism or not. In the case
™ where the finger 1 is an organism, the light power of
/ 20 the light-sensitive element 50 undergoes no substantial
change until immediately before the depression of the
identification switch 8 with the finger 1 placed on the
fingertip guide unit 4. In the process, no fluctuation
occurs other than the fluctuation due to the finger
25 displacement or a minor pulsation in synchronism with
the heart beats. Once the identification switch 8 is

depressed by the fingertip, the identification switch 8

is turned on and the amount of current flow is



instantly increased. At the sane time, the fingertip is pressed by
the fingertip guide unit 4, and the anount of blood flow in the
fingertip is reduced so that the transmttance of the light emtted
fromthe 5 Iight source for life reeogmi tion 51 is increased. As a
result, the |ight power received by the light- sensitive el enent 50
i ncreases |mnﬁﬁﬁﬂﬁlﬂu§ﬁﬁmwa$ﬁdhe Adepresseama ofmehethdepinhfegatpon
swwtch B. Wth the reduction in the pressure for depressing the 10
i denti fi cat iigh Gaedf &y tiHee i Homy¢ fitat ohdswinth 8, i sndttihaed of f,
with the result that the blood flowrate in the fingertip increases
and the IlgﬁWKﬁHWEﬁD delesed W ihethe ghingensipi ve rhdueatd 50

decr eases gr dually. In the case where the finger 1 is not an 15
organlsntbut%ﬁqeﬂQﬁfqﬁﬁﬁﬁmﬂFt%ﬁF%l%%dt¢¢OM$G$% ehdtted nfepmanide
thereforg tqgr s no uI ati.on_before depression of the

i denti fi Cat Hods ther cH PO s unt thakgeraesehe As

fingertip at the tlne depression of the identification swtch.
Thus, t her e 220 S5 ﬁﬁﬁx ENPQﬁettﬁfqﬁtﬁﬁgd%%EF he et E9REd by t he

I ht I t i [ n_thi
chgcklignfh%|$l&%fﬁ%f?gﬁggrﬁfhe me Ie%%ﬁgrlnr%%ékQ&éﬁb@mt%%th the
| i ght - sensi tdeﬁe%lsqrgqptOJ_éQ@ tg%gjgdleﬁraglorge%e%sﬁ%n@ tm?l% rth% an

identification switch 8, it m ned
or gani sm or r@dufc%ll%nflcratﬂr@t pAe G SHOWS AN, 4,1 1? t f
uncti ons of -

confi guration of an |dent|f|cat|on devi ce haV|ng t

277 10 identification switch 8, the identification switch 8 is
turned off, with the result that the blood flow rate in
the fingertip increases and the light power received by
the light-sensitive element 50 decreases gradually.

In the case where the finger 1 is not an

15 organism but a falsification, no blood flows in the
finger and therefore there is no pulsation before
depression of the identification switch nor does the
blood amount change at the fingertip at the time of
depression of the identification switch. Thus, there

20 1is no fluctuation of the light power received by the
light-sensitive element 50 as shown in Fig. 8. In this
way, by checking the fluctuation of the light power
received by the light-sensitive element 50 at the time
of depressing the identification switch 8, it is

25 determined whether a finger is an organism or a

falgsification.

Fig. 9 shows an example of a configuration of

an identification device having the functions of



detecting the contact of the finger with the finger insertion guide
unit 5, the state of the thick of the finger and an organi smfinger,
wherein an image of the finger vein pattern is picked up by
radiating the 5 transm ssible |ight frgm-the side surface of the
finger. The identification device 6 is shown as a side sectional
view and a tdptetamyitwe dhetdcghtfsobecEiBgerswliohated onntbe side
surface of the finger, and the upper portion of the identification
device 6 is opedrtion Theide gimifnti dehe snatbecsi tbesuhfakeosf thhe
finger is scattered in the finger and reaches the inmage pickup
devi ce 2 t hriotfe® end i dryerrdarsesti bhngef dewbareis andimabe opt ttal
filter 7. This identification device using the Iight 15
transmi ssi bl e RFROUGH} iAo stf frbeked eReb¥i hgeiatsngdiheer ent
fromthe bove-nenlioqu identification device only in the position
of the |ightt ST BOLG Kt IIH tHeCRnbloRli frefie destaioeal abboe, the
cont act of he fing with the finger insertion guide 5, the state
20 of the trﬁ%ﬁ?%ﬁdeggrat S kT2 Ghd tFRV $Fhglr L asSARWD oR §ahi Shiean
be detected. baodi t 4]_ Fig. .10 shows an exanple of a
registratiofééggéﬁgiﬁiée%ﬂ%%ég@ﬁﬁg%QIa%t%&%WDfn??%gg+g?55%??¥%% fo
25 guide th S { r . § 1 rectly at.the tine,of

& USES-41%d dnd N dd nger - col §¥ %%? %ln%%{bn%%dtBh?he

regi stration. Mst of the users have are ho acc

operat i on ofugdier lileidi Gt ok e Cer RYa{ N6 thaps O §eplsipal!on
and—~t herefore - 2
10 The light incident on the side surface of the finger is
scattered in the finger and reaches the image pickup
device 2 through the finger insertion guide unit 5 and
the optical filter 7.
This identification device using the light
15 transmissible through the side surface of the finger is
different from the above-menticned identification
device only in the position of the.light source 3.
Like in the embodiment described above, the contact of
™y the finger with the finger insertion guide 5, the state
20 of the thick side of the finger and the finger as an
organism can be detected.
[Embodiment 4]
Fig. 10 shows an example of a registration
screen for displaying the state of finger insertion to
25 guide the user to insert the finger correctly at the
time of registration. Most of the users have are not

yet accustomed tc the operation of the identification

device by the time of registration, and therefore



required be guided to insert the finger. The inmage of the finger 1
pi cked up is displayed on a picked-up inmage nonitor 60 through the
di splay neans 15, in superposition with a contour guide 61 providing
a 5 neasure for setting the contour -of2sthe finger 1 in position. The
user, while watching the inmage nonitor 60, can set his/her finger in
position. | nrﬁtchelr@gob:%s@qidﬁ@ tongesest atbei §irgpressedeonmage of
gui dance statenent display unit 65 in such words as "the finger 1 10
is rotated i TSN nenkierad ¢RD)spibsetavedhenf angecked-ip
rotating about its center axis", "the finger 1 is in contact with
the finger iM&HiFNHRBecUnfhrengh tive dismbey mepssals, in
falsification" or "a false finger vein pattern is attached o the
finger 1". FEHRHEOSH 4% gt idant eC i BQ AnY 64a¢e nBi cRFPvigding &i nger
state i55 di spl ayed in the gui dance di Séﬂ ay upit 63, Based on these
"’}’Fé}/{%eéo%a??tb H orfedC U Aoty ©b Thdriveechi &/ her

i nf or mat i-on,™
finger state,_ln this t he user. can _execute the, process of
registrati o%ocsolﬁleocrf 1 yV)iﬁ%é ﬁea%’co‘??tb]a]ﬁ ew%‘%ﬁh“?%et@%i fée BANther
screen. As gqresylt ] Of . istration on the_ part of the
administrator is're uecéggaén@p?%ef%rﬁ%\ils r%?sojrt}%nhotlgr%la%i red to
attend the yse.esthergfore, burden, on, 1 nistrator_can be
reduced. 25 More reliable rne%%trat%n qat}é\gg%r’l (Ijen(%)_t)‘%a %le%arﬁ%? by
one trial burdnerseledi dihantal &5 syl tahle &&fdé%s’t{@é!ﬂh&% of
several data obtained fromseveral trials of finger Insertion. Sso,
the.< 290 is rotated in a two-dimensional (2D) plane', "the finger
1 is rotating about its center axis", "the finger 1 is

¥

in contact with the finger insertion guide unit 5", ’the
finger 1 is a falsification’ or "a false finger vein
pattern is attached o the finger 1. Further, a

15 guidance diagram 64 indicating the finger state is
displayed in the guidance display unit 63. Based on
these information, the user can be .informed of how to
correct his/her finger state. In this way, the user can
execute the process of registration correctly in

20 accordance with the guidance on the screen. As a
result, the job for registration on the part of the
administrator is reduced and the administrator is not
required to attend the user. Therefore, the burden on
the administrator can be reduced.

25 More reliable registration data can be
obtained not by one trial but by selecting the data

suitable for registration out of several data obtained

from several trials of finger insertion. Also, the



user can be accustoned to the device operation nore efficiently by
informng the user of the difference of the present insertion state
fromthe previous insertion state. An enbodi nent in which such
information is 5 presented for registrdti-on is described bel ow Each
time the user inserts a finger for registration, the finger vein
pattern in thee¥i¢at Pe¢raaruskorhd pastherdavics mmech&donandrehe
degree of pattern fluctuation is indicated in a matching result 10
di spl ay uni te621okehhey dpe hARATBABY hha PPRGePE FhSediifdmrence of
fluctuation graph display unit 66 in tinme series on the other.
Further, suc ?h?%ﬁ%%ﬁ?oﬁn%%r?h%“ FFAG8r f5PEt EhanBrENéOHEadBACEBL Onhe
fluctuation ma al so be displayed.on the guidance display unit 63.
The 15 user,SEéﬁ%hiréptﬂ%%%gﬁT§¥5r§niHP&FH&FPSH,lﬁﬁRé§aFFP§Iés

epeptedly andbilu.comm, (0,1 sUaLlY nder stand e TLuctuat) ons of

the finger imsértion in

finger is inserted. Adggchtﬁgé?i@ﬁgtngrc§nF%§t%ﬁ%gﬁgggégrgpgenanner

that in the case 20 where't ngér T nser

fluctuation ] i S iste I e. finger..vepLn
pattern is ?gg?@?g%%%ﬁgh|jﬂg t%?ggﬁél?gg?rﬁékﬁa%ﬁoﬁg %ggtfﬁﬁg. Thi s

registrationcan e Gad rpedh opt; ganyal bye ByethesHgernar
automatically by 25 the g?stenl'hlso, t he rea?ét?ationgdg?gr%gno e

produced in matsiagl efNiciuPl L@l 14 YiRdishesssin ThenspERIABL LER, PP the
regi~stration image shown in Fig. 10 may be transnmitted, not by the -
30 .7 10 display unit 62 on the one hand and in a finger
insertion fluctuation graph display unit 66 in time
series on the other. Further, such information as the
finger state and the reason for the fluctuation may
also be displayed on the guidance display unit 63. The
15 user, watching these history information, makes trials
repeatedly and thus come to visually understand the
fluctuations of the finger insertion in accordance with
the manner in which the finger is inserted. Aalso, this
”g history can be used in such a manner that in the case
20 where the finger insertion undergoes large
fluctuations, the data is nor registered while the
finger vein pattern is registered only after small
fluctuations continue. This registration can be
carried out manually by the user or automatically by
25 the system. Also, the registration data can be
produced in a single or a plurality of sheets.

The information on the registration image

shown in Fig. 10 may be transmitted, not by the



information transm ssion neans such as the display neans 15 of Fig.
1, but by transm ssion neans such as the speaker 17 using the voice
to guide the user to insert his/her finger correctly. This
registration 5 nethod i nproves the deggee-to which the user is
accustonmed to the device operation while at the sane time making it
possi bl e to asfaimethpghtyanehiiablien meginst satdhomsdate dikghedi ment
5] 10 An enbodi nent is expl ained below in which the identification
nodes i ncl udéeghe 1-5NeEdEnvif Leabiibnbynodentor seabehinegnal sutdhe as
registration images and the 1-1 verification node for inputting the
| D nunber tothedereakyrt hé uséngi ahadvance &ndoumatehithg osky @ols
corresponding registered inmage. In the 1-N identification node, the
i denti ficati ®nSpFbcess/N8r SingeEdcpAneiavel y Thfisereghetiatigon is
inserted, _while the identification process is started after the ID
nunber i s2i nPathedi HEPFAESF nplie ABERSe160anBiche thengerr20si s
inserted in the 1-1 verjfication npde. The result of identification
and t he inf%?%%ff%%egegﬁiF%% OF L FUeRPEFREAPTONNEAR BE TPEeseRted to

t he user by | a ans_15 or the_ speaker .l The_di spl ay
neans usabléégg?qﬁigén%un%og%s§%b?ﬁc%ﬁdacg8%F§uéFgéﬂ¥pF§§}a§58uid
crystal or a i e T ound issued fromthe speaker 17, on the
ot her, inclﬁd S af%%%%% %%t%éep. Figs. 11, 12 and 13 show exanples

of flowchart [ shoyiNgeddes{dentification node - 31

‘Zuj 10 An embodiment is explained below in which the
identification modes include the 1-N identification
mode for matching all the registration images and the
1-1 verification mode for inputting the ID number to
identify the user in advance and matching only a

15 corresponding registered image. In the 1-N
identification mode, the identification process is
started immediately after the finger is inserted, while
the identification process is started after the ID

number is input using the input means 16 and the finger

Y i
\‘w»ﬂ)

20 is inserted in the 1-1 verification mode.

The result of identification and the
information required for identification can be
presented to the user by the display means 15 or the
speaker 17. The display means usable for this purpose

25 include a visual display, liquid crystal or a LED lamp.
The sound issued from the speaker 17, on the other,
includes a voice or beep. Figs. 11, 12 and 13 show

examples of flowchart showing the identification mode



selectively switched between the 1-N identification node and the 1-1
verification node. In the 1-N identification node, the
identification process is executed sinply by inserting a registered
finger 5 without inputting the informatli en such as an I D nunber for
identifying a person. The 1-N identification node, therefore, is
very conveni&ntetbrvehe siskrched véeweeof thhelflcidehatifthetion
correlation threshold value for determning a registered person for
mat chi ng wi t#HP3heand o-regh st reg ¥ bhi @at aon stehar edIbythakl LtKe
registered persons, however, the user whose correlation with
hi s/ her dat & 3¥Hdst ¢ bon dipds, | el Edent beiee} berepdroceast he 1-1
verification node, on the other hand, the identification process is
execut ed by'?ﬁ?ﬁﬁﬁe$nﬁiﬁﬂ%XNPHE?Qﬁ%%ﬁ1W%p®t%?%@5¥ﬁéeﬁnfbﬁQQ¥ion such
erson to be identified. According

| D nunb; f.or, i fyi a
Lo this Todb: IHBUGHT O 198 (11T i 1§EO N e bt @ahpih cah Be [Belumerr
each person%}dit eI{tef]pr.e the recognitign rat .(gf_thg, user not
sufficiently accustoned 16 thedeiite Tra |l\gu3r ERoht+S2F Pt lede:
A di t I ' egistration data ha
pocording 1 Q idso Dol Imnly JNRLPRLAL RO JRD%0 By oy oo
validating qind wald datdnaddie.de N et fiieation gode, epegat i on
automatically, the 25 two i1dentification nodes are SWriched for each

person in asidigligspteMefiytdaly ddrdde f@:.semé(\@%ﬁﬁ%hv‘?ith the

correlation with the registration data is determne | ow, the

regi-strati orredpitse raitel calltcrmd iicaldhatipdalethri 32he registered
persons, however, the user whose correlation with
his/her data tends to be low is liable to be rejected.
In the 1-1 verification mode, on the other hand, the
identification process is executed by finger insertion

15 after inputting the information such as an ID number
for specifying a person to be identified. According to
this mode, though low in utility, a threshold can be
set for each person and therefore the recognition rate
of the user not sufficiently accustomed to the device

20 manipulation is improved. According to this
embodiment, the registration data has a
validity/invalidity attribute of the 1-N
identification, and by validating or invalidating the
1-N identification mode operation automatically, the

25 two identification modes are switched for each person
in a single system. Further, in the case where the

correlation with the registration data is determined

low, the registration data are automatically updated



thereby to inprove the utility and achi eve a higher recognition
rate. Fig. 11 shows an exanple of a flowhart for switching the two
identification/verification nodes 5 including 1-N identification and
the 1-1 verification. First, step 510Q s executed for
initialization of the inmage pickup neans 2, the |ight source 3 and
the menory MBIyt texdmilieve rihst e Siiigy 4nd | achiieter m nedglvdet her
the identification swtch 8 has been depressed 16 or not. In the
case where tHEISAtIFT d@t%n switch 8 has been depressed, the 1-N
identification node of_ step. S120 is carried out. The 1-N

i dentification node i §1%esdriBEWs Ruct@IPIarer avitlpeiattentert o
Fig. 12. In th ase where the jdentification switch 8 has not 15
been depr es$¥d," O ohe TGt &P ,tjiﬁlqastjd%ﬁ eF5i el a thl ors teqsi s 30
whet her the .l D,nunber .has .been .i nput_.or not In the case where the
| D nunbeis had CLEsenY &53“? R0 it YA R e e i St SR HHRE - t he
identificati SW s .heen depressed, the .1-1 verjificatiaqn
ode 20 o Edbsray seEb B10% el% TG UNRE Tk il o Hifa g of the
identificati h S 120 i.5 .expl aj ter, W ref erence
to Fig. 12. l%?gltgﬁgﬁgn po%n%%;;%c%t’i g}eoﬁggg{ae;ﬁs%drace 3 ald e memery
identificathon/ er bixgatihan e, necess 1S f£nded i he case
where the identificati o% %Ddgqgf Stttﬁteﬂje%l?ge%sﬁ fll%catl oﬁr%sly%%m is left
in step S16GheGhber whee idehhe didertidd Gatiwm i d Hdepeaifdsse
According, to this process, the convenient 1-N identification node
and..t he 10r ebirabhbe . 1- Invehif ceatl aneorede ray & dmMitiched tied ealize 8 33

has been depressed, the 1-N identification mode of step
5120 is carried out. The 1-N identification mode is
described in detail later with reference to Fig. 12.
In the case where the identification switch 8 has not
15 been depressed, on the other hand, it is determined in
step 5130 whether the ID number has been input or not.
In the case where the ID number has been input and it
is determined in step S140 that the identification

switch 8 has been depressed, the 1-1 verification mode

gy

20 is carried out in step S$150. The detail of the 1-N
identification mode in step S120 is explained later
with reference to Fig. 12. At the end of execution of
each identification/verification mode, the process is
ended in the case where the identification mode of the

25 identification system is left in step S160. Otherwise,
the identification mode is repeated. According to this
process, the convenient 1-N identification mode and the

reliable 1-1 verification mode are switched to realize



a system having both high utility and high reliability. Fig. 12
shows an exanple of a flowhart for the 1-N identification node
havi ng the function of invalidating the 1-N identification for each
user. In 5 step 5200, all the registra&tsien data in a valid 1-N
identification node are matched with the inserted finger thereby to
cal cul ate the ettt Maokrel ketonhighnusi bpt $240¢ highsrdiétebhilneg.
whet her the person involved is registered or not, using the
correlation 10 val ue. T¥2t hk2 calewahar ecxamp e def ea nf hedchhat fhe
person is not registered, this node is termnated. In the case where
the person id'% eljitstietent i birahonthede hantngt bee pbesonipdenti fi ed
in step S220 is specified to execute the identification process. The

15 i dentifi cAt{ O FiodEsthe e | Héen st kodr besEOF opachpenthg t he
door, logging in PG, leaving an identification log or the |ike
pr 0oess ggrf%é oﬁ%&%g1%&1tih?i?éh&????%&?%ﬁﬁ%@%té%1ah%%%%diﬁ‘@tep
5230, it is, deteryu ned whet her the correl ati on val ue, cal cul ated in
20 step SZZOmldegltglu clagclleonr} I"ﬁ/ocﬁ? g%r%rm%tb'ff}e?nw% Se' Rkt edt he

T hoe ondualqis Il S Yol Bl i S e o TR PR et | ¥

t he case where el"ation “value is no n

hign, on therpiser, diang, e d dentdilGald g aRCess,d S,exepht ed, but

a 25 high-correlative identification may have been inpossible. In

step S240, tiherafere.id %q&t@rﬁ@fecpforlm,cqxgﬁ@w@ L0 195 o
oper-ations for the person i1s read, and the particular nunber plus
one-is sittorethlud4 In the case where it is determined that the
person is not registered, this mode is terminated. 1In
the case where the person is registered, on the other
hand, the person identified in step S220 is specified
to execute the identification process. The
15 identification process is defined as a process for
opening the door, logging in to a PC, leaving an
identification log or the like proocess corresponding to
the identification system. Next, in step S$230, it is
S determined whether the correlation value calculated in
2G step 8220 is sufficiently high or not. In the case
where the correlation value is sufficiently high, this
mode is terminated. In the case where the correlation
value is not considered sufficiently high, on the other
hand, the identification process is executed, but a
25 high-correlative identification may have been
impossible. In step S240, therefore, the number of

low-correlative matching operations for the person is

read, and the particular number plus one is stored



again in step S250. Further, in step S260, it is determ ned whet her
t he nunber of the lowcorrelative mtching operations has exceeded
the threshold value TI or not. In the case where the nunber of the
|l ow s correl ative matchi ng operati ons 3¥as- not exceeded the threshold
value Ti, this node is termnated. In the case where the nunber of
the | ow corr@¥atPvennateni AgSlopeFaricons, hds exeped@d it hett iseshol d
value TI, on the other hand, it is determned that the

| ow cor r el ati%eSTDLRAE cHRRENBpek Ati bHEDRAVEThEER Repeavedelative
successi vely or frequentlg and the 1-Nidentification attribute of
t he reglstr%ﬁF%mlH%t%P?B? i Pies per8oR*rseradal haat bdeshodteyalge7al

As a result, the f operation cannot be perfornmed for the
partlcular d%%s%% in ehFﬁgelﬂ@ﬁFPfFEEtPBﬁbﬁﬁd@faﬁyeléﬁ@er and
only the gggiflcatlon node becone? ossj bl e autonatlcallg

Af t er tha? et Fuimber S gF T oW Cr PRFARFY “ﬁa efi g™ BperatPenshes

tial d 80 gh b t hi d I
{he proces **?%e%éﬁe#”vm% WL P ate by VbR *ahaPact SPaCOr |

t he process,

turning on a:é@@ThhéP@ltﬁ%enﬁﬂﬁ?E'%%C@&éoﬂoh”cthe % g%b%gﬁékgkggglon

node is inpossible and that on 1°Verty

i nputting thedEowber, each, td e, e&5t985§h9é§h0%§ viDL8 Y on the

according to the process shown in Fig e user 0’ cannot “be
identified igtide HarMi, identd fdcadiminamrdenis @M\@et%@dcé%@ﬂﬁ&%%' ly

tosthe 1- 1 verification node for inproved reliability. Fi

an exanpl®e ofatacHionwchestafiins BHve been repeated successively or
frequently, and the 1-N identification attribute of the
registration data for the person is invalidated in step
S270. As a result, the matching operation cannot be
performed for the particular person in the 1-N

15 identification mode any longer, and only the 1-1
verification mode becomes possible automatically.
After that, the number of low-correlative matching
operations is initialized to zero in step $280 thereby
to terminate this mode. In the process, the user may

20 be notified by voice, characters or turning on a lamp
that the identification in the 1-N identification mode
is impossible and that only the 1-1 verification mode
for inputting the ID number each time is possible. In
this way, according to the process shown in Fig. 12,

25 the user who cannot be identified in the 1-N
identification mode is switched automatically to the 1-

1l verification mode for improved reliability.

Fig. 13 shows an example of a flowchart for



the 1-1 verification node having a function of validating the 1-N
identification for each user and replacing the registration data
accordingly. In step 5300, the registration data corresponding to
the input 5 ID nunber is matched wi th 3%he data on the inserted
finger to calculate the correlation value. Subsequent steps S310 to
S330 correspbhd tol stepsisraplen mpde, havéspeet ifwsloyiohnotfhe case
where it is deiernined in step S330 that the correlation val ue
cal cul at ed i $34898LF3Y chedmt I yNhigentihtcatiabar for kiagh- ceerehati ve
mat chi ng operatjons for the particular person is increnented by one
in step S340°SRATHE? , Hif E*E‘g Steabponfata gecerdinedywhefhestehe
nunber of th 'ghE correlative matchi ng operations has exceeded the
15 t hreshol or “Hot LT h° t et t38 edt@r 6O RESPRPE4REI 8O Fhei dnmbE
l.n the se where the threshold

ded, =t hj IS, 1 nat ed. .

T2 i s oxcieddd T ehe Sokar i O P RcrERs cant Rt theerted
hi gh- | at i i i h i t

Successi vel v BF0 17 couS TS e TS, Sy he Fe REPeRel FF cat FORSSERFRBUL o
f th i i e i o.th n r.is

vl e oS QROAS £910 PO o, L NG LB TIPS bS50,
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both initialized to zero in step 5370. This 25 verification no is
then term nattesh 93BC hehomsthavheierdtat Soklel 1 0k ned1 ko step 15330

t hat~the cal cul ated correlation is not considered sufficiently high,

it i-$ determufed direrstlgp 18380, -t!86 number of high-correlative
matching operations for the particular person is
incremented by one in step $340. Further, in step
5350, it is determined whether the number of the high-
correlative matching operations has exceeded the

15 threshold T2 or not. 1In the case where the threshold
T2 is not exceeded, this mode is terminated. 1In the
case where the threshold T2 is exceoeded, on the cther
hand, it indicates that the high-correlative matching
operations have been carried out successively or

20  frequently. Thus, the 1-N identification attribute of
the registration data corresponding to the ID number is
validated in step 8360, and the number of low-
correlative/high-correlative matching operations of the
person are both initialized to zero in step $370. This

25 wverification mode is then terminated.

In the case where it is determined in step

8330 that the calculated correlation is not considered

sufficiently high, it is determined in step $390



whet her the nunber of matching operations exceeds a predeterm ned
threshold value T3 or not. In the case where the threshold value T3
is not exceeded, this verification node is termnated. In the case
where the 5 threshold value T3 is exc@éded, on the other hand, the
nunber of | ow high-correlative matching operations are initialized
to zero in SYEFBAVGheFurwthey, dfh rettephidd e tdiel oryi stcatdsonadat a
corresponding to the ID nunber are replaced by the currently input
data. This Poedsttenidd e tda@plisdeh worte®3 yorondt r nebn ashdatasé or
t he particul ar person, and therefore the data of other persons
cannot be i HERE &8 1Y e&giodCervad, e et dify notai seseded, theis
reliability of the data. In step S420, the substitution of the
regi strati off “datd G 0t MAdEd 165 B HRE Sedent i ¥ &t orF s eat tom

system admni strator, and is verificatjon node is_ termnated. In
s%/ep S41% sﬁgl\%ﬁsihr?&é J.aaif:?, thésc%ﬂqaﬁgf iHplth R er 3t aeed by
the registrat.i d . s ,20 corresponds to.the automatjc updating
of thegregig&b%%ﬁb%&géfg&hﬁghaqg&ﬁﬁ%é%%WﬁaWﬁﬁﬁh%ﬂﬂ)Qﬁﬁﬁﬁﬁl?ﬁﬁ are
identified iin.hisgh~cary el at t chi ation.due to a high
correl at i on VAIa T Bets TG dentiFreation ot i 1 sted

correlation value in both cation

verificatiogsmode ¢gan rfé%iisr&czra];%%ﬁd @ At Re 2o ) G ftf%'éitifgn in

terms of the present manner o i nger insertion. s effect both
i mproves t haunbegoghict irep1bate 8f the %%%&e%ﬁgqh%§qﬁﬂﬁQﬂﬁ%%Ih?ﬂﬂﬁ?”er

qufjnger insertion for registration and the manner of -

e 10 data has already been correctly confirmed as data for
the particular person, and therefore the data of other
persons cannot be intentionally registered, thereby
maintaining the reliability of the data. In step S420,
the substitution of the registration data is notified

15 to the identification/verification system
administrator, and this verification mode is
terminated. .

In step 5410 shown in Fig. 13, the currently
g input data are replaced by the registration data. This

20 correspecnds to the automatic updating of the
registration data. As a result, the user who cannot be
identified in high-correlative matching operation due
te a high correlation value in both 1-N identification
mode and 1-1 verification mode can be increased to the

25 highest correlation in terms of the present manner of
finger insertion. This effect both improves the

recognition rate of the user who has changed the manner

of finger insertion for registration and the manner of



finger insertion for practical application, and provides effective
means agai nst fluctuations in the finger vein pattern with tinme or
variations in physical conditions, variations due to illness or
physical 5 growh. At the sane tinme,~ &hi-gh recognition rate can be
mai nt ai ned wi thout increasing the systemoperation cost by

aut omat i cal | 1 epdat inge¥heodafar Araetiché apbadicayioh,t hedfi nger
vein pattern i mage for_sone users may be changed due to the
fluctuati on BFOTHEED| BbEEFT bYe 10erREe2BALBEH byucheathangeinnthe

at nospheri c %querature from one season to another. Especially in a
season | ow FTM&EthosphHerPatterperatlir elneherpyaséatiensr anephysical
reduced to such an extent that. the correlation is decreased with the
pattern regi%ﬁ%ﬁiﬁf??ﬁzi%ﬁ%&ﬁﬁﬂ?ﬁsl URi gR At HDB8PRePT cORERPERAL Ure.

Thi s flquu }on i s onﬁgdered t 0. occur over .several nonths.

| oW
By replacing Tha tedistration dat M ahen ghghc%?FﬁgﬁﬁFbﬂni§at?e896ed,

e Tedist
therefore, t i conformn W th the present  season
i s made avai aﬁ?ig{ﬁ%ﬁ%ﬁﬁggg%ﬁ§%§,l? Ee?%ﬁﬁgtFBﬁ FHSF%@oﬁﬂ?FFBﬁOPate
can be rey, ' [ t t hol g, value, T1 is
exceededpby'f%ﬁ?ﬁ%ﬁé%ﬁééﬁé %é%%o r%@%%?gggng %h?%gg‘opg%ﬁ?roﬁgein t he

1-N identifié¥ﬂﬂiﬂyTHEk%Eg“W!héékF@é&nzéaéﬁer%hgméqgi§&£a£58€.ggégs
may be replaced without proceeding through the 1-1 verification
instead of rndwald datdmged heud - i dent # ficahioNoRSoE N5t eP1 S240¢1 o BY

QOjﬂ? so, the I D nunber input for 1-1 verification - 38
" 10 rate caused by the change in atmospheric temperature
from one season to another. Especially in a season low
in atmospheric temperature, the blood flow rate is
reduced to such an extent that the correlation is
decreased with the pattern registered in a season of
15 high atmospheric temperature. This fluctuation is
considered to cccur slowly over several months. By
replacing the registration data when the correlation is
reduced, therefore, the registered pattern conforming
3 with the present season is made available. In this
20 way, the reduction in recognition rate can be
prevented.

At the time point when the threshold wvalue T1
is exceeded by the number of low-correlative matching
operations in the 1-N identification mode shown in Fig.

25 12, the registration data may be replaced without
proceeding through the 1-1 verification instead of

invalidating the 1-N identification as in step S270.

By doing so, the ID number input for 1-1 verification



is elimnated and the practical application is made possible w thout
adversely affecting the utility. In the case where the registration
data are replaced through 1-Nidentification and 1-1 verification as
in 5 this enbodi nent, however, the rediSstered person can be
positively identified and the registration data can be nor e securely
updat ed. Accbt of hiiieR el sarfbbile nenactinel epgiléteatponidamadease is
shared by 1-Nidentification 10 and 1-1 verification, gnq the 1-N

i denti ficat RS Sete okt p?%WH%@IIYo@féé@hlﬁégth][ ationteat gm
record the validity or_invalidity of the 1-N_ identification. an
al ternative,® %wp?ééeWQ%@%stq?wrgéH$$¥@EhPFfﬂééﬁiéﬁeaﬁaplaged

e 1N | datil e R Tk DT B ok g HeFeFFAgLRD aatan i n
dont 1 11 cat T OH SR 4 ATTTEETI offe areBos CShPECREES?D eaBnbe
Cher eby et i (e GrtAL r 4 it 5] BT of Gt bF 64C TR fRes, can be
identificativerddi t'(qF _described above, a plurality of
regi stration data may e he or one finger, so that a

representat i ve one of 25.dha feaicsteiald Oniah and e matghed in LN

identification node, while all the registration data are mat ched in
1- 1 verificaidiotmmden Idets o410 fHa Fepl B¢ DOt Nepnt £81 SLE AL ON

datasw th input data, only one of the - 39

./ 10 and 1-1 verification, and the 1-N identification
attribute is provided for each registration data to
recerd the validity or invalidity of the 1-N
identification. As an alternative, two data bases for
1-N identification and 1-1 verification may be prepared

15 so that the validity/invalidity of the 1-N

identification is switched by writing/deleting the data
in the data base for 1-N identification. As a result,
the 1-N identification and the 1-1 verification can be

¢ 7Y switched to each other without any special attribute of

| 20 the data to be held, thereby reducing the amount of
information stored.

In the identification/verification mode
described above, a plurality of registration data may
be held for one finger, so that a representative one of

25 the registration data is matched in 1-N identification
mode, while all the registration data are matched in 1-

1 verification mode. 1In step S410 for replacing the

registration data with input data, only one of the



plurality of registration data is replaced for one finger. As a

met hod of selecting the registration data to be replaced, for
exanpl e, the oldest registration data is selected or the data with
the smallest total 5 correlation values®f-all the other registration
data is selected, By matching a plurality of registration data in
this way, thelvbtethlicef o¥ennsehrhgongannst ;ﬁhéepﬁaue_t:i?_itqmmta n
finger insertjon can be inproved for a_ higher recognition rate.
Alsg, in the%%%%%rmhe%% %qg%t%@@r@fiﬁ9léﬂt#égi§bﬁatﬁ@n8daﬁ$lon data
classified by registration season are nade available, a different
denti i cat i Gh Pr OCERSAFYT t Her f PRgBPLGei ADpabt BPATCARILEE rexdout ed
in a differqg% season, ., and éhus the reduction in recognition rate is

RSP OR A b h  SAL NA py Ls o pO
o sterci N W ool ety coptulibenlon i o
20 patterns spé%?%#%d S§yfﬂg§a$%§§ ?E#nﬁﬁ%e Ard nﬁ?éﬁég?at on data
Nover t hel essun e dsely camJ bt e BILYC BoPAELCh BOVIREE o LOT ke 1o

is reduced amdd@athers therghyer r@&@gtpﬁﬁswﬁeb@ Qﬂﬂﬁséess oo .2

processing. 25 The invention achieved by the present nven _
been descri bedyrahoviesspgacifical ty baseth on, enbogh nent s &Hs&gog- Thi's

i nvention, however, is not limted to these enbodi nents and o

course rodi filablael it A®E registration data classified by
registration season are made available, a different
identification process for the finger vein pattern can
be executed in a different season, and thus the
reduction in recognition rate is prevented.

15 In step 5300 shown in Fig. 13, the ID number
corresponds to one registered patfern. As an
alternative, specified registered patterns may be
regarded as one group and the group ID number may be
input. 1In this case, all the plurality of registered

20 patterns specified by the group ID number are matched.
Nevertheless, the user can input only a short ID number
for identification on the one hand, and the number of
data to be matched is reduced on the other, thereby
making possible high-speed processing.

25 The invention achieved by the present
inventor has been described above specifically based on

embodiments thereof. This invention, however, is not

limited to these embodiments and of course modifiable



variously without departing fromthe spirit and scope therep;: The
reason for switching between 1-N identification and 1-1 verificatio
shown in Figs. 11 to 13, for exanple, is not limted to the finger
identification, but applicable with-edqml-effect to bionmetric
identification of the finger or iris of which the qapchlng pattern
fluctuates wihiehelphysieant dendrtiogsfronl néss spdiraut Anar sseason.
As described above, according to the 10 invention devel oped by the
present inve%@%%?ofhe Tlet r 6R2008 fﬁ§eﬁﬂﬂﬁﬁhspgdéE®Wﬁgnléﬁ?ﬁf the
finger can be autonatically detected. The finger vein pattern in an
errgneous fi+ﬁﬁﬁtk£%ﬁ?W%ﬁPi%“%rEvénY@élfﬁéﬁﬁB@PnghOWégﬁQt§ﬂ€@, and
the system adm ni strator canlco Iegely 15 prevent theferrongous
e R L o e be 10
whet her ch, finger. is.inserted c . ,
inexpensﬁgelﬁg?§%§£§1ai%?ﬁ? r‘ﬂﬁg??BLlFﬁbhéfﬂb?ﬁgﬁgﬁfiﬁifjgﬁiyﬁger
finger vein,. i.dentific n_device du 0] . :
insgrtion b;nﬁﬁgéﬁggf%é)ﬁ%&ék%ﬁ%ﬁ%ﬁ Eg fﬁ% E%U??E Zﬁgéraﬁbgﬁfgffﬁzf
i nsertion of f ; Ser .

under st ood &?%rﬁ%§§5%£%5§33$%%@i%ﬁgieugr tEéFhafEﬁgﬁ ﬁziﬁgl
foregoing deserididan has heen spbodi, pEnt |

invegtiog, t he fhvention is not_P?nlth tﬂgreto and various changes
and nodi fications may Ae d@gder Wddosbove laccording to the

L 10 invention developed by the present inventor, the
erroneous insertion or deformation of the finger can be
automatically detected. The finger vein pattern in an
erroneous finger position is prevented from being
registered, and the system administrator can completely

15 prevent the erroneous finger insertion of a great
number of persons without checking whether each finger
is inserted correctly.

Also, it is possible to inexpensively prevent
™ the reduction in recognition rate of the finger wvein

20 identification device due to the erroneous finger
insertion by the user not accustomed to the device
operation or the insertion of a false finger by a
willful user.

It should be further understood by those

25 skilled in the art that although the foregoing

description has been made on embodiments of the

invention, the invention is not limited thereto and

various changes and modifications may be made without

n
5



departing fromthe spirit of the invention and the scope of the
appended clainms. -42- CLAIMS 1 A personal identification device
conprising: an inmage pickup unit; a guide unit to set a finger to be
captured; a light source which emts &li-ght adapted to be
transmtted through the set finger and incident on said inmage pickup
unit; an i negePepetdadi hgennthewhAbPehigendr shes iavesitd opaeher rHeor
personal identification froman inmage picked up by said inmage pickup
unit a for tPePperSoraf FERREFARFCELROMS-wherein the i mage operation
unit detects a center of the vein froma brightness value of the

i mge and generates the vein pattern. 2. A personal identification
devi ce according to claim1l1l: wherein the inmage operating unit detects
the center of the vein by detecting a bottomor a concave in

bri ghtness value profile of the inage. 3. A personal identification
device conprising: an inmage pickup unit; a guide unit to set a finger
to be captured; a light source which emts a |ight adapted to be
transmtted through the set finger and incident on said image pickup
unit; an inmage-operating unit which generates a vein pattern from an
i mage picked up by said inmage pickup unit and executes the personal
identification conparing the vein pattern with a registered pattern
wherein the inage operation unit detects a bottomor a concave in

bri ghtness value profile of the inage as a center of the vein and
germerates the vein pattern. 4. A personal identification device
accofding to claim2 or 3:



wherein the bottomor a concave in brightness value profile is
obtained by calculating an angle of ég rture of curvature of the
bri ghtness value profile curve. 5. A personal identification device
according to claim2 or 3: wherein tBE “ﬂgton1or a concave in

bri ghtness value profile is obtained "by cal culating a radius of
curvature of the brightness value profile curve. -43- 6. A personal

i dentificati onpdeddeeiReEAESHAINdEAcORBMPlisigal ™ 1 to 5. wherein the
i mage operating. unit %Pﬁg es a brightness of the detected center of

the vein to ePades! din pattern. 7. A personal identification
devi ce conprisgoige uraintol e gefinyes kol pewaiptured; gui de unit to set a
finger to be X i . | emts a light, adapted to
be transmtt e%@#;%ﬁg v ﬁ/ﬁi\dhg %Hi%ﬂ@ﬁa@%@a@&éﬁe %W%Hit%%itﬂﬁ%tg%pﬁg kup
uni t; an i magetdpgenandinadent anhsait igege pitkep wityei n pattern from an
i mge picke o PR b | :

identificati gadjpn%/%eﬁ%%nbgg&:ﬁn@agﬁ %Q?%t%%éq;ﬁm Pﬁggﬁg@?gégs.oggrlu our
of the set fidgrificatian fom aniinees pickadim by saichisagsnpislyp uait@ for the

normal i zes t herbomgeddaFredtion a nagnification determ ned by using
the width of the }cﬂont our. 8. erson identif n devj

A | . L cat,l ce
according to Whisle e 'We?%r?ﬁ%n Pﬁﬁ?&tﬁ%ﬁﬁnﬁ Q]cr’}ﬁ? Vel KB es the
wi dt h of the lrightass \@fiue af tenineagepand gencmited the \s=t phitteger . 9. A
personal identification device according to claim?7: wherein the
i mage operating unit calculates the wdth of the contour of the set
finger w-th reBpeEonal gentitication ¢avier aperrdingderrlaim fhe pi cked- up i mage
as a referenGgherdfh thd iIRRIGECHIAratifle Dhit ettt M SOMELE BT MeCRIifibyg to one
of claims 7 tp 9:. wh I‘ﬁln t he i nage .o%er?]ttln% unit fo Io¥v| ng, edges
in the i mage cﬁa&e(a@[ge%go om or a concave in brightness value profile of the'imade.

3. A personal identification device comprising:
an image pickup unit;
a guide unit to set a finger to be captured:;
a light source which emits a light adapted to be transmitted through the
set finger and incident on said image pickup uni;
an image -operating unit which generates a vein pattern from an image
picked up by said image pickup unit and executes the personal
identification comparing the vein pattern with a registered pattern;
wherein the image operation unit detects a bottom or a concave in
brightness value profile of the image as a center of the vein and
generates the vein pattern.

4. A personal identification device according to claim 2 or 3:
wherein the bottom or a concave in brightness value profile is obtained
by calculating an angle of aperture of curvature of the brightness value
profile curve.

5. A personal identification device according to claim 2 or 3:

wherein the bottom or a concave in brightness value profile is obtained
by calculating a radius of curvature of the brightness value profile curve.



t he contour of the set finger. 2
43 -

6. A personal identification device according to one of claims 1 to 5:
wherein the image operating unit changes a brightness of the detected
center of the vein to generates the vein pattern.

7. A personal identification device comprising:
an image pickup unit;
a guide unit to set a finger to be captured;
a light source which emits a light adapted to be transmitted through the
finger and incident on said image pickup unit;
an image operating unit which generates a vein pattern from an image
picked up by said image pickup unit for the personal identification;
wherein the image operating unit detects a contour of the set finger and
calculates a width of the contour, and normalizes the image based on a
magnification determined by using the width of the contour.

8. A personal identification device according to claim 7:
wherein the image operating unit calculates the width of the contour of
a center portion of the set finger.

9. A personal identification device according to claim 7:
wherein the image operating unit calculates the width of the contour of
the set finger with respect to the center of the width of the picked-up image
as a reference.

10. A personal identification device according to one of claims 7 to 9;
wherein the image operating unit following edges in the image to detect
the contour of the set finger.



