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10 WEB SERVER
11 SEND CERTIFICATE & WEB SERVER PUBLIC KEY
12 TRANSMIT HOST SIDE COMMON KEY AND GUEST SIDE HASH KEY
13 TRANSMIT CONTENTS AND DIGEST
14 DIGEST (USING HMAC-MDS5) OF D BASED ON C
20 HOST SITE TERMINAL
21 TRANSFER CETIFICATE & WEB SERVER PUBLIC KEY
22 TRANSMIT GUEST SIDE HASH KEY ENCRYPTED WITH PUBLIC KEY
23 AUTHENTICATE CERTIFICATE AND CREATE HOST SIDE COMMON KEY
24 ACQUIRE CONTENTS
25 TRANSFER CONTENTS
30 GUEST SIDE TERMINAL
A WEB SERVER PUBLIC KEY
B HOST SIDE COMMON KEY
C GUEST SIDE HAS KEY
D CONTENTS
31 AUTHENTICATE CERTIFICATE AND CREATE GUEST SIDE HASH KEY
32 ACQUIRE CONTENTS

(57) Abstract: A data communication
method capable of executing a synchro-
nizing process at two or more computer
terminals while ensuring security. A server
certificate and a public key are transmitted
through a host side terminal to a guest
side terminal. This guest side terminal
authenticates the server and encrypts a
guest side hash key to be used in a hash
function and the hash function with the
public key. A web server decrypts the hash
key and the hash function, and then creates
a digest of the contents with the guest side
hash key and transmits the digest through
the host side terminal to the guest side
terminal. The guest side terminal receives
the contents received from the host side
terminal and that digest, and compares
that digest and a digest created from the
received contents thereby to ensure the
security when the synchronizing process
is executed.

67 Eth: —HEQaILE1—48
RCRIYPNEEETTHIEEIC.
FaT4ZHALENSRNESE
EFTHIELARET—2EESE
FIRWMTHILEEANMET D, KR
ElSER Z N LT —/ \SEERE & A FE
BESRX MIIGERISEET S LT,
FR MMUIHRIEH—NZERBEEL, ¥R
FMAIEEERD /Ay LA BB TR SR
REl/Ny S AR ERIEE/NNY L2 BE#

LEABRTHEEBAELT, ThEVZ ITY—NTHEBELER, D TH—1\BNHEBS X MIlNy L1 ARTHH
AVTUIYDFACIAMEFERLTENRERR MR EN LTS R MUBRIZEEL, ¥R FMlIEER

[BEH]



the contents with the guest side hash key and
transmts the digest through the host side termnal to
the guest side termnal. The guest side tern nal

recel ves WoQ %\067‘0331506IAqd A A Il

est creat ed fromthe recei ved contents thereb

§I§§ b %WTﬁBthm;mjg synchy GyficeFrigh o dtess GMGML, MR, NE, SN,

s YU, ZA, ZM, ZW.

84) EEE G TOLWEY., 2TOEHFDOLERENAT HHAREE:
E): ARIPO (BW, GH, GM, KE, LS, MW, MZ, NA, SD, — ERFAEREES
SL, SZ, TZ, UG, ZM, ZW), 1— 35 ¥ 7 (AM, AZ, BY,
KG, KZ, MD, RU, TJ, TM), 3 — O w/\ (AT, BE, BG, 2XFa— FRUMMOEEIZOINTIX, EHHRTSIND
CH, CY, CZ, DE, DK, EE, ES, FI, FR, GB, GR, HU, IE, &PCTHE v FOBEICIBEH A TINS O— FEBEE
IT, LU, MC, NL, PL, PT, RO, SE, SI, SK, TR), OAPI(BF, DHAH LR/ — ] 28,

TIIARRX MIHEEMISOZIELaA VT UVESLA DI R MNEEZEL, FOFAPRAME, ZELEaVFUY
POERLEFADRAMEERBETEZIEIZE- T, RAPNEEZETTIRIC, EXa T 2HETHEN
HEd, T—42&EFETHD.



