PCT/CN2023/086009

WO 2024/207154

VI "Old

JNVHA JNVYS eee oo JAVS JAVES
19S10 UOISSIWSUEI | |<—
10 Buibuey
JNVYS JNVYS eee oo JAVYd JAVYS
,A/ puno. Buibuey _ \V
punoJ punol punoJ puNoJ punoJ punoJ punoJ punol punas |, ,
Bubuey | °°° | Bubuey | Bubuey | Bubuey |° °° | Bubuey | Bubuey | Bubuey |°°° | Bubuey | Bubuey
= L +N ooig Buibuey < N Yooig Buibuey gh 1-N Yo0|g buibuey >
- oLl

1/35



PCT/CN2023/086009

WO 2024/207154

a1 “Old

Z punoy | | punoy | o punoy |9 punoy| e e e || punoy|g punoy| | punoy 0 punoy
- e >le -
Z %0018 | | YooIg _ 0%00Ig
/A ) ¥ooig JedAH g
N N \\
AN Ve
N Ve
// \\
// \\
N s
AN L
¢Xdoid | ¥90I9 03901 ¢ j%0id | ¥o0i1d 09019 ¢ 3%0ld | 39019 039019
h L+ Yooig JodAH N ¥ %00ig JadAH N - 00ig J8dAH "
- 0cl

2/35



PCT/CN2023/086009

WO 2024/207154

J1'OId
! |
l«— oplojuswaiseay
' aseyq yoday | aseyq I aseug I
| juswa.nsesy | Buibuey .V“ - |onuo) .V“
||||||||||| |
I
Lddy dS3d ! Jspuodsay
—— |
Buibuey gmn
r-—-T—— I
| LydY 1104 1oy
|
ﬂ |||||| T 7~
~ -
AN -
N -
~ i
AN -
w b 0
018 oIS 10IS f————— e |
~ 4 ! dS3d ,
S 7 | -AQY ! lapuodsay
~o \\ [ ]
~N
upunoy | punoy|o punoy(u punoy | punoy|Q punoy|u punoy | punoy|Q punoy
e — »la > T 1od
I AR [ 1 3009 I og 02 [e————— d0S ; Jojeniuj
02018 _J%% owy || AQv
|
$9[0A0) JuswaInses|y V_A dnjag pue uopezijeiu]  ——— - —p
gL~ oL~
- 0gl

3/35



WO 2024/207154

PCT/CN2023/086009
140
Y
Octets: 1 2 variable 2
ID Address Payload CRC
FIG. 1D
150
Y
Octets: 1/2 2 1 variable 2
Frame Header |E
Control Address [messageID| Payload CRC
(128~255)
FIG. 1E
160
Y
Octets: 8 4 1
Source Frame S’:%E?i?
Address Counter y
Level

FIG. 1F

4/35



WO 2024/207154 PCT/CN2023/086009

210
~
CONTROLLER
2201 220-2
i yd
CONTROLEE CONTROLEE
FIG. 2A

RESPONDER RESPONDER

FIG. 2B

5/35



WO 2024/207154 PCT/CN2023/086009

_— 301 — 302

TRANSMITER RECEIVER

— 310

GENERATE FIRST SECURED FRAME
(FIRST NONCE: BLOCK INDEX +
ROUND INDEX + SLOT INDEX/PN)

324

A

322 FIRST SECURED FRAME [
320 | |

_— 330

UNSECURE FIRST SECURED FRAME
(FIRST NONCE: BLOCK INDEX +
ROUND INDEX + SLOT INDEX/PN)

FIG. 3

6/35



PCT/CN2023/086009

WO 2024/207154

¥ "OId
0zy
N Nd Aueajou og
N
- N
1 71 71 ~——"™7 |
| Luay ds3y |
N R JEEp——
Buibuey gmn

_|||| __ L_Y__

“ 1Hdd 110d
N >

N -
~N -
N Ve
AN P
N re
w | 0
1018 101S 101S
7
// \\\
\ e

_
_
l — — — — |
_ 18s110 aWI |

0k
N

20U0U BuiONIISU0D
Joj pasn Nd Aued

N

dS3d
-A\avY

40s

1104
-AQY

u punoy

|} punoy

0 punoy|upunoy| .- || punoy|o punoy|u punoy| .. || punoy

Ll

»le

Tt}

¢eoid

P
>
|

| ¥00l1g

L |

_ 000|g

(sepAo Juswainses|y)
2INjONIS %00|g 8pisu|

Nov\

/

1014

(dnyeg pue uopezifeiuy)
2INjPNJS %90|g 9pISINO

Japuodsay

Jojenu

™~ 00v

7/35



WO 2024/207154

PCT/CN2023/086009
500 ~
Controller Controlee
| 510
Session Setup (Security Key) -
260 270
INITIATOR RESPONDER
ADV-PO( 2 - Outside block structure:
nitalzzti i — 524 g o Asecured frame carries a PN.
nitialization o PN is used for constructing Nonce
and Setup < [ Secured ADV-RESP (PN (UL) )/_ 26 with the “Block Structure Indicator”
—Secured SOR (Time offset, PN (DL) jJ—— bit=0
528 Time offset
—
] Secured POLL- L S
4——  Secured RESP:
Ranging frame 534 > e Asecured frame does not carry a PN.
Measurement . ~ > o BlockiRound/Slot indices are used for
cycle < < Ranging frame constructing Nonce with the “Block
— 536 Structure Indicator” bit = 1
——Secured RRRT—————— |
— 538
\<—Secured RPR——m8 ™
FIG. 5

8/35



WO 2024/207154 PCT/CN2023/086009
610 ~
CHR
I
v N
Bits: 0-6 7 Octets: 2 4 1 variable 4/8
D Sepurlty Address PN Security Secured MIC
indicator level payload
611 612 613 614 615 616 617
FIG. 6A
620 ~
FRAME COUNTER
Octets: 8 4 Bits: 0-3 4-6 7
. Block
Source PN Reserved Security structure
Address level |. . -
indicator = 0
621 622 623 624 625

FIG. 6B

9/35



WO 2024/207154 PCT/CN2023/086009
71
0 ~
CHR OPEN PAYLOAD
| |
4 A\
Bits: 0-6 7 Octets: 2 1 Qor2 Oor2 variable 4/8
D Sepurity Address Presence Block Round Secured MIC
indicator control index index payload
NN NI Y YN N
71 712 73 714 SN_T15 716 77 718
,/ \\\
! \\
! ~
! \\
Bits: 0 1 2-7
block index | round index
presence | presence reserved
indicator indicator
7142 7144 7146
FIG. 7A
720 ~
FRAME COUNTER (39 bits)
|
4 \
Octets: 8 Bits: 0-7 8-22 23-38 39
Block
Source : . .
Slot index |Round index| Block index | structure
Address e C
indicator = 1
721 722 723 724 725
FIG. 7B

10/35



PCT/CN2023/086009

WO 2024/207154

€el

IL"OId

el

A\ A

| = Jojeaipul B _ _
alnpngs b= b= b= ssalppy
X8pul %00|g |Xapul punoy| xapul 0[S 80IN0g
%o01g9
A A4
- —
6¢ 8¢€-€¢ / 2t8 __ 12-0 's)g 8 'S19100 80UON
f./ __ _
\ ., ‘_
| | i
\ . i
\ T
WG |eee L L101S | 01018 » 110d
S Lok y
//// ./ _ \\
N / ! \\
//‘ 4 \\
1
upunoy | e | pUnoy | O pUNoy | UPUNOY | e o e ||| pUnoY | O punoy | U punoy e o | | punoy | o punoy
~ zoolg gn } V_ow_m g 0%00lg > — —— —
Josyo W]
- 0¢l

11/35



WO 2024/207154 PCT/CN2023/086009
800 ~
FRAME COUNTER (39 bits)
/ : N\

Octets: 8 | Bits: 0~(M-1) [ M~(M+N-1) [ (M+N)~38 39

Source Block

Ad duress Slot index [Round index| Block index | structure
indicator = 1

821 822 823 824 825

FIG. 8

12/35




WO 2024/207154 PCT/CN2023/086009
900 ~n
Bits: 0-6 7 Octets: 2 4 1 variable 4/8
Security .
ID | indicator | Address py | Securty | Secured MIC
-1 level payload
L 616 N
Octets: 1 2 Oor2 Oor2 Oor1
Presence Time offset BIOCk Round Slot index
control index index
// 911 \\\ 912 913 M4 915
Bits: 0 1 2 3-7
block index | round index | slot index
presence | presence | presence |reserved
indicator indicator indicator
9112 9114 9116 9118
FIG. 9

13/35



PCT/CN2023/086009

WO 2024/207154

1008%0="0'4 0008X0 = '0'4 2047%0="0'd 004/%0="0'4
‘BOUON 9UON BOUON ‘BOUON
(20%0 = #0IS) (00%0 = #01g) | | (£0%0 = #0IS) (00%0 = #0IS)
6¢) Luddd 621 110d 8¢l 1ydy 8¢l 110d
* =
. 1 N
N | A |
N | N I
U punoy | PUNGY | 0 PUNOY | U punoy | punoy | 0 punoy
b >l
I 8zl ¥00ig [ LzL¥0ig [

VoI "DI1d
1110%0="0'4 ZLL0X0 ="' £000%0 ="0'4 0000%0 =04
‘90UON ‘B0UON 9OUON ‘8OUON
1| Japuodsay
(20%0 = #0IS) (00%0 = #01S) (20%0 = #01S) (00%0 = #01S) o1 Jojen|
¢ Lydd Z110d b 1YY 1 710d woy sNAsd
* A3 paindag
.~ X ~ 5
N | N |
h 1 h I
upunoy | .. |} punoy | gpunoy | upunoy| .. || punoy | o punoy
| »le V,_
[ L %0018 I 00018 e ———— L# < HO0S
josjjo swil
- 0L0L

14/35



PCT/CN2023/086009

WO 2024/207154

4108X0="0'4 0L08X0 =04 414X ="0'd 0L4/%X0="04
‘90UON '99UON BOUON '99UON
(40%0 = #o0I8) (00%0 = #olg) | | (40%0 = #0IS) (00%0 = #0/S)
621 1ddd 621 110d 821 Lydd 82l T0d
* *
N ) . )
~ | N |
h _ ~ !
U punoy | punoy | o punoy | u punoy | punoy | o punoy
e > e >
| 8¢l 0i1d | L2110l |

401 "OIA

4110%X0="0'4
:80UON

(4ox0 = #01S)
L 1YdY

1N

N\
\

0LL0X0="0'4
‘90UON

(00%0 = #01S)
} T10d

U punoy

| punoy

0 punoy | U punoy

L punoy | 0 punoy

:Z Japuodsay
o} Jojeniu|
wo4 sndsd
painoag

acol

A

<
-«

| yv01g

0019

19140 Suil|

0 = Xapuriolg
1l = X8pu| punoy
‘L =x8pu|yo0|g

C# <-H0S

> 0201

15/35



PCT/CN2023/086009

WO 2024/207154

[X:[26)

U punoy

| punoy

0 punoy

u punoy

| punoy

»l

|
-
|

| %0019

-t

0%0ig

VII “OId
- 09PAD —_ >
U punoy | punoy | ¢ punoy | U punoy | punoy | o punoy
=99k

g sw 2 ¢ »le >l 0=23k)

<1 ¥0S | | o019 | 0%00/19 e+ TRsp T T ) L4
awi| <} ¥0S

Koy Alunoag alwes  —
-0l

16/35



WO 2024/207154 PCT/CN2023/086009
1120 ~
Bits: 0-6 7 Octets: 2 4 variable 4/8
Security .
ID | indicator | Address py | Securtty | Secured MIC
-1 level payload
// \ \\\
/ 616 .
/ AN
/ \\
/ AN
Octets: 1 2 Oor1
Presence Time offset _Cycle
control index
T M21 S M2 1123
Bits: 0 1 2 3 4-7
block index | roundindex | slotindex | cycle index
presence | presence | presence | presence |reserved
indicator indicator indicator indicator
1124 1125 1126 1127 1128
FIG.11B

17/35



WO 2024/207154 PCT/CN2023/086009
1130 ~
FRAME COUNTER (39 bits)
I N\
Octets: 8 | Bits: 0~(M-1) | M~(M+N-1) [ (M+N)~32 33-38 39

Source Block
Slot index  |Round index| Block index | Cycle index | structure

Address - -
indicator = 1
1131 1132 1133 1134 1135 1136

FIG. 11C

18/35



PCT/CN2023/086009

WO 2024/207154

Vi1 Ol
91z} vz ozl
| = Jojeolpul
B = I= 0= ssaIppy
X8pul yo0|g |xepur punoy| xapuijo|g 82IN0g
yoolg i f\
N _
6¢ 9e-€T ,_Nw.w 10 ”w:m 8 19100 Q0UON
,., +
.- \
1
i
/
I
L10IS | L10IS | 010IS
// \\
Sl 101S L10IS | 0101S \ \\ LEJIS e e e | L10IS | QOIS
\ 7/

GLPUNOY| @ @ @ | 0 punoy [/ puncy| ¢ e e || punoy|o punoy| | puncy | o puncy |G punoy| e e e | gpunoy |2 punoy| e e e || punoy|o punoy| | punoy [ o punoy
\
- >l 4 >le > > >le >
§00/g I ' py001g I £ 30019 20g I | Yo0|g I 00019
- | yooig JadAH b 0 yoo|g JedAH "
- 0lel

19/35



PCT/CN2023/086009

WO 2024/207154

d71 "Old
9%l veel (4443
| = Jojesipul
aIINgs p= /= 0= SsaIppy
Xapul ¥o0|g [xepui punoy| xspui joig 20IN0g
xo01g 4
A ~
6¢ 8¢-6 | 70 nﬂ_m 8 'SI90 9OUON
I
;
K
]
I
i
/
LI0IS e el® (RS
\ \\
Gl 1018 1108 | 01018 / \\ LE10IS| e e e | LIOIS | OJOIS
\ 7/
/// / / i 1 \\\\
~o / \ ! s
/ \ i -
/ \ | g
/ \ | -7
< ! \ i o
GL punoy[ e e e | opunoy [/ punoy 1 punoy|Q punoy| | punoy | 0 punoy |G| punoy| ® e e | o punoy |2 punoy| e e e || punoy|o punoy| | punoy | o punoy
\
> ! >l >l >l > >
§¥0lg I ! pypooig I € %00lg ¢¥olg I L %001g _ 00018
B | yooig JadAH o 0 oig JodAy o
o 0zel

20/35



PCT/CN2023/086009

WO 2024/207154

0LEl
N

90UON BuoNSU0D J0j PESN B SSOIPUI ¥00[q ‘PUNCI PUB Nd YL

€1 "D

‘Nd & ALIeD Saley painoag

~

[ e D I e U I
_ _ _ ds3y |
I Japuodss;
_ Lydd ds3 _ _ -AQY _ p Y
\\\\\\\ ] [ ]
BuiBbuey gmn
_|||| o - | o 170d T10d
|
" LHdd T110d *—mp T ] ¥0Ss -AQY -AQY
-l | s =
N N e | \ \\
AN - |
N N -7 _ // / i
AN P _ \ / |
/
I \ / _
w ) 0 | \ / | !
108 101 108 | \ / 1 i
Ed | \ / __ \
\ - /
N P ! // / ! /
N P ! \ / [
h - ! / L
UpUNOY | v | | PUNOY | Q PUNOY | UPUNOY | w. | | PUNOY | O PUnOY | U pUNOY | .. | | punoy | o punoy U punoy 1 punoy | o punoy U punoy L PUNOY | 0 punoy
let >l »le > o e | L »
I 2l yolg | L oolg I 0130019 _ | 9Yo0/g I I 0019
|
s9pAY Juswalnsealy ainjonng %ooig apisuy| dnjag pue uolezieniu| >

21/35



WO 2024/207154 PCT/CN2023/086009

1400 ™~
Controller Controlee 1 Controlee 2
| 1 1412
Session Setup (Security Keys, Security Level) 1414
| |
Session Setup (Security Keys, Security Level)
I
Setup Block, Round | 1415
structure 4
260 27041 270-2
INITIATOR INITIATOR INITIATOR
/—1422
ADV-POLL (Block index, round index, _ -
round duration) g o
1424
Initialization —Secured ADV-RESP (PN_U1}———
and Setup 1426
- Secured ADV-RESP (PN_U2
1428
——Secured SOR (Time offset, PN_B}) > >
Time Time
ffset
3 offsel offset
4 d POLL (PN_B
Secure (PN_B) > >
1434 A
[¢——Secured RESP (PN_U1)
) 1436
Ranging frameE————»|
1438 > Access
[¢——Ranging rame——— 1
/—1440
¢—Secured RPRT (PN_U1)———
1442
Measurement < Secured RPRT (PN_D1}——— > /
cycle -
Secured POLL (PN_D2) 2y
/r1454
< Secured RESP (PN__U2)
/’-1456
Ranging frame >
A—1458 > Access
< Ranging frame 2
//—1460
< Secured RPRT (PN_U2)
//—1462
\ Secured RPRT (PN_D2) > )

FIG. 14

22/35



WO 2024/207154 PCT/CN2023/086009
1510
Y
FRAME COUNTER (5 octets)
/ | \
Octets: 8 Bits: 0-7 8-22 23-39
Source PN |Round index| Block index
Address
1511 1512 1513 1514
FIG. 15A
1520
Y
FRAME COUNTER (5 octets)
/ | \
Octets: 8 Bits: 0~7 | 8~(8+N-1) | (8+N)~39
Source . .
Address PN Round index| Block index
1521 1522 1523 1524

FIG. 15B

23/35



WO 2024/207154 PCT/CN2023/086009
1610 ~o
Bits: 0-6 7 Octets: 2 1 variable 4/8
Securit Secured
D | CUY L Address PN MIC
indicator payload
1611 1614 1613 1614 1615 1616
FIG. 16A
162
Bits: 0-6 7 Octets: 2 1 Oor2 Oor2 Oor2 variable 4/8
Seaurity Presence Block Round Round
ID indicator | Address . . ) Payload CRC
=0 control index index | duration
¢ < U U ~_ U U K \ \
1621 1622 1623,/ 1624 \\1625 1626 1627 1628 1629
/ ~
/ SO
// \\\\
/ ~
Bits: 0 1 2 37
block index | round index | round duration
presence | presence presence reserved
indicator indicator indicator
1681 1682 1683 1684
FIG. 16B

24/35



PCT/CN2023/086009

WO 2024/207154

A K|
0400X0= 09 Fogaox0= 03] [dA1dx0="0d) 0010 =0 €04L00 =04 0440%0 = ' L0LO0X0 =04 00L00%0 = D'
‘BOUON 90UON “ ‘90UON ] 132UON ‘90UON 190UON ‘BoUON ‘90UON
\\\\\ 7 Japuodsay
(40%0 = Nd) (00%0 = Nd) _ (440 =Nd) “ (00%0 = Ndl) {€0x0=Nd) | .| (00x0=Nd) (10¥0=Nd) (00%0 = Nd) o o] 00180X0 001900
62 Lydd 62 T0d || 921 L r 821 110d 7 Ludd ZT0d | Lddy | T10d woy $Nasd =04 =04
- — [0uQ] B2UQ|
4 P ~ N + 1/ 4 *_ + N N
/ P ~ \ / N
/ - AN | \ / N | 0Tll {ooxo {0ox0
L - 1 ! v =Nd) =Nd) siopuodsey
u punoy | punoy | ¢ punoy | upunoy | .. | | punoy | g punoy ' UpUNOY | w. | | pUNOY | 0 pUnoY [ upunoy | .. | | punoy | o punoy dS-AQV || dSIH-NIY
| 001.90%0
et — | »l =04
I 821 %00/g I 121 %00ig I 11 %0018 I 01 %o0lg J, 80UON
|
Jojenu|
r————n I awiy
40L01x0="0'4 00L0IX0 ="0'4 | 0004/X0 =04, 44042%0="04 000420 ="04 €0L80x0="04 00L90%0 =04 LOOVOX0 = 0’4 000¥0%X0 = D4 >
:90UON :30UON ,mocom_ 130UON :39UON :30UON :30UON :90UON OUON
- I
||||| |
{40%0 = Nd) {(00%0 = Nd) I (000 = Nd) _ (44%0 = Nd) (00%0 = Nd) (60%0 = Nd) (00%0 = Nd) (10%0 =Nd) (00%0 = Nd) | Jepuodsay
08} L¥d 62, TI0d _ 62 Ly || 6 Lo 871 TI0d i || z1i0d | LNdY L 110d Ororenu)
_ — woy sNAsd
N~ N
N % &. ~<_ AN 1 i AN N
~< \ 49 S~ | | N
~ N -~ N
N ) ! 0kl
U punoy | punoy | o punoy | u punoy | punoy | o punoy U punoy | punoy | o punoy | u punoy | punoy | o puncy - U punoy | punoy | o punoy .
e >le > I e
| 821 %00/g I 121 %0018 I L1 ¥00ig I 01 y00ig 9¥00i8
- $8J0AQ) JusWa.NSES| Lt dnisg pue uojezijenu]  ————— =~ —P

=N € 97 = (NyZ) ¥0[Q/SPUnoI JO BqUN

- 00z}

25/35



WO 2024/207154 PCT/CN2023/086009
1800—\
_— 1801 _— 1802
TRANSMITER RECEIVER
_—1810
GENERATE FIRST SECURED FRAME
(FIRST NONCE: BPN+PN)

1 1822 FIRST SECURED FRAME [

1820 > (1824
| L

_— 1830

FIG. 18

26/35

UNSECURE FIRST SECURED FRAME
(FIRST NONCE: BPN+PN)




PCT/CN2023/086009

WO 2024/207154

61 "OId

20uop Buongsuod 1oy pasn ale Ndg 2J03s A||edo| & pue Nd 8yl

016! N ‘Nd € Ao sawel painoag
- & N
“““““““““““ r———— |
O 1¥dy dS3y _ _ dS3d _ Japuodsay
-NYd I I -A\av I
N e ] [ ]
Buibuey gmn
[ T " “ T
I
_ dS3d L¥dy T0d e —— — — | NS Tod sopeu|
| NMd AQY
[ R A N S R | esyoswny ()
T~ ™~ - - _
S~ - |
~ - - _ P |
~ - - P |
|
w | 0 |
10S 101 1018 |
7 |
// P !
AN P - |
\ e
U punoy | punoy | O punoy | u punoy | punoy | o punoy | u punoy | punoy | 0 punoy
e >l »le >
I 20019 | L yo0/g I 00019 |
(sapAo Juswainseapy) V_A (dmag pue uonezjeniu))
aIMoNAS Yo0[g apisu| | ainonis %oo|g 8pisin0
- 006}

27/35



WO 2024/207154 PCT/CN2023/086009

2000~
Controller Controlee
| _—2010 \
Session Setup (Security Key, Security Level)
| 260 ’ 270
INITIATOR INITIATOR
/—2022
ADV-POLL >
20 Initialor and Respond
Initialization nitiator and Responder
and Setup Secured ADV-RESP (PN, BPN (UL) ) exchange BPN for the
i t
Secured SOR (Time offset, PN, BPN (DL) —| o easremen
Time offset
A /—2028
——Secured POLL (PN)
/—2030
<——Secured RESP (PNf———
2032
Ranging frame >
Measurement < 2034
cycle —— Ranging framc/_
2036
Secured RPRT (PNf————
—2038
[<——Secured RPRT (PN}
\d
: ~—2040
I Secured PRM-RESP (PN, BPN (DL))—> If needed, Initiator and/or
BPN Update 2042 Responder update BPN for
o the measurement session.
<——Secured PRM-REQ (PN, BPN (UL))

FIG. 20

28/35



WO 2024/207154 PCT/CN2023/086009
2110
Y
OPEN PAYLOAD
/ : \
Bits: 0-6 7 Octets: 2 1 Oor1 Oord4 variable 4/8
Security
D | indicator | Address | PreSence | py BPN Seared MIC
-1 control payload
N YA NN \ \
2111 212 2113/ 214 N\ 215 2116 2117 2118
/ll \\\
/ \
Bits: 0 1-7
BPN
presence reserved
indicator
141 21142
FIG. 21A
2120—\
Bits: 0-6 7 Octets: 2 Oor1 variable 4/8
Security
o Secured
ID indicator | Address PN MIC
-1 payload
2121 2122 2123 2124 2125 2126
FIG. 21B

29/35



WO 2024/207154 PCT/CN2023/086009

2130—\
Octets; 2 2 Bits: 0-6 7 Octets: 1 Oor1 variable 4/8
Security Presence
FC Address ID indicator PN Payload MIC
-1 control
NI N YA YN \
2131 2132 2133 2134 ,’ 2135 \\ 2136 2137 2138
/I/ \\\
/ \
Bits: 0 1-7
BPN
presence | reserved
indicator=0
2135-1 2135-2
FIG. 21C

30/35



WO 2024/207154

PCT/CN2023/086009

2140
Y
2141 2142 2143
- / /
SHR PHR PHY payload
Bits: 0-6 7 Octets: 2 1 Oor1 Oor4 variable 4/8
Security
D | indicator | Address | "€ | py BPN Secured MIC
-1 control payload
\ \ NN \ \ N
2151 2152 2153 / 2154 N\ 2155 2156 2157 2158
// \\
/ \
! \
Bits: 0 1-7
BPN
presence | reserved
indicator
2154-1 2154-2
FIG. 21D
2150
Y
FRAME COUNTER (5 octets)
|
/ \
Octets: 8 Bits: 0-7 8-39
Source
Address PN BPN
2151 2152 2153
FIG. 21E

31/35




PCT/CN2023/086009

WO 2024/207154

VT "OIA
2010x0="04  L0LOX0="04 0010%0 =04 4400%0 =04 3400%0 = 04 P000X0 = "0'4 £000%0 =04 Z000X0 = 0’4 L000%0 = ‘04
‘BOUON ‘S0UON “B0UON Q0UON 190UON :80UON QOUON :90UON “90UON
(00%0 = Nd
'LOX0 = Nd8g) | Japuodsey
(z0%0 = Nd) (10%0 = Nd) < (44%0 = Nd) (34%0 =Nd) ($0%0 = Nd) (50%0 = Nd) (20%0 = Nd) (10%0 = Nd) o1 J0jen]
62} Lddd 6zl T10d L dSTH-Nd 8zl L¥dd 871 TI0d [AREE] ZT0d | 1ddy L T10d woy sNAsd
o A3 ~ * * *
S~ N T~ AN + AN + AN +
~< ~ T~ N | A | AN |
~ ~ D | N | h |
u A 0000%0 ="0'd
punoy | .. || punoy | Qpunoy | upunoy | .. || punoy | gpunoy upunoy [ .. | | punoy | g punoy | UpUNoy | .. | | PUnoy | O punocy 300N
| ;
I >l — < >l I (00¥0 =Nd
| 8z %00/g | lZhyolg I 1 %00/8 | 0x00ig ¢ — asgo™ —| 100X0=Ndg)
| awi| L#< 1 H0S
- o ———— 0000000%0= (10} Ndg >l 00000000%0 = (10) Nd8 - - —
| -
ajepdn Ndg T
[4%44 /
- 0lce

32/35



PCT/CN2023/086009

WO 2024/207154

2080%0 =04
:80UON

(20%0 = Nd)
621 IS

477 "O1d
1080%0 =D’ 0080%0 =04 4420%0="0'4 3420%0 ="0'4 60/0%0="0'4 $0L0%0 =04 €0/0%0="0'4 20.0%0 =04
:90UON -80UON BOUON BOUON -80UON :90UON BJUON :90UON
(00%0 = Nd
'80X0 = Nd8)
(1L0%0 = Nd) e (44%0 = Nd) (340 = Nd) (50%0 = Nd) ($OX0 = Nd) (60%0 = Nd) (20%0 = Nd) Jopen
621 dS3d | DIH-WHd 8¢} Lydd 8271 dSTY ¢ 1ydy ZdS3y } LHdy | dSTY 0z Lowuc%%wm
w
- ~ ~o / P // P < I 4 $NASd
~ ~o - ~ e - ~ N N \ P - \ Y N F
-~ - ~
A = < X ¥ h 10£0%0 = 0’4
Uupunoy | .. || pPunoy | O punoy | Upunoy | puncy | o punoy U punoy | pUnoy | ¢ pPunoy | u punoy | punoy | 0 punoy SOUON
| {(Lox0=Nd
< > ! >l I »le ! 110%0 = Ndg)
| 8¢z o0d I L2¢o0lg | | 1020019 I 00¢ 12019 | Jojenu| <-
| 2# dSTH-AQY
80000000%0 i /0000000%0
= () Ndg gh = () Ndg >
ajepdn Ndg T
@ \
- 0¢ce

33/35



WO 2024/207154 PCT/CN2023/086009

2300'\

GENERATINGMODULE |— 2310

TRANSMITTING MODULE |— 2320

RECEIVING MODULE /24105

UNSECURING MODULE  |— 2420

FIG. 24

34/35



WO 2024/207154 PCT/CN2023/086009

2550
Wi Ve

L2510 |
PROCESSOR |1~ |

v L2520
=
MEMORY |}
| -2530
proG [

FIG. 25

35/35



