SYSTEMS AND METHODS FOR DI STRI BUTED DATA ROUTING IN A
W RELESS NETWORK COPYRI GHT NOTI CE [ 001] A portion of
wo b@odiwes osure of this patent docunent cont ai PGT/US2009/044191
material that is subject to copyright protection. The
copyright owner has no objection to the facsimle
SYSTEMSAND MITTROBS FORDIS TRIBUTEDEDA THOROTENING TNt AAVIRELESS

patent disclosure, as It aogears in the Patent and

Trademark O fice patent M ecords, but otherw se
reserves all copyright rights whatsoever. BACKGROUND

1. Field of the Invedopri®92INd R @Present invention
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delivery of wireless broadband services. W NMAX
products can accommdatSEA&K% @Re nobi | e usage
nodel s. The | EEE 802.1 s devel oped to
deliver non-line-of-sight (L0oS) connectivity between a
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systems can be expected to deliver capacity of up to
40 r channel This is enough bandwi dth to
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pic up to
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IEEE 802.16 standard was developed to deliver non-line-of-sight (LoS) connectivity between a

subscriber station and base station with typical cell radius of three to ten kilometers.

[004]  All base stations and subscriber stations claiming to be WiMAX compliant must
go through a rigorous WiMAX Forum Certified™ testing process. WiMAX Forum Certified
systems can be expected to deliver capacity of up to 40 Mbps per channel. This is enough
bandwidth to simultaneously support hundreds of businesses with T-1 speed connectivity and
thousands of residences with DSL speed connectivity. The WiMAX Forum expects mobile
network deployments to provide up to 15 Mbps of capacity within a typical cell radius of up to
three kilometers. WiMAX technology already has been incorporated in notebook computers

and PDAs to deliver high speed mobile Internet services.

[005]  One of the advantages of WiMAX technology is the use of Orthogonal Frequency-
Division Multiplexing (OFDM) over Edge, GPRS, or HSPA to deliver higher bandwidth



[005] One of the advantages of W MAX technology is the
use of Orthogonal Frequency- Division Miltiplexing

W@ ambjosever Edge, GPRS, or HSPA to deliver hiBtEDS2009/044191
bandwi dt heffi ci ency, and, therefore, higher data
t hroughput, with nore than one Mips downstream and
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access applications, such as Digital Subscriber Line
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communi cat i on |nstruct|ons fron1a control server. The
service nodul e may be configured to process the
conmuni cation instructions and provi de data path
i nstructions based on the conmuni cation instructions.
The router nodule may be configured to receive data
froma source device and route the processed data to a
target device based on the data path instructions. The
control server may conprise a W Max server such as an
ASN server, LTE server, or CSN server. In one exanple,
the control server conprises the



ASN server and the routing device communicates with

the ASN server over an R7 inteface. [009] In sone
wWepiodisent s, the communi cation instructions cREPUBREI/044191

instructions to tunnel the received data using one of

a plurality of GRE tunnels. The conmmuni cation

i nstructions may conpri SSUMMIARICtIi ons to tunnel the

recei ved data using one of a plurality of IP tunnels.
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[0011] In various embodiments, a method comprises receiving communication
instructions from a control server, receiving data from a source device, processing the data

based on the communication instructions, and routing the processed data to a target device.

[0012] A system may comprise a means for receiving communication instructions from a
control server and receiving data from a source device, means for processing the data based on

the communication instructions, and ameans for routing the processed data to a target device.

[0013] A computer readable medium may comprise instructions. The instructions may be
executable by a processor to perform a method. The method may comprise receiving
communication instructions from a control server, receiving data from a source device,
processing the data based on the communication instructions, and routing the processed data to

a target device.



[0018] FIG 5 is a block diagramof an exenplary W Max
network. [0019] FIG 6 is a block diagram of an
we@apkeey base station. [0020] FIG 7 is a bl BCRUS2009/044191
di agram of an exenplary connectivity service network.
[0021] FIG 8 is a block diagram of an ASN server and
BRIEGF [OSHNCRErMEN operiat DRyewiNGsoupl ed to a routing device
in sone enbodi nents. [0022] FIG 9 is a flow diagram

of an _exenplary nethod for. decentralized distribution
(00 GG T Al uspenR e ok o Cf%”éléj?‘? wpBicenge b b wiSIaRR 802,166
systeR i giAMRar@n exenplary digital device. DETAILED
DESCRI'PTI ON OF THE | NVENTI ON [ 0024] In vari ous
enbodi ments, the data plane may be abstracted froma
[00d6ht rIIG. Blismbloick dingvan ef arsexcmatlay aRcesIBHTVige nEAM
WFi, LTE or the like. Data plane (i.e., forwarding
n funct | . I t gh
O O 30 SRR sl 3 e R G Rt/ BT
performed on a separate device. The device performng
[oxIME ddGadpd ablck diagtano nSamesenipdarg YV edre¢ry i gnor ant  of
the nature of the data being routed. As a result, the
a plane devi ce. may be used fferent wrel ess
(o8] " 35 & Blosf Fiseri Py Sremmdte WML RRva L ec.
[ 0025] For exanple, in a WMax architecture, access
[0038] Vi[UE. BES MBIdkk (ASNIM dhdeRhilaybascdtatyas may be
performed by a routing device rather than an access
service network server £ASN server). Together, the
[0028];t i G- dav Block diperare ORBNEXSEINEY CHRRCCHEIVHPSTEISE ARWRTK
gateway. The routing device, however, nay be agnostic

t la: .
m“?&!)l g?gﬁ@g%/ 2 blo¥k dia ﬁ?ﬂ 8f L AUN servel Sn PPN SREEY RS o?%rﬁtlgﬁally

any wreless network server (e.g.,
coupMil Fo a coutingEewice m sceut embddimadtscont i nue to work with

the digital device to performdata path functions.
ernat el. the.routi devi ce may,,be.repl ace p b
0ol I8 Bate P bt B SR DB RIS Sl RaG Rt itribution of
data @i F WeveRhetRAOEr, however, the ASN server (e.g.,

wi t hout reconfiguration) and the new routing device

may still performthe fupction of the AgN.gatemay.
lﬂqzéﬁzéjlq A0 Vet Plogk disgrswphatyemplay digdet dyyice he

W rel ess network devices (apart fromthe ASN server

and the routing device) will not need to be

reconfigured or altered even though the ASN server nay

be perform ng control plane functions and the routing
devi ce nmay be




perform ng data plane functions. In other words, from
t he perspective of base stations (BSs), other ASNs, or
wa2eonseel i vity service network (CSN), the ASNPGEHUSM09/044191

paired with the routing device may appear and perform

as a typical ASN gateway. [0027] In sone enbodi nents,

a decentr al DEgAIDBDDPSCRIFAIONESE IMHIEINVENFION S

sinmpler in inplenentation than an integrated data path

the integrated data path products tend to

be
IOQ(,-’dhm IavapperriBbedingnisrhe dafa @19416 Myt @S@%@demmtaﬁ&ptml plane in a
W ﬁgll esa(@s;p | n
erelg%yn\? g? %IJR% g%ast 0 g)r( form %g? r?rr E}%ﬂil{%% Bhe %m d %ﬁ{m@@'p lane)
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rou device co ff-t heI ut er
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com;;iata@ @h&@ﬁ Jflﬁlﬁbcﬁdtﬁ’@ f tHeRT8 e Sd foRtddl YAOrebing tflé"&ﬁﬁ Fﬁﬁe device

ASN server. By sinplifying the function of

may b@usedrbcr/befeng@lcSﬁenetWthéewm wiigingrdiigrnisarehitacturesy

be | ess expensive and nore reliable.[0028] FIG 1
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functidnls wsdyrtet pesfoanil Wrd\l&in‘g@lkkaﬁitbd‘r&MﬁarﬁMéds seNRneddérk server

conprising the follow ng |ogical entities: subs¢riber
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ASN (shoeemiigby rd;ﬂ)@ed bhanWek@Qn@wmﬂf seses (ap., daceWslFiselvidy

archiggiy I g B0 ST SR S aRYIES hefiig 't'«‘? pafifunctions

Alterhdtly, tHe@omaiRd MR rﬂegﬁoect‘éﬁﬁﬁécﬁﬁﬁh eMhdriButid QORI e tﬂ&%erforms
figure depicts normative reference points

routing intehdifierent mianrer, I8gyaver, 11®8ASN$N\@&(¢ g@inwithaw recmﬁgmsmon) and the

114 r 0 of nci.ional

e B P DL P PO B ORABH IR0 AN BB o 1

si ngl e physi cal device or may be dlstrlbuted over
[0026] t i Iplvariptyahisalimeet, thegest ditbe gielyps ngwariddevices (apart from the

ASNgleq?th};r}!@}% tg% %}utlglgt({e?;g)t(‘g\j@fpt Igget:c{ tﬁ)g)ig: A%IF\‘I’% gwdeevolg %ﬁ%eé\neggn though the
ASN' Sf:gig? B@h_pﬁ?&nﬁﬁg t&iftrol @g?@?&ﬁc%h%rﬁf th@%@?%ﬁe XY be

ement ati on nctions
performdlg\dath,;dhﬂlwfuoctlom doothenabidonfrormshd parspeatve bibase stations (BSs),

i | ement ati on neets the functi.onal ) . .
otheri AR P8 AT Sessior Pae: & o basofS kseryHomired i the routing
dev1c$%4ay°%ﬁ@3&%@%ﬁ:§rrﬂ\’a§Qt}(p‘icra@ﬁgﬁ\ﬁ%a‘ievd@la to and receives

dat a onm) a network such as the Internet (e.g.,

g l'ication service provider (ASP) network or Internet
[002 F In some embodiments, a decentralized data path as described herein is simpler in

implementation than an integrated data path (e.g., the integrated data path products tend to be
complex products which leads to costly systems that may be buggy). For example, traditional
ASN and/or CSN servers tend to perform both control plane and data plane functions.
However, in some embodiments, the routing device comprising an off-the-shelf router (e.g.,
Juniper MX or M series router) may perform the data plane functions thereby simplifying the
function of the ASN server. By simplifying the function of the ASN and/or CSN server, the

ASN and/or CSN server may be less expensive and more reliable.



120). Simlarly, the CSN 112 may al so conmuni cati on

wth the ASP network or Internet 118. Further, the CSN
waimasdedr 114 conmuni cates with one or nore RSENESHOL44191

as ASN 110. The ASN 110 communi cates w th anot her ASN

116. Each ASN may i nclude an ASN- - GV (ASN gat eway) and
[0028p! wial 1 ijusabtebas exahpitodnsertBhsgd achitebept of @ WiMdeor 802.16¢

ASN gat eway nmmy comprise an_ASN server ich is i

SySteRgRRRTEART o k14 | HISENET 2 5V OHAK Nepwpr Brietedee podg! (NRM) 100
compﬁ%mg%@foﬁlﬂgﬁz)g g@l &%Neg%h§%?i$eta§t§tfbnc/qmw SRR SYMS) 108, 2

one or nor statl1 ons over respective
networktaeedsapryidee (TQAP) R, a vitssieH nBSvark semwscetphevider (visited NSP) 104, and

T N T T CH N A ———

netwdRIATN) A1 Ban& HBTHEH £ 836 WIhdlvBA&I RSP 04 Qoﬂi@ﬁéés@u connectivity
stations over an air-interface governed by,

fo
servigemptypik, (CRN) Rl 2pbe bewr No M6 qommsiseaeeN ke RI
interface is between the SS/M5 108 and the ASN 110 as

OB T AR A, PRSP By s
108, ASNal 1®dan¥1]g 16 hendnESiag dahmirl 1 D4 &pmserit(h(g%&}piﬁgj of fuactimraéentities.
ITTerent

Each Qﬁg{eﬁe‘e ngliens rp@é@e@lap ip ﬁts §1cegye"éfr1]éecq%%r?ay\l\get cs]lstrlguted over
multlg%tﬁ%@%%xtceﬁdﬁﬁé éx@ﬁﬁh%fah‘&‘ Hfs{rﬁﬁ‘lﬁoﬁ B??un@ﬁb/nsklﬁtoap%'bél devices

may i nclude ut are not limted
withimadnatoball qnnyy (rsaq:ta@ahe AtSN‘ ukbtig at,mgnplsmctrtatam ch01ce a manufacturer

doffrl andtun tabli t,. . radio. .
may (e aL G e T R B a iRy p i ombination, as
long & @8 %hf)llei?n@hiaﬁﬂm n@é@?he( FyiBi@dHal afiDimkerbEurati By B @fdedks)

proxy, key management, session nmnagement, and

mul ticast gr ougbrmnagerrent [0033] The ASN gat eway nma
[0038] ¢ o shgime SN IdcqomiBunicates with fransters data tnpidagesivesfata from)

a net\BQ kﬁ'ﬁg]ﬁ% %gﬁr@%ﬁ%% ng)hc%gﬁl %@@@gﬁ%@%@iv&&k ©F Internet

120).i Sitnﬁtafrl&pﬂhelCSSN he2 mlay alsb aomnhmicaten witheahASNPIitbvak dr fiternet 118.
CSN 1 tQo_su oI ic nf or cenen d
Furthgg, ﬁpq é@ 132,38 @ﬁéL‘% CUEIY Bropet sk onp ot H%%%kéﬁ]géﬁﬁh%@ 110.

The A@I@J@@ _bSmuBlARE WIBE R (&N0116. t%ﬂ@im gr)aé/ 1chﬁ&@£§A§N--GW
I P data between the ASN 110 and the

(ASNAgidewaso aadl afp!lmaltltlyolf dagfstativas ASBs) et d@lctn@yThmASN@teway may

but ar i .ted.to, intra- AS n mana nt
compafiaf AN v i o Stmhlhisaiet B S b St e SrEReE (e an
R3 ink@RcE P! TheCRSNiga@ WAl a8 minedatddrith biRSorafiéhe S RTINS (BSs)
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over mp@géwmrf@ﬁs feabi ROX yEach ftederviistthe ¢rummuricatiqrorsds gogobile
statiofs ijgﬂ)r' sc{%scrﬁ;e(r) L&af ons%Ss)f\%l%ln %Q:overage area.

[0031] A BS communicates with one or more mobile stations over an air-interface
governed by, for example, an R1 protocol or R1 interface. The R1 interface is between the
SS/MS 108 and the ASN 110 as per the air-interface (PHY and MAC) specifications (IEEE
P802.16d/e). R1 may include additional protocols related to the management plane.

[0032] Furthermore, BS in different ASNs may directly communicate with one another
over respective interfaces (e.g., R8 interfaces). Additional functions that may be a part of the

BS may include (but are not limited to) micromobility management functions, such as handoff



agent functionality for nobile IP, and routing to the
sel ected CSN. [0035] The ASN server may al so
w@omaisieeht e Wit h another ASN 116 over an R4 i PEBUS208044191

The R4 interface consists of a set of control and
bearer plane protocols originating/termnating in

rlggelflﬁE lafdl Bin@ Bl dstabH Shritérit h"aﬂhotrbﬁbu&%hhéﬁb@eﬁl&m Q69 blicynéiferchhent,

ility between ASNs. In Release 1, R4 is the only
traffip flagsi grionoPHGPHDynpaiceH o% oot %@t%@@gm@/@ key Banagement, session

mm%ﬁ%}%o&‘lﬁ?ﬁ“ﬁé% &%gagg&e eration, the CSN 112

e hone agent (HA) and may
al so provide the aut henti cati on, authorization and .
[0033¢ ouibhd AGNfaatestay oney l:(eﬁomﬁgenede@ Bct ads lgyleo ArtraffihazgBStion point

t th . i
withif ot AN B0 PhE R EE FhE it isated S R S ot B8 R Rapiertace.
The ESMtdrie 30 iteERN bbbfednTh@ASNC] 10t thé EBN 112 to support AAA,

aut henti cation, services authorization, |P Host

policyspforepment prshmebiiaymerraemeahenpabibities. I alve sagpeppasses the bearer

N T T Y

112 or CSN 114. The ASN gateway may operate as the
[0034] ewaydifiomal funetiongoftthe ASlN)sdrm ni@sipelate, \bart hxa&et limited to, intra-
tations anong other .things, and the base st

ASNﬁ%\W&P’é MARAELRRART BARIRG AR EFSUISE MARaCTRERt PR § IB{SFIBPI gontrol,
cachif o subsStebeYBrd i8] and &Qéﬁ)‘lo;{ IR@ysCﬂxAl L e oA ity, efstabhshment

communi cate wi th anoth over an R5 interface
and rgrag@Bentof erdbalds tmm@‘swsh bagf stalometQ@?f amgbprilicylenfuirgameent, foreign
er. pla cols for rki ng between
sgenCRgRoLHpEaRYe B Sharithe ' irstlEdtaifed nep: L0030
The CSN 112 may be confl gured to provide connectivity

[0033] t MEhd ASKIsBBEr mADR]so @bi@tuniiald with Bedthar ASN amé over an R4
corporate networks. The CSN 112 may be owned by the

interfaggp BiedR¢ Heripse canssts af ¢ et 9f eppgtol apgh peprer plane protocols
ongu?éﬁtn ﬁ%lﬁﬁfﬂggﬂ &é}ﬁ#\is 1431%}%%‘3% tﬁﬁsche USRS 510 tﬁ&%o%&ﬁﬁdté M5 mobility

servi ces al SO provi per use
betwermnafied srehi R eéas@d SR ridths ealyr inteyopefdbde @hifatd Bemyn heterogeneous or

. .res i ble for I P address nmanagenent, support for
dlssnpg%l‘pn‘gglés'betvveen di fferent NSPs, |ocation managenent

bet ween ASNs, and nobility and roam ng between ASNSs.

[ooﬁu! t hﬁro,pefaﬁbh 1&&8 c@m 1Bl 3@/ 19Y nd§ FRELVRYBe B0Me agent (HA) and
erworking wth other networks, such as PSTN (pu

may @,lw Pt th@a‘ébhmetlmtampmanoa@m acemugtigGRMRtIO dsAeA server) As

showdlpe Y EG 3 o Mpuni AR B IR S MRE e DB R idffuce. he k2

interface between the SS/MS 108 and CSN 112 and/or CSN 114 is associated with
authentication, services authorization, IP Host Configuration management, and mobility
management. This is a logical interface thus may not reflect a direct protocol interface
between SS/MS 108 and CSN 112 or CSN 114. The ASN gateway may operate as the
gateway for routing data to the respective base stations among other things, and the base

stations handle the communication needs of the mobile stations (e.g., SS/MS 108).

[0037] The CSN 112 may also communicate with another CSN 114 over an RS interface.
The RS interface consists of a set of control plane and bearer plane protocols for

internetworking between CSNs operated by either the home or visited NSP.



[0039] FIG 2 is a block diagramof an exenplary

access service network (ASN) 202. In various
wepisodiwsent s, the traditional functions of an PSMUS2009/044191

server may be separated between control and data path

processi ng. The data path processing may be perforned

[0038] @ THRULSNG | eikyeR. coW@I}e@ﬁi pr8dide cbnedBNty RUhe Intamet, ASP,
the routi ng devi ce may nprise a seam ess ASN

otherpabbguagt wolaaud jcomonaid pq:télogltsatThngS(N/gj 2 pap be ewged by the NSP and
1nclu81é ﬂAAaée]rgegéé{rh%? SLE%‘BE arﬁlzlae é(%?r(m %rﬁté% ﬂgﬂg{ 21352:?%1 Gnd E}QA!ﬁc services.
The CENTID negtatse prbtibert gee uAShaA@Zemdm of Qo Sexdrpdueity.t Tike BN 112 may

200 ni cat es vvlththelnternet over the ASN 202.
be resméﬂfa@ 90 %—F@yeS& SrARARTRALSURPQTH fqr yearpiag eeey yidferpat NSPs,

locatlggﬁréa{n% EOHEN D¥ e’ g\eSsNi QR hbbiliRe arftNariie Wéﬂ 1§§§Is Bﬁurther CSN

nd 204b, an conmuni cat i on network 6,
112 can al!ssmrcgadeegva«ywm&nd Tmterwmmng avlﬁxmyerzeavmbmucls e‘sP&TN (public

vt PR RO e P VI A CERG. ABK gt ly U onT BUGPidpsiat tha

the CBS 1 NtpUftREESNTE iy perforinfsaaRacloMsiest s of a set of
control and bearer plane protocols for comrunication

bet ween the BS 204a and the ASN gateway 208. The
[0038hr diiGpp ane blosk diagrasm of an giepplunBrReesss ETpige Retgrork (ASN) 202. In

varlolf.ﬂérﬁﬁodaﬁl\ht{s utﬂP %Jaﬁltlgﬁcjxlvfﬁl‘? 10&15‘ &6f §§A§F1ds ﬁwnﬁ\gt u%%ar%t@@ between

e contro ane 1 ncl udes protoco
contrnhamlgbmamﬂh ()Emtssbigt Shhhe damQJaﬂyproaM1mgeha§al&eperfdnmed by a routing

devwge %nggrgd,\é\t%% ggN}roluEﬁr alrér&?ﬁla{ht ot} e%%{&%l@zt%}/se %l scsze(x)mless ASN
gatewag, ormati on between nei ghboring BSs. [0042] The BS
4a may communi cate with another BS (e.g., BS 204b)
over an R8 interface. The R8 interface consists of a

[0048 of mabile rst‘éliolp e 2%@5&g%digit®wﬁvquuch #5 &enmeputer, smartphone,
situatjons are ne,. dat en.t
PDASI%lg%IC 8%‘%/6% bb%o%srﬁ c{(:)er,foarS edla age g rgrgggﬁét‘é"g Wgﬁﬁe ﬁ\ﬁgﬁsz In one

exampRARIMB 280 omanisicites vafh tﬁé oitomel vel fat ASINI20%, The MBI2@) may
transfer between basestations involved in handover of

commurHeate with thoBS 284a eyariRdror anydicgBeRYIrNgSt ane consi st's
of the inter-BS conmunication protocol defined in | EEE

[O(ﬁQﬁ' lﬁre%ﬁ\l @@g c&iggﬁ?és B30 ank HeLE. Gl sy Iaaﬁmﬁlnllé%‘ﬁ’on network 206,
conhtro

l'ing t ta transfer between the Base
and aBU/e8N gatsway 208.v €k ARNNgaieayl08abmprises enahBNmobiet 210 and a routing

o o7 e B S A RDASE 2 ver n
interface. The R6 interface consists of a set of control and bearer plane protocols for
communication between the BS 204a and the ASN gateway 208. The bearer plane consists of
intra-ASN data path or inter-ASN tunnels between the BS and ASN gateway 208. The control
plane includes protocols for IP tunnel management (establish, modify, and release) in
accordance with the MS mobility events. R6 may also serve as a conduit for exchange of

MAC states information between neighboring BSs.

[0042] The BS 204a may communicate with another BS (e.g., BS 204b) over an R8
interface. The R8 interface consists of a set of control plane message flows and, in some
situations, bearer plane data flows between the base stations to ensure fast and seamless

handover. The bearer plane consists of protocols that allow the data transfer between base



M5 200 (e.g., via RF) thereby creating a service flow
The BS 204a may conprise a digital device. Data from

W0 b@INB62D0 i s provided by the BS 204a to t he BSEINUS2009/044191
gat eway 208. The service flow may be tunnel ed through
a generic routing encapsulation (GRE) tunnel to the

statioh®HivbREd AeMArBveleda deRaidBotrasiion, Thbeokdst planerehsists of the
creates a virtual poi nt-to-gm nt |ink between the BS

inter-@@ngnmi@’qi@n PO getiesd 1@é @]ﬁz&%ﬂ@mﬂpddiﬁgnqigﬁ of protocols that
oSS58 RS8Rl SHRRRE

mobikSNit@at eway 208. I n sone enbodi nents, the BS 204a may
conmmuni cate with BS 204b via the ASN conmuni cati on

10033 pofhe 15D AP Gt FORMPTALFRS SASFGOTRELER (R BTN bate with the
MS 2?@ @é‘gl vikner AN B ENStin 2l & rieE hgwfsr He BY 2(Wa M y2&fnprise a digital

_functions of the ASN gateway 2 8. As di scussed herein,
devicehDamSiomule BiFpHris praaidedhylthe PSeffte tcbmevitN aatgway 208. The

R ok ORI SRR S AR cOGHTR e

routing ddvaceAIN. 1967¢ &:ainpI8 NRYERENUNnRY dreafed iaNitual @din®-to-point link
resource managenent and adm ssion control, caching of
betweanhe B pdfa prdtherewingdevicg2dypt i on keys, AAA client
functionality, establishnment and managenent of
HENAY . 2 i lic
00EP o AN OB o RBER 0% 20 RADy peBfy i lipoms! | Y
comnpa@iicatidn \bietweeh e BSRO04eandeBS 2045 withyha ARPNrdasevay X081 [In some

co Lhl e ASN gateway, The_raqutin evi 212 may.
embediiis She b8 ) Ty AR eV R P ath (hE A e M Fufgbtion
netw&R308! THaAENE cslah@nRakdh RAVEASHNHay $uppOA LoxAMRIaon via R6
the routing device 212 distributes data fromthe BS
and/o B8aprotocelsCSN (not depi cted). The ASN gat eway 208 may
be conpliant to WMax Forum Profile C which can be

d I - Tel si ; ; '
O3E 8 SOk SR OB TR ey 08

As dik&ussed, hetdig, thS AADOmMY suppoet BEA2Pdligy enfictcanentiace nidbality
data to a target device (e.g.,. the CSN not depi Y(g(iﬁeg) .
managpaerisapetaliesy iddifienabRinctionsi af he 48N seB/ef ARy 1R bds, glisare not

i Gk RGPS ko) I S SRS, RS gy n
admiskidrecontrat, caglingoanbsaibebyrofihes and encepdavkags, AAA tlkat

outin vjce 212. - . .
functlronafity, gsteﬂa%siunent an?l management of mobility tunnel with base stations, and QoS

and policy enforcement.

[0046] The routing device 212, when paired with the ASN server 210, may comprise a full
NWG compatible ASN gateway. The routing device 212 may comprises any digital device
configured to route data and/or handle data path processing. In one example, the routing
device 212 distributes data from the BS 204a to a CSN (not depicted). The ASN gateway 208

may be compliant to WiMax Forum Profile C which can be used to control non-Telsima BSs.

[0047] The routing device 212 may receive data from a source device (e.g., the MS 200
via the BS 204a) and provide the data to a target device (e.g., the CSN not depicted). The

source device is any digital device that provides data that is received by the routing device 212.



[0048] The routing device 212 may be configured to
perform data path processing. In one exanple, routing
welewnae6212 maybe configured to generate (or aRGI/ES20091044191
generating) a generic route encapsul ation (GRE) tunne
per service flow between the routing device 212 and
The thipet &vic204 anPdiditeinteaRs YhateelR¥td difa thadid srodlded By the source
with | P security SI Psec). The GRE naxi num packet size
deviceyia thogowipgalsvicad1d resul t, the naxi mum packet size
may be set as 1400 bytes The routi ng device 212 may

O3B o B s BRI, RS <Sne 1non

exampB)4Qjtingdetibel ]2 tdaybe' autfigngpdde gemaat2 (@ assiyt ibeenerating) a generic

confi gur.ed tunn data received fr n1the
routeyegoqaApan CRES RS msf rvich SORUYEers tRetiBe SeBchald nd the BS
204aaH eﬁdapaﬁat@ dYSnsk 8RfcRISHENRA TH dcarityNeP ORI TIR GRE maximum
rOtOCC)&kg provi de data received fromthe GRE tunne
packqtolzsnsaw Yidse Atert wseld thhmaggnm pwso‘.]lzamey bo @ﬁtuaﬁg400 bytes. The

rout1 er Vézm%fa%e coo\}qg I%Plr%lf%llt ugo%(ej st 3%% an!@ & eké/%ﬁ L S12E hg:g éoutmg
dataE&WE@StQB‘BS 20%aehd de (cszmmm catl on wthin the gat enay

and may carry control signals. In one exanple,
conmmuni cation instructions fromthe ASN serv r 210

[0Q4L o Kpather. tmionHae fexies nlf MaY beeoniigpreddg RG] €t Fegved from the
GRE'tﬁ-ﬁ‘{?f Cthe PR, GRIRkhfle 'ﬂ&%%d%[hg ROR L2 G g/rtﬂn&%atg%ﬂg an IP
unctlons I'n o exanp conmmuni ¢
tunnal (et thecVibbibs IR prdiccal) do proaidedtaarcts vedfrim theGRIEennd topnovide
he d& Sﬁ%ﬁ#@ GRE tunnel data. Simlarly, comrunication
the datgd ns may indicate that data is to be provided
to a specific IP tunnel in order to transmt the data
[0050] t MEncGOMid @ victenRGhadhe ddnfighhed th3omffuafch®GEith the ASN server
Further, the conmunication instructions may indicate
210 qvienen RAdniciface; J hedk 7 iatestage epprasemis antepalgommaunigatioprvigiin the
gatev%%?é%dgﬁegrsgaglry\é@ gldsdérgaéfal%%g eI(énrﬁ ples n{nﬁ%&%ﬁg& 1981511:110115 from the

ASNdewec?] P4 recEhed fou thegoating dxeic2 22 2nﬁ¥)rrbﬁummifohgmﬂtmdtlons
to performdata path functlons for any Qgﬂger of
compyji HEUSI AL OU et B 1B ARG exanple.cRBMHpHINAFajion

instrdcBYhd 1%glcg1%gh?}%a§%1§ }&Qﬁ&g%ﬁﬂr?@?ﬁ%@@{c dre %Unﬁelﬁ&za @milarly,

servi ce nodul e 306
comne@mtatioh ilmdlutie’nﬁﬁQy inslioatmha'itgiataeid td be pl@tveiedeo a specific IP tunnel in

orderzggargglbl\% a?f'aotlpqg%ggg (Jggt)n dc’eplcteocfn ) via t?xe li{\é 1nter ace lélsrthtequ Ff‘he
communication instructions may indicate that data is to be received from a specific IP tunnel

data and forwarded to a specific GRE tunnel.

[0051] FIG. 3 is a block diagram of an exemplary routing device 212. The routing device
212 may be configured to perform data path functions for any number of wireless networks. In
some embodiments, the exemplary routing device 212 comprises a control module 302, a
service module 304, and a router module 306. The control module 302 is configured to receive

communication instructions from a server such as the ASN server (not depicted).

[0052] The service module 304 is configured to instruct the router module 306 based on

the communication instructions from the control module 302. In one example, the service

10



[ 0052] The service nodule 304 is configured to
instruct the router nodul e 306 based on the

W@ ioaiasioeant i on i nstructions fromthe control nPCIIUS2009/044191
302. In one exanple, the servicenodul e 304 processes
comruni cation instructions fromthe control nodule 302

modud180PsrovdseaScodahgnigion ihdheictiows! fréih $hed@nad] MBdEIB802 and provides
comuni cation instructions to the router nodul e

data path Estreqtieas basseen thapianHRIRRON igCtions i the Wt?TH%Od?ﬂe 306. In
e GTBHD RS KPR RN S b provied

to theconfer imedula 306Ut er such as Juni per MX series router or
an Mseries router. In various enbodi ments, the router

ul.e 306 rec iV data path instruction fro
r0033F i e ot o006 P SaRiaF b ro A b 6t BN K deriggouter or
an ME8esHO0RE Kindatiduf 685 @meRACHhE rGutéRRod O Red rdeaisesld M path
the instructions and prOV|de the data to a target

mstruﬁévma:féom [tlaﬁosm\]'lccr modulrsOénboueyamls therogiREmodhleel 06 may unpack
data or{l &l 601 E%gisiie{rg{lélsbage%t St g}lﬁs%&%%n\ggarﬁ@ Fﬁ)\)?a%%tglg '(gigltre]lltt(? gltarget

at1on a
dewcapdule 302 may receive comruni cation instructions
whi ch indicate which GRE tunnel is to be used in the

ervice dul e 304

data path services.
[0054by ilagomp smbgimsnts, ﬁE‘{%PZW@ﬁm erigg SC*&&%@&”@%@HWC‘ between a
negoﬁdﬁﬁh%‘éﬁ%éeﬁ%@as@ Safiord &1 e[noA'gﬁ rsel%lstTKee&o‘h'tr%VﬁogﬁE?OQ W2 receive

e specified GRE tunnel. [0055] In other exanple
commpurBcasion istrC iUk scls 0diqatcovhide SREBNNEGS Fobrsused in the data path
.router nodul e 6,1,0 unpack th ata fromthe specific
sorvidehe 1t AFEICe mofg HECPHE BrD A i, P8 S SRt §8- gk Farh
instrfiofd) eh BT Bief AlusOdtrieRs Uhtd GEdn® e spddifie GRH @lndT0dUl €
304 may al so provide instructions to pack the data in

an | P tunnel to route the data to the CNS
[00851 erlpather gxamples, dhs sprdes medule 04 @mvn#y ipftgtions to the router

modt#l@%(f {8 Bg@?rfhg Qia{ag?orﬁ %t EciffPHR enald, t’I?h gﬁnggxt%go%% comprise

roma s tunne and transmt
sometdﬂ latlug theacosfreaniiédton GEructionse | The Baevideanbddulg 3 Gkewriag alsd provide

y further servjce flows with VLAN, I
instroEgpns LRk Uil i inggpl ik e boirane podsie 020 SR tpaly: the
serv1éer}n5clﬂﬁe 3h4 m‘é@rl lr% ARPhSEh@oRs IRE rodté} m&dHe ?@@%dﬁﬁ&% &ata from a
he router o e router nodule 306 may be repl aced or
spec1ﬁp ﬁ%txmdehamdﬂmhernadheadﬁtagmm@h mmmlﬁmﬁﬂﬂﬁ tumakl. t hhegbutang device 212

may Bifetimieste Tl ufh REA Cikoryhiondy Vi Rt ampfgSfion.

routing device 212 or the ASN server. In other
[0086POdIHBO IS ed thethé ¥R &Gl @ppreciate that, in some embodiments, the router of the

router module 306 may be replaced or updated to take advantage of new functionality of a new
router (e.g., a new off-the-shelf router). In some embodiments, no further changes may be
made to the routing device 212 or the ASN server. In other embodiments, the types of
instructions of the communication instructions may change or expand. The routing device 212
and/or the wireless server (e.g., ASN server) may be configured to provide new
communication instructions to take advantage of new functionality or services. In one
example, communication instructions may indicate a different tunnel may be used (rather than

a GRE or IP tunnel) or a different routing technology may be implemented.
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instructions of the comunication instructions may
change or expand. The routing device 212 and/or the
wowremehesss server (e.g., ASN server) may be conf¢husm™dI/ 044191
to provi de new conmuni cation instructions to take
advant age of new functionality or services. In one
[00SYRNDk @ill BOBPRLBiSRAE kRN a I'MSHGILC taQREMPEYe d0TEVE8hardvare, firmware,
different tunnel may be used (rather than a GRE or | P
and/or GHAWITY- & ORE QNAFTIAG R OTBRFEISAY WAKIHPYRBE YORAYSIpg Instructions
' e
capalﬁl%%ﬁ%&%ﬁ%bl{ago%;“ Irgcég(s) IJ V\%?g&?cﬁfn @&%{rgl%r% P?mnctmns of the
modtﬂeﬁcuascrlhﬂdrhemlm r in arlotheo amrmﬂmmicaltqnaay)perfmneths eérhevar @milar
ns GO S i nstructi ons capabl e of bei :
func{pS o M AERE b o B e S Ry o oe T e B epivalent
moddl%ﬁd%ﬁﬂtﬂe%&lﬁthéﬁg pd DX R8t @iﬁ&‘fdﬁn@% R6F &lathpld, s previously
anot her exanpl e, circui té‘gﬂmay performthe sanme or
discussedi thafuriatinos pbihs vargusaneratésupabbhetnbined o diwided differently.
conprise nore, less, or functionally eqU|vaIent
ul
[Odg!ég alﬁ%aﬁpgs Q@Adlmgﬁ %é p&u@m& glrg\él\%/g ousrlg& 38 fg@&%d to, slpllgport

WSG mokichan$n oie éxagnpla Thtomnst Gﬂﬂlp| Msmgamebtel)remnbl @EeM®IJoin packets
d differently

di vi 0058 n various enbadi nents
are rqeﬁléfeg gn ﬁh%@uﬂ%ﬂ%véC%l% d%t%ﬂﬁ thetieaaty pnicast Bhor he router
modyfP O8R4 38 3h GMD/ P KATNGE ebiBef] BEEeEAHPIOMP request per
standbydst the AGN sangerdevASH c@ﬂzﬁohber}m@?(lﬂemdm wéhtscalnbam wdach flow via
uni.cast SF. .The rauter no e, 306 . 0., Vi .. ..
comm @y B BRI RIS RGP B the fopeelatacuis, il B s i the first join

requds€ AEDhiteP BlodaleaMdarislSadd HAGn RN SR MBLItICE t duplication process.
control ler) may deci’de what can join which flow via

The roultiash d@tatrmeryrbect@gﬁqdchy harst m@m{sl(ogs Viledi GBE, yMiPhE). A BS may

recer 0L A 07 S s G abshiFtcahith O BLSED

mul ti cast packet duplication pr ocess. The multi cast

[0(15&} a Tmse bldlleagohd ahywilrapyretiaaniat(leTY. mayvbANppGied thesugh the
A BS may receive VLAN data as if VLAN s are GRE
WSGt rBHWéPSé MESHAEER. {hEHqUs CBIbREINIGNES, §3chghanyed iispipeqifigdpulticast-SF

on REKbihEgk {gﬁltchr X Jg{]et ctoﬁﬂelé tecpethar &1@6 Q/Lmtt?]éa P \s/etnf@ b9§ may be

supporte t1cast nmechani sm
configaned szzendrahdMntessage a'@hry uhmnmﬂannd iaclspeed. leme set top box may

| ti c F on connect ed
be fuffher 9B FHED L AN g TN KR D B 6% Oty LD FigtiRatready
Viewitng tRENMInAY), theVRIIRESAH %a%'Va?{eXd)I bé‘@n thab fRO1IR! dakeSstream. If no-one is
anged. The set-top box may be further configured to
subscgibed,dhe tratingdevicadt2 mhy startge sendntbe dataatrednt usiogwlmspecific VLAN

SRcl S already view the c nek, e tr
e T B BT e fofiare B IR SLan PR AHER: i GG Rackes o
the cdrfhected multicast-SF. VLAN is further discussed in US Nonprovisional Application
Serial Number 11/748,476, filed May 14, 2007, entitled “Dynamic VLANS in Wireless

Networks” which is hereby incorporated by reference.

[0060] FIG. 4 is a block diagram of an exemplary ASN server 210. As discussed herein,
unlike ASN servers in the prior art, the data plane (e.g., forwarding plane) is abstracted from
the control plane. As such, the ASN server 210 is configured to generate control plane

messaging (e.g., communication instructions or [P service messages) which provide
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subscri bed, the routing device 212 may start to send
the data stream using the specific VLAN tag. The BS
woreaponesed ve t he data packets through the VLANPCHYS202044191
send the data packets to the connected nulticast - SF.
VLAN is further discussed in US Nonprovisional
instrudpphs ©al loQfingSeévicd 2 IUBREFICL 3) iASerfoff, datd plait ﬂﬁhb‘tldké As aresult of
2007, entitled "Dynamc VLANS in Wrel ess Network
the alyyiiaghion, shardPRsgrehet pay avlersripymmasy daigrmtanc fpariions (ng detrieving
I r
data (o GREAHE (h PALARAL 70 FUETRRT, P IRPL S Mo ASN server
210 ranyt ¢orttdok thehad ﬁmpﬁmqae(ferrged clsovivae. dTln‘ﬁgASNameer 280, as a result, does
abstracte mthe c nt r ol

not W3tk R CoRBered RIRG 180 oL 19 BatBrees wo Chacal sfhiing of packets

nmessagi ng (e.g. cormunl cation instructions or IP

[00B2] ViTiR m&ag@xsilo/\ﬂw BorR F{)@gel aﬁlxemat tFdhGfel 1dJule0t0, a network
routi ng device 212 (see perform data pl ane

discopeirycn gplsctionsmedyle U4, tandP adﬁr@SSaaiklcatam megdule the aAéMle routing
comn?&r{lga?f:on%&(?dlﬂgixogq Of‘h(fgxt&éAf%JRst%p Efeta4l92 lﬁ%ﬂ%g{\é’,‘ n&&e‘pg&fsent of mobility

rrevin roma

modd, tl&l’tﬁdﬁlsfet bhgAdatenteV afesengéRio WiMhPsubstriledr)s. Hdta¢ Network Service
he ASN s?r ver 210 may contrql those functions

me&@rr F5NPE [ aélémé?@élonm%h%gﬁrl%w pespipy acepunging for supscriber

sessifiRes not have to be configured to unpack data or to be
concerned wth the actual routing of packets. [0061]
The ASN server 210 may conprise an AAA transfer nodul e
[0063P, EBheretwonkidistosery\apd yelacrtd)nsreb@dc ﬂ%pwﬁdmselewmk disnovery and

selecliG AT ERvBin P e 5080 e SRR TP Iy i oftBeriss accesses

WiMBg SERfidTEs). TIBS@p@dtﬁ@ﬁtallaéatﬂﬁbhd)dtﬂéf%@ﬂ@magbbEafdr@ﬁb?bonnectlwty
of AAA control nessages to W Max subscriber's Hone

estabNghodoyikh Seiponasy prhseilepsor mebNsHybseaber488MERE i cat i on,

aut hori zation, and session accounting for subscriber
Si t 24§ -
O3 Sy R B0 00801 BB 3L @hgunicaion
1nstrmomrmut1mg deviedt 20 Kise@rtue data piane |1sjaijstr(a¢tISPjronhhe cantrol plane,

W Max ri b r accessess, WNax Servic The | P
the fufigHpasy tg? 256 Rl AT RORTP Lkrd (b HiRgCq! %@Céﬂm@ydule 408. In
somece‘igﬁl%féts,' the Y%tﬁ%%@@rﬁﬁxﬁh%ﬁoi%ﬁd@lu& @8%&#%@1%%t@&&§ﬁﬁh1@ﬁf0n
I1e subscriber (SS/MS). [0063 e routin
1nstrtwnmﬂhat1athcaw mduﬁmmmwagembmeelm@r@rwmﬁ) tunnel data is
ns.to a rou

ti t t
to be GFREY, Pt D RS PR o R ARl o Biled R e Sanfipidevice 212

plane, the functions of the data plane are controlled
[0064p tIR@nE exirhplg, 16 WSLHEA 408 rdteidll ErofDBmobile station (MS) within an

appropriate GRE tunnel. The BS and/or MS may provide control data which is received by the
ASN server 210. The routing communication module 408 may receive the control data and
instruct the routing device 212 to retrieve the data from the correct GRE tunnel. For example,
the control module 302 of the routing device 212 may receive the instructions from the
communication module 408 of the ASN server 210. The router module 306 may then retrieve
the data from the correct GRE tunnel and provide the data to the target device. In some
embodiments, the router module 306 may tunnel the data within an IP tunnel to the CSN as
further instructed by the routing communication module 408 of the ASN server 210. For

example, the ASN server 210 may control ASN/CSN tunneling and intra-ASN mobility. The
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sonme exanples, the routing comuni cati on nodul e 408
may generate conmmuni cation instructions that indicate
WoRi0eh4GRE t unnel data is to be received and wWhETES10P9/044191
tunnel data is to be provided. The conmuni cati on
i nstructions may be provided to the routing device
ASN 3dider 110064 alk® @t‘ﬁ&nﬁ%ﬁ%ﬁﬂ{i &d bbRioBMmindpaaés. MrRpending on the
recei ved ?ﬁrom g nobi st atl on (I\/IS) ngt hi n anb ©
configyphierp thead SNEREVEr Mgy @lso PreadBRdEngAQHCVBanEPMShbas Well.
control data which is received by the ASN server 210.
Lt . , 4
O3 A SR T B b ool T RO SR8 YV nd video
broadcedtr Fewvsessihe ba@ﬂapﬁllicmnonm:mch as Velk, thRElllt QoS ehd ad%xmlssmn may be

undegt)i(lgn‘ﬁxlggil ro&_]g% Rc}g\r/llb{:]rgl uI v Egﬁssg;vleazf Q {?ggfj tccl)rrl’{goldﬁ bog levels on

both REHALGR)k Qﬂ/eﬁo cftple &\ 1 §er9ér 2108n AN SAfig8Fed2d Bontid) @he VLAN
router nodulé 306 may then retriéeve the data fromthe

usage@theeputti@REhet VAR tagmigr heoubidmerthiy datd eraliohethe gugyemer to tag

devi.ce. odi nents, the router nodule 306 may
the“?ﬁ%&@prﬁmtg%ygfsyﬁﬁln an | P tunnel to the CSN as
further instructed by the routing comuni cati on nodul e

0%@]3 afIGt Bés ABNCE diageim afldh e%mp_lz&y W:&(, ndtWwerkAShl vagower

may. control ASN CSN tunne] i
emeﬁ‘ﬂB?I}W there RNty st ﬁh@ dide 08 §>at 538 disty %ﬁ?%ﬂough a base
{ [
saicilCe, Bl TRTROEN @35’5%?“%%599‘382%&5%33 (ifecPani e ASN
server 26®of the AT 202 nEint M&20eskhds Jal0©She BREOASIVis gl inddrbice). The

be configured fo at ch.as Vol P. a
BS 2{y i e duiioes Bl CBE SRR S hed BERirt Sy B e parh
proced§in Qﬁf d oh%nfn%dwa@ég'n%ﬂqcﬁﬂ@ré&hﬁﬂ {FORY tHREA SN dEfvet PE8. In some
con provi der. Further, the ASN server 210

emquuyerd@ rﬁher BB 2@&@0@0181&6@@ edwingrienise suskrasanutingdeniga 12 (discussed
ayers The ASN server 210 may be configured to
ontrol the VLAN usage either putting the VLAN tags

for the custonmers by the BS or allow the custonmer to
[0(166]9 tTie BS 2044 @aptdceive cbmenunivativh Alstri@gss fl[o&Oﬁﬁ]ASN &erver 208

is a block diagram of an exenpl ary W Max net I
and dati e oS OmIRE e SHBSUmES Snbe A 1@5% Raprpvideaianise CON
gates D SAUHEEN REUHE sSARIRRE RIS iRATL: he BS 204a o
tunnet divet datd fromsBalyEs2Q0 wsegg dry[Piiibiiel (Ve Mi@iled By toghe 2081 giteway 504.

Alterpﬁglyé gcﬁ%@%@y%@ﬁggﬁgg@dggﬁt ihfoé{'?% 3 ggrf'n%l he d%ta using

a VLMW&Bhé? RadeRf ptdideBRe a&%é@o Qﬁﬁl@érlbﬁfedstétﬁfne(brg BB AQMiMBructed

data path proceSS|ng based on conmuni cati on
from ithesA BN stiven20§ eie spmediniqatom instrug8Nsstde vartinggigvice af §srhS 204a

may route accordingly.

herei B

[0068] The CSN gateway 504 may unpack the data from the IP tunnel and provide the
data to the Internet 506, ASP 508, legacy core network 510, or 2G/3G Mobile network 512.

[0069] In various embodiments, one or more base stations may be reconfigured to perform
routing functions or comprise a routing device 212. Those skilled in the art will appreciate that
a wireless network may comprise a combination of base stations configured to perform data

path functions via the routing device and unconfigured base stations. In one example, an
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enbodi nents, the BS 204a conprises a routing device

such as routing device 212 (discussed herein). [0067]
wab@B®62D4a nmay recei ve conmuni cati on i nstruckCOES2009/044191

fromthe ASN server 208 and data fromthe M5 200. In

sonme enbodi nents, the data is to be provided to the

uncoﬁ%ur@ﬂsm@wné@ﬁxagftrahaﬁlt gald 1587 ASN gm@@ﬁ@”%ﬁlm tdReling. A

instructions may instruct the BS 204a to tunnel the
configared bﬁfiecﬁﬁattonehqo@@oan%mﬁ@r@ﬁhfr flatp uﬁthéunth&om AN gateway.

As a kst [ £ ‘B%\{az%@% g%e el Rl uc%’ to tﬁ@%gg gAigway S04.

COmTLINI ca 'on I'Nns s may In
tunnel the data usi ng a VLAN tunnel and/or provide the
[0098} a RIG. Anod bleck degens bHdn ewen(pdarg baseBEtRaM a. Asvarious

instructed fromithe A server 208 vi co muni cati o
embadiReth, FB4TE A Ao ES st PN AU ¢ 40 7o e B DO AL g mbodiments

descr[H%ch%re%P (ﬂ% &jdti‘ Plade nla) @€ %Lstﬂ@%d@@wng 8 RVRYbaRO aflBs. As aresult,
unpack the data fromthe IP tunnel andagrOV|de t he

the eathtbase gatidnempy cemprse tb@a)utlAspeﬂG@MZ wht yeczf;@ree caBnwpidation

1nstruc§8ns rom%ﬁ ARl ‘(Q‘n eplg eh)ean ropted 48R accorgl\rllg | ous

one or I 'ONS e
reconflgured to perforn1rout|ng functlons or conprise
[0071] oUFHertgselstuti @e2 Rhanayldvogeiss kh [RFetlodule 602 add & raniting device 212.

precjiate that, a wirel ess network nprise X
The 100 {ASHHS 603 s EAnTigHiss '8 Fese GGt %?%@fq" ylagdr- fAfthqueh data i
descrflRlids P@lihg ré%ﬁ%ﬁ'lﬁ’f@ We@atalRay Qéjlte'cage(gﬁyﬂféq’»@@(%a in any frequency.

uncon base sfations. 1n one exanple,
anunconfl gured base station nmay transmt data to an

[0082N glttosoalsilled  toREt il appiicpigle thatdhnBS @Ok thalyasmprise any number

of mh g et ar € iy e o B8 PPl PRt B Bonsgured to
forh iR IBRYty Peank béiied %hdﬁibﬁﬁ@hély tna HO¥E rigSbirgpadrevadnel
pet O504 1 [ 0070] FI a 6 |st a bl ock dlaS rgm ofrl anngde I arey

establghyeenst Qo enmeouethen modides Hay be s tiupshio Perforp Fadipgpource

managgg% %f Qgg )tés ﬁél\l% HOL %@Xiﬁ g%g}cﬁc(fe% dcgf (]tllb Qyﬁ{a'rrﬁy %Iost Control

Protodbl§ braxst kel menapement; sé¥sioa nhmlagerﬁéra; andns:. muﬂ\ﬁcﬁt g@apinfanagement.
the each base station may conprise the routing device

h f
[Oﬂﬁéﬁl V@r}l rs%?q%gzltt Vegzm @té&acrﬁ%l&i&%&%&ﬁ nsép{rﬂﬁ%&n %9 wireless
netw&&%gl redtife HARLing l4alitOn1 2 OfhanIfXBALGE %Bb@i%eﬁ{é &le mﬂwe%ase

2 and 'a routing device 212. The RF nodul e 602 .
statloosnfay@a opcrably qoaplkeivea drattmgfdemm tZIhé SE# VSting de‘RFﬁ: 212 may receive

comr@llﬁtgchaglgg éns?&\% | SfFogag @?e\/é d 1%?:& eqlr\ﬂ/\%gﬁt;po tﬁe fouting device
212 “b§ BYYEBRApsulated to the routing device 212. The routing device 212 may perform

data path functionality in compliance with communication instructions as described herein.

[0074] FIG. 7 is a block diagram of an exemplary connectivity service network (CSN)
704. Similar to embodiments discussed herein, the control plane of the CSN may be abstracted
from the data plane. In various embodiments, the same routing device 112 may be coupled to

an ASN server or an CSN server without reconfiguration (see FIG. 8).

[0075] In various embodiments, the ASN/CSN communication network 702 is operably
connected to the CSN 704. The CSN 704 comprises a CSN server 706 and a routing device

212. In some embodiments, when the CSN server 706 and the routing device 212 are paired,
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[0072] Those skilled in the art wll appreciate that
the BS 204a may conpri se any nunber of nodul es
w@erboswsehig any nunber of functions. For exanpP@&l/Us2009/044191
nodul e may be configured to performmcronobility
managenent functions, such as handoff riggering and
they toHfiprie 268 BhicSANE The rddiieg devid®R €2 Btdoaimumchtively doyledevith the
configured to performradi o resource managenent,. QoS
Interpgg PPyt APErSO8nibateeasy aereingtvark 4P rand dbg %&43%@116 networks 512.
(Dynam ¢ Host Control Protocol) proxy, key managenent,
SI . o
D T R o B B PR Lo F RS E Mr
depictaid h Thaseitisg abinomingfatian wiodelegsay gaerate &ndnpryvide goinmeingeation

. routi ng, devi.ce 212. I ternat] ve enbodi nent one or
instrielpys BRERRE BHEe 2Ld Hntolberla Hatangruey fpnt e cBhuol
pland; SiétfuRdioRe ¥f &R ddkdplanthfay BaiEdnt@116@ ViaGRe AokdinFRYmiRHRIaMEn

conmuni cation instructions fromthe ASN server. Data
modiey Inyenperexamglas, the rewiimgreommpuricagion imastule1408 aay gegteraiy

l. . e rI. [ ' , out i
comrASEREHIRLRLAOR BTG OHE WDI BN, bt hexd Dol e Mk 1P tnnel
Furthgfgmiﬂ ﬂogfigg ﬁ(\jﬂihﬁmiwﬁmmb?ﬁib Ny ihstRice tlﬁ:tglbmi@ deice 212 where to route
escri be erein. [0074] FIG 7 is a ock di agram of

the dafg apd &3¢ daty lst:t@r?ﬁef[l%’fﬂi‘fifipl“&ﬁe&??\(l‘?-%-ewr‘?é?\%} k (CSN) 704.

Simlar to enbodi nents di scussed herein, the control

[008/:7?”91319%61;,@% €SN s@ﬁbén% b§6 AR HE @Gﬁfﬁglrécf RBetfdem Q@ﬁt@odl plane functions.

ane. |n various enbodi nents, the sane routing device
In someZxamyplebshe OGP wover d0@mapSierasdhe bomanga@siHApandmay also

provigh e e b R AERsebuRime AR T Fob oy ferven:
The GOR skseOT® @BRY ¥ls6 08B REed © PehRrivBNst04nfighhgtidaIhhnk@ément and

conprises a N server 706 and a routing device 212.
mobility maragearblodnerERNsservandhO iy abarewrcaicr pems neangeement of QoS
r n I [ . i . . .
ot SOPHLTB0R CONRIR 1, OISO QTR 58 CTin vt v

netwoihsBueld ayP $ TINt(peblicningtchéad tefephond fewhdly, HORP, ahthaGIPEgacy
core network 510, and the 2@E 3G nobil e networks 512.

(0B8R A SRIOKBAAEET bt ok EtearoS Fafe FSH s 706
opereﬁi%ﬁmy‘é&@ié:dqa aqgﬁitﬁﬂgede@?e)é 298REEGhERBOiRAN! FRie to data fath

connunlcat[on |n$truct|qns tQ t he routlng deV|ce_21
abstr8itiopcastdescrilmtd depdim ke iostinp deviex? Bimby meetvh somoninication

st RS P oPRCE HER: RS SR LI Bt furthe

config@ABoR X8RPt REing HBECE DU mBY b AEIDINEL G0l tRE seFPEth e ¢R the
My generate conmuni catlon 1 nstructions that indicate

commiyeatigatipstiustions aevhyethe cemaynication mskpeitoing Werq generated. In some
embotd'ﬂggn%,'one or more chassis may comprise the ASN server 208, the CSN server 706 and
the routing device 212.

[0079] Those skilled in the art will appreciate that the ASN server 208 and the CSN server
706 may be in communication with the same routing device 212. In one example, the routing
device 212 may retrieve data from a base station and/or mobile station from a GRE tunnel and
provide the data “as is” (e.g., after unpacking the data from the GRE tunnel) to the Internet
506, the ASP 508, the legacy core network 510, and/or the 2G/3G mobile networks 512.
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Further, the routing comuni cation nodul e may instruct
the routing device 212 where to route the data and if
WO b@d#teas is to be further processes (e.g., tuPCEUS)I/044191
[0077] Further, the CSN server 706 nmay be configured
to performcontrol plane functions. In sone exanples,
[0080]9 Cotesthe TSN stoer Moy napkaddel astht heutingrievieganz, thwautmg
may al so provi de the authenti catl on, authori za ﬁ‘@
routing

devws r%ﬂ 22 \GRd NofguRRRh dhe resrivadedaga in apdlP Apnnehalnsone samp er
dev1c%2‘? | \fgéclyeoc%n{fﬁbfm@étﬁﬁ 19&11%891@ %% AONRERPHMR m%frleve the

g ratlon managenent an ty managenent .
data B3N tlxespeeific TOE mennebbg chepripvvide theplata (m%uﬁﬁn@glemmlmg or

and, security. Further, CSN server 706 can al so
encapﬁl"lﬁlgog) Wf\?@ Nand interworking with other networks,
such as PSTN (public swtched tel ephone network),

[003EPP. In aneth&@Eodih 87/ SMIb@BS Eayprévild @ak ditapremofouting
an ASN server 208 and a CSN server 706 operationally

devicg @ip visd Prtunneling (¢ B mhededN eidep 13imilar othe AShbesdy srenamgple, the
routlr%j evﬁc% Zq eVI L @ieg@%tt{) A Acﬁ'}he §ita ﬂ%ﬁl%k l?fﬂmlﬂgﬂ?}) &m&xﬂrﬁcatlon

ut'i ng may recei ve comuni ca
instrucrishy fiehiton€ SNrsomeafift amithee ploeidy.the tite “4SH” sethw destid@Bon.
or CSN server 708) wi thout furt her configuration. The

oot B G proE et oot SAMPRSt PO RS Gped Histribution of

data QWL ALK | RSEPSUDI 91%%0%61%9&[]@ ned @de FIG. %Qﬂ‘%e routmg
enbodi nents, one or nore chassis may conprise t

devics @11 egceD@S commencalipsissiyeqtions Gomnan ABY SCD’@I‘ Bh(g(%mﬁr@re the

ot Ao BRGS0 15 25 by Bl i

instrucloRdBMYIH 56 A ItrRbtiMMstth rdthevesditE® (el QU sdﬂ@cd AYWg ﬁoﬁﬂa’Zspebllﬁc GRE
one exanple, the routing device 212 may retrieve data

tunnel.r om a base station and/ or m)bl | e st ation froma GRE
tunnel and provide the data "as is" (e.g., after

[00:$§Fa(‘1his gggg,ethtg E&ﬁerf &9%36@8 §66t ﬁ;ﬁ ¢ FaARe! devic@ Ztlf?ecelvl?s data from a

nt er net e ASP | egacy core networ
sourch Hyicamebhars atBfe Rﬁtaﬂﬂ@ﬂielserwim modiks 3G ihsfro@8 die rButacmodule
to the .routi.n [

t.he CSN server 706 may b cal devi c .
306 G55 NS Pt RoRsYT e B PRy SRR T AR s (. via
data pIE BisMBAioS). aF drRx@&fple Ptht YRRk -mddulONR @A SvhiéERE tunnel to
routing device 212 may receive contmuni cation

unpa¢kndata fromi apdgngtrugin thhreousihaskate/dl6 Rogdingly.et ri eve t he
data fromthe specific GRE tunnel but then provide the

[Oﬂgggtailgﬁg&e%zbﬁgtthe %ut@rer{locixﬁg Q@é f‘olages%e &5 %‘e°g°' !h% érQ/Fc)e ﬁogv)%ased on

the instructions from the service module 304 to the target device (e.g., a device on the Internet,

an ASP server, or the like).

[0085] FIG. 10 is a block diagram of an exemplary digital device 1002. Any of the SS,
MS, ASN server, CSN server, digital router, may be an instance of the digital device 1002.
The digital device 1002 comprises a processor 1004, memory 1006, storage 1008, an input
device 1010, a communication network interface 1012, and an output device 1014
communicatively coupled to a communication channel 1016. The processor 1004 is

configured to execute executable instructions (e.g., programs). In some embodiments, the
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[0081] In another enbodinment, a MS or BS may provide
data directly to the routing device 212 via |IP
W@ eovpdiordy (e.g., the CSN side). Simlar to theCHBE009/044191
server exanple, the routing device 212 may be directed
to unpack the data fromthe IP tunnel by conmunication

procds§iF 11004 topiFsch LRBUitr O r GHNLIHREMEI captilc @R grdcbsthetho¥xddatable
the data "as is" to the destination. [0082] FIG 9 is

instrugtippow di agr am of an exenpl ary nethod for
decentralized distribution of data in a W Max net wor k.

[00{8@]9“1@{% n%}gmr&/t 186 SR Rk, RGY &aﬁgﬁes(o?%%nlfdr@lo% iR{ude storage

routing device 212 receives conmuni cati on
devices stichuast RAMS ROMpRAM A8Nesartvarmanory( etcgln virrapmetmpediments,

rou in on nod 8 4. In ne
work et Withe T i icBor Rl tisti sy €8 ey be
clearéd‘&ttﬂt-ﬂﬁbﬂegf‘@aﬂsfkﬁe@tté tRVeordl@d Poge. 9., a service flow)

froma specific GRE tunnel. [0083] In step 904, the

router nodul e 306 of the routing device 212 receives
[0083} a Fhegtarages HigBdacladssans seiege @afigupeto refriavieand gipee data. Some

examgp:g toﬁ e slt&r?% ng 8394 {lééﬂstfr{vggth%r& A% %l &R%H' a%d)%gﬁxagnetlc

e rou evice tO procéss data base
tape. déurinofi tleahémory systemuldiNs ang thesstgrage syiseend 8008 q‘matﬂnses a computer-

str ctlo For. exanpl e, the service ul e
read a?v JREq Py wﬁ L RTBg‘iﬁ‘H’ﬁaeéRC“&%bqugif PEH‘%F%%HHIOO“
instructs the router nodul e 306 accordingly. [0084] In

O(QBF P ﬁQ:anpﬁtQi%virc@ yd ﬁ? isTRddb@ic Bt Putsefitd BY., dadde bRd Eeyboard

the service ow) based on the instructi ons fromthe
The it |dwc¢rd)@1ﬂ @tsmm date, ¢ pea spaaljertordlsplaye 7(11@8@ skillgd in the art will

[ h
oo S8 8 AR 5T S o S B, r
exam egtHe&butﬁi@/dldi‘aﬁ:elﬂWconﬂm/se Qe 151’6663&5 lm,and\ﬁwn&ﬁy\w% as well as a
N server, digital router, nay be an instance of

devicgite racaive gad pripu & (c-grhibe gpgmuaicagiey n%t@foztlomier@@ﬁﬁpl%@sd/ or the

1004, nmenory 1006, storage 1008, an input
qunggg?%g?Q%QO a conmmuni cation network i nterface 1012,

and an out put device 1014 comunicatively coupled to a
[O&SGMmThemtﬂxmmicd’umnmtwc&B hﬁerfé’d@e{cqnnom@wsdcrintbﬁﬂade)i 1912 may be

conf i ure 0 execut e execut abl r cy
couplgf g fHespik (e Sememempt e o IRl peehebatioisbont
comrﬁlﬁﬁpc{tﬂoﬁ%tv%rk GAtbAFAQS 19012 %{b)jl sﬁf;]?&? Mﬁuﬁﬁ@@&{ &e@hn Ethernet

processi ng the executable’instructions. [0086] The

conngppinny /setiBDEnsteians a gatabel @@n@ctl@nawwm@no‘iTMrmvtlmthe

comnlrluméa 1%% n%{worggneterface 1012 may also support wireless communication (e.g., 802.11

a/b/g/n, WiMax, LTE, WiFi). It will be apparent to those skilled in the art that the

communication network interface 1012 can support many wired and wireless standards.

[0090] It will be appreciated by those skilled in the art that the hardware elements of the
digital device 1002 are not limited to those depicted in FIG. 10. A digital device 1002 may
comprise more or less hardware, software and/or firmware components than those depicted
(e.g., drivers, operating systems, touch screens, biometric analyzers, etc.). Further, hardware
elements may share functionality and still be within various embodiments described herein. In
one example, encoding and/or decoding may be performed by the processor 1004 and/or a co-

processor located on a GPU (i.e., Nvidia).
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devi ces, such as RAM ROM RAM cache, virtual nenory,

etc. In various enbodi nents, working data is stored
wawraobitgeehe menory 1006. The data wthin the neEDU§2009/044191

1006 may be cleared or ultimately transferred to the

storage 1008. [0087] The storage 1008 i ncl udes any

[00BUPr apR HORNE-dedtriBed fidictiets dnd\compotersd inecottedrlde irSaitions that are
exanpl es of the storage 1008 include flash drives,

storef g g straaranedipmrsuetans Heqmypger rgpdabls Mediyie tSome exgwiples of
r h
instndERs SEIuh0 SoEAR! o Bat e SRl S HRERAR S B fotieved
and exbaitedist & preesor progryawsysexecut abl e by processor 1004.
[0088] The input device 1010 is any devi ce that inputs

a, .. g. use. and ke t device 1014
of03] 5 ateal PSS o BRT RSy VSISl
emboﬂlﬁhéﬂ@ dt will bOgprAkdnt Y %bseadkﬁl!eQIQh AheLart hat vdritRis %d@l’i@@ﬁons may be
1008, input device 1010, and out put devi ce may

madeggmd ot lembpdimenisaenp| bs usecthh@mtdengﬁaé\fnoaéthﬁﬁ?yoasiémpp% ef the

presetnp 1nrvgrétgoﬁl\e/2ﬁ1§ﬁe(§% %e% qlgm?}qg%rv%rlg‘t%%g uﬁgn Wlael éxe&?}la?)( gﬁg&ﬁﬁlents are

intenf&f Wel@olv&fe&lbﬁlah‘éepré&hﬁnﬂaﬁﬂcﬁf t he out put devi ce 1014)
[0089] The communi cation network interface (com
network interface) 1012 nay be coupled to a network
(e.g., conmunication network 106) via the link 1018.
The communi cati on network interface 1012 nay support
conmuni cati on over an Ethernet connection, a seria
connection, a parallel connection, and/or an ATA
connection. The conmuni cation network interface 1012
may al so support wireless communication (e.g., 802.1 1
alb/g/n, WMax, LTE, WFi). It will be apparent to
those skilled in the art that the communi cation
network interface 1012 can support many w red and
wirel ess standards. [0090] It will be appreciated by
those skilled in the art that the hardware el enments of
the digital device 1002 are not limted to those
depicted in FIG 10. A digital device 1002 may
conprise nore or |ess hardware, software and/or
firmvare conponents than those depicted (e.qg.,
drivers, operating systens, touch screens, bionetric
anal yzers, etc.). Further, hardware el enments may share
functionality and still be wthin various enbodi ments
descri bed herein. In one exanple, encoding and/or
decodi ng may be perforned by the processor 1004 and/or
a co
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processor |ocated on a GPU (i.e., Nvidia).[0091] The
above-descri bed functi ons and conponents can conpri se
W0 p@9nuses ons that are stored on a storage nmedP@US20091044191

as a conputer readable nedium Sone exanpl es of
i nstructions include software, program code, and
firmvare. The instructionsCramsbe retrieved and
executed by a processor in nany ways. [0092] The
present invention js described above with reference to

L e itagylewspsampEising: 1t will be apparent to those
< ¢ . ) .
e o e R Ay R S m aontcl

serveddeparting fromthe broader scope of the present

i nvent.ion. ,Therefore, these and ot her variati ons upgn .
| Ryt SR B e e R imtsa oD Bl Rg brovide
data P¥h IRBuRIoRS Bdedi AMBOEd BRufcAidBindtruction®Whiing devi ce,

conprising: a control nodul e configured to receive
c amuisk owdblsreonfigered éa teepise fatafiom ¢ sniredilevieerapdroutg the

servj.ce dul onfi ed Ir QGe: onmuni cati on
PrOCES: tdraﬁactf) :Egﬁr eg%eg'l%rﬂgg%%n t(%]tg\:a 3ﬁ€§ﬁhl§l|§trr1\g‘{ar%ﬂgt i ons based
on the comuni cation instructions; and a router nodul e
configured to receive data . froma source, devjce and
2. r othegovting drvireed skimda pdieredn thecqpiglisersy isceWM Swer-
the data path instructions. 2. The routing device of
claim1, wherein the control server is a WMAX server
3. 3.Thehreutimgddving cfeldimel , eherlimihmcbntroltserer is anHel I sarverol
server is an LTE server. 4. The routing device of
claim1, wherein the control server is an access
4. SeIMShuiet dkide drARNh 1S WheRin BREhRE SRt iseh 4463588 ver network
communi cates with the ASN server over an R7 interface.
(ASNy.sefFlarandothe rogingaleivice commainggates withihe AdNhseryrs over an R7 interface.
comuni cation instructions conprise instructions to
tunnel the received data using one of a plurality of
generic routing encapsulation (GRE) tunnels. 6. The
routing device of claiml1, wherein the comunication

5. i nEherrgetingodeyicsotfisiaimel , whstein tejcopununicatign fesrugtins comprise

s S5 KRR 100 80 8l ALK Spk B MO Scapuion
(GRBttadirietsn conpri ses the routing device.

6. The routing device of claim 1, wherein the communication instructions comprise

instructions to tunnel the received data using one of a plurality of IP tunnels.

7. The routing device of claim 1, wherein a base station comprises the routing device.
8. The routing device of claim 7, wherein the communication instructions comprise
instructions to tunnel the received data using one of a plurality of IP tunnels and wherein the

target device comprises a connectivity service network (CSN) server.

9. The routing device of claim 7, wherein the communication instructions comprise

instructions to process the received data using a virtual local area network (VLAN) protocol.
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8. The routing device of claim7, wherein the
commruni cation instructions conprise instructions to
w0 e0vnasocehe recei ved data usi ng one of a pl ur aPCT/yS29h9/044191

I P tunnel s and wherein the target device conprises a
connectivity service network (CSN) server. 9. The

10. I ORHeirB@irbedevice odfclegmai, WhéreWh@t@inketi Vi seorivaimitwatki (@SN) server
instructions conprise instructions to process the

compyisesdhg EQBEU8ViG&i ng a virtual |ocal area network
(VLAN) protocol.10. The routing device of claim1,
wherein a connectivity service network (CSN) server

11. cotprilmdsontpeisingut i ng device. 11. A method conpri sing:
receivi ng communi.cation instructions froma control
s dFSREYINS FRIBBDICAGOIRF RUGHOBRTEMLR epe! VS e e
prr@@é?@lﬁ% Bﬂatﬁl’ﬂﬁn Q@&ﬁ«:@@éﬁ&: on the communication
i nstructions; routing the processed data to a
tamg@tsmd@thecbta blazed Mhherpemnphiction instmrtians; sitder ei n t he
control..server sgryer. 13. The net hod of

clrgfltrlﬁglt}lle pmg?sgﬁﬁattaﬁoatarﬁ?tr ol "Server is an LTE server.

14. The nethod of claim11l, wherein the control server
is _an access server network (ASN) server .and wherein

12 r ekheingethey eloftditmi bathessin ih¢sq0ntre¥ jeores icpNgMA gerver.

recei ving communi cation instructions fromthe ASN
server over an R7 interface. 15. The nmethod of claim

13. 1T hewhethed of dlkien thrwhendio diel controhstvends alnh$E canpr.i se
instructions to tunnel the received data using one of
a plurality of generic routing encapsul ati on (GRE)

14, tUrR&h&hod 6f c1die1 Meithedn tfe GnabMekler ivAIEARER stRR: network (ASN)

conmuni cation instructions COTTpI‘I se instructions
servet amheherchgecaviog vennuaication mguctm@s epmaripisueciving C@ﬁmumcatlon
The neth laim 11, wherein

msmi‘pgﬁ?ﬁ Iﬁ(émt eeAé}zldgggs% &Y 4t ]tn ST Yar get devi ce

conprises routing the processed data froma base
station to a t.arcget device. 18. The nethod of claim
15. 17Thespethed of ¢lpien Ebrivherdie e ommyrieationtinyrvstiersrgompsise instructions

o EBEYEHAT0 ATAE s S A A RS BR

tunndltew ce conprises a connectivity service network (CSN)
server.

16.  The method of claim 11, wherein the communication instructions comprise instructions

to tunnel the received data using one of a plurality of IP tunnels.

17.  The method of claim 11, wherein routing the processed data to a target device

comprises routing the processed data from a base station to a target device.
18.  The method of claim 17, wherein the communication instructions comprise instructions
to tunnel the received data using one of a plurality of IP tunnels and wherein the target device

comprises a connectivity service network (CSN) server.

19.  The method of claim 17, wherein the communication instructions comprise instructions

to process the received data using a virtual local area network (VLAN) protocol.
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19. The nmethod of claim 17, wherein the conmunication
i nstructions conprise instructions to process the
WO e@eitveas data using a virtual |ocal area net wstRUS2009/044191

(VLAN) protocol.20. The nmethod of claim1, wherein
receiving the data conprises receiving the data from
an access server network (ASN) gateway. 21. A system
conprising: neans for receiving communication .

20. | nlé,}terre%thp% Akclaimy iy ‘ah%@ﬁtrmwg@g\%}atwnr@ewwlﬁ@gdm gata from

NGE ans for processing the data

mac%éasgg%ﬁgnﬁ#ﬁg&c m éeﬁbn i nstructions; and neans for
routing the processed data to a target device. 22. A
comput er readabl e nedium the conputer readable nedium

21. cd&%ﬁtiﬁlﬁ@mﬂ’ﬁ%gucti ons, the instructions executable
bYm&arR T8 8S Ping fcBmnRRidaAbMiREudi IR iRtla colitfo] IBYBOLhd receiving
conpri sing: receiving comunication instructions from

data gromorronsske dseiceer ; recei ving data from a source device;
processi ng the data,based,on the c jcation.. .
gl A S ke i R SR TR
t ah@els felersliiRy the processed data to a target device.

22. A computer readable medium, the computer readable medium comprising instructions,
the instructions executable by a processor for performing a method, the method comprising:
receiving communication instructions from a control server;
receiving data from a source device;
processing the data based on the communication instructions; and

routing the processed data to a target device.
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