CHALLENGE RESPONSE SYSTEM AND METHOD BACKGROUND Techni cal Field The
present invention relates generally to the field of comunications, and in
5 particular to a chall enge response system and net hod. Description of the
Rel ated Art Mbbil e devices, such as personal digital assistants (PDAs),

cel lul ar phones, wreless communication devices and the |ike, are
occasionally connected to a user' s desktop systemin order to synchronize
i nformati on between the user's desktop 10 system and their nobile device.

Information such as a usefgsrERNGIRESP M“ﬁ%ﬁﬂ&ﬁq\gggﬁ{gﬁok entries

are exanples of information that 1s routinely s tween the
deskt op system and t he nobil e device. Such |nfornat|on is usually of a
sensi tive natur EAAHCIUNINR be secured. The user is thus provided with an
option to specify a device password on the nobile 15 device in order to
secure the nobi Iecidemi ERlgand prevent use of the device w thout know edge
of the device password. Vlhen the nobile device is connected to the desktop

systemin order to i nchronj ze information, the nobil e device issues a
chal l enge to the des DL KFRtion Felaprancially dethe Fidms cibuhieatitms Jend

system i s aushopirfiedart aichdilchad @5 ng@g}g@ﬁtd M dsh 20 the nobile device.
The desktop systemthen prow%ées pg) responsé1 t(f totﬁe nobi |l e device. [|If the

response provi dﬁd lbﬁ thez gegli:t Oi system nmat ches the response expected by
the nobile dev e p systemis allowed to connect to the
nmobi | e device and proceed to synchronize information. Typically, the

i ssued chal | enge i s MobikgiseRts, fuh ak Pershras higahl a"seﬁﬁad@@fu@s@sc%mrafj hongé A hash
function, such a g/functlonthat t akeS an i nput

varying length 5?483958%%1?10?19%‘:{%’”???% néltﬂ%}‘%@ewﬁﬁwallwpﬁ%tocﬁm@m

password provi dﬁadktbysﬁftﬁl InWSRE t&éyn&hﬁmﬁ'@ﬁﬂférﬁﬁtzéﬂ%t@@éﬂ tﬁéf: e‘?’%'d@
connection js sen dh’@ ige in response to the cha enge t he
mobi | e devi Ce. SP'f elflﬁg g&fﬁ’él@ Fe e Hafrmpldonsyugh asck et h cadéndah desk ligeanidc e

password, the qbekd pkeySiesRelcRaRblbONRtohRaEANRE S robOndiP 6 HIRR)),E devi ce and
proceed to syncbhr oni zhe i nf ormation.

etween the desktop system and the mobile device.
Such information is usually of a sensitive nature and should be secured. The
user is thus provided with an option to specify a device password on the mobile
15 device in order to secure the mobile device and prevent use of the device without

knowledge of the device password.

When the mobile device is connected to the desktop system in order to
synchronize information, the mobile device issues a challenge to the desktop system
in order to determine if the desktop system is authorized to initiate a connection with

20 the mobile device. The desktop system then provides a response to the mobile device.
If the response provided by the desktop system matches the response expected by the
mobile device, then the desktop system is allowed to connect to the mobile device and

proceed to synchronize information.

Typically, the issued challenge is a request for the hash of the user password.
25 A hash function, such as SHA-1, is a one-way function that takes an input or varying
length and converts it into a unique output. The hash of the password provided by the
user of the desktop system initiating a connection is sent to the device in response to

the challenge by the mobile device. Ifthe response matches the stored hash of the



The device password is typically not stored on the device. Only the hash of
the device password is stored on the device. However, since the device
password 5 itself is not stored on the device, certain operations requiring
use of the device password cannot be performed if only the hash of the
devi ce password is available on the nobile device. For instance, if the
information on the nobile device is encrypted using the device password,
then the device password nmust be supplied in order to decrypt the
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accordance wth the teachings pr ( herein, systens and net hods are
provi ded for a petvatd tengehrasponeengoheme within which a secret, such as a
password, nmay be securely transferred between a requesting device and an

authenticating devi gg 4e.f% Q&w@?‘@ﬁ?}lgﬁcaﬂg nt $%84 SIRREVRE! BRY thd 8 of
aut henti cati ng devi ce genefﬁtes a 15 challenge that is issuéd to the
requesting devitiwelevibhpasseonddsstpied od éhei dseice.oHbivaess, sttve thedvaick epgeowi th a
hash of a pass . RLOV] . . St i i ge...and the
conbinationgof%gﬂgmﬁggﬁhgfg%ﬁéd%g§§§%F%{g%%ﬁpﬁgﬂgﬁgﬁkggagﬁ¥%g thher hashed
in order to geaswatdsasnot depesirined ifentr iiphishrf Keydevisapadssordgeavailablensr ypt

t he user suppli.ed as,swor The enc ted user s | Led sword. i.s; sent
o the. aut hont FERTHRE SRUGH dr 70 tabe it bREpURELoT B PR <BRRS Bl ge.
The aut hent i catsingthd dwvicepageneat ahasthadeviejaentrd oabi gueplcadypbidentokey by

generating the hash of. a conmbinatjon of the chall e and a stored hash of
an authenticatﬂﬁﬁ“ﬁQVngnﬁﬁg@%ﬁWHLJﬁﬂ@“@ﬂ?ﬂ%ﬂ@?@%?ﬁﬁ °p§ﬁ%?§ption key is
used to decrypt the response in order to retrieve the user supplied
password. 6 aShAEVIA®Y t he user supplied password matches the stored hash
of the 25 authenticating device password, then the requesting device has
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password. According to an aspect o Ion there is provided a
met hod for auptendtd taticbaileofe @speaguebtinayittimvwitieh byecet sadt Merpastvatilng

device, the reguestin evice the aut henticatin |.ce. I.Ng
operative to oy el EibeRad Bt AN ER F B R RS R NPRL
key- based encr yphi eanpfeifatsysaam ahd encaistinde ithatticainedievice genesdterd ng a hash
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carry out a Keyhallenge with a hash of a password provided by a user of the requesting device, and
the combination of the hash of the password and the challenge is further hashed in
order to generate a requesting encryption key that is used to encrypt the user supplied
password. The encrypted user supplied password is sent to the authenticating device
20  as the response to the issued challenge. The authenticating device generates an
authenticating encryption key by generating the hash of a combination of the
challenge and a stored hash of an authenticating device password. The authenticating
encryption key is used to decrypt the response in order to retrieve the user supplied
password. If a hash of the user supplied password matches the stored hash of the
25  authenticating device password, then the requesting device has been authenticated and

the authenticating device is in possession of the password.

According to an aspect of the invention there is provided a method for
anthentication of a requesting device by an authenticating device, the requesting
device and the authenticating device each being operative to carry out a one-way hash

30 operation and to carry out a key-based encryption operation, the authenticating device

storing a hash of a defined password generated by applying the hash operation to the



based decryption operation for decrypting values obtained fromthe
encryption operation, the nethod including the steps of. the requesting
device receiving a user password and carrying out the hash 5 operation on
the user password to obtain a hash of the user password, the authenticating
device determining and transmtting a challenge to the requesting device;
the requesting device receiving the challenge and defining a requesting
encryption key by carrying out the hash operation on a conbi nation of the

cnrryingCout 1 notd ekl B Byt AR RE fiie pRSTIgb HEF REHGT Key
to encrypt the bswed dmﬁsmnmgmamdiﬂofWiﬁgﬂ@uéﬁ%ﬂtaﬁ@e&ﬁ@ﬁ&i@eﬁ&ﬂyﬁﬁorﬁ response

includingthee e word to the authenticating device, 15 the
aut henticating f%%@e &SggﬁvﬂﬁﬁﬁFﬁ@ﬂﬁ%§ﬁ6ﬁ§é and defining an authenticating
encryption key by carrying out the hash operation on a conbination of the

chal l enge and the I‘ﬂisrﬁqoéstxngéewt&:frecrmdngma&wpﬁs@woﬁmﬁd@&ﬁ-}hﬁg\bmtqﬁﬁdgg devi ce

usi ng the aut he encr t|o n,.the decryption operation to
decr ypt the%es%%aggkto St e ngod‘g@r(g%}“éah@é’lf FSEIFahd 20 carrying
out the one-way hash operation on the decrypted user password; the

aut henti cating devi dke wmnavatmg deties deteaimiohg e aleeiyiy £ehaUs0k Pagswor d
with the hash qf t C% lcned password to authenticate the requesting device
when t he conpar?son% ndi’Cates a mat ch. According to a further aspect of
the invention there is provided the above 25 nmethod further including the
step of the authent |ﬂt€awlwgtmmiﬂmer@swng thhehaﬁatge)aﬁ&eéﬁmn@@feqﬁ@&ﬁg\md to

carry out oper the evi ce. cordln further
aspect of the %ﬁ%/l tlng%ytoﬂ m%o (ﬁféag‘?ﬁ Hﬁ’flﬁ%agﬁhﬁ"bﬁ feage t he

aut hent i catlfng ad@theclrleShczft]acwmrlﬁismdhandhel d device and the 3 requesting
device is a desktop corrputer and in which the authentication of the

requesting device | tab | a _connection between the
wi rel ess handhel d %t{ ggi {)geeg é/mﬁ;e FHERT TG HRIEREY £ ur t her

i ncludi ng the gqq@gﬁtlgg emhf@tmn key to encrypt the user password,

the requesting device transmitting a response mcludmg the encrypted user

password to the authenticating device,

15 the authenticating device receiving the response and defining an authenticating

encryption key by carrying out the hash operation on a combination of the challenge

and the hash of the defined password;

the authenticating device using the authenticating encryption key in the
decryption operation to decrypt the response to obtain a decrypted user password and

20 camying out the one-way hash operation on the decrypted user password;

the authenticating device comparing the hash of the decrypted user password
with the hash of the defined password to authenticate the requesting device when the

comparison indicates a match.

According to a further aspect of the invention there is provided the above
25 method further including the step of the authenticating device using the decrypted

user password to carry out operations on the authenticating device.

According to a further aspect of the invention there is provided the above

method in which the authenticating device is a wireless handheld device and the



requesting device sending a connection request to the authenticating device
prior to 5 the authenticating device determ ning a challenge and in which
the step of authenticating the requesting device includes the step of
refusing to establish a connection when the hash of the decrypted user
password does not match the hash of the defined password. According to a
further aspect of the invention there is provided the a 10 conputing device
program product including code operative to performthe above nethods.

according to a LHIielacaRBRA addiiop BEnbRYERA LODNLD B Cul SRyl ol @ system

for an authentl vice to nticate a requesting device,
i ncluding: a chadmeetngeieglemsrraqmdit@wa@ém %ﬂmhc@xoa betveeh éﬁg’erd@Sh@dheld

communi ¢at1 0ns Jo oLk HEANHL Ll 00NN EAIR L Gud et ogugst 1 ng device

and receiving a response FERGE ron1 he re evice, the
response incl uelquagmg dleaqelmﬂmgg passihor mqmas‘cuoycm adhascaiggdevieguestte ng

encryption ti.n ncryptign. key inclu a ha h of a

conbi nati on oft?% %EHQV%E% @”ﬁ%ﬁ$ nﬁﬁ%%qﬁpmﬁ%én?8bﬁ€§€gﬁ§KB &Ssword; 20 a
hash generat or aﬁméntgﬁﬂ%‘tﬁé rdagesting desifeintluCatthagepesfatipihg aneskedlistby hashing a
conbi nati on of the chal] d ash of a predeterm ned S rd; .a
decryptor for GG ‘ﬁli}fntf féhaéﬁ8#%9@%&%%&%&&%@%@&1@tﬁ%%sﬂaf

aut henti cati ng yeneryed pefvdsgy to obtain a decrypted response; and a
conparator for conparing a hash of the decrypted response with the hash of

25 the predeterm ne swor d ereb t he hash of the pt ed
requesting passmnrg‘ﬁﬁﬁeﬁgkaﬁ% mﬁﬁ@ﬁ 1L?HgmﬁFQd ?SFHFﬁﬂﬁggﬁggmord t he
request i ng 1devicegpithg detitOpRiianiotuct Ackaindicode sraivk s pdrRimaspsaete of the
invention there is provided a nethod for securely transmtting information

to a receiving™¥8%fte, the receiving device being 4 provided with a hash
of the information, a random nunber, and a receiving encryption Kkey
i ncl udi ng a hash OfAt:dm&izﬁ@.ﬂ)Ck)ﬂmhumb@’ct afithle inkentivasherofs privedddnf sysiemt fboam

includin the s s of receivi random nunber from.the receivin
devi ce: g authen loatloon device to aur}gengcate arequesting device, mcfn uding: 9

a challenge generator for generating a challenge,

15 a communications Hnk for transmitting the challenge to the requesting device
and receiving a response to the challenge from the requesting device, the response
including a requesting password encrypted using a requesting encryption key, the
requesting encryption key including a hash of a combination of the challenge and a

hash of the requesting password;

20 a hash generator for generating an authenticating encryption key by hashing a

combination of the challenge and a hash of a predetermined password;

a decryptor for decrypting the encrypted requesting password using the

authenticating encryption key to obtain a decrypted response; and

a comparator for comparing a hash of the decrypted response with the hash of
25  the predetermined password, whereby if the hash of the decrypted requesting
password matches the hash of the predetermined password, the requesting device is

authenticated,

According to a further aspect of the invention there is provided a method for

securcly transmitting information to a receiving device, the receiving device being



5 encoding the information to produce a hash of the information; conbining
the random nunber with the hash of the information; hashing the conbi ned
random nunber and hash of the information to produce a transmtting
encryption key; encrypting the information using the transmtting
encryption key; 10 transmtting the encrypted information to the receiving
device for decryption by the receiving device using the receiving
encryption key. According to a farther aspect of the invention there is
provi ded a net hgd .for. 2 ti. device to be authenticated by a

Lt hent 1 cat i ng Moy A8AERL ol Shetiob S Bl 0 45BbER esblign o,

t he aut hent i catliepinotielitigeehasiebfrtje pandem dechbed 4nb tise HeSh bt indbriatipn, éaldidtign ned
password, a raﬁaﬁglnugber, and a receiving encryption key including a hash
of the random @ %nd the hash of the predet er mi ned password, including
the steps of the requesting device: receiving a random nunber fromthe

aut henti cati ng devi cepivirgrnaeaiongminier Gssrthpasaswnpdetios;pr oduce a hash of the
user password; 20 conbining the random nunber with the hash of the user
password; hgshing t Qﬁcogﬁg%e'}ﬁ%r&%%%%%go%{@e% ha%ﬂgf{ﬁ%§1&09{x1at1toxq'e user password
to produce a transmttifg encrypflon ey, encrypting tHe User password
using the transmtting encryption key; transmtting the encrypted user
password to the authunhinicathergndpeviumeber prith Ixthaguvhidainfemtaton by decryption
by the authenticating device using the receiving encryption key. 5
According to. a furt hRhin SRAGHNAed rARGkNEHEL B HBPEEnL SBLAKL ARG et hod
for authentication of a requesting device by an authenticating éeV|ce, t he
requesting deviteeSi@gehayRiifi@Ht i cati ng devi ce each being operative to
carry out a one-way hash operation and to carry out a key-based encryption
operation, the authgpljpaag iHGndaYies using HR A8 fi RisRtiofrdef i ned password
generated by applying the hash operation to the efi ned password, the
authenticaaéng devi ce being further operative to carry out a key- based

decrypt i on*Oper at i FPPFBHIYELE GREYRIET PATHRLEoDISHES TeeRVInE SRVIENET BFEYRHSEI on
operati on, thebﬁgkhagwh@gkugkugngn@r§%gm§;@&Bkhgnﬁgihenticating devi ce:

According to a further aspect of the invention there is provided a method for a
requesting device to be authenticated by an authenticating device, the requesting
device receiving a user password, the authenticating device being provided with a

15  hash of a predetermined password, a random number, and a receiving encryption key
including a hash of the random number and the hash of the predetermined password,

including the steps of the requesting device:
receiving a random number from the authenticating device;
encoding the user password fo produce a hash of the user password;
20 combining the random number with the hash of the user password;

hashing the combined random number and hash of the user password to

produce a transmitting encryption key;
encrypting the user password using the transmitting encryption key;

transmitting the encrypted user password to the authenticating device for
25  authentication by decryption by the authenticating device using the receiving

encryption key.



determning and transmtting a challenge to the requesting device; 10
receiving a response fromthe requesting device, the response including a
requesting encryption key determ ned by carrying out the hash operation on
a conbination of the challenge and a hash of a received user password, the
hash being defined by carrying out the hash operation on the received user

password, defining Aroalithend fiedki £pe@REIHEIHVQR oK eNer®Ys HAVIIYE Rehcild fhhe
hash operation 15 on a conbination of the challenge and the hash of the

defined passwérientigdliog of Récqgsedavicsttvng aatentigting ekisy, tharadhestidgcr ypt i on
operation to 'y . in a decrypted user password, and
Chrrying out LRaresahd ti G ATRRRS el 2 SR UMY Bl 3 ARy
conpari ng t he opastionfnd hecadgany pked busd lenOaBENOs shravidn) tHehgiftagbathly debe 20
defi ned pagsworq. to autajent ifcate t he requesting devjce when the conparison
i ndi cates ~a NEER.2 hash gf ¢ deffied papesd gersaated he applyisathohashorenpanethsf

ot her and di f {ygf; anhadi : [ ' f
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of the invent based daciyptich ogdrytiornt foe delrrapimoa e db2medesan itpt drerypoibnt he

preferred enbodi nents set forth helgw are tq9 be regarded as illustrative
in nature andoﬂcggg?lézlfer’?lﬁtlhpgér.‘d 3 elﬁ@@@ﬁ%%ﬂa@@e&&msww NGS FIG 1is
an overvi ew of an exanple comruni cation system 6 FIG 2 is a block

di agram of a furt heste@Xamy MdGRABMAERE CRNAYSIARE redubFingdictiews a typi cal
chal | enge response schenme; FIG 4 illustrates a challenge response schene

in accordance with a preferred enbodinment of the present invention; and, 5
FIG 5 is!th bl ock HCEyHEA SEPanse Srenibe apqpestingedcains, thebespenssonpludingat i ons

device. DETALLEDDES _ W Qqvervi.ew of ,an_exanpl
conmuni cati on eg_ystle@% %ﬂ%@%g&%ﬁﬂr@%@@&é Atk %‘ftgl\g ?ac‘)sﬁ% 8@?@%8%% be used.
One skill ed ieomieatantofihé thalppgeaidd kash b0 a Hreived user password, the hash being

defined by carrying out the hash operation on the received user password,

defining an authenticating encryption key by carrying out the hash operation

I5  ona combination of the challenge and the hash of the defined password;

using the authenticating encryption key in the decryption operation to decrypt
the response to obtain a decrypted user password and carrying out the one-way hash

operation on the decrypted user password;

comparing the hash of the decrypted user password with the hash of the
20 defined password to authenticate the requesting device when the comparison indicates

a match.

As will be appreciated, the invention is capable of other and different
embodiments, and its several details are capable of modifications in various respects,
all without departing from the spirit of the invention. Accordingly, the drawings and

25 description of the preferred embodiments set forth below are to be regarded as

illustrative in nature and not restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system;



20 6a that there may be hundreds of different topol ogies, but the system
shown in FIG 1 helps denonstrate the operation of the encoded nessage
processi ng systens and nethods described in the present application. There
may al so be many nmessage senders and recipients. The sinple system shown
in FIG 1 is for illustrative purposes 5 only, and shows perhaps the nost
preval ent | nt efite i€a BRck dR@YInT BNIBHLhILASple S6GHUN LS sidmgener al |y

used. FIG | shows an e-mail sender 10, the Internet 20, a nessage server
system 40, a wireless gateway 85, wireless infrastructure 90, a wreless
network 105, tilHd? sheswat yproH ehallensesapnse sdieme2s and 95, and a nobile
communi cation device 100. 10 An e-nmail sender system 10 may, for exanple,
be connected tIQG.aﬁ'iﬂL%Bategh'%ﬁferﬁgE ré&BH%%@hgnﬁé)%' éi%l)dax(?&mg?req‘eﬁ’écﬁ r of the
system 10 has an account, | ocaté&d thin a conpany, possiblfy connected to
a local area rsthadimkent bAN presedt icoement edd, to the Internet 20, or connected
to the Internet 20 through a | arge ASP (application service provider) such

as Anerica.Onld.ne. (AQL) ., Those skilled in the art will 15 appreciate that
the systent shdtin’ i bk Jligﬁfﬁayo-%%wi%é Vs SlabHe CaT it ont device.
network (WAN) other than the Internet, although e-mail transfers are
commonly acc@RTABED DISORIPTIONEr net - connect ed arrangenents as shown in
FIG 1. The nessage server 40 may be inplenented, for exanple, on a network
conputer within the firewall of a corporation, a conputer within an | SP or
ASP 20 system or t K& Ran oxgtyie o amsxarpile gpmmuniratipn sxséern dir whicki |
exchange over fihg.l %ﬁﬁlﬂﬁfo&tigfpdevp%etlggygpu édh%n-r@ﬁfe%%}n%e SYRHETR, gt not
require a nessage server systen1i , a nobile Jevice 100 Tontt Fred™f or
receiving and possibly sending e-mail will normally be associated with an
account on a nessage server. Perhaps the two nbost conmon nessage servers
are Mcrosoft Exchange' M and Lotus Dom noi M These 25 products are often
used in chjunction with Internet mail routers that route and deliver

mai | . These intermedi ate conponents are not shown in FIG 1, as they do not
directly play a role in the secure nessage processing described bel ow
Message servers such as server 40 typically extend beyond just e-nai
sending and receiving; they also include dynam c database storage engi nes
t hat have predefined database formats for

15

20

6a



30 data like calendars, to-do lists, task lists, e-mail and docunentati on.
7 The wirel ess gateway 85 and infrastructure 90 provide a |ink between the
Internet 20 and wirel ess network 105. The wireless infrastructure 90
determnes the nost likely network for |locating a given user and tracks

t he user as they roam between countries or networks. A nessage is then

delivered to tthet teleirh®y etvindeedi 00 dBievém (wol@lis sut thaBgds Shews i Bi.qal |y
at aradio freflgggrégy (RF), froma bagse station in the wireless network 105
to the nobile MEBORHLC haaPpaten elihgenpriederaesapeprongysinpaysigme g | y any

W rel ess net ’ I . ' e
conmmuni cat i 0%%1\1,(?%?_6 q%@bg Elo{vf?n%ﬁ%gﬁlsa&%%tgg ?g%gg%gg%n%ﬁaﬂﬁe@gdgg 15 is
sent by the esemicts dd re@pidets. The singdateders shewhar Bl(on it fie illodtetine pu@dsesThi s

message 15.is normally full i.n the clear and uses traditional Sinple Mil
Transfer PPot 88@!’ a’(éﬁ%ﬁ)s,pef%@@f MRk REfAen I"N/E}Ict"inﬁ’lir@b‘ﬂé‘émwt&fhﬁ@t Mai |

Ext ension (M g@u-igogymp?gﬁe%ut},qmg@fi ne the format of the nmail nessage.
These techniques are all well known to those skilled in the art. The

message 15 arrives_at the nessage server 40 and is normally stored in a 15
nmessage store. Mstlnbshevsessagnihgensipsi@rthe buppor20, a nwssagalskodr Systdn 40,

nessage access, ein.the pobil e device 100 nust .request..t hat

st or ed nessaggzw%gég?g%?wg?gé’f B leﬁsﬁgﬁnﬁsg?ggﬁ%siear\%? ¥4 ‘ﬁ%lkr@g’i’ ﬁ@élgg\lﬂqce
100. Sone syshf@mectuoartdiont 95 andos, oE i BoliRWonigutatiucivideg9ages which are
addressed using a specific e-mail address associated with the nobile

device 100, In a preferr_ﬁg%enbodi ment described 20 in further detail bel ow,
messages ‘2ddr essed’P§HaiEIELw sker V& mayclos armmpleshrcsonnaded i amlSE host

system such aﬁn@rr{&? g.gr‘/?c%@g\tigélgglrﬁ éﬂ‘{iéﬂ & ﬁsaﬁ% ; Oﬁ%?%tﬁm (Fll;hsbaﬂl a%@&ﬁlt,t 180@%%? to

user of a nobile device 10 recte € nessage Sserver
the nobile deithiner wdgaay, HdsslyaenecediovekicalRegamdivess(LOINY, hed speetkid c

nmechani sm controlling the forwarding of ness S 5 to the_nobi] e.device
100, the _msssiadﬁe k\é‘?fﬁ%‘ribps"sgqrwrﬂ?@% P2 fursgdd ﬁ}mvé‘f o {\_éa (aRpdieaiigzh
thereof, is s@plicd frobierWubIEhEAS b @Hﬁ)ﬂ?%odh?h&e[(sﬁlllgeaﬁn'ﬂw diBRfif ucture 90

includes a series of connections to wreless networ 5. These connections
coul d be 151 ntapgrasiaselthgethyisggemprlgwaln Nét ionky k@B cFngredRehayidoaredi

ey o RS (W] STt B 1R RSher RAbuLR LA R0 Brd LSHOSY A9
accomplished through Internet-connected arrangements as shown in FIG. 1.

The message server 40 may be implemented, for example, on a network

computer within the firewall of a corporation, a computer within an ISP or ASP

20 system or the like, and acts as the main interface for e-mail exchange over the Internet
20. Although other messaging systems might not require a message server system 40,
a mobile device 100 configured for receiving and possibly sending e-mail will
normally be associated with an account on a message server. Perhaps the two most
common message setvers are Microsoft Exchange’™ and Lotus Domino™. These

25 products are often used in conjunction with Internet mail routers that route and deliver
mail. These intermediate components are not shown in FIG. 1, as they do not directly
play a role in the secure message processing described below. Message servers such
as server 40 typically extend beyond just e-mail sending and receiving; they also
include dynamic database storage engines that have predefined database formats for

30 data like calendars, to-do lists, task lists, e-mail and documentation.



30 network"” is intended to include three different types of networks, those
being (1) data- centric wreless networks, (2) voice-centric wreless

net wor ks and (3) dual -nbde networks that can support both voice and data
comuni cati ons over the sanme physical 8 base stations. Conbi ned dual - node
networ ks include, but are not limted to, (1) Code D vision Miltiple
Access (CDMA) networks, (2) the G oupe Special Mbile or the Q obal System
for Mobile Comruni cations (GSM and the CGeneral Packet Radio Service
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system 30, a regg(,%é\%p .ogram 45, a nobjle device cradle 65, a w el ess
virtual private networ y?{?%%s?l%?gﬁ'm’%‘,” R MESHRES BHabe stichaiged withet wor k
110 and nul ti pl @obfe eopbiddcationteiniccat i on devi ces 100. As descri bed above in
conjunction with FIG 1, FIG 2 represents an overview of a sanple network

t opol ogy. Al though t nessage processing systens and net hods
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program 45 8nabl e &G &4e5t brpver messeging sstemsisrenvrt the-Gded Grull” 4 stage a

AR i e
s cvice 100. Some systems provide for
automatic routing of such messages which are addressed using a specific e-mail
address associated with the mobile device 100. In a preferred embodiment described
20 in further detail below, messages addressed to a message server account associated
with a host system such as a home computer or office computer which belongs to the
user of a mobile device 100 are redirected from the message server 40 to the mobile

device 100 as they are received.

Regardless of the specific mechanism controlling the forwarding of messages
25 to the mobile device 100, the message 15, or possibly a translated or reformatted
version thereof, is sent to the wireless gateway 85. The wireless infrastructure 90
includes a series of connections to wireless ﬁetwork 105, These connections could be
Integrated Services Digital Network (ISDN), Frame Relay or T1 connections using
the TCP/IP protocol used throughout the Internet. As used herein, the term “wireless
30 network” is intended to include three different types of networks, those being (1) data-
centric witeless networks, (2) voice-centric wireless networks and (3) dual-mode

networks that can support both voice and data communications over the same physical



presentation, there is no requirenent that it nust reside on the nessage
server. The redirection program45 and the nessage server 40 are designed
to co-operate and 30 interact to allow the pushing of information to nobile
devices 100. In this installation, the redirection program 45 takes
confidential and non-confidential corporate information for a specific
user and redirects it out through the corporate 9 firewall to nobile
devices 100. A nore detailed description of the redirection sof tware 45
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1.00 with the host system30 or a conputer 35 within the system 30. The
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provi de enoughmePageduieessmssys®ms and methods described herein may be applied to

networks having many different topologies, the network of FIG. 2 is useful in

understanding an automatic e-mail redirection system mentioned briefly above.

20 The central host system 30 will typically be a corporate office or other LAN,
but may instead be a home office computer or some other private system whete mail
messages are being exchanged. Within the host system 30 is the message server 40,
running on some computer within the firewall of the host system, that acts as the main
interface for the host system to exchange e-mail with the Internet 20. In the system of

25  FIG. 2, the redirection program 45 enables redirection of data items from the server
49 to a mobile communication device 100. Although the redirection program 45 is
shown to reside on the same machine as the message server 40 for ease of
presentation, there is no requirement that it must reside on the message server. The
redirection program 45 and the message server 40 are designed to co-operate and

30  interact to allow the pushing of information to mobile devices 100. In this
installation, the redirection program 45 takes confidential and non-confidential

corporate information for a specific user and redirects it out through the corporate



dedicate an | P address to every nobile device 100 and thus make it possible
to push information to a nobile device 100 at any tine. A principal
advantage of using this wreless VPN router 75 is that it could be an

of f-the-shel f VPN conmponent, thus it would not require a separate wrel ess
gateway 85 and wireless infrastructure 90 to be 30 used. A VPN connection

woul d pref er alffpywhietcBndbigN &A@ s 100 &R FetdlE@HO&Bhtiod JERL RS er
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one-time data exchange. of, | arge. itens. For ose skilled in the art o

per sonal I(Cfii giQ%ﬁ’@giﬁg‘?&ﬁﬁ‘éam{‘ﬁﬁ@s‘}w%eé’%?c]fﬂoo‘?ﬁﬂ%ﬂlciflﬁ’ﬁt; S8 AHSt 2 common
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data 55. Wien, exchanged for the first time this data tends to _be large in
quantity, bul ftagrairﬁlSﬁ%tWﬂ“éeSémtw&a fo eadivar thadpferpaitini &4 shown in FIG. 2, this
may be accomplished through a wireless VPN router 75 or through a traditional
Internet connection 95 to a wireless gateway 85 and a wireless infrastructure 90, as
20 described above. The concept of a wireless VPN router 75 is new in the wireless
industry and implies that a VPN connection could be established directly through a
specific wireless network 110 over a wireless connection 115 to a mobile device 100.
The possibility of using a wireless VPN router 75 has only recently been available and
could be used when the new Internet Protocol (IP) Version 6 (IPV6) arrives into IP-
25  based wireless networks. This new protocol will provide enough IP addresses to
dedicate an IP address to every mobile device 100 and thus make it possible to push
information to a mobile device 100 at any time. A principal advantage of using this
wireless VPN router 75 is that it could be an off-the-shelf VPN component, thus it
would not require a separate wireless gateway 85 and wireless infrastructure 90 to be
30 used. A VPN connection would bi'eferably be a Transmission Control Protocol
(TCP)/IP or User Datagram Protocol (UDP)/IP connection to deliver the messages
directly to the mobile device 100, If a wireless VPN 75 is not available then a link 95
to the Internet 20 is the most common connection mechanism available and has been

described above.
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to get | oaded onto the nobile device 100 where it can be used on the road.
This serial Ilink may al so be used for other purposes, including setting up
a private security key 111 such as an S/IMME or PGP specific private key,
the Certificate (Cert) of the user 25 and their Certificate Revocation
Lists (CRLs) 60. The private key is preferably exchanged so that the

desktop 35 and nobihendayeaieRir&iRhey 8 PEIS! %léohbcfaogéﬂj&gﬁﬂ%é@éé@% or
d CRL h
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know edge of the password. illustrates a challenge response’ schene
i n accor danceadgresi. Hsmegdhenseed c-watboddmesiorotha mebity dseeet 100mikemtsitbn. 1 n t he

preferred enbodi.nent. a requestin devjce, such.as t deskt op ,syst em 35,
i s connect ed gblg%{]gﬁsﬁ%%ﬁ)ﬂa@gf}?‘ﬁﬁq%%%éb‘? MEERRC ?’églé‘gteagﬁi‘ﬁl aied’eggf Eée%ﬁﬁ’,
using a denmuyyseat 3DRshdr ik, thé HeBildge@caipgo/er sal serial bus (USB) |ink,
t hrough whi ch the requesting device may send a connection request. The

connection request_nay fbe in the formof a software request sent to the
authenticating deViBdelegnce hackdottbe perbfio end aradishfponnectiyityde thearedbids at e of

Egﬁnggmzi ??éﬁlgb{a?gb%’ t'g%ijcgg%{%ioﬁi)ﬁgle%?%g g‘%l-hg gd\qa%\(ég%g f&'eetngglth?g él&@{img data
exchange of large items.’ For those skilled in the art of personal digital assistants
(PDAs) and synchronization, the most common data exchanged over this link is

20 Personal Information Management (PIM) data 55. When exchanged for the first time
this data tends to be large in quantity, bulky in nature and requires a large bandwidth
to get loaded onto the mobile device 100 where it can be used on the road. This serial
link may also be used for other purposes, including setting up a private security key
111 such as an S/MIME or PGP specific private key, the Certificate (Cert) of the user

25  and their Certificate Revocation Lists (CRLs) 60. The private key is preferably
exchanged so that the desktop 35 and mobile device 100 share one personality and
one method for accessing all mail. The Cert and CRLs are normally exchanged over

such a link because they represent a large amount of the data that is required by the

device for S/MIME, PGP and other public key security methods.

30 FIG. 3 shows a typical challenge response scheme used by an authenticating
device, such as mobile device 100 to authenticate a requesting device, such as desktop

system 35 that may be requesting a connection to the device 100. When device 100 is
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20 to authenticate the requesting device in accordance with the chall enge
response schene described below It will be understood that the
aut henticating device may only initiate the challenge response schene if
the authenticating device has been secured by a device password
(device_password). In order to determne if a requesting device needs to

be aut henti cat@@ncdibiProard AQRIIPGRLAB TN 168 RYLGUEE K s&:M 1idR shidieasy esence
of a hash of the device password H(devi ce_passwordj in a nmenory of the
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hashed, using el 98n il gris Wineel ehidlenge wgpansa schsps, anly iy hash &f ghe

H(user _passwo b e R Ne i tr) cej from
t he aut henti c?;? %Smg&dé‘g@h%ﬁq? he prv eﬂ% groyééﬂgﬁggsd%%lt?&%ﬁ% S%r?taﬂe}e[ﬁfgée C
and t he hdésh ebtmnhmiqphemworkd atdotisder pasisvtarad)e @ristenepictht @natreidsioh ageidiar .
It is understogod fH?.t {)tlﬂere areddifferent ways in which to conbine the two
val ues. This EBNEICAST P'oRC BFSHHE  Chal | enge ¢ and the hash of the password 10

H(user _password) is further hashed in order to generate a requesting

encryption key krFHicdilldetses 2 Base Q‘)s%édl@tscﬂeﬁlé%ﬁ%gcdrﬂarﬁ:lé%ﬁﬂ @gl-e;?reﬁ-ed
Yy e

response r to the chall enge issued e aut henticating device.

response r i seigbpdmeneef hy peasertyprantignt hethsasefaediembedimenpias somiedtingsi ng
known techniq r. IripleDES. In s I pd enent at ,ons, _t he
Fesponse r madtard SR neE R R RSP tony e RE e RhATERUR 498%, sldihe
requesti nid engy yipbilodevkayl Hr ugnga thRrmasswondlius 8hcasswaiésal EBgalntgsponse r
is then trans@}% ed to the authenticating device. The authenticating device
det er mi nes ant(\@EHEH: Heatghyhich dhgasaresingdgviea mey send Povicadomragpetedge

simlar tot h&ﬁmﬁ:&kdxﬂ’é&ﬁ’espﬁﬁag RE if BRYGSHEPY s%&&%‘?‘equ-@tesent to the authenticating

device, or the detection of a change in a hardware state of the communications link.
The authenticating device detects that a connection is being requested, and proceeds
20 to authenticate the requesting device in accordance with the challenge response
scheme described below. It will be understood that the authenticating device may
only initiate the challenge response scheme if the authenticating device has been
secured by a device password (device_password). In order to determine if a
requesting device needs to be authenticated, the authenticating device may check for
25  the presence of a hash of the device password H(device password) in a memory of
the authenticating device. In other implementations, the authentication device may

check for a flag indicating whether the device has been secured.

When the authenticating device detects a connection request, it generates a
Challenge ¢ to issue to the requesting device. The Challenge ¢ may be a group of bits
30 that have been randomly generated by the authenticating device. Alternatively, the

numbers of bits used in the Challenge ¢ may also be randomized. The authenticating
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aut henti cating device conbines the stored hash of the device password 20
H(stored _password) with the randonmly generated Chall enge ¢, and then
generates a hash of the conbination, in order to generate the

aut henti cati ng encryption key k2 H(ci JH(stored _password). The

aut henticating encryption key ka is used to decrypt the response r
received fromthe requesting device. A hash of the decrypted response
H(decrypted_response) is then conpared to the stored hash of the device

password 25 H(dgyj: assword). I.f the two hashes match, then the decrypted
response was thg&hcorsé% %ﬁgg%&gﬁﬁﬁi%WA%FnW% sEMETRSATtVethapryl devi ce
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i n possession of the device password for use in operations that require
the device password.pLf . ashes d match, then the user did not
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The authenticating device determines an authenticating encryption key &, by
following a process similar to that followed by the requesting device. The
authenticating device combines the stored hash of the device password
20 H{stored_password) with the randomly generated Challenge ¢, and then generates a
hash of the combination, in order to generate the authenticating encryption key
ko=H(c||H(stored_password). The authenticating encryption key £, is used to decrypt
the response r received from the requesting device. A hash of the decrypted response
H(deciypted_response) is then compared 1o the stored hash of the device password
25 Hf{device password). If the two hashes match, then the decrypted response was the
correct device password. Thus the authenticating device has authenticated the
requesting device. The authenticating device is also in possession of the device
password for use in operations that require the devicé password. If the two hashes do
not match, then the user did not provide the correct password, and the authenticating
30 device rejects the connection request from the requesting device, and thereby

disallows the connection.
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and are preferably enbedded antennas. However, the systens and nethods
described herein are in no way restricted to a particular type of antenna,
or even to wireless 20 conmuni cati on devi ces. The nobil e device 100 is
preferably a two-way comruni cati on device having voice and data

comuni cation capabilities. Thus, for exanple, the nobile device 100 may
communi cate over a voice network, such as any of the analog or digital
cellular networks, and may al so comuni cate over a data network. The voice

and data 25 networks @pesyd@Risaheeindafd; _ .the co i cation tower 319.
These voice and data net)a/or ks rra;?hb‘e‘r’%e&pl)%sr%% ééelcl:}&l lﬁf%g%gi%ﬁ'w&wfks usi ng
separat e i nfrast FRORIF &2d araneimeast thaisst the atoponsthe nBEMK MBHVAALIERE SFiHet C. |
or they may be i BjRahgdt ' e, . wreless network. The transceiver
311 is used to cg}tm‘rur?i cat g_%ﬁfﬁé%%lﬁﬂeeﬁ%g Vot R DS 78PagH P 995G skilledde dheteiand
receiver 312, the Yehfgrpusidered3d de within thogope ofRE BrvbAcAl 195 Sidld Alfodd 3

i d

and the DSP 320. 4, ' d to send and receive signals to an
fromthe 14t ranesﬁggievgrlggﬁ%ﬁ‘%&%n&ﬁa%r&%ﬁg%ﬁ%s H‘rtg?/P’a’%SS’@é gscgiped herein
information to they bedeiedemodfiad mae dupecit@Asi et iR ke dldrel DAL Ce and

data communi cations occur at a single frequency, or closely-spaced sets of
ator 313 nma be used in conjunction

frequencies, then a 9 osci || y. )
with the receiver 31?3215%&?#3%{% %"n@ﬁf“%’%ﬁ"éﬁm a4 ynethyds disglasqd/isrsin iy bgused
di fferent frequétiélmanyadifferattidoinpemrsfat dvdt@esueh AL RiERL ARSVer sus dat a
comuni cations f .5-hen a pl |jty. of Iocal oscillators 313 can
be used to enggg@gcg%ngﬁ arre 03’1‘”1?#J L@&en‘%}%gef%rw&s%& thg nabike Hevivoi ce
and data netior K80 Bkgiual-inndomnbild detice Whd G1IBC] MARSND 5y ‘é%%ﬁ) ?tﬂ:gssgft a
i nformation, is3§§%1§ijsnﬁc%% dto and fromthe transceiver 31 Va2 ink
bet ween t he DSP and-the TSP oReee 324 ggndompacths mienal KRAMISSEgN of
the transcei ver ofddrmauaixibey iHpROG@PEY /DR A6ics 3IPANENY oﬁ%@ﬁcé%e%gom- oner

h i cati fet wor K n which

| evel , etc., w 5}’2 be qlggre:;iggent _ u(gj n the conmunication

the nobile device” 160 t BHYPEP OB e p shestrapgs wadlassplomymuamiatibid seb-devi ce
100 i nt ended t osieper Bcaidbiiger MovitNsu B Lkga841ar ket may include a

transcei ver 311 designed to operate wth any of a variety of voice

comuni cati pn networrjﬁise,tr such 15 the Mobitex or DataTAC nobile data
communi cati 6n net wor ks, ANPEC! cludesppeeiprsl2, atensmifciidasntennaobid e

device 100 i nt emdSds.fuae ouserd BcAEYSARLHBY3,BRA a digital signal processor (DSP) 320.
The antennas 316 and 318 may be antenna elements of a multiple-element antenna,
and are preferably embedded antennas. However, the systems and methods described

herein are in no way restricted to a particular type of antenna, or even to wireless
20 communication devices,

The mobile device 100 is preferably a two-way communication device having
voice and data communication capabilities. Thus, for example, the mobile device 100
may communicate over a voice network, such as any of the analog or digital cellular
networks, and may also communicate over a data network. The voice and data
25 networks are depicted in FIG. 5 by the communication tower 319. These voice and
data networks may be separate communication networks using separate infrastructure,

such as base stations, network controllers, etc., or they may be integrated into a single

wireless network.

The transceiver 311 is used to communicate with the network 319, and
30 includes the receiver 312, the transmitter 314, the one or more local oscillators 313

and the DSP 320. The DSP 320 is used to send and receive signals to and from the
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configured to operate wth the GPRS data conmmuni cati on network and the GSM
voi ce conmuni cati on network. Qther types of data and voi ce networks, both
separate and integrated, may al so be utilized with a nobile device 100. 20
Dependi ng upon the type of network or networks 319, the access requirenents
for the nobile device 100 may al so vary. For exanple, in the Mbitex and
Dat aTAC data networks, nobile devices are registered on the network using
a unique identification nunmber associated with each nobile device. In GPRS

dat a net wor ks, ) t wor k ess i.s assogi.ated with a subscriber or
user of a nobile 86V¥§%§1£§M \Hi%vég?sfﬁ?té I“i?fg?mi‘”é’éfﬂit‘? s repeiigh3y i ber
i dentity nodul e ad Sk Madsminkilah. (fhe vaCHENEIRE a BmBTBRALR RPBET A% SindleM0bi |
device on a GPR% network.i L?cal %{ nor}- net wor k. communi cation functions (if
any) may be operabi-dRf PR SRR S fegiess, thina sngioloctlosdbapcd i  be

unabl e to carrybeued anyonfundtén VRS HeRVRIVG B and A MRS BE 80P Qﬂéﬁa&@@ ta
network 319, _ot H than an% | egal |y required 30 operations, such as~’ 911’
emer gency cafl i ’3{.&6}3& BHeRRCP A ePfilifet T velcneprmbaightinns aetserdaty  act i vati on
procedur es havechefihicAieiPhetashpld Hﬁen%%kiﬁyggwcﬁl%s&ﬁ%ow tc*(,;}ie SR (£nd
receive communication signals, 15 including both voice ana a?a signal s,
over the net wor&Q8ted Plapliyf dregeaseicy edtrenyonding to thetvoineand d82 hetooritsiza o,

comuni cati on NREMEKor Wi ifeiRY ecei ver. whi.ch provi des
for signal anplification, .1frlequen%?ﬂggf\%ﬁgﬁ%%%%ﬁ%%%m%%’iz?oérrup'ﬁ ?atedgtﬂ%%el
sel ection, et c.iomy tipaseeiesdl lpriog lidebawadnage DSPdROabdiheaninvprosésest. 334nal og
to 5 digital conversion of the received signal allows nore conpl ex

communi cati@n functrihe sl elisA s GoGah ki dyl.at oding to be
performed using the DSP 320, In & Si r%ﬁﬁ%glr"g?rjaighéegrc,ﬁ%?g%%ﬁg?ag‘gb"eomp%m“?
transnitted to SEREiMePWHkeveh gicamsll he deendmtinponi the taminngcativd wleatdrdoa1and

encoding, for examRhee AYbilcRvioSP - : rovided ta the
transmtter 314 for digital tgl A %gﬂt%gﬁggigq%ﬁn?%ﬁeﬁagg)%%ﬁq%%fgewce
conversion, fi I*08ienged torgeiats inatNoth smetidan anshdt ssi drclide atthes@prPBNi cat i on

Communi cat i on el < Ot pa aeh ot L5945 Blr PP BR T Lk Pt r ol
For exanpl é5 t ﬁ@%@diiwx loe Petad Agppbbikdiatacomeaninatior Adtivorks SAIRS| SDMA t he
recei ver 312 a@%ﬂ[}{',e?éi s Mt Sl o ?’n%ﬁilggé(fic%el Oﬁ?&grgcieg %!nyuse in Burope may be
configured to operate with the GPRS data communication network and the GSM
voice communication network. Other types of data and voice networks, both separate

and integrated, may also be utilized with a mobile device 100.

20 Depending upon the type of network or networks 319, the access requirements
for the mobile device 100 may also vary. For example, in the Mobitex and DataTAC
data networks, mobile devices are registered on the network using a unique
identification number associated with each mobile device. In GPRS data networks,
however, network access is associated with a subscriber or user of a mobile device. A

25 GPRS device typically requires a subscriber identity module ("SIM™"), which is
required in order to operate a mobile device on a GPRS network. Local or non-
network communication functions (if any) may be operable, without the SIM device,
but a mobile device will be unable to carry out any functions involving
communications over the data network 319, other than any legally required

30 operations, such as ‘911 emergency calling.

After any required network registration or activation procedures have been

completed, the mobile device 100 may the send and receive communication signals,
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15 control l ed through automatic gain control algorithns inplemented in the

DSP 320. O her transceiver control algorithnms could also be inplenented in
the DSP 320 in order to provide nore sophisticated control of the

transcei ver 311. The m croprocessor 338 preferably nmanages and controls the
overall operation of the nobile device 100. Many types of m croprocessors

or mcrocontrollers could 20 be used here, or, alternatively, a single DSP
320 could be used to carry out the functions of the m croprocessor 338.

communt cat | ons. Mok @30y WA ho s Ry LU Qe A7) ERB RSl By 211
Q her, -hi gh- | evalieroe dheifivodtd @mmppidionhstons, 319uedroarddo MRir&River 312,

roy 25 bo. st or oeh BRRL R Ed i Bt R A PR el BB o
m croprocessor @@l sdationxanping mal/Bo \peivid: EBEUNIIERLIcORV ARSI §aB24A MRY

provi de a high-l.evel user interface operable to transmt and recerve voice
cal s bet Weesﬂ t‘i‘\%%ﬁﬁ%fvle@lo&é)\;ﬁ?ée%‘ff sighef 2OFF Biom Gompl @ cogmEicalion ce or

dual - node devi cfesctishg stdhens deitaddncdBtiodhddl dedddiyg to HeRRridRAR £ hggtion
nodul e 324B may,.provi de.a hi h-I,ev?I user interface 30 operabl or sendi ng

and recei ving é‘%ﬁ A aSfRipr Crnggnelie o8 Hgewnitied fodke nesweikiF19 ere progebssdnat i on,
short text messag@fing @bulatidAhWBRRBEHLTBRIN S U5 YiassA oD ﬁ'ﬁ%ré”‘thgéur ality

of other data devices via the networks 319. "The’ m croprocessor 8 al so
interacts 16 W¥HiGinB tgaymite Hdendigitano anslogleoneertitre fdipslpyp 322, t he

RAM 326, the auhelsty filibi Uity §dd Ohss sy 5t i 28042l port
330, the keyboard _332n}/ 1t he s e%ker n334, t%@”ﬁ?‘%&oﬁ%@ﬁ%@%‘%@?‘ﬁ‘g work
short-range coriifipdkaansmga dlfhsyst em 340 and any ot her device subsystens

general ly designated as 342. 5 Sone of the subsystens shown in FIG 5

per f orm conmuni cat i H{hﬂﬂﬁibﬁ'&&ﬂocé@ﬂﬁ,@Eﬂegﬂﬁlmum%(tﬁ?%%rﬁ Nl [%ibf%)satls%m nmay
a )

provide "resident” or on-device functions. Nota sonme subsystens, such
as the keyboar Broislos 105 franssa vericopiraly Fg zxamply. the zais éayelsfappliddde h

comuni cat i on- ghakaehtbl Bighii® Rohe S e2H 280k eitﬂgsx jtter-314 m ?@eaa%g%t%%y

transni ssion over a data conmmunication nétwork, and devi ce-r esi
functions Suchcopgrobied trough supmetis gair cangrokal porghme immithentedDAh¢ PEB 3B@nct i ons.

Oper at ing syst@MeSIWRlE 3R bl JLGTARLORSSSAL 338 4 SpRRSLEL abl ¥
stored in a persistent store sﬁ%ﬁnas ﬁ?)lrlll-ﬁ\?%ﬁrgtgf?%erﬁﬁ%‘gi}l%?E%%ﬁgm
non-vol ati| e orderto provide more sophisticated control of the transceiver 311,

The microprocessor 338 preferably manages and controls the overall operation
of the mobile device 100. Many types of microprocessors or microcontrollers could
20 be used here, or, alternatively, a single DSP 320 could be used to carry out the
functions of the microprocessor 338. Low-level communication functions, including
at least data and voice communications, are performed through the DSP 320 in the
transceiver 311. Other, high-level communication applications, such as a voice
communication application 324A, and a data communication application 324B may
25  bestored in the non-volatile memory 324 for execution by the microprocessor 338.
For example, the voice communication module 324A may provide a high-level user
mterface operable to transmit and receive voice calls between the mobile device 100
and a plurality of other voice or dual-mode devices via the network 319. Similarly,
the data communication module 324B may provide a high-level user interface
30 operable for sending and receiving data, such as e-mail messages, files, organizer
information, short text messages, etc., between the mobile device 100 and a plurality

of other data devices via the networks 319. The microprocessor 338 also interacts
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menory 324 may be inplenented, for exanple, as a Flash nenory conponent, or
as battery backed-up RAM In addition to the operating system which
controls |l owlevel 15 functions of the nobile device 310, the non-volatile
menory 324 includes a plurality of software nodul es 324A-324N t hat can be
executed by the m croprocessor 338 (and/or the DSP 320), including a voice
comuni cation nodul e 324A, a data comuni cati on nodul e 324B, and a
plurality of other operational nodules 324N for carrying out a plurality

of other funct] & %E eIT @e%?c%ls%géil%n%? s@%heatsefﬁ(ee(ﬁkgalﬁ%ﬁ?thtg%ﬁ%?«@j&g%lapﬁl?d%esS.Or 338

and provide a F\Vilg eve ace between use t he e ‘device
100. Thi s i nt efnpag@iiuy (di@esubsysiens 308lake srigraptii@athe boyhoordeddt, the sincdkkad

t hrough the djsplay .322, a i.nput / out put copponent [ rough
the auxiliary %i theé‘%%f,‘)l%?%’é\?g'g%%ﬁe%‘@ ,'la%%}ecg}%é‘}unﬁi,n SaSHgSYPn {é’;)%‘g%g%%ﬁ 3236. The

oper ati ng syst gfitr &pre hitsgtenthepenaall appidneet kodd2. or nodul es, or parts
thereof, may be tenporarily loaded into a 25 volatile store, such as RAM

220 o At er ober g o SR kST e SR AL SN anal < ey

al so be te er manen witing themto
a file system fuaeahedvlicfeadother Sibsisenis nsdygrevideidhsidmt’t dren-devas funwdomsr y 324,

An exenpl ary applj.cati on nodul e 324N t.ma | paded .on t he. mobi,l e 30
devi ce 100 is IQO%@VS??W&IS“?W#WW%H? tﬁ%hlgeé'a‘éarrg(?’?fW}dotgfjgﬁsiﬂg%l%?%w%?%‘i}slegi ng
PDA functi onafol both cSHEInRSiRaLRRAIFInEYR) iich 28 PRt ARt messagedot ask i tens.
This nodule 324N may al so jnteract wiith the voice comupi cation nodul e
324A for managfangmisyion GHEAlalpomanunicgticnnsiyprkgandgeyice s nh’%{"}téﬂn%u nt er act

with the dafa SOMERBERE @8 1iTeAsthe: FDK (PR Tagiiogs. e- i | communi cations and
other data transm ssions. Alternatively, all of the functionality of the

voi ce conmuni cati on_nodul e 324A and thE ﬂ%ta communi catj.on go_%jjl e 324B may
be integrated i nt o QRSELPE RYSEEYEATEVareusef 8y FRGTIGEIPEISFTSET o P 334 pr ef er abl y

al so provi des g@orkd it eySk@MsbR sublagd dont vl il Shenages2af T Mndalaild t ens on t he
device. The PIM application preferably incl udesF the ability to send and

recei ve data iTREREY 33 pREPe fyplpnened Orgrapplecs s UMb ey SPPRP PR Vi ce and

data communi caf}0f IR BA4R addRiBE B thY bperhin® Whte G8%h chRfMIKSIeBL9. The
PIMdata itens arée preferably seam essly integrated, sync r(geniz d 10 and

updat ed, visa tiectight &f teemobidt daicr $18 1o N YHatHe BGRPESHIHBIHES ¢ Wty gat a
I tens of software modules 324A-324N that can be executed by the microprocessor 338
(and/or the DSP 320), including a voice communication module 324 A, a data
communication module 324B, and a plurality of other operational modules 324N for
carrying out a plurality of other functions. These modules are executed by the
20  microprocessor 338 and provide a high-level interface between a user and the mobile
device 100. This interface typically includes a graphical component provided through
the display 322, and an input/output component provided through the auxiliary I/O
328, keyboard 332, speaker 334, and microphone 336. The operating system, specific
device applications or modules, or parts thereof, may be temporarily loaded into a
25  volatile store, such as RAM 326 for faster operation. Moreover, received
communication signals may also be temporarily stored to RAM 326, before

permanently writing them to a file system located in a persistent store such as the

Flash memory 324.

An exemplary application module 324N that may be loaded onto the mobile
30  device 100 is a personal information manager (PIM) application providing PDA
functionality, such as calendar events, appoiniments, and task items. This module

324N may also interact with the voice communication module 324A. for managing

17



stored or associated with a host conputer system thereby creating a
mrrored system for data itens associated with a particul ar user. Context
obj ects representing at |least partially decoded data itens, as well as
fully decoded data itens, are preferably stored on the nobile device 100 in
a volatile., 15 and non-persistent store such as the RAM 326. Such
information may i nstead be stored in the non-volatile nmenory 324, for
exanpl e, when storage intervals are relatively short, such that the
information is f enoy,

Menn on_aft er,
st orage of thi& Ci“ﬁfcﬁlfsnﬁ‘fl alilfg;ettch %&W@lﬁ m?erlacéilvétlthﬁlé?&atté){ Atile an%
non- per si st ent nﬁ)ﬂﬂéﬁorm&nﬁglﬁé efictominfundtens dho othesdatetiedsatisstdne i nf or mati on
is erased from 20 ile device 100.] oses
prevents an un H@P?B%éﬂggéFﬁﬁwﬁwgﬁgﬁﬂﬁg WFﬂﬁxﬁﬁvﬂg?gP%algecog4ﬁl
partial |y decoggdairb@miBichsh Ryduld SRmBwhaghSinfeartsdyinohhoPiM ortdtlke nobil e
devi ce 100, for exanple. The nobile device 100 may be nanually synchroni zed

Soupl o5 thes seri al Trehaabfemey S biiuina-beortid b e SEnE ser tar "port
of a conputer gygitLMi@hgde/PIREdatdHi@nS@ thableypar ThS8BDA lapghcailmrplbfélahbed to
enabl e a user to set_ preferences througg an ex%gﬁa%J %élce or . spftma e
appl i cation, ofchigesdburhigdo srAerd HspY ﬁ?ﬁﬁﬁs Jtseld I G umction
installation. s Mc@%ﬁh %Mr@ﬁdm@eﬁioh iGR1ed 82445, 8X24BOvik dedridglessncr ypt i on

key onto the device, whi is a nore secure method than exchan
encryption i nfestwerss 3H. i PaPﬂﬂ@a@GteWS e regfsraplyrsgpriessh wlegr *H'fcﬁ FW&E@E&F%

ot her wi reg, doypl D3tNRe TR LRI S8 with a bhtespdRdih @etdﬁ&it@ﬁexﬂ@o in
addi tion tg)orﬁpﬁggggd él ehe gerlal port Béoa'ForIgga t ﬁgSB port

woul d provi de gered pt aspdoised wish ahest RPIPRHERSYEED H}fé@ymﬁawi% S 18

Addi tional ap Lan (&P wAR 4 NafRY 2D et 0O2ded onto the nobile device
100 t hrough tﬁ%kﬁg%ﬁor %%% wﬁﬁ E%h an aSX|I|ary /0O subsysten1328

t hrough the serial port 330, through the shart-range nnunlcatlf
subsyst em 340, or ﬁkm&ugﬁme%mymﬁﬁﬁﬁmg§U¢@%B$Bﬂ§ubsy§¥%§¢§%?“ a8l st al 17ed

by a user in tfg, Pfeaaéfcp&a@atftén% EfefHPéfxrabl% BRdi S thRAMbAR Bevi@UM ifi b &Xlabliel i ty in

application installation i|ncréases functionality of the nDblle devi ce
100 and nalp prmunderpemwwntsé@e@ndw\m%AMﬁ%ﬁlém@forwﬁ%ﬁﬁa&&tsreaﬁ fel at ed

functions, or Bothy, FOfaL%d %m!a Erenr R4S or QQmm@'v@%'s%ag%n%h@@tat@ns Ry
enabl e el ectronl ¢ connerce functio
relatively short, such that the information is 1emovcd from memory soon after it is
stored. However, storage of this information in the RAM 326 or another volatile and
non-persistent store is preferred, in order to ensure that the information is erased from
20  memory when the mobile device 100 loses power. This prevents an unauthorized
party from obtaining any stored decoded or partially decoded information by

removing a memory chip from the mobile device 109, for example.

The mobile device 100 may be manually synchronized with a host system by

placing the device 100 in an interface cradle, which couples the serial port 330 of the

25  mobile device 100 to the serial port of a computer system or device. The serial port
330 may also be used to enable a user to set preferences through an external device or
software application, or to download other application modules 324N for installation.
This wired download path may be used to load an encryption key onto the device,
which is a more secure method than exchanging encryption information via the

30  wireless network 319, Interfaces for other wired download paths may be provided in
the mobile device 100, in addition fo or instead of the serial port 330. For example, a

USB port would provide an interface to a similarly equipped personal computer.
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such financial transactions to be performed using the nobile device 100. 10
When the nobile device 100 is operating in a data communi cati on node, a
recei ved signal, such as a text message or a web page downl oad, is
processed by the transceiver nodule 311 and provided to the m croprocessor
338, which preferably further processes the received signal in multiple
stages as descri bed above, for eventual output to the display 322, or,
alternatively, to an auxiliary 1/0 device 328. A 15 user of nobile device

100 may al so conposesdaicaal alpﬁﬁf&lﬁoﬁ Hﬁ)ﬁu@:e‘?ﬁnmh bﬂ%ﬁ&e%%%?o thﬁ&%%ﬁaﬂgd%/?&ai d

keyboard 332, which is Pref erably a conpl ete al phanuneric keyboar

Eut bi n Ej he Q/\Eiﬂ?t%rgzghetge E‘Pf’t"ﬁli#tlﬂ{éﬁidhlﬁégz@tha@r}fﬂf/osngbtemg&zaj ljspi‘mglyﬂ%r |t ct
eyboards sucheag tHh8s ORAK. .al.s0 use er input to
the nobile device p100‘|’s ?u%%}her enﬁ%c‘g{)& vvlgl}l%atl nspﬁuﬁ%squ?ﬂﬁoprmﬁi ary
|/ O devi ces 3280 airrvitaly sut@ystene Bddlend inskilabwheeder inthehogleslhigle metory
touchpad, asvarg ] 4a-r ocker. i.nput itch, etc. The conposed
data itens i npg’!t2 Q%Rtj&&&eﬁa&é té?&(rarf;eﬁﬂbt%%tg A %%’1’1"?"505}&1&1%1{%@‘8“ Bvespses e

communi cat i on Hetcliordisy &1 mblild devick 1 ah seEinyepronidd ghiendddlon-dea t he nobil e
device 100 is .at | in.a voi ce cqonmuni cati on_node, the overall

operati on of t%l%%&rrg 3 03“%%1%}?3&18“?@&‘5@3‘&%?&%%ﬂ'ﬁl%?f)ma&p % 8°%¥ffe data node,
except 25 thatommoeicatied applipatitis rasecnpble bR Y chemads BitidR LAy speaker
334 and voi ce sicgq{al ) r transm ssion are generated by a m crophone 336.

f r
P TP fepaghians e E%EVE‘F@F:‘SPS‘%@H mpbile dGEsec0message

Al ternative voiC
recordi ng subsystem nay also be inplenented on the nobile device 100.

Al t hough vé?ce or aWdeothsingibie dewtelun is SpapitRizes abh coEmAmRidSheE, primarily
through the spgaker, 334, the display 322 may al so be used to 30 provide an
i ndi cation of t eeﬁ?ddgé%a}’ts'gl/&cﬁs aée’géirf%?aﬁaOb%l?’gli/%’a&elﬁ]\@w&@ﬁ%ﬂi‘ BivcespeddRibE ce
call, or ot hetransoiice nwdble 31 ehid pdvided &F thedni @Bpro&eRfor 838 pbRGbly

m croprocessor@é& in _c&\}gj unction wiith the voice conmuni cation rodul e and
t he operating TAMEEFT WEreee1ved signy) iyapliple tiagss apdaseibaddbes farcat i on

i nfor mati on ofevamuilReqmt PGy Gksiey 82, br anéi-n&h%fa), &an aiu?mfaﬂzdﬁdﬂ%eﬁhéﬁsaé 322. A
e no

short-ran eS communi cat.i Qns subsystem 340 is a So included in't ile
devi ce 100'° THEYS &‘fbgﬁéﬁil%%’&"rm%b’ Hegompesedpts igmn et ad evngbmesseeeassoci at ed

5 circuits andisB@URORSHEEd 39, whicHO bletdrAOE (RE IERINLGAL QR ﬁ@a&’&’ia%f such as
a Bluetoothnt npdul e_or an .11 nodul e, for example, to p?'ow de Tor
conmuni cat | on eutinthe QWERTY style, although other styles of complete alphanumeric keyboards
such as the known DVORAK style may also be used. User input to the mobile device
100 is further enhanced with a plurality of auxiliary /O devices 328, which may
20 include a thumbwheel input device, a touchpad, a variety of switches, a rocker input
switch, ete. The composed data items input by the user may then be transmitted over

the communication networks 319 via the transceiver module 311.

When the mobile device 100 is operating in a voice communication mode, the

overall operation of the mobile device is substantially similar to the data mode, except

25 that received signals are preferably be output to the speaker 334 and voice signals for
transmisston are gencrated by a microphone 336. Alternative voice or audio I/O
subsystems, such as a voice message recording subsystem, may also be implemented
on the mobile device 100. Although voice or audio signal output is preferably
accomplished primarily through the speaker 334, the display 322 may also be used to

30 provide an indication of the identity of a calling party, the duration of a voice call, or
other voice call related information. For example, the microprocessor 338, in

conjunction with the voice communication module and the operating system sofiware,
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with simlarly-enabled systens and devices. Those skilled in the art wl|
appreciate that "Bluetooth" and "802.11" refer to sets of specifications,
avai lable fromthe |Institute of Electrical and El ectroni cs Engi neers,
relating to wirel ess personal area 10 networks and wirel ess | ocal area
net wor ks, respectively. The systens' and nethods' data nay be stored in one
or nore data stores. The data stores can be of many different types of
storage devi ces and programm ng constructs, such as RAM ROM Fl ash
menory, progranming, data ructures, .programmjng variables, etc. It is
noted that data &t et ﬁt}}%é{}e&é{eﬁﬁ%@"? '%pgomandg@npﬁg 1% et Aisibyand
storing data ir;m&a&abggg;;szprograrm, menory, or other conputer- readable
media for use by a conputer program The systens and net hods may be

provided on many different types of conputer-readable nmedia including
conputer storage me T PHEC CRMyUIICHED Sy“ﬁ‘?éﬁ@ﬁ 0 1pgiNedrip Herinefilsor y

conputer’s har dictits Y60, eQubsybtBa346 @il ddhdeNf iAMEEd QRitedBd habcikiee | N
execution b% a praqocessor to performthe nethods' operations and inpl enent

the systems desEftiisand RIPRANADIS T @ sefhriige RY compuiiatia medile wenes Aodul es,
functions and daddoct™MUsddMlEs an%@%ﬂ hase] | f&!aﬁlpﬁﬂ!?y% Jin‘gviQQ ARG ERndhiget Ly

or indirectly to each other in order to allow the flow of data needed for
thei r operat i offgth sppilary-eapkied sitsteens epthdevieesndbiefieskidled 2ethp pd et gpmrediaie| udes

but is not li Wﬁa@%lﬁ&o&?mg}ié“%ﬁ.l Berbhads rgé&ﬁ%oﬁs 2\%% 3 @RET ati on,

and can be inplenented for exanple as a subroutine unit code, or as a
sof t war e funct lwhtumetitletricabers Elevtroniss Engiobjre celatiegstoiwirekms phjeet aerer i ent ed
paradi gm , (9r S et L, 1 i, pt | anguage, or as

anot her tyrl)g OPQCS%@pﬁﬁcg‘?h?tgﬁe@éal%a%tg/igﬁn%g}eﬁ%cg%%ystem for authenticating
a requesting device (35) by an authenticating device (100), the system
conprising: a chal | Bitgestgesend mesthods’elptayast bresterad fremeios atirndptagvicee ( 100)
for generatingrge g42, §hal L& ' ' 1 f asmitting
chal  enge to the request!l;ngggyg\r/r?agggg ggg%@?ﬁ%@ﬁ%é‘%\%ﬁ{gd%“rd g‘%%%é%%gg]the
chal | enge fr oneanblsucise speb st RQ.AROMe BlagisBpmotyhprogespoing data sompuresi ng a

requesting pasgyord GRACTARbRE S INY nBrch B EE LA nGACEXBIIBERY for biGn
15 organizing and storing data in databases, programs, memory, or other computer-

readable media for use by a computer program.

The systems and methods may be provided on many different types of
computer-readable media including computer storage mechanisms (e.g., CD-ROM,
diskette, RAM, flash memory, computer’s hard drive, etc.) that contain instructions

20  for use in execution by a processor to perform the methods’ operations and implement

the systems described herein.

The computer components, software modules, funciions and data structures
described herein may be connected directly or indirectly to each other in order to
allow the flow of data needed for their operations. Itis also noted that a module or

25 processor includes but is not limited to a unit of code that performs a software
operation, and can be implemented for example as a subroutine unit of code, oras a
software function unit of code, or as an object (as in an object-oriented paradigm), or

as an applet, or in a computer script language, or as another type of computer code,

20



requesting encryption key conprising a hash of a conbination of the
chal l enge and a hash 10 of the requesting password; the authenticating
device (100) conprising a chall enge generator for generating the

chal | enge; a hash generator for generating an authenticating encryption key
by hashing a conbination of the challenge and a hash of a predeterm ned
password; 15 a decryptor for decrypting the encrypted requesting password
using the authenticating encryption key to obtain a decrypted response;
and a conmpar@,fifs.f or conparing a hash of the decrypted response with the
hash of the “predeterm ned password, whereby if the hash of the decrypted
response matiches A bgstdrnaddr autifentibaingrenqtating dedcp&ss wyrd autheetizagigpdsticng
device is a Egﬁn%%cated. 20 2. The systemof claim1, wherein the challenge
generated b e ERET PTG PYEWEr ator - is a random or pseudo- r andom nunber .

3. The system of claiiggk cigéher(é{cﬁ‘iuﬁédzby M@%ﬁﬁieﬂtiédﬁ%g@i@mm@@tfézcgbﬁeﬂaiiﬁgag} 70)

is further 25 configured to receive an authentication request fromthe

requesti g déellege(35). 4. The systemof any one of claims 1 to 3, further

conprising an authentication t.l for. I ndi.cati whe r . .
authent i cat g adRun il Pis hul fra Bl AR PRINE T e ablRaing daripe 09
password. 3@ndiledzividy fMBdsPOthefto theadhiahenplel fEah ki ve@lestng deestisngheépese( 35)
by an authenticating device (100), the requesting device (35)_ and the
authenticatPﬁ@wﬁéﬁgééewﬁﬁb9gEﬁ@ﬁoﬁéﬂﬁﬁﬂ“%b@¥%&?U%W?%Uﬁ%WPV@BH@k%%ém%-may

hash ti : ca key- 0t i i
nathent: cat b elth G fiflshked buBr SR BIROr COSAURAAT o BPERAchERand D |

5 by applyi ngthehreqitashg ppawatd;on to the defined password, the
aut henti cati ng devi ce, (100 elnglégither.o era%ﬂye to carry. out

a .
cey- based decr y ptiorBBEraETese o ARKSPRISHE 41 EaEe GBESIHaar s igdne
encryption Qpal&kgk.on, the nmethod conprising the steps of the
authenticating device: detennining and transmtting a challenge to the
requesting devi ce hagbpsnetfor B gbwvirnin g Beipotiseify awr ytienkey by dnshieg devi ce
(35), ther coRBatorn relc]%!dlrl]%g% and a hash of a predetermined password,;
15 a decryptor for decrypting the encrypted requesting password using the
authenticating encryption key to obtain a decrypted response; and
a comparator for comparing a hash of the decrypted response with the hash of the
predetermined password, whereby if the hash of the decrypted response matches the hash
of the predetermined password, the requesting device is authenticated.
20
2. The system of claim 1, wherein the challenge generated by the challenge generator

is a random or pseudo-random number.

3. The system of claim 1 or claim 2, wherein the communications link (70) is further

25  configured to receive an authentication request from the requesting device (35).

4. The system of any one of claims 1 to 3, further comprising an authentication flag
for indicating whether the authenticating device (100) has been secured with the
predetermined password.

30
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requesting encryption key determ ned by carrying out the hash operation on
a conbination of the challenge and a hash of a received user password, the
hash being defined by carrying out the hash operation on the received user
password, defining an authenticating encryption key by carrying out the
hash operation on a 15 conbination of the challenge and the hash of the
defi ned password; using the authenticating encryption key in the decryption
operation to decrypt the response to obtain a decrypted user password and
carrying outs the per at | : r swor d;
and conpari r?g théﬂp ﬁlggh%g?p%ﬁge@g%%%%eﬂ‘g%}lh gg‘g\%g%@&\’? 9 Hlétﬁ é"“ﬁ‘g"‘?ﬁ\égf t he
defined 20 dpass(diOy thorautsimgtdecat €3 1)adtegueakdntiegtieddvie (Wb@neathéeing
conpari son indjgates a match. 6. The nmethod of claim5 Lur her, conpri sing
the step of “PHETUIHEHYI WAL ORE HeNaeoPEieR) 21ddp v§TY BT Y %W‘é‘?f@@&n‘a fron

password to ogé’fafié(n,%@ aRREIRAIANEAIE: (106) ﬁé‘ﬁiﬁ}?é‘B&s‘ﬁ%ﬁa%ﬁn&??&s@@ordzérén%l?atezi-
The nmethod of claim5 in which the authenticating device (100) is a

wi rel essS h&ndhelythedbe hadh apsthtiohdo tlegledioed nessved, tee {@ENticsting dryddet(dR0)

conmputer and in ich th ut hentication of . the requestin Vi c 3 S
Fequi red o srR A€ ek i RGN 6y PhedlussBRepRanerbe BuBRint it

devi ce and bbRiregques tHen@cAPYibs 8peihtién, MRS Mothofl LbiPEEIng RIS Fithg the step
of receiving fromthe requesting device a connection request prior to the

aut hent i cat PRgeisaiiegdeMe®r ni ning and transmitting a chall enge and in which

the step of co ANl . r . Mth the
hashof the def i hag T Rutl iRl fint ISRV R BF ARl RPERIRY o)
aut hent i€at e t herdcenyiress resgorde\frone thatrequestieg dhash(364, thhespace yphersingear

password does not natch t hg hash of the defined 1aafswor d. 10 8. The .net hod
of any one BIUUETEEAECEPHEN ey (Feipnehy RATHRS BUGC R RFFHIOR ANy nation

devi ce (100)r@el-841MEnBE A8 & hGiipbd %Q&vf@%% b§s%§ro¥&] SRR b@fng%ﬁﬁé@!é' ng a
d e 15 d of

random nunber to be used as the chall enge: 9. The neth any one of
cl ai ns 5 toc8ryihgiovtitbe hahmperaiongnttherdcnived aberphsywond, t he aut henticating

and cartying out WHHNGE AGHFT GaET RSP e G EERT Ty i RoPaTtReT ded
flag isiset cofibiblion of the challenge and the hash of the defined password;
using the authenticating encryption key in the decryption operation to decrypt the
response to obtain a decrypted user password and carrying out the one-way hash operation
on the decrypted user password; and
comparing the hash of the decrypted user password with the hash of the defined

20 password to authenticate the requesting device when the comparison indicates a match.

6. The method of claim 5 further comprising the step of the authenticating device
(100) using the decrypted user password to carry out operations on the authenticating
device.

25
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aut henticating device to indicate that the authenticating device has been
secured with the defined password. 20 10. A conputer program product for
aut henti cati on of a requesting device (35) by an authenticating device
(100), the requesting device and the authenticating device each being
operative to carry out a one-way hash operation and to carry out a
key-based encryption operation, the authenticating device storing a hash
of a defined password 25 generated by applying the hash operation to the

carry out o Koy BaEa R e e PR LAk, o ned
from t he enbaygteddevigemdithomquedimgclonipat3s) ipes dgvkion propluetandonphiigi thg  a
comuter 1 eadils T M erbod! 06, CodS Teans, Lo, LR TELLNG, Wenyy n on
to 9. 23 between the wireless handheld device and the requesting device, the method further
5  comprising the step of receiving from the requesting device a connection request prior to

the authenticating device determining and transmitting a challenge and in which the step

of comparing the hash of the decrypted user password with the hash of the defined

password comprises the step of refusing to authenticate the requesting device when the

hash of the decrypted user password does not match the hash of the defined password.

10
8. The method of any one of claims 5 to 7, in which the step of the authenticating

device (100) determining a challenge comprises the step of generating a random number

to be used as the challenge.

I5s 9. The method of any one of claims 5 to 8, further comprising the initial step of the
authenticating device (100) receiving from the requesting device (35) a connection request
and carrying out the authentication of the requesting device if a defined flag is set on the
authenticating device to indicate that the authenticating device has been secured with the
defined password.

20
10. A computer program product for authentication of a requesting device (35) by an
authenticating device (100), the requesting device and the authenticating device each
being operative to carry out a one-way hash operation and to carry out a key-based
encryption operation, the authenticating device storing a hash of a defined password

25  generated by applying the hash operation to the defined password, the authenticating
device being further operative to carry out a key-based decryption operation for decrypting
values obtained from the encryption operation, the computer program product comprising
a computer readable medium embodying code means for implementing when run on a

computer in said authenticating device the method of any one of claims 5 to 9.
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