1 Method and device for detecting congestion on a transmission link  The present invention
concerns the field of the detection of congestion on a transmission link in a communication network.
Modern communication networks consist of a plurality of communication nodes 5 connected together
by communication links. These communication nodes coqprise terminal equipment such as computer
stations, mobile communication terminals or application servers. These nodes also comprise
intermediate equipment such as relays, and routers that serve for interconnecting and routing the data
traffic between the terminal equipment. 10The communication links are based on highly diverse
physical transmission technologies. Cable technologies such as optical fibre, Ethernet links or the like
and radio technologies according to a wide range of protocols such as WiFi, WiMax, satellite links or
the like can be cited. Each of these technologies leads to different properties concerning the
transmission channel used both in terms of available 15bandwidth, error rate or variability of this
available bandwidth. At the present time, the dominant technology is a packet communication
technology, typically the IP (Internet Protocol) network. 2 ~ These communication networks serve to
implement a great diversity of services, such as voice communication exchange, typically co-called
VolIP (Voice over IP) services, the broadcasting of multimedia programs, typically television services or
services giving access to radio on demand or access to data, typically access to web 5services.

Method and device for detecting congestion on atransmission link

The present invention concerns the field of the detection of congestion on a
transmission link in a communication network.
Modern communication networks consist of a plurality of communication nodes
5  connected together by communication links. These communication nodes comprise
termina equipment such as computer stations, mobile communication terminals or
application servers. These nodes aso comprise intermediate equipment such as
relays, and routers that serve for interconnecting and routing the data traffic between
the terminal equipment.

10 The communication links are based on highly diverse physical transmission
technologies. Cable technologies such as optical fibre, Ethernet links or the like and
radio technologies according to a wide range of protocols such as WiFi, WiMax,
satellite links or the like can be cited. Each of these technologies leads to different
properties concerning the transmission channel used both in terms of available

15  bandwidth, error rate or variability of this available bandwidth. At the present time,
the dominant technology is a packet communication technology, typically the IP
(Internet Protocol) network.



These applications have bandwidth requirements, and a latency that depends on the application.
Packet transfer networks do not historically guarantee a given bandwidth or latency to a particular
service. On the other hand, circuit communication networks are based on the establishment of a
communication circuit 10 between the communicating ensl equipment that guarantees a bandwidth
and latency between these items of equipment as soon as the circuit is established. One example of
such circuit networks is the switched telephone network.  To allow the development of services
having constrained requirements in terms of bandwidth and/or latency on packet communication
networks, a set of technologies 15 have been developed and are known by the term QOS (Quality Of
Service). These technologies are based on the definition of a set of service categories according to the
communication constraigts. The netwoark is partitioned into. domains applying, a.quali %zservice
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packets with the lowest priority and favour the transmission of the packets belonging
to the data streams with the highest priorities.

25 The physical links that are the most tricky to manage are radio links. A
bidirectional radio communication link is typicaly implemented by two
monodirectional radio links, each monodirectional link using a particular frequency or
frequency range. These radio links are subject to high variations in their bandwidth
according to their environment, and are subjected to attenuation, interference or the

30 likethat dynamically degrades their transmission capacities.

Radio adaptation mechanisms known as radio link adaptation have been
developed. These mechanisms generally function at the physical link or the MAC
(Media Access Control) layer. These mechanisms have a rapid reaction time and are
not linked to the application level quality of service mechanisms. In particular it isnot



15The invention concerns a method of detecting the congestion on a transmission link, the
transmission link comprising two ends, one or more items of so-called terminal equipment or nodes
being connected to each end, at least one end comprising only one item of equipment, which
comprises a step of determining a computing period; a stgp of determining a master and one or more
slaves among the equipment 20 connected to the ends of the transmission link, the master always
being the single item of equipment at one end of the link; a step of computing by each item of
equipment the data rate sent or received during each period in the application layer of said equipment;
a step of sending, at the end of each period, a request by the master intended for the slave or slaves
comprising the rate calculated by the master for the 25 previous period in the form of a message in
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15 The invention concerns a method of detecting the congestion on a transmission
link, the transmission link comprising two ends, one or more items of so-caled
terminal equipment or nodes being connected to each end, at |east one end comprising
only one item of equipment, which comprises a step of determining a computing
period; a step of determining a master and one or more slaves among the equipment

20  connected to the ends of the transmission link, the master always being the single item
of equipment at one end of the link; a step of computing by each item of equipment
the data rate sent or received during each period in the application layer of said
equipment; a step of sending, at the end of each period, a request by the master
intended for the slave or slaves comprising the rate calculated by the master for the

25 previous period in the form of a message in the application layer; a step of comparing,
in the application layer, the rates sent and received at the two ends of the link and a
step of determining, in the application layer, congestion when the rate received at one
of the endsisless than the rate sent at the other end.

According to a particular embodiment of the invention, the method also

30 comprises a step of sending, by each dlave, when the request is received from the
master, aresponse including the rate sent or received by said slave during the previous
period in the form of amessage in the application layer.



The invention also concerns a method of managing the quality of service, characterised in that it
comprises a step of determining the admission of the services at the boundaries of a quality of service
domain according to a determination of the 20congestion of at least one link as described previously.
The invention also concerns an item of equipment connegted to one end of a transmission link, a
computing period being defined, which comprises, within the application layer, means for calculating
the data rate sent or received during each period; means for sending, at the end of each period, a
request intended for the item or 25 items of equipment connected to the other end of the link,
comprising the rate calculated for the previous period; means for comparing, in the application layer,
the rates sent and received at the two ends of the link and means for determining congestion when the
rate received at the on%\%g (t)rrlgel ends isé1 lesstfgﬁg\r theemrg(ggi rsneerllﬁ a(t) fthﬁ] gttmar e%ﬂ%‘n3%he rrf]e tu&es of the
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in the application layer.
10 According to a particular embodiment of the invention, the method also

comprises a step of calculating the round trip time when a response is received by the
master or an acknowledgement message by a slave, a gradua extension of this time
making it possible to predict a congestion.

According to a particular embodiment of the invention, the method also

15 comprises a step of detecting the loss of an intermediate link when there still exists a
path between the sender and the receiver by a sudden extension of the round trip time.

The invention also concerns a method of managing the quality of service,
characterised in that it comprises a step of determining the admission of the services at
the boundaries of a quality of service domain according to a determination of the

20 congestion of at least one link as described previously.

The invention also concerns an item of equipment connected to one end of a
transmission link, a computing period being defined, which comprises, within the
application layer, means for calculating the data rate sent or received during each
period; means for sending, at the end of each period, arequest intended for the item or

25 items of equipment connected to the other end of the link, comprising the rate
calculated for the previous period; means for comparing, in the application layer, the
rates sent and received at the two ends of the link and means for determining
congestion when the rate received at the one of the endsis less than the rate sent at the
other end.

30 The features of the invention mentioned above, as well as others, will emerge
more clearly from areading of the following description of an example embodiment,
said description being given in relation to the accompanying drawings, anong which:

Fig. 1 illustrates the general architecture of an example embodiment of the
invention.



Fig. 1 illustrates the general architecture of a transmission by satellite. Typically an item of equipment
1.1 sends streams corresponding to one or more services to one or more items of terminal equipment
1.3, 1.4 and 1.5. The transmission is relayed by a satellite 1.2. This type of transmission has the
following 15 features. The transmission takes place by radio, and the transmission channel is
therefore subject to interference due among other things to the weather. The available bandwidth is
therefore variable over time.  This transmission often involves equipment of the network head type,
here the equipment 1.1, and a variable number of items of terminal equipment. There is 20 therefore a
communication from one to several and in return communication from several to one. However, the
case of a single sender and single receiver is also normal. The case of one to several and even in
retum from one to sevegalis giso norial. Te.goncern, s mote paiedan witLihe, wapsmission of
services over the 25 satéllite linK. These s€rvices have different properties. Some services have a
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therefore subject to interference due among other things to the weather. The available

bandwidth is therefore variable over time.
This transmission often involves equipment of the network head type, here the
equipment 1.1, and a variable number of items of termina equipment. There is
20 therefore a communication from one to several and in return communication from
several to one. However, the case of a single sender and single receiver is aso
normal. The case of one to severa and even in return from one to severa is also
normal.

The concern is more particularly with the transmission of services over the
25 saelite link. These services have different properties. Some services have a
requirement of a guarantee of available bandwidth. The examples of voice exchanges
over |P, services emulating the establishment of a circuit such as tel egphone exchanges,
or the broadcasting of encoded video programmes at constant rate or not can be cited.
All these services are rea time and will cease to function as soon as the available

30  bandwidth becomes less than the necessary bandwidth.
These services are admitted or not at the input of the quality of service domain
according to the available bandwidth. This calculation of the bandwidth is based on a
theoretical capacity of the transmission link. When the transmission channel is



15 lower layer responsible for controlling access to the link 2 2 and 2.5, the MAC layer. The latter then
passes the data packets to the physical layer 2.3 and 2.4, which effects the physical exchange of the
data over the link. Optionally intermediate equipment such as relays or routers act in addition to the
MAC level and the physical level between the terminal eguipment. These intermediate items of
equipment are invisible 20 to the application layer. We therefore have a link at the application level,
congestion on which it is sought to detect, and equipment connected to the ends of this link at the
application level. This link at the application level can be composed of one or more links at the MAC or
physical level connected by intermediate items of equipment that do not interact with the application
layer. 25Mechanisms for managing the quality of service, including in particular the policy for
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application level. Thislink at the application level can be composed of one or more

links at the MAC or physical level connected by intermediate items of equipment that

do not interact with the application layer.

25 Mechanisms for managing the quality of service, including in particular the
policy for admission of a new service at the boundaries of the quality of service
domain, are typically implemented in the application layer. For example, when a new
telephone communication is established, it is there that a decision is taken to admit the
communication or not depending on the theoretical capacities of the links involved in

30 the communication. The same applies to a request from terminal equipment for the
broadcasting of a real-time multimedia service such as the vision of a video.

The invention is based on an exchange of messages between a sender and a
receiver, one sender and severa receivers or several senders and one receiver. These
items of equipment are connected at the ends of a transmission channel. This is



25 acknowledgement message 3.5. By means of the rate information from the other end, the master is
in a position to carry out processing 4.11 in order to determine whether or not the link is congested.
Alternatively, this treatment can be done by the slave, which has the same information. This treatment
aims to compare the rate values and to determine a state{10f congestion when the rate received
becomes less than the rate 30 sent beyond a fixed threshold. This congestion information can then be
uploaded to the quality of service manager in order to be used advantageously in the policy for
admission of the services at the boundaries of the domain.  The request, the response and the
acknowledgement are sent in the form of messages in the application layer. 8  Advantageously, the
period 3.10 is chosen so as to be consistent with the cycles of the system managing the quality of
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is therefore done by the other end.
When the slave receives this request, it advantageously responds with a message
3.4 that includes the rate sent or received by itself during the same period. The
response is advantageously acknowledged by the master in the form of an

25  acknowledgement message 3.5. By means of the rate information from the other end,
the master is in a position to carry out processing 4.11 in order to determine whether
or not the link is congested. Alternatively, this treatment can be done by the slave,
which has the same information. This treatment aims to compare the rate values and
to determine a state of congestion when the rate received becomes less than the rate

30 sent beyond a fixed threshold. This congestion information can then be uploaded to
the quality of service manager in order to be used advantageously in the policy for
admission of the services at the boundaries of the domain.

The request, the response and the acknowledgement are sent in the form of
messages in the application layer.



9  This variant makes it possible to save on bandwidth by reducing the traffic generated by the
congestion detection protocol and enables these exchanges to be implemented as an option of an
existing protocol. On the other hand, it becomes impossible for the master to detect a loss of the
connection on the absence of a 5 response from the slage since the slave does not routinely respond
to the request messages. This is not necessarily a problem since such a loss can be detected by the
slave on the absence of cyclic messages 4.3. Likewise, the calculation of latency by calculating the
round trip time is possible only when there is congestion. Advantageously, the synchronisation
message 4.3, 4.6 can be included in the 10 message maintaining the connection (keep-alive-routing
message) of the routing protocol used, for example OSPF.  Fig. 5 illustrates an embodiment of the
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Another use of the information on the travel time is the detection of the loss of

an intermediate link when there still exists a path between the sender and the receiver.
If other paths do not exist, the two ends of the link detect the drop in the link by noting
the cessation of the exchanges. On the hand, the same does not apply in the case
where the link is not broken. This is because, if an intermediate path becomes

20 inoperational, the traffic will take a different path having a number of intermediate
links that are typically higher and therefore a greater latency whereas the rate may be
sufficient not to impact on the rate measurements. This typically results in a sudden
extension of the round trip time. Measuring the latency therefore makes it possible to
detect the occurrence of these problems. Thisis desirable since, for example, if itisa

25 case of satellite links, the stream may be caused to make two round trips as far as the
satellite, which is not always desirable from the economic point of view.

At the end of the period 3.10, the exchange of messages is reproduced
identically to the messages 3.6, 3.7 and 3.8. A break of thelink is detected by the two
ends by an interruption of these exchanges.

30 Fig. 4 illustrates a second embodiment of the invention. In this variant, it isthe
slave that compares the rate received by the master with its own rate. Aslong as the
rates correspond, it does not respond to the request 4.3. It is only when a divergence
appears between the rates that it responds to the request 4.6 with a response message
4.7, said response being acknowledged by the message 4.8.



congestion information is advantageously transmitted to the quality of service management system in
order to be used in the policy for admission of services to the boundaries of the domain.
Advantageously the same improvements on the basis of the calculation of the 5 round trip time are
here possible.  In this way it is possible to detect the cgngestion on a link with a method functioning
entirely on the layer 3 or application layer without having recourse to the physical and control layers of
the link, layers 1 and 2. This mechanism has a parameterisable reaction time typically of an order of
magnitude of seconds 10 compatible with the management of the quality of service policy of a quality
of service domain. A quality of service manager can therefore advantageously use the detection
information thus calculated in order to maintain the consistency of the service emission policy in the
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transmission link hiakirgetweeansie pompanebeevteahpoires|uiMnisntomiectish taahs lermanls b eing
direction, point to multipoint, or in the other, multipoint to point, that is to say from
15 one sender to several receivers or from severa senders to one receiver. The case of
several senders to severa receivers is excluded here. The transmission channel is
typically divided according to a time division of the TDMA (Time Division Multiple
Access) type in the case of a multipoint to point transmission connection. The links
that are studied here are typically monodirectional. These monodirectional links can
20  be combined diversely in order to constitute bidirectional links. These topologies are
to be taken into account for the admission of bidirectional services on the basis of the
detection of congestion in both directions. A bidirectional link can also consist of two
monodirectional links using the same physical link, typically the frequency, in a way
that is interleaved in time. The anaysis of a bidirectional link is therefore broken

25 downinto an analysis of congestion on monodirectional links.

The unitary end 5.1 is then designated as the master for the protocol. This
protocol is here also implemented in the application layer or layer 3 of the
transmission stack. Each of the multiple ends 5.21, 5.22 uses a slave module.

The master sends a request 5.3 to each of the slaves with its rate for the previous

30 period. Each dlave responds with a response message 5.4 containing its rate for the
previous period. Advantageously, each of the responses is acknowledged by the
master in the form of an acknowledgement message 5.5 to the slaves.

The detection of congestion is then done by the module 5.11 by the master by
comparison of its rate and the sum of the rates of the slaves. Here again the




5connected to each end, at least one end having only one item of equipment, comprising the following
steps: a step of determining a calculation period,; a step of determining a master and one or more
slaves among the items of equipment connected to the ends of the transmission link, the master
always being the 10single item of equipment at one end @f the link; a step of calculating, by each
item of equipment, the data rate sent or received during each period in the application layer of said
equipment; a step of sending, at the end of each period, a request by the master to the slave or
slaves containing the rate calculated by the master for the previous period in the 15form a message in
the application layer; a step of comparing, in the application layer, the rates sent and received at
the two ends of the link; a step of determining, in the application layer, a congestion when the rate
received at one of the en s I?srsmt an tqg raé nt att ther eﬂ Eq amod fPr detectlng
congestion in atrans% 40 accordin Xrac?gnse m c}/mprlses a

step of sending, bm@mmesmﬁewth@r Héb?lﬁ%bkﬂ\l@@ n@rﬁwﬁ@rr?@ﬂéﬂwr@s%m@ﬁ;maﬂmg
the rate sent or rebeurg&rms@am&mraaﬂmnng the previous period 25in the form of a message in the

lication | I 2,
application layer. 5?3,’ CO%# r&i%‘é%%ﬂ%%%rﬂ&%%ﬁﬁﬂ@'ﬁ%@‘df”ﬁﬁ@%%ﬂf&ﬁ%?& 32

characterlsed in that it
round trip time are here possible.

In this way it is possible to detect the congestion on a link with a method
functioning entirely on the layer 3 or application layer without having recourse to the
physical and control layers of the link, layers 1 and 2. This mechanism has a
parameterisable reaction time typically of an order of magnitude of seconds

10 compatible with the management of the quality of service policy of a quality of
service domain. A quality of service manager can therefore advantageously use the
detection information thus calculated in order to maintain the consistency of the
service emission policy in the domain. Thus the invention participates in the
maintenance of the consistency in the broadcasting of real-time services requiring a

15 constant bandwidth. It istherefore possible to cut a service and to avoid a degradation
or even a breakdown of all the services when the bandwidth of alink is degraded.

The congestion detection can be made by category of service on the basis of the
messages exchanged between the master and its slaves containing rate information by
category of service. A quality of service manager can therefore advantageously use

20 the detection information thus calculated by category of service in order to maintain
the consistency of the service admission policy in the domain. Thus the invention
participates in maintaining consistency in the broadcasting of real-time services
requiring a constant bandwidth and in the broadcasting of non-real-time services. Itis
therefore possible to cut a service, rea time or not, and to prevent degradation or even

25 abreakdown of al the services when the bandwidth of alink is degraded.

Bidirectiona communication between two nodes is based on the use of one
transmission link per direction. A detection of congestion is then made per
transmission link by a master and one or more slaves associated with this master. The
congestion information of each congestion detection is advantageously transmitted to

30 the quality of service management system in order to be used in the service admission
policy at the boundaries of the domain.



sending a message acknowledging by the master the response or responses 30received in the form of
a message in the application layer. 12 the slave also being the only one at its end of the link, the
comparing step being made by the slave, a step of sending by the slave, when the request is received
from the master, a response containing the rate sent or ggceived by said slave during the previous
period when a congestion is determined in the form of a message in the 5application layer. 5.
Method for detecting congestion on a transmission link according to one of claims 2 to 4, characterised
in that it also comprises: a step of calculating the round trip time when a response is received by
the 10 master or an acknowledgement message by a slave, a gradual extension of this time making it
possible to predict a congestion. 6. Method for detecting congestion on a transmission link
according to claim 5, characterised in that it also con&)[i??ﬁé 5- a step of detecting the loss of an
intermediate link when there still exists a path between the sénder and the receiver by a sudden
extension of the round trip time. 7. Method for managing quality of service, characterised in that it

comprises a step of determiethgdiier aiteisisigaarigis oe vices aisthedonl Nar ier abasmisdiphafnk
20service domainaceording t [pai ' n t.ange li i any
one of claims 1 to g édfgwftgnrr? gf%@%%@ﬁ%ﬁ%%@dnﬁm%é %‘%g%a%ﬁ%sﬁrﬁﬁ%%dg%bo
computing peviod %H&E@fiﬁ%d%ﬁ?ﬁfer%e%t%t%ﬁﬁ@é@, iAi¥e Aol EEMoAT|SRufPment,

comprising the following steps.
- astep of determining a calculation period;
- a step of determining a master and one or more slaves among the items of
equipment connected to the ends of the transmission link, the master always being the
10 singleitem of equipment at one end of the link;
- astep of calculating, by each item of equipment, the data rate sent or received
during each period in the application layer of said equipment;
- astep of sending, at the end of each period, arequest by the master to the slave
or slaves containing the rate calculated by the master for the previous period in the
15 form amessage in the application layer;
- astep of comparing, in the application layer, the rates sent and received at the
two ends of the link;
- a step of determining, in the application layer, a congestion when the rate
received at one of the endsisless than the rate sent at the other end.
20
2. Method for detecting congestion in a transmission link according to claim 1,
characterised in that it also comprises:
- astep of sending, by each slave, when the request is received from the master,
aresponse containing the rate sent or received by said slave during the previous period
25 intheform of amessage in the application layer.

3. Method for detecting congestion on a transmission link according to claim 2,
characterised in that it also comprises:
- sending a message acknowledging by the master the response or responses
30 received in the form of a message in the application layer.

4. Method for detecting congestion on a transmission link according to claim 1,
characterised in that it also comprises:



25- means for calculating the data rate sent or received during each period,; means for sending, at
the end of each period, a request to the item or items of equipment connected to the other end of the
link, containing the rate calculated for the previous period; means for comparing, in the
application layer, the rates sent and received at the 30t (%Iends of the links; means for determining
a congestion when the rate received at one of the ends is less than the rate sent at the other end.

- the dlave also being the only one at its end of the link, the comparing step
being made by the dlave, a step of sending by the slave, when the request is received
from the master, a response containing the rate sent or received by said slave during
the previous period when a congestion is determined in the form of a message in the

5 application layer.

5. Method for detecting congestion on a transmission link according to one of
claims 2 to 4, characterised in that it also comprises:
- a step of calculating the round trip time when a response is received by the
10 master or an acknowledgement message by a slave, a gradua extension of this time
making it possible to predict a congestion.

6. Method for detecting congestion on a transmission link according to claim 5,
characterised in that it also comprises:
15 - astep of detecting the loss of an intermediate link when there still exists a path
between the sender and the receiver by a sudden extension of the round trip time.

7. Method for managing quality of service, characterised in that it comprises a

step of determining the admission of the services at the boundaries of a quality of

20 service domain according to a determination of the congestion on at least one link
according to any one of claims 1 to 6.

8. Item of equipment connected to one end of a transmission link, a computing

period being defined, characterised in that it comprises, in the application layer:
25 - means for calculating the data rate sent or received during each period;

- means for sending, at the end of each period, a request to the item or items of
equipment connected to the other end of the link, containing the rate calculated for the
previous period,;

- means for comparing, in the application layer, the rates sent and received at the

30 twoendsof thelinks;

- means for determining a congestion when the rate received at one of the ends

isless than the rate sent at the other end.





