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US 6,769,066 discloses “detecting harmful or illegal intrusions into a computer network or
into restricted portions of a computer network uses a process of synthesizing anomalous data to
be used in training a neural network-based model for use in a computer network intrusion
detection system. Anomalous data for artificially creating a set of features refiecting anomaious
behaviour for a particular activity is performed.” The method of intrusion detection is typically
classified as a supervised training system as deemed abnormal data is typically reqguired to

provide a pre-defined profile of normal behaviour.
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BRIERDESCRIPTION DETREDRANRGS TENT .

Embodiments of the invention will be understood better and readily apparent to one
skilled in the art from the following written description, by way of example only, and in

conjunction with the drawings, in which:

Figure 1 is a schematic diagram illustrating a Pattern Discovery Engine (PDE) in an

example embodiment.



Figure 3 is a flowhart illustrating steps to
configure sensors in a Pattern Discovery Engine in an
exanpl e enbodi nent. Figure 4 is a flowhart
illustrating steps to configure a Pattern Di scovery
Engine in an exanple enbodinent. Figure 5is a
flowchart illustrating steps to configure a
Pre- processor nodule in a Batt ern Di-scovery Engine in
an EyasT ie sesuhenlafiefibgraim iGustatify 4 TIRDfLOWRNBRJIne in an example
em qI{ustratlng steps to configure a Generator in a
lﬁp TeFn  Di scovery Engine in an exanpl e enbodi nent.
Figure 7 is a flowhart illustrating steps to utilize
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Figure 11 is a flowchart illustrating steps 1o create a new correlation rule in a Master
Correlation Engine in an example embodiment.

Figure 12 is a flowchart illustrating processing relating to a PAIR rule in the example

embodiment.
DETAILED DESCRIPTION

The example embodiments described below can provide a method and system for

incorporating more-than-one neural-network-based or machine-tearning-based algorithms to



conprises a storage database e.g. 204, and a Master
Correlation Engine e.g. 208. In the sane exanple
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Engine e.g. 208 can detect composite events, for example a composite event such as a
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6 step 406, the nanme of the PDE database e.g. 104
(Figure 1), the database user account and the user
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At s{e% Gggnerrngéh‘?ne Igar%mg algorithm may be selected for the generator e.g. 108 (Figure
1) to generate rules.

eg. %%RF@Q;% 1)aﬁt 91%%'662 th@%n%eofstﬁ%?fﬂatéﬂas% | fy4 (Figure 1), the

At step 606, if the option is selected, a start time and duration time is inputted into the
configuration of the generator e.g. 108 (Figure 1). The generator e.g. 108 (Figure 1) begins a
learning process at the inputted start time and continu_es the learning process for a period




At step 606, if the option is selected, a start tine
and duration tinme is inputted into the configuration
of the generator e.g. 108 (Figure 1). The generator
e.g. 108 (Figure 1) begins a |I|earning process at the
inputted start tine and continues the |earning process
for a period - --------- - e----- 7 corresponding to
the inputted duration tine. ’After the duration tine
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Table 1: Algorithm parameters for Pattern Discavery Method 1

Algorithm Parameter Description

Kernel Type Four basic kernel types for selection: linear, polynomial, radial
basis function and sigmoid

Gamma Gamma value to be used in the selected kernel type of
polynomial, radial basis function and sigmoid

NU This parameter controls the trade-off between distance of the
hyper-plane from the origin and the number of points in training

dataset




Ganma Gamma val ue to be used in the sel ected kerne
type of polynomal, radial basis function and signoid
NU This parameter controls the trade-off between

di stance of the hyper-plane fromthe origin and the
nunber of points in training dataset 8 Degree This
sets the degree paraneter in the polynom al kerne

type CoefO This sets the (Befo paraneter in the
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either arbitrarily or using first principal

conponents. Initialisation of the SOM al gorithm
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STty R parane
SOM al gorithm may be inputted into the generator e.gqg.
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Tablal 2gmiavt ks ﬁaa@n&hmrzarm@eﬂslapd description of the parameters.

Table 2: Algorithm parameters for Pattern Discovery Method 2

Algorithm Parameters Description

Learning Rate During initialisation for learning in the SOM algorithm, a large
learning rate is utilised. Subsequent fine-tuning uses a lower
learning rate. The learning rate should preferably be low for the
SOM algorithm.

Grid Number The grid number is in relation to a two-dimensional regular
lattice. E.g. if the value of Grid Number is 10, the dimension of




Learning Rate During initialisation for learning in
the SOM algorithm a large learning rate is utilised.
Subsequent fine-tuning uses a lower |earning rate.
The learning rate should preferably be low for the
SOM al gorithm G id Nunber The grid nunmber is in
relation to a two-dinensional regular lattice. E g.
if the value of Grid Nurmber®is 10, the dinension of 9

the tattite s TGRe8kce RADXHRN DI SCOVERY VETHOD 3 The
third pattern dilscovery nethod utilis -

nei ghbour (KNN) al gori thm The third pattern

di scovery method is a geonetric framework for _
PA (ﬁﬁ% ALY 3 detection. The KNN algorithmis

an a gor| Yaﬂat stor es all avail abl e exanpl es and

classifies new data based on a simlarity neasure of

t heThaviaid péttedn evsacwehﬁﬁethwemtébma hegpdst inBighivaay (KIRN) algorithm.

The w%&%ﬂérﬁ ngﬁ?c%@%zsr?étﬁl?cﬁ}esi rtgxfrarnr{%h/o&nm{ ung‘l’g)@?\nsed anomaly
det%mmmeeésl\lb!a@@@rﬂbw l§oﬁ*i'JLﬁ|9q11'§‘m H'éaatkﬂ@féar%'sﬁvqﬂéblgfﬂ?@mP?S and
c|as@{ﬁe§aa\b c%a‘iwbﬁéed i atJ’kﬂlléiWT}r@EsdrSQ)f drhestaaenﬁtaa etxtambtée The KNN
earest ne at er

Ao Pt B NP D ot R B G RGP fibgdiment the
KN @igotithes detectaiaoomilies Hamed e corpmiigethe riousirast meighbaurs of each
pom@ qpfthUheofttmaedla@ﬁée%rt@ tHd @ﬁéﬁfﬂt%e%ﬁ&@@ﬂ&n a Pt &Ble8e? than a

or|t i nputted into the
des'@’é*n‘é?eé'f‘%l? 'éeﬁN AlosTihE @Hgéeff)the %Bﬁénénﬂé?&w lists
the al gorithm paraneters and description of the

par.ﬁ%gegéﬁv@f%‘?%ﬁrmﬁﬁk 98y | LRMRRATRLIES e [%co &?t flethod 3,

Di scover ori t hm™Par anet ers scription
paramgters f@fft & Khalgeriten %YO%W“%W 188 Wé?r@@ﬁteé?géoﬁf(':'gure 1.
TabR! AsIRY Retslihe apRfitRIPaR@Rete’ aBl dssaripton dltheCRirametber e and

containing the |argest number of instances associ ated

with the clusters are labelled as "normal". The

r emai ni AgbleI3sloertsmeapasameiersifordiptiem Disoprerddedies!S | n t he

AlgSRAPP SaMeRNE M Weschiptidd’© KNN al gorithm each exanpl e
: I e | | . ) .
Valugifpl es are st oMNUAPPHOICISCTIEXPAP'RY phase. The

Perddiniga pedust&ret We e Mhé \percentangy loe custetsoingicatsd hegasardiecortginiag the

nmeasure of sim "?Jréés}’ npﬁbg\ﬁﬁﬂngtgﬁcetsv@ssocﬁ%(t@mtﬁathe Jlusters are

vectors. In orde new | nstance
the exanpl e set | lakelsdapp[ r@gmal" The remaining clusters are labelled as

“anomalous”

In the example embodiment, in the KNN algorithm, each example is described by
numerical attribute-values. The examples are stored in the learning phase. The distance
between two example vectors is regarded as a measure of similarity between the two
example vectors. In order to classify a new instance based on the example set, K examples,
which are most similar to the new instance, are determined. The new instance is then
classified according to the class that the majority of the K examples belong to.

PATTERN DISCOVERY METHOD 4




which are nost simlar to the new instance, are
determ ned. The new instance is then classified
according to the class that the majority of the K
exanpl es bel ong to. PATTERN DI SCOVERY METHOD 4 10 The
fourth pattern discovery nethod utilises a Clustering
for Anomaly Detection (CLAD) algorithm The CLAD
algorithmgathers simlar d ?a instances into clusters
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data in the exanple enbodinent. In the exanple

enbodi ment, to configure the Pattern Di scovery Mt hod

4, '“pﬁ'ﬁaﬁ’éﬁ"é?‘% FroodimRntClnseaidyes i thenTFHeN JUSIONPYt Mgthod 4,
paraniters fdrahayenAaD algarithen Gay b8 Shputte@ intethd)generator e.g. 108 (Figure 1).

Table 4 below lists the algorithm parameters and description of the parameters.

Table 4. Algorithm parameters for Pattern Discovery Method 4

Algorithm Parameters Description

| Get Width Percentage This parameter is the constant W used in the process of




Table 4 below lists the algorithm paraneters and
description of the paraneters. Table 4: Al gorithm
paraneters for Pattern Di scovery Method 4 Al gorithm
Parameters Description Get Wdth Percentage This
paraneter is the constant Wused in the process of
Clustering (i.e. At step 808 of Figure 8) Threshol d
Percent age Thi s paraneter i 41t he per cent age of
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sensors e.g. 102 T9yBre 1). Wt hout Ioss of

generality, the network traffic connection records are
coi%bﬁp\i/ gata elenents x,..... .. X1.o0n t he exanp! e

enpodi men the space of all possible data elenents is

def i ned as an i nput (instance) space X. The type of
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mpup rspam)ﬁease whapped putdoq:mmtmiy 4 esture spsEateToe faaturatspace Y is a

reaIT\;é%%og\r/gSEe % FQ@?q{#heldmﬁ%\sPoge%Z% d%gl% %ﬁelfé)lr& a%?—ﬁ'lééﬁ Bace For

anab'slscthdé?f@lé 106 (Fipereal) gothet featsire suaceek defples,a dot product between
pattern di scovery nethod ONE (PDM
ele@%t%%{hé?%$%$ g%e\%r pattern di scovery nmethod TWO
(PDM 2) and so forth. The outputs of the nmultiple

di feipgr ﬁfﬁt(FBQrfetﬁ LRofhHE %? rih ff\léa%r' ﬂaﬁﬂf@l cﬁrsgna?&édj%égs@& when

combdn unj formtine
p’°°8§ﬁ‘ﬂ93%"’lt‘|“’8 eRGeRYERYera Sesiorpier B?ré”eé B%&eé'a'(zf*ﬂ workpgpaiterg discovery
algoathms | mat éependh ohathé eorder . of Jirécedénse | oighe zigdothmssBort &aimple, in a
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ur €
metfpﬂﬂé{\’@é%?) %d§8|f%thser| aI i zed process The PDE 100
(Figure 1) can utilise information fromthe conmon

f e%é’%&tp&tg%?%emrﬁlﬁtﬁp?e crjiﬁgrgﬁtrp%gem discovery algorithms are structured based
on a common uniform time-window and connection-window based feature space (the features

are listed in Table 5). Structuring is done so that the different outputs can be referenced and
worked upon by the PDE 100 (Figure 1) in either a same parallel or a same serialized process.
The PDE 100 (Figure 1) can utilise information from the common feature space where required
attributes have been mapped. Existing IDS which each utilise a single algorithm cannot be
readily used with additional algorithms due to different resuit features or feature spaces. On the
other hand, the PDE 100 (Figure 1) in the example embodiment provides the ability to add
~ additional pattern discovery methods through software APl and allows further tuning and




attri butes have been mapped. Existing IDS which each

utilise a single algorithmcannot be readily used

with additional algorithns due to different result

features or feature spaces. On the other hand, the

PDE 100 (Figure 1) in the exanple enbodi nent provides
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Time-Window based Features

count_src Number of connections made by same source as current record in last
T seconds
count_dest Number of connections made to same destination as current record in

last T seconds
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dev%ﬁgns away from the mean. Normalising scales distances between two points based
on the likelihood of the attributes values. In the example embodiment, the feature map is
data dependent because the distance between two points depends on the mean and
standard deviation of the atiributes, which in turn depend on the distribution of attribute
values over all of the data. The PDE 100 (Figure 1) detects points that are furthest apart from

most other points or in relatively sparse regions of the feature space. This may be described as

e

being similar to a typical problem of outlier detection. In the example embodiment, the points are

references in data that are gathered by the sensors e.g. 102.

With reference to Figure 9, to configure the detectors e.g. 110 (Figure 1), the
following steps are taken. At step 902, a machine-learning algorithm is selected and, at step
904, a processing interval is inputted to specify a processing frequency of the detectors e.g.
110 (Figure 1). At step 906, a pattern or TIF threshoid count is specified and, at step 208, a
pattern or TIF threshold time is inputted to specify the time threshold for the detectors e.g.
110 (Figure 1) to hold the TIF. In the example embodiment, the pattern or TIF threshold
count specifies the count threshold for the detectors e.g. 110 (Figure 1) to be triggered.
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generate rules in the generator e.g. 108 and the rules
may be utilised by the detectors e.g. 110 for
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pattern as specified in a correlation rule and a
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If either the first pattern or second pattern of the
correlation rule is a regular expression, special
variables such as $0, $1 can be used as this
parameter. If the second pattern of the correlation rule
is a regular expression, the values of the second
pattern of the correlation rule are used. Otherwise,
values of the first pattern of the correlation rule are
used.

If both the first pattern and the second pattern of the
correlation rule are regular expressions, special
variables such as %0, %1 can be used to retrieve the
values of the first pattern of the correlation rule and
variables such as $0, $1 can be used to refer to the

values of the second pattern of the correlation rule.

Window

An optional time parameter that is allowed to elapse
between the first detected matching instance of the
first pattern of the correlation rule and the first

detected instance of the second pattern of the




used. If both the first pattern and the second pattern
of the correlation rule are regul ar expressions,
special variables such as %, % can be used to
retrieve the values of the first pattern of the
correlation rule and variables such as $0, $1 can be
used to refer to the values of the second pattern of
the correlation rule. Rule BBtails 2 - Action Action
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step 1208, the current TIF is compared to the second specified pattern in the correlation rule
to determine if there is matching. If the second specified pattern in the correlation rule is
matched at step 1208, at step 1210, the second specified action in the correlation rule is
executed and the TIF is removed from other correlation operations, if there are any. At step
1212, the processing by the correlation rule is then ended. If the second specified pattern in
the correlation rule is not matched at step 1208, at step 1214, a check is made to determine
if there are any other correlation rules. If there are other correlation rules at step 1214, at
step 1216, the TIF is sent to the next correlation rule. If there are no other correlation rules at
step 1214, at step 1218, the TIF is sent out of the Master Correlation Engine e.g. 208 (Figure
2).

If the first specified pattern in the correlation rule was not matched by previous TIF at
step 1208, at step 1220, a check is made to determine if there are any other correlation
rules. If there are other correlation rules at step 1220, at step 1222, the TIF is sent {o the
next correlation rule. If there are no other correlation rules at step 1222, at step 1224, the TIF
is sent out of the Master Correlation Engine e.g. 208 {Figure 2).

If the first specified pattern in the correlation rule is matched at step 1204, at step
1226, a check is made to determine if the window period has expired. If the window pericd
has expired at step 1226, at step 1228, the TIF is sent out of the Master Correlation Engine
e.g. 208 (Figure 2) and the TIF is removed from other correlation operations, if there are any.
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e.g. 208 (Figure 2) and the TIF is renoved from ot her
correlation operations, if there are any. 19 At step
1230, the processing by the correlation rule is then
ended. If the wi ndow period has not expired at step
1226, at step 1232, the first specified action in the
correlation rule is executed and at step 1234, a
check is nade by the Mast er 2€or r el ati on Engi ne e.g.
208 ([Figure 2) to defermne i1 THE Continue Kl ag has
been slebpaked at step| dehbbks(Eiggure 11). If the
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Table 7 below. Table 7: TIF Fields used for conparison
TIF Fields Description atkdate Attack Date atktine .
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the BERH SPEIIEASN theRBREIKonrOIe &eclite@l d - - ----- ------
-------- 20 remarks2 remarks field At step 1112, the
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expREDHR §PE With Wi ck&ingdBRt R caPSsdcld e5iablRS sREH 4€£$Nor $2 may be used

in the e.g. context names, rule description or action parameters to get back-reference values.

A special variable $0 may also be used to retrieve TIF that had matched the specified pattern
in the correlation rule.

At step 1120, one or more actions to be executed may be inputted when a matching
TIF is detected. Table 8 below lists examples of actions, which are supported by the Master
Correlation Engine e.g. 208 (Figure 2).

Table 8: Actions that may be executed by correlation rules

Action Description

none No action to be taken
send Combines all matching TIF into a single TIF and sends the TIF to the
next module

discard Discards the TIF

create syntax is “create [<context name> [<time> [<action list>1]1"

i} Action creates a context with the name <context name> and a

iifetime of <time> seconds.
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i) Action sets the context name to <context name> and resets the
lifetime of the context to <time> seconds.

ii) % variables can be used <context name>.

iii) A default value of 0 is assumed for <time>, which signifies an
infinite lifetime for the context.

iv) If <action list> is specified, the action list will be executed once the
lifetime of the context expires. If <action list> comprises more than one
action, the action list is enclosed in parentheses.

event

syntax is “event [<time>] $0”

i) Action creates the matching TIF in an event buffer afier <time>. The
Master Correlation Engine will process the TIF in the event buffer




action, the action list is enclosed in parentheses. v)
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description> |If <rule description>is
In this example embodiment, correlation rules may be created to identify intruders
and targeted servers by first identifying the intruders-servers relationships in security events
and then grouping the intruders-servers based on one-to-one, one-to-many or many-to-one

relationships.

With regards to the CESM database 112 (Figure 2), the pattern discovery methods can
'generate further rules for detecting anomalies in the TiF stored in the storage database e.g. 204
(Figure 2), either before or after processing by the Master Correlation Engine e.g. 208 (Figure
2). In the example embodiment, the Master Correlation Engine e.g. 208 (Figure 2} utilising
specified correlation rules as described above allows the PDE 100 (Figure 1) to execute actions
comprising event aggregation, event suppression and event correlation. in the example
embodiment, the Master Correlation Engine e.g. 208 (Figure 2) provides an element of decision
making for the PDE 100 (Figure 1} as the actions are executed based on detected TIF stored in
the storage database e.g. 204 (Figure 2). Further, in the example embodiment, the Master
Correlation Engine e.g. 208 (Figure 2) can automate filtering of non-critical events and false
alerts. Event correlation may also be performed in real-time by the Master Correlation Engine
e.g. 208 (Figure 2) as the TIF can be processed as soon as they are siored in the storage
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utilising the Master Correlation Engine may further
reduce human intervention, further inprove accuracy
of anomaly detection and also incur relatively | ower
cost, when operating the PDE. In addition, utilising
the Master Correlation Engine provides a relatively
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and detecting critical secu?ﬂty threats. It will be
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5. The anomaly detection system as claimed in claim 4, wherein the correlation engine
determines anomaly countermeasures based on matching features of one or more TIF
with the correlation rules.

‘6. The anomaly detection system as claimed in claims 4 or 5, wherein the generator further
generates further discovery rules based on a collective set of pattern discovery
algorithms, the detectors detect events from the TIF generated based on the further
discovery rules generated by the generator, and the correlation engine determines the

intrusion counter measures further based on the detected events.
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with the correlation rules. 6. The anonmaly detection
systemas clained in clains 4 or 5, wherein the
generator further generates further discovery rules
based on a collective set of pattern discovery

al gorithnms, the detectors detect events fromthe TIF
generated based on the further discovery rules
generated by the generator,zﬁnd the correl ati on engine
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the new correlation rule conprises selecting a
pattern type. 16. The anomaly detection system as
Eheaianerdaly retasjiororsgsteln as alaimgedl B clainl 513, witeredin rereating the new

SIrRAfibAEId QfndiBYS §0EdiRY 8kki@Rpe Ul € conprises inputting
an action list. 17. The anonaly detection system as

claimed in any one of clainms 13 to 16, wherein
The anomaly detection system as claimed in claims 13 or 14, wherein creating the new

correlation rule comprises selecting a patiern type.

The anomaly detection system as claimed in any one of claims 13 to 15, wherein
creating the new correlation rule comprises inputting an action list.

The anomaly detection system as claimed in any one of claims 13 to 16, wherein
creating the new correlation rule comprises selecting a window period, a threshold value,
or both.




creating the new correlation rule conprises selecting
a W ndow period, a threshold value, or both. 26 18.
The anomaly detection systemas clained in any one of
claims 1 to 17, wherein the anonmaly detection system
I's capable of running the algorithnms in a parallel or
serialized manner. 19. An anomaly detection nethod
conprising: utilising one éP nore di stri buted sensors
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19. agomaly HElSSIPYSPALCARNSHPs based on the di scovery
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« utilising one or more detectors for detecting abnormal patterns in the network or log

data gathered by the sensors based on the discovery rules generated by the

generator; and
» utilising one or more correlation engine for determining infrusion counter measures
based on matching features of one or more detected abnormal patterns with

correlation rules.



