WD 02/ 044865 PCT/ USO01/ 48539 SYSTEMS AND METHODS FOR MONI TORI NG AND

TRACKI NG RELATED U. S. PATENT APPLI CATI ONS [001] The present application is
a conti nuabioef448es part application of U S. Patent Appli cacirarsoBesssal No.
60/ 243,915, filed on Cctober 27, 2000, which is incorporated herein by
ref erence i NSYSTEMS AND METHOH)S FOR MENERORING AN TRACKINGso a
continuation-in-part application of U S. Patent Application Serial No.
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enti ri’té(y ,_004] .‘{het. resent application is also a continuation-in-part

appl | PYPIERGE MJISeiB ot Appl i cation Serial No. 09/820,551, filed on
March 29, 2001, which s a _continuation of US. Patent ‘ﬁ%g%l cation Seri al
No. 0dP&Hs Brepreseny appliesiioninalsae copammtiongn-est pRPLFBUPLAEHGO RN each of
which are incorporated herein by reference in their entirety. BACKGROUND CF
THE | MiENTati SeElaEND. 6872 50:84 7, ke Siveoios B0 2009e whichl is inchmwopatedarein
invention relates to systens and nethods for nonitoring and tracking

i ndi vitgrafegenae th iddngiedtg. and to busi ness applications utilizing such

systens and net hods. DESCRI PTI ON OF RELATED ART [006] Various systens for

| ocal ifgh19 B r&BRSIpPECcAINTR RO AREntim AR RbchSorfb €U, K Pateht i n the art.
Such syst'ens, "however, are generally inflexible and inefficient. Mre

speci 1 64 Jcég?ﬁ g%gagggr'%yi&%l%@ ardif ATHH6H gglljémg ARBHifuafon BE

effici ( rmil’t usiness application having different
types o ot Aok Gion Vel i DoRads2 A a 48 RS0, 2000, which is now abandoned,

each of which are incorporated herein by reference in their entirety.

[004] The present application is also a continuation-in-part application of U.S. Patent
Application Serial No. 09/820,551, filed on March 29, 2001, which is a continuation of U.S.
Patent Application Serial No. 09/608,913, filed on June 30, 2000, which is now abandoned,
each of which are incorporated herein by reference in their entirety.

BACKGROUND OF THE INVENTION
FIELD OF THE INVENTION

[005] In general, the present invention relates to systems and methods for
monitoring and tracking individuals and objects and to business applications utilizing such

systems and methods.

DESCRIPTION OF RELATED ART

[006] Various systems for localizing and sensing animate and inanimate objects are
known in the art. Such systems, however, are generally inflexible and inefficient. More
specifically, existing systems suffer from being incapable of being efficiently utilized for

multiple business application having different types of remote monitoring needs and devices.



WO 02/ 044865 PCT/ US01/ 48539 Furthernore, many such systens are generally

i ncapabl e of generating al ert nmessages based on both sinple and conpl ex

al ert parwowet4865 As such, there exists a need for inprovedT/usov#dsszati on
and sensing systemhaving a flexible structure. SUVMWARY OF THE | NVENTI ON
[007] FlitheRh6BEmbny SUCARYEtORNS Rt denbiallg itchpablosfpnbngng albriohéssages besid.

Enbodi nents of the invention generally relate to systens, nethods and

appl i caf l')cﬁﬁ Sin1é b ZEMEpIER SlertGRRMRHEENAQ stdh, BltYe 6ABDLMRE ? iBbrdvBe f ol | owi ng
three tec no1og|es: wiTtel ess ‘positioning or |ocalization technol ogy,

wirel ss%%%ggﬁﬁéﬁ%éggg§¥%§ﬁgg%hgﬁ¥h§ﬁga§ s8¢ technology. In particular,

certaine res invention relate to a renote device that
i ncl udes a sensor for det i ni J esired paraneter, a

recei ver for receiving 6ﬁéﬁb£%ﬂg3§5§ﬁ§€3ﬁ$ﬁﬁgr@?gbaI Posi tioni ng System
(GPS) satellite system a processor for . determni whet her, or. not one or
o o) dOBTL condi ThGRESH B BRIGHE A ShesR o mebhet i, dappBfmpel
transmitting the measured parameter data and the position data to a central
st at i oof,the inyientien generaflpirelatattp systeras, m%@%aﬂa@waﬁmﬂ.hwhﬁsp, in turn,
may communi cate the neasured data, position data and notification of any

al ert scon@e@ene@uf aug esmbinatiamotdhe follovdey ilres tedlinelqgiess aiiteldsn pesitioing of so
relates to various applications, systens and nmethods wutilizing one or nore

of t heearalbh ibh@Iodf, witttdis dodMhkatioBRédano PR FHs6NeCmolddy. DRAW NGS
[008] Figure 1 is a general schematic overview of a system according to one

enbod }gﬁ{féulglf, ¢ %géxﬂt{&ﬁh{e% of bseht SYERioA rbBte?o 9GERBRI d&iktha Renote

Local i‘zation’an ensi ng according to one enbodi nent of the

e b LT T
02l 0441)806si5tio|:r)1%-ra/taui§gr%1/tﬁes (Sif)oglaal Positioning System (GPS) satellite system, a processor for
determining whether or not one or more alert conditions are satisfied and a wireless
transceiver for transmitting the measured parameter data and the position data to a central
station, such as an application service provider (ASP). The ASP, in turn, may communicate
the measured data, position data and notification of any alerts to an end user via an alert
device. The present invention also relates to various applications, systems and methods
utilizing one or more of the capabilities of such a device.
BRIEF DESCRIPTION OF THE DRAWINGS
[008] Figure 1 is a general schematic overview of a system according to one
embodiment of the invention.
[009] Figure 2 is a schematic of a Remote Localization and Sensing Device,
according to one embodiment of the present invention.

[0010] Figure 3 is a schematic illustrating a platform database according to one

embodiment of the present invention.



[0011] Figure 4 is schematic overview illustrating the | ogical conceptual
hi erarchy of software conponents of a Mddle Tier according to one
enbodi merwwOo®R/o#4865 present invention. [0012] Figures 5a amdTAISOa#8S3AN
architectural schematic and a flow chart, respectively, illustrating the
procegs0Df] user Figgiest ik a¢heartiaosavibivnijluswatinpshe Mgindl oeweptodl Hitrerchy ef ent

i nvention. [0013] Figures 6a and 6b are an architectural schematic and

flow clagiare éReRAehis\beh Middlel Tixsdcbaidinpdolone epbodiaint 6f the pedkmiiAeNBEOM NY
data at the back end of a system according to one enbodinment of the

prese ventl r t ¢
iekoeel 1 1751 Py ohai %aﬁ?&@@tﬂ@ hftofe B BN AR REBRES
sendi n 0| ng dat a rom c rdin 0 one
enmbodi? ﬂﬂefg%roﬁ"rséggﬂierf af’%ﬁccof 6&5‘] Oﬁ%’%g&n% (ﬂé pere%élherrati ¢ and
tabl es settl ng forth the protocol of nessage packets between the ASP and a
Devi cdn¥88i9Bdi ng to one enbodi ment of the present invention. [0016]

Figures 9a-n illustrate exenplary sequences of messages between the ASP and
a Devi[6e13Hccor di Figutes 6aaml @rivednarshiteciiral hehepratic end flpw\ohatt] rgspectivdy.7]
Figures 10 -18 are general schematics illustrating individual business

appl i GEbitRARg WS POcsy 5T RUBvARAncmtiRadatack thetrtbusd eftadismeatcsrdiig tohe
present invention. DETAILED DESCRI PTI ON OF PREFERRED EMBODI MENTS [ 0018]

Certaig, e%@%ﬁhﬁ&ﬂtoft&f riR6: iRV&RRAt 1 nvention wi Il now be discussed with

reference t rrentl oned figures, wherein |ike reference numerals
refer i ke on OVERVI %[Ha; igure 1
pr ovi o@glialn over 2?5‘?%’ %%%%?L%%%ge&gma @ I me §W%}m{%’he pr esent

;)QYSZEFIS&I??C% g&t;?aglng epq'gcsess 0 Ie% fn%%u%g%lfgac?atag etfxe back end e ?ra%gétem?’ VO

according to one embodiment of the present invention.

[0015] Figures 8a-e are schematic and tables setting forth the protocol of message
packets between the ASP and a Device according to one embodiment of the present
invention.

[0016] Figures 9a-n illustrate exemplary sequences of messages between the ASP and
a Device according to one embodiment of the present invention.

[0017] Figures 10 —18 are general schematics illustrating individual business
applications using systems and methods of various embodiments of the present invention.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0018] Certain embodiments of the present invention will now be discussed with
reference to the aforementioned figures, wherein like reference numerals refer to like

components.

OVERVIEW

[0019] The schematic of Figure 1 provides an overview of the components of one

embodiment of the present invention and the components’ relation to each other. In general,



the system of the present enbodi nent collects position and sensor data via
one or nore renote |ocalization and sensing devices (each a "Device") 100,
stores thwodewi4ses data at an Application Service Provi dePC/us8R4853200 and,
via the ASP 200, nmakes such Device position and sensor data available to
one OkhdWERnETthe pREt 2mbodisnetesalidckebsitivngnd atrsor date sialongek swre t he
present enbodi nent provides the flexibility to accommbdate nul ti ple users

25 acL9aste 15 hRInSnARBsiAddvaies (cddhiae TRl i00adtbies thehdeviogshammtaan be used
to service nmultiple business applications, each having different business

rul es (Agp%glﬁ%%?ﬁé&ytﬁg gfo%%g gﬁ&dslk% 300 UniPENA BRAYP 30D, ntikhS ficBMeviPokBidnat i ons,

senso e upon the application of the system end
users 25 may be indjyvjduals, for ex I car £gi i ' ients,
par entagg SERSAT €447 PY?@fa%fI‘iiq? grefr mAt ‘?Iﬁlgurg%s‘l?é : n%?é 5}&%@? aﬁée@%ﬂa{ggﬁlﬁ’w&s common
carriers nonitoring fleets of trucks, merchants rmRi oriPﬁg%fhi ment s,
gover mlm@mesmﬁpmbp@@en’mpwéﬁﬂ?@ﬂ%d?ll}iyéaéficﬁmm‘a‘%#pf&ﬁ B WEH 10t enpl oyees
and the like. Furthernore, independent of the applications, the system can
| ogi cahilfiplespplicaipes. Mdrespecidicaly, whe WS@EtQﬁnrhesls%(ﬁ@/SGm@r@u ledrusingss s

wi thin an account, and the system can assign different access privileges to

end U%ﬁ%ﬁca&%n@,%ﬁ@ﬂh@ﬁhg dffelengb@ivesandesadanodel s iegohnetilizing DORI0¢s Wil h .
Devi ce 100, described in greater detail below, receives position data from

a | Ocad'iii{é@ﬁﬂ %%ﬁg&%h&{ﬁl seHM6 288 B IRhdiIRE Shé: BBIapalicaabe bf iHesy¢&RS)

System an ensor data fromone or nore types of known sensors. As
such, the Dewice 100 i.s..coup 0 Qc Bhiadind dafiehf &ardfld Vi dual or
obj ectengé‘is‘?{@\ihﬁﬁyt Srné%wgﬁagg’tﬂrogg&e ley {ar%fi‘?)euic@gﬁle m#nﬁ e?st’gpod that, the
present inventiqgn is t limted to any particul ar |ocalli I: ystem or
sensormMOnioEiBe shHde) an‘gﬁlﬁ é‘{kﬁa‘i‘@? %ﬁﬁ&ﬂ%ﬂﬁé Rt SUCH, Y GOPYROT P I%%%:néﬁ%ﬂ% tion
systens and technol ogy, including, for exanple, triangulation, r adl%o
f r equefteets afitivgks mhesetiapis menitaing shipresTS, o VERRMeH eniitigsnomtoring individhalsat i on
thereof. Simlarly, sensors may include those for nonitoring physiol ogical
par anebaipanies umhitasindenplbyeeataed theolike. tRamhermearerindepsndant obheiappligationg| ood
pressure, blood flow rate, nuscular activity, respiratory rate, and the
li ke, BOYsBIm céh WEICARY 4d35B RTTALISAS MvithZi8Bounts and/or groups of users within

an account, and the system can assign different access privileges to end users 25 based on

such group and account assignment.

[0020] Each Device 100, described in greater detail below, receives position data

from a localization system, such as the Global Positioning Satellite (GPS) System 15 and

sensor data from one or more types of known sensors. As such, the Device 100 is coupled to

or associated with the individual or object being monitored and tracked. It should be

understood that, the present invention is not limited to any particular localization system or

sensor. Accordingly, alternate embodiments utilize other localization systems and

technology, including, for example, triangulation, radio frequency triangulation, dead

reckoning and the like, or any combination thereof. Similarly, sensors may include those for

monitoring physiological parameters, such as heart rate, body temperature, brain activity,

blood pressure, blood flow rate, muscular activity, respiratory rate, and the like, and/or



sensors for nonitoring anbient paraneters, such as tenperature, humdity,
notion, speed, existence of particular chemcals and |ight. Specialized
sensors, wWodk/oases nerti al device-based fall detectors (f@cTasammsse) those
utilizing one or nore accel eroneters) provided by Anal og Devices under the
t r ade seasves PAPK¥IABringaabhsmrasetdrs, Sichers temenpie hussliyometipnapeett  pul se
rate sensors from Sensor Net, Inc., under Mdel No. ALS-230 and tenperature

SeNs Olegistdrcl BE pAHiC)af CHRMi SBNERN lighe 8pddidlized s¢R6rs, suchds inchied eleviie-badkBO3 or
Mbdel No. SP43%. Pul se rate sensors are avail able from Sensor Net Inc.,

Model - X a - A r N| i be Inc.
ne e AR el B oxiiblo2lfete AR one SAGRICCABmEkA) AN fed b e

noni t t he sensor out put erate alert . sers 25
T ¢ e e eBar rods e ADRAR R B R Eh O ECGRR T Pl ERpe L0
Devi ce 100 conmuni cates the_pasitio nd, sens a the ASP 200

t hr oughilsg rafersenwesrommensar Sist IBﬁs“’%‘{}’§ Mrﬂegﬁg gﬁré%gb %@E@“@éﬂ“{?&?&?&fﬁ ally
utilize any nunmber of comrercially available w reless data conmunications
sol ut i(typs NiVG) frarnl Sensdr Setentifie,Ind evndst Miidel NpeWM¥BrariMedy) Noy 58424 Sone
exanpl es of the types of wireless data comunications interfaces that may
be usggjldetateudsorEak lavhitiblddreth SehsdPaddt @ic.,Ddbde]l NoDRDS-2303 lofrated Spsitam f or
Mobi | e Conmmuni cations (GSM Digital, Code Division Miltiple Access (CDWA),

and digdal odak21duiensHisSbRc PIRdesRIbed assealkalasl] BibY, A8 Dicet 108 ~ G
cellular tel ephone standards (e.g., 2.5G or 3QG. In the present

enbodi t, j I d user
dat agragt b AT BB R Sr i nd RO Eiee  MERIT A0TSR0 o
protocol, although o her%éﬁgtﬁ}gcglg may be used such as transm ssion
cont r ¢he prsPLdEsR ’ch@és)a.n HK0%nd as described in greater detail bel ow,
the Device 100 is assigned an |IP address. In_the present enbodi nent, the
wi r el 4982 donmuni leczeneral, s5chiReviespl 00 osypEieates the position anddepsa REHAIN cat i on
network 35, such as the Internet, with which the ASP 200 is in _.

conmunA SR 200 throvgh alwielessotnvaiications bistann AduHiccastron cay petertiadly wilidge - 5 WO
02/ 044865 PCT/ US01/ 48539 communi cati on network 35 provide for two-way

C oMU NinG ubriber bEEcMeaarciall abalablewitélOssatath communications solutions available

from a number of different service providers. Some examples of the types of wireless data
communications interfaces that may be used include: Cellular Digital Packet Data (CDPD),
Global System for Mobile Communications (GSM) Digital, Code Division Multiple Access
(CDMA), and digital data transmission protocols associated with any of the ‘G’ cellular
telephone standards (e.g., 2.5G or 3G). In the present embodiment, the system uses CDPD as
the communication technology and user datagram protocol (UDP) with Internet protocol (IP)
as the transmission protocol, although other protocols may be used such as transmission
control protocol (TCP). As such, and as described in greater detail below, the Device 100 is
assigned an IP address. In the present embodiment, the wireless communication system 30
passes the data to a wired communication network 35, such as the Internet, with which the

ASP 200 is in communication. As described below, the communication system 30 and



ASP 200. [0022] The position and sensor data is preferably stored at an
Application Service Provider ("ASP') 200, which serves as an internediary
bet ween tWwe oDewisces 100 and end wusers 25. As such, end ugemraisBbssase abl e
to nmonitor the instantaneous and historical position and sensor data for
one OfcoRRiRidEvh BeEvotRBS5 pASRICHD twelesmy comatinicatign datveren thet D¢ icchHElOcamd

recei ves the position and sensor data fromthe comruni cati on system 35 and
serves@sr@.| i nk  between the device data and the end users 25 of the
system In general, ASP,200 conprises one or nore servers (e.g., web
server, - appl i-gat.i on: i 4l i (S :

dat ab a2 er vor (R PeigR SRY SEis0n dor LD o Rl o SRR RO S ase 200
provides .end usgrs 25 the ability.to access the device d ecify alert
[ hr esihavecodr 08T 200 adrarersa elimotRaapore s BF Rt B md A Ve
notifications fromthe ASP 200. For exanple, in the e &nt a 1maasur ed
sensomns#alie Asxsuelacnd agers 28 pre able legnesiter theyastaripnenys apd pistarical pqseion
appropriate end user 25. End users 25 receive such alerts through any
nunberand emabedita davineaes nfdréDericesIE0. cASP £00,sl¢stribed imgisatet détail belewephone,

t el ephone, pager, WAP enabled cellular tel ephones, Personal Digital

Assi stygiilives tRISsltiorCaREh &I dath fRinhthe cdeiacatioa systgn 36laad serves @ atixild , Shor t
Message Service (SMS) nessages, or Instant Messages (IM capability, fax,

. : Ol - Cal |
com;@@@g@%@% é%lﬁrg]ﬂ’i\?ﬁfu&% 25bt48k §RBA! In SncPRSESHIL60 S&tiprided

Mana generate a human phone call to alert the

user 25, such as the caregiver Qf I I r t of a
Chi 1 c O GDFe FRv Lo By BeBe Do e SegEL PRk eV PRI, D%
specify alert thresholds, and acces ccou information throu a user
devi céféta?éﬁﬁeé‘éer(ﬁ))@@ﬁjﬂ’ﬂ?@%f mofgpatiQrLft S‘Ese@ I@b‘ tA«r,ﬁ) VIS BEA or ot her
device including those identified as possible Alert Devices. Ipn the

pr esentsens 256k almlity, totanesss therdevige atpatpecifiedler dhreshold ¥elHeOESOBBIPREL t 0 t he
Internet for accessing a secure website provided by ASP 200 on the
comMunh&atied semet waluks arfil 141 024K 8msHOM US0ASR 86B9For3xamples inither
interface device may be the Alert Device. End users 25 who do not have

di r eCteyvent a measured sensor value exceeds an alert threshold, the ASP 200 notifies the

appropriate end user 25. End users 25 receive such alerts through any number of alert
devices (“Alert Devices™), such as a cellular telephone, telephone, pager, WAP enabled
cellular telephones, Personal Digital Assistants (PDAs), computer or other devices having
electronic mail, Short Message Service (SMS) messages, or Instant Messages (IM) capability,
fax, computer generated voice phone calls/voicemail, or messages sent to a Call Management
Center, which will generate a human phone call to alert the user 25, such as the caregiver of
an Alzheimer patient or the parent of a child.

[0023] In the present embodiment, end users 25 access device data, specify alert
thresholds, and access account information through a user device, such as a computer, WAP
enabled cellular telephone, a PDA or other device including those identified as possible Alert
Devices. In the present embodiment, the user interface device is a computer coupled to the

Internet for accessing a secure website provided by ASP 200 on the communication network



access to the communication network 35, can al so access the device data and
specify alert threshold val ues using conventional telephone comrunication
net wor ks wo ocom8ext a central Call Managenent Center (CMBLTAGOL/MREB9 i S
staffed with personnel that can access the ASP 200 via the conmmuni cation
net wor3s. 3theQisertinft@facd 4B Hay bs dehilas Drevived Endnsers 26 twinr do nat AR Jirext | ocal
area network (LAN) or the like. The CMC 40 may al so include a

conput op.] BhNRL S8 oh SRR S 5S0:alaBiR adtdse e Wk videdattsaidspedfytatercal | i n
and rea%g%s\%/gggig\?i ce dat g, alerts and ot her system i nformat |Pon. The ASP 200

can fo a_fressage : , ibad in
or cat SPPAdTPIES RO o et S AHERAKE R AlnBie 1o SR RCER R
personnel at the 40,10 ond to.inquiries f nd who may
ol eHbManesesot benisn i AT i SR P S eh B B e RS R AT o
generated by the ASP's autonmatic notification system The personnel at the
CMC 402000k theatogunusdcaiipaineirk 35 r othgs Bet&oRlisoSUeRAS adyifle ?@Blng'?"oélf:cessi ng or
using the system Whbsite, described in greater detail below, to configure
t he De@Wad),1:I0cal Biven @i@orkO(AN ) ordhesikeh d heHEVIGA) may Also insludiedg phone cal | s
fromusers responding to alerts. In addition, the CMC 40 will proactively

cal | uUsRisutdied Viktdrhited RRPERS sydtaih allowighndnsasgges taltlint mdirbeive debizet
paranmeters that” nmay generate a | arge nunber of spurious alerts. In an

al ter nahe fRod) g?‘%% 53{5;'5«{% gﬁgﬁﬁatﬂﬁ. AL ARPVR)0AGH Fe15wdr@ a itRsagk A @ TANICOr tO a

CMC 40, &@n autonma ne systemhotline will be available to obtain

real -t data after PIN veri,ficatjio . . t iall
|l erihog e A Sl vt e ERheRorgl G is bRfieraled MMMl | Y
personal | ocation and sensor, data of users .25 ﬁnd | gcat i (}gr@; Deé/' ces 100,
to prebewedby ppisprnd ghthg tdd CrAVFMTFRRPRC IOJBYUFIRS USEs o @l 1 e the

data streamfrompotential interlopers. The data channe| i t&fel f, since it
may usthesM@dArfar abitional infernrtion beygndshebasicmessage gactest BetedSEsy ng a
nunber of commercially available schemes including Secure Socket Layer
(SSL) gnremyid h@ifichtion ssentdaThe pérsemal 4 ¢hee®iC 4hwolkshdlgcbelppilable (D 02/ 044865
PCT/ US01/ 48539 and the ASP 200. The raw data itself may be further
encryphss Wio hR dPEICuRP add¥Ssiag 8f @ing the system Website, described in greater detail

below, to configure the Device 100. The CMC 40 will also be charged with fielding phone

calls from users responding to alerts. In addition, the CMC 40 will proactively call users to

verify changes that have been suggested to their alert parameters that may generate a large

number of spurious alerts. In an alternate embodiment, if users do not have access to the

Internet or to a CMC 40, an automated telephone system hotline will be available to obtain

real-time data after PIN verification.

[0024] The System may potentially implement a number of different security

measures to safeguard the personal location and sensor data of users 25 and location of

Devices 100, to prevent illicit commands from malicious third parties and to secure the data

stream from potential interlopers. The data channel itself, since it may use standard UDP/IP

or TCP/IP protocols, can be protected using a number of commercially available schemes

including Secure Socket Layer (SSL) encryption for the data stream between the Device 100



ASP 200 in addition to the SSL as well. Enbedding additional encryption and
devi ce/ server identification techniques into the ASP 200, Devices 100
and/ or uswp 0244863 ace devi ces can enable further protectPCR/USDEESRE

[0025] Figure 2a illustrates conponents of the Device 100 according to the
pr esenind tReBSBIWONTho fraw dataiirawiE nidyde. fultiter gecrgptall by tieeDOEVE £&0 ddlorof t he
present enbodi nent conprises two separate conponents: the first conponent

202, f Q&p ¥GIPARIFOLNNBUENSYN AL wellC BRYUSRE addifbneAdbEon #id devasise@8e sensor
for nonitoring the person or thing being tracked, and the second conponent

204, faor aml "bel 1" InCALL: i R it my be
desi gn@&ntﬁgcragglﬁ%%%fp\}%dhg)l th% %@\;\’Te%”ro’ g%{qggsr H@e td g&%‘F %?héggﬂn%éljm cat§ ?arl]ng with the
watch upjt 202 via short-range radio frequency (RF), Blue Tooth or other
known ?r@giﬁrfﬁm?f‘gj)p,mﬁﬁﬂm'for communi cating with the ASP 200. [0026] In a
preferred enbodi nent, the watch unit 202 conprises a m croprocessor (np),
havi ng a system cl ock (CLK), whi chDiEsYIQE)gramred to operate in accordance
with the discussion herein: Coupled to the m'crogroces.sor are one or nore
sensor02%§ , S2,Figme ZadHustragaseiomipanenihgkthe Dstice 400 apcosding &nthe peagenings,
random access nenory (RAM for tenporarily storing the neasured sensor

r eadi ngabodhnentaf tedinoerftioagnegenyral thanPedcy 800 ¢iRE pesehtzntbodimsent or
comunicating with the belt unit 204. The watch unit 202 is powered by a

bat t er Yon§BRES two $PAAH cdnipoReits &he ik dompbRit D8I toil dxaniphd 4 watthtun204 al so

conprises a mcroprocessor (up), having a clock (CLK), which is programed

to op eéo%rlt}?ils@% &%&%@8{; gte 4B ﬁelﬁHber R8RS THe '}Qfsﬁﬁlﬁﬁr lﬁﬁné bQhedadiedr ead

only ne to the mcroprocessor. al ternate enbodi nents

ATy S AN SN 1,
2 1l Tl ade desiB febmp oty 10 MRl b be o SRRl RBash aci s
accel eroneter, the output of which is interpreted by the belt unit's
M cr opumit28%Ga short-fange radio frequency (RF), Blue Tooth or other known technology, and

for communicating with the ASP 200.

[0026] In a preferred embodiment, the watch unit 202 comprises a microprocessor

(mp), having a system clock (CLK), which is programmed to operate in accordance with the

discussion herein: Coupled to the microprocessor are one or more sensors (Sy, Sz, Sy), for

receiving physiological or ambient readings, random access memory (RAM) for temporarily

storing the measured sensor readings, and a radio frequency transceiver (RF) and antenna for

communicating with the belt unit 204. The watch unit 202 is powered by a battery (BAT).

[0027] In a preferred embodiment the belt unit 204 also comprises a microprocessor

(up), having a clock (CLK), which is programmed to operate as described herein. Such

programming may be stored in read only memory (ROM) coupled to the microprocessor. In

alternate embodiments the functionality of the belt (and/or watch) unit 204 is effectuated in

firmware. The belt unit 204 may also include one or more sensors (81, Sz, Sy,) for collecting

data. In the present embodiment, belt unit 204 includes a fall-down sensor comprising a two-



axi s acceleroneters are also envisioned. In general, the accel eroneter
output indicates a fall (or sudden change in posture) when based on the
user's swaioen/oedsehge i n accel erati on and sudden decel er aPCOUSOT/48BDP.
[0028] As with the watch unit 202, the belt unit 204 al so includes a random

acces axid@maslesonidiiMhe batput efiwhicary insdrpreagebyahe belt anit’s ndbrogiaegssat. eTti-
threshol d val ues. [0029] A GPS receiver (GPS REC), having a patch or other

sui t ablyes ARLIRRAMRters fre 2RRUWNvAThrR. T Berbtdl! B EQLRESREer JPuGRBcREE, FAC el Ves
the GPS satellite signals, which ina preferred enbodinent are interpreted

coor arfr EERPRES o BoRFhELBREoh B BPPHIMIEN Pioee A erREUHAE o

sat el Iit& S(:i%nﬁl S. ma%/ be interpreted at the ASP | evel for determning the
| ongi tAFSAeCsIgEton 8 $%PBdi nal coordinates of the belt unit 204. [0030] Al so
coupled to the belt unit is a wearer interface (I NTERFACE) for conveying

: \ : . )
i nf or MAO28N to ahewithths watelupih g02.dhe pelhymihl4plse icludes asmdomraceess pevi ce
100. For exanple, in a preferred enbodi nent, the | NTERFACE incl udes a
power membdy(RAMpfontempovarystoeagpeofaiatap inclwiingalett thrgdholdevdlugsi ng di odes ( LEDS)
and/ or an audi ble alarmand/or vibrating alarm As described in greater

det ai I[polgl ow, tAEGHSABESVEYGPSREG) h86ing Apatsh s otheandtableRntgdasjisi on data to
be sent to the ASP 200. In an alternate enbodi nent, the Device 100

i ncl Udes R4RE tNear¥rdptce 3 MPhE BPSAUSE feck iR tHe IR SANRRSPEnal OwlRAGhhvat e one

or nore " pr edg* ined“sensors. The LEDs provide indication of the status of
e Sk AR PSR4 RS RL, BLABENe pRIORRRIEN ., .
Such. aedeutna) coppRtien e bt A BaacOenER SO PULPENaITE G 5, and
w rel ess comunicati on nodem (MODEM , having an antenna, for _ commrunicating
with tsatellitepigraly maydeepretod 28bs evedday gning the lepgitudiyal grdt ocol . As
di scussed herein, the UDP MODEM has associated with it an IP address for
i dent ilayfudmal terdeatecel thOBelt unit 204.

[0030] Also coupled to the belt unit is a wearer interface INTERFACE) for

conveying information to and receiving inputs from the wearer or user of the Device 100.

For example, in a preferred embodiment, the INTERFACE includes a power switch, a panic

or emergency button and light emitting diodes (LEDS) and/or an audible alarm and/or

vibrating alarm. As described in greater detail, below, the panic button causes the sensor and

GPS position data to be sent to the ASP 200. In an alternate embodiment, the Device 100

includes a privacy button which causes the microprocessor to deactivate one or more

predefined sensors. The LEDs provide indication of the status of the device; for example,

on/off, functioning properly, sensor(s) enabled/disabled, malfunction, and the like.

[0031] Lastly, in a preferred embodiment, the belt unit 204 includes a communication

interface (CI), such as a serial port, for receiving updates of software and data, and a wireless

communication modem (MODEM), having an antenna, for communicating with the ASP 200



[0032] As described in greater detail below, the watch unit 202 acquires
the sensor readings and transmts themvia RF to the belt unit 204 where
the m cr opomeesses anal yzes the sensor readings (includi mgTiusat/48589 any
sensor on the belt unit 204). The m croprocessor on the belt unit 204 al so
r ecei \@sthtNEDERR16éUNAL disaided RéreinyilrdSDP DEOPEM hasussotdsted hthtiben el t  uni t
204. [0033] Based on the state of the Device 100 and the requests received

from %ﬁ&e@%ﬁrid@ﬁ@fyiﬁé‘&e%iceq@m 204 will determ ne whether or not the

sensor readings trigger an alarm and/or read the position and sensor data

back tgodtfe ASP 200 iialifl 5B aBRailIRH lnd RaPAGnf BHOUEMRRL dRfsdpel ¢ uni t

and/ o wat ¢ procéssor nonitors Separati o I stance between

the "watch" and "belt" uni.t ni.t or.j the total power of the RF

L ans AR ng gAY P i RERARECTPE Tt 2Pl oigs PR Sr PR ol of
power of the signal drops below a present value, the belt unit will then

t r i ggehe semser rendings (inslusiingthahel any \sriaser on thty ekt ygut 206).s g MIGARRORFSEOTor
tactile) and to an Alert Device via the ASP 200 - to notify wearer of the
separ aiithebelf uhih 204 wso teceives thEIGP wigmls agl defertofees et position datailthe belt he
wearer nmust be snug enough to obtain useful physiological data and durable
enoughpiolpat o be easily renoved, while still being confortable enough for
| ong-term use. An enbodi nent of the invention contenplates the use of a

serm - g?% X nent, ©lgas Bf% ﬁleté?aﬂ‘? of b DdYfee¥@bGhd rEq%ekﬁqggé]ivédtfr&HW Alspe

under that use of the tforegoing terns "watch" and "belt" are
descriptiye.o rely .ene enbadi,nen - Devi. .Qure 2a. For
ex anplz@],b’ T;{’ﬁé’eﬁ\}ﬁﬁgﬁ 4 ﬁ‘ﬂﬁ etﬁ’ﬁg}mﬁ & hﬁ ae%: 8%?%@?5 glgcgtrg%in%% t%xgger%% agd(gglds with a
radi o frequency or other, wireles or Wr myupi catjon link to the belt
uni t, aRpios Feadeihe pesivi Adsgnios dats a%‘ﬁfot‘gf)@q)l %)@a‘f“i‘@‘ﬁ,mo h as in the cab of
a truck transporting the container. Furthernore, the specific sub-
conmpor{8d34 of t He dbegmbedizeot, dhe mijurtandiordheswagh anij Pegcessor Bopitorsibe ¢ he
di vision of sub -10 WD 02/ 044865 PCT/ USO1/ 48539 conponents and
f unct i sopahiiéry disRhvesawidnehovétvetehamet theltt uoits bysmosijorig the tasalawwet of thexanpl e,
all sensors may be placed on one conponent, the GPS receiver may be pl aced
on t herhedhission signal from the “watch” to the “belt” unit. When the total power of the

signal drops below a present value, the belt unit will then trigger an alert — to both the Device

100 (e.g., visual, audible or tactile) and to an Alert Device via the ASP 200 — to notify wearer

of the separation of the two units. The mounting of the watch unit 210 to the wearer must be

snug enough to obtain useful physiological data and durable enough not to be easily removed,

while still being comfortable enough for long-term use. An embodiment of the invention

contemplates the use of a semi-permanent, elastic band for the watch unit.

[0035] It should be understood that use of the foregoing terms “watch” and “belt” are

descriptive of merely one embodiment or use of the Device of Figure 2a. For example, the

watch unit may be placed inside a container of goods with a radio frequency or other wireless

or wired communication link to the belt unit, which may be mounted in any suitable location,

such as in the cab of a truck transporting the container. Furthermore, the specific sub-

components of the Device 100 of Figure 2a are merely exemplary, and the division of sub-
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unit, the watch unit m croprocessor could analyze the sensor data to
determ ne whether or not an alert threshold has been exceeded, the watch
unit may Wewe/0u4ses wear er/ user interface, and various othecTrsdi/f856ati ons
are within the scope of the present invention. [0036] In this regard,

Fi gur eoZpohbitsisiid Ainetoralityebdreeaathe wemdhoahidrielttunit§ nah de ateredt fooexampler ei n t he
Device is a single conponent conprising a mcrochip 210, a transceiver 220,

a  reGRidRlordnidy b? pPRLd 61 ¥nl&p@Rft, #le GPYSdceRBLMEE BE Placedéh theQda]l The

m crochip 210 1 hcl ddes a processing unit 260 and an i nformation storage
devi c 70. . F i oo i

nicro§W|b f@héﬂﬁﬂgggﬁéﬁgéﬁﬁéqgékL eg&?§&%ﬁ§ nig%géﬁgghg@'%g%ﬁggg¥ﬁ§$dinary
skill in the art. understands, .and th esent inventign cont | at.es, that
di 1 1 ert@mlert Gyangledies PRegreatletn oA He BRRE b By W RV T T RS of t he
coupled parts as i|llustrated in Figure 2b onto the mcrochip 210. [0038] In
an enbetpweethenmedifigrtinns gt vilkingheiconpe of heareseatinventienpat t ery 230, the at

| east one sensor 240, the transceiver 220, and the GPS receiver 250 are
each doodd]led t o Inhikis rgpact; @8siradb histrat26n alitdrhita embediniest ofthe pnv2ation The
processing unit 260 is, in turn, coupled to the information storage device
270, alisLeinihdDBViLOR JHikHlOehhPorkhOcontesitied tidryctz@ 1R aviemsceivdr@20j £r ochi p
210, including the processing unit 260 and the information storage device

270. P2 TRYn AL PO endbr 2@t |y or indirectly the transceiver
220, tr %%ée?%?g’gés?a oﬁ}g densor %40 aneéfl1 the receiver 250. The battery 230 may

cuppl YO0 co. 1 D8l hia SnebAR PRERANEhaRt2cf a8) BPLAO IS AT
per sorfebi HgOmiouR bR el Gyroutrs i BB e Do AN B ot | ¢

mechani cal, chem cal, electrical, electromagnetic or thermal in nature as
der i vedmiemarts couplediodthp microghani2l (), anerpb erdivary ekiffiip therasthanderstapds.cand thet j vity
and -11 WD 02/ 044865 PCT/ USO1/ 48539 vibrations due to pul se, speaking,
NoVi Ngpredenteial Gitivg, contempldtes, ttah diffepertt delietsenftistegiatioremap be athievedrby i s

sel f-rechargeabl e, the battery 230 is recharged by energy sources external
t 0 t h@ntegrating any of the coupled parts as illustrated in Figure 2b onto the microchip 210.

[0038] In an embodiment according to the present invention, the battery 230, the at
least one sensor 240, the transceiver 220, and the GPS receiver 250 are each coupled to the
processing unit 260 within the microchip 210. The processing unit 260 is, in turn, coupled to
the information storage device 270, also within the microchip 210. The battery 230 powers
the microchip 210, including the processing unit 260 and the information storage device 270.
The battery 230 may also power directly or indirectly the transceiver 220, the at least one
sensor 240 and the receiver 250. The battery 230 may be a rechargeable (e.g.,
self-rechargeable) or a single-charge power supply device.

[0039] Where a self-rechargeable battery is used, the battery 230 may be recharged
by energy sources internal to a body of the person being monitored. Such energy sources
may be, for example, acoustic, mechanical, chemical, electrical, electromagnetic or thermal in

nature as derived from, for example, bodily temperature differences, muscle activity and
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body of the person being nonitored. Such energy sources may be, for

exanpl e, acoustic, nechanical, chemcal, electrical, electromagnetic, or

t her mal iwomabwses as derived from for exanple, tenperateca/usof/isssences
bet ween the ambi ent and the body, vibrations due to anbient noise, anbient
| i ght ,vilsratieus ditte poRk, speakine nprving, draathirgietgyinfotiter ebodiewhtsrgeabile battery
23 0. [0040] In the present enbodi nent of the invention, the transceiver
220 | 93630 89t tRhalkBat1e) theatieRY230 i @é&ﬁﬁge@fbm&ﬁ? abiireR etdrial thgheASP 200

t hrough the comuni cation network 35, such as the Internet, and in one-way
wirel Leat e L T sver 220 may
nave 205y G5 BRHER AR blbrid e e Bl o 50 o A RSP 1 & ¢ ne
transcei yer, 22Q is. i.n twa- wireless co nication with t ASR 200

thr ougReepRBCH o ARIE Lo e s g8 At FERa D apiB defibd o iopay
wireless comunication with the GPS systemsatellite 130. The use of the

t r ans capmple, Eatessidrerdiderences between fwrmphiontsad dhg bady aystiens fistRat ¢ he
Device 100 nay generally consune | ess energy. GPS frequencies tend to be

r el at iandignt moiyh, ambicstdight, vy ah ptternahtévice prowidingriergyfioethe senbargsaltly t he
Device 100 via the transceiver 220 can be energy intensive. This preferred
embodiyaRety 2sont enpl ates the receiver 250 being adapted for receiving at

hi gh frequencies and the transceiver 220 bei ng adapted for receiving and

sendi ngosj 'Omrxﬁféﬁefgx%%‘e E@BodidiRt o8O HivRai L, thatRtkmid 20 W alapleaWsT

frequenci €s by t anscel ver 220 results in | ess energy consunption by

t he vi.ce 100. Thi,s..two-patt . f:d ?: o i ronment
sensor eﬂg%‘ﬁ%ﬁ"@é’ ‘?’%elgses P -%ﬁ@é‘:&“?‘\‘ﬁ@%‘?‘%@é g‘%g%r?ggiﬁ%ogg? ’Ichgt?:é er vﬁaggl\{ GPS si gnal
or mobile wreless data trangni ssion unfriendly environments or exanpl e,
a rendEBVIERS) ﬁ&%ﬁﬁiﬂﬂe ta‘?‘inet’t?é‘aﬁ‘il QResHay Nareless f’ﬂ‘@}lfg‘fj@{lo ﬁ?gaeong cargo
container to gather environnental information on -12 WO 02/044865

PCT/ Usetellite33® Thetrarsseiyer 240imay haye agingle artempnagsan anteapadsay; firer f ace and

the GPS receiver 250 can be placed outside the container for superior
si gnalexpmpfeor mance. An al ternate enbodi nent of the

[0041] While the transceiver 220 is in two-way wireless communication with the ASP
200 through the communication network 33, the receiver 250 is in one-way wireless
communication with the GPS system satellite 130. The use of the transceiver 220 and the
receiver 250 may be advantageous in that the Device 100 may generally consume less

energy. GPS frequencies tend to be relatively high and sending information over such
frequencies by the Device 100 via the transceiver 220 can be energy intensive. This preferred
embodiment contemplates the receiver 250 being adapted for receiving at high frequencies
and the transceiver 220 being adapted for receiving and sending at lower frequencies. The
sending of information over lower frequencies by the transceiver 220 results in less energy
consumption by the Device 100. This two-part configuration allows physical environment
sensor packages to be reduced in size and mounted in otherwise GPS signal or mobile
wireless data transmission unfriendly environments. For example, a remote sensing unit can

be placed inside the steel walls of a cargo container to gather environmental information on
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invention omts a separate receiver and contains only a transceiver that
receives both sensor data fromthe at | east one sensor 240 and/or position
data fromvDhe/n@8s satellites 130. [0042] The m crochip 2PQTiusol/usses t he
processing unit 260 and the information storage device 270. The processing

uni t  2R0c4FBY while kiwdhit WAk (RX}FRAIES intlr deCArOthe GPSI0Eeiver 256 amles placyalit
termnals, and output termnals. The processing unit 260 may include an

i nf or %uic?&m%wﬁ@ﬂﬁf gogglg io%gggﬁgzg@mm! WIS oA EHBEARBHOIRITOr Y,  whi ch

may or nay not 1 nc e the processing unit 260. Simlar

configurat.ions.of the processing uni.t 60 .are con
i nventhYFt’ilF‘lof‘(?ﬁH%s]a FRAMBIFSPEEYD ﬁ{lg‘f‘?fgal'?;i’%‘%?&t&l\s/‘%eﬁ%ﬁg]%quégg%evi%gggﬁ5%%%{ i on data
fromthe GPS satellites 130. The GPS data i% re&gi d %.thg i crochip 210
and i riafralirerndhe afrleast pee seppes 49 SndrgT nesitondya figm &éﬁﬁa itepBl ecei ver 250
continuously receives position data, the processing unit 260 may
peri odpe4d]l y ( e.The micrechip 2i0mpclbdesatie pracgeséng unib26mddlemndoranatieng. |  via
manual intervention or as a function of circunmstance, for exanple, the
sensi ngorade devidea 0l ThedrodebdhO@iic200 may archidenfor exadple) omjcrom@oesissa, 4 he GPS
data. The GPS data may then be processed in the processing unit 260, which
may | %&ﬁé@ﬁqﬁ%‘?ﬁﬁﬂdﬁ, B bipuRByghas! Thél)_ﬁﬁicb@mglﬁﬁt 1dnanBemikge 490 and t hus,
r e

t he person obj ect "bei ng” noni t or ed. GPS data and/or the determ ned

hysi I ti . ER i ' : ' 0044
e actoungioh iRl By BBl bRt R g B R e e
Th ) t ted i |l ectrical sj. l.s, by the at | t

Senaori g B EChRCIaNS BBy B AP e SUEH A1 o AUED O R HBRSFPBUA n et ai |

bel ow, the sensing of paranmeters by the at |east one sensor 240 rmay be a
per i odi68 atecentemplated bydbeyemionon command (e.g., triggered by a request
fromthe processing unit 260 or as a function of circunstance, for
exanpl[6043lhe serisiopgratibnahp&PSirengizer 2pd reaxnivee pysitidindatpfromdbe GR§ unit 260
stores the -13 WO 02/044865 PCT/US01/ 48539 processed and/ or unprocessed
el ect rgaedlltes i 3N allse GPS Uhe it REETEEDy HB nitichpe 10emd depafiCularTie transcei ver
220 receives the interrogation signal, for exanple, fromthe ASP 200. The

processing unit 260. Although the GPS receiver 250 continuously receives position data, the

processing unit 260 may periodically (e.g., via a time-based trigger), or on command (e.g.,
via manual intervention or as a function of circumstance, for example, the sensing of a
particular biological or ambient condition) receive the GPS data. The GPS data may then be
i)rocessed in the processing unit 260, which may include determining the physical location of
the Device 100 and thus, the person or object being monitored. The GPS data and/or the
determined physical location are stored in the information storage device 270.

[0044] The at least one sensor 240 senses biological and/or ambient parameters.
These parameters are converted into electrical signals by the at least one sensor 240 and
received by the processing unit 260. As described in detail below, the sensing of parameters
by the at least one sensor 240 may be a periodic (e.g., time based) or on command (e.g.,
triggered by a request from the processing unit 260 or as a function of circumstance, for

example, the sensing of a particular parameter). The processing unit 260 stores the
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transcei ver 220 then sends the interrogation signal to the m crochip 210,
in particular, to the processing unit 260. Upon receiving the

i nt err ogawpan/osisghal , the processing unit 260 upl oads th@cCirnfSotr/#ses9 on
stored in the informati on storage device 270 onto the transceiver 220. The
t r ans geddeedediandior appdsessbelo@tiod ditalsif dreriaformatiomstbiage ASRDM. Vite t he
comuni cation network 35, such as the Internet, and the wrel ess

COMUR} e ateiRi 25y 8dc8iVed the ihi2AAS oASIgHRI b askathph) Bven the RESPAIS. 200 ul timatel y

receives the information where it 1s available for review by a qualified

i catusap 246 Bkl BERIRNALRARRE R midoiFnid, TLALERAD DS, < cen
by th lifi, .via th t t.ed f. 1 ASP 200 t
he. DovReemopPa0: B KN e e S et ss et A, The

processing unit 260 receives the response signal either via the

t r ans dkg mgfvrr@zgn storechia thipmiormatipy storagsglevien 873 patedhe tragseeimei2202ddepr ocesses
t he response signal and optionally, information retrieved fromthe

i nf or rams@iver shenrsagds the upled@iaformatiar totha ASP2000na thelcogimgmédation nf or mat i on
regardi ng the generation of the control signal may be a function of

i nf or @R 35UARKIae thdlvitertet) Mdshe wireled conbAuiegangstesiPnal  and t he
i nformation storage device 270. [0046] For exanple, the system and the

met hoﬂggfﬁor di N\ ¢ QehilsheRaB8 - the! ANENH( ABmaARY RRRERBE Rt WALE itand to

respo the person suffering an asthma attack. The Device 100 nonitors

bi ol ogi cal. ranet ers, such bl .. he Spiratory rate
and/ or® ?Yjahlal?@a’ﬁg%r&v{ew b3f %ﬂ%arlf%n%fl i Sr(r%&ggféﬁﬁ 'é{i gdat %eaq%l%{lt% Igﬁsgbgf}ﬂai%et ers is
sent t.o the,AS,P,Z(gO . as _descr.i.bed ab&wﬁ. 0047] The infor rEIati on s%l%r age
devi cdnPmpatifs fdieativeofa spndifioneer 8ha FesPaRseny TeBONSE GERES 1P FEULY F
personal information or special nedical information, for exanple. This

i nf or ranelibed prisorhenada theamiqmaiest rraerse foat Be ASH20G e ikt Pacai0d Ha thsevi ce 100
to the person. -14 WD 02/044865 PCT/US01/48539 Alternatively, the
i nf or retinomicmipn hatveork 88 sutlr @nbainidreet. (Ihetphecebang vrit 26Dreadivesrthe he Devi ce
100 was coupled to the person. Such information may include the person's
name, rB¥Bse signal either via the transceiver 220 or the GPS receiver 250. The processing unit
260 processes the response signal and optionally, information retrieved from the information
storage device 270 to formulate a control signal. Information regarding the generation of the
control signal may be a function of information supplied by at least one of the response signal
and the information storage device 270.
[0046] For example, the system and the method according to the present invention
may be adapted to monitor and to respond to the person suffering an asthma attack. The
Device 100 monitors biological parameters such as blood pressure, heart rate, respiratory rate
and/or lung capacity. Information related to the biological parameters is sent to the ASP 200
as described above.
[0047] The information storage device 270 may store preset information relating to

identification, personal information or special medical information, for example. This

information may have been programmed before the coupling of the Device 100 to the person.
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address, phone nunber and/or a listing of relatives to contact in case of
energency. Furthernore, the information permanently stored in the Device
100 may rwbDabke44865 speci al nedical information such as al IPETJiSes484569

medi cation or that the patient is diabetic or asthmatic, for exanple. Al
of t histdriMtiveRathcanformytidiemup havcedn oatmittbe td tha Msvaievido af@othafgvice
transmtted to the ASP 200 for review and anal ysis. Such information may be

of  SpPa@pRbas cSiSIEd {d B8 PER0A.OSHRLinERH A6 HRAPHIudtBE pbien’P @EHE honfe _
di soriented or unconsci ous and unable to conmmunicate. [0048] Incorporating

updat eahl e 1] ' ' I b ] wthout a
recal laﬁgxfeg%ﬁé&%&ﬁéﬁﬁn@&@Yﬁ%gré%ﬁ%%&gﬁtg&%%%ﬁgfebe onfigured for
pr ogr dFEGIBAE iAo SR rar Atk sbRCasares Fl BRYrIdeRbGRAD o
updat ed db%lg}deM| ct)adi n fiéggvar e@upgﬁa;?gis tﬁ{aﬁﬁa%a%é“@éﬁ{aﬁ%@q ‘lifi nk. This
woul d meg¢dieahinfpimationsueiees 213D PLIEFEIOR FH t he same
time, thereby mnimzing support issues anduée%;{(i:i ngﬁrbequi red custor(rler
mai Nt essthnesic, foLERAPIEINAT JfaBi4 dformatipatmayrist dpdeadstl oatathe dravsebiyel 2a9%and t he
Device 100 further includes a conponent for providing various forns of

f eedbagds@rttedttd el ASP Q0@ IdI9EEOW, and BhATRis. Buchlihfoehation mapbe ofpecial uni t .

Qut put units can take any formto achieve the intended function. By way of
non- | 's%ﬁﬁ&gcéef&qﬁmigal é)@fét)ﬁﬂél viEh iBe fRMbntidHRoHERd 6F HABhscosiang@fable

el ectrodes, punps, vials, 1njectors, drug and/or pharmaceutical or

medi citnal deliv%;y mechani sns or systens, tactile stinmulators, etc. Such
an outBﬁ?mHWinfca y be integral with the Device or a separate conmponent in

comuni cation wi.ith the ASP 200 and/ or Device 100 ither, wireless or
wi red [884uni catlnesipeiaiRe HE‘% e Tapwae 1 %ﬁﬁea%ﬁl@ﬁ aglﬁgéiltftf’ge B‘iﬁ%ﬁ choi ce.
-15 WO 02/ 044865 PCT/ US01/ 48539 13@0050 In one such enpodi pent, such an
out putwithwiut a reeall of thetpbwpital Devied . Zhe Reviee hPGBaE g comigyreiog diregt
interpreting commands, may be coupled to the m croprocessor of

user update by plugging it into a computer and running an update program provided. In an

alternate embodiment, the Device 100 may be updated by downloading firmware updates
through a wireless link. This would allow multiple Devices 100 to be updated at essentially
the same time, thereby minimizing support issues and reducing required customer
maintenance.

OUTPUT UNIT

[0049] In yet another alternate embodiment, the Device 100 further includes a
component for providing various forms of feedback or stimuli to a person, animal or object
via an output unit. Output units can take any form to achieve the intended function. By way
of non-limiting example, output units may take the form of syringes, electrodes, pumps, vials,
injectors, drug and/or pharmaceutical or medicinal delivery mechanisms or systems, tactile
stimulators, etc. Such an output unit may be integral with the Device or a separate
component in communication with the ASP 200 and/or Device 100 by either wireless or

wired communication link as a matter of application specific design choice.
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t he device shown in Figure 2b. In such an enbodi nent, Device 100 may be
adapted to respond to a condition of the person (or animal, etc.) via an
out put urwoD.02is6Devi ce 100 controls the output unit suclecThasni/gdsed out put
unit provides stimuli (e.g., acoustic, thermal, nechanical, chemcal,

el ect r j0080] and/ oin clesath embgdiatent se¢h andutputtueits whichetsslfimcldes aexanpl e, the
output unit may rel ease an appropriate anount of nedicine or provide

el ect r jn§@bprosdskertr 36 i Forlifte ForBitiCermAnlis AReY beEowladlthe niidieprotdsgattofuni t
may be parIt) of a conventional heart stinulator systemthat has been

adapt efol18vig SR bR Y i Eugch%vén%d%g%tﬁ?gg%ﬁ 0By bSphaL' | cal

stinul ati on e rt of person ternatrvely, in an

enbodi nent _accordi.ng to.the present invention i ich. the qu t unit is
parti alPRPn o aanOn pf tserh (rimeh oo eodal e Tt DS BT o100
whi ch provides the stinuli_via the output unit whjch acts as_an interface
bet weeePntiqls the gpipat unibsrchient theowpptawy Providessimmh €.2-1a5eussythea.oo nay be
directly coupled to the heart of the person 100. Accordingly, the Device
100 mamechianget, chempicaly eltetriehlouidiarcldctromagngtigistiomli) to th @erSh@%om exanaplet s
interface (e.g., via the output unit). [0052] In light of the information
recei ved oapu bigit ASH relO4de adApptopinmtanunseithedicine offpovitle@lecmivabal r esponse
may be needed. For exanple, upon reviewing the information received by the
ASP 2001 @afE 0 miRYe. #h ARG LxAmPRN Heldufft aiﬁ%&z 1R parRFhabhieatiofgVi at i on
in a biological paraneter of the person and authorize the activation of a
medi cal _r.espo e i t { () i recei ved
by 1 henoR ARG ySleb s Rt aa e PR IR Ay sF DT TR T2
particul ar, conditjon (e.g.. , ocardial infarction) and/or an

above- PRVielrcH 1 ??l‘%‘ﬁlﬁg‘%‘ﬁoﬁhg}/‘%‘?%b?Bearfsmbg(goarret er (e.g., substantial
restriction in blood flow) of the person and authorize the activation of a
medi cal005&k pons eAlterngtively.tih an embegdiseent pocording Wghs peser inypngoR HeWhigly of the
person). Then, a response signal is generated by the ASP -16 WO 02/ 044865
PCT/ UStht /o688 8nit BQ@rtaily qyvdwilyéutegratetiiato Tee/Dedcd 00, v ia thenPevd&PLA00. | n
response to the response signal, the Device 100 controls the output unit

t 0 provhids prbvad&stthatinigli KRAbe sttt wiiewhiok acte apanieerficg batween the Device

100 and the person. For example, the Device 100 may be directly coupled to the heart of the
person 100. Accordingly, the Device 100 may directly provide electrical stimulation to the
heart via its interface (e.g., via the output unit).

[0052] In light of the information received by the ASP 200, an automatic, semi-
automatic or manual response may be needed. For example, upon reviewing the information
received by the ASP 200, a doctor may diagnose a condition and/or a substantial deviation in
a biological parameter of the person and authorize the activation of a medical response.
Alternatively, after analyzing the information received by the ASP 200, a program being run
by the ASP 200 may ascertain a particular condition (e.g. , myocardial infarction) and/or an
above-threshold deviation in a biological parameter (e.g., substantial restriction in blood
flow) of the person and authorize the activation of a medical response (e.g. , the release of

nitroglycerin into the body of the person). Then, a response signal is generated by the ASP
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to the person. Alternatively, if the output unit is partially or wholly
integrated into the Device 100, the Device 100 directly provides the
stinmul us wegaestsetl vi a the response signal to the personPCra®88)85Fhe
output unit is adapted to be controlled by the Device 100 and, in

parti ciBdnd grofided RARS Bietide U0 viad8 ASPIEHOOLH Rsonsd td thewgspanseaidnel, ieer ti al | y
or wholly integrated wth the Device 100. For exanple, the output unit my

be i nt BraL et WRloA bl e BbERe (RARANL EOHIACA ekibipoiicaaghi p 210.
Al ter nlgfg‘ln\a)ée?g? t 8 ou%u uuﬁlﬁt%y bg i nt egr at eg&%\/\holly vvib?h theg}%evi ce
100 and be inteqr.ated.mhol | 1.& 1 i out put
ani ¢ 1 PRpech AlaraeT: s Seoispuinils bRafl 6 ESPintckhed By e fitRecl)
nechani cal ., _chenical.,, electrjc and/.or el ectra netic st.imyli),. For
exanpl H0, theeDeies R0 Al{?ﬁﬁ}’ PFA eéaf'“? TRyt ’Ef&Pesgﬁdt‘ﬁggl%ﬁﬁ%@née 85&250 gan.’
Furthernore, the output unit may be an adapted conventional device such as
a paceperstker or a nodul e that releases chemcals (e.g., nedication) into
the bl ood streamor into the stomach, for exanple. The present invention

al so c@ossnpl at eThd haputtnét ioadapued tortietcontyilqirtythe ®esead 60 andifior nati on to
the Device 100. In addition, the output unit may be placed on the person,

on th e?a?rﬁ&flﬁ‘t‘,: theQirodeBein® tihid 260. THRQUBRK AT ma?rjals%tbetiﬁhml\lytdit(w}ﬁ)uy frtegatell t he
0

skin t he person, deep within the body of the person, or anywhere

t her ebgt NBRDeiR h@ggﬁ@ﬁ@ﬁggﬁwmﬁr}h&y Yt daPuB P RRb R wiR HRepavipar t of

an ar efson or "an apparatus worn by the person

y
(e.g., othin | asse et.c. .005 The Vi ol s the
out put 1Qfhand ‘?ﬂ“ghfiﬁ%&fd’%ﬁ%?“pz%@n él(fﬁegﬁaﬁ%&&ﬁ‘%a@l"d n‘infl{ fh (ﬂ)s%?né?%?fg& he
appropriate stimuli. For exanple, K the system and the, netho ccording to
the pwaeknwithiheRevieml(hgndyaaybrinteptedw Y"Hg ﬂé‘?ﬂlc%&‘r%ggﬁnd to the
person suffering an asthma attack. The Device 100 nonitors bi ol ogical
par anef0954] such ke bitpatdmitrie Sertires adapiest to bereyide smylp(/ T18Es thermal,
PCT/ US01/ 48539 respiratory rate and/or lung capacity. Information rel ated
t 0 t hemitigho@i.celenticil aiRttdas ahdoseattrontagnétiestieGii) 2@ exsmghies theidmgmiit above. | f

qualified nmedi cal personnel and/or an automated
unit may be in contact with a muscle or an organ. Furthermore, the output unit may be an
adapted conventional device such as a pace maker or a module that releases chemicals (e.g.,
medication) into the blood stream or into the stomach, for example. The present invention
also contemplates that the output unit may provide sensor information to the Device 100. In
addition, the output unit may be placed on the person, on the surface of the skin of the person,
just below the surface of the skin of the person, deep within the body of the person, or
anywhere therebetween. For example, the output unit may be adapted to be a part of an
artificial body part of the person or an apparatus worn by the person (e.g., clothing, eye
glasses, etc.)
[0055] The Device 100 controls the output unit via the control signal, the output unit
providing the appropriate stimuli. For example, the system and the method according to the

present invention may be adapted to monitor and to respond to the person suffering an asthma

attack. The Device 100 monitors biological parameters such as blood pressure, heart rate,
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process determnes that a patient is having a serious asthma attack, a
response signal can be sent to the Device 100 to renedy the condition.
Upon recewoing448h®e response signal, the processing unit 260/usonissed s the
output unit to release a drug (e.g., adrenaline) into the blood stream of
t he peegiftory Mdte bh@bi g caparity.aformatiberciaeldtthe biotapicad paranditens isfsesquency
of the dosage may contained in the response signal, the processing unit

260 anghpr Akbeob Rt QERbiLibove TPERMATAGN Gl 2 QendeVEADEY SPAifom&tedt r ol uni t
140 can send subsequent response signals corresponding to different doses

of the for. . ' ' Vj : larating
condi 1O B piinES P FuichEREAMNRS SRR S BECH Mo sREISHA BER,
present inveniion, e mcrochip is, tivated only when the .transceiver
D00 r deatdee Drgcs ADORGiedy B Sriiian bt Brting Htishimse SEBHRE T rom 1 he
ASP 200. This enbodi nrent has an advantage in that energy consunption is

ni ni minreeessing vnit 26¢ epnitalythe watpuh et fogleasondsig ek ?dlienglrwa giedwibleodini t 260
accepts data from the receiver 250 and the at | east one sensor 240. The
pr ocesssicag ofthd pe26. heyrneatioapélatiipetodhe amounteduratidn anel/drfresuemdy dféheachi eve
nore stable data or to develop a history of data. Such data may be

Pr ocesRRsbeanay SntShed Rdhd FRespdifte kizhall fRtprédtsSA@TAGR60aNd/ethe iiforntdpioR

conpl etion of the processing and/or storing of the data, the information

cont ai i d inn i i i e
C ane it Seyer ol AUERL N ool B8R 140K G4 TUMARARRRB kiR |

transm ssi on .of the..upl gaded ta via the transcelver 2 .the processing
ani v Segererde ATsE ARt O Bt B M PSSR g e SR g
information until the next interrogation signal or the response signal is
r ecei VST RgqQudiliap ob s PEE§9Bn recei ving the response signal, for

exanpl e, the Device 100 and the output unit act as described above. After
conpl d00¥g t he dotanother erifeodimenteasedrdinginithe meent mveidnghgeniceashipis i n
controlling the output wunit or in receiving, processing and/or storing

i nf or metivaiad onllyiwhehhlee tasteivert220 regpites tire integroghtionlBgnADafP 6 0thd 8&Honse

PCT/ US01/ 48539 or the next response signal is received fromthe ASP 200.

The prespdioiue ASPON0ATES enfbolin@iPhad ASadvhRadeivitha chbigy 20aKuBTptIoREgs out put

unit being activated via a manual switch or
minimized. Upon receiving the interrogation signal, the processing unit 260 accepts data from
the receiver 250 and the at least one sensor 240. The processing unit 260 may accept the data
over a time interval to achieve more stable data or to develop a history of data. Such data may
be processed and/or stored in the information storage device 270. Upon completion of the
processing and/or storing of the data, the information contained in the information storage
device is uploaded onto the transceiver 220 and transmitted to the ASP 200. After completing
the transmission of the uploaded data via the transceiver 220, the processing unit 260 is no
longer active in receiving, processing and/or storing information until the next interrogation
signal or the response signal is received from the ASP 200. Upon receiving the response
signal, for example, the Device 100 and the output unit act as described above. After

completing the action, the processing unit 260 is no longer active in controlling the output

unit or in receiving, processing and/or storing information until the next interrogation signal
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programed button actuated by the person. [0057] As alluded to above, the
i nformati on storage device 270 nmay store information relating to different
types of woimok4seprovi ded by the output unit as well as stPCmuSo1/gsasanmet er s
such as frequency, anmount and/or duration. The information storage device
270 eyt tlRd ekt répOfise sin@bis redefviedrfromi them $12260. i Thg prasentdavdritionabsoi on, per sonal

information or special nedical information, for exanple. This i nformatl on
may h%%ﬁte%%e%@@f@m@o Qﬁcﬁ/@f fhetdﬂlﬁ)u@ QHR |bh1'ﬁ§ act‘i’sfatédh@a RoRinabl Svitvdrce 100 to
the person.” Alternatively, the informati on nay have been transmitted to

t he porﬁ%%%ﬁggﬁXMgﬁa&ggbgpﬁg{I%%§>DEV'CE 100 was coupled to the person.

Such rtionmay in e person's nane, hone address, phone nunber

and/ or |st|ng of atives.to contact .in c ener genc

P t ndPle ¢ AT Hiler i eribi s e el ies 70 RESITF Slorneiopny
relate to speC| al nedical information such as allergies to medication or
t hat troletingta differens tyweseftimuligprogided ky thecoutyus Flnlé%Wﬁn @s stignpli pprameies

i nformati on may be upl oaded onto the transceiver 220 and transmtted to
t he ASRcR&Ofréqrenty anmontand/adatations TheSnfdrmatioh storage idovicedy0 tmay elsospeci al
significance to nedi cal personnel when the person is disoriented or

UNCONSkdr® PresaiidfdHmabbe rdl Aing Ao TasAti GiddtRon, SEEdRAT infhiMlatibDESp dcDhidicAs Wi || be
descri bed herein, various enbodi nents of the present invention enploy

power - d SV RS0 ?@Jékraﬁ% ne{)?’gﬂ ﬂfo%gtlirhﬁl [gh%ci\'fne l%feng Mb&ﬁeﬁr@ﬁ& t8iMing! N this

regar I'n cértain nments t vice 100 i's capable of being tur ned
on (fr a | state) Q i I r state or
conpl éﬁg?F Odfaﬁep‘?é’h‘i?t )7°ﬂ7§ ﬁsofluﬁﬂ?l 8%;11%1%’ tﬂ‘%:lon pﬁﬁg%gh%ﬁéégés)e\gges recei ved
fromthe ASP 200 and, nore, specif rocesso of the
Devi cdranpRitieddp FRsRoTahl deoe 166 ofy tﬁs%wfloﬁmm e Shsihes 100
up or down on-denmand as necessitated by either business requirenents or

user -InPrMGiOPNEYF8bSlcRETaSITy 1FBE3 bome addresy, phane rambier prd{or & hgingsd 200 can
renotely turn individual sensors in the Device 100 on or off (i.e.,

enabl ethitisatbepntact iprcasd dfemendeany dtirtremidrey the (nferoraties penuianegtly stotvidgher
o iﬁe Device 100 may relate to special medical information such as allergies to medication or
that the patient is diabetic or asthmatic, for example. All of this information may be uploaded
onto the transceiver 220 and transmitted to the ASP 200 for review and analysis. Such
information may be of special significance to medical personnel when the person is

disoriented or unconscious and unable to communicate.

OPERATIONAL MODES

[0058] As will be described herein, various embodiments of the present invention
employ power-saving features to prolong the life of the Device’s battery. In this regard, in
certain embodiments the Device 100 is capable of being turned on (from a low-power wait
state) or off (into either a low-power state or completely off) remotely. Such function is
controlled by messages received from the ASP 200 and, more specifically, by the
microprocessor(s) of the Device. This allows the ASP 200 to remotely power individual

Devices 100 up or down on-demand as necessitated by either business requirements or user
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| evel s, or to conserve power on the Device 100. Both of these features
re-effectuated, in part, by particular nessages and nessage protocols.

[ 0059] | rwohe/oadst®r nat e enbodi ment of Figure 2b, the m cr @echiyso4833¢ s
activated only when the transceiver 220 receives the interrogation signal
and/ orrefinst. rlesdditiog, thegtsH 2060r camreinetel yASiEh R(Dvidih senserstio thenBemtich B30 @m
advantage in that energy consunption is mnimzed. Upon receiving the

i nterrQaat i en eahidalsable)® 2686 siaABed MohitdBity areeRindingabaidheoseriie GPS
receiver 250 °and the at’ | east one sensor 240. The processing unit 260 may

accepticl e o) g?nysgeggrpgeve} biffhel TR0, bR PSR LA EardRliA pll, [ O

devel op ' a at a. ata nmay be processed and/or storfed in the

informati on storage device 270. on conpletion of the processing and/ or
stori %’Wﬂi‘ﬁ%ﬂa&@%&%@ﬁ@m@ﬁ%ﬂsﬁ’ Rﬁ)tltj&é’?ﬁ'cont ained in the information storage

device 270 is uploaded onto the transceiver 220 and transmtied to the ASP

200. AP conpinghe Aliernaie empadigent el iguisr2bs Hie mistashied Odspevpied qnbe

transcei ver 220, the processing unit 260 is no |longer active in receiving,
pr oc eswhenghe trdhseeivet 220 regeives the metiregationtsignal dnd/ondhet respamse sigaa) dranp thesi gnall
or the next response signal is received fromthe ASP 200. Upon receiving

the reggPNE@ Thigkalbodiment BxLaddantafeinhyt anerghQOnadimioads desiatizdded above.
The present invention also contenplates the Device 100 being activated via

a mnt@ﬁo%%i@%g%e ilﬁé@%ﬁaﬁfﬁg%ah,;% 9{3@5@ thdackéifts B SO thEQRSP] | n

anot her e nt accordi ng nt invention, the transceiver 220,

& Mol 0 S Tl TSl SR bendch 2R e Brd et o R0y £ dR dyd O ¢ he

e rhterrogafion si nse signal from
the ASP 200. Furthernore, the transceiver 220 trapsm i nfor ion from
t he proEes E‘F’Wg‘nt?ﬁ‘i’eﬁ 1O AHIGVE Ml SA ‘%@O‘.’r t@ﬂ@Y‘i‘i’? 6%‘5{}% Oéﬁiﬁi"l é’T‘CharTcEat‘%es cri bed
above. -20 WO 02/044865 PCT/USO1/48539 [0061] A privacy node nmay be
i ncor porabeprocesseandienstered rpihe infarmatian stepgadpviee 378 Unomsepgistion oft op
reporting information. Privacy node may take a number of different forms.
|t nmaythppacessingeandrirtstirmgf thectings tlsd inbpmatide covtained inltbe ;mfetmentionstaragepl et el y
unable to

device 270 is uploaded onto the transceiver 220 and transmitted to the ASP 200. After
completing the transmission of the uploaded data via the transceiver 220, the processing unit
260 is no longer active in receiving, processing and/or storing information until the next
interrogation signal or the next response signal is received from the ASP 200. Upon
receiving the response signal, for example, the Device 100 acts as described above. The
present invention also contemplates the Device 100 being activated via a manual switch or
programmed button actuated by the person.

[0060] In another embodiment according to the present invention, the transceiver 220,
without the GPS receiver 250, is adapted to receive the GPS data from the satellite 130 and
the interrogation signal and/or the response signal from the ASP 200. Furthermore, the

transceiver 220 transmits information from the processing unit 260 to the ASP 200. Operation

is similar as described above.
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respond to any requests for data and does not collect any data.
Alternatively, the privacy node may sinply suppress the collection of

parti cul awotogpesses data (such as | ocation information) wRCTASet/#d5B9 keepi ng
the systemup and running to provide a baseline |level of information. The
syst enfo@él]l r espapdiviey mediiasy be ncompotdiad iSRe Peoiceil 0bthat wilkallew itdbi ce t hat
the systemis operational and not responding with data due to a privacy

mode Qéxﬁg&arigr StOp &ébon{r%ﬁ%ﬁﬁaﬂzuﬂ. hprivaby Hidde ehaahkedd minibhed ol giffeaht firisy acy

node woul d geénerate a flag in the PD 300, described in greater detail

bel ow, t.f '?& ff +GE R,200 and a
fal se I%{‘n%y %\Iat%%gi{b ﬁféﬁ%ﬁ@eeﬁ gien% u%%?%ﬁgét%gé%% ¥te{}}r}ﬁj§§}§i St)i on, the
Devi ce 100 .can be recalibrat fromthe, ASP. 200, during,ngrmal operation
via t AeSRRPALY @%reaa‘?sgs oF figa C?g?\eémoéml SN ‘?aﬁ@ éﬁe@%th\%&’%&a‘i’rhvsac r sensor
of fset. [0062] The Device 100 nmay al so have a system EI eep node, which

r educégo simpbn SARERSE Si¢ colleckionrpt gagtisuta bipe of daia (el 28 [QLALMR ssi on
intervals. To conserve power, the Device 100 will only power-up the

Wi r el dsforntatien)vhite dtilldrespiag thersy220 tpendauening tepiovidg a hasdiwdevel of wai t i ng
for it. If there is no nessage, the Device 100 will power down until the

next phRsRESH | Bt SR/Rakwil feBpontifto feqiiess &9t the ASH 200ngith ¢ikter DavticethaO0 wi | |-
begin "waking up" specific conponents needed to respond to the nessage. In

addi Q0 eBent 1Y GheRfioRARma b Pres Tl Rh Mth 446 (o & Bivadh o dcidoMgly down

when it does not recelive a usable set of satelli Signals. Both of these

g'egie P ég;iogga vgﬁ,g;ﬁ@ﬁgé <8 of it Oa)é% j»ﬁgacgké@S@e%Baht OF Satolal B i{a g%fﬁ% gg&e

rcula I'Ce M Croprocessor
preferably conduct hoth startup testi ang. cont.i nuous te ing
G | neaeden BiFatca oy Bk Ve u Ty er AP e L S UL B R sy
war ni ngs, sensor mal functions, no GPS -21 WO 02/044865 PCT/ USQ1/ 48539
si gnalandadalspelarmitat tlguitis et Bectiening propewty:i badditopoie Mexicg PO gapbe
comuni cated to the ASP 200. ASP PLATFORM DATABASE [0064] The PD 300 wil |
now beecbeatedfrdmi the iSPAR00rdudeg avimaliopératied wiadhe wirtlgssdagauliek ®, enable ‘
rescaling of sensor gains or sensor offset.
[0062] The Device 100 may also have a system sleep mode, which reduces power
consumption between data collection and transmission intervals. To conserve power, the
Device 100 will only power-up the wireless data line transceiver 220 to determine if a
message is waiting for it. If there is no message, the Device 100 will power down until the
next prescheduled check time. If a message is waiting, the Device 100 will begin “waking
up” specific components needed to respond to the message. In addition to this scheme, the
GPS receiver 250 can also self-power down when it does not receive a usable set of satellite
signals. Both of these sleep modes save Device 100 power and extend battery life.
[0063] The Device 100, and more particularly the device microprocessor(s), can

preferably conduct both startup testing and continuous system checking during operation for

self-monitoring. Information such as low-battery warnings, sensor malfunctions, no GPS
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which illustrates the logical relationship of the data stored by PD 300. In
general, the tables incorporated into the PD 300 have been designed to be
appl i cat iwp eqdspendent, nanely, that none or very few ofPCrhmsot/atsBes

contained within the PD 300 need to be changed when the systemis applied
to a ngpnabaiki the fike apglbecitected by Biidevideanierofrbeesiip a80 0omtmunichigd do tie t he same
regardl ess of the end use of the systemand types of Devices 100 used,

whi ch gépdg.fi es managenent and maintainability of the overall system The
PD 300 includes nunerous logically related, discrete tables of information

to be described bel ow. These tables are intended to be illustrative and
not exhaustive, as other a ”ﬁ‘l&ﬁﬂ“ﬂ or nore tables and fewer
or nore data fields are Wéﬁf%%he scopeggﬁﬁhpresent i nvention. [0065]

Mor e Lficall D.300 conpri.ses.tahl.es.di.rec thr in
funct ﬁgﬁ@':] ar easﬁievé# gﬂg)vvﬁﬂ? Pogg’e ggicéilsp F% gﬂgﬁe?ﬁteﬁ‘?%%é g’l"t}lgéeifF%eque tgé«ﬁ g%g%‘fhe
first functional area.s directed to infornati rfaining to the

speci fYEciDdlsEaiss thedogirs r%‘a??rﬁﬁm the @%%%t@r%lrgg?’&goiﬁ’t%ﬁm =61%entta{’lie§/i ng
information for the Devices 100 and device nessages. The second functional
ar ea iiscagparated dutottlee PR3P ave beenslesigrddriorhg applieatign inrdspendzat, ngrmely, et f or
the caregiver of an Al zheiner patient, the parent of a child being

moni t aio@elor very fdve of theaablesamtaficdawithie dic PID 300 abédlode.chdgedtwiiendhd unct i onal
area is directed at setting and inplenenting alerts, and includes tables

cont ai giag i KA ¢ n@ﬁﬂﬁ@ﬁ%@rag ligkieh! ThE@RAE She BDB00QGUERIe it danteul s
associ ated with each Device 100. The tables in each of the three functional

ar eas rggagge QW @endgfs%%%k}%e&séeﬂlfa&a § %f;bgmggl 1003 LA FiRh giﬁg)nglf the tables

. %
into t uncti on areas-Is for ease scussion an h ufd not be

interpreted as limting the s e of.the inwenti .- 22 WO 02/ 044865

PCT/ UW&%@% mﬁ;@?ﬂ%@%ﬁ%ﬁ%@ﬁ?a@%ﬁﬁ%@%%eg%?%@ﬂén%‘ﬂq’eg PUPEREE i onal area
of the PD 300 contains tables relating to the Device _100 d its various
f unct ilegieallyrrlatedpdisersts tablgeef igfamation RhealrsgeheddelowhuRsss tabiesairs f er ent

types of Devices 100 with varying capabilities, such as different sensors
sui t esntendetdtio e iBusyrativoand na saxhawtive as pibesarrangemerts giithifhwerD3@e itsel f. To
this end, the Device Table contains a

tables and fewer or more data fields are within the scope of the present invention.

[0065] More specifically, the PD 300 comprises tables directed to three main

functional areas, which will be described in greater detail below. The first functional area is

directed to information pertaining to the specific Devices 100. In particular, these tables

contain identifying information for the Devices 100 and device messages. The second

functional area is directed to information pertaining to end users 25, such as, for the caregiver

of an Alzheimer patient, the parent of a child being monitored, or the supervisor of a fleet of

vehicles. The third functional area is directed at setting and implementing alerts, and

includes tables containing threshold parameters, alert signals, and logical alert rules

associated with each Device 100. The tables in each of the three functional areas will now be

described in greater detail. Organization of the tables into these functional areas is for ease of

discussion and should not be interpreted as limiting the scope of the invention.
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record for every Device 100, as identified by a unique Device identifier
(ID). Each record in the Device Table also contains a field for a

descri pt iwp oef448he Devi ce 100, a field for the frequencyPeofi/tisnt/egssepgati on
of the Device 100, indicating for exanple, how often to poll the sensor
Device 100 for position PEVIQE INFORVATHIONETABLES the serial nunbers of
the watch unit and belt unit 204 for the enbodi nent where the Device 100
i's conppésjed of TheTirsEfacteiml aesoPihs EM 300 antginetbles sdlytinges tire Dedce The
Device Table also contains a field for the Account |ID that associates the

Devi ¢ y Qb%gd\ﬁs R/Qriﬁls%ﬁétidﬁ@.l &he PELTIONS desIBRdAS GQIRMIIAS & Bludbdriof difeereddeVvi ce

Tabl e 1inks to the Account Tabl e, described bel ow. The Device Table al so
tai ield . I: [ nt. Pr.of: : i at ed
T e Sl S 1 i il ok AR SA i Sehioks Bl Spdubafeb 0D 32

the particular type of Devjce 100. fo | e a_ pDevi 100 for position
and faFFlPdlfQi%%t’é’étt? %WFE}“‘E)th‘e ﬁb/?@e‘tsf Oﬁgﬂgﬁﬂg’i te 9ﬁ}’wﬁfﬁ3@5 PUPRS 4nd  body
tenperature, and so forth. The IP Address |ID field links the Device Table
to therebd@d foxcyerysleviesmh] ), anidentifiedhit anmquabeyies Hentfier(He) Degh ée00sd Het ual 1 P
address or sone other identifying descriptor. The Device Type ID links the
Devi cethd Deliee Tablk hisoDeuiats afygié fotallessriptiohiof theddenticd 1Y, a fieldelodtheor a
description of the particular Device 100 type. [0067] The Device ID

provi dﬁeilgb JriifkrrB LR tiid ety | 00g infiadakiag dsttbxamysy, Rbwoitlseto palkthiece
related PD 300 tables. Two of these tables, the Device Generic Table and

the Ge i : ..ont.i Lo T, . . . h
© oL DevRA06 oAl RiRAlLANA arn W8 3R GPUEABALIEIAN & howhichish (o the

Devi ce rou ice | contains field a uni que
Ge i I.D i i D hch, 1dn:.t . he Ge i
Tabl e el §fiePe fnibé Suparisirho SAOb&les |uis bPsdFaitbBSen b o 50

02/ 044865 PCT/ US01/ 48539 are directed i ces 100 t v

non- st GRPEPENtSES PrgERushy drssribpd. s &%%&Eﬁaxsq TR hggéf?’{]‘ﬁ?‘l §§‘.’°‘fr’6068]
The Device ID also Iinks the Device Table, and thus each Device 100, with
the DBviheesiiategtbe Devlce, 100ithha pardewdar agpauhgEhe dsepunt B figld Imdg ce 100
fromthe ASP 200 that require an acknow edgenent of being received by the
Devi ceDdQ&: Tabé Knktsabltiee pcenanTsble, described below. The Device Table also contains a

field for a unique Internet Protocol (IP) address ID associated with each Device 100 and a
field for a unique Device Type ID, identifying the particular type of Device 100, for example,
a Device 100 for position and fall detection only or a Device 100 for position, pulse rate, and
body temperature, and so forth. The IP Address ID field links the Device Table to the IP
Address Table, which contains a field for the Device’s actual IP address or some other
identifying descriptor. The Device Type ID links the Device Table to the Device Type Table,
which contains a field for a description of the particular Device 100 type.

[0067] The Device ID provides the link between the Device Table and several other
device related PD 300 tables. Two of these tables, the Device Generic Table and the Generic
Table, are optional. The Device Generic Table is linked to the Device Table through the
Device ID and contains fields for a unique Generic ID and a Device Generic ID, which, in

turn, relates to the Generic Table for identifying additional, special case fields. These tables
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repeat ed nessages frombeing created every tine it has to be sent to a
Devi ce 100. The Device Message Table al so contains fields for the nessage
cont ent, woOuwnioguses Devi ce Message Type ID, the date and tipag/ushr48s8Esage
was sent, and the nunber of times the systemhas tried to resend the

mes s agge redtbetolRariics . 100 hieat Bave nen-desdnadjeonTrotations of senkerd abd/ot ingerivdvi ce
Message Type Tabl e through the Device Message Type ID. The Device Message
Type S];agig@., tracks the nessages sent to the Device 100, including the
maxi mum nunber of tines the systemw ||l attenpt to resend the nessage and

the re@bgser[ nt erv-ﬁl DE é;lﬁgegah fnB Tk RAt Ele[ %g%éﬁhke&%'@%céﬂﬁ%ﬂ@ﬁéaes are

used t erm ne vice has falle The PD 300 al so

| nf or nREVERRlertes 1 Hlean ek FOReS et ?nt?%b%% V@Cﬁf&%ﬁ'ﬁf B 65 208 BR: Dot cos

100 and associ ated wearers or tracked itens ce |D links the Device
Tabl e requirhen agsagviedgqraent PABriag roas e bb’éhealﬁe‘é?% ﬁ(i)Q/aThl? EADIPIEYRIES t r acks
i nstances when data is received from each Device 100, as identified by
Devi cerepéatedmedsagastfrom beingsshtpdenery timd i hes i sont tlf_)@d)ft\m:e 16fwiTdte | i nks each
record in the Device Log Table to one or nore records in the Device Log

Val uespdabd Biesshie TEsIY bl36 cbaginvd el Forthbheestagaclatent) @ vaiiue DevitaMessaeei ved
fromthe Device 100 and creates records for these val ues. USER | NFORVATI ON

TABL EST%%QBJ he R SAGRRAGME Eﬁl%ﬁdg@%s s@ﬁteﬁncpthe hii@bBER 3R btdds nisabl es that

store € user 1nformation. The is designed to enable nmultiple end

25 b 300
b of or SEE IS oS R ARE S ;ﬁfﬁowvgﬁ éﬂ??ﬁ?l%?‘%ﬁ??%elﬂ%e SRR Pp Pruel >0 ' °
PCT/ USO1/ 48 th d 25
associ MeEdes Y?P'gar&’ &wgices ;16 e 66“"3 Sf%@ ﬂgeﬂ:ﬁ??)Schg 5 uﬁ@'@éS)[OO?l] To
this end, the User Table in the PD 300 contains fields that store
i nf or nBabileritacks the yssageesenhtohe Deyicpd PAdnerding s Maxipein nwnber ol simes

address, a description of the user, a unique identifier for the type of
user, tn dysders ed 1l nerosten rmnéﬂmnﬂeﬁswmdﬂhb fetyy imterval. As described in greater

detail below, these Tables are used to determine when a Device has failed.

[0069] The PD 300 also has tables for archiving and displaying historical Device 100
data and status information. This information is useful for long-term monitoring of Devices
100 and associated wearers or tracked items. The Device ID links the Device Table to the
Device Log Table, which is an archival table that tracks instances when data is received from
each Device 100, as identified by Device ID. Each entry is assigned a unique Device Log ID,
which links each record in the Device Log Table to one or more records in the Device Log
Values Table. The Device Log Values Table tracks the actual data received from the Device
100 and creates records for these values.

USER INFORMATION TABLES

[0070] The second functional area of the PD 300 contains tables that store end user
information. The PD 300 is designed to enable multiple end users 25 to be associated with a

single Device 100. Furthermore, PD 300 is preferably structured to allow different privilege
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when an end user 25 requests access to secure data or other account
information or to set alert thresholds. [0072] The Account Table and
Account Wwero2latsh® associ ate accounts, as identified by woirgisel/ssesount
IDs, with end users 25. To this end, Account Table includes an account ID

and an, Apeol Mvelas bk afidiRa 1o Hbhal usdie Aassutiited % ih cdebDevivé 100 andithe PD 300
contains fields that uniquely identify individual users 25, the details of

whi ch . . i e User Table, with an account, as stored in the
B Rirplge!

Accoun er Type IDis associated with different types of users
25, fo npl e, ..car.eqgi ver i Ci an nts. @r.f pervi sors. The
user t BzﬁaD |i}qﬂzt11§%]§,%ge:§se$§%ﬁ nghetswg%@ge?ﬁt%yf)glelﬁggﬁag%t& ich al so
contains a field for a description of the user type. Wthin the PD.300,

nul t i pinéormatips relafed imeagh ua@sﬁ&r%tnébmf\?wﬂan@%w%géé%ﬁ% a Jg’%‘iﬁﬁ’ﬁ“’a&fal | the
caregivers wthin one nursing hone account. The user ID |inks the User

Tabl e thtmsérha utiguoidentifisdor theltyrs, ofinses And & secatevserpameiand prspivord;far wsef or

both the account user and the account. The account ID |Iinks the Account
User Tabbfanbiduden®s Agaesthiccalib secutbiath or othat aticosntdnformbiiont @ tdestaldrbe t he
account. [0074] The G oup Table is linked to both the G oup User Table and

t he Ac@%ééﬂgldsfabl e and serves to associate individual groups, identified by
group , W th an account, as identified by account ID. For exanple, an

accou ntQL(}BQfESi Sti Tﬁ% Rhc@nf JI%I?I«L, B84 t&%g%mtt ALy T%E?@%s%?&éte RELBRY 8 fBf S\LDUde

one gr f all I'ses ‘and a second group supervisors. -25
02/ 044865 PCT/ US01/ 48539 The G oup.Table in the 00 .cont ai ns_uni que
i dent i PY/1RGUs WB%&SOW“IF 8?5]'&95%1%#? ﬂ’é endg%ﬁ(ﬂl,m E%E]g CRATAYS 40 &8y pI D and
associ ated account |D. [0075] The G oup User Table, in turn, contains a
r ecor dI} end amedeourisiseqrptiobn of group and user 25. As illustrated, a user
25 may be associated to nultiple groups. [0076] The Group ID Iinks the
G oup [D@GBE to t ke Geompt Bsenidbégwithifidhe BD 30Ricontainsdieddsi thatamigyelyvi | eges
wi th each group. The access privilege IDwthin the Goup Privileges
identify individual users 25, the details of which are stored in the User Table, with an
account, as stored in the Account Table. A User Type ID is associated with different types of
users 25, for example, caregivers, physicians, parents, or fleet supervisors. The user type 1D
links the User Table to the User Type Table, which also contains a field for a description of
the user type. Within the PD 300, multiple users 25 can be associated with a single account,
such as all the caregivers within one nursing home account. The user ID links the User Table
to the Account User Table, which contains unique identifiers for both the account user and
the account. The account ID links the Account User Table with the Account Table, which
contains a field to describe the account.
[0074] The Group Table is linked to both the Group User Table and the Account
Table and serves to associate individual groups, identified by group ID, with an account, as

identified by account ID. For example, an account consisting of a nursing home that

monitors patients may include one group of all nurses and a second group of all supervisors.

25.



Table links to the Access Privileges Tables, which contains a detailed
description of each privilege. It is within the scope of the present

i nvent i orwOlaw4486&r s can belong to nore than one group wPCh/usof/isssent
access privileges. The Goup Privilege and Access Privil ege Tabl es,

t her ef PEEGrEPtMldinfh&P DS 00 Rottaing wdigue iiderifyify infhrenagion diy, cathdefissloci at ed

| evel of access privileges and a description of the access privilege. For

exarrpl [ MHaNG assBEaR IS céRnPAd h position data and bi ol ogi cal
dat a u@h?ﬁ%ﬂﬁfﬁt ’d giatl?ent ai/?nt two-way communi cation capability for

setti p@R?g]Srt thfﬁ%ﬁf@%yﬁe‘gﬁ‘ﬁblg 1%%&16801&@% RrAsH fo‘?é?ch%g’oc% AW erdfd @

diffe roup ave access recei ve erts or

data. [0077] _Final e Go Pa e TabI nd Site Pages Table are
opt i onfd ‘%Séﬂ%sASf{ﬂSﬁ%E‘g gy EPB?S “‘tftbpqgﬁgﬁlipfsl c ASP website
pages to which they can access The G oup TabI e is linked to the Goup
Site FA§26] Tabl eThmGMJQHDtlhéiS@%GFPqpﬂabW thabrripdyivilsgespbrbls Whitle G oup
Site Pages Table contains fields for unique IDs identifying individual or
gr oupsasedcixePpieitsess with eaitagretp. Whhaaegrmivilegd [uwithin thdeo§) Pevikgges Tabl e
associates a Site Page IDwith the full website URL | ocator or sone other

i dent i Ti18& 1ifks fohiBe WBEsPPREGilegeh PAHIRY, WiclS tifitaits S idigilal Rsadstivh ofeasr d in the
Account TabI e can be associated W th several user records in the User

Tabl e. aQr?\'fl La! 1¥W1 tﬁ% gre lo@tﬁegﬁes%lf)fﬂgeﬁl{ t 2tGRE s REn bASSOR AbRARM th

sever I‘ I‘ECOI‘ roups an us users, are associated with
l e the.,. & P
'FI)';Ib?“es esp&éy&tﬁa fféerelg ac%ei%ﬁ Bflgll?%?gg?ﬂ% Iﬁ?\;l rgveﬁse & Ql?de‘&(ré%%g ?{15 'iérge"ll’a%%gs

with different users. Wthin the n WO 02/ 044865 . PCT/ US01/ 48539
home aldewiere, copsap ﬁglﬂétﬁ)@ngﬂﬁé}ﬁldggﬁlg’ %’upd@&aﬁroglategﬂﬁi"egf’ﬁ%‘i“ﬁ Ses can be

defined with different privileges aSSI gned to each user grou ALERT AND
ALERT Di\legEs, lahif @RktTiptidh ThBE EScTh privitaged Fpuexamplm ahydeians way e PD 300
contains tables associated with alert threshold values for determ ning

whet hegcceds t8 Bbth gositialdataaindrticpgiahletatasiof amdnfteretiipatisttotith tal-wep and
| ogi cal rules to conbine threshold values. It will be appreciated that PD
300 al { gMFuhiRhtid\@pability for setting alert thresholds, while nurses and orderlies, who belong

to a different group, would only have access to receive alerts or some subset of data.

[0077] Finally, the Group Site Pages Table and Site Pages Table are optional tables

for assigning groups of users to specific ASP website pages to which they can access. The

Group Table is linked to the Group Site Pages Table through the Group ID. For security

purposes, The Group Site Pages Table contains fields for unique IDs identifying individual

or groups of web pages associated with a group of users. The Site Pages Table associates a

Site Page ID with the full website URL locator or some other identifier of the web page.

[0078] In sum, a single account record in the Account Table can be associated with

several user records in the User Table. Similarly, a record in the Group Table can be

associated with several user records. Finally, groups, and thus users, are associated with

privileges as set forth in the Group Privileges and Access Privileges Tables. For example, a

single nursing home would represent one account with different users. Within the nursing
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flexible setting of both sinple and conplex alert thresholds. Mre
specifically, the present enbodi nent stores both raw alert threshold

val ues f owotoioggges i ng a response fromthe ASP 200, and t @blramsof/ess39
conbi ni ng and associ ating individual threshold values into potentially
conpl exondd &dcbuhithts BRjuds sudhes nufseseloetors, Aad bidetlies ami badefaledritthas occurred.
These rules and values are stored in the PD 300 in a flexible manner that

al I owsg; %ggﬁ%ye@efg%gsrvs\fgtnﬁ& £f ddcRosdr@ri®p. built and maintained in the PD 300

for eac out any nodification of the database structure.

070 L4 0 S AT P T
22) or " the. brovufonf e asROPR R RheRs e A5k S Gpmr e

determine if the Device 100 shoul d generate an alert and transm.t the data
to t hevahss fopdeterining swhethgs Pynetde 5% Ifts"FfFétsg‘érc%ﬁ 8“?53’\9@4 valpesgngd, ¢
evaluation is a nore sophisticated evaluation that occurs at the ASP 200
usi ng logigakmillesrtalcembint tzeshaid valies. dewd} borenpredisiedjihablla S0 etlaws fsdhow,  Each
t hreshol d parameter or conbi nations of paraneters can be conbined to

cr eat efl@iblalsetting i bethirhgsle atd eomplex akxiathyeskolda uvionr speeificalbe tie @8semty set
t hreshol d tenperature or biological values for different |ocations or

pat i _e”érﬁlrod-m%mréﬂ&%%étﬁ"raw aMA! (HRERJY VRIRESTR LS geriag 8 r&pbedd fash Md ASP the PD
300 itself. Each of the evaluation rules can be user progranmed through

secur e%ldé(\g Qla(g?a%?ei‘, ’foEFsﬁoYﬁﬂ?ﬁaé %ﬁssg@gtilﬁ%ﬁldma ShbR vilue¥lifto pBichgalHSer

interf Vi Ce. e end-user exanpl e, a parent nitoring a child

s S U

communi cation network 35, such _as the Inter ne{ . The PD 300 caP associ at e
mul t i pyaduesareptoredan iteeddD 800 inat flexibleyamer (it sllowsextansiye HeghRaPtlss 19 56 o pe
contacted. For exanple, it can store pager information, e-nail
i nf or niailtand neaitaiphd methe RDoT0Pebi eashd3evideel 09rwithenyanyl epdifiseftanf efdhe i on
sources for each user. Based upon information in these tables, the PD 300
associ gdigsiséifidiceirent threshol d paranmeters with different Al ert Devices. For
exanpl e,

[0079] It should also be noted that alert threshold evaluation preferably occurs at two

levels. A basic threshold evaluation occurs at the Device 100, specifically in the

microprocessor of the belt unit 204 (of Figure 2a) or the processing unit 260 of the microchip

210 (of Figure 2b) to determine if the Device 100 should generate an alert and transmit the

data to the ASP 200, as previously described. The second level of alert evaluation is a more

sophisticated evaluation that occurs at the ASP 200 using logical rules, that will be described

in greater detail below. Each threshold parameter or combinations of parameters can be

combined to create an alert threshold rule. For example, authorized users 25 may set

threshold temperature or biological values for different locations or patients. The rules for

evaluating parameters are embodied within the PD 300 itself. Each of the evaluation rules

can be user programmed through secure web pages, having forms, on the ASP Website or via

other user interface device. The end user 25, for example, a parent monitoring a child on a
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tenperature alerts 25 for a user may only generate e-mail alerts while

| ocation alerts may only generate pager alerts. This functionality
results, woopassss fromthe structure of the PD 300. [OO8®LCTRsot/kss8Nore, a
user 25, such as a caregiver or parent, nmay specify a radius around a

gi ven sapéeblams oph catepietr pboilmaing anclzheimef patidnhecan lpergrarm khreesiablation fdes

exanpl e, the ASP 200 can convert postal code addresses into |latitude and
| ongl tyglehe ddhRhimEdtRA deBlork BS, $48E bs R InRERD! TAS PDIBB0 R Asdtiateahuléipleal er t
zone. The user 25 can then specify a radius around that central point for

the al gr 0 g aTettIg 4 : anet er
thres h‘(g]le{t’fs]?&?%P Og\gglnrlr(g}é :t?pe%a“gﬁ% y@&%‘é@%‘? igjﬂrt{é bgg}s%%{.éé f:g?x%}élﬂetﬁ/ll e Tier"
,Wthin the ASP 200, descrihed i.n greater detail. bel gw, can eval uate the
par anet@F P&t ARIOERAT, evm}[ qunna}ilﬂ%ga\rfglp%@n% OrfatioR &3 e prnyaLy glgﬁer ate
excessive alerts or an insufficient nunber of alerts. |If sg)a”q’the ASP 200

wi il getidication spugess foregch nrer.CResedipep Indgrmatian ipplesg gables; Be R I hi m or her
that the value may need to be re-evaluated. [0081] The Alert Device Table
gener askociatesditiesnethresheld pabendtere svithi differgsbAlerPBevifdse Fopexampleevi ce Tabl e
links to the User Table, previously described, through the unique User I|D.

The Altginperaaité glRrtd ablfer Lot Mbyonig gehehid efmnil alentsivdile ldation albgyimmg Type 1D
to identify the type of alert device, for exanple, a pager or cellular

phone, | S Ghis Rl icestrudfrbthe PPevi ce | D
Pron S oy bfede ?%eéalﬁgtrg't ?%*SF%‘?ﬁSf‘%ﬁ?*%Eb‘?’ﬁé?ﬁﬁ’n%@% field for the alert
devi c%ﬁ) | P address or sone other identifying descriptor. The Alert Device
Tabl e 50 -28 WD 02/044865 PCT/ US01/ 48539 contains start date and end
date fi8I ds to specify a tine énségﬁval dur.i ng whi ch that Al.ert ..Device (as

opposdd%¥Y anot Pre: PHRF ¢ fha FAEENFT A gy PECIR 1AAIUSG. The
Alert Device Type ID links the Alert Device Table to the Al ert Device Type
Tabl e,arquridchgivemaddress or gtier globaklpcaion for the aleridhraskqld. Hengxampls e AN a «
field to specify whether the corresponding entry in the Alert Device Table
r ef er L00aanrodVeet posBe codeaddresydsiinto ladtdcas! longitisle isformatim for theluger toef ers to
ot her user contact information.

adopt as the “center” of an alert zone. The user 25 can then specify a radius around that

central point for the alert zone. Whenever a user inputs specific values for alert parameter -

thresholds, for example, Max Body Temperature >= 103.5 F, the “Middle Tier” within the

ASP 200, described in greater detail below, can evaluate the parameter to determine whether

the value has a potential to generate excessive alerts or an insufficient number of alerts. If so,

the ASP 200 will generate a call to the CMC 40 to contact the user to advise him or her that

the value may need to be re-evaluated.

[0081] The Alert Device Table generally associates Alert Devices with users 25. The

Alert Device Table links to the User Table, previously described, through the unique User ID.

The Alert Device Table contains a field for a unique Alert Device Type ID to identify the

type of alert device, for example, a pager or cellular phone, a field for a description of the

alert device, an Alert Device ID field to identify a particular alert device, and a field for the

alert device’s IP address or some other identifying descriptor. The Alert Device Table also
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[0082] The Alert Device IDIlinks the Alert Device Table to the Device Alert
Device Table, which in turn, is linked to the Device Table, previously

descri bedwotopoosgh the Device |1D. The Device Al ert Devi c@CTAlShE4883%0Ci at es
specific Devices 100 with Alert Devices, for exanple, a particular Device

100 f okontEins btartdagk i endrias ﬁdl&H’to@ﬁa:ﬂB"-H thfle ItéRal GurRpSAGtRiatAled th an
alert to a particular pager or particular cellular phone only. The Device

Alert BRYictfus BBLE @30St RIGDLAS |t Catds&1y2f§fls b AR AATRE éé??v' ces for

each DeV| ce 10 For exarrp ron alert is triggere a user may

speci f n th hest it .f no

- eepondsVis TR I ks B SplPeyick 1IN aid ek 3G Bﬂ%nta%i SRS G ond
hi ghest orjity). The Notification Service, escr greater detail
bel ow, éﬁf%wtdﬁécrtb@m@em&em t@é\?}l‘éé%ﬁ’ fospegibowhyt 9:& ¢ HRIFSRIEREE At ed
tabl e, the Device Threshold Tabl e, associates each Device 100 with its

al ert irhihe dert BevicgHabeaefesttopnrdeth bleictad Whidhsndticekenn besentos sipaplice

Tabl e, previously described, through the Device ID. To this end, each

r ecor dreferd endthet edr byntact inflorgatéonDevi ce Threshol d 1D i ncl udes Device | D and
Alert Threshold ID. The Alert Threshold ID |inks the Device Threshold

Tabl e fgpsbhe Al errhe AhéreBREIcH 1D dakethe Wbk DS RBIBLRS0 (R BEdicd ARB DENRENT
information for each alert. For exanple, each record contains a field for

o TS ETETRCRPRERE S e b o °
contal g T S 5.0, RS o BT 0,

-29 WO 02/ 044865 PCT/ USQ1/ 48539 within the Alert Threshold Table stores
whet hepxanmaanasiquar Dgvdea 10ppearpiteringaplp esitionargirder rafegoasspeinted Al er t
Threshold ID links the Alert Threshold Table to the Alert Device Threshold
Tabl e, withiag hlesttooqiastiedarqegen dripedicalae e¢llwdrmbdohe buly. Wihe Devipe Ailéit Demicer t

Devi ces. For exanple, in the Al zheimer patient application, the system can
be di r gabledlsd stonex thé yribhEy ofpadliisisAlat Denicad foiesctpgce 100. tHoe ekangle] iGN
exceeds a specified distance froma central point or

a location alert is triggered, a user may specify to first try an e-mail (having the highest

priority) and if no response is received, to try a specified cellular phone (having the second
highest priority). The Notification Service, described in greater detail below, uses the Device
Alert Device Table.

[0083] Another alert related table, the Device Threshold/ Table, associates each
Device 100 with its alert thresholds. The Device Threshold Table is linked to the Device
Table, previously described, through the Device ID. To this end, each record, identified by a
unique Device Threshold ID includes Device ID and Alert Threshold ID. The Alert
Threshold ID links the Device Threshold Table to the Alert Threshold Table, which contains
alert identifying information for each alert. For example, each record contains a field for the
actual alert message associated with the Alert Threshold ID and a description of the alert
threshold. The Alert Threshold Table also contains fields for start and end dates to specify a

time period during which the alert threshold is applicable. The Alert Threshold Active field
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his cellular telephone if the patient's tenperature exceeds the threshol d.
The Alert Device Threshold Table is also linked to the Alert Device Table,
previ ouslwodesessbhed, through the Alert Device |ID, therelbgTAS80¢853¢ i ng an
Alert Device with an alert threshold. [0085] The Alert Threshold ID |links

t he Al wiikin Ty ROl Igedhald Table stofe Wiether a PartestaoAdert Rirteslsoldabd lgenwhi ch
contains fields to construct the logical alert rule associated with an

Al ert Eﬂr gshold ID. Miltiple rules, as enbodied in the Alert Threshold

Rul es ePa e, may be associated with a single entry (and Device) in the

Alert Heeehol o bk Tligaghens ity eshalitTiug Tabkt, fishodkenvidie | ool ca

rul es essed enever an en user, SUC as a car egl ver,

is settin rt threshold rul es d n the ASP 200.i o [

uhet nFhihoR it AHE FeReiS Bt TSl BBy CRonE SRe8r ?*l%ribfmé P ert
Threshol d Rul es Tabl e associate an alert rule, as _identifi by an Alert
Thr es hetagipRyinete ozheinenpatisat amlisation, Sersysiame6sa be directed i pof) Ehﬁndi tions,

| ogi cal connectors, and the sequence of the paraneters. Each alert rule, as
i dent i patienk’dyontanbis phiger if thhloesttonl atcdrdb espdcifigddistaecerfrem @ cThirad PhisE @r Rul es
Table, is associated with one or nore alert paraneters, as identified by

an al epit cORNAMEEFKchetifthe Pantel’s temperatufeexbedstthd threshbhl. dThe Velbit evicer
exanple, a first exenplary alert paranmeters is: tenperature is greater than

or  edygl.l.f d['ikegaqg ARG WA@H@&W(}%&‘F a%[@b?é’vldtﬁl d¥8aited! @idigh$hdr eat er

t han or equa 0 An exenplary alert rule con5|st|ng of these two

par a C te the alert WO 02/ 044865

PCT/ Uséﬁﬂj%%’é‘i? iy &ll'e %’ rasﬁ%cé?{un(gran A]'Il(]j(}lldenjiac 8—%;1—';{1& lﬁe%%?d rate is greater

than or equal to_90 The Al T rt

Thr esh®O&IRul es W@W@O@ﬁ&&ﬁ%‘ﬁ@ ?lf‘g%gpi’ It%a&éﬁgx?g?u At‘ﬁlél Al ert
Paranmeters threshold table includes the details on each, of, the t

par aneRules Table,cvhidh aopteine figldssereenstructihelogicabalgrt rule gssocigted withyan 4*% cal
condition connecting the two paraneters (e.g., greater than, |ess than,

equal Thiest@iEH. eMultisardes, asembodied in the adert Whresipyld Egles| Tabls, mapdet he | i ke)
as specified in the Logical Condition Table, the sequence of the

pg : gg%%éfatﬁ&%hiaséi@e antiyla8d Ddvioe) DOh€ Alerc DhiesielidTaple] Thagldrhe nultiple
i Threshold Rules Table embodies the logical rules processed by the ASP 200 whenever an end
user, such as a caregiver, is setting alert threshold rules and when the ASP 200 is determining
whether or not an alert has occurred.
[0086] More specifically, the Alert Threshold Rules Table associate an alert rule, as
identified by an Alert Threshold Rules ID, with specified alert parameters, logical conditions,
logical connectors, and the sequence of the parameters. Each alert rule, as identified by the
Alert Threshold Rules ID in the Alert Threshold Rules Table, is associated with one or more
alert parameters, as identified by an alert parameters threshold ID in the Alert Threshold
Table. For example, a first exemplary alert parameters is: temperature is greater than or

equal to 100°F; and a second alert parameter is: heart rate is greater than or equal to 90. An

exemplary alert rule consisting of these two parameters is: activate the alert if (temperature is
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(e.g., and, or, not, exclusive or, and not, and the like), as specified in
the | ogical connector table, and a reference value for the paraneter. In
t he presew0D oenbsdi nent, the reference value is used onlyPCorUSHHES39

| ocation/position paraneter and indicates the |ongitude and |atitude

or der egledi thaPbr ddul LEITEF) @f(hédiEratedslpreatet Hraaohetjohl tE8GH Trecded in t he
Alert Paraneters Threshold Table al so includes a device paraneters |D,

whi ch Aré]ﬁ@tﬁ%b LaBlerduie Engf‘if&fé?ﬁ’hﬁé‘shoﬁq{@%’&“%lé whakl énbédAB8Iuighe Devi ce

Par anet er s e contal ns the sensor data paraneters that a Device 100
can prayide. The Device .Pa ' | Loiis dedaulor

m ni rm&\%ﬂnd rrailinrﬁ?ﬁ?rtaﬁ F}ées‘%%ﬁ?a\?%ﬁe&glg%g?ﬂogﬁ%ﬁggﬁgwggﬁgrrttgaltSer, agtoual

m ni mrum and maxi mum, threshol d val ues for ea ri device (which set
accept BB pyamgters: é‘%ca‘éf{é’ég H‘?ﬁ’é‘&%“?‘?teéd’ aluep (& h g&)d @\bg Iﬂﬂlee@fl,cag‘??&ﬁlﬁlgpa met er

names and descriptions. The Device Paraneters Table links to the Device
Log Vatanesctifigithetwqpassneige (p-2desestar feas, leshihangauakie,. ssdterbapareiel s | D,
The paraneter values in the Device Paraneters Table are associated with an
Al ert fesh&eor dquablogimd the liRe\ascspedifigbinthe LogicaCdnditken Tabhde, Depdegeenoar anet er
Tabl e to the Device Type Table, previously described. The Device

Par ame}ghspabRrd &nﬁﬂrﬁ;ﬁ%& #le, thsloPrslassRh&ttorainie thd ypdtiflaphremeterough t he
Par anet er Q/al ue Type I D. The Paraneter Value Type Table is a |ookup table

for a descryptd o) 0L ARGAIRYCiglRE LRSMSAGLotKR T i GpiER vbiiReRRr amet or s

Tabl e so 1 nits Ta through the Units ID field. The

Units Taple jis -31 [ 044865 PCT/ US01/ 3 I at assigns
a uni q@ggdﬂdtasre?%e]i‘c& V\épﬁg‘é{:&eé’?{%ﬁ%f ﬁf"ﬁ%ﬁ &r %go%fe?nn%)ggﬁérﬁe{ph%%?%}t ]%%%eh exanpl e,
degrees Fahrenheit, mles, and so forth. Notably, the Table is not .hard
coded ¥ake 1sslp@cwlyéorst@hE&ﬁ%orb{ﬂ%ﬁlwwﬁ%?eé?fs%ndilﬂ‘i‘g‘ésﬁﬁh LonEiiegs FOAGSi des
new paraneter types to be specified by adding entries in the Paraneter

Val ue didped paid obitietcentEabf te radinsbrshalNEBysh EagidEs theo by Parsmelerdi t i on to the
three primary functional areas, the PD 300 al so includes other

m scel raReRUE ThEb LR itdiadessaievize paairteteon D, Whiciclinkethe tadjreioithd Pevits, t he
Notification

Parameters Table.

[0088] The Device Parameters Table contains all the sensor data parameters that a
Device 100 can provide. The Device Parameters Table includes fields for default minimum
and maximum threshold values for each alert parameter, actual minimum and maximum
threshold values for each alert device (which set acceptable bounds for user specified
threshold values), and parameter names and descriptions. The Device Parameters Table links
to the Device Log Values Table, previously described, through the Device Parameters ID.
The parameter values in the Device Parameters Table are associated with an Alert Device
through the Device Type ID, which links the Device Parameter Table to the Device Type
Table, previously described. The Device Parameters Table is linked to the Parameter Value
Type Table through the Parameter Value Type ID. The Parameter Value Type Tableisa
lookup table for a description of the parameter (or sensor) type. The Device Parameters

Table is also linked to the Units Table through the Units ID field. The Units Table is a
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Tabl e stores notifications generated by a Device 100 that require responses
fromthe user 25 and tracks any active or unconfirnmed notifications, such
as | ow bawDerg4486ut of range, etc. In the present enbodi PeEmUSODHESY9 al ert
notifications require a user response, so only alert notifications are

r ef | edbelehp tablt et Assidns a vihduedUits Do estesdripgivhod arvaittof nexgsirementf foe user
response before providing the alert details, other enbodi nents nmay provide

the alghm _f!s?ﬁiérée% Fabtdnheit 18ilex0hnd docith ONoiBSS ARLTablb & Nohidlicoddd for Tabl e
cont ai ns fpl elds for a unique Notification ID, a Notification Type ID;, and

t he das@@%lﬁg:'s ors A pifaietsts hstbdie ;tllmﬁﬁllj ﬁa(')dé\ﬂl)'vﬁ@s newr PR RG A sts kdibd he

Notifi’cation Table is assocCiate i ce 100 through™the Device ID,
pr evi ousl, scrj.bed. .The ificatli e Tabl e i e PD 300 contains
descr i PEF! ﬁ‘gg%?‘{dr‘%,er}me tp%h?%%@ﬁ@?%? iaflélgjé’ftrsgn ‘ts)lte ‘hat can be sent by
the Notification Service, as described bel ow. 0090] The ASP 200
preferably al so includes aMlW@QUwﬁ%‘FE tabase that is generally

used for systemw de tracking of activity and system nai nIenance. The

Mast er[008%t abasdnaddisien ﬁmtjlettgree peEmapbiyas et atsay teohl? 201 alspdndlugdes owi ng
exenplary tables. An Activity Log Table that records systemw de data

act i vi dtheranidcedhngoms tallesfthat sase additidealdundtiogs.afipecificallycthie iNptigipatiosm pr obl ens.
A Current Database Table is used to record the current version of the

Mast er T b8 BotifiatiohSgdnerausiEby ADBViceb0(ythkereguifatdsponses from thésdeep5 Dat abase
is used to track all the tables in the Master Database and the |ast I D that

was assiianegsd i - 4 1P Wiy TARbErdhie, bhe ThBSt er
Dat aba@gqghgg%%ﬁdﬁ%ggpﬁraﬁcf’ cu a%&gtg??m-%%’zﬁ\?\ﬁoa% Ly, R Sl e I

devi ith i f. i f | E i he SM 450
ot ecte P BRLOUARRY B agk sfYRL R PR M Ber Kl P LAY aleke ' 1€, O
ecified alert

successfully restarted,. i 1] n notification to the.s (
devi celotisigations age YBQWtE‘%mﬁi?B ﬁdﬁ{fﬂgb I%gl“ﬁ’stﬁﬁ pregent 8“&’885’??1“ frey e }%8755 al ert
devices that can be used to send_systemnotifications. An Application Table
st or estesrasy bafprepsoggine de alpidpteils.iothes emhodisentsraay BRexidsthe alerh defatls
transportation, patient nonitoring, child nonitoring, and so forth. An
Appl i cwith dre ntiftatiohahéssadel st Notifichtien Tahdeieontaios fieklsfora umquese, f or
exanple, the notify and | og queues. An Application Address Table is

Notification ID; a Notification Type ID; and the date, time, and status of the notification.

Each record in the Notification Table is associated with a Device 100 through the Device 1D,

previously described. The Notification Type Table in the PD 300 contains descriptions of the .

various types of notifications that can be sent by the Notification Service, as described below.

[0090] The ASP 200 preferably also includes an independent Master Database that is

generally used for system-wide tracking of activity and system maintenance. The Master

Database according to one embodiment may contain the following exemplary tables. An

Activity Log Table that records system-wide data activity and stores it for use in detecting

and correcting system problems. A Current Database Table is used to record the current

version of the Master Database that is in use. A Primary Keys Table in the Master Database

is used to track all the tables in the Master Database and the last ID that was assigned in each

of the tables. An Alert Device Table in the Master Database associates particular alert
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used by the Data Monitor 450 to associate Device 100 I P addresses with
specific applications of the systemso incomng data fromthe Device 100
can be i dwotiefissds with its associated application. -33 WCQA/SOU4B65

PCT/ US01/ 48539 ASP M DDLE TI ER [0091] In the present enbodi nent according
t o t he dpviessewith honfdatibnyof sykemASEbI2ARE. Fonetangts ibthe SMUIE dbtears tiaetheer ( AS)
havi ng software and/or collection of software conponents, collectively

ref er r grtd Prodsssbi B0 iVheidepohtifiy and QBnnoMbe Ghicksypaly eBartés it Wil sehither f ace
between the PD 300, the end users 25, and the Devices 100, whether they be

on e | tA t | and

pet won R B Sl Ehdac 46N dB5e8 AR ABEDReEe 00T, uhaa ebfme Y
school authorities. The Mddle Tier is  conceptually c ri sed_of four main
concept T srhaces S gaf B pEgdp Sond Sete GRS At ARRIRBOR Ae@eact wi th
users, control the configuration of the Devices 100, gather and store data
from PlREIShVaRIIoupsYsterd applvationsdn sy, o erample, carge transpasationdmientyr ovi de
report infornation and performthe other operations described herein. The
M ddl enibngoridg)@hidl swnitmihg) ded sy forilo usn Apphivdtioe Quede Teble listd dilcthogueues
general, the services are "out of process" conponents (e.g., .exe files)

and t hugsrer@Rah abe fornaamplegarinotify &&Elfdgghbﬁbrs.- Abh&ppiRgtien A@uRkSTaBlONEVEr, are
"in- process" conponents and are hosted by the services. [0092] Al rmajor

conpon [ : . .
TR A ki R T e b
i ndi vi | I 10 Leal ly .rempved. fro he, rest of the system
Thus. - SbBe e S IRRRMEHIE sBMEL TRV 10§ TR BidhBRd i Brelindiver *x
nunber of. dji.fferent ASP servers to increase performance. This distributed
sof t wafPHEBE is further enhanced by the use of standard extensible

Mar kup Language (XM.) formatted data objects within the system [0093] The
four conceptual logic levels of the Mddle Tier 400 will now be described
in greater detail with reference to Figure 4. The hi ghest |evel of the

M ddle Tier 400 is the
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Busi ness Logic Layer 410, which converts high level functions into
progressively nore focused commands entered by an end user 25. Each user
can be giwemowusstdn zabl e access to particul ar functionsPefi/ushe489st em and
i nformation. The Business Logic Layer 410 -34 WD 02/ 044865 PCT/ US01/ 48539

i npl ements this selective accesSSP MIDDLEEFIERf or mati on contained in the PD
300. Input to the Business Logic Layer 410 can cone fromthe Device 100 in
t he ng00@l] previlaubd pregiasanbbdithent mrcofdimgtosthe present srerention, dhegg ASR2P0known
interface device. For exanple, a caregiver can use the Internet to input

i st r Yad1h@RSant ApFIRAGLASerXr§AlS) hhvidg Refiwaietand/opbblRetib@besdftvaRs bel ow a
specified level 'or if the patient's body tenperature reaches a certain

| evel . i j : i i «<RK; i gi ¢ Layer
az0. foibafet BBl Elred 0 4 B REARETIES A0, e R OEES 1607 nd e
Busi ness logi c Layer pr.ef er,abl as ow edge of . the information in
Che POREHECS puEH Sk 00f 1 <69 Sert 23 il e PRET TS ultet U bF bR <

busi ness applications, for _ exanple through nultiple websit (or .ot her

i nt er fREESEBY OT @RiBGS.GHCR# appticst gl Hrgp dya %Pﬁlﬁ agd {7%1@’68? Q@%éﬁ@ F’é‘gihieon, t he
Mddle Tier preferably includes nultiple Business Lg{gi c Layers, each

di r ectead-users@ieswwppk & categiver, phrent ot kehonbadhoriiess The dHdlggi¢tisat i on has an
associated application ID, which is passed fromthe website, to the Mddle

Ti er, cohesptuallysohiprissdofl foanmeainedhcdpiliatlylogit Softwara i etsathhtnllohethappstanr i at e
Busi ness Logic Layer. Simlarly, each Business Logic Layer uses the

i dent ith i:86rabOwRR ¥R Ic6AEA (N EdhilIRRART R D& s WODSdatifr 68l stof M4 from
interface). [0095] Fromthe Business Logic Layer 410, the information is

passed_t.0. {0 cces 4 j 1S ggﬁp : second
| ogi c 11136181611551@?%{:1% ]l\%ﬁdrgqqgﬁ #eg%/ 8{:1%81% Q%‘yemb’%%)%%%% 3 S {?g%{r%ﬁé gﬁ %r ovi des
commands, for, accessi ng the appropri.ate,dat. tabl es .i t he .PD 300
r equi rRSHOT thepther Qﬂ?’fa%ﬂilsg‘%-sf”gwéﬂﬂngﬁa @@E@ﬁ?ﬁf@{}@%&‘ gggesﬂ%’logs Layer
410. [0096] The third conceptual |ogic |eyel ?f the Mddle Tier 400 is the
Tabl e sppieessdeseriagbelpyn, Ingenemrl, theasesyigesese qut & Pipcesse cCOBPRFHLY (€ Gm
i ndependent, standard XML into a .
.exe files) and thus, operate independent of each other. The logic levels, however, are “in-
process” components and are hosted by the services.
[0092] All major components of the Middle Tier 400 are preferably implemented
using Microsoft Distributed Component Object Model (DCOM), which allows for individual
functions to be physically removed from the rest of the system. Thus, as the system becomes
larger, it can be readily expanded over a number of different ASP servers to increase
performance. This distributed software model is further enhanced by the use of standard
extensible Markup Language (XML) formatted data objects within the system.
[0093] The four conceptual logic levels of the Middle Tier 400 will now be described
in greater detail with reference to Figure 4. The highest level of the Middle Tier 400 is the
Business Logic Layer 410, which converts high level functions into progressively more

focused commands entered by an end user 25. Each user can be given customizable access to

particular functions of the system and information. The Business Logic Layer 410
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suitable formfor passing to the upper |levels. Conversely, the Table Access
Layer 430 also translates commands and data received fromthe higher tiers
into a XMvOfoewwesss f or storage in the PD 300. -35 WO 02/ 02¢84501/48539

PCT/ US01/ 48539 [0097] The fourth conceptual logic |level of the Mddle Tier
400 i mblendaid @id deldctive/acckeweith detdinfutmationicontaived liothestD Be& elnpwi tother t he AS
400. In general, the Data/Uility Level 440 inplenents the high | evel

comendla; f.LoM e aButSi1 D S cdRFBmLBY Blevith( 08 sl iR Xhdndet previvasly degpibedd dat a
fromthe appropriate PD 300 tables. Mire specifically, the Data/Uility

Fevel g om USSR ol L ko GATRONEN adRle. | FRICHRAIE! ABurBliff b dse

s rea om and witing to the registry, and a data
conmponent for accessing the PD 300. .By.dsol.ating.su igns in the
Dot B UBS Interpet BUEP AR S PHIEENAATL! WY HEa% S ShIOIAS, Changi ng
t he dat abase technol ogy (e.g., from SQL to that proyid hy. O acl e .
Cor porsgtéified leVPlegé}heIHaUﬁ@’SgHOébﬁ teBPBRIVLRTGRThSE A SBItaln Xqvef ﬁg‘léagé‘:agﬂﬁ‘?/@r si on
of the present enbodinment allows easy third-party access to the
i nf or ak{ Roceskéd & thaBisigess hogit Lawerofl0i heBrsinesnlogihkaxegit1@ e rest of the
platform For exanple, end user 25, such as a courier, could establish its

OWN CURLGERAAIP i BIP BHR&REhE Buinessaipis Liyer dn0ipefdribly dat vy ndwledgetafact i ng
data fromthe ASP 200 in XM. or other format such as el ectronic data

intercg in theEMd 30@r direct access. Furthernore, such a third party
may istggéqggnéé%l)elgf{ﬁto tﬂe ASP for particular data and/or for the ASP to

perfor particylar function and £ hi d: : It of

t he fﬁ@?‘ﬂon. I'n Eerﬁl%WSLG%8H}ur]rtealrll{o,%ts%§lagﬁ&n%@ﬁgg% H#gﬁngﬁge%g%iﬁ)g F’ﬁ%yt ool s
provi ded b the Mcrosoft Corporation under the.tradenane. NET..the Mddle
T er | sappla eGP RS dOF BB ol O D S py AL it
predeterm ned format. For exanple, one or nore  software_objects of the

M ddl escparate applicatipneths MiddlerBeguprsterablyyinetudes mulfinlgBusiaers doeled-ayea  and/ or
requested function and correspondi ng data paraneters necessary to perform
the fauok dirested Whenedaiphicdtonr &t sucheetboflinpents, lkechoapplibaiivn has adesseeiatsdd her ei n,
and the function, which nay be enbodied in a separate object or conponent,

i's perfpiitRthn IB)evHi&SH phisbd frf e n@bsite, to the Middle Tier, where a software

component interprets it and calls the appropriate Business Logic Layer. Similarly, each .
Business Logic Layer uses the identifier to communicate with the appropriate website (or
other interface).

[0095] From the Business Logic Layer 410, the information is passed to the Data -
Access Layer 420, which is conceptually the second logic level of the Middle Tier 400. The
Data Access Layer 420 provides commands for accessing the appropriate database tables in
the PD 300 required to carry out high-level commands from the Business Logic Layer 410.
[0096] The third conceptual logic level of the Middle Tier 400 is the Table Access
Layer 430, which translates data in the PD 300 from independent, standard XML into a
suitable form for passing to the upper levels. Conversely, the Table Access Layer 430 also
translates commands and data received from the higher tiers into a XML format for storage in

the PD 300.
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provided to the third party in essentially any format, including XM,

el ectronic data interchange (EDI), text, by direct access, and the |ike.
-36 WO 02W0448666+CT/ US01/ 48539 [0099] In addition to thecirasnl/ss38e war e
| ogi cal levels, the Mddle Tier 400 al so contains discrete functional
conporegyqy Or SeThd foathicomlepnieibgid 1evel bfitheddiddir Tiso4A0natle Datadtilityr st i s
the Data Monitor 445, which is the interface between the Business Logic
Layer 1410 a0 dnidieis BRVioGRst 1R withs: theiad AD)i Th@end4h the Thaa/WiiBRLvVR] ( or

TCP/IP 1n alternate enbodi ments) socket protocol to comunicate with the

Devi C%A}éﬁ%@iehge%%g{ﬂe#hgq} ]]?g%icmdéjﬂbﬂl{ﬁe Bﬁsi?n?%rﬁ%%gcsl’ra 4 10P4 NRAELs e 445 1S

a dedic npone ors a specl nat ed port for

i ncom ng .Devjce_100. data, caol i.ncomi.ng dat.a f.ro . i ces

100, RdipdLleG T8 s peptpeias THaPD s dyprhapr g tbn B Ry B RGO .
data is an alert, or a Non-Alert Notify Queue, when the device data is not
t he r eElflinclodesautaitey pwpgm&@emﬁ@@%ﬁ%ﬁ@l%ﬁ@ﬁ%ﬂ% SRCH A SFRdiRe QM he

Pol I'ing Service 450, which causes a polling of the Devices 100 based on

t he pandiwiitidgtedqheregistay artl 2 dedn @enpanentTiab hecessig the D 3G0atRy isolsting gudhor mal
operations, the amount of tinme between each data point can be adjusted by

adj ustiRgidnl ¢ BRI hatawtfifENeRNS40, ohliethiveévedtvonld netdns cliappe gvhthehabgitigces to
be polled wutilizes the Polling Service 470 and the PD 300 to generate a

repor tthgaitggggg@{cg?&agg &%ﬁ?%o%gsl(f{ﬁto A& pr&fided BY l@r&&@eaﬁaofﬁohﬁen used by the

Busi ness Logic er 4 the i'ndividual devices. It should be
under t hat suc Il in n Pal 1] V] i : e

opt 1 oraP¥lror - exbiptied & i UeesPRl e B LAl RP R AR B me 1o 1
replaced with an_  SQL job that.runs at predeterm ned tines to request data
from agl]ow(grea%qhgrgrm%?f*(%got pforngtion ‘%“’;e‘}reé‘@@g?l?eﬁ%“éa%glg?ﬂ?g?ni s referred
to as a regular data request. [00101] Another functional co onenf is the

Not i f i themightheSestvofdhe plotfornphFestexamples srdsuseRgp- sk AY 2 egiiepicabid erisblish cat i on
Queues in the Mddle Tier 400 and accesses the Notification Type Table and
Not i f i igedvinoeusiahéreA SP intéréacP(e300yelpsitevand wsll yeutens by iekieetting deta fipamtheat es
notification alerts to users 25 whenever alarns are triggered by the system
and t 0ASP 200 in XML or other format such as electronic data interchange (EDI), text, or direct

access. Furthermore, such a third party may issue a request to the ASP for particular data
and/or for the ASP to perform a particular function and return to the third party the result of
the function. In such an embodiment, which may be implemented using tools provided by
the Microsoft Corporation under the tradename .NET, the Middle Tier is programmed to
receive requests from a third party in a predetermined format. For example, one or more
software objects of the Middle Tier interprets the request, identifying the requested data
and/or requested function and corresponding data parameters necessary to perform the
function. The data is retrieved from the database as described herein, and the function, which
may be embodied in a separate object or component, is performed. The resulting data is
provided to the third party in essentially any format, including XML, electronic data

interchange (EDI), text, by direct access, and the like.
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system adm ni strati on wherever errors are detected. Notification alerts are
sent to users 25 via Alert Devices. As described in greater detail bel ow,
vari ous owber/oMsetll e Tier 400 -37 WO 02/ 044865 PCT/ USO1/ 48633)Sovesspbnent s
may determine a notification needs to be sent, in which case such ot her

conponbgy Cr eat B ARitMLo IRCLIRSYvERE Tghaal Rgelsthie MiddlerRet 400tald cati on and
places it in the appropriate Notify Queue. [00102] The Notification

Servic onflﬁ(ﬁ%%érleteffﬁﬁé@ﬁﬁl?ll %ﬁtﬂ%ﬁ‘%ﬁg gre {vibde Al REREYSVer sBRAWRILMhel S

gener at ed S 1 nrorna used by a system adm nistrator (e.g.,

find o o Fﬁﬁ%@f&%&%@?ﬁi@%iﬁ@é%ﬁ% ilﬁ%i%%%ﬁ%@%%égﬁésé%é%%@%ﬁf&%‘yf"?hi °
AP AP o Y
i oot 4y b Dekise D1 Tha RGOS ok sUDB 60T DL TEgt BFRREE hand! i ng and

routing of incom ng user queries, thereby inproving customer experience and
cal | hemitidimgntspmeliet {ro0tA3p commipiratei \wélutheﬂgymalt rthipaghthe siess  t he
Communi cation Service 460 determ nes when to resend nessages to the

Devi Ccegnid@OiP dddreshoThe DateMbnitoTUab ¢4 daticat@bconmmmedGifiatrmmitoss 3 spedicDevi ce
Message and Device Message Type Tables for entries (i.e., mnessages) that,

based &’é&gh&tédr %grﬁir nRbRinNeADeviRERI) dafs, BIIdRSIABS mingWatd s dESloydPDedcan t he
un n

retry ¢ maxi numretry count fields, the Comunication Service 460

det er g}j&f?ﬂ Rﬁslrt]sc {l?gedata%)é&gwgagﬂgn?\fotl Quéld ivsﬁl%nftﬁgc}leg?gférﬂafﬁq§ 2RIRthGS, been

reach case t Amuni cat ron” Servi ce posts a nesSsage to

the Non-Alert t.ification eue.tq jndicate a . device failure to a system
adm ni g??‘éﬁ%‘?ﬁ‘?%béﬁﬂ‘}e’ n%édﬁ’f‘”é?e%f‘{@rls H@%ﬂ%f%“f’ﬁ%‘? ?6118%5 a Data Processor '
Service 455 for handlin device data. As discussed.be] qw, ,tFe Dat a

Pr ocesE9d08er vi thm%Oh%ﬁmcw@l eorapogest is thg Bolbing SRE719astOaBich caysesa (in

whi ch device data is posted by the Data Monitor Service 445). Based on the
ent ri epolling dfihe Newices 108 hasedan shepadlinsequesey with éherBevied Table pheutt he PD
300 and generate entries in the Non-Alert and Alert Notify Queues, as

appr opfmteuting Abrnadl loperatibys, the amount of time between each data point can be adjusted

by adjusting the polling frequency. The method of identifying the devices to be polled
utilizes the Polling Service 470 and the PD 300 to generate a report of devices that need to be
polled. This report is then used by the Business Logic Layer 410 to poll the individual
devices. It should be understood that such polling, and the Polling Service 470 itself, are
optional. For example, in alternate embodiments, the Polling Service 450 is replaced with an
SQL job that runs at predetermined times to request data from all or certain Devices 100.
Such a predetermined request is referred to as a regular data request.

[00101] Another functional component is the Notification Service 465, which accesses
Non-Alert and Alert Notification Queues in the Middle Tier 400 and accesses the
Notification Type Table and Notification Table in the PD 300, previously described, and
generates notification alerts to users 25 whenever alarms are triggered by the system and to
system administration wherever errors are detected. Notification alerts are sent to users 25

via Alert Devices. As described in greater detail below, various other Middle Tier 400
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the Notification Service 465. -38 WO 02/044865 PCT/ US01/ 48539 [00105] The
M ddl e Tier 400 also includes a Registration Test Service 470 for

assi sti ngwpDr2os6s egi stration of new users 25. This opti omeall/uset/¥856%€
generates a test comunication to a newy registered user's Device 100.

[ 00106dornfMRALAE a9 Ricicdi@le SRitificaBon Secdhity B@nben whivh dasosuchlvtien) . The Log
Service ‘operateS in conjunction with a Log Queue to track use of and debug

the sy M Bigyifs DR re§RfMi o8 S cRRSH shdpl4Rs RidliHe0 t he
Log Qfgou ) F‘ktgfeg{;%clr eatﬁcﬁ%ﬁgleﬁ{?t%o?}g %{fh%trﬁqgﬁ esystem acti viebt y. [00107] The
| ast functi onal tg&r@mnent is the Service Mnitor 475, which sits in the
backgr%ﬂPﬁ?P%ﬁ%lﬁ t¥HUS1 |y sends test data to verify that the other
services and conmponents are worKki and col.l ecting data onmponent
fails W@W@spond,h@cN@tl@%’FWché“ﬂﬁfn‘H]Sg‘?’l?qu?rgané?f’f"%g%ttB%t%et GBH f}‘u@“’@ Ghent
process and restart it in an attenpt to fix the problem In addition, the
Ser vi can Mbmiist genera®g. s iofarswtion svillbe psaddwtd BRtesezdmiaistiats {22+ GBHOBET ow) t o
notify personnel to intervene if the conponent does not restart properly.

[ 00108ReiFiénsMpdeibBst Yicetespbnd talussrs Rfias appespriste fodirsl ayldéties] infdrinahionr e
accessed by the wvarious services and are preferably inplenented using
Mcros MBRIAGE ntdiSibeHIn&hted b th@dutorh 6N N6HiBEYion AFst&HC FurtRacthegnt ry in

t he qu@%@g I'S prefera%)%ey%gand Xl\t/’?—| docunent cont ai ni ﬁg the data or

paranmeters ta I ks ' [ sihged he queue. As
Wil blgessé%%rm%abeusteg{ %}%e%ﬂat?(y ﬂfe%%lé%@%ﬁ%&ﬂén%oﬁ@ ¥l br e

eci ated based on t stription herefn, by posting the

service paramefers to.fhe gueues al t.he services can ate
async h?%ﬂgﬂg | roufpg 5 CRIBIE ST CNGﬁ]gS,N[ﬁ%’ Y THRTRY NG BBS%?IRS & gglgrg:ﬁ Wert
Notification Queue and a Non- Alert Notification Queue for use by the
Not i f i esdkhepdligeypgde 465 and the Communication Service 460. In the present
embodi ment, these Notification Queues contain XML docunents that include
t he fo[l0d08ng daAsdedsribedhimsgreaippdaitabbdlowm, thoCompnyndestionfSeriersd®opr opri at e
application and correspondi ng busi ness layer), notification type ID (to
i ndi cag@ernfindshhen to resend messages to the Devices 100. In short, the Communication

Service 460 monitors the Device Message and Device Message Type Tables for entries (i.e.,

messages) that, based on the retry interval, need to be resent. Furthermore, based on the retry

count and maximum retry count fields, the Communication Service 460 determines when the

maximum number of retries for each message has been reached, in which case the

Communication Service 460 posts a message to the Non-Alert Notification Queue to indicate

a device failure to a system administrator.

[00104] The Middle Tier 400 also includes a Data Processor Service 455 for handling

device data. As discussed below, the Data Processor Service 455 monitors the Alert Queue

and Non-Alert Queue (in which device data is posted by the Data Monitor Service 445).

Based on the entries in the queues, the Data Processor Service 455 will update the PD 300

and generate entries in the Non-Alert and Alert Notify Queues, as appropriate, for action by

the Notification Service 465.
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Notification Service howto format the nmessage), alert device type
description (to indicate the -39 WO 02/ 044865 PCT/ US01/ 48539 alert device
type), alwotozdessste address (for specifying the Al ert Devipca/usestssaat i on),
notification content, and notification nmessage. [00110] Simlarly, the

M ddl e[odies] 400 TheMididis Tadsr 48D elso ifdlads adtugisration Tatedetvic€lElfor As

descri bed bel ow, the Data Mnitor Service 445 posts records to these gqueues

and  t fgisBab & Bk AGRRHEbn SEhM ©Serd 25, %ﬁ%?ﬁ@&l@&d{idét ichéra®s a@gor ds in these
gueues. Each record in these queues preferably includes the |IP address of

t he Deyi i t ! d the devi dat ived f

e CoRR N IR R B 0 (e 1 e et foce ved Trom
tai ) t hat . th m i .. Th

cont e GRE BB BeSSHuPACH R JPBBL b BTN B TR LT, s

wll be the system Wbsite. The forgoing discussion is directed at an
enmbodi prematesin coppmction with pdpeRusue in Badyise of pyg Augdbe gustrny glorgeperal, |
applications of the system for exanple,, patient nonitoring, child

nmoni t oedch@f tleudharaenyicesposts aréaogd toshe Epg Queus irelynareatingaf histhey ofitheyent i on
can include separate system Wbsites each tailored for different

appl i cafsieansotivith. general, the system Website allows authorized users to
update the configuration of the Device 100, including the data collection

frequeppyp7@s Wetrhe B MRGdnAl c@ﬁﬁemﬂ@'ﬁ%ﬁ{é Mdnikor 2981 HisitstiR theVEDS1 T €

al l ows“users to view historica ormation for the Devices 100 and get

bt S back@tha AR A RNP Shal IPEARI Wiy IAERL ofher BQIceN ol borREERL 019

that a errorm can be done throu € system
Website. Such inputs are passed to the . ASP 200, ere the Mddle Tier 400
pr oces¥eiyaking 6{]5 E?lfeﬁBH%lflgtg- fl??ecqﬁﬂ"’?ﬁ@t, failiyig TBWQ;A%E Se%"lﬁ@BFﬁ‘Er‘ﬁéb%r ations
as necessary. [00112] The Website preferabl %t/ provi des not only the current
| ocat i drle tf stelntheDemiperent powessand rastars itiip gn Aftenapsitp ik the peoblanynk addiienpevi ce
Location History is displayed to the user through a tine history graphical
di spl athe SEhécaispitayl 7daun icacse ubkeNati fregiioniSetvicendesaribedbeldad) & nggdynt s t hat.
correspond to recent past data points (e.g., locations and sensor data) o
t he Depdr§dimel to intervene if the component does not restart properly. :

[00108] The Middle Tier 400 also includes various queues, which are accessed by the

various services and are preferably implemented using Microsoft Message Queuing or similar

technology. As such, each entry in the queues is preferably and XML document containing

the data or parameters to be utilized by the particular service accessing the queue. As will be

appreciated based on the description herein, by posting the service parameters to the queues,

allows the services can operate asynchronously.

[00109] Notably, the Middle Tier 400 includes an Alert Notification Queue and a Non-

Alert Notification Queue for use by the Notification Service 465 and the Communication

Service 460. In the present embodiment, these Notification Queues contain XML documents

that include the following data: business application ID (to identify the appropriate

application and corresponding business layer), notification type ID (to indicate to the

Notification Service how to format the message), alert device type description (to indicate the
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100. Such data points are retrieved fromthe Device Log and Device Log

Val ues Tables. -40 WO 02/ 044865 PCT/ US01/ 48539 When the cursor is noved
over top wbokesshdi vi dual data points, a pop up w ndow pPeFarshs4858he dat a
poi nt information. Future enbodiments of this application can provide

di r ect hRRASdevice @yPed, NerDEMiiEeadifds {for apdéﬂ}/iﬁtg R Al B8&d ddsasatbnnot only on
where the Device 100 is | ocated, but so on the direction it is

travel h@@ﬁce{tlgﬁ%%lzt]em'f‘aﬁﬂ |utib S RleidageOf the system Website allows nultiple

Devices 100 to fmapped on a singfe map display at the same tinme. This is
partic I usefwl .,when t IS Si e_owner who has | t.i pl e Devi ces
100 astﬂo@ilgr ed vm%frﬂl%@ysl ey@@%@%&%{) 0 mfﬁ'gfe%%? %Queﬁewgraﬁlﬁéﬁ%e di spl ay
assignsg different display identifier (e.qg., color, shape, text, etc.) to
cach  BugHeeAs %S&gg%fibeé%ﬁaﬁa@ ViqgitoicSastie 44 Dpostireaaias tq fhesq Gines #nder f or
each data point retrieved fromthe Device Log and Device Log Val ues

Tabl estheTBaia Byaseesor Betyietdd Swictdssesrran lutilizesaeeprdvinghese qateesc Feclorecesbinr eport s

on Device 100 history. For exanple, a user may generate a custom zed

hi st or thesegudues plefiralsigiiudes did [Palddrdss of he Mer it eslwhichahdr¢oRiepetdfhs as
stored in the Service Log Table, and the |ocation of those alerts as

speci f hfitheMeli08 dhB Ye@Rel FebnyY HoUSSyideett0a dertifled By RRSIP RlaResf i ed number of
days. Use of this historical data should be considered, for exanple, as a

means E(R)Agﬁ]é“ deTL@%%%?ZS)’@.a?% éopféins%r?%tr E&o@%%&%erg’{ha? &E@pﬁﬂé&ﬁ%ﬁ%ﬂn& hr eshol ds.

[00114 i scusse ein, all custom zabl'e sensor par amet ers
i nput a. er go throu n jinitial logic check at the stem Website.
11 pot Stiefite Pipuumsdtitiedee flpehBial s I Sy hmiortied et Fenilos1 1 o
will verify the information and highlight potential _problens with the
sel ect BetheisygemoVebsitgl vk forgoing diseyssign isditacted af an prbediment efethe t oo | ow and
may generate a |arge nunber of alerts. [00115] The Mddle Tier 400 can
f unct i mvention it onssystem Websids adgptadyior al gaphieatatne ofithe systamd &merainplequest "
for Device 100 information. For exanple, if a user is |logged onto the
websi t patintmoRitotiggichidd mbRitviy, pad Eargs aneitaiisg Altérhate keibodbenitcef thO0, t hey
can click on a

invention can include separate system Websites each tailored for different applications. In

general, the system Website allows authorized users to update the configuration of the Device

100, including the data collection frequency, as well as monitor other parameters. In

addition, the Website allows users to view historical information for the Devices 100 and get

current location and sensor information. Ideally, nearly all operations that a user or owner

may wish to perform can be done through the system Website. Such inputs are passed to the

ASP 200, where the Middle Tier 400 process the inputs, updates the PD 300, and performs

such other operations as necessary.

[00112] The Website preferably provides not only the current location of the Device

100, but also its historical locations. The Device Location History is displayed to the user

through a time history graphical display. The display may include a map with individual data

points that correspond to recent past data points (e.g., locations and sensor data) of the Device

100. Such data points are retrieved from the Device Log and Device Log Values Tables.
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button that will request an update of the current Device 100 | ocation and
sensor information. -41 WO 02/ 044865 PCT/ US01/ 48539 The M ddle Tier 400
will therwoenesst® a request for information and displ ay Po@/usesudsss ng

information returned fromthe Device 100 or report an error if there is a

fai | ureHeh tCcur§R $PRBFR: oled Qlpldt] thd i dea hoits, AGOpadrwiatiow prazesnts e
specific points of interest wwthin close proximty of the Device 100

t hrou j : : le, a
g@g ggtgﬂ%)%ﬁﬁﬁﬁnﬂﬁ%y Pulfurk S318080 7 SentLofhis %ﬁﬁl%JaﬁﬁH 88d proFiie diR¥AIR

query e current reported | ocation of the Device 100 can | ocate

the ngarest_snal | ar. itv. her pain i [ e

i ncor p%?‘&ﬁﬁ%?egﬁﬁ ho@@o %%Oégﬁfﬁf‘%s‘??(es t Eéosle& ¢ gposr{l}é{n? ‘(’)Vﬁé{e tg‘% EF g@% ég@g?nl :8 g?tedA nunber
of commerci al dat abases can be used to obtain this functionality because
the quaitylsoonthe dirsciionpitistiayeligand | ongi t ude i nformation as the point of
contact. [00117] As noted above, whether a single systemWbsite is used or
nul ti plo8183]t es, Actsplanfeatuieef theraystem Wabsise allowsi mpltiplesevieesd9pIte bat i on 1 D
to the Mddle Tier 400 to identify which Business Logic Layer 410 to use
and W@ﬂ}s}pédahi #single hlap dNPIBOA theosaamcns. TMA évpasticybaty watul vdenttioare isp user
enters their user nane and ID on the Website, the Website will pass the ID

back tQniiBewMerths hdd Bt1tpRODERCASRI0HssdeilitddWith 8 Sinkief dce@lritoThofofthide Pr oper
business rules, tables and the |ike. MESSAGE PACKET PROTOCOL AND

SEQUENCI NG, . ' ' ' t al

oper at FOR e T AT s BEREG R el R, CRIPORE, R0 RIS, o,
prot ocql .be enth vice 100 d the P., 20 i ]l w be.described in
gr eat e’ YES %SW‘PWEP’@%E&% 80%%‘% frsst ?glfntp%rﬁ‘%??cg &) Hof‘flqtrﬁtgeve(%g nt ext
of an enbodi nent of the_invention where the Device 100 is equi pped to

t r ansriremcsDepiss Log apd DewigpbpaMaluss Tahlgsfal | down data. Figure 8(a)
depicts a uniformdata packet format. |In general, the data packet is
conpri sed oThasysem Wapsite will embleppseisdagemanatp cestensized wipotts ohDeaice 100
sub-protocol layers. The Standard Data Protocol 1 (STDP-1) is the top |ayer
and i shikfogy. B@¥ exdmple, a user may generate a customized history report that details all alerts

generated by a Device 100, as stored in the Service Log Table, and the location of those alerts
as specified in the Device Log Values Table, for a past specified number of days. Use of this
historical data should be considered, for example, as a means to provide feedback on the
practicality of current alert thresholds.

[00114] As discussed herein, all customizable sensor threshold parameters input by a
user go through an initial logic check at the system Website. If potentially suspect values
have been entered by the user, the Website will verify the information and highlight potential
problems with the selected threshold values, e.g., the parameter is possibly set too low and
may generate a large number of alerts.

[00115] The Middle Tier 400 can function in response to a user query to generate an
“on-demand request” for Device 100 information. For example, if a user is logged onto the
website and is viewing the web page associated with their Device 100, they can click on a

button that will request an update of the current Device 100 location and sensor information.
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communi cation application |ayer protocol between the CDPD Device 100 and
t he ASP 200. -42 WD 02/ 044865 PCT/ US01/ 48539 STDP-1 is conprised of Wake
Up Byte Gyoepoisbkdwed by seven sequential segnents: TOP, PCarusookds3o Dat a
Lengthl, Datal, CRC, Messagel D, and END. The Wake Up Byte Code is a single
byt e cpmpingié W@U%lﬁ%n%@ﬁerb@ atﬂégudgﬁﬂjr@@foﬂ;ﬂﬁiohfbaﬂ dsdphast the bgulting Devi ce
100 nodem The Datal field within STDP-1 conprises the sub-protocol STDP-2

I |, . whi | h
compr | nbi-Eflop KRR Rondhe LRORE 1008, B0 R oy I B P ™ The Dot a2

segnent is further divided into the sub-protocol STDP- 3 |evel, which
cont ai f{PARE actual data being transmitted between the Device 100 and the

ASP  200. %00119]£ The STDP-1 top-| eV(fI ér ot Qf0| segnents w Iiﬁﬂn?w be
descr i 9841¢1n gr ehkeMiddedgr F0Qramalse fospigrrpeciioPHRL R &ntglesY WithiRglopep segnent
contains a constant header identifier such as a nunber or string of
char acprexsnisyt off the Dewige 0 thyough a datalpae Reery imeespdnge b ¢ Byes regyiest. Fof gnal t hat

a data packet is incomng. In the present enbodi nent of the invention, the

const aéiianiéﬂk:,hhﬁxeﬂi@%s@cﬁ@mhe tcutrenthiep@teldocarion (Offherideviier 1 00AGE locketh€ont r ol |
segnent efines all the command sets for the STDP-1 transportation |ayer

appl i Cﬁéa;égpsrgél?gf N, CRRRRIAIS of iARer&sd ok D ifRbiforitBaIsutE ashspahdl ed with

the type o ata being transmtted. For exanple, with reference to Figure
8(b), if.the, Devi se ' 200, the
cont 1 obisy PR R bl nE A R Sl iA b Led EBLARIEDS, )
Simlarly, if the transmtted xil.at re anlASFt> 300 acknow e&lgmentt f data
r ecei vEECtignalify becaussdls query drtiligasla B qspttuds RIGrpatie as {Pg POt OF o o g
woul d be the hexadeci mal nunber 10, and so forth. The Data Lengthl segnent
wi t hi ncanfagt.STDP- 1 prot ocol contains the total nunber of bytes of the data
being transmtted in the Datal segnent that follows it. |In the present
enbodi fedibt7jof t hAsinotedabovenwhether DsinglelsgstgmiVelsisg aeured iog nydtiplesidesas a t wo-
byt e hexadeci mal nunber. The nessage preferably includes error detection
and/ or egRREeRIh] Parket WEREERIl Pass ahhupplicdtion IDes siegeiddic Tied d60 & idREifyegment

that detects any corruption in the
which Business Logic Layer 410 to use and which table of the PD 300 to access. When a
patient monitoring user enters their user name and ID on the Website, the Website will pass
the ID back to the Middle Tier 400 to assist in the identification of the proper business rules,
tables and the like.
MESSAGE PACKET PROTOCOL AND SEQUENCING

[00118] Having described the various components and general operation of the present
embodiment, the operation of the data transfer protocol between the Device 100 and the ASP
200 will now be described in greater detail with reference to Figures 8(a) through 8(¢) in the
context of an embodiment of the invention where the Device 100 is equipped to transmit GPS
position, temperature, and fall down data. Figure 8(a) depicts a uniform data packet format.
In general, the data packet is comprised of a top layer of an application protocol with three
sub-protocol layers. The Standard Data Protocol 1 (STDP-1) is the top layer and is the parent

communication application layer protocol between the CDPD Device 100 and the ASP 200.
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Controll, Data Lengthl, or Datal segnents by perform ng an eXcl usive OR
(XOR) | ogical -43 WO 02/ 044865 PCT/ US01/ 48539 function on these three
segnent s.wOhe/oMsssagel D segnent contains a hexadeci mal i decritfSoe#8534 hat
preferably uniquely identifies the nmessage. Responsive nessages include the
sane nEEBRges kbinptibezt @y aleridh BiytegCodecfoNbereld by 3¢ven séfi@ntial spgmentedt®Pnessage
wth its response, if any. The END segnent is anal ogous to the TOP segnent

and copbmidls, Pats PRAGHBNIDAtA, ICRTE adessagdlDemd ENEY , T WikelSp ByRUOdd&sis@r string
of characters at the end of the packet, that functions as a signal that

the  datifePRGRbrliihaiRfif the ASOIGP]o RO BVLETOE 1RHORRY B B AROIRNLS Wi | |

now be n greater t al erence to Figure 8(c). The

cub- priBoGET TR He BB SR e oL TRPAIBE ki, T 7

packets that describe the type of data and the length of the data that is
bei ng tonaRTAtleastionerand updp pidatpackeis,Ragk compHssd Ot? eeTEPIoRtss GBDB&& ocol
defines the type of data that is being transmtted by associating control
byt es aadiengthAgandfDate abiwdPatal seamené rssfugben divided inte-the subtpmotacczlﬁé"giﬂ?-i c
configuration or data request between the Device 100 and the ASP 200 or

vi ce YRKslawhich contamstbe hoted idatafbeidpetransindinid tweanthy Deeiet 100 aiy the A SPL
through 08 are defined while control bytes 09 through FF are reserved for
futuregese. For exanple, with reference to Figure 8(c), incomng GPS
position data fromthe Device 100 to the ASP 200 would carry the

hexadeg, 02 c RQyiteql o] §ﬁﬂ§5§9 £~ Commands
| i st eg&bm]ﬁ gurgﬂ‘%%@)wgrtés (]‘]éedsé %:ﬁ lP’goecgp ?é gr]f1 gsat er e{)%?%g‘g%%)l\ﬁv.ﬁ tteer Dat a
Length2 s nt. contains t t unber of bytes o e dat.a being
£ ano AR DU Aot 8 A de Ol e b & Sordiant g5 e
described in greater detail below, contains the actual data of the data
packetsuchas agumbgrarAnngf chargeiersiat theregmming of the packeihaicignctions@g a whi ch
contains the Data2 segment of the STDP-2 sub-protocol, will now be
descr i Sigul ihat gdetatpecket étinedmingt n thefpeesenicembasliBenjof ¢hegugntionTthe STDP- 3
sub- prot ocol defines the comrunication format for all application data
t ypes. constant in the TOP segment is hexadecimal (H) number AAS5. The Controll segment

defines all the command sets for the STDP-1 transportation layer application program and

contains the Control Byte that is associated with the type of data being transmitted. For

example, with reference to Figure 8(b), if the Device 100 user sends an emergency signal to

the ASP 200, the Control Byte in the Controll segment would be the hexadecimal number

02. Similarly, if the transmitted data were an ASP 200 acknowledgment of data received

from the Device 100, the Control Byte in the Controll segment would be the hexadecimal

number 10, and so forth. The Data Lengthl segment within the STDP-1 protocol contains

the total number of bytes of the data being transmitted in the Datal segment that follows it.

In the present embodiment of the invention, the Data Lengthl segment is defined as a two-

byte hexadecimal number. The message preferably includes error detection and/or correction

information. Thus, the message includes a CRC segment that detects any corruption in the

Controll, Data Lengthl, or Datal segments by performing an eXclusive OR (XOR) logical
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Specifically, the present enbodi nent of the invention defines eight
configuration or data type -44 WD 02/ 044865 PCT/ US01/ 48539 assigned ID
nunbers Iwoheowughs 8. GPS position data is transmtted i n PCanwar/eRs6C |
code for latitude, longitude, and tinme in the format shown in Figure 8(d).

The dafimctiog bhdigse shréd s@menes. IThd Measksagelib athaenttcbtaloed hdridicin®t ¢deneified r om
the Device 100 is valid. In the present enbodi nent the GPS data is marked

i nval i ghaf Mefhgh uhbficHaMEGEid 0R méss%%tlli@ps&w&ﬁeisxges iNg¥idESsdat a- 1 n such

(¥
an event, the Device I00 retrieves ast known | ©ocation, as stored in

(1 oK 8gE Y AT 0I5 40 PF, 00 pISIRSTAL SRR
T il e o RSP B 1 e

t wo- st at e hexadeci mal nunber where the 01 state represents a nor nal

condi t idshtifietn such as@ mywmhes o ¥ppg ekehasaciers af the gedhafl be pasket, dthat [potioneys ahe
Pre-set Center Call Configuration Command is the ASP's 200 initial request
f or i nsignatdbatdhe datel packetibdsendell.as a ten-byte ASCI| code where the Device
100 ignores the last two digits. The Pre-set Tine Call Configuration

Commangboiisopent bphe STEDP-ASUbPEG0éd stdiferPe VAL Bovk BR dbRribBeRI dritatbh@tdil Me

interval that the Device is to send position and sensor data to the ASP.

The Com'ilgfefe?lcg%ﬁi%ﬁfé §2). kR 1B c&%gﬁggﬁﬁﬁgc%l«%‘n%% %F%ﬁﬂﬁ%f’tﬁ@@f&m L\é:’ﬂ'

of 255 m nutes. e Pre-set Position Ra ration
sent b he tp the vi ce. 100, .defines .th hysi cal . boundarj es of
the  DUVIERL B STPrifutoaBorR Shstinat i HEShe o RACRBEE L PP Shat: o
this boundary, the Device O transnits apn alarmto the ASP 200 as
s cr | BEHCRASeSring (s e ARCHDFHGIe 1encih ohthe Heedhat srReingasatitiy b t he
| atitude and | ongitude of the upper left and bottomright corners of the
boundafgntreld segmentryathin grevvldPre suls-pratpeol defimgsribie e sbdata Hhat isdgings of t he
boundary. The m cro processor of the Device uses the radius to determ ne
whet hetramsmitied by asotRthg gusiol bytes @fnsisting Efhdxadecifibl ivanbters A0 thhergh@ st ance
fromthe home location (i.e., center of the permssible |ocation circle).
Each cafhdispadific confitiratiichrdMtalrOdilestdeRsenie DR vicB & 00 hiibthe WIFE20050r vice

versa. In an embodiment of the invention, only control bytes 01 through 08 are defined while

control bytes 09 through FF are reserved for future use. For example, with reference to

Figure 8(c), incoming GPS position data from the Device 100 to the ASP 200 would carry the

hexadecimal 02 control byte in the Control2 segment. The Pre-set Commands listed in

Figure 8(c) are described in greater detail below. The Data Length2 segment contains the

total number of bytes of the data being transmitted in the Data2 segment that follows it. The

Data2 segment, described in greater detail below, contains the actual data of the data packet

being transmitted.

[00121] The STDP-3 sub-protocol layer, which contains the Data2 segment of the

STDP-2 sub-protocol, will now be described in greater detail with reference to Figure 8(d).

The STDP-3 sub-protocol defines the communication format for all application data types.

Specifically, the present embodiment of the invention defines eight configuration or data type
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degree, the second byte is mnutes, and the third and fourth bytes are
fractional parts of a -45 WD 02/044865 PCT/ USO1/48539 m nute. The | ast
byte of tWeodatmei s reserved to enabl e or disable the GPSPCEASOVES3N t hin
the Device 100. The Pre-set Fall Down Al arm Command is defined as a single
byt e usseign&yID hemb&SR tREMgh 8. EPdhpositmdiath is adahemitted idsthhdaRbASCElsxelor in the
Devi ce 100. The Pre-set Tenperature Range Al arm Configuration Comrand is

def i negy agindel RnLithYd, And\Bfdelin GRABrmMIBE RN I Bighid §(8).t T durd BSludeps agent the
upper limt in déegrees Celsius, up to a nmaxi mum 600 C and the |ast two

u | Us, um ast tvo
The t ol ey bR HeRdRs dip Rl SRPAE TRl 0SSl 1 e e

| limt. [001 i g ' t . ket .

cont | GUPARABRARE el gl R e DY 00 PaPRORES rsgpi o

configuration and data types in_the present enbodi nrent of  the invention.
The fineyt GPSwiata: dusugh  dysat. the PevieryHOgpirieapy e dast kngyan focgtion, as stprpd
configuration comrands, described bel ow, sent by the ASP 200 to the Device
100 upinrthsDavice’s mdnriiand 6ends drhraels roASB 200. dempergbme datt isoimnsiméttedSP 200 t o
the Device 100. 1D No.7 corresponds to a response fromthe Device 100 to

t he ASRSCNRodd heddgieds Cetsigyanddndludes afiegbdeimBilaun{HeD(IDOB) tHt idehtifiesgthe 14)
represent various alarns and commands sent by the Device 100 to the ASP

200.  (ARRA4it deefr&ﬁF%él%Qﬁ)_ﬂ{eﬁ%% beih8 trafléhRte@Ndhe S DAt dae: i aeilrmédrasthd al

configuration comands w now be described in greater detail wt

ref erenc o _Fi gures I J: Qur es
repr couiige be @SS Ratoll At vl TSR repfRGR: Phobh S °F o
ASP 200 anoi)the Devi ce 1f\%ﬁ. The t vertical lines in these figures

r epr es¥ia 0D stetegepresents 4 il {dRWRiCRRIBPYgr essing top to bottom) with the |eft
line representing the ASP 200 and the right line representing the Device

100. TRE1RInber ebheniersebhenter Gl Gorfigwatigadrommand isdhe ASE(s 30048dial epr esent a
command or data exchange. The nunber designation that appears above each
hor i zomtyadst far ieformatpmesdris defiiediag natrebytt W Gl peleofherotmdledicerl O8at a bei ng
transmtted and corresponds with the I D colum of Figure 8(e), described
above. ighées tHRAaARNE didiRe Th Présd: Tans Tall Uoafigtafion Cethnand s gut by e

represents a general data nmessage from
ASP 200 to the Device 100 to specify the time interval that the Device is to send position and
sensor data to the ASP. The Command is defined as a 12 byte ASCII code with the
maximum interval of 255 minutes. The Pre-set Position Range Alarm Configuration
Command, sent by the ASP 200 to the Device 100, defines the physical boundaries of the
Device 100. If the Device 100 determines that its position is out of this boundary, the Device
100 transmits an alarm to the ASP 200 as described below. The Command format is a 21-
byte code consisting of the latitude and longitude of the upper left and bottom right corners of
the boundary. In alternate embodiments, the command passes the radius of the boundary.
The micro processor of the Device uses the radius to determine whether or not the GPS
position of the Device 100 is a further distance from the home location (i.e., center of the

permissible location circle). Each coordinate is defined by four bytes where the first byte is

degree, the second byte is minutes, and the third and fourth bytes are fractional parts of a
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the Device 100 to the ASP 200. -46 WD 02/044865 PCT/ US01/48539 [00125] As
an initial matter, in certain enbodinents the ASP 200 first sends a "wake-
up" byt e wode/n#463 he Devi ce 100 before any data is sent t®@Chakel/4q53¢ he
nodemwith a 50 ns delay before sending the nessage although such a

wake- uamﬁ@éierhélagwyté)@ftﬁ@ﬁ@tﬁ%@fexewé@@%%ﬁme%yaisasné&pé @Pstr&@lda@watﬁﬁl th@0
initially transmts the Device Register Command . to the ASP 200

when | t

be- conPeiiS LU"Ef% B PRl PR3k At Chnfith dﬁgﬁzﬁaﬁa % asa*g%%e??’? B R nat o
enbodi t he VIC Les for a te er. of tines
ot 1 (N8 TRes SEBTELe we Pl dhwmerbet iR Bt L RE R PS5,

acknow edgenent is received, the DeV| ce 100 alerts the_ wearer locally.

[ 00127 FemprraturRayesplaon ConBawatien Crmmpadiivdeimedios pdpurdytadsall code ASP 200,
and nore particularly, the Data Processor Service, responds by sending the
conf i gwhereitlnfirst ovmbyiessrepresértt¢heDeppeckmitGo degriaes @tiyiue,mpftb@tmaxﬁlgumr@°@vi ce's
al ert paraneters values and rules. Wile in the present enbodi nent the

Dat a Paatis &Rt twethjMés@predént iicloset limittih dedtees Gebius,osint to@mikangs 0AIGar m
Pre-set Fall Down Al arm and Pre-set Tenperature Al arm Commands in

Succes%é)ﬁné{)efaﬁi}é %le}ﬁéeﬁ%rQQ&isﬁélé@%héMeQ? ﬂﬁn&@@uﬂ&ﬁ@@%&‘i&ﬁﬁ receipt of

the previou configure t Devi ce shoul d be understood that any of
the co rati ke vol atile
ravt  s0E By ¢ FieBTRLaRERYes MG iRl o i S M bR R ot o
i's requ sen enbodi nent ch of the four uration
commnééa %wugéﬁyé)sfi%b@@tp%ﬁ eup PR PRy PS80 Simant
appropriate configuration connand(s are also sent to the Device 100 when
a user thesnveatipelethe Brst Famtpevs @IP &¥as. lrthiongh §) eepreseniebe e initid sonfigyeation ng
when the user 25 changes the reference point for the range/position alarm
when t benmamts, @scdbaiigdew; deat byaitie ASPF200 to liee Davige 1 (ospdni startupl ADMNo.&nd  t he
like. [00128] Wth reference to Figure 9a, the first type of command
t r ansngdrkegpordy td BeesPSide from the ASP 200 to the Device 100. ID No.7 corresponds to a

response from the Device 100 to the ASP 200. The last seven rows in Figure 8(e) (ID Nos. 8

" through 14) represent various alarms and commands sent by the Device 100 to the ASP 200.

[00124] The ASP 200 request for data and each of the four initial configuration

commands will now be described in greater detail with reference to Figures 9a through 9n. In

general, each of these figures represent a time line sequence of command and data exchange

between the ASP 200 and the Device 100. The two vertical lines in these figures represent a

time axis (with time progressing top to bottom) with the left line representing the ASP 200

and the right line representing the Device 100. The numbered horizontal arrows between the

vertical lines represent a command or data exchange. The number designation that appears

above each horizontal lines represents designates the type of command or data being

transmitted and corresponds with the ID column of Figure 8(e), described above. For

example, the No. 9 transmission depicted in Figure 9b represents a general data message from

the Device 100 to the ASP 200.
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200 to the Device 100 is a Center Call Command (No. 1), which is the ASP's
200 request for -47 WD 02/044865 PCT/ US01/48539 information fromthe

Devi ce 10Woim/ossponse to a polled request, a regul ar dat RCTABOESS3Dr an
on-dermand user request. The Device 100 responds by Command No. 7 (i.e., ID
No. 7 i[60125i gur e A3(ad)ihitiahthatter, cepmain daebodRhe@p thet £FP Q0O Fit Gerlde a&plak@n. Wth
reference to Figure 9b, if the Device 100 receives valid GPS and sensor

dat a wigph lbﬁcetcba@@ tHE DsVRE 100 BEfoREMyRitl? Qent% %ﬁ@h}a $hd ﬁsa&ﬁmh%o%mnd
No. 9 to the ASP 200 in the manner "previ ously described. If the Device 100

%23}2%%88)9@%%3% e e AL A ol R B o Y RO Réfpf 200
Cnce (ROVBE) co TBORERiRE AR Dovef | FEini b imtati e aodie Beglyiiuftnnh o

code (V), the Device 100 waits one mnute for the ASP 200 to transmt an
Acknow®aghere thyACE #Rf ehenat is gumed on feesignal focthe AGP Y¥bthahibis onrand aegds t he
ASP's 200 Acknow edgnment by Conmand No. 6 in one mnute, the Device 100

r e- sendsb¢ banfigateddwithina retransigtal ghddat akoosledpyedo fmahembie embodiAfenesr
re-sending the valid data or invalid data code, the Device 100 waits

anot hettheDevied 100tetrfed Forld1ereAsSEnA0&Y fndnisee B tim@B uAskhe WSPdIReiddys Command
No. 6. If the Device 100 does not receive an Acknow edgenent by Comand

No. 6 9BoiiutoRndltoBerhdlf IR pckAbIMagial e Bl el vl ik Malice 160 g sent,

the Device re-sends the valid data data’code a second tihe and
waits xJleerfb% @Sﬁknow{ edgenent for one mnute. If the Device 100 does not
receive an ckriow edgenent fromthe ASP 200 by Command No. 6, the Command

times d ends 00 Wth r renc igure 9¢c, the first type of
conf i gﬁ@gi n cogﬁ‘ﬁ‘?ﬂ‘[ &2& (Meceixes tg‘?%@ﬁ’ée%@s%&g%n% st d00ondi s a
Pre-set Time Call Command (No. 2 whi ch specifies the tinme interval that
t he DeWogepatenlpdy, tle Eeﬁaé’mqsssnil W%ﬂssp@mmmguchng therappBguradiert a to the ASP
200. The specified time interval is denoted as xxx and is set by the ASP
200. AnomniedstaltheQerke 1@0, zlsmrebyi @nfigadng the Hlegiviefsyalérh pardmsteld vahgs and
termnation, of the periodic reporting. The Device 100 acknow edges the
comangyley Whaileattle Dessent eaitddiment the Data Processor Service 455 transmits the Pre-set

Position Range Alarm, Pre-set Fall Down Alarm and Pre-set Temperature Alarm Commands

in succession (transmitting one after the Device 100 acknowledges receipt of the previous) to

configure the Device, it should be understood that any of the configuration commands may

be sent to the Device 100. Where a volatile RAM is used by the Device 100 to store the

parameters, such configuration is reciuired. In the present embodiment, each of the four

configuration commands, or any subset thereof, are sent to the Device 100. The appropriate

configuration command(s) are also sent to the Device 100 when a user 25 decides to change

alert threshold values or rules, including when the user 25 changes the reference point for the

range/position alarm, when the user 25 changes the radius for the range/position alarm, and

the like.

[00128] With reference to Figure 9a, the first type of command transmitted by the ASP

200 to the Device 100 is a Center Call Command (No. 1), which is the ASP’s 200 request for
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begins to transmt the data on Command No. 9 every xxx mnutes. The Device
100 continues -48 WO 02/044865 PCT/ US01/48539 to transmt data by Conmand
No. 9 evewy ozxx486% nutes until the ASP 200 di sabl es the Ti meT/USal/#85@& mmand
by sending a nmessage with xxx equal to zero. [00130] Figure 9d illustrates
the genfsmatiORgFoh tHRMD&icet 100 ibeasposselo@ paile@fequést i dicpaladdata ddtfiest®r an
configured. As an initial step, the Device 100 attenpts to obtain valid GPS

and tgiRemL3hdi&r ést frhe ﬁj%%lc\éalbb(ile%%@s byechRrehy RS 71, IPPNbCRinl 00 sends
a device data nessa . vali’d data 1's obtained, the Devi ce

val 1 o R IEE ”12%3?@%33@%%& AL SEILARE P Sl b ER L
Secondtie s BarreraALe G SAoAmaR: SBaL iy s sotl et 0py o. 22?

Posi ti on Range Al arm Command (No. 3), which begins the Device's periodic
posi t i @ansadtsabe data by WearmanddN @&Mh@ASB 0P én thejmarmer pregigysly describedt He
position detection is enabl ed. Wien the Conmand Control Bit T is equal to
0, posihtiDeviceddDalves not receivhl sediidathta Sipeal Bethe ead dOhreeanmidsthbPPeLiemand No.
7 and begins detecting its position every ten mnutes. If the position is
in thejed @anvidiRRE8nvald dataddodt by dohansdy Nb e;ito thé Aspfz@o/eﬁfﬁ whkedtrsabl es the

position detection sensor by Conmand No. 0), the Device 100
ot or ez RERRE JPhe DARE GEBR6N @3 l%*%ﬁt Y ﬁ%‘?%"l?%%%";“a%ﬁ he
De 0 I th t f De
100 ¢ cFHEr SH f ﬁé@fﬁéf‘&%ﬁo%;%m#@%, B Beyict 760 waﬁ%g%%wa a;go e ASP <
200 Center Call the Device 100 sends an al arm mrand No. 12

to notfPY 20Rdo Ic@myb@n 6ﬁ1§”t°W1ﬁ®nE§‘é\hb¥é:°1’fHBal}dsl‘I‘bLﬁ IBﬂlCr%ﬁYg‘@ lqofdoteﬁéo‘Dew ce
100 receives an Acknow edgnent fromthe ASP 200 by Command No. 6, the

Conmanigceinel the ABR's 268 Agkngwledgmentdyleamnmand §0. @ivemenninutee thei Reyicen 00 ‘
Acknow edgnent fromthe ASP 200 by Command No. 6 within one mnute after
t he Depeigeadshe vakddath beinhiad dathyodobyr@oshinidad No29. Alftee rdesnidiag thOOalidke- sends
the alarm by Command No. 12. If the Device 100 agai n does not

data or invalid data code, the Device 100 waits another one minute for the ASP 200 to send

an Acknowledgement by Command No. 6. If the Device 100 does not receive an

Acknowledgement by Command No. 6 one minute after the last valid data or invalid data

code was sent, the Device re-sends the valid data or invalid data code a second time and waits

. for an acknowledgement for one minute. If the Device 100 does not receive an

Acknowledgement from the ASP 200 by Command No. 6, the Command times out and ends.

[00129] With reference to Figure 9c, the first type of configuration command

transmitted by the ASP 200 to the Device 100 is a Pre-set Time Call Command (No. 2),

which specifies the time interval that the Device 100 is to automatically and continuously

report data to the ASP 200. The specified time interval is denoted as xxx and is set by the

ASP 200. An interval equal to zero is used to signify the disabling, or termination, of the

periodic reporting. The Device 100 acknowledges the command by Command No. 7 and

begins to transmit the data on Command No. 9 every xxx minutes. The Device 100 continues
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recei ve an Acknow edgnent fromthe ASP 200 by Command No. 6 within one
mnute after it -49 WO 02/ 044865 PCT/ US01/ 48539 re-sent the al arm by
Conmand 1RO o2loessBevi ce 100 re-sends the al arm by Conmand ReT/uBs21/#853%econd
time. If the Device 100 agai n does not receive an Acknow edgnment fromthe
ASP  2QQrahym ERIRTREC Hamakd Wot Diever9 Rex minuteeuai]ttes ASRE0D disablek dreMives sent ,
the Device resends the nessage after a predeterm ned interval, provided

t he al HJEIJ({‘HDI reference to Figure 9g, the
fourth@%%/pg g%aﬁ%h%éﬁ%yﬁa%f%hg%P sz%lg) t he Device 100 |gs theg

W:nsf@QFﬁgL 5)8\8”% égl gFQ LTSS %g(g%ergﬁ%ﬁer% ogt}ga%%ﬁéé dec ﬁJte%r it tq]?]al Insftlg\t/mus

al arm det ection a he Device 100 _js.e 00, responds by
Conmarfddng conf; ygurq,&‘,g%s %’éﬂtﬁéﬁfeﬁdg ?&H&fgquég?mﬁtﬁg" &ﬁ ldgiﬁ%sl bqual to O,
the fall down detection at the Device 100 |s di sabl ed and_ the Device 100

r es portempbsatu@e datandf the valid dats istgedivess thedPeviee 100scrdsanfiesdce dabamessaget ect i ng
fall down data with a detection period of 50 ns. If the Device 100 detects
a fal |(No. 9%. If ne wahidrdgta i olstainad,rthe Davics 160 ecttics abtdinihg ddevior st ate), the
Device 100 transmts a fall down alarm by Command No. 11 to the ASP 200.

| f thepr%fé&xﬁné@? erfRE S o MDnintS GF VAl Pdat ARk Ydceidadiehd Deviesn 0MeendSE 200 by
Command No. 6 within"one mnute after the Device 100 sent the fall down

al armrg%{%gg@m %ggﬁ%agﬁagggy@\&e }00 re-sends the alarmby Command No.

oes not“receive an Acknow edgnent fromthe

ASP 20 aft -sent the
al arm ®9P¥Hm’r&nde@’ﬂl refel’i@cf)g{/? eg%:otl}eésego &% %cogﬁg?l%ﬁ%ﬁ 8@&819 11 a
second tinme. If the Device 100 again doe not ei ye an.Ackno edgrrent
from t PethadrsE2 isghe @Sﬁﬁ%“F@R@gﬁﬁH‘inh Wﬁﬁf’e”a?" Begsest " al arm
was sent, the Command tines out and ends. [00133] Wth reference to

Fi gur eBedite’s pheodit positionygeseationc SWrartlie Sonmand GangrohBp Disequaldo d e Devi ce
100 is the Pre-set Tenperature Range Al arm Command (No. 5), which enables

t he Depds@tonldifedtionpeémbled e Wemshe CoifineanDedantrel RO is eqrpxadm@lﬁ, msitomnmand No. 7
and begi ns

detection is disabled. The Device 100 responds by Command No. 7 and begins detecting its

i3
,.—4

.a

position every ten minutes. If the position is in the alarm range, no alarm is transmitted. If
the ASP 200 disables the position detection sensor by Command No. 3 (i.e., T = 0), the
Device 100 responds by Command No. 7 and ceases position alarm detection. With
reference to Figure 9f, if the position is out of alarm range and the Device 100 receives a
valid signal within three minutes after the Device 100 turns on its GPS and temperature
reception in response to the ASP’s 200 Center Call Command, the Device 100 sends an alarm
by Command No. 12 to notify the ASP 200 that the Device 100 is out of range. If the Device
100 receives an Acknowledgment from the ASP 200 by Command No. 6, the Command ends
successfully. If the Device 100 does not receive an Acknowledgment from the ASP 200 by
Command No. 6 within one minute after the Device 100 sent the alarm by Command No. 12,
the Device 100 re-sends the alarm by Command No. 12. If the Device 100 again does not

receive an Acknowledgment from the ASP 200 by Command No. 6 within one minute after it
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detecting tenperature every ten mnutes until the sensor is disabled by the
ASP 200. If the -50 WD 02/044865 PCT/ USO1/ 48539 tenperature is in the

al arm ramge,020e863 armis transmtted. If the tenperature PESTASDI/EH53Al arm
range, the Device 100 sends an alarmon Conmand No. 13 to the ASP 200. If

t he Dewd-&@t thkQlarBPBSCoRnahe ¢2) the DaMicAq b0 enk@[de MR Hlarkd BITHRGaASR 2P0 2bY

Command No. 6 within one mnute after the Device 100 sent the tenperature

al arm by CORIRNGs ﬁ@é%&fgbs lt()b%ggﬁﬁbgﬁl&qgcel\;eeansga%x}l%gﬁnﬁ}iﬁgg%}e he %@, pand No.

13. If the Device 1 ain does not receive an romthe

ASP 20 mran within.o fter t he 100 re-sent
the al PTG ORBRRRAD Gomich bre RiSBEoh BeP pbf ehntenritt BRvrt oy Bommnd
No. 13 a second tine. |If the Device 100 agai n does_nhot receive an
Acknowhedmsssage aftep Apradsternaiged srerval P@Yllﬁ?é% plsrt cendifiomstill HESni nut e after
the last alarmwas sent, the Device resends the nessage after a

pr edet El0I32ed i nf\?‘élﬂvmlferelmem’ﬁmde 9 heafourth typermdficoinorand tsent|bydlé 488 .200[ 00134]
Wth reference to Figure 9k, in a Term nal Enmergency Call Command (No. 8),
the Detd the DEORetl08 RSt Pee-get Fell Maval ARmerQenayndad. 4hyviGonreanesNall 8 to the
ASP 200. The Device 100 detects GPS position data and tenperature data

first. dbdn Etaﬁlst&ﬁhéQ@P zro@%@ﬁdéeasc@nﬁiag@@lonwmmq]mﬁ% Mg 8owh! sends
an Enmergency Call Comma to the ASP 200 f thé Device 100 does

data f%%%ﬁe%%‘@%ghes%ﬂ (0SB iy SHLFS o3BT Ra. by
100 rof sgﬁﬁg%égaéiﬁﬁ By oGO LR Bt B, Ve pertion .

recei ved, the Conmand tinmes_ out and terninates. [00135] Wth reference to
Fi gure theVeq@el 0Bay lisebladbandethe bleiced 8P rgﬁpa@d%m@ow@,@(wp Volftfelhdetogtion it is
turned on. If low voltage is detected, the Device 100 transmts by Comand
No. 1Oistepalilbd basis 20@ctin@fol dbww datal Wialge detectitet prriod df 50 mes. DEthe Mevi®0 det ect s
data every ten mnutes without a response fromthe ASP 200. O her

pot ent 1G4 depgcadh E1E(1.8RY chhge diodPh ayeth] katetowsiall ddm sty tha®eifee 1d0i ver of
noni tored cargo (where the user is also the

transmits a fall down alarm by Command No. 11 to the ASP 200. If the Device 100 does not

‘receive an Acknowledgment from the ASP 200 by Command No. 6 within one minute after
the Device 100 sent the fall down alarm by Command No. 11, the Device 100 re-sends the
alarm by Command No. 11. If the Device 100 again does not receive an Acknowledgment
from the ASP 200 by Command No. 6 within one minute after the Device 100 re-sent the
alarm by Command 11, the Device 100 re-sends the alarm by Command No. 11 a second
time. If the Device 100 again does not receive an Acknowledgment from the ASP 200 by
Command No. 6 within one minute after the last alarm was sent, the Command times out and
ends.

[00133] With reference to Figures 9i, the fifth type of command sent by the ASP 200
to the Device 100 is the Pre-set Temperature Range Alarm Command (No. 5), which enables
the Device 100 temperature sensor. The Device 100 responds by Command No. 7 and begins

detecting temperature every ten minutes until the sensor is disabled by the ASP 200. If the
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wearer), via status indicator on the Device 100. This information can al so
be reported back to -51 WD 02/ 044865 PCT/ US01/ 48539 the ASP 200 for

noni t or i Myoana4486z enti al al ert generation. The Devi ce 100Pcaruspt/essdde its
status information on request. The Device 100 will also generate a nessage

to war tenigeeatéreRs ir’e ablrml rangebad tlaf ivfchsatifel. 1€ardbhpattrd Rafut BRatalir €at en
the performance of the Device 100. [00136] Figure 9millustrates the use

of a Pfﬁ;gé,%e PelRe blse&@mraﬁnw%&aﬁ@mcm&megmw hine geveset Fall
Down Al a (No. 4). I

m Command As illustrated, once the Pre- set Fa Down

Conmand i e Vi ' es 7). e A he .Pre- Set

Fal | g%%o%on%eﬁ g{l’?‘ I@é@ g‘lvggg&sl g‘ﬁte%"q% ;E/het%gp 2%@’%) 6:(9 “L’?aﬁlgﬁ%\ﬁ %@ug s ponse
becones .t he _Ceneral. Message (No. 9). [00137] In . the event .a Fall Down
o ort B SRS NG Diise B0 $07) (e eB e A 55 PRt s 0 J0 Yo 001 1
After the alarm nessage is received, the ASP 200 disables the Tine Call
Commante-9pds thedilam bheomsrnd M. -t H thedRewqe 400 agriy dpas npheeceizy an The Devi ce
100 acknowl edges the command with a reply (No. 7). Having received the

al ar m AtksovASRmeQarqm teekfis2000bydCsminlaad Nve 6Fettin Dosmimsd siver/tlked Bevics t h
command No. 4 (with X=0O). [00138] Figure 9n illustrates a simlar

exenpl ai(/reSeafheiatarinbVOoEmhahdRo DEY, tREDEAB: 100 RO%HHS e alakd! byl (Enkan Al arm
Message (No. 11), and resends the nmessage until an acknow édgenent nessage

§ Eg- DS%/IPIC g_% %g%c%héf %jnef. PHe D200 %Q{ﬁﬁ éi!ofe? A& r moﬂ &&&gg?ég:gnjeﬁt %&ﬁ‘tﬁ%ved,

contlinues to resen alarmrtor a pre m ne

peri od r of timmes,.at which point .the alarmtines.out..-52 WD
51 04488 20BH S Pk BT il SRR 1A b g S B icie. var ous
conponent s, and general operation of the present environnent, operation of
the plkesmulsihemessage ity m@&mw& intsrvgh @apuded e alert epndifiopstilbeisise  to

various architectural schematics and flow charts. The initial process of
user rEQ@ﬂ 84F at i oWith reference to Figure 9k, in a Terminal Emergency Call Command (No. 8),

the Device 100 transmits a Terminal Emergency Call by Command No. 8 to the ASP 200.
The Device 100 detects GPS position data and temperature data first. If the Device 100
receives a signal within three minutes, it sends an Emergency Call Command by No. 8 to the
ASP 200. If the Device 100 does not receive a valid signal in three minutes, the Device 100
sends invalid data to the ASP 200. When the ASP 200 receives the data, it responds by
Command No. 6. If the ASP 200 does not respond in one minute, the Device 100 re-sends
the data by Command No. 8 three times. If no respond is received, the Command times out
and terminates.

[00135] With reference to Figure 91, the Device 100 automatically detects system
voltage when it is turned on. If low voltage is detected, the Device 100 transmits by
Command No. 10 to the ASP 200. dnce low voltage is detected, the Device 100 detects data
every ten minutes without a response from the ASP 200. Other potential problems may be
displayed to a user 25, such as the driver of monitored cargo (where the user is also the

wearer), via status indicator on the Device 100. This information can also be reported back to
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with the ASP 200 will now be described with reference to the architectural
schematic of Figure 5a and the flow chart of Figure 5b. It is to be

under st ooaotopas48nmny di fferent processes nay be used andpchassbokdsemi ng is
but one exanple. The End user may submit registration via any of the

var i oushelSSP 200 farh@t®ring\and @stentilettrogmeationt Fhe DR2ice F00 catpamdests t he
regi stration my be a web page having a formfor entering various user

i dent i fhREnfoRhRHTR Rluest! Tht DAGKE 560 Wl SFBLARRe aﬁﬁ@s@%@% daMPtheesspEnd
other information rolled into the particular user's application. As

represgph ?9109&1 %Eég? %’ugcf’ ?tﬁgr @6(1%0?19 fh%glé%lg tl?r %ée:cgh t}{-e;ge?%)gﬁé‘ic? gf léhséﬁ tvicée?ﬂ)oi. n the

appropitTate ta I'nc use

i denti fyi i nforatign). | ert . device tabl e and ice alert device table
(e.q., 40138} ey Faie S illustiates tho s fe-s eFIHPiQ%jf‘\f%@&e 9B alert
with particular alert devi ce}ﬁ, alert paranmeters threshold table (e.qg.,

al ert ceBrdiondyith aRee-sehyFadh heyn maesd (Me|4. AsrilledtatedpenceithePrer
user's application. [00140] Once the registration infornmation is received,
t he M ddltall Devn ¢6Mnpodtissant, theDevide begitste rédpondi(o.t7)Na@nice the@redet Fdlhe
notification service, in turn, posts a nessage to be sent back to the end

user COdfinCorAgah®Qed. Pl iPfssuedByshd ABP 00, thE DelRbisGBspohfiEiiRombLe are
represented by Subprocess B. Step 506. [00141] Once the registration

i nf or me{h Q91 HAS NIES eﬁ\mg. in the PD 300 and an XM. docunent has been
[ lhe Non-A%er Nofify Queue, the Mddle Tier pulls the new

stored int
regi st rat,i informatio ssociates it,wth a P addr based on the
associ gﬁlgﬁq bet V\gréﬁ% 4 ?fﬁ ala%?gg%l‘?ﬂég S%\&C?Lﬁs’tth‘\é\bﬁ‘é\?? 2 86 158PE5 P‘e;agg?o‘&ce t he
registration infornmation is pulled and the Mddle Tier associates with it
an | P éiedmﬁwsa%@lqﬂflbr ﬁ#@x@ﬁal@nrﬁqsﬁa@a igtecpi¥pidhs NSpragldissbles i wo

02/ 044865 PCT/ US01/48539 Step 510. In the present enbodi nent, marking the
r ecor d Tise Call fosueand Wyrsgoding sheseommang with kegequad soesiraMel 2)i The Drwiceecor d.
[00142] The M ddle Tier then causes the registration information to be

pr eseni édadknowleegesthd comarand Stithm BR.(Non7) Héavingereeivedtheathrmethe ASthe
registration is presented to the end user

200 proceeds to disable the Fall Down sensor/alarm with command No. 4 (with X=0).
[00138] Figure 9n illustrates a similar exemplary scenario in which the Device 100
transmits a Falling Down Alarm Message (No. 11), and resends the message until an
acknowledgement message (No. 6) is received from the ASP 200. If no acknowledgement is

received, the Device 100 continues to resend the alarm for a predetermined time period or

number of times, at which point the alarm times out.

-52-



in the formof a web page, email, or a personal conversation with a call
center representative. Such presentation of the registration information

i s achi evw0 oby448n3 eri ng the XM. docunent in the Non- Al er PCHatSo{/¥856ueue and
having the notification servers generate and direct the nessage as
appropriate. Furthernore, presefZ0WoOOHARTS®e regi stration information

i ncludes highlighting questionable paraneters selected by the end user.
More spEuB$) cal | Mavinpeleddribdl ¢he vEridnus compaicas dnt @eneraleopeedionlof the ppeseatret er s
with the default parameters stored in the device paraneters table to

det er ma@opRRH) Bper@tion6f the ﬁb@atf%ﬁﬂ Wisl&lovsbS@lsEEhddan Srédted ddtaliiith fehge@nge Of
perm ssible paraneters defined in the table. [00143] In response to being

resent ed 1 i i i: 0f.or i t . . caregiver
< gt v RIS SN ARt Y TR s, e B RGest Bt e reoblifici 201 VP
the event th user desjres t.o.change the . regi.siration inforpmation, the
proces¥? (5]?&‘?‘%2@8\70@@% ‘?/r?t?*?& Vi‘fgwe&g‘a}cgtt? gﬁ%ﬂ“@ﬁ%ﬁ&? €08t ep 502)
stori ng.the new data in the PD (SSIFQe,]g 504) and generati n%ja new XM

1

docunehigurnia and theyHow chat okBigurs, isdto bsuadersiogy that oy djffqrentt he event t he
end user does not want to change the registration information, the process
cont i npesesass iy bouspdesat itlenfabbeirg is btit grerexemipbe: SThedirel wer gapalbinit ent er ed by
the end user. Mre specifically, the user nust also be associated with the

parti cigdstrafevia @nyt 00the vAlotdiser Bitetfact devibbsdi&l Move. Sepdv2areESssage to the
call center, for exanple, in the formof an email, instructing the call

center e&&f%{&?ﬁegﬂe%g%ﬁ&l 131% 'b% %Qfeﬁ?&ge H&he ¥drth Rr \éﬁt@ﬁh%%efri&é%érer , _thereby

associ at | nmo tuser's device wth the particul ar user.
Step 516. ... Such. manual registration_entail ntact i he wirel ess carrier
ana r otufGAERERR, ol FENSI bl et Bt RO AR AR el b B0 ° T £ R
particul ar . | P address of the assigned Device. -54 W 02/ 86
pCT/ UStotfed inja e nasestlasiseepmsticatoth DR BHHDY SPTOReSo A (PBR s Sicke
Regi stration Test Service. In  short, the Registration Test Service tests
conmunindermagian i stered irethe approprigievalies infthelDs Weludhlg the vegstable @eauaey y
registers the user with the wireless carrier. In the event that the test
f ai | s, ideh&fyingegfostatidn)palerT deticSambld and devist aleat ders dajde (eog.; dert NipnecAl er t
Notify Queue, thereby resulting in

contact information, priority, association of alert with particular alert device), alert

parameters threshold table (e.g., alert threshold), and any other appropriate table for the

particular user’s application.

[00140] Once the registration information is received, the Middle Tier 400 posts a

record to the Non-Alert Notify Queue. The notification service, in turn, posts a message to

be sent back to the end user confirming receipt of registration information. These steps are

represented by Subprocess B. Step 506.

[00141] Once the registration information has been stored in the PD 300 and an XML

document has been stored in the Non-Alert Notify Queue, the Middle Tier pulls the new

registration information and associates it with an IP address based on the association between

the IP address with the Device. Step 508. Once the registration information is pulled and the

Middle Tier associates with it an IP address, the information is marked as being in-process.
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notification to both the end user and the system adm nistrator. [00146]
Once the CDPD nodemis registered, the Mddle Tier proceeds to generate an
XM. docurwptozandepl ace it the Registration Test Queue. Su@lTXSLU/SeUMENL
includes information necessary to generate a nessage to the device,

i ncl udg%g 51001n BE PPRER enttRMiriéht] Rar he sordisaR-paddess MvbIved Segting\d flgocunent
in the gistration Test Queue, the Registration Test Service may proceed

to acc . , based on the XML docunment, generate a test
commnigsgg?léégﬁ“@%ﬁ# rgé vice. Step 520. [00147] Once the test nessage has

been s 0 the _Dey,. the Mddle Tier.waits. f.or ..an nt
rressagg)f&fj‘%)di cat F@%‘?‘ﬁeﬂé‘?ﬁl&n GG She FRISTRA léjf?rg}ait%rﬁ t%&;&g%\ég geglg@?% -
Step 522. In the i)resent enbodi nent, the test i.s deened sucgessful if the
Devi ceendsisgr.ndten A 12 owthe presenj embodimanddheeegisirption is nresenteg e the fod 8sdtt y) |
then the PD is updated and the process is deened conplete. Step 524. On

t he ot ingthe fandof a Welt pezet ersil, wais persendceswdsationtitna eallecentsr srpsessntgbiyeat s
with the registration test service issuing another test nmessage. Each tine

the tggdh préschepieAdbethe redistrddogdhrmbton ©atidevidigsentdratothe XML dotunsent
predet ermned maxi num nunber of retries has been attenpted. Step 526. If

not, t RELONEREA1ANIHEF DubSe Akl R BE nétfi @Bon 39ers gfdtafehiRd BIres @%S

continues wth retesting the registration (Step 520). However, if the

maxi mum nunber of refri h e . ' ated and
st or ed™ 28y ﬂsea%()r?-r%feé rlﬁémg'?‘? ?@’ %%%egga&?gﬁo?ﬁgé@%iﬁ%gqﬂgt i %?‘?:naftn?lcl)lﬁésger vi ce
in generating a c¢co nication tq the end user and/or system adpl.ni.strator
speci { yiehlengpHionARg paRmiers iFlectsd hl ohd Fes Masp apetg . B Migie

02/ 044865 PCT/ US01/ 48539 [00148] It shoul d be understood that registration
may al Tisr epmpines tesscgivied glast prsametess wigh thy default parametsrs gorddn dhe dexicene
account. For exanple, the user 25 may log into the systemwith a

part i cparamees tibiet to siptemirieovhedine oandt thaswdwrer s selgetions rrowihindbsiaggs ofy a
user 25 to a group nay be automatic, based on predeterm ned factors, such
as nanBernifsblé pameRfCdefing@in ¢ tifle account owner and inplenented in the .

Busi ness Logi ¢ Layer 410. Furthernore, part of the
[00143] In response to being presented the registration information, the end user (e.g.,
the caregiver) is given the option of changing the registration information. Step 514. In the
event the end user desires to change the registration information, the process continues with
receiving new registration information (Step 502) storing the new data in the PD (Step 504)
and generating a new XML document in the Non-Alert Notify Queue (Step 506).
[00144] In the event the end user does not want to change the registration information,
the process continues as if no questionable alert parameters were originally entered by the
end user. More specifically, the user must also be associated with the particular Device 100.
To this end, the Middle Tier sends a message to the call center, for example, in the form of an
email, instructing the call center to manually register the end user with a wireless carrier,
thereby associating the CDPD modem of the user’s device with the particular user. Step 516.

Such manual registration entails contacting the wireless carrier and requesting that the carrier

associate the particular end user with the particular IP address of the assigned Device.
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regi stration may include a user selection of service |level including, for
exanpl e, paynent based on: nunber of alerts generated (as tracked in the
Servi ce LwQ 0Zabisey; selection of one or nore of a |ist ofPCpaiSensssad |y
active alert paranmeter (as nmaintained in the Alert Threshold Table; type
of Al ef00136Yi ce aRugdisantiombdedd adaisdealbcmyobesthidReglhiranbaYea®paktd. ithy;

whet her historical data points are stored and, if so, for how |l ong; and

essent isHér't,th@R}é%i%ﬁﬁ)h TSNS icE Rests WL RIPn AR thb Serabieldebite ?f?erttfl@&hl or

control. [00149] Turning to Figures 6a and 6b, the process of recelving and

processj I 1 i LN e i hed. As
Chonn ruipi bR PR bdeb i, PSS, Bh bie QRS AEREELIED by (e
ASP 20Q, from.t h vice. In the present.  enbod] t, Devices 100 report
fovi oo Ragisatas T SHins ARSeHE Bop NAG dat VPRD Qu0e. Brroby elitggnse. ¢ o
a regul ar _data request; 3) in response to an on-demand user request; 4)
when Retbeationdo hpthdheend ussr ams thasrsierp admimsratat a i n response to the tine
call command. [00150] The Data Monitor Service 445, perforns a high |evel
par si nf0@#H61 he r €mee thedCDEBvalendstregistSredhthp Midde(riesgoatadatd genertedn s
taking a single received packet of data, determ ning whether or not the

recei vauMbabeurhés ked plabpit esERES st ion Alest@bidues §0EL MR SRR inchiies
perform ng any error determ nations and/or cal cul ations, and setting

priori iﬂﬁﬁmati@ﬁﬁfe@essa@@&%é&kd@?a bRt @t@fh%%l%@ﬂ:f%@é}@%@% exdifib L Evg:g gi ven

hi gher priorities than non-alert ssages. ce the ni tor

Servic 4 rf t { evel parsi .of 1th ceived ssages, the
ot & NEAES: T STV ek B, At eny e R Rimionchesl Giiee B FRRRRNEE s vo
02/ 044865 PCT/ US01/ 48539 either an ale gueue oy _non-al ert queue, as

appr opf FSIOEVIsE gL BIOCFRIa 205ess a&“@l"e@?éigﬁqedﬁglﬂéﬁm ferumsgh 2EnIBeR; gur e
6b, the Data Processor Service 445 accesses the XML in the Alert and

Non- Al test conprauisatipido tredldeders Step 82@ate and store an XML docunent in either
the Alert Notify Queue or Non-Alert Notify Queue. The Data Processor

Ser vi cE)83] st or Emct the testraessage hanbeentshtrto thecDdNace, MeaviiddNoTiet walyfowe, i f
the received nessage does not relate to an

an acknowledgement message, indicative of whether or not the registration was successful..

Step 522. In the present embodiment, the test is deemed successful if the Device returns an
acknowledgement message. If the test was successful, then the PD is updated and the process
is deemed complete. Step 524. On the other hand, if the test was unsuccessful, then the
process repeats with the registration test service issuing another test message. Each time the
test is repeated, the Middle Tier determines whether or not a predetermined maximum
number of retries has been attempted. Step 526. If not, the number of retries is updated (Step
528), and the process continues with retesting the registration (Step 520). However, if the
maximum number of retries has been met, then an XML document is created and stored in
the Non-Alert Notify Queue for use by the Notification Service in generating a
communication to the end user and/or system administrator specifying that the registration

attempt failed. Step 530.
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alert (e.g., is received in response to a regular data request), or an
alert notify queue, if the received nessage relates to an alert. It-should
be not ed whab/owsre t he ASP 200 receives a registration mpesapel/4856m t he
Device 100, no entry is created in Non-Alert Notify Queue, as no

not i f i[e@M4ispn i s It guidRAindSistddahatyegiveativpntihey devémsil skatominigsa ter B8 ter ovi ded
to user 25 via the website, no entry is created in the Non-Alert Notify
Queue ., a8 it BRIl E P! 18RRI r eRample Ak i8H 25 O lieg intb eOsyaRM WwhA Of
softvvaa?e %dglj(hect 0o?@')talhe Maddl e Tier 400 also int eractgwith the Data
Processar,. Servi 455 r spgd il frd t or age
i ncl u&é’&tlc %racé%ﬁgﬁeg%fﬁs@%n% 8%853'? Sé”p Orqé'l gg%nt ggielf gsslgé%ﬁ%é;%u%ggé é%shl%g)é@ Tabl e,

Devi Log Val Tabl e, [ Tabl d it h I t tables.
0015 TR APt sl srecsiarpied Tagerarich ° BiisravetorrdonSeBiss o o

acknow edgenent nmessages in response to receiving nessages (other than
Devi cecemtichowhetaydrimptementeddn sk Businespilogie Lpgeridd8. foshermpze.mattofthercessor
Servi ce 455 al so renoves the record in the Device Message Table when a

r es pon&disteativassagiachdoamusdn selBetidnoef stHiceHavel mduling fei axathplq, aBeit The
Non-Alert Notify and Alert Notify Queues are accessed by the Notification

Ser Vi ¢gsedith: aimbBeoMIgH endral (ADPackbd irIde Sedlice ILIpeTdN); dletihofi ofser Vi ce
465 generates and sends a notification nessage for each entry in the

Non- Al i f. . Not i . - XML
o mof lorbE 4 fi Al aculOblefppaARHEN O AREAHROR fiahdert ThicifoiguCUe

no cation Service 465 also creates a

record. i he t.ification,table.for, each ] Y- I . ji.fl;cation on a
por _DekablEe bl ik DEfed SRy AARE e e RS oAbl S R P BRI . 87 Vo
02/ 044865 PCT/ US01/ 48539 notification is associated with_ a particular
devi cdisiericabdyip peintse s@wtkaud; @ao;o{?r ot Lens; FRbess BRIy oy gEp BAMOR, o al ert
device may be identified in the device alert device table. As noted above,
t he ndhd $yistem hasthe ebilityde trakk or ¢antidl-es non-al ert notification, for exanple,
the collection of data fromthe Device 100 in response to a user request
or bagel49pon a TireidgteFiguresda apdbb] thg pofcedstod rédeivinmgart@roceSsing devi ce dat a
is sent to the user 25 via either an Alert Device

incoming data from the Device 100 will now be described. As shown in the architectural

schematic of Figure 6a, data is received by the ASP 200 from the Device. In the present

embodiment, Devices 100 report device data: 1) when polled by the Polling Service 450; 2)

in response to a regular data request; 3) in response to an on-demand user request; 4) when

reporting an alert; or 5) when pushing data in response to the time call command.

[00150] The Data Monitor Service 445, performs a high level parsing of the received

device data. Such parsing essentially entails taking a single received packet of data,

determining whether or not the received data packet represents actual data sent by a Device

100, performing any error determinations and/or calculations, and setting priorities, where,

according to the present embodiment, alerts are given higher priorities than non-alert

messages.

[00151] Once the Data Monitor Service 445 performs the high level parsing of the

received messages, the Data Monitor Service 445 creates an XML document and places it in

-56-



or user interface device, as dictated by the Notification Service 465 and
rel evant tables. [00155] Also illustrated in Figure 6a is the optional SQL
script, vWDokogsnerates weekly reports of service activi PETUSN1/¢886N
device, and the Service Mnitor 475, which nonitors the functioning of all

ser Vi Cgfher dlale® BER or ohlePedueue LasMppidpditted s duaeribediin gteater detatlfbelach of

the services using the protocol (e.g., UDP or TCP) of that service to
. SRALNEEuRpIYAE DAL ql‘}o&%édlﬂS“e@vﬂcé4@53560%§§e§‘ﬂlem€iﬁftﬁé’Alefr%H56]
Fi gure |s a art o the process of receiving data fromthe Device

100 20% ATRE Bus ecatlttgogc'e%%@%c o BPRIR 0 B Kot MG BRI RTAREIRO IS Vi Ce 455

of th rocessor sefvice recelves e parsed device
data in the formof an X unent.. fromthe Al rt any ert Queues.
Step GOy BB OpNORHMEH %é“ﬁ"ﬁ‘e Bb@tﬁ%tg?mf@?ﬁf’f Fré’lcrﬁegé:\sl\?})é‘zfﬁ:h?om t he Data
Processor Service 455 knows whether or not the data is an alert. Step 604.
As i | |message incjtheribe plontAleti Notify Qupue, ihike recsived meswae does Mt Eelario aar vi ce
455 depends upon this initial determ nation. [00157] In the event the

recei vgeht (bad. pisirscetveddh essponse e a deguiar platacegiest), sremwalarengify qeews ifthe
determ ne whether or not the alert is a sensor alert. Step 610. If not, the

dat a We@&?&ﬁﬁéssa FeVdi &80 6R BlckN UBshowld be B8t MEOHERSIRSASP 20U rétei e
specifically, -process A includes creating an XM. docunent cont ai ni ng

the rel %@&h}dﬁ&sﬁ &!n Qvﬂ?ﬁr A Eﬂy credtfd £ R A1PRlAQE&leYant data

in the re sp el’e t evice data contains non-alert
sensor dat t he. data seryi 1 &s. [eco ii,ce Log
Val ueshorsagiisation i ety nafi@r?wree% = @Ber AT BarR e R p g
assigning the tinesta Process B -58 WO 02/044865_PCT/ US01/ 48539

gener aWeBpitprRq GHS'S €Feg n&l iith et an-Adert M%%fan%weeﬁ%dwgtoaﬁ%m PeSEEG e

appropriate Notify Queue for use by the Notification Service. Step 612.
St ep Gtduirddnce the entry is created in the Notify Queue, the process for
the received device data is conpleted and the Mddle Tier awaits receipt
of thefooess] devi seothmiich seShfapfithee olfjedd 68he Middlkdlial 4)0talscsinerae mstr al ert,
the data processor service preferably proceeds to

the Data Processor Service 455 to store the parsed data in the PD 300. Such storage includes,

for example, storing the relevant data in the Device Log Table, Device Log Values Table, .

Service Log Table and any other relevant tables.

[00153] The Data Processor Service 455 also generates the ASP 200 acknowledgement

messages in response to receiving messages (other than Device acknowledgement messages)

from the Device 100. The Data Processor Service 455 also removes the record in the Device

Message Table when a responsive message from the Device 100 has been received.

[00154] The Non-Alert Notify and Alert Notify Queues are accessed by the

Notification Service 465 of the Middle Tier 400. In general, the Notification Service 465

generates and sends a notification message for each entry in the Non-Alert Notify and Alert

Notify Queues based upon data in the queue XML documents. As noted above, the

Notification Service 465 also creates a record in the notification table for each active alert

notification on a per Device basis for tracking a response. Furthermore, because each
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determ ne whether or not the particular sensor alert has already been
received and thus deened active. Step 618. Such determ nation invol ves
accessi ngwOhe/omssi fi cation table to determ ne whet her or PoOtUSA1/48539
corresponding entry for the particular sensor exists. Alternatively, the

Devi C%&Hﬁaﬁ&?iseasb&ldtmh%ﬂnfcﬁfar 88vids tdr Devidetid idedtifidds thedsase .grt is
already active, th en the process is deened conplete. Step 616. However, if

the Sehg aﬁ%r%'Pﬁs%e ady the q%%ﬁxntafefd' e dVER aﬁe%dmé@tam@oee%% service

procee eeva eterm ne ether or not the sensor

al ert houl |nd ed be made. a i 22. ~Such e I

typi cat °9'eet F&PTI caliop SERIOP |a1§8§1 %porg-ﬁ]%rt ?ﬁc%tmnafor ef%rrnpfe ﬁl\régsﬁ%alagr ul es.
In alternative enbodi nents, however, no reeval uation is perforned. [00159]
In t heofedpinfromtibe Rewice 1808 fsPRsE tqﬁeUS&éfwestOFH%SGSPBe%§§T4Od§te&€ d
conplete. Step 616. On the other hand, if the sensor alert should be made
act i vepollileof thedeavited 00p Sudedsvice daty isi st tptlareseraS viateithet dn plegdayicen,
thereby creating the appropriate records in the Device Log Val ues Tabl e,
Devi cepldiRer ihdditRe davide, 2s tictatd] hyole NutifRatidst 8qvioe 465 ahdiElEaht thbles.ng

determ ned that the sensor alert should be made active, the service

proceeq&m ¥4ith Sum%nﬁh 1§l Wighe é@isathégﬁ%tgﬁl sgglsulﬁemdh Rhyhtehy setting

t he po flag In e device table According to the present

gg?loldnxéfeeg(ﬁy fetpg?taz) Fe\ér'gi% & v? & &Qa[%ﬁﬁgé 'ﬂﬂc! $ 4,6 %égﬂ?rﬁ%r ehliest request

0 en ure V|ce S no “’l'onger in the
alert state. 628. gener al such an alert test ol ve ating the
r equesoniigrs the g’i“%‘i‘?imi‘%‘)t?q]llegeﬁ’é?ﬁscg“ e @ﬁgesvé?ﬁ)l}/{ﬂ o @éfﬁg]s’f“nﬁ’%gesgage to
the Device for a sensor readin -59 WD 02/ 044865 PCT/ USO1/ 48539 [00161]

The evaithaadtoof the serwissbwsing the prateecl (&8s UDR@sTGR ) of thatseryigedo 6?“6@’&‘§§or
service witing the necessary flags to indicate the suspension of polling
and al whéthérastnot suphestviarisl opdretingewaicilpn of an XML docunent with the fl ags
(Step 632), which is stored in the PD 300 (Step 634). Once the data is

st or edjgonséjhe PDp 64 8@ fRMOERSsSofithe fREER G canivint &k frGinahe BeGice [ 0D162]
Havi ng descri bed the operation of the data processor service with regard to

and, more specifically, of operation of the Data Processor Service 455 of the Middle Tier.

The data processor service receives the parsed device data in the form of an XML document
from the Alert and Non-Alert Queues. Step 602. Based on which queue the XML document
is received from, the Data Processor Service 455 knows whether or not the data is an alert.
Step 604. As illustrated, the particular steps taken by the Data Processor Service 455
depends upon this initial determination.

[00157] In the event the received data is an alert, the data processor service proceeds to
determine whether or not the alert is a sensor alert. Step 610. If not, the data processor
service continues with sub-processes A and B. More specifically, sub-process A includes
creating an XML document containing the relevant device data and proceeding to store and
log the relevant data in the PD. More specifically, where the device data contains non-alert
sensor data, the data processor service creates records in the Device Log Values Table, and

Device Log Table, storing the relevant data and assigning the timestamps. Process B
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alert data, the process with regard to non-alert data will now be

descri bed. Upon determning that the received data is non-alert data (Step
604), theweerwi4ses proceeds with determ ning whether or n@®CTiUsel/#8589 al ert
data was received in response to a request. Step 650. If the non- alert

dat 2 ' g@ﬂilyﬁ&qﬁde\é%geahﬁg RSP SR iRt m&t&ﬁg,n {thBOapfiepitOTRESy QOfid Nnues
S process A, nanhely creating an XM. docunent containing the data

and starin d h n og Val ues
and et VB N SHei SR Q12" R IR By I R e, ¢

conpl et ed Ste 16. event. t.he d eSSy SPlyi ce

det er ?Fé@Q‘F‘Fé‘e fi PHI ?Stf%ﬁg%’ée%vse dlegl(gg%tgdsi:q{n}? %B%‘Wiﬁi %\Z[ngrelgﬁest t he
service renoves the correspondi ng nessage fromthe Device Message Tabl e.
Step mltSTmllﬁe}f\‘vh%@ﬂﬂ%‘{!‘P%@ﬂ% hgtﬁpé I&upl i cat e, unnecessary nessage is not
sent to the Device 100 when a nessage already exists for that Device 100.
The pri00ess pr offeloiaentis disensry alert dlesdataprocersorsesded praferatdy pavcedilsdanent and
storage of the non-alert data in the PD. Step 656. [00164] Once it is

det er idigehifidwhethBieorddk thel farticla gsqpenslertthas alrdadg bedirecdihel aglthuce
det erm nes whether or not the non-alert data has been received in response

to a dalg,fe tSte1? 8l §p81§:i%etelnfmﬂh‘€i%n ik s ah&sRRL AR TR tiEIRM IS 16 O

det er m ne whe not the data was received in response to a

f t t St th b
cont | 94 L DRALESL S B8 L iy SRR
t f t t t th
o by b ok o SOHES o S TP,

Det ermi ni ng whet her the data was received in response tog a -60 WO 02/ 044865
PCT/ USOteadB3bve, thenfthayproeash srilcemgd semplet: a3t 6 He ddeweves if fe spason@lriy

determ ne whether or not the configuration flag associated with the

parti ciglnat alRedi aetiveathenelndaeprooessaheckicaproteess fastvaluate wgderttont to t he
Devi ce 100 by reference to the Device Message Table. [00165] If the

non- al &témdad ¥he@sr s1aRRkHeaEndon alctShOHdanddet Ibe Gifdda atibigl €hép 620) 6021 Backdat a
processor service sets a data ready flag associated with the particular

devic eree%lﬁﬁio%ﬁ?picg‘fpf &ntails a reapplication of the particular alert threshold rules. In
alternative embodiments, however, no reevaluation is performed.
[00159] In the event the alert should not be active, the process is deemed complete.
Step 616. On the other hand, if the sensor alert should be made active, then the data
processor service proceeds with sub-process A, thereby creating the appropriate records in
the Device Log Values Table, Device Log Table, and Service Log Table. Step 624.
[00160] Having determined that the sensor alert should be made active, the service
proceeds with suspending regular data request polling (if any) by setting the polling flag in
the device table. Step 626. According to the present embodiment, the service also proceeds
by initiating an alert test request polling of the device to ensure that the Device 100 is no
longer in the alert state. Step 628. In general, such an alert test involves updating the request

state field in the device table and sending a request message to the Device for a sensor

reading.
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specifically, the data ready flag indicates to the Mddle Tier that data
has been received from the device and nay be processed. [00166] More
speci fi cawby2/oo6e the data ready flag is set, the servi cecaaiSer/ssspes
whet her or not the non-alert data was received in response to a regul ar

data r fmbul@g; (or ThoevdlhatbnloFaerest alert dad eoatinfes oviitt the dida praessbPeriiter esponse
to a Tine Il command). Step 666. As noted above, the Mddle Tier of the

pres enwiﬁﬂgﬁgid&%aﬂy&&gﬁo n@fdtedhe %P&sf&fd@qlﬁlg A MRt enEsNaf thet erval s

to acquire catli on"and sensor ata Trom devi ces. The service

det er m_nes t oy not regular . t hus
the. daPanimet o oS Yo R L B Bl BT I BN FRY L8R BT 00 A e Gt
was recejved in response to egul ar data reguest, the prqQcess _continues
with t )SQHWQ@‘%F%’&tSF%%‘i ’é’rfﬁ?f/b @@c@ﬁ@ﬁ‘?ce%‘? dg‘l?fﬁ%‘}?fgﬂpﬁ'ieg'r gteﬁcﬁﬁpfy queue
and posting the docunment (Step 668), at which tine the process has been
conpl ef08d62]St ep Bawing Hhscribed thetopertign pethealgta nrocasky sgeige with ipgatd tohe

non-al ert device data. [00167] If the non-alert data was not received in

r esponslert datagthe @godesy with ragardgueataldrodata pdll howderdespuibet. Bipopdstheainfiigom t he
Device 100 in response to a Time Call command), then the service proceeds

to det gnihB eecehRliigla i9 hoRalert datd\&ep 6045, ABOQRFICe bfocadisabied detdrhing St ep 670.
If not, the process is deened conpl et ed. St ep 616. [00168] If the data was

N 1 SRRNRS: b BoRlhcl i Bk o AUEREA id DELDR, HAkA.RT GROSIO! 1r RERYCe

procee O reeval uat e ata to aeter ne er or not t ert

threshal d .has been.net. or exceeded t 72 t her eby determ ni ng whet her
o ot S RS BEtaPe A TFIPORSe S * TR B A B BT RIS Fargrotges ||
active (Step 674),. If_the alert condition is still active, then_the process
i s deefreBrmelppisrERSan ¥, dgauanenipquiaiping thy d4te and stpringead lpgging pechyaipil e Ti er
wi Il continue processing the alert data and notifying the user as

descr i thed®Dabamely ipdigBeyicChog Nelues anst Dénderil.og Tablpe Qrgevthe dateibashaghnes t hat

the alert conditions are not net and that the alert is not still active,

t hen t kieredcthy peeeegy iocompketddo Siga6ld. vate the alert, by

[00163] In the event the data processor service determines the non-alert data was
received in response to a request, the service removes the corresponding message from the
Device Message Table. Step 654. The service insures that a duplicate, unnecessary message
is not sent to the Device 100 when a message already exists for that Device 100. The process
proceeds with sub Process A, the creation the XML document and storage of the non-alert
data in the PD. Step 656.

[00164] Once it is determined that the data is in response to a request, the service
determines whether or not the non-alert data has been received in response to a data request.
Step 658. If not, then the process continues to determine whether or not the data was
received in response to a configuration request. Step 660. If not, the process continues with
sub process A, namely storing the device data. If the data was received in response to a
configuration request, then Device 100 may return the configuration data stored at the Device

100 for validating. Step 662. Determining whether the data was received in response to a

-60-



changing the alert flag and renoving the entry in the notification table,
and restoring regular polling activity of the device (if any), by setting
t he pol | Wwbag/oi#4s6z he device table. Having deactivated thecalusot/4sssd
restored regular polling activity, the process is deened conpl et ed.

[ 0017O0Lorfigusdiioml relqeet dipiibchcbérsing tREPID 806 GO Hdterntias hiethet Omodthd Nconi ng dat a
essentially also covers outgoing nessages to the user 25 that contain

devi ce cGaodrat NG MBS ARESWITE Yhe PARidulr' g%a tebn 5&%%@&:@% dugts, pol l'i ng

requests, or on-demand requests,” or pushe the Device e to the
Ti me d..qr n'ggﬁrin of a lert, su ri,ze such a process,
t he Ag%{e%ﬁg@ Eét(ah?g? glgsD Pttvf%% evhl'yc “hEss ogtge?r?amteﬁ\ge né;fl%?‘ii tor Service 445

Create XML ry in the Non-Alert or Alert Queue, for non-alert data
or al efqmgg]t a, r @E%é?‘?‘?@ﬁffé‘ta Wardesaiieddpipsponsfcvith datarpruicstether the dstaan g

ot her device data. The Data Processor Service 455 then creates an XM
docuneptocessorsservies sethe dale seady dlag asgoriated vatheihe porticiias devispt $tey 664uMoes
respectively. Finally, the Notification Service 465 generates the

cor r es pmaificalyy, thedaagedy flag iddicatssdo tredvlidile Tiepthat dath has Bech reepwddmt he
Notification Service creates a record in the Notification Table, the

exi st efie@efice Whd Sy bBPksRERY. an active alert nmessage for which a user
acknow edgenent is awaited. If no acknow edgenent is received, the

Not i fi LON  Sef t g cording. 1o the Alert
Dovi co Rui Doyt LR S ARAUFAERE DR Bk Ao RIE0AE SUAAIPRS o I7 o).
[00171] , The process of .transmttin ut goi n ata (j.e., datg fromthe back
bnd o bEs B ot B8 sk slled 1 ASPatRe s Beblasfa iGeftie
architectural schematic of Fi gbur_e 7A and the process flow chart of Figure
7B. | nPYjEngieqrest oppushed diomythsDeyiced 8 apytesponsaite Ad ipa tlallepamandp Sgp

02/ 044865 PCT/US01/48539 to a Device maybe initiated in one of two ways:

i n respEnss nagied eloavieyiba dViddleckier afdkg priesgut embodinmint isues regdprelsta itquestsabl e or
di sabl e a particular sensor, to nodify a threshold paraneter or to perform

an on- sign&iettrméxepddstervaly todeyuielockion ahd sepor @) froanthe dyvitde Thelskhvi@ ser vi ce
of the Mddle Tier accessing the PD and determ ning that the polling

f r equeagmimRdiiser b ot 4 FpHRPEA Rlquest heJYLe mAdd, and 8RN @Rl dat-Owbe Devi ce
(steps 704, 706).
received in response to such a request. In the event the data was received in response to a
regular data request, the process continues with the service creating an XML document for
the non-alert notify queue and posting the document (Step 668), at which time the process has
been completed. Step 616. The result is a message to the user 25 with the non-alert device
data.
[00167] If the non-alert data was not received in response to a regular data request (or
polling request or pushed from the Device 100 in response to a Time Call command), then
the service proceeds to determine whether or not it was in response to an alert test. Step 670.
If not, the process is deemed completed. Step 616.
[00168] If the data was in response to an alert test request, then the data processor

service proceeds to reevaluate the data to determine whether or not the alert threshold has

been met or exceeded (Step 672), thereby determining whether or not in the alert condition is
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[00172] In response to either an end user request or a regular data
request, the Mddle Tier identifies the Device corresponding to the end
user or twWeoegsbair data request, and it creates a recor @Crrusohessaevi ce
nmessage type table and the device nessage table, thereby assigning a

devi ce sRa&R@qStdp 674t BRhd A8 cohMtibN & HRIRtivd, mﬁed\ﬂg)@i gl Redd iSbedntgint i fies the

particul ar type of nessage (device nessage type i of the nessage to be
sent. FE t ; s . ' nabl e
A D e e p

on- demand uest...d.ssue a regul ar. data request, and the I|ike. Having
creat ec?p%({?%?aé’g%?dégylpﬁ%i?eh‘éseﬂﬁgéjeé‘érﬂ?ﬁa?b%% tabl e and devi ce nessage type
table, the Mddle Tier (the Business Logic, Layer in_ the present

enbodi HEHOP] ass e B8 othes hands ilsthe serpige Hetermings that theplerheondigas fs 1ot sent .
(Step 710). [00173] Once the nessage packet is sent to the Device 100, the
Dat a Pmeset endivat theralericie nobstilt dusivi thel the Ferviceguoaeetls tl depctiletetherbleetsbywhet her
or not the device received the nmessage. Mre specifically, the Data

Pr oces shanggyr thé aRridicemdiraasving eidwitrytif theditificgtiGemble, alreltbeng RaGkr end
recei ved, an acknow edgenment nessage. (Step 712). The Data Processor

Ser Vi C@ollihpaBviRIMMBS ddis @RIy s@&ﬁgmﬂ% inttﬂgdaﬂilé %gle{\/ﬁ%%r e Tabl e.

Because the incomng data process inv e renova cord in

t he devi taini . . particul ar .ngssage. wh n
acknow\éé%ggﬁiﬁ%%g?& %ﬂdalt%sﬁge;dsr%@m?@ H?Ig%%u\ygt&’, ER§/°CS§<S| 1n?|e e%eclpglé’g%}ﬁ‘gi n the
devi ce ge table rresponds to a nessage for i ch no acknow edgenent
has beé‘ﬁﬁ?@ﬁei veg. Slhﬂblﬁ ééPF?pdrtgﬁt&Pﬁqu?gof%‘iﬁthw Beopyiag dafg egseptially
communi cation service wll attenpt to resend the nessage based on the

devi ce al§p sQvegroaPIBg MaEagss Enthe ugi2S ihat GonipiD deYi4less SURETHESREEY M8H39

i ndi cates when the nessage was originally sent, and the retry interval
speci f beth esponke tadegileereqnesss aghing yamestairenfdemandeequests ageusieddy/t4¢ Pri or
to resendi ng the nessage, the conmuni cation service al so determ nes

whet heDetide 10@d6Q@hE Tmb €8N JdaRid ¢ tiseiRber oh ARG, MY R@MMB]ze kidies W t hout

recei ving an acknow edgenent and, therefore, should result in an error
notifi gaRfcbNthe MNFE2GNRELITEGRL U¥vicd 1ssage and the Data Monitor Service 445 creates
an XML entry in the Non-Alert or Alert Queue, for non-alert data or alert data, respectively.
The XML entry includes the device ID and other device data. The Data Processor Service
455 then creates an XML document in either the Non-Alert Notify Queue or Alert Notify
Queue, respectively. Finally, the Notification Service 465 generates the corresponding
messages to the end user 25. For each alert message, the Notification Service creates a record
in the Notification Table, the existence of which indicates an active alert message for which a
user acknowledgement is awaited. If no acknowledgement is received, the Notification
Service 465 resends the alert message according to the Alert Device and Device Alert Device
Tables (e.g., priority of Alert Devices).
[00171] The process of transmitting outgoing data (i.e., data from the back end to the

Device) will now be described with reference to the architectural schematic of Figure 7A and

the process flow chart of Figure 7B. In general, the sending of a message from the back end
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communi cation service conpares the retry count to the maximnumretry count
stored in the tables. (Step 714). If the retry count does not equal the
maxi num rworog/oeseht , then the conmuni cation service incr @ecEniSs/44589 retry
count (Step 716) and attenpts to resend the nessage (Step 718). [00175] In

the evgni DaRcABkyRhRRBERTRRne basvbeays: iersporseio #scieingdarnddsdninthe | ack
of a record in the device nessage table, then the nessage is deened to have

been rgeGiay & di¥st th Qﬁ% e&; §i8ablE\a pARHcEl: SRBNESt0 MBIBY &khr&dholdGarkigser 6k from

the device nessage ta and renoval of the nessage packet Tromthe queue

is technically pari of .the | ] I . : [ 00176]
17 1 el re BidrRedrofiesl R AR Biep 7). aBE B plhi BRdeM e | ]
he. mebbddle Tepasiesting Fisl el (eirunizg e Rcp IR HoRtmEn BPnIgRY PEe (St op
the ne S (Step -
722) and creates an XM. docunent angﬁj)osts it to the non-alert notify
queue isStaape Tpiegulp0data 19quast tadheddevieristeps 70 7R6Li fi cati on service runs,
extracting entries fromthe non- alert and alert notify queues and

gener afogg 7zjo nruninaaspanss tobeithedan biet wenreq(<3t epa #g6)ar dataGediest thvbvisldle
specifically, the communi cation service creates an XM. docunent for

pl acenpt ideRtiflestBd DeYicd ¥6HEspoRaRE t6thelehe ubdiiop thiwaep@ar d1a fdy@eddoandde message
tabl e and device nessage type table. By specifying the details of the

Communi EaET REg b iPL R, RS Gpl RIS d SRR, BB bove, - 64

WO 02/ 044865 PCT/ USO1/ 48539 h tiLfl.cation,senrvi Ngpsh rate a
comunfPEE R GENHCLATHRY a@%etpﬁé)%ﬁegmlgpn%rgt gle(rigl(ﬁi lcjifée‘é}‘@ﬁ}égﬁtffgeg t%% t he

maxi numretry count was met., | NDUSTRI AL APPLI CABI LI TY STUDENT | TORI NG
[ 00179partipylar tipg of eegsage Glspice apssagh tns 1d) ofthe wgssage foRefePh g or SRS i ng
and/or tracking children. In particular, this application_ is directed at
| ocat i thg,message typei maybenttqoest te disible gt enable one or more sensors, modify one or

more threshold parameters, issue an on-demand request, issue a regular data request, and the
like. Having created the records in the device message table and device message type table,
the Middle Tier (the Business Logic Layer in the present embodiment) assembles the
message packet, causes the message to be sent. (Step 710).

[00173] Once the message packet is sent to the Device 100, the Data Processor service
of the Middle Tier essentially determines whether or not the device received the message.
More specifically, the Data Processor service determines whether the device sent, and the
back end received, an acknowledgement message. (Step 712). The Data Processor Service
then removes the appropriate record in the Device Message Table. Because the incoming
data process involves the removal of the record in the device message table pertaining to a
particular message when an acknowledgement for that message is received, any existing
record in the device message table corresponds to a message for which no acknowledgement
has been received. For each record in the device message table the communication service

will attempt to resend the message based on the device message date time stamp, which
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children as they enter and exit a specially equi pped school bus. The basic

conponents of the systemare depicted in Figure 10. [00180] Wth reference
to Fi gur ew®2/044865 syst em conpri ses a school bus 1140 havi RGT/UN1/é8389 ance or
door 1160 that is equipped with an RF receiver 1380. The bus al so has a

r ecei Viiitéatés visithé hicBghgt Sk 0 gibh B9 st ek Riry GhtBRaBifledsh fel®dicther eon.
Device 1120 conprises a wireless positioning receiver 1400, such as a GPS

recei Veless %t%lé%ﬁﬁéme&%ﬁ?.scei ver 1420. [00181] In this particular

applicatio student or c d 1180 is equi pped with or otherw se

provid I D 3200, The .RFI.D 1200 | rogranmmed to uniquely identify the
Pl o T 5 bR Rl e e b SR AR ot e SR e | 1t ne
art and are _comercially avail able froma nunber of conpanies, such as
Knogo ®Bieper e message has dtayiesenta pexsletsgnined nembgefdimeswitheut recsiving any 1180
enters bus 1140, RF receiver 1380 interrogates RFID 1200 in a manner known
i n t he agknowledgamentdand thieyeifong, shoatd ehilt it ah E8Or hakfieiocar dbrbspecifically,. thdhi s
information is then transmtted to or is otherwi se available to Device

1120. Tommuiicator favice bomhpardd 8@ rethy equmt tohtle basimemabigpcaind sty tHer

ot herw se available to Device 1120. The tine data can be gathered fromthe
GPS r e¢gylasern C t ' , or in any
ot her @nﬁirllér?e r(StE%Z%)bingtﬁﬁgﬁnggﬁgs @E%&%ﬁ%ﬁ%ﬁ%@@%ﬁ?ﬁ%ﬁ%ﬁ? 1180 has
entered_ the [.S,. 1 ' i he tine the
child g?['i', J“g’ﬁ?‘)e‘% %ﬁ@ﬂ%@@%ﬁ’nﬁ%@%ﬁ%@ ’ sf%%{‘ %g?e‘}l%?‘%%é@ﬁ Schild
exits bus 11&) a?fi%if so, -65 WD 02/044865 PCT/ US01/ 48539 |ogs the fact
and t h&59% R 1Phe child Ieaves bus 1140. This information is al so
stored by or otherw se accessible to device 1120. In a preferred

enbodi M/W 3] t he Hrthgeventan@ckrowlgdzempnbhasibsemreseivedyasspidignend bytthelagk se
provided with an RFID 1260. Data fromthe RFID 1260 is transmtted to or
ot her wo§ erezoclas $hdfleviteonehsagectable ] hon the mdssdgetih deenyst todaeabeanrackved by
determne who is driving bus 1140 at any tinme. [00182] Device 1120 is in

t Wo- wayheWdvidet 96 aehabvive aleimoRalvdfithe Apdtifoat tHereRE hdisage table and

removal of the message packet from the queue is technically part of the incoming data flow
process. (Step 720).

[00176] If the communication service determines that the retry count equals the
maximum retry count (in Step 714), then the communication service removes the message
packet from the queue so as to avoid further retries (Step 722) and creates an XML document
and posts it to the non-alert notify queue (Step 724).

[00177] As noted above, the notification service runs, extracting entries from the non-
alert and alert notify queues and generates communications based thereon. (Step 726).
[00178] More specifically, the communication service creates an XML document for
placement in a notify queue based on the information in the device message table and device
message type table. By specifying the details of the message, the notification service is able

to generate a specific communication and direct it accordingly. For example, as noted above,
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Provi der (ASP) 1280. The two-way conmuni cati on between Device 1120 and ASP
1280 nmay occur, for exanple, via ground stations (not shown). ASP 1280 is
in two-waWO oeomsahi cati on with a conmputer network, such a®Crhsol/mses net
1300. Internet 1300 is in tw- way communi cation with a nunber of

i ndi vi gheadotifiestivdr deBviceciap getste alcomimicatien itkiting tigdt theasgw adatd red30,

i ndi vidual parents 1340, and a parking garage 1360. The conmuni cati ons

bet wee il @r URh8YMuSY Rt Bount wa metASP 1280, Internet 1300, school 1320,
parents 1340 and garage 1360 can be wireless or direct connection as a

matter of application speghii A i any event, the various
systens can access and coqmﬁu%ﬁ%gng%%%WQM%nd in turn, wth device
1120 on bus 1140. [00183] T i } the systemw ||l now be
described. As student 1180 enﬁgqug\gg?ﬁﬁgrecei ver 1380 interrogates
RFID 1 hus identifving that. student (1180 ..has_ enter 1140. The
syst em%&gag} in o?glgtﬂgg}c&}aggp g]fcc?&lgg lstcﬁgecﬁegcal% f;qcﬁ%?g’zjg%&téﬁp g %ngls As™Eent er ed
the bus, and also |ogs in or_otherw.se stores the time, ,and, in a.preferred
erbodi Shiren. Toartieatar; (iR RPiFRHORs SRk WAPDHDETRRIFINE PAYOE HRKAE bus
1140, which can be determ ned fromthe GPS signal. The system al so

i dent i ©hiddsen aethely enter antZzAdt axfpegiady equigped Fahepl bpsf Bherbasicorempenepts ofwhen and
where student 1180 entered the bus, and who is driving bus 1140, is stored
or ot heysténs erealepiessliihFegure 10evi ce 1120 and is capable of being transmtted
wirelessly to ASP 1280 by transceiver 1420 of device 1120. In a preferred

enbodi pENBO] RFI DWiBDR fer@fid/to Fighirs! 06 Alke 386 EBRYprates @ sioPb@Yi 1d@%aﬂn§ensor ,
such as a tenperature sensor, to confirm-66 02/ 044865 PCT/ US01/ 48539

whet hegtselgi?ag;&:bpdd& 1@@?/?133%{%1%#@(1 %ﬂﬁ%ﬁ'ﬁF et8Qer IEWOS ’I%;é %ﬁ 5186 pioy mat i on

woul d transm ot herwi se accessi bl e vice 1120 and
ASP 1280..[00184] .Thi s, infqrgation can he transm.tted to P. 1 ei t her
for o iseaptng bihyidedisits 128 e ef oBrifs e BRbA Birecl, D 3320 5t vl ver
1240 or in . the case of an . energeng%yfe. ., triggered upon the depl oynent
of ai r CHEBEsEsR VotelRss PeyiPRiag ssretveh §0s sush a5 3LOP Y egpiver. epdiavigless 1 s al so

avail able to ASP 1280, such as, for exanple, the |ocation of bus
transceiver 1420.

[00181] In this particular application, a student or child 1180 is equipped with or
otherwise provided a RFID 1200. The RFID 1200 is programmed to uniquely identify the
child 1180 in a manner known in the art. RFID’s 1200 are well known in the art and are
commercially available from a number of companies, such as Knogo Corp. or its successor
Video Sentry Corporation. As the child 1180 enters bus 1140, RF receiver 1380 interrogates
RFID 1200 in a manner known in the art, thus identifying that child 1180 has entered bus
1140. This information is then transmitted to or is otherwise available to Device 1120. The
time that child 1180 enters the bus is also stored by or otherwise available to Device 1120.
The time data can be gathered from the GPS receiver, can be determined by other on board
clock systems, or in any other manner known in the art. The system determines that child
1180 has entered the bus 1140 and stores this information together with the time the child

1180 entered. The system also monitors whether or not the child exits bus 1140 and if so,
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1140, its speed, and any other neasured or determned condition within the
bus such as tenperature, humdity, etc. [00185] It is desirable for
parents awo/oon44os hori zed school officials to be able to tPcaakor/es3onitor
when and where various students get on or off the bus. The system of the

pr esenfogsithy/RBt dndthdtiReithie Shesehilll 18av¥8 B80S 11400 THEX AifdthRitiod iPAELEtbred 3¢ Qr Of
child 1180, who has been given an appropriate password or other security

devi ce : 3 1 i r he
't e noERTisy A BRIL S §olfe B0 409 i o RRRER, eACHNRE 1000{ths Tl |
child 1180 has _entered bus 1140 .an IS curred. 1340 can
Sso  detie TRl AED RERPE pre AR A R D, b S M s AR50 830 Far ent
1340 can also. confirm via sensor, data, whether child 1180 .is stil

wear i ngmn@?%&%%@mﬁeﬁsﬁé% tgreyioe 113 19 tholhe sysigra sen f8PTcan al so send
requests to ASP 1280. That is, for exanple, if parent 1340 confirmed that
chi | d detsrnaine e i3 driving busibbH) atisey tialgove, but wi shed to know where bus
1140 was at that particular noment, parent 1340 coul d request such

i nf or npaG18D2] f r onDeMSE 1 12B13.in Bwodwayniiosless communivation bathdepplicetlord §amict he GPS
data received by device 1120 and transmtted to ASP 1280. Such

capabi pdvi®s (40P thsal SheBRoaVA do%ﬁh&liéﬁioﬁ%ﬂ%ehMic%CﬂQO:and szxfsfpij@sal s at

school 1320. O ‘course, various security precautions would need to be

| NCOr PQrat e r LI SYSE Mok SAAE bl o] XsBUoRET! ool vi dual s have

access such — per rmation: stemor present invention
will brin reat ce of mnd to -67 02/ 0448 PCT/ US 8539 parents
And scroBuicrn 88 & SomiauEh At sty FUSPEnCI0e SSEEMUas 10 ki g
and locating students in a real_ tine fashion. [00186] The system al so
provi d&8y FemuaationwHEh apumber pSindpduahactwersosospuers or othsr dévasesniyck, when
the bus 1140 returns to the parking garage 1360, the various data can be
anal yzesischoolcl3af)i individvat paremss \t 340, e atpatking gagage 1360t Abe bammahietiget of f t he
bus. If a child happened to be lost, the school could check the records to
conf i r betwleend thevarivdsasyetems)ice. WRSP 128M dntetiet 1B09OEchob] B3R, parenik 134tandous. The

school could also nonitor the driving pattern of the
garage 1360 can be wireless or direct connection as a matter of application specific design
choice. In any event, the various systems can access and communicate with ASP 1280 and in
turn, with device 1120 on bus 1140.
[00183] The basic operation of the system will now be described. As student 1180
enters bus 1140, RF receiver 1380 interrogates RFID 1200, thus identifying that student 1180
has entered bus 1140. The system logs in or otherwise stores the fact that student 1180 has
entered the bus and also logs in or otherwise stores the time and, in a preferred embodiment,
the particular location at which student 1180 entered bus 1140, which can be determined
from the GPS signal. The system also identifies the driver 1240 of bus 1140. This
information, e.g., when and where student 1180 entered the bus, and who is driving bus 1140,
is stored or otherwise accessible to device 1120 and is capable of being transmitted wirelessly

to ASP 1280 by transceiver 1420 of device 1120. In a preferred embodiment, RFID 1200

and/or student 1180 may also be provided a sensor, such as a temperature sensor, to confirm
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driver 1240 by checking or nonitoring, for exanple, the speed of bus 1140
over the driver's route that day. By using the various data gathered and
st ored bywOhe/ossgsi em descri bed above, detailed reports cealrdSbe48539
automatically generated. [00187] Various nodifications, additions, or

subst iwHéth@he RIFID ReptyeidpRy oM badeasaB0.bTHis seoy mfermudtion Iveouldialiso be t hout
departing fromthe spirit of the invention described above. For exanple,

whi | e dgnSust 6 RERrIRE ARSI D ByRS 1326 )R AOPfiogomoNi toring children on
us, t y well

a school e system wou wor k equa as a systemfor

noni t ar. the ent.r nd exit ,of any.indi\i j hat enters and
exi tso@oggﬂfi ned?][élﬁ i‘gsm%%ﬂﬂ? Qe P%“&P%&E%?rg? ébgti gg(r) ?@%eg%lg%aéﬁpb%s trip,
prison i nmates traveling between_ two | ocatj.ons, npackages shipped between

| ocat i REdicaily, byregusstian end-usebY pauRes ‘%WMzﬁgﬁ% SfRee i cul ar
application depicted in Figure 11 is directed at |locating, nonitoring
and/ orerhergerdyr(g.gf, digheradrunearthé derfleyment bf air hpgs| dr oghar allisiondensess embus

| ocating, nonitoring and/or tracking food as it is in transit. [00189] As
seen i 146).90kler Hita is dlso sy:slablnte AR 1280ssuhtas,fokexampde, Hlee lokcatteh aftintsai ner
2140 having a food item 2180 therein. The truck is equipped with a

recei Vi g f§ anshl dnkialy ofHer Weafirdd S04 Rt oRlitioh M R Busshed dsed t her eon.
In this particular application, Device 2120 conprises a wreless

posi ti.gnin Y 00, such as a G°S receiver, a wireless -68 WO

02/ 044%%’@6%&%%%?%%09 transcei ver 2420 and a sensor 2440. Sensor 2440
may be any_type of sensqr .applicable to, neasuri tracki,n r.confirmng
a par aﬂQ@tl gﬂ rel att elsggl?ciﬁémﬁfi’é‘m% ?‘“@?r %&ZFcf%"hnoglg%fgcgﬁctﬂ beggl,eqff’ §P%xanpl e,
a tenperature sensor, humdjty sensor, or gas. sensor to nane few. Sensor
2440 |e enifsirachengnd wharesyarioys stydents g of;os ot thg es- sﬂmyga{naofég%lmea@ite to:
device 2120, and in particular, transceiver 2420 of Device 2120. [00190]
Devi cen2ddnimovides smoh wayeaos nhierraxesipleo a pakenhl 48R 280 118G véhodias beers s

conmmuni cation system 2200. ASP 2280 is in two-way communication with a
conputien an appropriate password or other security device, can log on to the ASP 1280 via a

.

computer network, such as the Internet 1300. Parent 1340 can, in real time, determine
whether their child 1180 has entered bus 1140 and where this occurred. Parent 1340 can also
determine whether and where their child 1180 got off bus 1140. Parent 1340 can also
confirm, via sensor data, whether child 1180 is still wearing or otherwise in possession of
RFID 1200. Parent 1340 can also send requests to ASP 1280. That is, for example, if parent
1340 confirmed that child was on bus 1140 as described above, but wished to know where
bus 1140 was at that particular moment, parent 1340 could request such information from
ASP 1280. Such information could be derived from the GPS data received by device 1120
and transmitted to ASP 1280. Such capabilities would also be available to authorized school
officials at school 1320. Of course, various security precautions would need to be
incorporated in the system to ensure that only authorized individuals have access to such

personal information. The system of the present invention will bring great peace of mind to
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network, such as the Internet 2300. Internet 2300 is in two-way

comuni cation with a nunber of individual networks, conputers, or other
devi ces, wook/oases f or exanpl e, transportation conpany 232@CTfusot4§38Dducer
2340, custonmer 2360, or a governnent agency 2380, to nane a few. The

conmu niFsl@hisca&ia sBIRSOMBET NG &/ @rvenientSanlifi®endivEsysteh! RRSRMKhA AP ca any
2320, tood producer 2340, custoner 2360, or a governnent agency 2380 can be

wirel e§t§1d8{tsﬂ1£f'e%itiﬁl‘8@£§ﬁﬁ)tni on as a matter of application-specific design
choice. Tn any event, the various systens can access and conmuni cate with

ASP 22 , Iinturn, with Devic 2120 on. tr 2140. 0191 he basic
oper at f@ﬂggf t he 1@’\7&%%1\?{3? pr%vdégs&‘gr %‘éﬁt&qagh‘?ﬂe%%?of é’&f‘ﬂi"{ogﬁﬁ' Oi‘Eo‘i s pl aced
on a truck 2140 or other shipping container. A Device 2120 is placed on or
near F¥EPIPLERTIDIGOUS THIO ralwisp king|garage 4860 theofarpug defa can bo i n
relation to food item2180 is immaterial, so long as sensor 2440 of Device
2120 camalyatddosorfiyn thordvenr studeat thes gotenh thp hnsatss got off the bosl Iftaehil? 180.

Sensor 2440 gathers or otherw se determ nes sensor data relating to the

par amehsygpehed foebaiost theketbol dhila chehkabe redaids td Sorfirar whkthdt, whérel sndoliyr W se
accessible to, Device 2120 and, in particular, transceiver 2420. GPS

recei vafe AAAGof 8¢ Ehd/&Soff Babas.f TROY DS &RIEALS Eeni#de d%_gr?lg t?%]ﬂ%tf%e as wel |

A
as the sensor data, Is available to transceiver 2420 ess

t ransmySsi A 80, A i rn thi s, i nfor.nation,.avail abl e
to | ntnlglrﬁ‘?léégi %‘@8’5 ,C§§:|cl)%nr2$ %I?aéﬂﬂog}gghfaf %\*Jacgrrlpr%.’rtq ﬁ%?\peleg ngl S|\f1a 1€ tglegﬁltvﬁro%i zed
end-users. -6 02/.044865, PCT{ US01/ 48539 0019 The i pformation can be
trans n{qu?ee@a{ %YX@F‘/ ushghe Vs, qa&a%}/éﬁi%fﬁﬂde%t‘gregéy ﬂ?ﬁyﬁtﬁml ?‘Crﬁggrﬁ%ﬁ%st of
an end-user, or by request of the driver or operator of truck 2140, to name
a f ew. deteikad repertacquid by womgiiallxisprerated ASP 2280, such as, for exanple, the
| ocation of truck 2140, its speed, distance traveled, tine since

depart (10837} i me Veriemsmedificatems, add3dh93]r shibstitstiche of thellomponenty describiad
end-users and/or authorized officials to be able to track or nonitor the
saf et yasyve/cotlddeahadeywiaRntddpactive fedm ilRoshiritofithemsedtion deecried a8 O IFdrhe

present invention provides such a neans. For exanple, a custoner 2360 of
food i &)@ﬁlﬁé&ﬂﬂle the system has been described as a system for monitoring children on a

school bus, the system would work equally well as a system for monitoring the entry and exit

of any individual or object that enters and exits a confined area, such as, for example, tourists

on a bus trip, prison inmates traveling between two locations, packages shipped between

locations, etc.

FOOD QUALITY MONITORING SYSTEM

[00188] The particular application depicted in Figure 11 is directed at locating,
monitoring and/or tracking food. In particular, this application is directed at locating,
monitoring and/or tracking food as it is in transit.

[00189] As seen in Figure 11, the system comprises a truck or other food container
2140 having a food item 2180 therein. The truck is equipped with a receiving/transmitting
Device 2120 mounted or otherwise installed thereon. In this particular application, Device

2120 comprises a wireless positioning receiver 2400, such as a GPS receiver, a wireless
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who has been given an appropriate password or other security device, can

|l og on to ASP 2280 via a conputer network, such as the Internet 2300.
Custoner @B60Qoemny in real tine, determ ne where their f@®od/Gshi/gsent is in
transit, check or nmonitor the condition or quality of the food itemin

transi trangteivet D420 41k akicsr2440.t Senset B 0oiay beakyoRpe bt RMorappli@dld@ate, in
real time, the tine of arrival of the food item The transportation

co ”panmeaﬁﬁﬁgQﬁE!cléﬁ%’,ﬁﬁk BbA M midPDpdAmeteP o188 d %ﬁé gﬁ&llitk BthJoQi%rﬂ 389 sukh ack the

amount of time the uck and/or  driver have ransit, nmonitor the
speed i tLavall nd estimate. in real .tinme, when
t he tr%%%nts{]ouli(llé ’Zart%{)/%g%febﬁ%ﬁ%rt%s @#&E&%so ’6’55’% SRSy WSPI%/W‘ SRS 0od
producer, 1340 can nonitor th ual ity of e food in transit should a

di sput 24‘5(%1%8“%68 o> Srapspaits, Pﬁ%t%@%@?‘b es 5’213% gat&ravﬁl%@iectf’ SR¥158 2124 2B It onpany
2320 or others. In fact, the systemw || permt each party to docunent the
qual i t parbiculen érapgssiver 2440 eftDevieer?190age in the delivery process. Such
docunentation nay serve as a "Stanp of Approval" that the food item was

mai nt a[(0480] n a Deaice 2¢Dhikiih ivoorwalyicomniumicdtion patsASE 2280 vikiandtdlgss an
appropri ate governnment agency 2380 can also nonitor, in real time, the

qual i t yorfinuhieetiftedysem 22000 ASE2IHY i¥ in BFo-WaY CofulRRAlisPWItAY chRPuteki M the
particul ar driver and/ or vehicle have been in transit should any probl ens

or acchEaRhs syQFfithe ItEnA508Y BRLmLRA 10t thEWRALhESnb MG ¥, can moni tor
the quality o? t%}a{ ? OOé(}nl tem ?Iir}\ I’nreeal tllg)&le%m.gféé‘f’@ﬁ?‘égﬁ@ %‘rag%si t. -70 WO
02/ 044 65bé:r)%¥/i 19%/ 4185(%9 %100194 var i tgluscl nmodi fi cgt i Qns, addi tions or
subst i TutToms "GV EHE 1 ‘?lr?)% SRPEUELS 8F PRI ARSVE L Bh Y de without
depart] %gg fromthe spir]i f the invention described above. For exanple,
whi | e FHEPELRIGQD RN &&¢; Tpdiaegt 3340, cusiemer 360y ORI VERENGY 2EWSH on a
truck, the systemwould work equally well as a systemfor nonitoring the
qual i t 33 &% tf wasee ofeva Thegommunicasioas betwseniheavaripys syistensyise. etmanspertationoni t or
vari ous paraneters that m ght be inportant to the shippers of various
val uabt@mpang2828,fobd amdacdr @84k cuvtbere23 60 ohngbdirhiyemaderics D360 aiibe W t hin
the container nmay be inportant factors. SLEEP MONI TORI NG SYSTEM
- wireless or direct connection as a matter of application-specific design choice. In any event,
the various systems can access and communicate with ASP 2280 and, in turn, with Device
2120 on truck 2140.
[00191] The basic operation of the system will now be described. As food item 2180
is placed on a truck 2140 or other shipping container. A Device 2120 is placed on or near
food item 2180. The actual physical location of Device 2120 in relation to food item 2180 is
immaterial, so long as sensor 2440 of Device 2120 can adequately monitor the desired
parameter of food item 2180. Sensor 2440 gathers or otherwise determines sensor data
relating to the parameter to be monitored. This sensor data is stored by, or is otherwise
accessible to, Device 2120 and, in particular, transceiver 2420. GPS receiver 2400 receives
data from GPS satellite 2100. The GPS data, as well as the sensor data, is available to

transceiver 2420 for wireless transmission to ASP 2280, which in turn makes this information

available to Internet 2300, upon which such information is available to authorized end-users.
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[ 00195] Yet another exenplary application of the systens described herein
relates to nonitoring the wake and sl eep states of individuals. Such an
appl i cat iwp oajokdsehow be described with reference to Fi guPeTABRN/483%hown
therein, individuals, such as operators of autonobiles and machi nery,

I nf ant[@?lr%z I ndi *Etééﬂﬂl%ﬁla%h Qarﬂ')@t?ﬁisﬂﬁ‘tté& t%%@lﬁﬁﬁtfd"ﬁﬁ{er F5Gxaffpsors. The

out put t he G sensor is coupled to the belt uni’t by any of the number

Lo an BROHISAL: AR b Tikgs nPd%f‘ifé@ R R tfﬂﬁep Hhhr STk e

i ndi vi dual wearing.t sen | in a r sleep tate bas d on
anal y<iP &g alpw. é%@ers‘gaﬁ% be%%@?&?@ OI,&Y‘ t?‘ %I’céﬂﬁ’éo et al.
"The Quantification of Sl eep and Wakef ul ness in 2 Second Epochs of EEG,
and Al thiskt2d 40Grsaspged alistance travelodimesingeedparians 1ime taetrioal fc- Sl eep and
Wakeful ness in the EEG', available fromthe Sl eep Di sorders Center,

W nt hr[op1933spi t alt isaainiirﬁb_lbl‘forl-daeibushend&siesrmﬂﬁ)r@athbﬂ'ZechmfﬁSiamm bBrablelkto M neol a,
New York, both of which are incorporat ed by reference herein, a function

of t harploneadtot R sefely LPHUIEAS bEBARSIGalR, N8 siiidhoraf the
i ndi vi dua As described in t e berto references cited above, a positive

out put i b ive

val o TrHAnL EE bR Y e ﬁgp%%lésﬁﬁéﬁmé% Ao RefiRef

i ncl udes r amed co uter that,calculates the rel e ant -7

el i, B LSS SR ek o STk BTG O A T unct i on
of the EEG signal for the transition between positive and negative val ues,
a t r am2sPivima eomputer RFtWArk, yuches thesingrragt 2400 o (rustpmgt 300 cangnreatfting,on
detecting the transition fromthe wake state to the sleep state, ASP

provi diseringmdwbark ther food shipmeatis én tramsit, olicklor monitohibe gordition oequabithi ofent |

i ncl udes a waking device, such as an audible alarm visual alarm tactile
al ar mths d itedn i tiandsél, @batdribndistastoidveledebycthe fvd itekig and 6QikR8¢, ih Readddi ti on,
the ASP nakes the EEG signal available to end-users via a secure website

?Ret heih YRS Rk of T ASPhB SRl iR VIReSadsPsrtaR daipanPP3io@nER-HISl@nal  on

monitor the quality of the food item, track the amount of time the truck and/or driver have
been in transit, monitor the speed the truck is or has been traveling, and estimate, in real time,
when the truck should arrive at the customer’s location. Similarly, the food producer 1340
can monitor the quality of the food in transit should a dispute arise with either the customer
2360 or the transportation company 2320 or others. In fact, the system will permit each party
to document the quality of the food item at each stage in the delivery process. Such
documentation may serve as a “Stamp of Approval” that the food item was maintained in a
safe condition while in its possession. Finally, an appropriate government agency 2380 can
also monitor, in real time, the quality of the nation’s food supply, as well as monitoring the
time the particular driver and/or vehicle have been in transit should any problems or accidents
occur. In any event, each of the parties involved can monitor the quality of the food item, in

real time, while it is in transit.
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website, including information on whether the individual is awake or

asl eep, historical data concerning the EEG signal, frequency information
concer ni rIyotobw448EG si gnal , and the like. [00199] The endPasarss1/#s599 i ncl ude
any of a nunber of individuals and entities. For exanple, the wearer

hi msel {0019¢] chooSearions peydifadiiem, AddiResas SubfRusH ofeRsdohohenty U8Wribed
i nformati on concerning his EEG signal patterns. The wearer's doctor or

physi ChBReTRMIEhSRaddFHBoREETEng Hofg{}ﬁg %ﬁglﬁ b fhefliVentidh H&%{Fib@d“@lao:(,ﬁ; g, the

EEG signal s. Such further analysis ysician 1S particu usef ul
wher e Lipdi v I (] i h a sl eepin i sorder or_ where
the. i ndr arear HEHE st B Er bt 5F o 375 50 PRl P had 0P R Grar b

[ 00200 L[n évet not her nboﬂi ment of .the present invention, the physician
is gi vERCRERY rorvaafinge ghe Sfer fuapartioring e aelity of fopd opedegt or For
exanpl e, based on the individual's EEG pattern, the physician may sel ect
act i vaPlage Srmilasly, fheiaysigmerewidaaonitor vadeusarararhefersrthatinsighirbedtnpoatattito thear
times in the day. [00201] It is to be understood that the anal ysis

per f or sheppepy of VeriokSRalmble ifemsahidteasnatverrk enbd ireninsiditpendeiperaied or partly

perfornmed by the belt unit. For exanple, the belt unit my include a

M cr opwithRiSthe tombReF AAYBE ithportat Betord.ne transition between the positive EEG
signal and negative EEG signal and, based thereon, transmt a signal to the

ASP. |In yet -72 WO 02/ 044 er enbodi nent, the belt
/ ) S}{Eﬁm@ nbodi he bel
on

unit not only senses the transiti et ween € wake state and sleep
st at e, rdayds@l so ' i; | ' ha a waki devi ce.
WASTE WOk Tor NG{?%%@H%%%%%& @é{lgﬁﬁgﬁgﬂ%@%‘%&%@é%ﬁ%ﬁgo?ref‘hr\é\?%éifggem
descri bed. herein invol ni tor.ing., hazardous ste, and will be
descri B\ gﬂlt(\)/ﬁuf%t ¥ &Y éﬂ% gé?lgaﬁtleﬁ%ﬁ%g?t’éd.ua% gié’ﬁgfnﬂgmﬁé%ﬂ%wﬂﬂnw&ﬁr e 13, the
syst e%mé be applied to nonitor the position of hazardous waste such as
that cHitapsserithreimeAcsiodiigwe 42- As shovsmtheyeindndiyidvelsssush ab gpeipiols of and  t he
like. More specifically, portable devices may be affixed to drunms carrying
wast e, aEerEobigs\and madchierys s, or butividesls eithalleepmg diswrdarnakat BEGhe drum
External sensors may detect

sensors. The output from the EEG sensor is coupled to the belt unit by any of the number of

means. The belt unit, in turn, transmits the output from the EEG sensor to an antenna and to .

ASP.

[00196] ASP is able to determine whether the individual wearing the sensor is in a

wake state or sleep state based on analysis of the EEG sensor output. As described in

Alberto, Claude, et al. "The Quantification of Sleep and Wakefulness in 2 Second Epochs of

EEG", and Alberto, Claude et al., "Computerized Quantification of Sleep and Wakefulness in

the EEG", available from the Sleep Disorders Center, Winthrop Hospital and SUNY Health

Sciences Center at Stony Brook, Mineola, New York, both of which are incorporated by

reference herein, a function of the value of the EEG sensor output corresponds to the state of

the individual. As described in the Alberto references cited above, a positive output indicates

the individual being in a wake state, and a negative value indicates the individual being in a

sleep state. Thus, the ASP includes a programmed computer that calculates the relevant
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seepage of the waste outside of the drum and sensors |located within the
drum may detect seepage of anbient conditions into the drum either

condi t i orwDden#486yi ng | eakage. Furthernore, where the waPrCe/usonisgsners are
nobil e, the portable units include |ocation- tracking conmponents, such as
GPS 1 eaRiclEl 6f BESKidAPsh@eN ors tHe fufictiod dIehd BHENspdraDbr thatkankiiion parti cul ar
type of sensors used depends upon the waste being nonitored, and they

includ : ' TTIRCY A oo T<Tay AT Y S pactivity,
and t e O B R bt e B P o O ol AR
sensor trangmited to .the Pvia.a wrele onmuni cat i system
The: ASBUIPR ¢ s nObRb FEelS: k88 1o B ek ExitSp BVRRER ri¥ons

enmbodi nent, the. ASP nmkes ch position and sensor informtjon vai |l abl e
on a sBiides frebiako fheparble Wi G HeR, in ths BTSS FBRdimeLh sy R Mg kHEc e ¢ o
such website may include |ocal and Federal regulatory agencies, residents,
and ot detices sechasensudiblodas]visnakbal A8 teaiije alhgn, syeh AH2 mildaldcosicshadkyses .on
the location informati on and sensor information. For exanple, the ASP has
st or edandthe higePD t abl es certain thresholds, the occurrence of which causes
the ASP to send an alarmto anyone of the end-users. Wth regard to

locati moi9ghe ASR JHIGIE HRI ASP Rakbahb BEG fignaasiifibleStoWhil ikds Ofa adeblt@ut of a
certain jurisdiction. For exanple, a state government may hire the ASP to

track ?’E’%stltg on%hé ﬂﬁ%i‘h@t tﬁl% ASP Zlg’(f m&oﬂi%\é/ %%é%?&sggﬁ%%éﬁgggo&tg% does not

t

| eave tate W thout approva a par e may hire
the ASP . to notify.ift in.the eyent an te.enters t State. |n short,
the aspebsi®. BElibihlprigion'sh SheREhdBRE iRy e nbitiopl &g
end-user of such_novenent. Wth regard to sensor  output, the ASP may
det er nfeneerping the EECheigeal; izequengrgormation eanpeing the ¥EC deeplomddhrelike. such a
| eakage is above a limt set by, for exanple, a Federal Agency. In the
event [00é9%] i s Thakabeseabmepinaludanny ofih avmbénrafsndividpals hed @siies.obiom
automatically contact and dispatch a containnent and clean-up crewto a
parti cedadipld, dbeiveadr hih3OZ Ay chbsse tapetiddici8lyrasted thenAShevebsiguo @icld, Devi ces
may be disbursed in and around a landfill or other stationary contai nnent
area. {nfori4fibn @BnRARRE hIYETHG sipRM ipaRSmYOrh&weRBSk 8bctor or physician may also

have access to the website for further analyzing the EEG signals. Such further analysis by a

physician is particularly useful where the individual wearing the device has a sleeping

disorder or where the individual is an infant at risk for sudden infant death syndrome.

[00200] In yet another embodiment of the present invention, the physician is given

control over the type of feedback supplied to the wearer. For example, based on the

individual’s EEG pattern, the physician may select activation of the waking device at regular

intervals or at particular times in the day.

[00201] It is to be understood that the analysis performed by the ASP may, in alternate

embodiments, be performed or partly performed by the belt unit. For example, the belt unit

may include a microprocessor programmed to detect the transition between the positive EEG

signal and negative EEG signal and, based thereon, transmit a signal to the ASP. In yet
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of sensors both above and bel ow ground. Furthernore, the Devices may
include identification nmeans such as flags, |lights, autonobile sounds, and
the |i ke.wDm2mushs an  enbodi nent, the ASP may nonitor thePCoasbi/es3nf the
Devi ces and sensor outputs to determ ne whether unauthorized waste has

been depothertéthodihetthtie behamagiot alll SerteeMRIRnStion GOINBATHRAMLS shaSaREcurred,
and the like. In one enbodi nent, Devices can be installed adjacent a

pri vat Qi stafdeRaSilsd 'cﬂl%rﬂgtjidﬁﬂ}nr :F)Fb\@&efs ReRInol el ESid GREKiINRIRiceSUPPl ¥, and on

behal f of  such resident, nohitor for any contam nants. W th the

previ ously described appl i } nonitor information
available via the Inter neW@‘T@WQJ‘S@ﬁG%“ notify any

pr edet inged i ndivi | or..entity.upon the detection. of a given, |level of
cont amﬁél(?r(%? f [Oo?ﬁgfgql%ﬁera%’ph%%op thesy %8181 ‘ﬁécr\l?{?&gﬁ’@r%’rﬂvpb’re? &’Qn’éﬂ’fré‘%gerrs, t he
ASP may identif whj ¢ vi ce detected the alarmcondition, note the

Devi cex’ézair‘g’dléﬁ‘i%ﬁ?g %Wah%eée%ﬁw vidlrefgengerde Fagiwe dder, and preferably
activate an audible, visual, or other |ocation beacon on the Device. Such
acti vaf0@A3] s achisshewn byFiguee Ksthe systamimay baappdied tnmenitogthe pasitici gfhal
having nodulated in it the Device ID of the particular Device. The Devi ce,
i n tur hazardeme waes sutieas that DtBRLOXIEH o IBIE /OUSAA SR 3htainbis@F [/adAlls &y si gnal
and, based on local logic, determnes that the nodulated I D natches the

Devi ce'ig IKeOMste kRRMMGAIFCH 1M EEviRE mABE Affixe@dh BRMNE LBAL {EM
[ 00208] As iIIust?at ed ?nﬁthe sckYematig of E%egure 14,65;52@5&%%5%?&

enbodi 1 j . i e to provide feedback to
a user rncil e SS@%@% g‘f{hggr&g@ég‘g&j‘“@ﬁ%&? I'ng, tr]igg?eﬁrﬁ%lgs?nsg)ﬁ%m% %Et%cgti ng the
user. A touriSt, | er,. or..other traveling individual . has a Device

accor dF??Bageo()f?fhdewhﬁgg'étﬁ%deioﬁ\'}l?ee‘n T an %?B?%?%@teg rathip %@M@@F@g‘s such as
know sensors for readjng pul se rate, tenperature, blood oxygen, and the
li ke, S57828¢ of aBpisad RoRsHtions jnje the drm; eitBerdondiion igentifying laakagéphones, di git al
display, and the |like, both of which are coupled to the Device. As

descr i betheapotgewheteghdwaste sounthinersiancinabids tigRSriableatnits indludedh¢atign-

tracking components, such as GPS receivers described above. It is to be understood that the
particular type of sensors used depends upon the waste being monitored, and they include
sensors for detecting particular chemicals, gases, radioactivity, and the like.

[00204] The positioning information and the output from the sensors are transmitted to
the ASP via a wireless communication system. The ASP, in turn, monitors the position and
sensor outputs. In one embodiment, the ASP makes such position and sensor information
available on a secure website via the Internet. Potential end-users having access to such
website may include local and Federal regulatory agencies, residents, and other end-users.
[00205] The ASP may also perform various analyses on the location information and
sensor information. For example, the ASP has stored in the PD tables certain thresholds, the
occurrence of which causes the ASP to send an alarm to anyone of the end-users. With
regard to location, the ASP may determine whether the waste is within or without of a certain

jurisdiction. For example, a state government may hire the ASP to track waste to ensure that
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sensors. [00209] In operation, the ASP continuously or periodically
receives GPS location tracking information and sensor outputs, thereby
tracki ng wbasess3 s | ocati on and vari ous biol ogi cal vari &olraso1/¥4%9 ng
recei ved such information, the ASP preferably stores the information and

makes it doay aot ladtectht Stats withowtiapprvale QoneeSYl§] LpaellasSlat: B4y Kikehk N net .
In an alternate enbodi nent, the ASP conmmuni cates with the end-users vi a

any of t@ndﬂ—f‘?‘lg?h B eveﬁpaﬁwas@@&me@ RASAR, Th E!ﬁlrf‘@'l&é"'ﬂSE gp Smy e of

voi ce/ cel | and the like. Mre specifically,

provid i S hi st ori cal

i nfor ngﬁvgﬁg& Jﬂﬁé gtélétg‘é%érl g‘g@s pge%pﬁ%ggg Clci)lr{lq C\Legheélg WﬁﬂrS%%? (Q¥5er time),
aver age ver a bl. oo n and ot her data available from
he. sonuBHe TSP 5o AR btk Yo S dEinas BB TR RS A P BER 1 e

peri ods, such as .mont hs,  days, hours, etc., or taken over discrete events,
such asiha Eﬁ%P'l%aWSﬁﬂi%sth’eﬁOV%aml%@ ad{ederal Agendyndn teerdvent thére iniser i s
in a particular location. [00210] The ASP may further performcertain

anal ysieskage abhee a patticvledilirobald, te AfRicoubdasomatiedlly enthcnmidalipatch ;anal ysi s
avai l abl e via the systemweb site. This analysis, -75 WO 02/ 044865

PCT/ USGditt£ifm3t andr idadrghirywie b poridelr R¥atss. t ware runni ng on a
general - purpose conputer, may include a conparison of the |ocation and

sensor [gdabe] t 0 phegdels 1H€§ra§é&lﬁﬁ§ﬁ@1gﬁe 18"DERE: S‘pbe 8%@@9%&%%d altorﬁgdASP

conpares actual location and tine io pre eterm o'(':a Ion an i me
schouuRIA B RE SRR a8 s Tn K am oot De s o vorys
Rl UdBCBETS P TORLF WHUCIEY SHine) BuRiern e 0GB o ngate, o ther
exceeds a _predetermned threshold or is within a certain range and the
|i ke. identificatignpreans such aadpgirdighigeautamebils satredshend therlikanda swchanni ng for a
race maintains her heart rate or blood glucose level within a certain
range. eb@neit, e AR suy abmiter thefecatiyis bt devides apd sseat owpdiomi ment furt her
el Udc(iaest‘.eriqine whether unauthorized waste has been deposited, whether unacceptable seepage of

contaminants has occurred, and the like. In one embodiment, Devices can be installed

adjacent a private residence, including in or near the residence water supply, and on behalf of

such resident, monitor for any contaminants. As with the previously described application,

the ASP may make monitor information available via the Internet or other device and may

notify any predetermined individual or entity upon the detection of a given level of

contaminant.

[00207] In any of the foregoing waste monitoring systems, the ASP may identify

which Device detected the alarm condition, note the Device’s location, which is provided to

the end-user, and preferably activate an audible, visual, or other location beacon on the

Device. Such activation is achieved by the ASP transmitting an interrogation signal having

modulated in it the Device ID of the particular Device. The Device, in turn, receives the
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f eedback device. Accordingly, any of the information received by the ASP,
derived by the ASP, or stored by the ASP may be transmtted back to the
user vi a weloewokess or ot her comruni cati on neans and recei PEU/USY1/48589

f eedback device. In one enbodi nent, the user is a jogger and the feedback

i nf or Magitbesbakieh 8MARL andObdse@bA 16t@1 loBlC Het@tnia6s al the RRRRIatdtER hatcBiGhe b! 00d
sugar |l evel as conpared to optimum or predeterm ned levels, is provided via

t he f%@ﬁ@%kstdil@d’iﬁﬁnd ?&Rﬂte@ﬁhee@era%lpnes- I n anot her enbodi nent, the
C n

f eedback conprises Infornation pertinent to |location and the user's
surroundi ngs. In such an e i Jmakptai ns a dat abase of sites
of interest, such as touriG?ﬁﬁkgﬁgtgﬁ%ﬂ§$Gﬁ§§%gJ nts, nuseuns, and the

i ke, t omat,i cal | rovj des the r wi.th such_.info tion, based on
user pitPoRbnces Azl e Shend ot Rowt Eoudarralvybothet e s

conputer systemis  programmed to track user location, retrieve from nenory
i ndi catY$eR describebhersiamay bgpsefl ép piovisls feqdbaek w\asusst Hrrdle goverl perPPens
pertaining to all sites, filter the informati on according to the user's

pr ef er efigadingamainimgoaridigrotenting theusdri rgtoiristp japget, onother trémeeling ardividine
information provided to the user may be in any of a nunber of forns,

i ncl udihaga Devieeadtordibhied B HEJIeMaavenfish Ghclading b€ oNpREEshsMBLEI & kdowpd
restaurant is two bl ocks west"), and via a digital display, -76 WO

02/ 04488R,R5TY fdmflhl g_éféé Pate, tERHAIGHIRY bﬁ)oH%R?fgiQégn, A HAI G, %}hcf RBAGHE bENt

surroundings wth points of 1nterest high ht ed. n ort, any type of

i nfor J e store t.he .. an rovided t.0 th L. [00212]

Q her rrg{é@ ?g‘h“-ln?%‘é"?% i°® a&ﬁ@%ﬁ%ﬁ%ﬁ@%@ cgse@? @Eg%eellgeeﬁoﬁooﬁvﬁuﬁhnir? he
acconpanyi n terials, the details of _whjch will be rent to one of
Sk 1 Etgiodhe Bl As aStrite! Brare RubrStcaln iunds GRY alsing
materials. M CRO | RRI GATI ON SYSTEM [ 00213] The enbodi nent of Figure 15
provi désersdevi ce for renotely nonitoring an environnental paraneter

i ndi cative or whether an object, such as an olive tree, needs irrigation
or fer{00202]at i onln Geratieoy, tie Ahedntimidustygorepeaivpicelly reseivhs GRSilocatioent al
parameters may be the water content, humdity, tenperature, or pH of the
soi | Oraéig RkdrniatioN hidbdisér dut@as, thereby tracking the user’s location and various

=

biological variables. Having received such information, the ASP preferably stores the
information and makes it available to users via a secure system web site on the Internet. In
an alternate embodiment, the ASP communicates with the end-users via any of a number of
communication paths, including LAN, WAN, voice/cellular, and the like. More specifically,
the ASP preferably provides both real-time location and sensor data, as well as historical
information, such as average speed (based on change in location over time), average pulse,
average blood oxygen content, and other data available from the sensors and location. Such
averages may be taken over various time periods, such as months, days, hours, etc., or taken
over discrete events, such as a runner’s training interval, or over the time period the user is in
a particular location.

[00210] The ASP may further perform certain analysis on the received location and

sensor data and make such analysis available via the system web site. This analysis,

~75-



The Device is placed proximte the tree. The Device conprises a receiver
for receiving position data fromthe GPS, a sensor(s) for neasuring or

ot herwi sewoeR@#4sbfhi ng the environnental paraneter, and aPCrarssmgsser for
transmtting the position data and paraneter data to an ASP and t hereby

made ayairahly felfOmA BINGRE nindidgth Eﬂ%g%[-pgﬁ%% ERRFLBD A4S incdfudelser can

access this information to determne ther that particular tree needs

wat er i . il zer I { i nventi on may
al so bg&gg%r%soéﬁ fg{es}gﬁlgrrhaggré&ﬁ g%/t%gtf %Ig&éaﬁdlt%grrt%{els}%ﬁ&f ﬁu{‘g’g‘??‘%‘% of the tree.
That is, the Devic an be incorporated into overall .irrigation,system
for pr BrPtfiRsTaitoRSY BBt praed SR and Bind Pl R cfriediiodBh 84 ot s
and/or areas. For exanple, the Device can be used to deternine if a

parti ctimgrdatas thereby detesminang Whether the usqrie tobinde or calipad of peheilgle Hpuch
information and the location of the tree to the ASP wirelessly or by

di r ect infbmestipo mayrbe paoiowdartyi weeful ThdelDewi eevicssuind attilstes traiamgnidnotliee  pr eci se
| ocation of the tree via the GPS data received by the Device. Thus, by

access aidysdidyserfofnld by ke AISP incladss defsipininghetidied thdBchtic@tandts densbPddre
irrigated, and would al so know the precise |ocation of the tree. The user

l d [ j : I : ; : 02/ 044865
cou Ef}'lfez §5é53e889t RdtRAhinead "tﬁrbﬁ?gcg?r it B8in A0 a}Pr-A50 ﬁt'icfﬂle 1iké. ¥

PCT/ USO us saving va e water resources. The systemcould al so

cenoau PR 8P dg o ¥ebbid A iut RE% 80 atiARTIEbAEEE  neo .
or

system f or nitoring the irrigation requirenents for a plant, tree,

ot her 8bplaed slugesgileyeh yvithin # 6N B8 peri odic irrigation, for exanple, as
set stored in a system database in the ASP. Mre specifically, a Device may
be pofi®2ilbhed pAsnpiediabote, thewsteanef theapresat pubedistent Birthey intlydesiet ecting a
condition or series of conditions which indicate that irrigation (or

fertil feedbdchndpviod. Abeortlingty, any af the mfprnaftioh remsveddy the 48Py éativel byitle t 0 be
understood that the particular type of sensor(s) used depends upon the

parti CUISRl orcsdsted by eHe ASP Rthy HeRidnohRdd badidtoithe Listdl @8 cellalar BxaEd €, sensor's’
for detecting tenperature, humdity, pH, and the |ike. The sensor(s) may

be | ocalatluARAYSR REarRShe WeceRelBydhe FBGAERUERE:. "RYorkleffbolitdnt dfe LRERLd ON

tracki ng conponents, such as a S recel ver

jogger and the feedback information relevant to training, such as actual speed, heart rate,
blood sugar level as compared to optimum or predetermined levels, is provided via the
feedback device, such as earphones. In another embodiment, the feedback comprises
information pertinent to location and the user’s surroundings. In such an embodiment, the
ASP maintains a database of sites of interest, such as tourist attractions, restaurants,
museums, and the like, and automatically provides the user with such information based on
user preferences and/or user location. More specifically, the ASP’s computer system is
programmed to track user location, retrieve from memory indications of the user’s
preferences, retrieve stored information pertaining to all sites, filter the information according
to the user’s preferences, and provide the resulting information to the user. The information
provided to the user may be in any of a number of forms, including voice via the earphones

(such as “the nearest American food restaurant is two blocks west”), and via a digital display,
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as descri bed above or the Device nmay be pre-programmed with the | ocation
data or may be pre-programed with an identifying characteristic to permt
t he ASP twodewesssi ne its | ocation wthout the need of or PCA/USOMHSAAL i On
with the GPS data. [00215] The positioning information and the output from
the semsiidin@h ehaploR i listt’ s thehQurrefit sHEFBUNAIAE WiBIS bdiniél o idtBredfMiSHIN . Thn a
direct wwre-to-wire connection (not shown). The ASP, in turn, nonitors or

ot her Wigg&¢ %ﬁkwﬂﬁﬁoﬁmo&%g B@ao&h_bpgge gegg ia%cggﬁ‘ﬁ?hgﬁ‘w kPdssr,Or Ot herwise

determ nes the sensor outputs to noni Ired environment al

par ame [ 002 ecifi.e appligcation.of. the syst L1 1 now be
descri E(Zd(gl\%}th réﬂé giﬁ%lgn-tsgemlﬁ_? @Eﬁi]@aﬁ 1S aﬁg\éle‘ggesﬁrﬁ%%??ﬁngwthﬁe envi r onnent al
parameter(s) proxinate tree A nd.this information is transmtted

wi r el e88JonRagying ajesisls, T*F‘Fe‘%ﬁéb %azﬁn%wélr?ﬁ Frpatght OrPasof skidh indhe art peen | s

being nonitored either by receiving the GPS data from Device A or by

r ecei vireagingrandiugderstandiog themecomgenyong wetsdelspr e- pr ogr ammed data from Devi ce
A identifying Device A as being proximate tree A. The Devices nmay al so
include identification meaiiCRO-IRRIGATION SYSTBM s, aut onobi |l e sounds, and
the like. If the ASP determnes that tree Ais in need of -78 WO 02/ 044865

PCT/ USQ10248p39  iThe egdbdiaient bNEighBH Sqatvidel Ddsidecfal teynele indriidEihe agont r ol
valve Ato irrigate tree A O course, the system nmay al so be operated

manual byviyedRy parahRfd MdéAVe of whekf MESIELt Much 88 AL SEeafldaied that tree
A needs attention so the technician can manually open renote control valve

A Theﬁi}éﬁ%oq@erqglqﬂigg%&gg?}%g,lg%gf)n&{_ﬁ%igaﬁ%gee&;la gfr%s,ﬁéu‘:;ﬁ %%\ﬂro(iﬁﬁén Il ﬁa&ﬁ%’tjerr]%m? fer

time or I'Tver anoun ependi'ng on e para
data received from Device A. either alone gr .i.n canjunction with other data
ool VB T HPbIeR i HBCTRGES of pROS 1p Sofior (HEARBOXIBHER Bifies t na
trees A and D, for exanple, need irrigation, then the ASP may open up both
r enot e ThaPgsise i plagedproxamaiq the trge. The Dracoesmprises p fgogiisr f914eceaying t he trees
inthe entire area 1 need irrigation, the ASP can open up area control
val ve podition data fngaxthe GPSe s seysofs) 0r axedsubing thethASHse detersnimingahd y open ar ea
control valves 2 and 3 to irrigate areas 2 and 3 (not shown). Thus, the
syst ememfirdnbeenpi paameter, indntttadBmitted Yordemsthiting the position data and parameter

data to an ASP and thereby made available to an end-user in the manner described above. A

user can access this information to determine whether that particular tree needs watering or

fertilizer. Further, the Device of the present invention may also be part of a system for

providing automatic irrigation of the tree. That is, the Device can be incorporated into an

overall irrigation system for providing automatic and precise micro-irrigation of isolated

plants and/or areas. For example, the Device can be used to determine if a particular tree

needs water. If so, the Device can transmit this information and the location of the tree to the

ASP wirelessly or by direct wire-to-wire connection. The Device could also transmit the

precise location of the tree via the GPS data received by the Device. Thus, by accessing the

ASP, the user would know whether the tree needs to be irrigated, and would also know the

precise location of the tree. The user could then irrigate that particular tree, and no others,
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mcro-irrigation of the trees, thus saving val uable water resources. The
system can al so save valuable nmanual resources by providing for the

aut omat i cwomnios4ssi ng and irrigation of individual trees &00/Usnl/#8588sS.
DOVESTI C PETS AND LI VESTOCK [00218] As illustrated in Figure 16, an

appl i aRtid @i vl SwateRbouredsU dBR syétem conld dloiengogathneaictataummaticalpet s.
Such a system consl sts of a wist watch-size Device conprising a GPS

recei g até 1H31REh %{rede@@ﬁl?neﬁtsgﬁ&gﬂe vﬂﬂl‘éu%s%ﬂn{pupov‘ered battery worn on or

ot h ervvl npl ante n the pet. If the pet |s ost, the pet owner nmay

notify ASP t t will

| ocat Johgfﬂupon fﬁeoﬂ%W] b?i“ ﬁ’ é’@?gﬁ& em %r%mg?%é% E!‘%):’Ea{nd/ or
notify an agenc WI|| ve the, pet an brln it toits .owner. The
Devi coequEaPo oA Jis, Vs R Fae tpe{}Bg‘ﬁ e rmEtoBy st . The
system can al so be adapted for related services, such as notifyin an
agenc)exauipihps batatdrgd inlagysien datebaprein thnd SPd dere spechicablat & Devicemey

arise. Potential customers include pet owners. An alternative errbodl ment

of t hepcaftpnedproxinaed teppindaasy inoludé s¢dser()foeddttaingiascondijtmbloe safes-of9 WO
02/ 044865 PCT/ US01/ 48539 «creating a virtual fence to keep pets from

\Afanderdoﬂaltfa,wem@uﬁmcﬁe R REGhie lor Wetlightioh r@ﬂtuslae@opsgmg ofgdégged with an
out put unit capable of producing sonme stinulus to the pet  if the it were

to wa t eSuch

e e R ‘“?%8?#?‘%?. 8 Rk e e e
woul d report the.. | ocation.of e; to.the ASP and e an alarmto
the p %@COH&WH Figg é‘?oélht8eedt ?)nd % F Iqrexample. '%g{f}ﬁ %é'%%cglﬁgl st of a
Customer Interface, (a .CMC and/or _system web sjte) éhat Hrl?f’d connect the
pet ovipperagire. hemy iy, R, anchibedske: Jhe pensar(ermarcke IOP%re abaye AT RE aces  with
a pet locator software application in the ASP, which associates different
end usgownd.fBre Devieamphealsainsbide dogation tragking Foraponehisi sush,as erGES xeeeizet nar i an.
with specific alert devices, as described above. The Devi ce conmuni cates
W th tReledSibetl bW the Dévied aas be prvpiigeaimahwith étedocdtion data or may be

pre-programmed with an identifying characteristic to permit the ASP to determine its location
without the need of or in combination with the GPS data.

[00215] The positioning information and the output from the sensors are transmitted to
an ASP wirelessly via an antenna or in a direct wire-to-wire connection (not shown). The
ASP, in turn, monitors or otherwise determines the position of the Device and monitors or
otherwise determines the sensor outputs to monitor the desired environmental parameter.
[00216] A specific application of the system will now be described with reference to
Figure 15. Device A monitors the environmental parameter(s) proximate tree A, and this
information is transmitted wirelessly to the ASP. The ASP can determine which particular
tree is being monitored either by receiving the GPS data from Device A or by receiving an
identification code or other pre-programmed data from Device A identifying Device A as
being proximate tree A. The Devices may also include identification means such as flags,

lights, automobile sounds, and the like. If the ASP determines that tree A is in need of
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[00219] In a simlar enbodinment, a Device conprising a GPS receiver,
transcei ver, data storage, self-powered, and bi osensors are attached to
cattl e amaiopRgsssd nonitor and identify them as they pas®Crhrsougds3d he

br eedi ng/ production chain up to the production facility. The Device could

be useﬂri%ai&npﬁwe@ﬁcah%tc{rﬁﬁfcmlpspéﬂ@ﬁi&@&n@aﬂvm@mtbﬁﬂr@afeit% ASpstens to
farms and production facilities. The system can be adapted for rel ated

applicatjon i i i ng of
a1 Pl eSSy ey PR okl Bty WL BRIt R
custoners woul d.incl ude farnmers and rodugers. LUGGACE,. TRACKI NG, [ 00220]
Fi'gur eSthsoii aySised fuat B, ACHeE: SGn sEIRHEELS i G oty SBR1 IRPotggage.

The systemincludes a wistwatch size device canprising a GPS receiver,

t r ansceaniiet valypd. ddesystemsen §e adapied todngntaieec foraheatainapeyy obtimeros
check-in counter and taken off after luggage claim The Device may be used
t o | octatdeliverst certagopageind of watzpdemtntimgadattbe paramhetetidafagesetvad fropePaviepdned.

The Device could be used to substitute for airline' s current |uggage

t r acki dither 810n¥\6 HoBAMEEHM W /oth0 B4t 863D ed B Gr pebpRirhink ¢ aith thie 4Bt ens, i.e.,
bar code system Potential custoners would include airlines. Simlarly, a

uri St woslysi ze P £Sp GRS it RedI0aRPORIN SlamblANSA G Alion dRLA

storage, and a battery cou e attached to luggage to | ocate the bag upon
t he owner, s, request. With referen i Gur. T.eat h P | i st of
- Cust DR REEPREup B Rt e SHSPER 315 it e eleOfsERRhRGUREIE Do

| ocation to the end-user. The ,Custor&;ar éPterface, in turp, interfaces with
a | ugdAg&rerviddhe eniire grep ldiced Fpgioh oSt far prengmreagoniipl ¥alpl it es
different Devices with different end-users and can nmap the novenent of a
bag ovisrigate treesehdB, QawdB. Thad Bwrarssmieny eregaeestcongol ywdease? aded 10 bag vi a
the CMC or the web site. The CMC may also notify the airline with the

| ocat i ierigadé adeagy? a3 (not slhevir dhusthe syspan ofithe presenttitreentibe pravedesdormuni cat es
with the ASP through a wirel ess comunication network. Potential,

cust ongiczoN¥eightlor s¥hé!HeesPamuS SRGRSE Salaile Watg agurded) UflacdybieBT &n also save

valuable manual resources by providing for the automatic monitoring and irrigation of

individual trees and/or areas.
DOMESTIC PETS AND LIVESTOCK

[00218] As illustrated in Figure 16, an application of the system includes the
monitoring and location of pets. Such a system consists of a wrist watch-size Device
comprising a GPS receiver, transceiver, data storage, and a self-powered battery worn on or
otherwise implanted in the pet. If the pet is lost, the pet owner may notify the ASP through
the system web site or a CMC. The CMC agent will locate pet upon the owner’s request and
either inform the owner and/or notify an agency that will retrieve the pet and bring it to its
owner. The Device could be also used to locate the pet upon the owner’s request. The
system can also be adapted for related services, such as notifying an agency to physically
locate the pet and identifying pets if disputes arise. Potential customers include pet owners.

An alternative embodiment of the aforementioned application of the invention is capable of
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HEART MONI TORI NG SYSTEM [ 00221] Figure 18 illustrates an application of the
systemfor heart patient nonitoring. A wist watch-like Device conprising
a GPS recwDwer04480% r el ess transcei ver, biosensor, and ECGPC3/Us0t/#85BY per son
wi th heart disease. The Device will transmt GPS signal location to the

ASP W@eaﬁﬁgtba%m%m’eﬁcei tode&GPh&s B WaRkrihe AweiTES @ANRYentiEmeAwRI@r gency
signal can be sent to both a 911 station for energency dispatch and al so

be proylgad,t%A&! eﬁhfgﬁ?ﬁm’tﬂgﬁ o ue lc!q\),\dé)‘gec@ p?oecgl s B! igndi N toft H{}e

access by a physicila rou a system e Device coul d be used
to all.qw energenc are and post:-event, diagnesis. With refergnce to Figure
18, tﬁg%ﬁ“ﬁgﬁﬁoﬁ aé’gﬁrs(?‘g?lg%f‘%ﬁe%a?wgﬁgrdlﬁtﬂggﬁpgbaegwf‘ép%ﬁﬁo%n %r system web
site) which provides the interface to the ASP for the e Cﬁ user, for

exanpl gimyusequid sjchle gmild elﬁ‘f@‘lﬂ&tﬁr‘\%l,se&ﬁﬁleilﬂ(esghﬁlé@ﬂc@&{"@ erpithent hi nsel f
or herself. The Custorer Interface, in turn, interfaces with cardio

moni t oiocatft afthe petppiticcdIR amb génaratéran Algmn snidie achowiero Wityreferanesrtot hat

woul d be linked to doctors, hospitals, and EMS as needed. In an alternate
enbodi FRite 19, theBSP edtildedhsispi d Cadtbmss, Intdifacdéy CMC andibasystenawesitgut  uni t
that can either on command froma -81 WO 02/044865 PCT/ US01/ 48539

physi %%nw%ld%g{zﬁfgrﬁﬂfe ti SWn s th LS ited. MTHAN Rt drhe? MteAh&, Wefurn, 3RSt €F

medi cat1 on or imulus. As’in the previous applications, the Device

conmmunj cates. w t.h ASP_ t.hr i i: i :

pot ont M ° gy shar T Tt BbPlh e AN ShEDR- CMRY RRRMA RS

APPLI CATI ONS [ 00222] The .foll.owi ng exenpl aty applications. detail further

aspect Sanme. 35t P%%r'r 't‘i‘h%mmIaL?heWﬁ% %\I}Qr" F%P}Eafé?ﬁ%@f) ?Pgﬁl?ﬁé ageirfil‘hvécel.s)ef%?i ces and

support systens described above. One of skill in the art, upon reading and

under sdespiibatkpbore The/Batiroeomesaicpiss withdhe AP thippgh & Mifelass pompypicatien

devi ces and support networks described herein can be applied, nodified

added dedworksubtracted from or substituted to operate in connection with

the specific applications described bel ow. TRANS- OCEANI C CARGO TRACKI NG
[00219] In a similar embodiment, a Device comprising a GPS receiver, transceiver,

data storage, self-powered, and biosensors are attached to cattle and pigs to monitor and
identify them as they pass through the breeding/production chain up to the production
facility. The Device could be used to increase the reach of tracking and identification
systems to farms and production facilities. The system can be adapted for related
applications such as disease control, inventory management, tracking of cattle and pigs in
production facility to specific farms. Potential customers would include farmers and
producers.

LUGGAGE TRACKING

[00220] Figure 17 illustrates an application of the system for tracking luggage. The
system includes a wristwatch size device comprising a GPS receiver, transceiver, and data
storage that could be attached to bags at the check-in counter and taken off after luggage
claim. The Device may be used to locate lost luggage or adapted to detect if luggage has

been opened. The Device could be used to substitute for airline’s current luggage tracking
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[00223] An alternate enbodinent is directed at tracking shipping
containers. This application utilizes a two-tiered Device, which wll be
descri bedwbehkowssThe first tier is a Tag conprised gener ZCrysof/4s3Radi o
Frequency ldentifier (RFID). The second tier is a Base Unit conprised of a
Radi 0 Eh@RieafsYat{oRRYsteRAde!, baPfodeiy SR PéteiRil bustdmérs Woit®inéRideandingdecoder
a GPSreceiver, and a wireless transceiver. The Base Unit can be used to
det er mgig 1 WAL o0t L8 : [Re; | L ' mat i on
from { naTAE e At eRSH2 LRk RO B o R b BB S Bt L 1D
ASP, which in turn, .can.be accessed through a conputer networ such as
the I nf& P%%I?',COB@ baenattgalfflgg Letfge %ﬁ%@% {}{eﬁggg iuﬁ?%ﬁ"rfrg)t%f"t%.s rT%%ﬁ not her

i nport ant aspef}:t, of .this enbodinent of the inventign is the RFID Tag,
whi ch feegnecOdigiedy, tha ASE oW icppiishpf @ Sritstomes interdaceg(a ¢ Mand/and
preferably has a unique ID code. These Tags al so preferably contain

i nf or maystesn Wehisjelewhich pravides bag kication to theend-nfeor Fhe Costopeortenfavedini n each
Tag may differ. One enbodi nent of this application stores unique nunbers

i dent i turh rigteifacescwith alupghgedssainabéavd dpplieaivh il ag 48R, whitkwssotiags shi ppi ng
conpany to keep inventory on what is in each container. Another enbodi nent

- 82 VOGR4 G 4RQReeB Serlth S AR UiserR Al @8n H8b Fhd mbTenldh€ of . §9a§6‘v%i§{e dmy being

shi pped. It would be nore efficient to use the prior nethod reuse the

cont ai r [erR0 re-
it oabr 138 SHgs ph e TSt e Bad DRTMEPSR, BobSER TR ST EMSLo! e o
power source or..have. .featuyres to, conpgect ,to power sour.ce, in order to
bower TR 20 ASHRERE Sirline PR Miloptigh 4t Pak ASih B greneusaPBHEBRBEILES {1 ol d
woul d be needed to reach all the containers on the ship. Since the power
neededDPr¥ic copBrmicateaithghe ASPdhrogly e nvieless sematuaicetieragiiverk. cPatentiall bei ng
generated, an external source of power would be preferable. [00226] The
basi c oytamatss ovoudd inchide passgrigecsatniddnggeigk Imanofacteersiescri bed. An RFI D Tag
programmed with unique information is placed in, on, or built into each

shi ppi ng contai ner. The BEMRTMONITORINGSYSTEM the ship, preferably on
the deck since GPS signals are

[00221] Figure 18 illustrates an application of the system for heart patient monitoring.
A wrist watch-like Device comprising a GPS receiver, wireless transceiver, biosensor, and
ECG is worn by person with heart disease. The Device will transmit GPS signal location to
the ASP when vital signs indicate the need for emergency care. An emergency signal can be
sent to both a 911 station for emergency dispatch and also be provided to relatives. The ASP
will record ECG results for future access by a physician through a system web site. The
Device could be used to allow emergency care and post-event diagnosis. With reference to
Figure 18, the ASP would consist of a Customer Interface, (a CMC and/or system web site)
which provides the interface to the ASP for the end-user, for example, a physician or a
relative, and if so desired, the patient himself or herself. The Customer Interface, in turn,
interfaces with cardio monitor software applications in the ASP and a monitoring center that
would be linked to doctors, hospitals, and EMS as needed. In an alternate embodiment of the

current application, the Device contains an output unit that can either on command from a
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hi ndered by obstacles. The Base Unit's RF reader interrogates the Tag(s) on
board the ship and collects data fromeach Tag. If the Base Unit has an

i nternal wowen44seurce, it could stand alone, but if not, PCo/tUSs1/¢838mect ed
to a power source. The GPS receiver in the Base Unit receives position
dat a brpeither £HSmshdatll Whee Sertafh eomtifi@iyae aret,adininistar mhéicRiorwadlgar cr eat es
an electromagnetic field. The Tag detects the reader's activation signal.
The rgﬁlﬂﬁfus.d@xcs'iﬂjﬁ%ﬂr@ﬁou%%ﬁcﬁﬂﬁl@ﬂﬁ@])e‘@ic% REmAdhicateld Svith tA8 2SI thRyugh@ t he
Base Unit transmts the position and Tag data collected ASP via a

w reless,co ' s - : I-3f; tion

Fegar SR FOMPSERA G ng)ohe Pordhtey SREGHASinch i 61 BREasc MUBLTT) | 10

enbodi ment of this appl] i I magnetic field
constantly present, homtﬁg&wwgfﬁlgf’ﬁ@ﬁ% Al ternatively, the
field can be created wupon demand, i.e. have_ it activated by a user at the
ASP. F023P1 er natlde doldngexamplay apakications detpid fferther aweels apd APiations v
however, this creates the problemthat the end-user may not know in real
ti me fheahevaiakigabediménss ofitheDevickeane smppontl systenhsafrseibediadnve. l@nesict

| ocation is -83 WD 02/044865 PCT/ US01/ 48539 wunobtainable. If the

el ect saNag ARs &g qu:bﬁ‘ k&hding a6 QAd@StakdIRs (Y ia V@B dessmped Bere ) wilb eadision
shi pment at any tinme. [00228] In another enbodi nent of the present

ape 'nggﬁg?\{l&% Jagg?ﬁgéﬁé%rkg gé‘schsgcgha&mdaﬁ vk Rgplieat SbbARALHGM & gnal from

perio y sends Information to the Base Unit.

Information.relating to t received i nfor mat.i I.S.: S e .the Base Unit
to thg&%@g&dl Omy(gtsggﬂi’(%?tﬁczfo oéjﬁﬁag%lfwwecghog o"?’lr(tllll ﬁlg St) %@%%;pgrgé%%nﬁt i nvention,
the Base Unit sends information to the ASP in response to a particul ar

ci r cufgtcaERedbIgH; t or ed by the device. [00229] The processing of data
relating to, for exanple, the physical |ocation and/or the paraneters of
t he obj ect being noni tﬂéﬂslﬁ@%@dﬂﬁcéiRG@rTRAQWQ‘ag, the Base Unit, the
ASP or sone conbi nation thereof. For exanple, the Base Unit nay receive
posi t [@228ht a fAmalterinte @R dsment ip dirested Atteackingshipping contgéners. nklyis process
the data before sending the calculated physical |ocation to the ASP.

Al t er applicadby ntilifs apositicaiDedte whidhewviteok desciitreel tBlse The first tier is a Tag

comprised generally of a Radio Frequency Identifier (RFID). The second tier is a Base Unit
‘comprised of a Radio Frequency (RF) reader, an antenna or coil, a transceiver and decoder, a
GPS receiver, and a wireless transceiver. The Base Unit can be used to determine what
containers are on board a ship, receive position information from the GPS satellites, and
transmit the data collected wirelessly to an ASP, which in turn, can be accessed through a
computer network, such as the Internet, by an end-user to access the information.

[00224] Another important aspect of this embodiment of the invention is the RFID
Tag, which is placed on or in each shipping container being tracked and preferably has a
unique ID code. These Tags also preferably contain information unique o each container.
The information programmed in each Tag may differ. One embodiment of this application
stores unique numbers identifying the container associated with each Tag and allows the

shipping company to keep inventory on what is in each container. Another embodiment
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Station may be sent to the ASP, which processes the information and

cal cul ates the physical |[|ocation of the object. Furthernore, the present
i nventi orwomaberspd ates a di stributed processing schene i RCrhiSoh4§3539t of
the processing of the information received by the device 1is processed, in
part, daye.2daarhi hatiadnSihat eekachigpse. Basauldbt noaelitiofent toaisd B8R prirnal |y,
the Tag may be preprogrammed with the | ocation data or may be

pre- pr O%fé&lfflg&dﬁeme?@E%emaingﬁ%iwfag% g&ggﬂgﬁ&g Ig{eitﬁélﬁ EndcorRBE Mote @dsﬁg AP 1o

det er it S Tocati on w thout in conbination with the GPS
data. A STCLEARANCE [00230] In this application of the invention, a
wri st WEERHC I'ARE Devi ce conprising a wreless transceiver that activates

when approaching a | ocal receiver,_transmts tored IDto an ASP and
store 052@‘5& mat i dithqughaioy egentiab e Psyice foyld I‘nqi"éffeuﬁ@wfé sQluce FfaVecat i ons.

The ASP grants access or releases itens, and records ID tine, and |ocation
for fukatues datenetirorgaoyer poesin drderde phachde covporeanteeidheBaset PRkt Ad
renotely if lost. The Device would allow -84 WD 02/ 044865 PCT/ US01/ 48539

acces Sst19hb ¥lebRombd ek ifietliwpeld e ns&ledito rauh alfaliccorinaseonthe shiperfipieck- ups
and to alTowtraffic data mning-all with greater security than a card.

POt Nt Eho GUSIBHRS 18 pHAIrforal o HElSrdid DRSS clcBRYRARAHPED ticl U0l choARd,

uni versities, hospi otels, b , retailers, amusenent parks,

st adi uns/ arenas, Sper t nce halls, novie theaters, ski
r esor t & XA ﬁ8gfce%gpéﬁ?rn‘g§®g?g&%%%§ CLEARANCE [00231] In this

application of the invention, wrist. wat ch=]ike Vi C o) I a
wi r el d98238] ans c el Rehasiopperaiiop Pgﬁllse@ﬂ%ﬁé&ma‘ﬁﬂir BRE hgﬁ‘@%{lg ei@gwgﬁiﬁg ed
equi pnent and transmts stored-1D to the equi pnent. Equi pnent al |l ows use.
The Dewpgremped witlhunigue ixfernatign i plagedtingm 05 byilHposagh $HPIRE EONtaRE- Devi ce
coul d be used to allow equi pnment use only by authorized person by
t r ans nlietBasg Uit is Bomewhéralondhesshipypreferablyl ah the dbekduncediR e sigmalhateat i on
conpani es, PC nakers, office equi pnent manufacturers, autonmakers, firmarm
hindered by obstacles. The Base Unit’s RF reader interrogates the Tag(s) on board the ship -
and collects data from each Tag. If the Base Unit has an internal power source, it could stand
alone, but if not, it is connected to a power source. The GPS receiver in the Base Unit
receives position data from the GPS satellites. The antenna or coil in the RF reader creates an
electromagnetic field. The Tag detects the reader’s activation signal. The reader decides the
data encoded in the Tag. The transceiver in the Base Unit transmits the GPS position and
Tag data collected ASP via a wireless communication system. The end-user can access
information regarding the location of the shipment via the Internet.
[00227] An embodiment of this application can have the electromagnetic field
constantly present, however, that would waste power. Alternatively, the field can be created
upon demand, i.e. have it activated by a user at the ASP. An alternate embodiment can had

the field created periodically, however, this creates the problem that the end-user may not

know in real time where a shipment is, i.e., there would be lapses when the exact location is
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manuf acturers, and PDA manufacturers. PAYMENTS [00232] In this enbodi nent
of the invention, a Wist watch-1li ke Device conprises a wreless

transcei WP o2hags6s ransm ts account information to recei velPCENSbl/er$39
Point-of-Sale (POS). If could be |ocated and deactivated renmotely if |ost.
Pot ent uadbtsiushloNerthe &\l@Uﬂr&na%ﬂéﬁl: idR! ik tRaRdivien| X?&haﬁeu Be @ndoded i | ers.

-85 WD 02/ 044865 PCT/ US01/ 48539 VI SUALLY | MPAI le TOR [00233] In this

enbodi ED fneggattaﬂguhﬁvent' on, a wist watch-like device conprising a GPS
receiver an I ess transcel ver is worn by the visually i rrpal red to

provid W t at| nformati o The ce nal

| ocat i i%&?gfnt E{é@c’gﬁ r&(gﬁhg preifgréﬁ,appﬁﬁat ﬂ%ﬁD?élg ‘?lp

i nforma%l on via a, CMC or throu%h a sgste,m,web site, The . DeV| ce could be
used t 8% thgintereeaiionsienehBomthe Pasq Uihpradicalbt sends ipformatien tq the Baset omer s
woul d i nclude visually inpaired people PAROLEE MONI TOR AND LOCATOR [ 00234]

| n t hi $¥ngribaformatinn wefating éo theweseivedripformatiarsis sewithytih¢ Bree Deviocke ASPpIhsi ng a
GPS receiver, wireless transceiver, and biosensor is worn by a parolee. The
Devi ce ywti ahbtheﬁérgb@dim@?&dc@ﬁ&ig tonhd preﬁdﬁeirﬁ&?ci@ﬂ tlsteB@e AUrfif @Rinf@Mation
enforcenment agency. A law enforcenent agent can request information via a

Syst emy¥ab ASIPLig rédpofisdWMa pa!rﬁcﬂﬁfrcﬂjcﬁrﬁstaﬁc%rﬂ%ﬁﬁﬁ)réd‘ﬁy fR\ebRe. the | ack of vital

signs will trigger an al ar m to the |Iaw enforcenent agency The DeV| ce
could ed to an out t
r enovi E(%zﬁ]e DevF!:lg 1‘%'5 acrﬁsp ﬁéﬂa géry/\%(u gpe #ﬁelphaglc?lévfagﬂ?@ 8ﬁent

agenci s ALZHEI PATI LOCATOR 235 t hi i ent_of the

" vent HBpaaE e oF i R%HBQUPYGQ[“@J Pt 1 B e Brediih e

Wi rel ess transcel ver i.s worn by an Al zhel nmer E}erson t hat needs to be
noni t oASH or ¥prae pambination therent g Hen examgle, ghedddse Mnifmeneeceisn nesitin dati ousl y

described to the
from the GPS satellites. The Base Unit itself may process the data before sending the

- calculated physical location to the ASP. Alternatively, the position data received by the Base
Station may be sent to the ASP, which processes the information and calculates the physical
location of the object. Furthermore, the present invention contemplates a distributed
processing scheme in which part of the processing of the information received by the device
is processed, in part, by a combination of the Tag, the Base Unit and/or the ASP. Finally, the
Tag may be preprogrammed with the location data or may be pre-programmed with an
identifying characteristic to permit the ASP to determine its location without the need of or in
combination with the GPS data.

ACCESS CLEARANCE

[00230] In this application of the invention, a wrist watch-like Device comprising a
wireless transceiver that activates when approaching a local receiver, transmits a stored ID to
an ASP and stores information received from station for future access applications. The ASP
grants access or releases items, and records ID time, and location for future data mining

purposes. It could be located and deactivated remotely if lost. The Device would allow
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ASP either periodically or on demand fromthe caregiver. The caregiver can
request information via the systemweb site or the CMC. This application
can be uswo oRo44setate any nissing person instantly. PoteRCTAISOUISSBDMEr S
woul d i nclude Al zheimer patient relatives or caregivers. -86 WO 02/ 044865
PCT/ USQided 8639 to SikthbDRENeksobAT @RaMdRatING Kebirt @RR38Ek-Lps 4ddd 16 B8R RimENt  Of

the invention, a wist watch-|ike device conprising a GPS receiver,

o el COEARRCCLY S AR DL ASR0SRD B R SRS o 1|
can reQIESLl MLELEL On X2 R YSLET Ve Bl £01, NG, The eyice bl send

then initiate a call to parents automatically or through a CMC. The Device
coul d BMarkggadiyms/pispas, 8pqrisdeamy peHpineanes hallss teavid heatexst ski rdsaits, casinamyer s

woul d i nclude parents, grandparents, or other relatives or authorized
guar di ambnesk$tBDNAPPI NG [00237] In this application of the invention, a
wrist watch-1ike Device conprising a GPS receiver, wreless transceiver,
and bi osensor can be worn by pRXGE GIEARANGOE bei ng ki dnapped. The Device
will signal location to ground station on demand fromrelatives and/or

user. Iﬁmaq ves ﬁﬁthisf@?!i@:ﬁlorﬂ TR 1REALRR, ¥ kn@isﬁwﬁﬁéﬁllﬁlm@v@qe%&@ﬁ%s £ COVC. The
Device could be used to |ocate kidnapped people. Potential cCustomers would

i ncl ude,:hj 5 Al I ON: . AND LOCATOR
[00238]%Vl {é%egﬁ{‘@%‘g%{t?‘%ﬁcflg%goﬁﬂ%ﬁ’%g‘n irbg#}‘%a. w%ﬁ%%%‘%?‘ﬁaf% Devi ce
conprising. GP ceiver, W ess _transceiver d .bi os of IS worn by
agent rﬂlé%lﬁgéodﬁgépé%‘f)ﬁleﬁﬂﬁiwggéq‘ﬁmem&@ﬁ?@d‘.se'ﬂ:l}ée Y}F?:Eo‘ﬁﬁ?ﬁ? fogﬁtﬁﬁal :
| ocation to the ASP on demand_ from headquarters/canp. Headquarters can

r eques 09 drret Y] 1smofsly tdosty dhe Reyjss cepld begseditoaliow enviprmens useordpby d be
used to | ocate an agent in danger instantly and read his/her vital signs

r enot eplythormd@mspa by transmitting ID. Potential customers would include telecommunication

companies, PC makers, office equipment manufacturers, automakers, firm arm
manufacturers, and PDA manufacturers.

PAYMENTS
[00232] In this embodiment of the invention, a Wrist watch-like Device comprises a
wireless transceiver that transmits account information to receiver-enabled Point-of-Sale
(POS). If could be located and deactivated remotely if lost. Potential customers would

include financial institutions and retailers.
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custonmers woul d include federal, state, and | ocal protection agencies,
e.g., FBI, CA police, fire departnent, and the mlitary, e.g., soldiers,
mari nes, wOd2pid4868 s. WOVEN SAFETY MONI TOR AND LOCATOR [ 0028F]UShn485Be s
application of the invention, a wist watch-1ike Device conprising a GPS

receiver, wreless transgylSVALLYAIMPRAIRE®TEOCAFOROIrn by wonman in potenti al
danger. The -87 WD 02/044865 PCT/ US01/ 48539 Device will signal |ocation

to t hgoéBRiwhen 1y ithig bm$baififens BOMe dnvehfio) oS Waech-llen@sicel dokiprisipgtat er n.  The
| ocal police department can be advised to rescue the wearer inmediately.

The  5M8 GBI ViOssHah QT & WSRI by Re SROAIApaieio plodiiRKhdyidhe | ocal

pol i ce depart nent anger and ow fdast ‘deternination of |ocation.
Pot entj al , cust angrs ul d iacl.ude .wonen a t irls. ELDER
VN TR R e Sy BEVEE Rl SR PR R B, B Ao AR A, DT
wat ch-11 ke Devjce conprising a GPS receiver, wreless transceiyer, and

bi oserf$8f %e%yqqr%nqeﬁgesé}r&gqrmgmnﬂ%a%&ﬁegﬂwqgha %’?@H’a‘t"%@*l ation to
the ASP on demand from a cari;gi ver or when vital signs indicate the need
for ermevieroypldderused o Bhthediling knowriheielpgatian ingthotlyralf otoriial pustameryst em web
site or a CMC. An energency signal will be sent to a 911 station for

anmbul anegdd dlickplatvisually hepaifdpeoplecoul d be used to al |l ow energency care and
on-demand | ocation. Potential custoners would include relatives or

caregi vers of elderly paROEEEMONITIORIND .0€aTORI age and ol der.
EXTREME SPORT PARTI Cl PANTS MONI TOR AND LOCATOR [00241] In this ap_pl i cation

of thgohfugnt i oy tifs Wnbsdiméat 61hk ikRnE&H, laGist RISt Wece (Inspristipal Ver ,
wirel ess transceiver, and biosensor is worn by extrene sport participants.

Tne TN fEaNL] gvlnt%g@g@&gn%&%@}, ufidQerdsBifis Atn 80 2 (RFRAE it [ ve/ t eam

menber or igns rn nee I énergency care.
relative/ menber ca equest i%or tion. via system.web site or a
CMC. M@?g‘é og fcbtr%ﬁlr}*% ‘%P gfﬁﬁaﬁsd m a‘ﬁeﬁ@ice&eﬂf ?%%cﬁf'o‘?\ I er gency
di spatch. The Device could be used to |locate mssing participants instantly
and enforcement agent can request information via a system web site or & CMC. If parolee

removes the Device, the lack of vital signs will trigger an alarm to the law enforcement

agency. The Device could be used to locate parolees instantly without the risk of them

removing the Device. Potential customers would include law enforcement agencies.

ALZHEIMER PATIENT LOCATOR

[00235] In this embodiment of the invention, a wrist watch-like Device comprising a
GPS receiver and wireless transceiver is worn by an Alzheimer person that needs to be
monitored. The Device will signal GPS location in the manner previously described to the
ASP either periodically or on demand from the caregiver. The caregiver can request
information via the system web site or the CMC. This application can be used to locate any
missing person instantly. Potential customers would include Alzheimer patient relatives or

caregivers.
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read vital signs renotely. Potential custoners would include whitewater
rafting, kayaking, nountain biking, rock/nountain clinbing, skydiving, and
hang gl i cowog2pa863 ci pants. JOGGER MONI TOR [ 00242] I n thisPprapaisSovatsson of
the invention, a wist watch-1ike Device conprising a wreless transceiver

and bi osensor is worn OHIILSIYEN EGGATGRAND MOMNITOR his/her vital signs
88 WD 02/044865 PCT/ US01/ 48539 while exercising. The Device wll signal

readi ngoia) t he MIWis cAHRIAS SF fel idvenvibh,la WwEgGTLch-like déwiéotomrising a n t he PD
dat abase for later retrieval on-denmand from jogger, doctor, or trainer via

a Syst@epu el sl tvﬁ{e%ss%a%ive}-%d bitr KAV HEnHERY. The PRIESFiL¥ighal Sians

while exercising to serve and replace routine ePport tests and assi st

trainers.. Potential. custo s ipclu joggers gand/.or distance runners,
spor t sopiiangnd T Criens BTERSP pdlbri el P RS R AL AARD
LOCATOR [00243] In this ap&l ication 'ﬁf t he i nventi on, c’ill .st_watch-1ike
Devi cevig 8Rpitemiveg site oot e dbp Wsvice will sendsa warmingssigha) & the Whehshsor i s
wore by a person with respiratory disease. The Device will signal GPS

| ocat i vital digh aret recdrded AR MSBrwillithed indiatprescallridiparents autemativeByl of througher gency
care. An energency signal will be sent to a 911 station for energency

di spat cM@nTheDstHgheduldvbe tisedl t6 dodaee issivg disittiremistandly aPoteatial Ehetofdersi ce coul d
be used to allow opportune energency care. Potential customers include

" SPi 3 ASAR P Bl St AR VNS TR 0R P uakdads)i S appl i cat i on

of the inventio wrist watch-1ike Device conprising a wireless
transcei ver, glucose reader, and ﬁNﬁy that will read glucose |evels,
show reading in display is worn by a person needi ng gl ucose nonitoring.

The Deﬁﬁgoggﬂs end ttgﬁtaﬁgﬁ%joﬁ of %hr&ef.ﬁééﬁggg LAt @ﬁ{%ﬁg@ Prvidd C%ﬁxﬁ’ﬁﬁé ynit to

i nj ect lin i arer. vice cou e used I NCT ease
SOy 200 St el e O L LB ATl o
kidnapped. The Device will signal location to ground station on demand from relatives
and/or user. Relatives can request information via a system web site or a CMC. The Device
could be used to locate kidnapped people. Potential customers would include high net-worth

families.
PROTECTION FORCES MONITOR AND LOCATOR

[00238] In this application of the invention, a wristwatch like Device comprising a
GPS receiver, wireless transceiver, and biosensor is worn by agent that needs to be monitored
and located. The Device will signal location to the ASP on demand from headquarters/camp.
Headquarters can request information via a system web site or a CMC. The Device could be
used to locate an agent in danger instantly and read his/her vital signs remotely. Potential
customers would include federal, state, and local protection agencies, e.g., FBI, CIA, police,
fire department, and the military, e.g., soldiers, marines, and pilots.

WOMEN SAFETY MONITOR AND LOCATOR

[00239] In this application of the invention, a wrist watch-like Device comprising a
GPS receiver, wireless transceiver, and biosensor is worn by woman in potential danger. The

-87-



[00245] In this application of the invention, a Device conprising a GPS
receiver, transceiver, data storage, self-powered, biosensors is attached
t o mamualwoans44sbher | arge aninmals for various research pCcojusot/sssand to
prot ect endangered species. The Device could be used to track mgration

r out esDévaée witbsiadat locatiopnsths ASH whdn vielikigss showai preeprogiannhéddpngarlike- 89 WO
02/ 044865 PCT/ US01/ 48539 other research applications. Potential custoners

i ncl ude &RV eFATER polthd dtphftehCRANREIGIRG to raftile Y WEAr8} fnkiB&diattRTREEFT
RECOVERY [ 00246] In this application of the invention, an after market

i nst al ant b r thef catl «&BYh 118} [

tr anod2ries oud BRI AT sP S schd B FBY, SEn g Bia 3t TpoliedrEh i ingn ) o
A vehi.cle owne ul.d notify the ASP thrqugh.a systemweh site or a CMC
that tRERreaRd ellev fast depmmibiptionpidoeaitens SaRPIiR CFOMEELTEUAHREIRE upon ¢ he
owner's request and informthe police, or the police may have direct
accesswemen pd pasgrits ebyduss gitkhe Device coul d be used to locate a car upon
owner's request and informthe police. This application of the invention
could potentially sell ELBERMEONTIORANDIOGADI®IRCKk system (currently
selling at about $650 per device). Additional vehicle-related services
coul d [08240]f f er €d this applidaddn ofitheahwmtion,aolist svadeh-likd Devicatomprisingaot e
open/ cl ose doors, and disabling the engine. Potential custoners would

i nCl UASPS HceMP SifelesS AandcBVeRland BRIEABSis vdirn O HIY eliBet ThaBEHAGEW ] _
VALUABLES TRACKI NG [00247] In this application of the invention, a Device

COMPY | Jh9 s haAsbR AL P of H%?El‘ftfﬁéfrﬁrazcagegﬂ/ep%{évﬁ Y il S Hdthuoiheval uabl e

art pieces or place on nerchandise mailin vice €O provi de
| ocati on iervices t hr ou coul d be

gQCa éi)(,stem weh tSiBf’e Oﬁ CNVC. Tht% De%/}; Cf
used t5°0 ETARETEOEY FiEe AU UV Her R AW BIONHROD RS SYEPETREE %P t hr ough
request of a shipper. Potential custoners ul d_ i ncl ugigpsl’ii’pﬂﬁng
conparftME. Ar emexgprgyssignalwakl ke sent doyp P station for apbplance dispate ppers, or
arnored car transportati on conpanies.

Device could be used to allow emergency care and on-demand location. Potential customers

would include relatives or caregivers of elderly people, e.g., those 70 years of age and older.

EXTREME SPORT PARTICIPANTS MONITOR AND LOCATOR

[00241] In this application of the invention, a wrist watch-like device comprising a
GPS receiver, wireless transceiver, and biosensor is worn by extreme sport participants. The
Device will signal location to the ASP on demand from a relative/team member or when vital
signs indicate the need for emergency care. A relative/team member can request information
via a system web site or a CMC. An emergency signal will be sent to a 911 station for
emergency dispatch. The Device could be used to locate missing participants instantly and
read vital signs remotely. Potential customers would include whitewater rafting, kayaking,
mountain biking, rock/mountain climbing, skydiving, and hang gliding participants.

JOGGER MONITOR

[00242] In this application of the invention, a wrist watch-like Device comprising a

wireless transceiver and biosensor is worn by jogger that wants to monitor his/her vital signs



W RELESS TELEPHONE HEADSETS [00248] In this application of the invention, a
GPS receiver and transceiver device could be integrated into a handset.
The | ocatwomn2/i48e5 person calling or receiving calls nmay becTdisspksayed

t hrough caller ID; the handset may send | ocation automatically when dialing

911 - IhildRxRRYiSd Shife IPEAEAISAI g0 I dimsdo theesP .eTee A8Rstmamillaesird t he
person may be |located through interfaces, i.e., a system web site or a

CVC, 8t CinfdiiRioRRRiHe P HRRP WrdafePrSRRF bkibantbRbialjosder fdRg:, dranager s,
sales representatives, real estate brokers, etc. The Device could be used

Lo, STanes fIBdagt, LERIERCR: IHL BEAILLALE ve IR LATEKE Sl oduct

rers nma ocatl on servi ce r ee or

optional for an additional charge. Potential custoners | d.. jnclude

oFt el e RERTARES (9156 AN RORRCOANRT RIS GRS R BOSRE] TRl o
application of the invention, an after market installatjon of a tracking
Devi ceustamersioryde inggers sndigr disapss FuasessynOrts frams and/of #adetfer . The
technol ogy may be scal able "horizontally" and also integrated to possible
vertical appRESRIRNXBORYWBISEASEPATHINT MONITOR AND bOEATORIcks at al |
times. This application could assist fleet owers and manufacturers to

i mpr ojeo143gi st i da thimagdeatoi of thbiyehtien, ta wast ‘watghplikecBe vicneompnisitgea

enpl oyed, i.e., inproving real-time routing decisions, just-in-tine

pr oducipPrcaiReY, vhRlds®Ransceidb aftebiow@isyr BGHREBY b persoff Miditbépatdiyst oner s
woul d include fleet owners, manufacturers, distribution conpanies,

utili F(fi%ﬁ%eh ?ﬂﬁ%&@@mﬁ S}qugceftﬁﬁ HRMb rtﬁmﬁgf’ g&ﬂ%ﬁgﬂsﬂn&i@ﬁew egoi ng

descriptl the system of t resent nvent1 on have been
described . with refer enc&nt 0 sgeci fic e\g}ﬁqudi el tos.91I t itls tforéoee under st ood
and e 5L fuFMereRncy SHF-o AP SRETEHCY fighpl Wl hegeaito g0 1] station Fpr aergeityhe syst em
herei n_di scl osed, nay._be nmade by qne of ordipary skill jn the art and it is
i nt enditpatchand & signah il alsebe prgwided to A glgae. ﬂﬁﬁiﬁeé’tﬂ?s“io?ﬂc‘{hq ‘bgﬁg to3lloY o pe
included within the scope of the present invention as set forth in the
appendpgoxting ensergdivy cange Pofential qustomzansiinchde aispinitarysdisgase palesdtsdi ngly to be
GLUCOSE MONITOR

[00244] In this application of the invention, a wrist watch-like Device comprising a
wireless transceiver, glucose reader, and LC display that will read glucose levels, show
reading in display is worn by a person needing glucose monitoring. The Device sends the
data to the ASP and/or activates an output unit to inject insulin into the wearer. The Device
could be used to increase frequency and reduce invasiveness of home glucose testing.
Potential customers include diabetes patients.

ENDANGERED SPECIES

[00245] In this application of the invention, a Device comprising a GPS receiver,
transceiver, data storage, self-powered, biosensors is attached to mammals and other large
animals for various research projects and to protect endangered species. The Device could be

used to track migration routes for research purposes, track routes to prevent hunting, and
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regarded in an illustrative, rather than in a restrictive sense.

UTI LI TY/ METHODS OF OPERATI ON [ 00251] Further nethods of operating the

devi ce arwodesessbhed bel ow with respect to certain desi gRCIAS0i/48569
applications for certain devices of the present invention. The -91 WO

02/ 044 86fsr RSTArtlbaipl4Rtas. Pappitiabatstomnss fretude@dvemnite, widdlde gedetioggr ead and
limtless. A nunber of representative exanples of systens enbodying the
devi ce apd udiRersfifegsent i nvention are detail ed bel ow. Al though the devices
of the present invention are generally applicable to systens and nethods
for renpte nonitoring, |ocating RIS RESHVRKYY: the followng

enbodi nents according to the present 1nvention contenplate specific

appl i cadd whi t ] i -M.Lrd 1 .he scope
of "t ho T 2BE "o TR HE St ot i b PGS BB bt b LBl .55,
This particular application iss directed at |Locati.ng, itoring and/or
{Fnck! e i po Rt e oot otk i proty R dar Bl eBis a

| ocating, nonitaoring and/or trackin children as they enter and exit a
speci aftsiplled i pehieles cAyshiclsipsvner M@ugfa%qtlfy thenpdh Breughct system wely sitesonaar e
depicted in Figure 10. [00253] As seen in Figure 10, the system conprises a
school CM(s thiat fi@itheehiclgwanstolent Tha €MGCrageuovill1d6Ge: thhatr ippnehgiowpets Wit h an

RF receiver 1380. The bus also has a receiving/transmtting device 1120

nount egtqaést @hd @ifvins ¢he gosice or &tk HdiRe aRiy- habedireéd addeddio thOBPBlIcEESH. AT T €l ess
positioning receiver 400, such as a GPS receiver, and a wreless

t ranscev; i > | i a. S ent or
child Droges %ﬂg%iu%%qéﬁéh@%%m@?ﬁgﬁf g%‘%&%éﬁ Q(qj)ielg&a% fig gt P.ﬁgRFI D 1200

isS pro al i i.f h ild 1180,in pner. known in the
art. S %r{)aﬂ\l/}g rEII“% ﬁ%r\}’,\%ou?cﬁﬂ étﬁ%gaél&tsg%%ga T PHRT R Fi{"?@d‘ SV abl e from
a nunber of . conpani es, as . Knogo rp. or |ts successor Video Sentry
Cor por g‘ﬂ"FB’ﬁt.ly ﬁﬁ%@ %ﬂ?ﬁsﬁgq PepIcyieds égaﬁfgm&lﬁfbl,ciwf%ﬁwe?s cpyhibe
interrogates RFID 1200 in_ . .

offered, i.e. medical alert, collision notification, remote open/close doors, and disabling the

engine. Potential customers would include car owners, car rental agencies, or other fleet

managers.

VALUABLES TRACKING

[00247] In this application of the invention, a Device comprising a GPS receiver,
transceiver, and battery is located on valuable art pieces or place on merchandise mailings.
The Device could provide location services through a system web site or CMC. The Device
could be used to locate art pieces and merchandise upon owner’s request or through request
of a shipper. Potential customers would include shipping companies, art owners, museums,
galleries, private security shippers, or armored car transportation companies.

WIRELESS TELEPHONE HEADSETS

[00248] In this application of the invention, a GPS receiver and transceiver device
could be integrated into a handset. The location of a person calling or receiving calls may be

displayed through caller ID; the handset may send location automatically when dialing 911
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a manner known in the art, thus identifying that child 1180 has entered bus
1140. This information is then transmtted to or is otherwi se available to
devi ce 11W0.02/0863i ne that child 1180 enters the bus is &Csaisst/essed by or
ot herwi se avail able to device 1120. The tinme data can be gathered fromthe
GPS r e@éiottRs emeainbesaidtes; thenmesonynot beclbcaed thoargtl interfades; 92, AMYs@RI 044865
PCT/ US01/ 48539 systens, or in any other manner known in the art. In any

event ey al@MCd 8fc TRINPPlitARh willd béleshb&BiPaganb Seetnili@eRUslek140 and

stores this information together with the'time the child 1180 entered. The
system al njt t chi I gﬁﬂ%e]ﬁ#] d, if so,

| ogs g@efe%&%g%g@{l%gt‘ﬁ?ﬁ)%ﬁ% ?1%%0' ?lﬁlee I(B:‘ﬂ??e :u!ad;l\)/egisgeé)ﬁbs : d?é;t i nformation
is also stored. . .by or otherw se accessjihle. to device 1120. In.a preferred
enbodiFEREs 1 Eigle 2 HBNHAGHHER B ETody LA TSy g@“‘é@fﬁ“ﬁeﬁ%ﬂl%#’?% her wi se
provided with an RFID 1260. Data from RFID 1260 is_transmtted to or

ot her ilasation B¥S sarpice fardreg @y pponel fay anadditignalighargey Boieniiplanstopsexwenld

determ ne who is driving bus 1140 at any tine. [00255] Device 1120 is in

t wo- wanyclude wireless mamafactivesst i on wi t h Application Service Provider (ASP)
280. The two-way conmmuni cation between device 1120 and ASP 1280 may occur,

for exanple, via ground JRUCRNENDTLEETOMRACKANG 1280 is in two-way
comuni cation with a conputer network, such as the Internet 1300. Internet

1300 ifg0od49]t Wo- MAlis GHFTIBEAGE 8L the thvéitibn, an RBEDEAKEf inktAditiincbfal trftRingoT K,
conputers Or other devices, such as school 320, individual parents 1340,

and a i l.}s?‘péz Re.& i L RBSer. PRIVE, i BOUS syst ens,
i.e., I%g?%zlﬁgmgﬁl?[gﬁ%e %gg %c 00 1%%%{1 pa?re'nt S 1‘%‘%}8 d%ﬁéﬂ%{;ar age 1360
can be wi.reless or .di,rect. connection as..a nmatter qf | i.catd on specific
desi grenanle; BaTzamelh 5L yah PIEEs Faptiin WPleE huetieafih, IED S
communi cate with ASP 1280 and,. in _turn, with device 1%%0 on bus_ 1140.
[ 00256PulHRe used feloge fraeksa ab timase TéisapaleationicoldisHe firebevneedand As st udent
1180 enters bus 1140, RF receiver 1380 interrogates RFID 1200, thus
i dent inhanufagturbrstto dnprdeaiogistigd management. eMady bssticel 2applivaéonsger ben | ogs in or
ot herwi se stores the fact that student 1180 has

employed, i.e., improving real-time routing decisions, just-in-time production applications,

and delivery scheduling. Potential customers would include fleet owners, manufacturers,

distribution companies, utilities, other businesses, and the government.

[00250] In the foregoing descriptions, the method and the system of the present

invention have been described with reference to specific embodiments. It is to be understood

and expected that variations in the principles of the method and the system herein disclosed

may be made by one of ordinary skill in the art and it is intended that such modifications,

changes, and substitutions are to be included within the scope of the present invention as set

forth in the appended claims. The specification and the drawings are accordingly to be

regarded in an illustrative, rather than in a restrictive sense.

UTILITY/METHODS OF OPERATION

[00251] Further methods of operating the device are described below with respect to

certain design specific applications for certain devices of the present invention. The

91-



entered the bus and also logs in or otherwi se stores the tine and, in a
preferred enbodi nent, the particular |ocation at which student 1180

ent ered bwe 02044365 whi ch can be determ ned fromthe GPS sipgmalso1/48%89 syst em
also identifies the driver 1240 of bus 1140. This information, e.g., when

and V\/fagfél@caﬁbﬁﬁﬁﬂtsudﬂﬁﬂex&waﬂé edddsheeatiaad liantlesshA riusbdr b tepeesentstidel 40, - 93 WO
02/ 044865 PCT/ US01/48539 is stored or otherw se accessible to device 1120

and i | i NaEHEiIESoMhE BleaSH invention ASRIZBEd B¥lot, anscei ver
420 o%xglgglﬁgg?i%f%?&e‘?ﬁ%gg’g%efﬁerreld cén‘nogi rrentl, eglél D 1280 and/ gr st udent

1180 al b [QVI : r, to

cont 1 Pl BiefoRied SR R eTaRn@ton e s ShARREL Y eaeaRe .
informatjo ul d al so, be ransmtted to qr ofherw se accessible to device
1120 aﬂ%}l%gﬁ%gmte mopyerie. %‘Pﬁagm% B RER B 8 e%@%@&ﬁ% Pﬁwnfso ASP 1280
either for exanple, periodically, by request of an end user, by request of
dr i veracd@dingde thepreseat myertiogfcoatemplate spropies anphicgfions whiehydoald %éﬁ t he

depl oynment of air bags or other collision sensors on bus 1140). O her data
i s al dntemratcd ablimitin adBRag #8Gcopueithadeviéoof thx prepéng invention.ocat i on of bus

1140, its speed, and any other neasured or determned condition within the

bus such as tenperat ur TUDEND MONEFORINGOSYSTEM i s desirable for
parents and/or authorized school officials to be able to track or nonitor

when gpghasher e VeHis paSicahUudpibsicids dite@éd &flbcdiing, Rositorpendss haokiag t he
present invention provides such a neans. For exanple, a parent 1340 of

child 438Q, \mgmlgigaltag%gg %p;giggﬁ%gmiée@agpro@ﬁ %ﬁﬁ&&?ﬂ@aﬂoﬂ%&&ﬁfngsecﬁri ty

device, can |0 via a conputer network, such &s the

I nternet, .1300., Parent 1340 can, .jn real .time,, determ n r eir
child "?‘%’@nﬁﬁ@%’rﬁ“&r@ﬂ& Brike APy cquRRed eR! bsus’oér(?:lﬁr'g!r:1 (3 .co%vg(r%eeﬁfs Qﬁge can
al so determ ne whether and where their child 1180 got off bus 1140. Parent

340 capstamgswe denieted i Figgied Usensor data, whether child 1180 is still wearing
or otherw se in possession of RFID 200. Parent 340 can al so send requests
to ASH0GZB]. Thads sesp i Bigurexdhhessystem qommsises a Shool usdflip havingaat chil d was
on bus 1140 as descri bed above, but w shed to know where bus

entrance or door 1160 that is equipped with an RF receiver 1380. The bus also has a

receiving/transmitting device 1120 mounted or otherwise installed thereon. Device 1120

comprises a wireless positioning receiver 400, such as a GPS receiver, and a wireless

transceiver 1420.

[00254] In this particular application, a student or child 1180 is equipped with or

otherwise provided a RFID 1200. RFID 1200 is programmed to uniquely identify the child

1180 in a manner known in the art. RFID's are well known in the art and are commercially

available from a number of companies, such as Knogo Corp. or its successor Video Sentry

Corporation. As the child 1180 enters bus 1140, RF receiver 1380 interrogates RFID 1200 in

a manner known in the art, thus identifying that child 1180 has entered bus 1140. This

information is then transmitted to or is otherwise available to device 1120. The time that

child 1180 enters the bus is also stored by or otherwise available to device 1120. The time

data can be gathered from the GPS receiver, can be determined by other on board clock
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1140 was at that particular nonment, parent 340 could request such
information via ASP 1280. Such information could be derived fromthe GPS
dat a recewoad/opgetievi ce 1120 and transmitted to ASP 280. pEualsovagsadi | i ties
woul d al so be available to authorized school officials at school 1320. O
COUr S@ysteid, stufs afgothet fyniel &Gewth ioths awo Uh dny ewdhttthe ystenDdetbifingy B414865

PCT/ USO1/ 48539 incorporated in the systemto ensure that only authorized

i ndi vigitial§shayCerRGEgaR thd 1346 Mhd RIS SnfbfAloRBbdetidr With tROMnRMBAL, the
system of the present invention will bring great peace of mind to parents

b
and SC%ﬂ@'n% fgt%fé:ﬁl THEyd Iﬁaﬁxmn%}sgg% LA Fggzcgg?é %&ﬁmﬁ% ahaa}?k' ng

and | o i'ng s ts ih a rea e system al'so

Phe. bie pesBBt i dns bt A (aichilndrays Bol 13a0 Y RS ORIP SR RT o an bo

anal yzed to confi rmthat every student that got on the bus also got off the
bus. ~ by o ogharmise apegspibleda deich bl dn a nreferred pobpdimsnt. thecdioek 12H0  or ds to
confirm whet her, where and when the child got on and/or off the bus. The
school1146udd aiscab@ﬁppudmrtodrerwise poiviidadrgitipan REHD 1360.t Pata fipmi REID 1260isby
checking or nonitoring, for exanple, the speed of bus 1140 over the

dri vergasmit@dite ot beterwisy accBRitaé tedbvicepiaR0So e gk Systemwannmick ol | y gener at ed
by using the various data gathered and stored by the system descri bed

above. he rdrg;ﬁ% dithd g24dase. additions or substitutions of the
detott %%e P’ algEve coul 3'0( ¥

conponent s scri be be made w thout departing fromthe spirit

SLSTCEﬁBQ%iﬁi”“ °?§§V§§ RS RSy ﬁ%:lce R G R e
iy | PvRE ST 240; Toe vGia Eophamaipa Peism gt L0 B8ASh 0L cucn

as, for exanple, tourlsts on a bus trip, inmtes traveling betvveen tvvo
| ocat iasawr, foyesragkes vistgromdstasensawh shawim. 1Al 289Hs In OcWaFOoD QUALI TY
MONI TORI NG SYSTEM [ 00261] This particular application is directed at

| ocat idoghmumicrtionrwitiga eorapuder rietvaardki sugh as the Internet 1300. Internet 1300 is in two-

way communication with a number of individual networks, computers or other devices, such
as school 320, individual parents 1340, and a parking garage 1360. The communications
between the various systems, i.e., ASP 280, Internet 1300, school 1320, parents 1340 and
garage 1360 can be wireless or direct connection as a matter of application specific design
choice. In any event, the various systems can access and communicate with ASP 1280 and,
in turn, with device 1120 on bus 1140.

[00256] The basic operation of the system will now be described. As student 1180
enters bus 1140, RF receiver 1380 interrogates RFID 1200, thus identifying that student 1180
has entered bus 1140. The system logs in or otherwise stores the fact that student 1180 has
entered the bus and also logs in or otherwise stores the time and, in a preferred embodiment,
the particular location at which student 1180 entered bus 1140, which can be determined
from the GPS signal. The system also identifies the driver 1240 of bus 1140. This

information, e.g., when and where student 1180 entered the bus, and who is driving bus 1140,
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food. In particular, this application is directed at |ocating, nonitoring
and/or tracking food as it is in transit. The basic conponents of the
system arwodepiassed in Figure 11. [00262] As seen in Fi guP€TAKP1/44%89 syst em
conprises a truck or other food container 2140 having a food item 2180

t her ei s 51JiB& of bikekyike 2 QYRR e dWidd N 120788 & é‘a‘gﬁ Bl lof 882 P tlahdi%ed w?éle\é\g?y
02/ 044865 PCT/ US01/ 48539 device 2120 nount ot herw se i nst al

t her eog, kB 7RBiy gtaﬁgée;%é% ofB 1ée°ﬁt2b%@g gﬁe\éér&?ed er&eb?&msa Ss?fqo"‘ w re' ess

p03|t|on|ng receiver suc ecei wrele ranscei ver
2420 and,a 440. Sensor 2440 ma e of sensor. applicable to
measur FRYO! %‘f‘?\eai y@@ﬂ#’f’rpﬁ‘?v %ﬁda? S§3¥°§ Etagraé‘%/ LA SRS talfﬁi%’ﬁ?/ of
food item 2180 such as, for exanp a tenperature sensor, hum dity sensor

or gas vdEhspheRFIRApphysigatly, 0n5§€4ﬁ*§@fr1 1894 Jithis sengasimlommation wewld alsaibes or

ot herwi se makes such data avail able to device 2120, and in particular,

t r ans c éansaritted Rpomftheteisececdiiblk to[do0iz6 31 2Oend A8PJ280 is in two- way Wwirel ess
comuni cation with a base or ground station 2200, which is in turn in

t wo- wayomemuni ¢ ahisdfifosnblio@ean/efttdnsditicdto BHPVi 189 citheofor 8eimllé\SP) 2280. ASP
2280 is in two-way comnunication with a conputer network, such as the

'nt,ern &no%ﬁ&@l W{(Eﬁ&%f%%%as%r 'b@r&ﬁﬁﬁt rGeNBA4Y Sugﬁ&mamf%a nunber of

i ndi vi uaI conputers or evi ces, for exanple
t t 1320 d 1340
92325%2@&%“%‘*%%«1 fE s 880 REf %ﬁ&a% b Rt e

L, t t 1320, d 1340,
Rt DR A AT RN

connection as a matter of application specific design choice. In any event,
t he vadi¥u#s spspdt adsanyaythessecsswed aodetermined eomdiion withinge regacteasd, in turn,
wi th device 2120 on truck 2140. [00264] The basic operation of the system
wi | | nempemtulesloumidag, etédds f ood item 2180 is placed on a truck 2140 or

ot her shipping container. A device 2120 is placed on or near food item

gigg fovesgict ual 1tREYEsiaBle bOgREAtOIdr KNGz ddhdB] bfficiAd Blbe@Bleltd thewed i tem
IS

or monitor when and where various students go on or off the bus. The system of the present

invention provides such a means. For example, a parent 1340 of child 1180, who has been
given an appropriate password or other security device, can log on to the ASP 280 via a
computer network, such as the Internet 1300. Parent 1340 can, in real time, determine
whether their child 1180 has entered bus 1140 and where this occurred. Parent 340 can also
determine whether and where their child 1180 got off bus 1140. Parent 340 can also confirm,
via sensor data, whether child 1180 is still wearing or otherwise in possession of RFID 200.
Parent 340 can also send requests to ASP 1280. That is, for example, if parent 1340
confirmed that child was on bus 1140 as described above, but wished to know where bus
1140 was at that particular moment, parent 340 could request such information via ASP 1280.
Such information could be derived from the GPS data received by device 1120 and
transmitted to ASP 280. Such capabilities would also be available to authorized school

officials at school 1320. Of course, various security precautions would need to be
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immaterial, so long as sensor 2440 of device 2120 can adequately nonitor
the desired paraneter of food item 2180. Sensor 2440 gat hers or otherw se
det er m newogenssrs data relating to the paraneter to be npoirtusoeeRs3IThi S
sensor data is stored by, or is otherwise accessible to, device 2120 and,

i N par tnceipbaked ih HROSSRINY B enddidQhatGRy dutitrize® ind@AQRals ol acess tdmcHO
02/ 044865 PCT/ US01/ 48539 data from GPS satellite 2100. The GPS data, as

wel | ase L ﬁl?dlﬁﬁ’iioﬂ.ag?%n}j SRl fd sgabﬁ drfhe Hre@ns HRENSIn ‘&ﬂ?&irfg%reéﬁp’éﬁﬂees S

transni ssion to groun t'ati on 2200. G ound station 2200 in urn mekes

this information avail abl . . 23 ich
such | PrvarRerRER iar shfiAPE 48R R R Ao Bh IR oo HOpE "
informatjon can be transm tted tq ASP 2280 either, for exanple,

per i odimddpeafingsindents ipareab imefadion. yser, or by request of the driver or
operator of truck 2140, to name a few Other data is also available to ASP
2280, H\G@%Plas, fThe sstenpileo provides duradilisienalfbenefitydar the agoo] gystesp deat,

di stance travel ed, tine since departure, tine to arrival, etc. [00266] It

i s deséxagdple when thabusollgdOeadrnsse tis parkinggaragd 160, thed/adbbs ditatan teo be abl e
to track or nonitor the safety and/or quality conditions of food in

transi fnalybh@ todoniie thdt dvbs stiRleBE @A oot BN SRY hidrilder R¢ bffaBe Buk: ITf AcliRBNS.  For
exanpl e, "a custoner 2360 of food item 2180, who has been given an

appr opi.i i L 2280
B R e R i T = e
real tjnme . . .determ.ne re their foqd shipnent .s . in.tr.ansi [0 check or
roni t ot il &5 AR ob e B Td bl nBId BERbeidh o ilRBem §e o t o
the distance traveled by the food item and can Sti e, ipreal tine,
the ti #avesfl 24} by chackipe or morrigHag, fprmmamplte ﬂ%ersgﬁ%%ﬁ%tﬁgf% U HAYVSE20 can
simlarly nonitor the quality of the food item track the anount of tine

t he t rroule thatdlapr Dethiled egponts\ceuldewerauiomaticallsgeneratashiit wping the vagmedatahe t r uck
is or has been traveling at, and estinmate, in real tinme, when the truck
shoul dgaligréd sndadtoreld ®y thessystent destiilgdtabove. Similarly, the food producer 1340
can nonitor the quality of the food in transit should a dispute arise with

ei t her [ofob@o]cust OURAORIRNiBEatidRS, ddHRBEPEF dukiit@HoSOIBOYorBpRRnR deiibed S- | N
fact, the system

above could be made without departing from the spirit of the invention described above. For

example, while the system has been described as a system for monitoring children on a
school bus, the system would work equally well as a system for monitoring the entry and exit
of any individual or other object that enters and exits a confined area, such as, for example,
tourists on a bus trip, inmates traveling between two locations, packages shipped between
two locations, etc.

FOOD QUALITY MONITORING SYSTEM

[00261] This particular application is directed at locating, monitoring and/or tracking
food. In particular, this application is directed at locating, monitoring and/or tracking food as
it is in transit. The basic components of the system are depicted in Figure 11.

[00262] As seen in Figure 11, the system comprises a truck or other food container

2140 having a food item 2180 therein. The truck is equipped with a receiving/transmitting
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will permt each party to docunent the quality of the food item at each
stage in the delivery process. Such docunentation may serve as a "Stanp of
Appr oval "wohlaw44she food itemwas naintained in a safe comdirtison4sstd | e in
its possession. Finally, an appropriate governnent agency 2380 can al so

MoNi t Oeyitd2 [ RAholitE®or §thevwalBhshNePhelebs NAhIQRrEIRHpBLRRBLYdevRRe Wel | as
-97 WO 02/044865 PCT/ US01/48539 nonitoring the tine the particular driver

and/ or 2!%‘&% 118 GifkE&D bﬁg&ﬁiﬁg§écteiv§PQ4Hods1?cﬂyas agiﬁé’ﬁe%gi%ﬁr vﬁfe?%%gent S
occur. ‘TR anyr eveft - each o parti'es T hvolved can noni or € quality
of the food. it inreal tine, wWiile jt is in transit. [00267]. Vari ous
o 11 anesivet 200 ansnaos 2B SO 40l bhe SHey B MRt eblerD bed
above coul d_be made wi thout departing fromthe spirit of the invention
descr i BegsubgyEackimngy or copfirmping a pepamnecnplatedys thaquality eofdend dewlfhserhas a
system for nonitoring food on a truck, the systemwould work equally well

as a systfenexaoplaysmérmhperatngg sehsorghahidity sefsof aroghs sensar to @znme ofew. Beana.
Simlarly, the systemcould nonitor various paranmeters that m ght be

i mpor t an4( fs@otipled tos fiaRgitSorafthatidetiskey shohatakLavallghle 16 8&RcAB1 20! dndahk, where
the humdity and tenperature wthin the container may be inportant

factor Sl ?aw oM p0268] Yet anot her exenplary application
Bartichiat o e V%ﬁere%n re?'

of the systens scr ates to nonitoring the wake and sl eep
states Lndi vi dual s ch an appli.cation wll now be .described wth
et er ohBo3E " oo 210 n i el A B8R OB Bbr ac or s o
aut onobi |.es_and machi nery, . infants, or individuals w{h sleeping disorders
wear  Efeion gl pdichER i Putvor MR PP RBUEEA QD pn A@pﬁ‘eﬁﬁlﬁpéarw t he
portabl e unit gﬁl any of the nunber of nmeans. The portable unit, in turn,
t r ans mPrayides ¢ASE A$0. ATH2380ds BE Gway eommpnigatiomwith arsamputer ngfwotle  ASP
conputer system [00269] The ASP is able to determ ne whether the
i ndi vi cuchl asvwkeaintemget 2R@0.skisnet 2390 isinawowedyecosimitirdcationslidepnahbdref based on
anal ysis of the EEG sensor output. As described in Al berto, Caude, et al.
" The QuaiNiiihdl @8dwodits, 8dmBhteRdr dftthr V8¥EdsUSRRSS, foPexanRe ARMsRRGhs Of

company 1320, food producer 1340, customer 1360 or a government agency 2380, to name a

few. The communications between the various systems, i.e., transportation company 1320,

food producer 1340, customer 1360 or a government agency 2380 can be wireless or direct

connection as a matter of application specific design choice. In any event, the various

systems can access and communicate with ASP 2280 and, in turn, with device 2120 on truck

2140.

[00264] The basic operation of the system will now be described. As food item 2180

is placed on a truck 2140 or other shipping container. A device 2120 is placed on or near

food item 2180. The actual physical location of device 2120 in relation to food item 2180 is

immaterial, so long as sensor 2440 of device 2120 can adequately monitor the desired

parameter of food item 2180. Sensor 2440 gathers or otherwise determines sensor data

relating to the parameter to be monitored. This sensor data is stored by, or is otherwise

accessible to, device 2120 and, in particular, transceiver 2420. GPS receiver 2400 receives
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EEG', and Al berto, Claude et al., "Conputerized Quantification of Sleep and
Wakefulness in the EEG', available fromthe Sl eep Di sorders Center,

W nt hr op wWo3piot#bs and SUNY Heal th Sciences Center at StomgTRISODKSIM neol a,
New Yor k, both of which are incorporated by reference herein, a function

of t hegarahbs @bS §Ma1iEEP00E THE GFSUAM tas GRIlM26 Siasdsortdatal fraavallafletof - 98 WO
02/ 044865 PCT/ US01/48539 the individual. As described in the Al berto

ir ﬁf gr atlape&lgéesi %{22190 gtﬁgyi?eles@ tRAshiskYE & gxto?ﬁ% stafi6h 8842 Grobh@ stafisht lYi(ﬁHﬁl bei ng

a negative valu Icates the individual being in a

sleep state. Thus,. the. ASP includ o) ned [ | cul at es
he. T drbyates s ppigogeausis RSP 220 AL ARG 2R b bR o Che "o
signal for the transition _ between positive and negative val ues, a

t r ansi ipfosmatien isveiablete auhasizedi pad BIFE: a few minutes. [00270] Upon -
detecting the transition fromthe wake state to the sleep state, the ASP
provi d@8264edbackhetinforinatipoeandid teangmiitted i ANF, 2289 aither, foresxempleembodi ment ,

i ncl udes a waking device, such as an audible alarm visual alarm tactile
al ar mpesigditany, byedlegitiiatng usdtpekby @adest dhthe diiker orfoPO2¥dk bf tracla@tHQ, i on, t he
ASP makes the EEG signal available to end users via a secure website on

the | nbeppRt, £ ghét}éfﬁﬁ’?t'alhs%ﬁs@é@nh%% AR 2188 s68h Bs,Tbr SAMPEE GreSlosdirdn 07N t he

h e h 8s, 101
website, 1ncluding i nformation on whether the individual i's awake or

Concoriiftieed o BRAALS AR 48 ep bRl SHEAEREY T TN hde
f nb | ndi vi I d ities. For. l e, th
i sl IOORER] chool i deBeghls i niald spben B R ERERAG o b GrETS

informati on concerning his EEG signal patterns, The wearer's doctor or
physi ctraghk ofagonitos the spfgtyeand(as @yality sopgionepfsiped iy ansity Ahg system 8 {8 ng t he
EEG signals. Such further analysis by a physician is particularly useful
wher e progent imventichprbvidesasuch g mdass.dBei examipies a sustbmep? il ofdogbitee 218, wher e
the individual is an infant at risk for sudden infant death syndrone.

[ 0027 3}hd sk Beeh gl kh eppropiiadipammiord of dtaer paeitedevice)camldgom tottheASRysi ci an
is given control over the type of feedback supplied to the wearer. For

exanpl £,80RA5 £ doBPuttRtwork, such as the Internet 2300. Customer 2360 can, in real time,

determine where their food shipment is in transit, can check or monitor the condition or
quality of the food item in transit, can monitor the distance traveled by the food item, and can
estimate, in real time, the time of arrival of the food item. The transportation company 2320
can similarly monitor the quality of the food item, track the amount of time the truck and/or
driver have been in transit, monitor the speed the truck is or has been traveling at, and
estimate, in real time, when the truck should arrive at the customers location. Similarly, the
food producer 1340 can monitor the quality of the food in transit should a dispute arise with
either the customer 2360 or the transportation company 2320 or others. In fact, the system
will permit each party to document the quality of the food item at each stage in the delivery
process. Such documentation may serve as a "Stamp of Approval" that the food item was
maintained in a safe condition while in its possession. Finally, an appropriate government

agency 2380 can also monitor, in real time, the quality of the nation's food supply, as well as

-97-



i ndi vidual 's EEG pattern, the physician nmay sel ect activation of the waking
device at regular intervals or at particular tinmes in the day. [00274] It
is to be wodensBedd t hat the anal ysis performed by t he ASPCRAS)1/#8539
alternate enbodinments, be performed or partly performed by the portable

uni t. FRhLiteXAMMNeQimd M8 parti@uldPaftdrUhARP ML HRORdA8R 3AnsiPHMuRRIS Uni t may

i nclude a m croprocessor progranmed to detect the transition befween the
posi ti Eﬁ% i e [V i . a.lransmt a
si gnal ¥1fc'>(l)3 e&la%%gflem?ﬁg?gt ﬂgngteﬁlgr ’g@oﬁ%@%lﬁg&%‘??a éﬁgcﬁiﬂilé not only
senses the transitjon het n the. ke state and sleep state, but also
aut onaﬁ'iwg’é}’ Pég‘ﬁ?@\ﬁ ’lvvé‘fm&ﬁﬁ&‘es?“?lﬂﬁ\liﬁ§ MArapsY waki ng  devi ce. WASTE

MONI TORI NG SYSTEM [ 00275] Yet another applicatjion of the system described
her ei nlA06@l ves MeHPvORPHGCatinnsaadditians s sulstitutions af the compgaegs dasedbedi t h
reference Figure 13. [00276] As shown in Figure 13, the system may be

appl i esbave conldi teanadehweithpos depanimgfromithe spidbefthevastaticuddscasedt dbave.cBmt ai ned

within nobile or stationary containers or landfills and the Iike. Mre

speci f &gahdly, wilhy tha bystentiBA 16:RE doRYibBE adh byskad fernéiﬁtebﬁ.’@lﬁ G86d ol Hguveshes, and
may include sensors both external to and internal to the drum External

Sensor Sysiy wiBldeGbrk 3E8ARAREL gé 2 %}Jét?erﬂ\@ﬁ%rﬂf&iﬁ% ﬁge rﬁaleﬁ / 954 5h 2 B GEensors

| ocated wthin the drum’nay det seepage o conditions Into the
drum ejitheg. condi Lion.identd.fving | eakage.  Furt.hernor .where .t he waste
cont ui b St e 8Tk 00 s VB RS rameiet S R 5T s g
conponents, such, as recei vers descrj bed above. It is to be understood
t hat tﬁgppeﬁwf Yaémuawﬁg%%ﬂﬁms §W@W9§%d”@fé%§‘ﬁ:§’§l%%ﬂt%%@ée bei ng
moni tored, and they include sensors for detecting particular chemcals,
gases, withu theeenteineymaybe mporiapkiactorp0277] The positioni ng i nformati on and
the output fromthe sensors are transmtted to the ASP via an antenna. The
ASP, in turn, nonitors thSLEEN MQNIBORINGSYSTEM puts. In one enbodi nent,
t he ASP makes such position and sensor infornmation avail able on a secure
[00268] Yet another exemplary application of the systems described herein relates to

monitoring the wake and sleep states of individuals. Such an application will now be
described with reference to Figure 12. As shown therein, individuals, such as operators of
automobiles and machinery, infants, or individuals with sleeping disorders wear EEG
sensors. The output from the EEG sensor is coupled to the portable unit by any of the
number of means. The portable unit, in turn, transmits the output from the EEG Sensor to an
antenna and to the ASP computer system.

[00269] The ASP is able to determine whether the individual wearing the sensor is in a
wake state or sleep‘state based on analysis of the EEG sensor output. As described in
Alberto, Claude, et al. "The Quantification of Sleep and Wakefulness in 2 Second Epochs of
EEG", and Alberto, Claude et al., "Computerized Quantification of Sleep and Wakefulness in
the EEG", available from the Sleep Disorders Center, Winthrop Hospital and SUNY Health
Sciences Center at Stony Brook, Mineola, New York, both of which are incorporated by

reference herein, a function of the value of the EEG sensor output corresponds to the state of
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website via the Internet. Potential end-users having access to such website
may include Local and Federal Regul atory Agencies, residents and other
end- user swO[0002i88] The ASP nmay al so perform various anal y®C3/usn1/48389

| ocation information and sensor information. For exanple, the ASP may have

st or edihk IndTRiRAY ALdcka@itedtin BRSAIBEAS refblRBcesc#B@aBWe02 HOMROSutIE Thdickdd 48539

occurrence of which causes the ASP to send an alarmto anyone of the

end- ustﬁE %ndlgl]\{(% LA beli AdvAg ska?é: 3hi Qe ﬁtm vatk i lg%é{at&e&l@ EliARuRE fl at he

wast e t hout cert jurisdiction. For exa e, a state
t k te t t

aover et o2 bl m&% AN AT

the ASP to notify it in the event any ste enters ]ejg ﬁ@State In short,

t he Admpneten ef BlE@ signgl angpeongtors Wﬁ\f@?ﬁé‘ﬁp the BRG gigugldon g trgsitioy any

end-user of such novenent. Wth regard to sensor output, the ASP may
det er nbatecathpasitéve antl@egative vabakageansitomvarich piealdy pequrpentr aew hdnutes uch a
| eakage is above a limt set by, for exanple, a Federal Agency. In the

event [Obe7E is aUpbeadtegmgaboiensitiquafiém ekl wikd dtate sdrthledleep btate)\Bie ASRI d
automatically contact and dispatch to a particular |ocation a contai nnment

and cl lﬁaoldepféeasé/&k tb %02 RIER vASich lih ﬂﬁ:tﬂr@sfeﬁﬂeﬂlﬁbdiﬂ%ntf I3RS a RRkinaD! e
uni ts may di sbursed’in and around a landfill or Fler stationary

CensoriEs fﬁ&%a%&a R R e R a%éf Ao B8 el "y

i ncl ud Hﬂentl fication neans such as flags, lights, autom)bl | e sounds, and
the |iR&™Pn such an enbodinent, the ASP may nonitor the |ocation of the
portabl e units and sensor out uts to _determ ne_whet her unauthorized waste

has bd@A2@Hposi t bxrdditiea: the Allagkesgha BES sgabaypdlable to ephisess HadsscHas

occurred, and the like. In one enbodinent, the ASP installs portable units
and sewdlmits oadhanterheta The IASR dsa mivizﬂeslﬁe,anhlusib ofithedZHGh signalmmehe t he
resi dence water supply, and on behalf of such resident nonitors for any

cont anjystssite Sincidind ibforhfeondsewhahis tie dridddudd @chwdte \or asleed, histokbhl dmy nake
nmonitors information available via the Internet or other device and may

ng, 'ef ycogeéfmﬁfgqﬂ@mmlg}%@ ANy IR Mo EYidRROE RS g8l 86d itemikef a given
[00272] The end-users may include any of a number of individuals and entities. For
example, the wearer himself may choose to periodically access the ASP website to view
information concerning his EEG signal patterns. The wearer's doctor or physician may also
have access to the website for further analyzing the EEG signals. Such further analysis by a
physician is particularly useful where the individual wearing the device has a sleeping
disorder or where the individual is an infant at risk for sudden infant death syndrome.
[00273] And yet another embodiment, other present invention, the physician is given
control over the type of feedback supplied to the wearer. For example, based on the
individual's EEG pattern, the physician may select activation of the waking device at regular
intervals or at particular times in the day.

[00274] It is to be understood that the analysis performed by the ASP may, in alternate

embodiments, be performed or partly performed by the portable unit. For example, the
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contam nant. [00280] In any of the foregoing waste nonitoring systens, the
ASP may identify which device and sensor(s) detects the alarm condition,
not e t he woewzoeisss | ocation (which is provided to the endPa3arspl/48569
preferably activates an audi bl e, visual or other |ocation beacon -101 WD

02/ 0448GERbRATALSA} iBREBS mfopbesehe ragamiee o agbdt VRS franition lrekicavrs by the

ASP transmttlng an interrogation signal having nodulated in it the ID of

the p ﬁ&sﬁtﬁk’:‘ %I%CS} gﬁgﬁﬁd nggfwé%@% nhiMrldUbdded 'E}Feﬁé?)hvﬁénshﬁfsa SIFﬁm% fRgat i on

si gnal ™ and, o} | ogi c, det ermnes that the nodufated I'D matches

t he C&. SeiSh9k ed | iV e INI NG SYSTEM
{00281 5n Ty Sr bR fiter R R vy OE?‘?@&@%I@F?%%E) BRSO HE used
to provide fee cktoauer for th ene ur pq | ng,

tr ai ni W&%ﬂereapgﬁéer PR PHe Tso, putamatiaally Py gc{e eSS %gé\wgmgc of
Figure 14, a tourist, jogger or other traveling individual has a portable
uni t adﬁymedl ng to the present invention, including one or nore sensors,
such as know sensors for reading pul se rate, tenperature, blood oxygen, and
the like, and a feedbackWASAEMONITORINGSYVSTEMf headphones, digital

di splay, and the like, both of which are coupled to the portable unit. As

descri joeg735jbove, Yehsnoper kiggdcatiomof thalsggerh descriled herbiddayéloes rhomicdeingg
circuitry. [00282] In operation, the ASP continuously or periodically

recei VRS alddadWase, érfd%ﬁ'ﬁ@glesdrﬂ;eewmltﬂe%?erﬁ@% Q$Pr outputs, thereby
tracki ng the user's location and various biological vari abI es. Having

h d
rakes TSR ot S Bigh{ e oSG B A e PhAY nbalfor i BB T 720
| t t nbodi t t he ASP t th th d f
e RS T o S VR ol B Gl 7
the like. Mre specifically, the ASP preferabl provi des both real -t| e
| ocat i B likad Masn seacifisally poablgaleyicesmay Be éfﬁxéé¥ 0 (IHmS CAEYING fasuaml as

aver age speed (based on change in |ocation over tine), average pul se,
aver ageaplmsbdlesryspenboth external to and internal to the drum. External sensors may detect

seepage of the waste outside of the drum, and sensors located within the drum may detect
seepage of ambient conditions into the drum; either condition identifying leakage.
Furthermore, where the waste containers are mobile, the portable units include location
tracking components, such as GPS receivers described above. It is to be understood that the
particular type of sensors used depends upon the waste being monitored, and they include
sensors for detecting particular chemicals, gases, radioactivity and the like.

[00277] The positioning information and the output from the sensors are transmitted to
the ASP via an antenna. The ASP, in turn, monitors the position and sensor outputs. In one
embodiment, the ASP makes such position and sensor information available on a secure
website via the Internet. Potential end-users having access to such website may include
Local and Federal Regulatory Agencies, residents and other end-users.

[00278] The ASP may also perform various analysis on the location information and

sensor information. For example, the ASP may have stored in memory certain thresholds, the
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content, and other data available fromthe sensors and | ocation. Such
averages may be taken over various tine periods, such as nonths, days,
hours, etwo0,02044865ken over discrete events, such as a rumQErUse1/485a ni ng
interval, or over the time period the user is in a particular |ocation.

- 102 e QidfcddSOwhich Tatded e BT8R sch®8r 831m th anydak oftht ehifisher wigd f orm

certain analysis on the received |location and sensor data and make such

anal ys}%a@a/@i 1b&Ro8, kAP a8 ertlih€ whdbSthBMsHSE Svithl] SIGHARE ¥r 2 REEAQT Med

by software running on a generar?d pur pose conputer, nmay include conparing

the |location and sensor data to predefined thr ol ds. | ne suc

enbodi TERLotpme FReBAEt saPEed BrBai R IR AhE SR P oAk watle B Gtite e

pr edet er m ned Iocaéi n and time data, thereby determ ning whether the user
i s " beHidegs nQgrleavgihe ataty witheyd appraval; eqnvarselys apaicnishSirgymaehirgthe AR ar | y
useful to delivery services and athletes training. Another analysis

per f or teeptidy it in itlee @SRt anyohastteentede therStitai figsiwire theedASE han trapkaany dypearfd/ or
sensor data exceeds a predeterm ned threshold, is within a certain range,
and t hmolvedent dfahe wastephEnotifh any’\&Hi-o%y of slehensvenennh®lithesgaad tokeassr trai ni ng
for a race maintains her heart rate within a certain range or nmaintains

her bl @\g?ug HCASP nla§ \Rtermide MR BRES Ri1LKABO88m P8GR Inef nd\Wh&Heab0OVe, the

system the present enbodi nent further includes a feedback device.

Accor di,hal . i 1 i rived by the
asp " of e P hok G ol 8 B bR oG BY AR B el R el 15 o
or othgr. co ni cat.i on a and recei yed by the feedbac evice. In one
erbod fakaeEaREv s Bt QR FERBRCRE A Gl fudthabiclyicBS iR diprish 5 &l ovant
to training, such as actual speed, heart rate, blood sugar |evel as
conpar Rtisgaleeatiang eantainmeaad plearypcEa¥el s i s provided via the earphones.
I n anot her enbodi nent, the feedback conprises information pertinent to

| ocat i B927%nd t halsesasilleststedrin thedigvys pottabls wolis may bedistiunyedin, antl meouhsP

mai nt ai ns a database of sites of interest, such as tourist attractions,

r est aus Bintfll orgdrt BEtiomitd cdrt@inhbterearid sach anehbsdimeyt, thepomisiesnithe user
with such information based on user preferences and/or user |ocation. Mre

speci f{6alldlideludd ' @nbsE bt HCABRLARI beddh® bRMNES FRRRSERNREL fRtablcaffs Hefr
| ocation, retrieve from

include identification means such as flags, lights, automobile sounds, and the like. In such an
embodiment, the ASP may monitor the location of the portable units and sensor outputs to
determine whether unauthorized waste has been deposited, whether unacceptable seepage of
contaminants has occurred, and the like. In one embodiment, the ASP installs portable units
and sensors adjacent a private residence, including in or near the residence water supply, and
on behalf of such resident monitors for any contaminants. As with the previously described
device, the ASP may make monitors information available via the Internet or other device
and may notify any predetermined individual or entity upon the detection of a given level of
contaminant.

[00280] In any of the foregoing waste monitoring systems, the ASP may identify
which device and sensor(s) detects the alarm condition, note the device's location (which is

provided to the end user), and preferably activates an audible, visual or other location beacon
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menory indications of the user's preferences, retrieve stored information

pertaining to all sites, filter the information according to the user's

pr ef er encw® oanet8ps ovi de the resulting information to thePaTarso/445e9

information provided to the user may be in any of a nunmber of -103 WO

02/ 044868 REV WS BRRAtioh Y LRievid 15y eI ARP ff&ﬂsﬁﬁttiﬁgaéntiﬁt@ng iBhenesl (such as

"the nearest Anerican food restaurarit is tw blocks west"), and via the

digita i spl i;ncl udi . ' s.then. c . roundi ngs
haxﬁl %ﬁgﬁ‘éﬁate N§ 1tucﬂé LE? 8%}1}%%&1& P«%Vlg&igﬁle d%sﬂcse, {nytgé{, g#}:%lve He

Irnteres

wi th porn I'nformati on may
be stored by the ASP . and provided to.the.user. [ 00285 er design
speci f Jerogption %P%Jr?é‘dgbi’de‘g er 1o O%EFedf‘é?é”fm’FfE?rtBﬂ t{’%mpﬁéﬂateggﬁdﬂaﬁgwitﬁ“g

materials, the details of which will be apparent to one of skill in the art
upon fevdetisrigorad D and eetivatesdhabeaceie acconpanying materials. TRANS- OCEANI C
CARGO TRACKI NG [ 00286] An alternate enbodinment is directed at tracking

shi ppi ng contai ners. The GEIDINGERARNINGSYSTEM) determ ne what
containers are on board a ship b) receive position information fromthe
GPS sajsk$i]t es c)n yetanstieit enhveideit shecybsteacdesdrivdd ielreia sddy HeaisethtoASP whi ch
is connected to a conputer network, such as the Internet, fromwhich the

end USglovRIBTeAHagSR a G fdrﬂfx@%éﬁ@ﬁa'! pmpoi&%zgaﬂdi@ BV LR H6RaTR thy

conprises: a Radio Frequency Tdentifier (RFID) Teader which includes an

Radi'0”Fr equen d | ncl udes
£ ansodiycss Bilseafih MAEHAE. ATRAPEEFb, KR G oo " g, °°°

which is.placed on or. in each.shipping container .bei tracked and has a
ot ef or SO e PyBI L SHRLE PAR s gl RO e BT ROt or mat | on
uni que to each container. The information programmed in the t aglﬁrr.ay
di f f er Sengye sysk pHkNGWE sensoxstipr wading gulse FMbeieRReTAYEs blgodioxyeemandBsdikener and
have the shipping conpany keep inventory on what is in which container.
Anot heand ssfeedbask dewice,dutiaps a pair efifeadplonbs idigjtad Hisplepdandithe likasbdthind nor e
efficient to use the prior nethod and reuse the containers or tags, rather
t han ughieh atdeoupledae tieg pargiblegunite -AW deberiteliabbag shd patablwauitchldoeincludes :

location tracking circuitry.

[00282] -  In operation, the ASP continuously or periodically receives location tracking

information and sensor outputs, thereby tracking the user's location and various biological

variables. Having received such information, the ASP preferably stores the information and

makes it available to users via a secure web site on the Internet. In an alternate embodiments,

the ASP communicates with the end users via any of a number of communication paths,

including LAN, WAN, voice/cellular, and the like. More specifically, the ASP preferably

provides both real-time location and sensor data, as well as historical information, such as

average speed (based on change in location over time), average pulse, average blood oxygen

content, and other data available from the sensors and location. Such averages may be taken

over various time periods, such as months, days, hours, etc., or taken over discrete events,

such as a runner's training interval, or over the time period the user is in a particular location.
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nore costly. -104 WO 02/044865 PCT/ US01/48539 [00288] Although not
essential, the device could include a power source or have features to
connect twoazpeoises source in order to power the conponent Cofusphessadevi ce. A
strong el ectromagnetic field would be needed to reach all the containers on

the shi[@28s] nce Thbe\Jrom@y fiteRe petfirm qktaRAdalyRRkdn therdcBRe8 1dcaisH Mdf the
el ectromagnetic field being generated, an external source of power woul d

pr obablyhsBedRs %@ﬁlﬁﬁéjsu&%ﬁﬁg% J@Mﬁtb Agh ﬁleqp&{sgﬁei %@&aﬁﬂﬁéﬁgy&fﬁ wi 1 now

be described. A tag progra uni que i nformati o aced in, on or

built | LpRpi ontainers. The, device is . somewhe on_the ship,

pref er g%%)mgeﬁ @ﬁggﬂg’ec e ce aégger%] BARPE oMUt YAy 3’(?{'% COLRRAE E@ | f

t he deyi ce has, an internal wer source, it could stand alone, but if not,
it nustoclon ayhirasqrdata g Pée‘%%\%‘i thegsfiplds Inrpne suphsembedimest, theed8Pves positi on
data fromthe GPS satellites. The antenna or coil in the reader creates an
el ect r eerapAIes actudliledation The timgglathdo pradstermingd decation and tineidatas therebyi gnal .
Reader decides the data encoded in the tag. Transceiver transmts the data
col | ectietenfipingi wheohrer diad aseaixd'behihd" §ir"aheddad)sclicdutde Saeh infibiatisa eyl et €.
Cellular satellite transmts the data to ASP. End user can access

| nf or NBirtieilarlle asHTEli 10 deliiiey k@Gl O Ahletel MRinEY. PABRherdndlysRpefHiShe 1%002 90]

The el ectromagnetic field can be constantly present, but that V\Dlﬂ be a

oot R A, R B SRR ey B DR 3L

sonmeone at A ot a
probl em wi t h .maki.ng.i eripdic i,s. the fact that _.the en se il not
Rnow | ek iietaole, i m shantee. e B0 EpiPoNe Jeckstinas " he
exact | ocation is unobtainable. If the electromagnetic field is created
when pPeFREEYWhethes pRBmeLFaInEEfp%a fremakiigReher heprt saie withina cqregpemge Ot her
applications, as well as a nore detail ed description of the various
conponernsaintinsthes blppdtgdumosea lewelpwithin dedrtiielrange. [ 00292] The device can be
pl aced near or on the surface of the object (either above or

[00284] As noted above, the system of the present embodiment further includes a

feedback device. Accordingly, any of the information received by the ASP, derived by the
ASP, or stored by the ASP may be transmitted back to the user via cellular or other
communication means and received by the feedback device. In one embodiment the user is a
jogger and the feedback is information relevant to training, such as actual speed, heart rate,
blood sugar level as compared to optimum or predetermined levels is provided via the
earphones. In another embodiment, the feedback comprises information pertinent to location
and the user's surroundings. In such an embodiment, the ASP maintains a database of sites of
interest, such as tourist attractions, restaurants, museums, and the like, and automatically
provides the user with such information based on user preferences and/or user location. More
specifically, the ASP's computer system is programmed to track user location, retrieve from
memory indications of the user's preferences, retrieve stored information pertaining to all
sites, filter the information according to the user's preferences and provide the resulting

information to the user. The information provided to the user may be in any of a number of
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bel ow ground), or can be placed within or beneath the surface of the
object. In a preferred -105 WO 02/044865 PCT/ US01/ 48539 enbodi nent of the
present iwWOoeabi4ny the device is adapted to be pl aced proPCRALSe1/4#83589 obj ect .
However, other configurations and placenents are envisioned as a matter of

desi gn fopes idchrlingwitd Giathedephdned %3] as/and MlisesviAnRirRES foddaasimehMgs s are
commercially avail able, for exanple, Axiom s FM5-21000 anal og system

I B AL 5t e e M L

receives and transmts data sly, ter 1'on specific

desi gn I uch ta transft be, acc li.shed via a direct
Wire-t gﬁ%&@@?ﬁ@ (ﬁ]i%heti 1|ﬁt8 r?g%ftﬁrﬁitﬂ@ﬁ%éedtny fhotts ﬁg%f%gé)f 8Ianﬂl§’Pé?ar¥q1encl udes
any nunber, of caq rcially .avail able sensors on the market, ‘including for
exanpl &toref Bslf sa,ndﬁé@Yié?‘iEo E€M8d8rs, tenperature sensors, humidity
sensors, pH sensors, air quality sensors, radioactive sensors, and

mechanil@@85§ ens ofOshertdgsign gpecifi¢ applicpti@s @8 davieeschew et dodli intthe pr esent
invention may al so include a power source, such as a solar powered

sel f - clacapigying aterials, thenddtils-oftvetictewil b apparenetol @fe, of 3kidl ia the £t @Rnocessor .
The battery can be used to power the various conponents of the device such

as t he réddimg dn@eRHMSandRE R cOMPEBRELREREN: The A/D converter can be used
to convert the sensor data for transm ssion by the transceiver, and can

al so be used to convert data receiver fromthe transceiver to the sensor.
The m croprocessor may be, for exanple, a MEM or ASIC based DSP, for

storing the sensor dat (o) it transmtting by the
transcei ver. [00296] ﬁﬁ&gsféCM§ﬁé{‘g§d&§%§§&N% f oregoi ng enbodi nment s
may util| any nunber of different. antennae .. It is, preferable that the
ant enn (Ldzéglad i nr’)\l“ggte’f%te li"ﬁ%‘“@%ﬁ)ﬂ}r?fg‘ﬁfaé tragking shipping,FoRMCEY fibet i vel y
receive the | qcation si@gnal s, such as GPS signals, and receive and

t r ans nfevieheanhierisedtosa) dsiermpiecHat 6pntaingisareson bepsth a ghipdw reagiverposigbrphony

signals, without interfering with one another. Furthernore, it has been
f ound irfeimasioh dioni the G sateltited e} irgmesnit the data collected wirelessly to an ASP which

1s connected to a computer network, such as the Internet, from which the end user can access
the information.

[00287] The device generally comprises: a Radio Frequency Identifier (RFID) reader
which includes an antenna or coil, a transceiver and decoder; a GPS receiver, and a wireless
transceiver. Another important aspect of the invention is the RFID tag, which is placed on or
in each shipping container being tracked and has a preferably unique ID code. These tags
also preferably contain information unique to each container. The information programmed
in the tag may differ. One option is to store unique numbers identifying the container and
have the shipping company keep inventory on what is in which container. Another is to store
detail on what is being shipped. It would be more efficient to use the prior method and reuse
the containers or tags, rather than using them once or using re-writeable tags that would be

more costly.

-104-



-106 WD 02/ 044865 PCT/ US01/ 48539 are those capable of receiving a w de
frequency band, providing for a high I evel of magnetic flux concentration,
and proviwprg/oissss a | ow capacitance to enabl e easy tuni ngPCTAGEDFYSIA
preferred basic operation of the device will now be described. The receiver

on the[o@gste i S Altho@sienyreysch@RIHY dedide @BuMiiAdluddEpsFsr sdatcelol hie syst em and
receives position data fromthe GPS satellites. e sensor receives data

di i j i S h izt d. Th
regar dig R)acroﬁr}%&:'{c' Ld’gé go@@f s%mé:tg?g ogfreé Hﬁov%?lﬂ?ecéoﬁ%oﬁlla?ﬁ of SheltfeviFRNIAL OF € €

position data a ensor ent or are otherw se available to
the trapnsceiver for tr m ssion t conput or base stati.on,.VWile in a
or of er PRAETEAHERFS e e B mrede R0 Saeh Uthe SapRInE oroh® MiBe e and
transmts data wirelessly, as a matter of application specific design

par aneth§ROWes g eééscl%FOP?liﬂQHéft@ theysitength of dhegipntsompagaetis feld being ggperated,

Wi re-to-wire connection. [00298] The base station wirelessly transmts an

i nt er r egaxiennl squgeeadl powet woulilgwiobably W piefersedi ch t he base station is in
two-way w rel ess conmunication. In response to the interrogation signal,

t he dey00289M r el @hsbysid oporation of thetlericedilonow bt déscribed. OA ttdpeprpSisingedl

| ocation (position data) and/or the parameter of the object being

noni t okBlh UnSQRIPforHAI is pleébd 1E bnioR bR BhpifPebnb8ndENThd fdfkcei§ Stored in
t he device such as, for exanple, identifying object information. The base

statio [ r &g i [ L:nf o j r.ecel devi ce
fo o Sunfvhe bR, R0l A B 0l WL OBER o aREBRIEE] b ARG,
ultima be stored, displayed, printed, process or .sent .to other

cent r atf i APGes B335 biselat RoG Pive P pailf e HBR SRE G 1Dy 8950] The
central unit, which may be | ocated in a nonitoring center, for exanple,

may neRemneRed feynever soarce; die Ghat feeeiverapsess @asition datadiom thediRal 1y, for
exanpl e, by a manual intervention or a command triggered by a particul ar
ci r cunsatelhitcss. The ptthwranproe]l it Hee reader cxtates am electmaipagietic field. rkhettag détects or

wi rel ess comruni cation with the base station. Wile a preferred enbodi nent
of t hetlRubjdee™ attivadioh bigRale Meadéradesides tRsherenoddeddh #hd t@nTidneceiiyi ce to a
base station and then to a central unit, such transfer may be directly to a

conput ghusnGaithé Qdta c&l%f@d%oé?ﬁ%?ﬁatﬁ QRd Bah f8RI thef t6RBe VB ShEBit@SCaIRt ter of

application specific design choice.

satellite transmits the data to ASP. End user can access information regarding the location of
the shipment via Internet.

[00290] The electromagnetic field can be constantly present, but that would be a waste
of power. It can be created upon demand, i.e. have it activated by someone at ASP. Another
option is for it to be created periodically. The problem with making it periodic is the fact that
the end user will not know in real time where his shipment is. There would be lapses when
the exact location is unobtainable. If the electromagnetic field is created when prompted,
anyone can locate his shipment at any time.

[00291] Other applications, as well as a more detailed description of the various
components of the system, are provided below.

[00292] The device can be placed near or on the surface of the object (either above or

below ground), or can be placed within or beneath the surface of the object. In a preferred
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-107 WD 02/ 044865 PCT/ US01/48539 [00300] In light of the information
received by the control center, an autonmatic, sem - automatic or manual
response wayn2beisneeded. For exanpl e, upon review ng the i RCoOrusat/issso
received by the control center, a technician nmay authorize the irrigation

of a t&RREREnISfANPprefent fnfveRHon, Bie vVItRIis RUPRId 16 be PRIcEE brdx@hig tiedsHjécr ed.
Alternatively, after analyzing the information received by the control

center o) LG : G j
part i dap Be R o i bldcomeike OGRS aiihef OF B4 fpefific
aut omat i i:al l%‘}s The control center nmay al so performvarious analysis on the
| ocat i BRIFHBPmati on and sensor information. For exanple, the control
center_may have stored .in nmenory_ certain thresholds, .the occurrence of

whi ch [082%s t heVareusvgreless fapsceiersan gommergiallyavetablpyIghexasPlene end- user s
or to automatically irrigate the object. [00301] In another enbodi nent
accor dixignt’ o FMie2 fitswalog isystemt Waile in h prafevédoambodimesdhe devies ofdbei pt of t he
interrogation signal fromthe base station, periodically sends information
to theibhesspiicatitmmRceiVdsiad nmnbsmis deh atitelgsly tastahratice o€ bpslitatiod specilci on i s
sent by the base station to the central unit. In yet another enbodi nent
accor g AntrdniGeR) KSR Bita 'tﬂﬁ}iﬁ&tl‘nﬁ?be bR Pivhesyia 8 8RS wikd-RwREi on to the
base station I n response to a particular circunstance nonitored by the
devi cecO'nLI%JCQ%%Z] The processing of data relating to, for exanple, the

physi cal  Tocati on and/or the paraneters of the object being nonitored may
occurr@i i@ﬁr in Igﬂe? devi ce, the. base station, tr%e cgntral unit or sone
conbi RAPEMH t her Do tersensatasised herengiides Ay pnbrp s ommsisdly on  dat a
fromthe GPS. The data may be processed by the device itself before sending
t he cavailelle sensproyosithamarkssdngleding dorramples BiosenspisoMagticSERRAS, vel y, t he
position data received by the device may be sent to the base station,

whi ch tpmpemtge sertshes, hurhidityratrisors, pHdensmis ailranaldy s¢rsorspiadsdactive $epsesi on of

t he object, the cal cul ated physical |ocation of the object being sent to

the oR@dtrhédhabidhllsendofs, yeharad@tdver al ternative, the position data is sent to
t he device which sends the infornmation to the base station which, in turn,

sends [ohgodnf or Makd RRidedf HREHERAE [FkntitH day A1Bo fliudle a power source, such as a

solar powered self-charging battery, a multi-channel A/D converter, and a microprocessor.
The battery can be used to power the various components of the device such as the GPS
receiver and the microprocessor. The A/D converter can be used to convert the sensor data
for transmission by the transceiver, and can also be used to convert data receiver from the
transceiver to the sensor. The microprocessor may be, for example, a MEM or ASIC based
DSP, for storing the sensor data and/or the position data for transmitting by the transceiver.
[00296] It is to be understood that the foregoing embodiments may utilize any number
of different antennae. It is preferable that the antennae used in the foregoing embodiments
efficiently and effectively receive the location signals, such as GPS signals, and receive and
transmit the wireless communication signals, such as cellular telephony signals, without

interfering with one another. Furthermore, it has been found that effective antenna designs
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-108 WD 02/ 044865 PCT/ US01/ 48539 enbodi ment, the central unit processes
the position data and cal cul ates the physical |ocation of the object.
Fur t her nowe,02o0i86pr esent i nventi on contenpl ates a di stri beCaEwspr/eesessi ng
schene in which part of the processing of the information received by the

devi Cegrb $hosRlcBGBISecdiin @ ide BYq@ney lﬁ%cf,‘ Bkdvilin®for N8B RVEICGF midetibase

station and/or” the central unit. "Fina , the device may be preprogramed
with t i d . i .l dentifying
char acﬁ'g% %&%ﬁ%%np%@ﬁr? {’ltc1 @fgﬁ%%oﬁ%?ﬂ%ag%r%?g? g?agmd%a?}é?(%nﬁ 2 its location

wi t hou need ,of or in conbinati wLth the GPS data.. | RRI GATI ON
SYSTEM[OPé%os] ThrelRtePas Rpeston ‘83’?%‘1%@%‘?’@\}?0 SQC eS&E‘s’/‘?hgc gﬁ?%re"%%t ely
nonitoring an, environnental parameter indicative or whether an object,
such aen the devicg és injaae-wayceasnunieatiog yrifiothe 6P satallite sysiem ond rmpiveay of
non-limting exanples, such an environnental paranmeters may be the water
cont enpgsitiomndadi frgm the GPS satellites. drhepkensyir r¢deeves dath regarding apadiculmat e a tree.
The device is placed proximte the tree. The device conprises a) a receiver

for reeahviends e dbictnishal 18 Helrhdhitonel. GFl pdaitiod daenmarthé Jenkér dateasur i ng or
otherw se determning the environnental paraneter, and c) a transmtter

for tranpsl &b bifriRe aRffbleii0 Pl aNd foPRARNRSR 182l BnipRite? of ir al uni t,
such as a conputer, a control station, a base station or a ground station.
A user_.can cess this infa tion,tq determ ne.whether .that particul ar
Croo. sl VERSP Art B urb R mplint Aane 8 A At 3P Rbbr KesBhhdns

i nvention nmay, al so be part of a _systemfor providing automatjc irrigation
of t helrgusgts dpairelessly, pva Balieed 2pR C%@nisa%ﬁ‘f)g?%&ner&ram?% sichoter al |
irrigation systemfor providing automatic and precise mcro-irrigation of

i sol atteansfsir amaydezacaoroplishedwig a ﬂg‘twt wirarpivare qoeetieni ce can be used to
determne if a particular tree needs water. If so, the device can transmt
t hi s i[0D298Tat i onThobaae statibn evirelessiy transmitsdrr iateeeghtion signabyo i decice, with

Wi re-to-wire connection). The device could also transmt the precise

| ocat i QhicRthd Bie blaBn Miid tWdLvaPiareliest BomaniRicaton. Iy rdsPensday iikeaintetidgstiorat t he
central location or control station, the user would know whet her the tree

needs stlﬁlal?,elhé Hé&i%ﬁgesmsm}lﬁ&ion relating to the physical location (position

data) and/or the parameter of the object being monitored (sensor data). Further information
can be sent that is stored in the device such as, for example, identifying object information.
The base station sends information relating to information received from the device to a
central unit. The information received by the central unit can ultimately be stored, displayed,
printed, processed or sent to other central units in a network or the Internet, for example.
[00299] The central unit, which may be located in a monitoring center, for example,
may make the request for information periodically or aperiodically, for example, by a manual
intervention or a command triggered by a particular circumstance. Furthermore, the central
unit may be in wire-to-wire or wireless communication with the base station. While a
preferred embodiment of the subject invention envisions transfer of data from the device to a
base station and then to a central unit, such transfer may be directly to a computer, control

room or other central unit type of device as a matter of application specific design choice.
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-109 WD 02/ 044865 PCT/ US01/ 48539 know the precise |ocation of the tree.
The user could then irrigate that particular tree, and no others, thus
savi ng vawoaRloessemt er resources. The system coul d al so bePpragpamsed t o
automatically irrigate the tree without user input. [00304] The device may
be i ncpymoopt ed IMfightdFHShRIMbASN FRBIVEQbY Ak dodARol dehited BHn AfomdtRIMHENENt S
for a plant, tree or other object requiring periodic or aperiodic

irriga : - o .
spect't Pagpst 8 mybA TR Enec iy incoltd ok B b RUAP B RoREn, ) e
sensor(s). f etecti condi t.i.on _or seri.es of. conditiLons ., which indicate
Chat 1 Fepiyat Pt Slp Lol S aeinift gy aRflorize e iraeh oh e He o Rt 415
required. It is to be understood that the particular type of sensor(s)
used dEpEHESOWMSHPlaRTE obict being moniteisd; Yilsrasaelygaties Analpriag thedpfermatdionides,
for exanple, sensors for detecting tenperature, humdity, pH and the |iKke.
The sermeivéd by theyconérol canter edprapmuebeing el lyvhg contrd cerftremdessceain@aay al so

i nclude location tracking conponents, such as GPS receiver as described

above pirticilliech@ticheandryithosiz@irEpatagy te M@ dosatibh atildgatieutiat IThe cotcal RhtefBy be
preprogranmed with an identifying characteristic to permt the central

conput gay bR JRHEFAVASolstaRaly QS 8h HiRoRhtidiAHForion AREAnS: iﬂgnhﬁioqprﬁ& nation
with the GPS data. [00305] "The positioning information and the output from

the se nsm.tt trol center wrelhessly via an antenna
or in ?%ﬁpﬁ%g%gﬁé@-l %ﬂtéﬁ Iﬁgeiy li:ag’ﬁ ﬁ%&%clpfglnm RS Cs? hgmv\ﬁ .eShO']‘ﬁséﬁ%:%or?f VOrEe ter, in

turn, nitors or otherwi se determ nes the gositl'on of the device and
moni 1 o BICycaes dhe FrTOLERNEE ¢ S AAATELIOATY O AL DAL or ¢ he desi r ed

environnmental parameter. [00306] A specific application of the systemwl|
now beawewatiqablydrrigagathe ebjact. nonitors the environnental paraneter(s)
proximate tree A, and this information is transmtted wirelessly to the
cont r oj008ent er . Trhanotien embbdinent arconhmg thethe praserd inventidn, thaddviceuivithoatr ee i s
bei ng nonitored either by receiving the GPS data from device A or by

ir gg ﬁlt ;/%he ;jh;,]o%[ptio@ﬁf&ihfe}@gﬁtidhrkigiﬁﬂﬁoﬁfth@ bAR! statoa PP RARANE sbrdis irfofniABndeVi ce A
th)e/: bas?e station. Information relating to the received information is sent by the base station to
the central unit. In yet another embodiment according to the present invention, the device
sends inforrhation to the base station in response to a particular circumstance monitored by
the device.

[00302] The processing of data relating to, for example, the physical location and/or
the parameters of the object being monitored may occur either in the device, the base station,
the central unit or some combination thereof. For example, the device may receive position
data from the GPS. The data may be processed by the device itself before sending the
calculated physical location to the base station. Alte;matively, the position data received by
the device may be sent to the base station, which processes the information and calculates the
physical location of the object, the calculated physical location of the object being sent to the

central unit. In yet another alternative, the position data is sent to the device which sends the

information to the base station which, in turn, sends the information to the central unit. In this
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-110 WD 02/ 044865 PCT/ US01/ 48539 device A as being proximate tree A The
devices may al so include identification nmeans such as flags, |ights,

aut onobi lwogomss; and the like. If the control center deternisnggssshat tree
A is in need of irrigation, then the control center can automatically open

r enot eeipedifdeht, ViRl d8trfl urdiQprbédséed hEpdsitRh dita 5Xd SRS thE Bhyichl RIXkiIGY al so
be operated nmanually whereby a technician is instructed or otherw se

ot o b bichf PErfAReE IABEER! IRBnAERIE, hORANNEAIRINE || Y oPen®

renmote contr system can ed toirriga ee Afor a
certain anount ,of ti r to deliver .a.certf.ain amount .of water dependi ng on
Che. paibAedn whig et By brotespog al Bin/PoEmAIEh FREr S POHE S51eF 3 cony unct] on
with other data received by or progranmed into the control center. [00307]
| f conproeessed ik part.dutacgombiraiionio the devics, thedase shatigngndox theseatraljmily
irrigation, then the control center nmay open up both renote val ves A and
D. Si nFinally,the ddvitehmay bepreptograpanedwittl ¢dheelopativasdathetmat be pripropraeesed n t he
entire area 11 need irrigation, then the control center can open up area

cont r olvitd ah idendifyih® charidigiatie té pafft the cEhtralcamguter toldeeer@@ittitsdbeatdnt er can
simlarly open area control valves 12 and 13 to irrigate areas 12 and 3

(Ot SRR thd ftkof R fa ccrSh&IIQLid e cieagn!l | nvention provi des for

mcro-irrigation o trees, thus saving valuable water resources. The
system can al so save valu providing for the
automatic nonitoring and ?ﬂ%m%éff@gﬁﬁgwtrees and/ or areas.

[ 00308 fol | oy ng, exenpl a ications.detal |l further aspects and
bopl 1 COPOR F oF 8% RoGRTR A HnBE 5 mERIAdrae e s blel Hon Rt
systens descri bed above, One of ﬁ%éékﬁi .the aggé upon readi ng and

under s?né’ﬁd’%mtahﬁar?ﬁ‘@@ﬁ ndgatige ey 3GCh, Su pedicsricedw t he
devi ces and support networks described herein can be applied, nodified
added irmgatiosugsifertibizattonf e ofgwbdimiting egamplessueherenvirosmeniebt i on with the
specific applications described bel ow. ACCESS CLEARANCE -111

parameters may be the water content, humidity, temperature or pH of the soil or air proximate

a tree. The device is placed proximate the tree. The device comprises a) a receiver for
receiving position data from the GPS, b) a sensor(s) for measuring or otherwise determining .
the environmental parameter, and c) a transmitter for transmitting the position data and
parameter data to a central unit, such as a computer, a control station, a base station or a
ground station. A user can access this information to determine whether that particular tree
needs watering or fertilizer. Further, the device of the present invention may also be part of a
system for providing automatic irrigation of the tree. That is, the device can be incorporated
into an overall irrigation system for providing automatic and precise micro-irrigation of
isolated plants and/or areas. For example, the device can be used to determine if a particular
tree needs water. If so, the device can transmit this information to a central location
wirelessly (or by direct wire-to-wire connection). The device could also transmit the precise
location of the tree via the GPS data received by the device. Thus, at the central location or

control station, the user would know whether the tree needs to be irrigated, and would also
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WO 02/ 044865 PCT/ USO1/ 48539 [00309] A wrist watch-1ike device conprising a
W reless transceiver that activates when approaching a |ocal receiver,
transmtswaogesesl | D to a ground station and stores i nf@cratSoo#sssecei ved
fromstation for future access applications. Gound station grants access

or religasefie biliR:10@REn bEARIER. ThHe LbdFRouldBed RESkte Bat pAKichlH teCaktBA® M Ni ng
purposes. It could be |located and deactivated renotely if |lost. The device

10U 0 Lo AFSER ANy AUABLL 9 RSB Sy BBk engnd secur e 1L om

pi ck ups, W a mni ter security than
a card. Potential. custo s M0 | d i.ncl ude busi ness, governnment, schools
and urfnpaticg Iéér,“gﬁ%’g%? of wit cl’i'gfléﬁrér}p%'anks, retailers, amusement parks,

st adi uns/ arenas, sports teans, performance halls, novie theaters, ski

r esor t[§03@4si nosThe dgvigeimasbe insppprated ppiaystepolos mopitaring thedrigation- | i ke
device conprising a wireless transceiver that activates when approaching

r ecei viequiensnksfbr e plingriesetor athgr dbjactsequiing paieiic dDapevodiguitigaton, for Equi pnent
al l ows use. The device could be |ocated and deactivated renotely if |ost.

The dguipR, 8958t dofieinihe dystdin dhthiouse N BERLficAE S, ddviceliayebi fosttioned per son
by transmtting ID. Potential custoners would include tel ecomunication

conpani & fihd | ' firm
om0t

wat ch- i ke. devi ce conprisin LW L-el.e t.ranscei . ' account
i nf or r?ﬁfi"lcﬁﬁl%fc@ter ﬁlégwng%tlogﬁgﬁegalzﬁ%gf) Oﬁh 5 03 ab%xﬁ?%?:%t?% ‘%‘%@“?@?ﬁ P vat ed
renmotely if _ lost. Potential custaoner ul d.i.nclude finpancial,institutions.
ALZHE| bR updersterd thagthemagiiquia dyes| 0 ASTPT(E) usyd dehen k‘BOIHﬂ\?ipéﬁwB]&ﬁpri sing a
GPS receiver and wireless transcei ver worn by person that needs to be

| ocat eebnditionbeimgwdnitosedyaad irchidas. iferrexemply: senserssiondeteFiingriempresflred f r om car e
taker. Caregiver wll request information via web site or call center. The
-112 humidity, pH and the like. The sensor(s) may be located above or below ground. The device

may also include location tracking components, such as GPS receiver as described above or
the device may be preprogrammed with the location data or may be preprogrammed with an
identifying characteristic to permit the central computer to determine its location without the
need of or in combination with the GPS data.

[00305] The positioning information and the output from the sensors are transmitted to
a control center wirelessly via an antenna or in a direct wire-to-wire connection (not shown).
The control center, in turn, monitors or otherwise determines the position of the device and
monitors or otherwise determines the sensor outputs to monitor the desired environmental
parameter.

[00306] A specific application of the system will now be described. Device A
monitors the environmental parameter(s) proximate tree A, and this information is
transmitted wirelessly to the control center. The control center can determine which
particular tree is being monitored either by receiving the GPS data from device A or by

receiving an identification code or other preprogrammed data from device A identifying
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WO 02/ 044865 PCT/ USO01/ 48539 device could be used to | ocate a m ssing
person instantly. Potential customers would include Al zheiner patient

rel ati vesworo2oasedi vers. VI SUALLY | MPAI RED LOCATOR [ 00313PCA/USni/$4539

wat ch-11 ke device conprising a GPS receiver and wirel ess transceiver worn

by _thede‘éi'cié Fkaés' BeihdRBkiSHe tife Al Ot dRvichembhish indh&iefidéRERbi S mbA{sauemt i on.

Device w signal location to ground station on demand from user. User

T TRHES bigh! QLERbHAL s Gt the pgf{hﬁgggtg?li%gﬁe?aeteﬂmhgs 6 azed to let

the bl% W ocation 1 nstan custoners woul d include
visual ly inpai.red peopl e PARCLE | TOR_ AND .LOCATOR [ 00314 IS

wnt o it ol o6 e B e IO SR Pyt a0 St FoRaPBNEA 4t i
sensor worn by parolee. Device will signal location_to ground station on

demando iigaimtiead.eRf eoursaibia sysign may alsodiw epsratsdcmaarily gerbywiteehnicidi est
information via web site or call center. If parol ee renoves device, the

| ack df ingirtetéd e ofherwibd ddviseid dlope trea Aweeeds attpnsioyg waderebly dhe feehrician enf or cenment
agency. The device could be used to |ocate parolees instantly without the

ri sk GhadBYbp&@ER¥INGEG dohBoRIVEA. TRObBRIn 3dn bisdaptEdrts irgaledret Acfoyde | aw
enforcement” agencies. CH LDREN LOCATOR AND MONI TOR [ 00315] A wri st

wat ch-| j.k: i q 1. Sk : i | t i and bio
deliks aﬂﬁ)\ﬁhfﬁfl AEBE l°ddhGers ée?méﬁ BEQINY BF walth UEH B oldnARS Shntler

sensor worn py C ren. Vi ce S| gnal | ocat’ion and vi signs to

00U 250 0 AT e S FRLGT ek R b o

via we send warni ng 0 station
when no vital sign are r?corded. Station will place call to parents. The
devi cePregammegdntodhecqmral 6etde%e i ssing children instantly. Potential

custonmers would include parents and grandparents or other relatives or
aut hor 093] car edf eentel cratpntmeEmies thaybsesh and i.ifet cxarpis npeddarigabionc e
conprising a GPS receiver, wireless transceiver, and bio sensor wore by
peopl ehat the cektralfcetnet may bpeinappet rerete ivakresil anddd.gBiahilarkyc Hitheorontrol
center determines that all the trees in the entire area 11 need irrigation, then the control center
can open up area control valve 11 to irrigate trees A, B, C and D. The control center can
similarly open area control valves 12 and 13 to irrigate areas 12 and 3 (not shown). Thus, the
system of the present invention provides for micro-irrigation of the trees, thus saving valuable
water resources. The system can also save valuable manual resources by providing for the
automatic monitoring and irrigation of individual trees and/or areas.
[00308] The following exemplary applications detail further aspects and applications
for the various embodiments of the devices and support systems described above. One of
skill in the art, upon reading and understanding the invention described herein, will envision
how the devices and support networks described herein can be applied, modified added to,
subtracted from or substituted to operate in connection with the specific applications

described below.

ACCESS CLEARANCE
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-113 WD 02/ 044865 PCT/ US01/ 48539 ground station on demand fromrel atives
and/or user. Relatives will request information via web site or call
center. TWeO odevwise® coul d be used to | ocate ki dnapped peoplP€T/UR01/48389 al
custonmers woul d i nclude high net-worth fam l'ies. PROTECTI ON FORCES MONI TOR
AND LOG83693 [ 0034 Girishwilidhstika\@dvide dolpfisie i Widel 63 TRink o tidat SR ategCei ver,

W reless transceiver, and bio sensor worn by agent that needs to be

moni tO&gér%O%&lgoaﬂcg@gtaq cal UGS twﬁgﬂggg h 3fa T DGALLAA S Ahisd alion on

demand eadqtarter s/ canp. uarters w request ormation via
web site or .call center. The device could he used to | ocale agent in danger
i nst antFmaHeR W@S’(Yeﬂ&@flhg?u‘?ﬂ ]%’é?futgriejlﬁ%esf 8&@%"&59‘?& ﬁ%?&ﬂ??téflo%@g’ﬂténer s woul d
include protection agencies (FBI, ClA, _police, fire departnent), and

mi| it apdgessiopelepspeitens ,anﬁrei@qwi%lp ine.cind Jooppe fpr SpfrrerdatiminngRUEREss: dcATOR
[00318] Wist watch-1i ke device conprising a GPS receiver, wreless

t r ans ceiuldebe loeateld alnd deastimatod rempotely bjlosto Nde demicp vtoaht alkdw aarggemly Oevi ce wi | |
signal location to ground station when vital signs show a pre-progranmed

danger aithdiEze® pEd2E, o akRGRite RN declredRPANIEIBPY, ad td alldvetrafficida@anihingt escue her
i mredi ately. The device could be used to send SCS signal to police

depar t Kﬁ%@ﬁsﬂeﬂ g&ﬂ%&gﬁ@ 2o abbeMtid d8toMeiadtl1a #idhriR winkgcat i on.

Pot ent 1 al toners d 1 nclude women age 20-60 and parents of 10-20
year old girls. ELDER | TOR AND LOCATOR [ 9 ' -11 ke devi ce
conpri %?VSEH%HEEEQOE%E%?@Y“%UF R g‘ﬁqsg%:sélga\cl}%%’, I]etagﬁig[ %@%se‘é%ﬁ@;garﬂ(%r n by
el derly. Device wll signal |opcatio ﬁliio round stati.on on demand fromcare
gi ver BRAIWREACHS APOTLS I§HES,BS 58?@6?‘ ) be%ﬁ?terén%?é%gﬁw RIPY: Care gi ver
will request information via web site or call center. Energency signal
wi | berlesnt to 911 station, for ambul ance di spatch. The device could be
used to all ow energency care and on-demand |ocation. Potential custoners
woul d i nclude relatives or calUSAGKELEARANCIK:r|y people (assum ng 70
years of age and ol der).

[00310] A wrist watch-like device comprising a wireless transceiver that activates

when approaching receiver-enabled equipment and transmits stored-ID to equipment.
Equipment allows use. The device could be located and deactivated remotely if lost. The
device could be used to allow equipment use only by authorized person by transmitting ID.
Potential customers would include telecommunication companies, PC makers, office
equipment manufacturers, auto makers, firm arm manufacturers, and PDA manufacturers.

PAYMENTS

[00311] A Wrist watch-like device comprising a wireless transceiver that transmits
account information to receiver-enabled POS. If could be located and deactivated remotely if
lost. Potential customer would include financial institutions.

ALZHEIMER PATIENT LOCATOR

[00312] A wrist watch-like device comprising a GPS receiver and wireless transceiver
worn by person that needs to be located. Device will signal location to ground station on

demand from care taker. Caregiver will request information via web site or call center. The
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-114 WD 02/ 044865 PCT/ US01/ 48539 EXTREME SPORT PARTI Cl PANTS MONI TOR AND
LOCATOR [00320] A wrist watch-1like device conprising a GPS receiver,

wi rel ess woansessyvyer and bio sensor worn by extrene spor PCpAISDi/¢85pant s.
Device will signal location to ground station on demand fromrelative/team

menber g Qi WosI béldstd tSlogRe ahﬁ'i%iﬁ?b&s&rhiﬁsﬂaﬁ_ﬁﬁ PAEn@IRHEEIMEN wond] Riclude
Rel ati ve/team nenber wll request information via web site or call center.

Emargeﬂ%- ¥ &?ént‘f‘é étkveg%rﬁﬁ@%ivgﬁ 911 station for emergency dispatch. The
e‘P’% ge used l"ocat i

devi ce cou 0 m ssing participants instantly and read
vital signs renpotely. Po ial ¢ incl ude whitewater rafting,
kayaki ng, mountain bi ki nﬁ%é@ﬁi‘ﬁ@hﬁﬁﬁ%?ﬁfskydl ving, and hand
glidin rticipants., J R | TOR [.0032 W . St tch-1i ke device
conpr i @Pﬁﬁ’ﬂa Wi r I‘@&“@M CBWBLHP% aiéépndsA elv@&ﬁnﬁa ngsﬁérg?ﬁ?cel"i‘?ét want s

to nonitor his/her vital signs while exercising. Device will signal

r eadi ngomdygheovigdallt imrairad taprovisy tenawithibeif locatiaipfamater Rexisowill n

dat abase for later retrieval on-demand from jogger, doctor or trainer via
web si dignablocatidd tocgrotmet statidreorddeniand fromoused. Bserusdlreqeeshoddidrination viaadallsi gns
whil e exercising to serve and replace routine effort tests and assi st

trai negehier. PPESNSVIEd culiS bOTRT0 11 Gl lId kDB Fthéir BRRELiOH indiaGilANBRertishNer s,
sports teans and/or trainers. HEART DI SEASE PATI ENT MONI TOR AND LOCATOR

[ 00322] ,An¥¥d 61(1)1%56‘19&4 {,iggalﬁﬁmg%%e%gﬁfei sing a GPS receiver, wreless

transcel ver, ‘ﬁl sensor, a by person with heart disease. Device
w Il signal |ocationt I -t igns indicate the need
for emergency care. E&%ﬁ%@@%l%ﬁgggﬁﬁloﬁo 911 station for

ener ge i spat ¢ch and rovided to.relatiye. Gound station.will record
ECG r e@@ﬁ‘g for 40V gag%él s&/e&?e63?8??%%?{.dﬁéﬁﬂ?gflg?rawlﬁfeﬁ ﬁ%’é‘éeégesr’ results
via web site. The device could be _used to allow ene g[ency C rearngnd post
event #dduneeser wois byRarelee. chsyisswiksignal dpqaten tughopn ?%‘é%{é@l%é‘ﬁ nts.

from law enforcement agency. Law enforcement agent will request information via web site

or call center. If parolee removes device, the lack of vital signs will trigger a warning signal
to the law enforcement agency. The device could be used to locate parolees instantly without.
the risk of them removing the device. Potential customers would include law enforcement

agencies.

CHILDREN LOCATOR AND MONITOR

[00315] A wrist watch-like device comprising a GPS receiver, wireless transceiver,
and bio sensor worn by children. Device will signal location and vital signs to ground station
on demand from parents. Parents will request information via web site or call center. Device
will send warning signal to station when no vital sign are recorded. Station will place call to
parents. The device could be used to locate missing children instantly. Potential customers
would include parents and grandparents or other relatives or authorized caregivers.

KIDNAPPING

[00316] A wrist watch-like device comprising a GPS receiver, wireless transceiver,
and bio sensor wore by people at risk of being kidnapped. Device will signal location to
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-115 WD 02/ 044865 PCT/ USO01/ 48539 RESPI RATORY DI SEASE PATI ENT MONI TOR AND
LOCATOR [00323] A wrist watch-like device conprising a GPS receiver,

wi rel ess woansessvyer and bio sensor wore by person w th IPETISOHISIBY

di sease. Device will signal location to ground station when vital signs

indic %%{ﬁ?‘g E{%ﬁ%ﬁ%‘ﬁ deBlan8 TRLORMAN e Mdfor JSEE EERNEs Will iédueWihforhgticienth to 911

stati energency di spatch and to provided relative. The device could
be used.t al l.ow_opp n i t i ncl ude
resp: ko ofr R e 3k dRfiet U R TR EBs oS IR ChL e
device conprising.a w reless transceitver, glucose reader, and LC display
t hat \ﬁWthP’@é’&o'g&m? hl%lb’é?t'svf’or@%{ﬁlieéadi ng in display, send it to ground
station, and/or to insulin ﬁug The device could be used to increase

frequency and redPBOTEGTER CESMONFORANBIOECALIGRy. Pot ent i al
custoners include diabetes patients. DOVESTI C PETS AND LI VESTOCK [ 00325] As
i |1 ust[PeEH i n A yuisewah likeweyiee canpprisings S8 Sdecaives, WBAkSsS EPEIET.GPS
receiver, transceiver, data storage, self-powered battery attached to pet's
neck. aRebioenssr warapyngtitfiyat Béedsfio bostonjieted vnd lecatedl IDay@etval signalveb page.
The call center agent will | ocate pet upon owner's request and informthe

OWNer 1QatiG’¥0 %1‘6%@ YaBbh 6:9888¥nd fActh hwddquaérs/B8imbh elep@quatters willgequester . The
device coul d be used to | ocate pet upon owner's request. The call center

agent iﬂoh%atlo%hcﬁa GveBSkt B?galf Qafd Prh DG PN &I uld B SERY0 Richfelag@it i bargel at ed
S A UROE T YT N ? £

servi ces, suc g an agency to physically locate the pet and

i denti.fyi ts if. dis es aris Pot.ent i,al _custaners.:incl owners.
[ 0032psastdopdersd bisherSRial SEudiepiay op Eme Buse BRI e BiFelRh 2T
storage, self- powered, and_bio-sensors igttagfged 0 nonitor an identify
cat t | agensiesgFBE Glis pakies, {iFedepariment)-#ge rghut (fon soldiss: maripes BUYMe pr oducti on
facility. The device could be used to increase reach of tracking and

i dentification syst SWOMENSAFRIMMONITOR ANIN LIQEATOR es. Provi de

addi tional opportunities for applications such as di sease control,
i nvent[60348iranageWesttwatth-tikk device comprising a GPS receiver, wireless transceiver, and

bio sensor worn by woman in potential danger. Device will signal location to ground station
when vital signs show a pre-programmed danger-like pattern. Local police department will
be advised to rescue her immediately. The device could be used to send SOS signal to police
department when in danger and allow fast determination of location. Potential customers
would include women age 20-60 and parents of 10-20 year old girls.

ELDER MONITOR AND LOCATOR

[00319] A wrist watch-like device comprising a GPS receiver, wireless transceiver,
and bio sensor worn by elderly. Device will signal location to ground station on demand
from care giver or when vital signs indicate the need for emergency care. Care giver will
request information via web site or call center. Emergency signal will be sent to 911 station .
for ambulance dispatch. The device could be used to allow emergency care and on-demand
location. Potential customers would include relatives or care givers of elderly people

(assuming 70 years of age and older).
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-116 WD 02/ 044865 PCT/ US01/ 48539 cattle and pigs in production facility to
specific farnms. Potential custonmers would include farnmers and producers.

[ 00327] BMDARIDERED SPECI ES [ 00328] A device conprising a GRHUSeUHSIEr ,
transcei ver, data storage, self-powered, bio-sensors attached to mammal s

and other |angeTRIME SPORT MARTICE ARTSNIONITIOR AND IARCATOR pr ot ect
endanger ed species. The device could be used to track mgration routes for

resear @tbg%oﬁgr POS&Syrisk %?éﬁ-l‘il&bﬁe%&efcgmﬁi[ﬁﬁg RIGHERHECEREY, V\Qltemﬁl glﬁri%fﬁg%xcihd

applicati Potential custonmers include Governnment, w

federat.ions, and universities. H PREEny: ﬁg\“@f mar ket
i nst al 1886%%?’9{‘}1 ?ﬁt‘%(r)r?:ea%pp %ﬁ)aftyﬁle gfé\%lfe }é conpr élk)gg@gao ecels&/ag{o,n
transceiyer, and battery for car theft recovery.. own notifies DA of
oot cal depraad TEpre EtELAKgR Fhenies of e i CLES FHFALS TheriEc (e ARETEERRY upon
owner's request and informthe police, or the police may have direct
accesscare Reletivgfionmanembay wiltequgshintoamatéen damebsite @ £d1 congeaEmesgancyipon
owner's request and informthe police. DA device could potentially sell at

a | ovsignapwilt e séramo 20U stetior( fou emergehaey dispatéin glhet deatrewbuidsisgbio ldeaté ce) .
Addi tional services could be offered, i.e. medical alert, collision

not i fi &king ParticRFRisAnARRTY Aldasal HerEignarshoteys @blenfigl dubnrROAEd Pot enti al
custoners woul d i ncl ude car owners and car rental agencies or other fleet

managefnﬁludy(%hgﬁ\g&%g{aﬁgﬂ%ﬁ%@%ggg%ﬁ%i@éﬁﬁ | (REI/HIRS RGbie FFIHARET ver

transcer ver, on e art pieces or place on
rrercha?r}gli se Ll ings..Provide | ocation services through a call center or
web si .ha?ﬁl\gﬁﬁ@\gipg‘gw&?ﬂ % be used to locate art pieces and nerchandi se
upon owner's request or through reﬂuest of a shipper. Potential custoners
woul d i ncl ude shipping -117 GGER MONITOR

[00321] A wrist watch-like device comprising a wireless transceiver and bio sensor
worn by jogger that wants to monitor his/her vital signs while exercising. Device will signal
reading to ground station. Ground station will record information in database for later
retrieval on-demand from jogger, doctor or trainer via web site or call center. The device
could be used to monitor vital signs while exercising to serve and replace routine effort tests
and assist trainers. Potential customers include joggers and/or distance runners, sports teams

and/or trainers.
HEART DISEASE PATIENT MONITOR AND LOCATOR

[00322] A wrist watch-like device comprising a GPS receiver, wireless transceiver, bio
sensor, and ECG worn by person with heart disease. Device will signal location to ground
station when vital signs indicate the need for emergency care. Emergency signal will be sent
to 911 station for emergency dispatch and be provided to relative. Ground station will record
ECG results for future access by physician. Physician will access results via web site. The
device could be used to allow emergency care and post event diagnosis. Potential customers

include heart disease patients.
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WO 02/ 044865 PCT/ US01/ 48539 conpanies, art owners, nuseuns, galleries,

private security shippers, arnored car transportation conpanies. W RELES
TELEPHONBVOEADSERIS [ 00331] Integrate a GPS receiver, tran®Ceivser/4ssevi ce to
a handset. Location of person <calling or receiving calls nmay be displayed

through cal | ESEIRAPOUSE DISEASTEPATIENRIMONITOR AND I@CATOMken di al i ng
911 and ot her energency services; person may be | ocated through

interfegs) i.e. A%&@Wat&elﬂée%avw‘éﬁbmpﬁﬁﬁg a IS reQPIQE, flilelesyigaisudivéand eet
nanagers sales representatives, real estate brokers, etc. The device

coul d 81%151% b%/}%g%gl?\ggl‘? ‘?ﬁto cﬁ&ﬁﬁ %evtlfé Wiif §1§ﬂa‘? ’R%éaﬁ&?to@ﬂﬁﬁ@m urers

produc erlngs cati service for free
or option for .addi t.i o Potential custoners ude
e esé%ﬂoﬁdm?fﬂa’&ﬂa[}?l%‘i‘%mdt %ﬁﬂ@@?ﬁéﬂ%ﬁ%%@%ﬁ%ﬁnﬁ EYUEed 5k e
17, a wist-watch size device co risin elver transcej ver, and
data swdigetien foremeaeansy Hisgaichen mfeﬂgeir% Neod: é‘FVléﬁam%lés%HS%fftP after
| uggage claim In the near term the device be used to |ocate | ost

| uggagaelow oppbitene trmergenayraare. t Patential custonpgrh in gesparatarp diseasapetiémds. airli nes
current tracking system The device could be used to substitute for
current airlines |uggage tracgLULGSKMONITOR cati on systens, i.e., bar
code system In addition, to |ocate |ost bags via GPS technol ogy. Potenti al
cust onpos24oul d A Ratsudatdhbigkeaievide REmpASNG A ivdtelesk BABR3veRighicosy teyidera

Wi st - match size device conprising a GPS receiver, transceiver, data

stor e @a& ek Wi }éaﬁg‘&%gé i%v!el's' %a%eacﬁng m&ﬁaﬁ ndRANGBWAE! ' S

reques Irectly to passengers at the airport, through

[he ool auogaﬂl%z%ga&s s e Rt aﬂé‘fge w200 ih el B e gqnypaﬂcamer s

request Foca I'I""center or web site
AR NES TR RER R
DOMESTIC PETS AND LIVESTOCK
[00325] As illustrated in Figure 16, A wrist watch-size device comprising a GPS

receiver, transceiver, data storage, self-powered battery attached to pet’s neck. Pet owner
may notify DA of lost pet via a call center or web page. The call center agent will locate pet
upon owner’s request and inform the owner or may notify an agency that will bring the pet to
the owner. The device could be used to locate pet upon owner’s request. The call center
agent will locate pet and inform the owner. DA may offer other related services, such as
notifying an agency to physically locate the pet and identifying pets if disputes arise.

Potential customers include pet owners.

[00326] Similarly, a device comprising a GPS receiver, transceiver, data storage, self-
powered, and bio-sensors attached to monitor and identify cattle and pigs through the
breeding/production chain up to the production facility. The device could be used to increase
reach of tracking and identification systems to farms and production facilities. Provide

additional opportunities for applications such as disease control, inventory management, track
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WO 02/ 044865 PCT/ USO01/ 48539 TRUCK AND FLEET TRACKI NG [ 00334] An after
mar ket installation of a tracking device in trucks conprising a GPS

recei ver \wpd2a448smnscei ver. Technol ogy may be scal abl e " hecrasat/adsBy" and
also integrated to possible vertical applications. The device could be

used t Qaltle@ad pigs sl plodtudfiordfakility fspecifie Fmsf PoRitigMiBomeaWonmdlasd urers to
i nprove | ogistics nmanagenent. Many "vertical" applications, i.e., inprove

real -ti i jsions, just in tinme production applications,
delivesgﬁggﬁggdﬁgﬁggﬁkotentiaI custoners woul d include fleet owners,
nanufaﬁgﬁngs, di stribution conpanies, utilities, other businesses,
gover nrrent. - [ 00335] In the foregoing description, the nethod and the system
of the present invention have been described with reference to specific
enbodi nents. It is to be und@?@?@§9£ﬁgﬂasgﬁﬂa@¥%d that variations in the
principles of the nethod and the system herein_ disclosed nay be made by
one of [8Y%8hary <kdlevics Gommisinga GB% geceiver, dranseisactita Harage sel-powered,

nodi fications, changes, and substitutions are to be included within the
scope ®lio-sdnsorp pankad to mammdlpandhetherdarge hgimals fon veheusapgrarahiguoje¢tapmbto The
specification and the drawings are accordingly to be regarded in an

i |l ust padteot endangétRespédiesn The davice sbuld Ot vl toarisk migrhlidn YtEX00448&68h

PCT/ US01/ 48539 WHAT IS CLAIMED 1S: 1. A systemfor |ocalizing and sensing

obj ect $uacksPhAK 1 SuRS tEhRVER HuRtilS @fRr rds@fch S EHd O MRfdniiaGistothed Ural i ty
of remdte localizing and sensing devices associated with the objects, each

r enot e.iljlc% Ié&jeﬂgn dwﬁ&’lﬁ‘f% gg%%%’ﬁagldglﬁﬁ)eﬁ%égg: a localization receiver for

lg
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[00329] An after market installed anti-theft/location type device comprising GPS
receiver, transceiver, and battery for car theft recovery. Car owner notifies DA of lost car via
a call center. The call center agent will locate car upon owner’s request and inform the
police, or the police may have direct access to the application. The device could be used to
locate car upon owner’s request and inform the police. DA device could potentially sell at a
lower price than LoJack (currently selling at about $650 per device). Additional services
could be offered, i.e. medical alert, collision notification, remote open/close doors and
disabling the engine. Potential customers would include car owners and car rental agencies
or other fleet managers.

VALUABLES TRACKING

[00330] A device comprising a GPS receiver, transceiver, and battery located on
valuable art pieces or place on merchandise mailings. Provide location services through a
call center or web site. The device could be used to locate art pieces and merchandise upon

owner’s request or through request of a shipper. Potential customers would include shipping
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representatives, real estate brokers, etc. The device could be used to enhance handset
features to differentiate manufacturers product offerings. Manufacturers may offer “location
ID” service for free or optional for an additional charge. Potential customers would include

wireless manufacturers.

LUGGAGE TRACKING

[00332] As illustrated in Figure 17, a wrist-watch size device comprising a GPS
receiver, transceiver, and data storage attached to bags at the checking counter and taken off
after luggage claim. In the near term, the device may be used to locate lost luggage. In the
long term, the device will have to substitute for airlines current tracking system. The device
could be used to substitute for current airlines luggage tracking and identification systems,
i.e., bar code system. In addition, to locate lost bags via GPS technology. Potential
customers would include the airline companies.

[00333] Similarly, a wrist-watch size device comprising a GPS receiver, transceiver,
data storage, and battery attached to luggage to locate bag upon owner’s request. Device may
be sold directly to passengers at the airport, through the web, or by mail. The device could be
used to locate bag upon owner’s request. Bag owners may request to locate bag via call
center or web site. Call center may notify location of bag to airline. Potential customers

would include passengers and luggage manufacturers
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TRUCK AND FLEET TRACKING

[00334] An after market installation of a tracking device in trucks comprising a GPS
receiver and a transceiver. Technology may be scalable “horizontally” and also infegrated to
possible vertical applications. The device could be used to locate trucks at all times. Help
fleet owners and manufacturers to improve logistics management. Many “vertical”
applications, i.e., improve real-time routing decisions, just in time production applications,
delivery scheduling. Potential customers would include fleet owners, manufacturers,
distribution companies, utilities, other businesses, government.

[00335] In the foregoing description, the method and the system of the present
invention have been described with reference to specific embodiments. It is to be understood
and expected that variations in the principles of the method and the system herein disclosed
may be made by one of ordinary skill in the art and it is intended that such modifications,
changes, and substitutions are to be included within the scope of the present invention as set
forth in the appended claims. The specification and the drawings are accordingly to be

regarded in an illustrative, rather than in a restrictive sense.
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WHAT IS CLAIMED IS:

1. A system for localizing and sensing objects and providing alerts to users, the
system comprising:

a plurality of remote localizing and sensing devices associated with the objects, each

remote localizing and sensing device including:

a localization receiver for receiving localization signals;

one or more sensors for providing sensor data;

memory for storing the alert threshold values pertaining to one or more
of the sensors and location;

a processor configured to determine location based on the localization
signals and to signal alerts by comparing the localization signals and sensor
data to the alert threshold values; and

a modem for communicating the alerts, the location and the sensor data
to an ASP;

a plurality of user alert devices for receiving the alerts, the location and
the sensor data;

a plurality of user interface devices for receiving from the users
indication of the alert threshold values; and

an application service provider (ASP) for receiving the alert threshold values from the user
interface devices, the ASP including:

a database for associating each user with a particular remote localizing
and sensing device and associating the particular remote localizing and
sensing device to particular alert threshold values and associating the
particular remote localizing and sensing device to a group of the plurality of

alert devices;
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a processor for communicating the particular alert threshold values to
the particular remote localizing and sensing device; and

a processor for communicating alerts generated by the particular
remote localizing and sensing device and sensor data from the particular
remote localizing and sensing device to the particular alert devices according

to a predetermined priority.
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