USER AUTHENTI CATI ON SYSTEM AND METHOD Thi s application
is acontinuation in part of U S. Application No.
wQa 80819408, filed on 13 Cctober 2004, which cP&l/ms2001es2088
benefit of U S. Provisional Application No. 60/510, 971
, filed October 14, 2003, U.S. Provisional Application
No. 60/541 ,160, filed February 2, 2004, and U.S.
Provi sional Application No. 60/544,400, filed February
13, 2004. BACKGROUND [0001] The presently discl osed
enmbodi nents relate to data security and, in
parti cul ddSERCAUTHENTICANHON SYISTTEM BANBMEEHOQD pt i on
of Rel ated Devel opnents [0002] A conputer system nay
provi de various applications or services for users. In
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access control devices. However, passwords may be

Feliiugaydn2@@bous because those that are easily
remenbered are the easiest to determ ne and those that
are conplicated and hard to determne are easily
forgotten. [0004] The BAGKIBROWUNID these types of
systens is generally based on keeping the password
secret. However, there are many known ways of
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i ctiogna of .conmo asswords or even all known
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conbi nations of characters, nonitoring network traffic

fo a_ss_vvor [ chan es wth theserver
B”@fs'ﬁ rpipng| rSFTeﬁl drk??‘é?é‘kﬁ”ﬁﬁg%\/er a user's shoul der

during | ogin), key logging (storing or conveying a

user's keystrokes during login), etc.

[0002] A computer system may provide various applications or services for
users. In general, access to the system may be limited to authorized users. One
example of user authentication is a login process where a user is required to

enter a user name and a password.

[0003] In spite of new developments in technology, the combination of the
user name and password remains one of the most common access control
devices. However, passwords may be disadvantageous because those that are
easily remembered are the easiest to determine and those that are complicated

and hard to determine are easily forgotten.

[0004] The integrity of these types of systems is generally based on keeping
the password secret. However, there are many known ways of determining a
password, including guessing, applying a dictionary of common passwords or
even all known words, brute force attempts including applying all combinations of
characters, monitoring network traffic for passwords during exchanges with the



[ 0005] Known defensive neasures agai nst these types of

attacks include naki ng passwords | onger to nake them
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application and brute force techniques nore difficult.

O her defensive neasures include prohibiting the use

of "meani ngful" passwords such as userrel ated nanes,

phone nunbers, dates of birth, etc., displaying a

non- meani ngf ul character such as an asterisk when a
senveer “shoutdtes sunbiagswiooking lowestowsges shodlder danngel®gin), key
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noni toring. [0006] One nethod of access control and
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protocol. As part of the login process, the server sends the user a so called
challenge, which may simply be a large random number. The user enters this
number into an OTP generator, for example, a special physical device or
software that generates an OTP. The user enters the OTP. The server also
enters the challenge into its own OTP generator. If the server OTP and the user

OTP match, the user is authenticated.

[0008] Where the OTP generator is a physical device (e.g., smart card, token,
biometric device, etc.), the cost and inconvenience of a lost, broken, or stolen

OTP generator may be of concern.

[0009] In instances where the password-producing algorithm is the same for
all users, each user is assigned a secret key in order to make the outcome



stored in the server's database. There are several
variations of this OTP generation schene, for exanple,
w0 b@sosres of day may be used to synchroni ze a BPEEUS2AT082088
server instead of a challenge. In nbst cases, security
relies upon the integrity of the user's secret key. If
the key is conprom sed, the system becones
ineffective. As a result, Iike a password, the key
beconmes the subject of various types of attack, with
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[00011] It would be advantageous to provide an authentication system that is
robust and resistant to dictionary applications, brute force attempts, traffic
monitoring, shoulder surfing, key logging, and various other type of attacks.

SUMMARY

[00012] In one embodiment, a method of authenticating a user for access to a
device, service, application, function, or system, includes creating an
authentication key in the form of a user formula selected from a set of variables
and operations provided by the authentication system, storing the user formula in
the authentication system, and utilizing a display to present the user with an
arrangement of variables generated by the authentication system, including the

variables of the user formula, each assigned a value. The method also includes



vari abl es of the user formula, each assigned a val ue.
The nmet hod al so i ncl udesappl yi ng the assigned val ues
w0 00s@siobd ng vari ables in the user fornula andPCT/US2007/082088
calculating a first result, interspersing one or nore
addi ti onal characters anong the characters of the
first result, and conveying the first result with the
addi tional characters to the authentication system
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wherein the authentication system authenticates the user if the first result
matches a second result of a separate and independent calculation of the user

formula calculated by the authentication system.

[00014] In still another embodiment, a method of authenticating a user for
access to a device, service, application, function, or system, includes creating an
authentication key in the form of a user formula having variables and operations
provided by the authentication system, storing the user formula in the
authentication system, and utilizing a display to present the user with an
arrangement of variables and values including variables in the user formula and
values in target locations of the arrangement associated with each variable. The
method also includes applying the values at the target locations associated with



aut hentication system and utilizing a display to
present the user with an arrangenent of variables and
wa 20080819951cl udi ng variabl es in the user fornmul BCHO82007/082088
values in target |ocations of the arrangenent
associ ated with each variable. The nethod al so
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connection with the acconpanyi ng draw ngs, wherein:

[0001 6] Fi gifier DESeMRPPIENORTHEDHAVINGS
aut henti cation system according to the disclosed

enbodi nents; [0001 7] Figure 2 shows a flow chart of
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aut henti cati on system [00020] Figure 5 shows the
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according to the disclosed embodiments;

[00017] Figure 2 shows a flow chart of the operations associated with the

authentication system;

[00018] Figure 3 shows an example of a user interface screen for use with the

user authentication system;

[00019] Figure 4 shows an example of an administration screen for use with

the user authentication system;

[00020] Figure 5 shows the present embodiments as utilized in an enterprise
network;

[00021] Figure 6 illustrates another embodiment in a distributed system for

electronic business transactions or e-commerce;



[00021] Figure 6 illustrates another enbodinent in a

di stributed systemfor el ectronic business
W@ e@8931093 ons or e-commer ce; [ 00022] Figure 7 sSPOES2N7/082088

enbodi nent for securing data sent by a nessage;

[00023] Figure 8 shows a bl ock di agram of an exenplary

nmessage; [00024] Figure 9 shows anot her exanple of a

user interface screen for use with the user

aut henti cati on system [00025} Figure 10 shows a fl ow
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I ocatl ons; [00026] Figure 11 shows a flow di agram
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as controller 115. [00030] The discl osed enbodi nents
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[00028] Figure 1 illustrates a user authentication system 100 incorporating

features of the disclosed embodiments. Although the embodiments are described
with reference to the drawings, it should be understood that they may include
many alternate forms and any suitable size, shape or type of elements or

materials.

[00029] As shown in Figure 1, the system 100 generally includes a user
interface function, shown in this example by user interface 110 and an

authentication control function, shown in this example as controller 115.

[00030] The disclosed embodiments include creating an authentication key in
the form of a user formula. Upon initiation of an authentication session, a user is
presented with an arrangement of variables, each assigned a value. The user
applies the values associated with the presented variables to matching variables

in the user formula and enters the result.



user formula is generated as shown in block 310. The
user formula may be constructed by a user froma set
w@Roosasioabhl es and operations. The aut henti cat i PCI/EyRDTO62088

100 may provide an application to assist the user by
providing lists of variables and operations from which
to choose. The authentication system 100 nmay al so
provi de an application that nmay generate a user

rmula automatically for a user. The resultin
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335. [00033] The values may be randomy generated and
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[00033] The values may be randomly generated and assigned to the variables

and may generally change with each authentication session. The authentication
system independently applies the values assigned to the variables to the user
formula and generates an independent result as shown in block 340. The
authentication system compares the independent result with the entered result as
shown in block 345 and if the results match, the authentication system gives the
user access to the service or application (block 350). If the results do not match,

access is denied (block 355).

[00034] As an example, a user might construct the following user formula:
3*(2*Q+3*T). During an authentication session, an arrangement of variables and
values is presented to the user. If the variable Q in the arrangement is assigned

the value 32, and the variable T in the arrangement is assigned the value 9, the



values is presented to the user. If the variable Qin
the arrangenent is assigned the value 32, and the
wa008ab19es T in the arrangenent is assigned theP@HUSZN0D(82088

theuser fornmula yields 3* (2¥*32 + 3* 9), or the nunber
273. The user then enters the nunber 273. Because the

aut henti cation system generated the arrangenent of

vari abl es and val ues, and has stored the user fornula

the authentication systemuses the user fornula
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[ 00036] As nentioned "above, as part of
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370, and an area for entering a passmord 375 that, in

anchachpinistiadivei prPceRsesli saho sed alleeaiinnTeit spaces arwb 'directories,

o 98 Ko e o . 2,

by a letter or letter conbination 385 representing a
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ar et s e BB e, B st apgement
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areaforagnjeriep user massed7@cand an area for entering a password 375 that,
in accordance with the disclosed embodiments, is the result of applying the user
formula. The grid 365 is made up of cells 380, where each cell may be denoted
by a letter or letter combination 385 representing a user formula variable. Each
variable is assigned a value 390. As mentioned above, the values assigned to
each variable may change each time the arrangement is presented to a user. In
one embodiment, each value is produced by a random number generator each

time the arrangement is presented.

[00037] Using the exemplary formula 3*(2*Q+3*T) mentioned above, a user
would examine arrangement 360 and recognize that variable Q is assigned a
value of 69 and variable T is assigned a variable of 49. The user would apply the

formula and enter the result.



[00037] Using the exenplary formula 3* (2*Q+3*T)

nmenti oned above, a user would exam ne arrangenent 360
w@e@sosweyhni ze that variable Qis assigned a vBCTIES29D7/082088

69 and variable T is assigned a variable of 49. The

user would apply the formula and enter the

result.[00038] In this exanple, each cell includes two

conmponents, a variable and a value. Wile the variable

is described in the context of letters and the val ue
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anyohUPaef Bfn%e H¥ntication system may al so provide

custom operators that allow a user to perform any

[00b4OLt TRB Lﬁd@rM}mmaﬁﬁa?spin@md@faﬁyhmaﬂ%rﬁyﬂu%l tahatndi‘ﬁMalﬂﬁ?emat:cal
desirable. [00041 ure 4 shows an exanpl e

opeqaiarniat emmgle esu GEtt mtinhay dividen e eruax,onun mod,

corgdfbingé P o0 thaf AL 508 rr-nBSGEr ed %, senunce o

opdratdiss. Tae axBamication”syst@mdnay kado wnd@lc&st@nmwerators that
t hrough each step of a user set up process,

allomoa Hsea toperfgep any fwostian og tb?é’rariaﬁ’ ft'ihﬁgfoﬂﬁulﬁi that may be
desfn%f)réul a. In one enbodi nent, the fornula builder could
provide a user wth nenus of variables and operators
to choose fromand assist the user with conpiling a
[OO@@T ImuFguneidgsizows anhextarmiglerof 4ro@drisiatiomsetaeat 4@t that may

o BRSBNPe e LR E TR M R TR BrP RRe HemdoF Gaminipyative
proéé@s R preVIRMRtseRwith various tools, for example a “wizard” that may
walk a user through each step of a user set up process, and a formula builder to
assist a user in setting up a formula. In one embodiment, the formula builder
could provide a user with menus of variables and operators to choose from and

assist the user with compiling a formula unique to that user.

[00042] Administration screen 400 may include an arrangement of variables
405, a numerical keypad 410, keys for mathematical 415 and non mathematical
functions 420, and keys for testing 425 and saving 430 a formula. Administration
screen 400 may also include areas for entering a user name 370 and a user
formula 440. A user may enter a user formula by selecting among the variables

and various operators.



functions 420, and keys for testing 425 and savi ng 430

a fornmula. Adm nistration screen 400 nmay al so incl ude
wW@e@a®e510F entering a user nane 370 and a userP¢DURDH082088

440. A user may enter a user formula by selecting

anong the variables and various operators.[00043] For

exanpl e, a user nmay type a user fornula using keyboard

145 (Flgure 1). As the user types the fornula it may

be displayed in user fornmula area 440. Alternately
(00048} r&v eRHNRIep G Hﬁeh@&%‘wnﬁe at BS@o farmudi Las"asurl@dboard 145

(Fl@% Rz b‘&? %Cﬁ%rptyé@‘é'tﬁglf& lgpr?é)?bgrdl Y&{i H’g KisBr formula

SS ah en 0 se ec

aredesd 0. edlteimatelgt € use miayalteca porntmlejeﬂﬁcy to gdwition a cursor over
sel ections are displayed in user fornmula area 440. The

a Cbgéﬂm@oH@f'ﬂ@@sOUﬁPﬂathmg'&k & HIQHRCDHIRD periess an enter key
to %8[35% rtbgt Sgﬁt?éd dtﬁ'?dré@tgr V\Qﬁgblbheoruﬁgé EL&II MUrRe | §%le<€tt|ons are
conpl et €, "the user 't hen activat save'

displafed an siser éommlataeat:tm f dheulser ¢aIDLes Umil dine user formula
enbodi nent, a user OVI ded th facilit

hag baeR CQEstreFed #S %?'?VQ: ¥ p%@r OEMUlg,iS @(ﬁ?fﬁ#% tﬂe user
maghﬁeﬁﬁcwb‘??%r ShveP BultBy 4'36%%%3 &h u§e9ﬁ1te fBH’EPFa‘ on,

unction I's associ ate variable in
the user fornula and applies the value fron1a vari abl e
[00DA4} hén ane amfzodinment tisésmalyfaepravidad wik satestity ta eonstruct

ong B e Guston dPeire. Fof en@mple.itof 1 PEe e dapay, fpclude

an Ybffsef RIrktibA, Wherethe fandtRel is ASsa¥RER VAt ausdiadl®imthd user
that includes the offset function may be A+B(Of f set

formula ang apréieethe vglusofremgar@r@gbleinigre afmeogement dhat is offset

fro J1F ARHekY ol aEnd BEEpfihciBn oy 28 Htesdi es (Offset
(x, yhowhees ixakdfersMioManck dxés offtsetntyy tréfersaora IyF@tls?S)f(set An
in this authentication session

exwwa%/sesgngwr@ufasmatde@pm Y, Offgslyf HictibRAnay Deoh B Offset (1,
).F‘Hé?éﬁmg%ai:u}jéfé Qbéﬂs%"r%ﬁﬁﬂ‘t’l fitdttiNd a Ry La8 QHg%theggéagned to
n one éxenpfary inp e

enentation a user enters
variabfes Af ahd weddla theay filsd ratigbleypi g wqull fusetthé walug) from variable

G 58 oo 1AL s oGRS sosion
[00045] A user may use any offset desired so long as the offset points to a
variable present within arrangement 365. In one exemplary implementation a
user enters the offset function by simply typing “(Offset (x, y)” where desired in
the user formula. In another exemplary implementation, one of the non
mathematical functions 420 may include a button labeled “Offset.” Pressing the
Offset button may initiate a dialog box that requests a user to enter the offset
coordinates. Upon entering the coordinates, an offset designation, for example,
(Offset (1, 1) may appear in the user formula displayed in the user formula area
440.
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mat hemati cal functions 420 may include a button
| abel ed O fset." Pressing the Ofset button may
W0 pioslosoes a di al og box that requests a user toPERUS2007/082088

the offset coordinates. Upon entering the coordi nates,

an of fset designation, for exanmple, (Ofset ( 1, 1)

may appear in the user fornula displayed in the user

forrrul a area 440.[00046] In another derivation of the
fset function, a specj g?q of fset may be determ ned,

OOpé@br ﬂ"é@rpg‘%sd%’h‘/qt@nf ah @ﬁsetrﬁ@qtlgnf @nepegal offset may be
detHFrh?ngEi% fefRdVl 48 é‘ﬁsikchﬁ‘\tcﬁgn.""' The "?( ﬁ{dcﬂ%(’};t es the value
upper [e portion

es t hat nt tot han
assotidténd \mmream@mtﬂetas deandieatewpthat panruh@thmagpam Isft Hamd portion

se a user forpula 2*B, and ma W S 0. desi ghate
of '\Vl‘ﬁrfi‘ré%I‘Q,ﬁWke’éts gg%@?‘?%pf?g g Hée W!Szi?‘fio HER@ Uepiormyla 2°B
ancliﬁ% iSRG ER ?@Qanﬁglbq{a r %If\ﬂﬁ the u ggfeﬁﬁ ft R 88mer of

esponse t e request cobrdi nat e user
thena:yan@espend 366t h Aﬂe(errezsslr@oﬂm dbffveat bplporgpin aesponse to the
desi ecial offset

t f t dth
reatigsh Saceoringlosodne  BSEL dhabrespondnsithy RUKIsgr same otner
apdﬁébﬁ&etdé%lg?{ét@ﬂ%ﬂﬁ@ sp%'?altdﬁsﬂﬁéﬁtﬂ Md8edifRatiGsul t of

user formula, the user woul d observe™that variable
K |s assi gned the value "43" and then woul d consi der
[000#2 cSobseauerdly, (wheg) thes wses &F fusing | heatdrendgesrent 365 to

dettfFpb@ g sBut BF HERS BRER. e Bhe bl BbRERE.PL Az

is a@@gﬂ@éltgé%lm ‘AN earef theatwd@daoneich de \t@brcﬁrbét@s@l 3) as the
etc. Using the val ue at coordi nat es g t he user
offsed degationias variakle A, 1ihe- cwmmt%dﬁd bw&ndgélg@atl@g dge offset
I
Iocétl?)eIr af ggﬁ;‘é@a@’cﬁ gg@ g‘?g@rz%etsk Q}ﬁéu y(j‘ﬁ{uegéé'iifset location for

varlabm" @1 eten, Usmg dlmerbammtatmoocﬂmémq& Ghﬂhemsep&rratula)QSB yields
er exanple, adm nistratiQn screen 400

“era‘Q’h!CBd’VQ}H@ 30 SAHeTSH I dhe Qﬁé%W?rr‘i’garﬁa s* om functi on

t hat operates on one or nore variables. The custom

[OO(BJ«EE]Ct Dﬂﬁbrc@&'étgn'i 68?%&53%’&1)[‘ BEDEeafdd TRANBERbIG 3ny function,

OgIC etc trlgonomatrlc statistical,
opesation, toypemhmatmmfafun@tms o eparations: be

[00049] As another example, administration screen 400 may include a
selection for creating a custom function that operates on one or more variables.
The custom function could include any number of mathematical, logic (AND, OR,
XOR, eftc.) trigonometric, statistical, etc. types of operations. A user may be
presented with one or more scripts that may be used as templates for designing
custom functions. Scripts may also be provided for presenting buttons or menu
items to users for invoking the custom functions and for using the custom

functions in user formulas.

[00050] The ability to create custom functions is advantageous because it
allows a system to be customized for a particular user or a portion of an
enterprise. A purchaser of the system is provided with the ability to further
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presented with one or nore scripts that may be used as
tenpl ates for designing custom functions. Scripts nmay

W@ Lk®e/0bwopr ovi ded for presenting buttons or nePUI/USMAB082088
to users for invoking the customfunctions and for
usi ng the custom functions in user fornmulas. [00050]
The ability to create custom functions is advantageous
because it allows a systemto be custom zed for a
particul ar user or a portion of an enterprise.

enhiancentigeseqirity 16 thy system Sy gredtingqusiorh fumioasgndt gperators
noﬂ&aﬁ:gbfehﬁﬁ%w eot'h%fls SEH b%%haée?she syst em by

creatrng customtunc ns and "operators not avail abl e
or known to other system purchasers. [00051] The
[00861 hethecanthentisatnesystery roby erffen aggeater meassr ef sdcurity by

ProvBhAaEIRR RA FERees & BT it & fT, referred to as an
funct i qQn. Ml wt ,
A“‘@ﬂ:"g okgﬁ%ggn'f 5nlg %rgﬁ\’/o@gﬁgxpéﬂgg?‘gk@@y fgﬁ?tg)cr}, if%rge)éanmple, by

seléstirgTak dufd TOkdrey kép 436RFure 44) ThehButbBTbRdIRENLEIBN prompts

function pronpts the user for a user formula which the
thewser ferm eser formulgewhishrthe siserieatess dntheqaser fomnsaljarga g40.
Aut oToken(tm function automatically creates two

(00D 2B AUETERG RS Bot BB el ke o pffEPIferec
to dDaEAIormMGBUEAT & AIrhate! lBFmuRONesFIttive RN UEASIE bAIHO™Eal and
that may be randomly sel ected and randonmy ordered so

remaagloaRiulase jnGledes ararigblasat censiantsoand| aperaliens that may be
2SR e AP, AU b dRB S T ARl cperationai

formules eMieedartiables, usetstantd appespdrativres magvhclade yribbles from the
adm ni stration process. The | ocal and renote formul as

arrgpgement At vaniableshined g Piessepted nhausearpdarergiions arawded by
t C at e i ncl

et S8 PR B TR SEUE, R HEER) b of am

coniglexity and Hegthi dnd bee gaperallptha saser exedptl that tee toeabfarmula

incldfes LRSI BBl H5B0bbBo Re! whoh B s eee S R e
inpGtasy A0k dHI thBGemidid 8Bk} mhm_néme%rfhélrmggﬁ ReEmiues delr.

formula nay be stored in a |ocation |ocal
[00053] The remote formula may be stored at any location designated by the
authentication system and the local formula may be stored in a location local to
the user. In one embodiment, the local formula may be stored at any location

designated or selected by the user.

[00054] The local formula may be transportable for use in accessing a device,
service, application, or function, from a different location. For example, the local
formula may be stored so that it is portable, which includes storing the local
formula on any type of transportable media, for example, magnetic, optical,
semiconductor, or other suitable media. The local formula may be stored on, for
example, a floppy disk, compact disk, flash memory card, USB drive, or any
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the user. In one enbodi nent, the local fornmula may be
stored at any | ocation designated or selected by the

W@ g@s/05(900054] The | ocal formula may be transpRCT/ERI087/082088
for use in accessing a device, service, application,
or function, froma different |ocation. For exanple,
the local fornmula may be stored so that it is
portabl e, which includes storing the | ocal forrrul a on

an pe of transportable pedia, for, ex
SU'W@gﬁtéﬁvlée fepstoging, a%ﬂ?‘@?ﬁ&lﬂci’t@r OC%'rfOHPH@r es@u 24bineFigure 5,

deél‘?rgba be | ocal formula may be stored on, for
a floppy disk, conmpact disk, fl ash nmenory
card USB drive, or anysui tabl e device for storing and
[ooasa]esm rmgretémbbdmentf themdcal fermula 293y inot Fiegassary be stored

oulRy e HAnsporiet ok deBsaued |9 waPBet Realetionusy eine isbr

transported or transmtted to another |ocation for use

[00b56] hﬂnuwhertt%%ﬁ] sé85igNt RPNEI ¢aBF ORhE €AGS Olnplemedted an
user who has inplenented an Aut oToken(tn) function

Autpﬂ’okere*dsfmtrool rbrmwseds-r@ dsltlaws. eqlies t ysedicrasgiestso ageess to a
ser Vi tion, or f

devish 1s6Ri S RISt Al iy iory Angrin SRSHiip BiSsh is initiated.
Theprs9§l%m %ré&ﬁ’rté'stﬁé l)@etr thﬁfn anl éﬁﬁﬁ@éﬁ@ht @f Vﬁﬁébl@?l ﬁ’ﬁj W user

he user enters the result of hisS user fornula.
entemcttte f&ﬁtﬁtubfahbassejef@ﬂﬂslta;r éfdthmlacahprmta atIaSebw@hsmred on

at t.hi or tine |orto hi int.. the
trarfiporable meffia” alitnlime ) BY' Sy (fine cblelbdpolpisBfint, the
trarispertaBrAalmédiamel dolipledc &L IRE bhEstoM sBettiit entddat foula is

system The authentication systeminserts the result

acceﬁSIpleabré teg authentiestion sysleimblTdei authpeticasionl systemuingerts the
resuilf §Fpla V8f' ?efspﬁ'vaf e 89188&3&:% M e’?—ﬁ]\%ﬁuéé“fr‘&m the

OCa ornu e res

arrathetrﬂrmwtl @tcadmetbtemﬂmta thehexstugf thetlocalt io@ﬂftufalsdr&i‘matrmtes the
inserts values from.the arrangerrent of variables into
resilh ©f the logad farmya; nTheauthanriic tion Sysiem 330 {nsertsa@lygg from

the[aﬁr?%lggfnért?%g "\/SFTBI})I%S rﬁ’%’%\%%eeﬁhe i tﬁérérHSterfé?MhFa %s well

enote fornu hent1cation systém
as tbenpsatr afshée hemiots tdrtrasla, saardl ¢dmpbtey thatrestult dfche remote formula.

[00057] The authentication system compares the results, and if they match the

user is granted access to the device, service, application, or function desired.

[00058] If for some reason a user’'s user formula is compromised, the user may
invoke the AutoToken™ function again to create new local, remote, and user
formulas without requiring additional support resources, thus securing the

continuation of secure access.

[00059] As another feature, the authentication system generally allows a user
to embed functions within other functions to extend the security of a user formula.
For example, a wuser formula could include A+(AVE(AVE B+C+(AVE
D+E+F))+G+H). A special function may be used to embed dummy characters
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user is granted access to the device, service,
application, or function desired. [00058] If for sone

WO 2@s051965 user' s user fornmula is conprom sed, PEEUSZIOT/082088
may i nvoke the AutoToken(tm function again to create
new | ocal, renote, and user fornulas w thout requiring
addi tional support resources, thus securing the
conti nuati on of secure access. [00059] As another
feature, the authentication s%sten18 rally all

ng

withiged H5ekBERY uﬁeﬁ%n%nmml € orpRgNed ey AoNaTglle from the

S | EQr
ar SHEAR ST dhetn Sl JBis ¥ 5B Phbctn. A
exdrlaR) Jserfbimula g tre Séuinmbhonn megybdre used to enbed
dummy characterswithin a user formula based on a val ue

? siﬁned fto a@\{ari able fromthe arrangemsnt 365. This
(se} an v feBvidlbe desi gnated as a "Set" function. An
exenpl ary user fornula using the Set function may be:

oobé@} n aﬂi)dr#a?@enfé?ft%e&b thé 98RANE 72 13 @s“s@iéoamarmaé 5, a user

where the variabl e is assigned the value 5, a user
woulddme iy hiwe |dummVecr@umt9r5ch efiose testeringether firstMaluei ofgthe result

of thi iset idndff B8, ahi it e bl Sriels Al it ingerted at

)ﬁlbcam’n hWapri therresult bf 8 usBefarefd.t of a user formul a.
[00061] As an additional security feature, a user

ormul a coul d use val ues assigned to variables of the

OOQ@?]an@énﬁﬁta%ﬁp'i% RAUrGhdeatuiped; vs fasmuta cowld msg values
ass@?e‘a e t\‘?arYéUIé’sSoE I'{ea?ﬁ égﬁmeﬂpéﬁﬁ% o‘é%[gn%a’(@ggé&m? dtg@ within

ermne secreft phras
speicmcl warnls' ofaendemy pdedeane}eamsler af usemuhay déte@sa@m that their

en constr their user, fornul a,, the user
Sec{SJ R agATAU D IR G 15 FieR 0 SU BECR, dRe wiel formula of
ABtpei Wh@r?'&:oﬁ@trrm’tlr@ tH&roué'éteforﬁﬁMmﬂh@ @t is - t&ﬁ@%%ands

Al'ternately, the non mathematical functions 42

desigrdtingeheinsecied vpiaraseaanc.hlhamu%erdeenulaontgewmﬁommda area 440.
desi gnations. During authentication, an arrangenent

10082, PRBHRRGY! % nd i HERNGal tURGlchd428 rASPIREIREL hABtions

that allow a user to select the designations. During authentication, an
arrangement may be presented, for example, where A is assigned the value 31,
B is assigned the value 14, C is assigned the value 21, and D is assigned the
value 13. Applying the values of the arrangement to the phrase for A=31 would
yield the third letter of the first word, B=14 yields the first letter of the fourth word,
C=21 yields the second letter of the first word, and D=13 yields the first letter of
the third word. Thus, the user would type in ELHI. Given the arrangement and
the secret nature of the phrase, an attempt at deciphering such a result would

most likely result in failure.

[00063] The authentication system may offer a greater measure of security by
providing a reset function within a user formula. This reset function operates to
reset the variable arrangement presented to the user. For example, as part of an
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B is assigned the value 14, Cis assigned the value 2

1, and D is assigned the value 13. Applying the val ues
w@RooBlE196F r angenent to the phrase for A=31 wouPdI/Ysm0T082088

the third letter of the first word, B=14 yields the

first letter of the fourth word, C=21 yields the

second letter of the first word, and D=13 yields the

first letter of the third word. Thus, the user would

ge in ELH .. G ven the arrangenent and th secr e&
aUtHﬁ tigatiops sefrﬁéorpharas%rrarsa%%mteﬁ’gvaa%b'eécaspﬁ PRGNS fiigyrg 3 is

pre%ﬁﬁt‘é'dt m’ét d,sBPStThd KRleY é)%?Mhé fé’t‘rér#ﬁeaterﬁtoqgé nizes the

e au i cation system nay o er
valod of dwufinst yabgblproj\theilusgr s forenda ahdr&rttemhm firbi vareab!e After
operates to rese

t t
entpia0 V| Bigt Gasi Pl dBReraSehriSCITL i RS UVHEC,<or SxagIPle, by a
corfith@RB! @ 1S u@?F tfor?r_ﬁulﬁr@“bb‘e@bl'n aji imsapal %d fHe values and

arrangemsnt of variables as' shown I n Flgure IS
vartmnb@ameedharmetdweudsmat the eises ¢ presantatbwithenew arrangement.

arrange rec esth val.ue of the
The LEEn el REZE A€ skt Torilidnrioaniing Hedvalup gf the next
varie®d afl the %Frﬁﬁlae'%%'tﬁ@ heg fa‘rfa‘ifgehﬁafritab'\ﬁhehhmé asRlr has
function is activated, for exanple, by a conmand in
recogrized &l thervalles, cﬂonmutegi mndge@teceﬂwﬂmca&émf theeuser formula,

val ues a hanged such that the user is
theﬁsgg&g ﬁgﬁs#e}% %Féﬁgemsnt. The user conti nues
to utilize the user formula, recognizing the val ue of

[00064] naxtexsaiplalf @ userfdendlaugidgthbrreset faacti@vwmay be:
arrangenent. Wen the user has recognized all the

ﬂl ues, ct?r‘rput ed and entered the result of the user
Al Blrstaset> Ghe user is granted access as desired.
[ 00064] An exanple of a user fornula using the reset

whérdnfid %Id&é‘ilés?@c:a@d \Aﬁ’ih| vafigset A fs %ﬁ&&tehﬁféd’ Wlﬂhe the value

assocl at variable AIs concatenated wth
assoaiatexl withds, theechrigblehaBangementis st aadrtlaegw@msaterna@on of A

set an ca enation of. A a i s concat enat ed
and § 35 tofeadBo SR Ok e r8PbuBs] Tt shoul d be
understood that the reset funct| on nmay be i nserted
[00065] It should be understood that the reset function may be inserted

anywhere in the user formula and may be inserted in one or more places in the
user formula. The reset function may be activated by various methods, for
example, as a response to pressing a particular key, or automatically after a

value has been entered.

[00066] Referring to the administration screen in Figure 4, the reset function
may be presented to a user as part of a formula builder, or “wizard” that provides

a user with a step by step process for inserting the reset function.

[00067] As mentioned above, the reset function operates to reset the variable
arrangement presented to a user. This may take the form of regenerating new
values for the variables in the arrangement, changing the location of the

variables or a combination of both. The reset function may generate the new
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anywhere in the user fornula and may be inserted in
one or nore places in the user fornmula. The reset
WO 098051905 nay be activated by vari ous net hods, PEDDS2007/082088
exanpl e, as a response to pressing a particular key,
or automatically after a val ue has been entered.
[ 00066] Referring to the admi nistration screen in
Figure 4, the reset function may be presented to a

user as part of a formula builder, or "w zard" that
arapgeMget usings & faimuaathatds Bgsed qn & seegdsnumber or variable

prda\{gage\% ?&[lﬁu&@redﬂﬁ §tthe ll’&‘?ﬁulgrbuuhgp%@ulz% g%?:%,ﬁg.neﬂwe variable

reset unction opera tores

sesthmagtbea aariabigemanithe waﬁaﬂewrdr@ememwreséﬁtité the&yiser.
take the form of regenerating new values for the
the | ocation

es in the rran enent, chan
(00bRB) J TRt et pdieh pavidss @ heRstnedrvel of é?CU”tY to the
h
T R e e
colpmuicigionbyetaeesea dﬂsktapgcomneufe:rrmd a benvedés Iruercepted data

abdte’ e WBHGER, BipRoSmenh simk ke EbEld. | of R¥amats. one might
anérﬁapféﬁibeThuﬁsuddé@,sruﬂ§)ettof&é}% q Wé?}ﬁb?e[esar?aﬁbaéngeﬁteﬂ%ﬁw the

| evel of security to the presen osed
intespeigdraata s Tieoresex dumpition cbperatersetoweseemeevmatdel mmngement

okl AP ERBER A bafos 308, SHORA: L Bbe e varoe

arr@rﬁg@ﬁ@@tﬁﬁﬁtmt@%mm ee@rﬁﬁﬁ!n%htloﬁgraréxmbﬁed QRBle¥sMdcause a
attenpt (al beit unsuccessf ully) to derive the variable

nevyr vaﬁ'@téﬁeﬁfrang@metrﬁels raesnesatede @nghtthererhie ings erommunication
asspRicd BRniRE Bt fle rERarkitfo HftahBRBne T B09CTET,

to derl ve the variabl e arrangenent by intercepting
[00069u Medarting neyaim d¢o rlﬁgmier tdsysteine$60 lmmabsea aleeletup computer

ariapl e arrangeneng ener at ed
that: Bk lecusdrnteiesa el 1 eagwpnm[lw& s Gomioliend 1Aamay include
one/éf iridpd ?r@éés%ﬁ%e'ﬂf@tfor é&%ﬁﬁg héhf&t@%fp@mﬂ 135 from a

Fi gure system 1 may be top conmput ef” t hat
meinoecy daéﬁnﬂiserayl alseiimclede m&ftoeagt device di30eor skFing information,
datrgo natnrdo lrl)rgéralr%SS. nB()forlxtrr]gdel#dqw may also include an interface for
communicating with other devices. User interface 110 may include a display
device 140 for presenting information to a user and one or more input devices
145, for example, a keyboard and a pointing device, for inputting information,

queries, responses, and commands.

[00070] Processor 120 may provide authentication services under control of
authentication program 135, and upon authentication, may allow an
authenticated user to access or utilize service 150. In this embodiment, service
150 may be a local service, that is, may reside within desktop computer 100.
Service 150 may be any device, service, application, or function to which
processor 120 or a user of system 100 may require access. For example,
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one or nore processors 120 for executing an
aut henti cation program 135 froma nenory 125 and nay
W@Lk@®s/0519¢3 ude a storage device 130 for stori ngPCT/US2007/082088

i nformati on, data, and prograns. Controller 115 may
al so include an interface for conmunicating wth other
devi ces. User interface 110 may include a display
device 140 for presenting infornmation to a user and

nore | nput ,devices 145, for exang a keyboard

se@&@ 3590m?tyl H@ aeQ"F“@eP'qC&SSMS}pl‘:‘V?tieﬁb f ﬁﬁiait'eﬁa' service, a
co@gﬁ{aaﬁqugﬁﬁgyam Sdatd MAsEO Sstef08R70] Processor

entl cati on serV| ces under control

of aut hent| cation program 135, and upon
[OO@Mﬂhertm itkmtcborae afacypesrlatioms anusartrhaytatteatpd do aoeess service 150
ess this e

Gy catous i 5 CATMOUER 1 Beinidles ‘gt icaign ‘session as
dedctibede abbiditd Heffinfi GOt ®erlR0cligiBle| KEs ]p'ié?nﬁ@é{orbeor is

any device, service, application, or function to whic
gerpﬂrattsesad@nweﬁzcm oAccesaseervige Syoét enif 1o nesr peonides the proper

- I i 15 b dat
crefE GRS 1RG ' JA6 Bhoder Einlisttar PLART Vusd yALES G thg ggpformula
as 8s¢nRiyh&BIN icRiroferdpfmalRAPLacceds tb&ep)ied €Bp. et C.
[00071] In the course of operations a user rmy at t enpt

to _access service 150 through controller 11

(00844l r Figuse ﬁmgsiiraﬁeﬁ.aa\oé&eraﬁma@@ﬁ@ﬁmsbgwnoaﬁ %@&n@ﬁewystem
SO(ﬂ e§>9§t’gﬁﬁ}§g§ oérsté ?aﬂe&fearn”ér% rls lcd\xé&ratté Widd hPhEwork or

I'S genera y a 0 access

Iocalear‘eametWBEk ahdl geherallyeinclodey iadesertinterfaice®10, a controller 215,
redenjjl als, that is, the proper plication of

and a8 ARt 06 SoRisa 7ed GomRorIBRTRY & SRSTAUBRIGRg Network 225,
t

U2 S B A NS00

condrollar ail Etaldmﬂmnesaw anm @@@ra&/s&mmesmmmnbmur@dewoé 230.

Lol ol iexite S3REM Jrofiele iles s Holf prapesaats o235 for

exe%&ﬁng BrégahisPP 4@ Etotdd ondd dicrage Bl ice at4s0 nC@ﬁwg?ﬁfcg'o%ﬁnce 230

220 connected by a comruni cations network
may @dsg inglude2an mwngbrremwafaleoetq@age device 24 &r storing a local

forrﬁﬁlgpuUsgg u‘ijt%Yf && 271?00 niaany include a display device 250 for presenting
information to a user and one or more input devices 255, for example, a
keyboard and a pointing device, for inputting information, queries, responses,

and commands.

[00073] Controller 215 may operate as an authentication server and may
include one or more processors 260 and a storage facility 265 for storing
programs that control the authentication processes and sessions. As an
authentication server, controller 215 may operate to authenticate computing
device 230 or a user of computing device 230. Upon authentication, controller
215 operates to provide service 220 to computing device 230 or to allow
computing device 230 to access service 220. Controller 215 also operates to
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controller 2 15 and service 220 are generally renote
from conputing device 230. Local conputing device 230
woreaesiosiobiide one or nore processors 235 for exBCUUB20G7/082088

prograns 240 stored on a storage device 245. Conputing
devi ce 230 may al so include an external, renovable
storage device 247 for storing a local fornmula. User
interface 210 may include a display device 250 for
presenting information to a user and one or nore input

dirqghJraftia among eeNPERAMS| !, SystaraAthkadentiecomralaf gstructions

or Srafre aied "RouBAR IR G SodHle 51 TR RS Jrovide

stosageneapacipt farncampuiing aediceag30 rvmthml estorageofacitity €65. As an

rocessors 260 and a tora e facility 265 for storin
aUtB?B HioP t3RAYCTcoRPPHP! the?%n'ﬁ‘é‘bit PRI 38N Br@é@%%@a%domef

corﬁhgéﬁ‘\gg”éevméés Jygaut hegys cajiPny8ehY &hin ﬂEéﬁ ‘SJ"roxﬁéé other
y e 230 or a

erate to authenticate conput i i ng vc
competing:ﬂevuom) @rbng. #e%| with %Oesstneerarlaeh@m Bodtto ather services
5 (ion Iler 2 15 operates to provide service 220 to
7 rng device 230 or to allow conputing device 230

to access service 220. Controller 215 al so operates

[OObWi] I §¢thi$ BAHOIMBAD Peo GrAMRORANESNIRd! thY %hf’r@rﬁ@@tué’rﬁ‘ BPdcesses
he control of instructions or prograns stored

ands sessiges may be twstala@tedcamonglst@naggl@m 245 s&ﬂ%ﬁf@\f/&!@% facility

265, AL Db lic AP HASGAE AR porormes

by 9%@@&)&392352&%%0 opgeptentr@ @T%rbgﬂimé %‘t@re@t iRedtorage device
nputi ng devi ces 2751 ... 275n upon

24%@@%@@@@%@@!’(}' 2bPotaspeciyalsr conputing devices 275i
275n with access to service 220 and to ot her

[ooé?ﬁ“ SBAIEOUST Indlob sy SEBRCAERTbr BI85 WSWhRA' computing

e aut rocesses and sessl ons
de\m—;e ABG br alusee of aompgtisg deaige 280/may rédbiraadcassor geexample,
f.aci y 265 Porc{?éons of the aut henti cat i o g@n esses
seryq dNBksP ap‘é’PF%?ﬂﬁa B %’Po@e@w@ 3 ngervice, a

cont&t deldery §é?0?cé°%a ?B%lgsféff"?e SYQERd et Sb%@?z@‘?ﬂéf?esude
245 and storage faci , respectively
within computing device 230, controller 215, or may reS|de anywhere within

system 200 or in combination with any component of system 200.

[00076] Communications network 225 may include any link or network suitable
for communication, for example, the Internet, the Public Switched Telephone
Network (PSTN), a wireless network, a wired network, a virtual private network
(VPN) etc. Communication may be executed using any suitable protocol,
including X.25, ATM, TCP/IP, etc.

[00077] In the course of operations a user may attempt to access service 220.
Controller 215 monitors or is notified of the attempted access. For example,
controller 215 may monitor and intercept all attempts to access service 220
under control of programs stored in storage facility 265. As another example,
service 220 may automatically route all access attempts to controller 215 for
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[ 00075] Service 220 may be any application or service
to which conputing device 230 or a user of conputing
w@lewso819230 may require access. For exanpl e, SPCWUSM®07/082088

220 may be a data processing system a conputationa
service, a content delivery service, a data base, a

file system etc. Service 220 may reside within

conputing device 230, controller 215 or may reside

ere wthin s stem 200 or, in conbln

proggégagerﬁnyocpt ﬁplgd@e mg;&ﬁxﬁ{m Iaé)]%;%control access
WB@?O%%Q bé‘ﬁtHl@%é}ﬂé(dl | nk or network suitable
at I on

or contuni or exanple, the Internet, the
Public Swi tched Tel ephone Network (PSTN), a wireless
[00AZ8]w Contmller 248 indtales lan authientimtiorpsés&ioe tnedaterrkine if the
ute u3|n

(VP'\%{' Communi cati on may be exe
sy, 6 SUGHIS ek GeTISSHanL el dprieral) Sgwed tensdtsd Rarvice 220,
CohPORF 7215 rbrbb%egoééﬁlguﬁf(\%%f@ | 2505 \Aﬁthu%ﬁia "BRY *bhfiiRAds to

to access service ntroller 215 nonitors or is
display iahni @marmgeme@t it vaziaplasdom display 250 andxaiapips a user to provide

thog 8ylicets e, 5567 FBmTR" 18E: CEBRLIAS SRt Sghudls B Eaut to
coritfoligt 21 89T drfdller Y5250 cHmpae! & ess BxasTRg the 88&Vidt@ula and
O may automatically route all access atftenpts to

2
valgemiresi ther arasgemept ot vadablgs. Ahtheocorseyedireaplt @nd the result

colBBB LTSI SR 5GBS G BsE 53ehio 20

Controller 215 initiates an authenticati on session to

[00d”YET M Misisi émbbeimse] wienehi @gidrl kas haplepesntedsawutoToken™
is generally allowed to access service 220. Controller
funotion mﬁosﬂea@@be,darqhwnghael@p@le foranulai maydbe astarefl on external,

y a 0
renfiR BB e SRS AT JORERTE orp ine bodlotdiuf, ingjuding
msémag ulserreéunt Uﬂthfe uddrefotmofauin plgcdef ithe re@m/eanablhen the local

result to controller 2 15. Controller 215 als
forraulap insesting valugs: fromg; g RRANQRMAeNk efﬁﬁ'i'aab'%dm@aﬁhﬁe@s'f of the

oS85 e ARG @ reb bRt Lyl £ Seormea
a chentoprogcamtnuohingr o tenmgiutingsdendce 280t oOperaticrs @20he remote
formula, including inserting values from the arrangement of variables into the
user formula in the remote formula, as well as the rest of the remote formula, and
computing the resuit of the remote formula may be performed by a server

program on controlier 215.

[00080] Figure 6 illustrates another embodiment shown as a distributed system
600 for electronic business transactions or e-commerce. System 600 may be
Internet based and may use the World Wide Web as a common communication
medium. System 600 generally provides all the features of the previously
described embodiments and includes a number of users 610y ... 610, a
controller 620, and a number of applications or services 650y ... 650,. Users
610; ... 610, services 650¢ ... 650, and controller 620 generally represent
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[00079] In this enbodi nent, when a user has

i npl emented an Aut oToken(tm function as descri bed
wabwses199he | ocal fornula may be stored on extBCTEBE2007/082088

renovabl e storage device 247. (Operations on the | ocal

formula, including inserting the result of the user

formula in place of the result variable in the | ocal

formula, inserting values fromthe arrangenent of

_ variables into the rest of the local fornmula, and
indepapdenthentities, farsexamale, tysinessAntitisenthal araycasmected by the

Int%@\{/eli géﬁg %J.?yeégfdall% Clderd r6°|9){1 "ﬁ.g‘Gﬁ Bﬁ:r;r{lé;gp% ?nnﬁfﬁgpﬂfsi d¥essing the

i OoNsS on re

senvitesusti n@yl be esxdmpgingategises rastessing aheasweicesturafer program
variables into the user fornula in the remte fornul a,

confiDlyd Nng-eRRMIME, W3e T8I Oy errtlBn MAHEARA T§RdO access one or
mo?@@ﬁéé%%é& 666! 65’(?),1 508 of &SMtdiet %@%pge}rﬁ%%stgecontrol such

per by a server program on contr
acdedsdfjudti gutrenticatidrus tTiret eperatars hafr semvicedi 668N t...s&SMNIn turn

e e LR S0 S TRT vices

OtRARRRiRRS aﬂ?é’ngé‘?rﬁer‘it@ear?{éﬁé thel\,86rsVeBnas ?eém%yd controller

conmuni cat 1 on medi um System 600 gener al provi des
operatort are fadsn Wnosderoplated pCeontrolisl Yvalestay lmelude one or more

oGS TR o B 435 I o8 Brtton an

acceiss 38rdrviess B89, ... 65005 Q@ontksiRE $20 dfirates tPd@henticate users
services 650i ... 650n, and controller 620 generall

61Giepr cBHh | Wb plon dEpNidenene | o Merer Sexdoes eB5tusi to an

J 1 a r ed t I rpnet 660 .. Fqr ..
AT b B S BEEY, BID! Al AR ek whin
users G495 i.NG 10h enBerequiresacyeseBdclDEingosRYMNNgrce ardri@stions. For

accessing the_services under programcontrol. In one

exagpBdraRifes 6aer s- B5acmay. inslude meychnndise puechasing systems,
caBBEE T P S Ahub it al a0 HEps Colhvom oo, s o

delizatihg néxtc audimn or Videoo @e.atadrparttipaing i €enthicial . transactions
in turn oper at or

650n may a fee to a controller
OVGF@r”EftWQ”%\@é’@Qsasatﬁgaréﬁ?l”P@nti cation services. O her

busi ness arrangenents anong the users, service
[0008Ar alrPEpstaRde00NdRE ok fhore users 610, ... 610, may routinely access
services 6501 ... 650,. Controller 620 monitors or is notified of the attempted
access. For example, controller 620 may monitor and intercept all attempts to
access any of services 650, ... 650,. In another example, services 6501 ... 650,
may automatically route all access attempts to controller 620 for processing or

otherwise notify controller 620 of an attempted access.

[00082] In response, controller 620 initiates an authentication session with
each user 610 to determine if the particular user is eligible, has permission, or is
generally allowed to access the one or more services 6504 ... 650,. If the user
610 provides the proper credentials, that is, the proper result of the user formula
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operator are also contenplated. Controller 620 may
i ncl ude one or nore processors 425 for executing
w@e@gosnyss 630 t hat control user authenticati onPERTS2007/082088

access to services 650i ... 650n. Controller 620
operates to authenticate users 6 10i ... 6 1On, and to
provi de one or nore services 650i ... 650n to an

aut henti cated user. The services 650i ... 650n rray

i ncl ude any service to which users 610i
as (daggripad Jeereds ¢omiraligr r@g%ﬁ@@\ﬁﬁe%@%sr §?1§B@t¢%51§5d I-“"SFV'Ce or

ser@?é@gpl e, services 650i ... 650n may include
mer chandi se purchasing systens, data processing
systens, conputational services, content delivery

[006888Yi ¢masarfonbtnerdem'b¢oelimegt taexiser eﬁ]cﬂ] mayr atieohgd, toemcmess one or
t ransact.i ons ov,

|| ticl
mofksPaBIEs St b0 haT A ARFRER 0 [MshaRY el 1§ AgaRdiAene-ime
basi§le WntfBleg Gﬁ@efssn&ilf% or acl‘ﬁ/rleoﬁ‘ Mt Yhé R REGGRBess. In

services 6501 ... ler 620 nonitors or is
responsd,icemtroflet 620 mmadamaecaLabemmnoﬁmesemrmntmthe user 610. An
ont [ler pt al

acrftfabes Snick M B PTE B0 SPe RGO VRV Ao mula to

theQISAB1©, thaEIsVOfIE ¥ah®®br a singhd (Be Mheaus<? B0 éﬁbwthe result of
route all access attenpts to controller 620

theppng: 8% ngeroforauaaﬂwds@ geserally aiowed|to @CCGQS) tf@e omg or more

gess. [00082] In response, controller 620
sen%h%?'%[;) ;' ’aut henti cati on session with each user 610

to deterrn'ne if the particular user is eligible, has

[00084)M FRjura,7 stiows agsisearal 700 thiak aviktbst an acrmﬁmtehefcﬁrsecunng
or nore services 650i ... 650n. If the user

datp ss0t as Parif apm&éag@rf@a@mamaﬂes byt amat; § heiayaIgEn F98rincludes
a nﬁ@%‘a\bglé’ﬁegrlﬁ%% ?rM£@§%@%§%ééﬁggtlm%gé@m 710 disclosed

cont al I ovvs access to t esired service or
hersiex; \ai mwer[ntODﬁBﬁhdlmcammhnhmcatmtsodéhwmnk Bsotbistbe oBigthator 705

att ess _one or nore services 65 .
andGbPIgRG &5 DL onendr s BIoVP cBIAESgp st BT adevices and
pro§fifind | 1 Qgport HEBSdR | RAndiéP Ad NaliihehB€atin a&ﬁér&ﬁbﬂs as

honitors the attenpted access. In response, control
dis@oged. nilheariginatar Z05 w@nstruatsuaam%ageofor\mqamnlh@me@aul that
inclgégs' dé?a the originator 705 wishes to secure. A block diagram of such a
message 810 is shown in Figure 8. The data 820 may be included as part of the
message or as a file attached to the message. The authentication system 710
includes a wrapper 825 with the message 810 and data 820 that will initiate an
authentication session and prevent access to the data 820 unless the recipient
715 produces the proper credentials. The message is then conveyed to the

recipient 715, for example, using a standard email protocol.

[00085] Upon receipt, the recipient 715 attempts to open the message. The
wrapper initiates an authentication session, displaying an arrangement as shown
in Figure 3. A return receipt to the originator is also generated which causes the

same authentication session to be initiated for the originator 705.
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adm ni strator, which may be a program or an operator
conveys a user fornmula to the user 6 10 that is only

wa 200865005 a single use. The user 610 enters tPE/DEN0T/082088
of the one time user fornmula and is generally allowed
to access the one or nore services 650i ... 650n.
[00084] Figure 7 shows a system 700 that utilizes an
enbodi ment for securing data sent as part of a

for  exanpl e, ¥ emai |l . The system 7

(00PRE] udbe angispiaigd 06 glarEIBFS 708 (ot @Y1 Ihez dgginalors user
forfitle &Rl i8h' QY8 (8 rELln theoRE iR 218, ofperally thiough a

memdcguitﬁetem frood trndne esegite sonvdybthenmiess@gean€he rreaxpreest enters
processaors, rrermr%ﬁdew ces and {aograrrs to gup ort

theregulh §ady gty VIRPPRE BEP BloWsnacrsssdpi thrdata 820. Once
thedﬁé‘tﬁl @S@IG ed Re %dtﬂe%ﬁlbn@&ﬁ?&ggbﬁgat Ealh iR 3f attempt is

exanp e an enal a the
madel mnapm Heb mesd;mgetansﬂrteurauttmrmbawn dbeginamwith a new

such a % i'S shown ure 8. he dat a %
arrdRETIANY ol b B a5 AREO0RNt HACIREL itk alds G3fngd o the
varfabl 31‘?1@1 t&qydifed W%@%at@@@“%‘%duﬁ3&ét@ﬂm°n)ésir?é“r5§|9ts of

I ncludes a wap h the nmessage 810 and data
apmmgttlh@pngmaltonmuseratpenala anmerefmiectittheme@p@sw_t @5 atiempts to

vent access to the data 0 unl ess the re | | nt .
opdp 56 Ml Baeio i piarveflsa i hyaor, ¢ previous

restif P tRONLRY 98rrhQlat iBend %Hg@redgieraﬂé tof @ﬁeﬁ%ﬁé"@h@sed@%‘ 88d the
a standard email protocol 0085] Upon receipt, th

origirappy @htmay1be aotikemt s t o open the nessage. The
wWrapper initiates an authentication session,

(00887 %bﬂ%r%@%ﬁ%‘?@ﬂ*e 8nta Qé’rWBn{ deleAldFroa Lf‘gr is shown

Feturn recei e origina {65 gener at e
in Figueh Qcawsemémenedrrab@xﬁ hasipaciabf dne mlser?]trcatlon bsession, an
initiated for the originator 705.[00086] The
arraa}qe@%cgwavée'ea@to&wgw@ REORESIP dran e arangement 900

may?ﬂh@l'uﬂ@t 9ér|§blé§eé176 g&d&‘ rulfpe yﬁtﬁf%scg'i‘ﬁehﬁs ehBR %@F‘sz As

he reci pi ent eneral | rou
mentidrfesk enhvbvér dhetmtahm el vatueso nvay md:iedmma@pha”r’rwnenc
i ent ent rs t%e result and, if correct, the

chalgishiar ey anat, SYDGLCEIEate [ he unt & 820 onee

[00088] In this embodiment, the cells 920 are each denoted by a variable 910
with a value 915 in each corner of each cell. It should be understood that there
may be any number of variables 910 and values 915 in any location in each cell.
For example, each cell may have a geometric shape such as a rectangle, and
the values may be located in corners of each cell. As another example, each cell
may have a circular shape and the location of values in each cell may be

specified in degrees.

[00089] Generally, the value to be assigned to a variable as part of the
authentication process may have a specific location in the cell called a target
location. The cell in Figure 9 with the variable H may be used as an example. If
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the data is closed the authentication session ends.

Each tinme an attenpt is nade to open the nessage,
wW@e@BlE90Rut henti cati on begins with a new arr aPgEO#2007/082088

Thus, the arrangenent includes new val ues assigned to

the variables and requires the originator 705 to again

determ ne the results of applying the originator's

user formula. Therefore, if the recipient 715 attenpts

to open the mass,at_:{e again, or forwards the nessage to
thearget docationdop Feigithe 4iPpes laft hand eamensibe vedigdn Be iassigned to
Hi%gnger operable to open the nessage and the origi nator

5 may be notified. [00087] Another enbodi nent of the

arrangenent presented to a user is shown in Figure 9.

[00880he vt | amexeaimany, embogimenifagd parbof Heat useat sehup process

sessi,on, an arrangenent of variabl es 900 e X
o5y Beg RIS 410861 THYeDEN I JERERRI G0 SIEod TR 2@ profie.
The/ %Fsbﬁ%i&ﬁe W8y Wu&%'iﬁfb%&%d@'a%ﬁt e utér, gé‘tc Br&ﬁ?ie, a name,

920. nment1'oned above, the variabl es and val ues may
coritact infrmeatipnawatile nocetione etharlaet profileomaynpe rsdoted in controller

SR B 5 o Al e
5) ¥ahHE oH&r apprepaltecRCaBON. OfTIRAGBe £ Bldfile hays AR BicRRie one or

under stood that there rmg be any nunber of” variables 9
more target Jegaliess Job the) vanablesciat thenuser'sasar éemulaForfhe target

oGP LG SRESPeifd CBY R S B BT s BB o e e as,
“uppbr fACbokRlr .orA90adsyrbes.” e xabther &RGllioA BdeciRutibn ecitnique
circul ar shape and the | ocation of values in each cell

mayrRe Us€dspecified in degrees. [00089] Generally, the
value to be assigned to a variable as part of the

(00981 pRBUF BrRARATERL TRE (IR oSREE N 08 SBpofit R part
of ¢heni tisert fiernwaai abFer Hexamyploe arseekeamplary exserplfermulat fer the
emltp@]acrgﬂ\%‘tlﬁ, 8%1' iglgFifgﬁéq H'@éy:q%eﬁwgi@(lf{,tw#t?rgdufcl)sr.r%r farget that
designates using a value in the upper left corner of the cell that includes B, and
LL is a target location that designates using a value in the lower left corner of the
cell that includes C. Any other designation may be used to specify a target

location within a cell.

[00092] Upon initiation of an authentication session, the authentication system
100 presents a user with an arrangement of variables as shown in Figure 9.
Each cell may have a variable and a number of values. The user recognizes the
variables presented in the arrangement that match the variables in the user
formula. The user may also understand that each variable has a target location
where the value to be assigned to the variable is located. The user recognizes
each variable, assigns the value in the target location specified for that variable
to the variable, performs the operations of the user formula and enters the result.
The authentication system independently assigns the value in the target location
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[00090] In an exenplary enbodi nent, as part of the

user set up process described previously, a user may
WEe@soskeos nf ormati on, referred to as a profil ePCIH82007/082088

user profile may include information about the user,

for exanple, a nane, contact information, work

| ocation, etc. The profile nmay be stored in controller

215 (Figure 5), local conmputing device 230 (Fi gure 5)

st or age faC|I|t 265 (Fi gure 5) or any othe
spegiiadoieF ﬂé&té/ﬂf@@ I%We vaHEable apd pesforms thawpslr@t@ns of the user

forrrgfé' tﬁggeer%r?gte An We%gh@éﬂf?eshﬁ.hﬂ i e%ﬂ{lcétf?) Eérﬁ@o?ﬁpares

user s user or mu OoCa

thebademauje‘nt edsulhwithrthe us‘errait@:teldw@sbncmdd mmhwrééults mattfh the
per left corner,” or "90 deg

h
aUt!Z\ﬂ@/t’Q%'Eg fsw?éatq"c% Q’}?e%ef'l aGeessothe andeR Oﬁa‘*PPB%at'O” If the
resﬁoca o A3 Ab e§§‘?§8 c§Mbodi nent, the target

i ons nmay be speci as part of t he user
formul a. For exan‘pl e, an exen‘pl ary user formula for
[00098] eFfiguré nEhshevewa flow Eiiagras lustpting &B( Umbe@@memt utmzmg

targldogaiine Riftettt die 'R RETIED! | Ty Rigtk REpB AT bibgre s
genekated &5 Has@Med Q6&Id.OR L&t fo‘?ﬁ%‘l@&%@ﬁeﬂéﬁd‘m Blo¢R! ﬁﬁo and

in the lower left corner of the cell “"that 1 ncludes

melfmylzed laed Si@ﬁﬂdglnabb@n 108§. e shewn i bigskciGa0 an taatlmitlcatnon
. 000
sessfifnb ittt dn o€ Toes e adtehiehih s L Pesferfta user

wittP BASETAfgenastest Waridbles andr RIRGSEMBBAtIEHS. vV & Ibiodke 3036 the user
shown in Figure 9. Each cell may have a variable and a

recognizrg the vanakles prasenteddn the asanoement featvmatabthesvariables

m R SEREIERE ahO ARG Bl Wit 08" oh Al Bab R Tpr e
vanaal@htovﬂuei wdliabldiasn dldck Yes5 liles aisep ﬂet/dmmest beresait e the user
be assigned to the variable is |ocated

fO"‘P‘é@o@ﬂﬂz@@teé%cfﬁ‘a\t/arﬁis%i e, Na9qcnd Of"ﬁe"'\‘ﬁhl%léh?ﬂ“(%%'@n system
o e, RS RANRVFhd So ot bl ! B vaiaol
to themdvadabler and inerfoermal the operations of the user formula to generate an
independent result. In block 1045 the authentication system compares the
independent result with the user entered result and if the results match, the
authentication system gives the user access to the service or application as
shown in block 1050. If the results do not match, access is denied as shown in

block 1055.

[00094] Figure 11 shows a flow diagram illustrating an embodiment utilizing
target locations as part of the user formula. In block 1110 a user formula is
generated with target locations. In block 1115 the user formula is memorized
and stored. An authentication session is initiated as shown in block 1120. In
block 1125 the authentication system 100 presents a user with an arrangement
of variables and target locations. The user recognizes the variables presented in
the arrangement that match the variables in the user formula and assigns the
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The aut hentication system i ndependently assigns the
value in the target | ocationspecified for that
wa2008ab19¢5 t 0 t he variabl e and perforns the opePEI/US2987/082088

of the user fornmula to generate an independent result.
The aut hentication system conpares the independent

result with the user entered result and if the results
natch t he authentication system gi ves the user access

to the service or plication. If the results do not

valygi fe igesiocatonsheatisd fe0basyariablerte the \eable as shown in
blo%ll( 9‘4’36' qar&}{%k HH§§%ﬁé‘Ugegd@wﬁ{ﬂfﬁ’é§jh'}EQﬁl f uf tnd pbé‘rg formula and

I ONns store user
entéfzo&hat uggult. pr bf idleck sl 1@®nmeataadhanstlaimsnr swdnabndepen@ently
f | bl ack 10 d i zed
assigp teovalie i thp SBet Bretionespacdan or Tt HalADE i Variable

and YelBRhs CRE! 9herfisns At th% Lsirt foineith td rbek?m'e\?m% &rqznﬁdé;?&wdent

authentication system 100 presents a user
resait.r amgetmihentﬂfatmarsyalﬂm$:om11aresztrg£mdlepeademmesult mvlth the user

entBIFd Frstll 7 ABEHEND BIRGK TABC T Ehfe oSSR RGK 1150 the
autHéﬁt“ catBhMyste@Ngivas TheNisel R c¥as 4s the ddick "’Hrgﬁépllcatlon As
| ocation specified for that variable to the variab

shawn il ek 1035, if Hhe reselts detrot matel, acaessus teoniedt he user
fornmula and enters that result. In bl ock 1040 the

hept | | O in | ue
0ot n BRI RGBS SREETAE e Mt i B as o
rectamguiaar grid)| meaﬂﬂaﬁ@ém@hﬂméWﬁaO@%ﬁl shase @indt hﬁyuifﬁ%rude any
fornmula to generate an i ndependent result. In ck
numlpeysof ﬁ@"Sagf losatiopat i e solis avithin i agangament may also have
an ylﬂ%% endent result with the user entered result and if
e results match, the authentication system gives the
user access to the service or application as shown in
[00®96)c kInLaBdthet Enmttboaliment)lthe adthembicatien systeacoaysaliosv a user to

ied as_shown in bloc 0009 igure 11 shows
addg Wd?’é@{@&?ﬁfﬂ PIRQ '§ ‘%W?g?siﬂ & ﬂ‘reﬁ’ﬁ qqyu £hﬁ@0t€f3 or
spebﬂl'bgﬁ’} fArAnAhbENsS dBgoPdiditsOto i u§§|eforrfn%iem={$s%lt I thi8ltesttre is
user forrmula 1s generated with target
advaotﬁmepua@ecanseltto@llowﬂamaehéo dysamicallyndisguise therosertadmula
result even further by spontaneously adding additional characters to the user
formula result before entering it. The user may add decoy characters anywhere
in the user formula result. Thus, in the event a user's actions and arrangement
of variables are being observed or recorded, the actual user formula resuit is
indiscernible from the decoy characters. The decoy characters may include any

alphanumeric character, mark, symbol, or image.

[00097] In one embodiment any number of decoy characters may be
interspersed among the characters of the user formula resuit. In another
embodiment, there may be restrictions on the allowable decoy characters. For
example, certain decoy characters or combinations of decoy characters may not
be allowed. In other embodiments, a maximum number of allowable decoy
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and stored. An authentication session is initiated as

shown in block 1120. In block 1125 the authentication
WGQIBBEMILD0 presents a user w th an arrangenmeneCDiS2007/082088

vari abl es and target |ocations. The user recogni zes

the variables presented in the arrangenent that match

the variables in the user formula and assigns theval ue

in the target location specified for that variable to

the variable as shown in block 1130. In block 1135 the
charagterggtayy b seacitied e 913 mare sReciis &xampignthg eaymum number

| . . .

of Gt charatbrs RElY o 2L £ S FRacls Bitne user

forinatzatresult Spedoief iaeidirfgordeichgt chaaictdhbe tThet hestvistiomdlan decoy
and perfor of the user fgrnu

t he eration | #ato
chaBRlers MY R IRAIRLASS APEUEI o MDA PRelerciar arisers, or a
groglﬁséfel%d&g”pﬂ'i@%ewg driadsensn Of:i?(ﬁcﬁi%zér{ay‘l"q;é kB8 iHSE memory,

tered result as shown in the results
storeggeclocafion, r stdrayé 20ea loé treusystemi ti.i on system gi ves
the user access to the service or application. As

i n_ bl oc 55..,4f the results do ngt match .
10033855 SterPinifou T Hish s MRlE 4 B AR (B Begerted with an
arrahderBent s rabNELARA A/ caRlilate e SBOMDrAvIR result as A6B4C3.
rectangular grid, the arrangenent may have any shape

Thewwserpyovides R6BR$CREnioe theoRUbEINticatien Isystam otfs FHding an

ook 0 SRRl 25 AR 1 s

exasysit Sienaythehticition SysBIm detaftingl! i/ ciedracRes B the Gldifal user
referred to ?enerall as decoy characters or

. y . .

forngylaciiesptt rany the indapeneest caleuigionidgscybed @bore angeparses the
| o Thi ure. |

AAEBBEERS A The MURa AR SR YA AER T e MR user

forrholanmgisalt ie pradent\aed detetrhieesthiasthent@nborsf deesldchgracters is

addi.ti onal characters to the user formula result

thrgget ﬁ‘% HMICAHON SyStem 'Q%B'ﬁeﬁﬁ@/ata@& jEeker %fsh(é‘?%ﬁyt gharacters
I8 Al . i Nt

(3) SEMAHRR thol dbco eriénattol AdtHoror TRt s, 1Bl fimber of N/2

decay ehaeaigrsobBee systeor theacallossdacadss. dottivaleveskthat the number

of defa SoRrder moRee o2k Theorafel hEGF tofBufiRliys not present

in the string, the authentication system denies access.

[00099] Other decoy character restrictions may be specified and other
maximum numbers of decoy characters may be used, for example, N/3, N/4, etc.

[000100] Figure 12 shows a flow diagram illustrating an embodiment utilizing
decoy characters. A user formula is generated in block 1210. The user formula
may or may not include target locations as described above. The user formula is
memorized and stored in block 1215. An authentication session is initiated as
shown in block 1220. The authentication system 100 presents a user with an
arrangement of variables as shown in block 1225. The arrangement may or may

not include target locations and values as described above. In block 1230 the
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al phanuneric character, mark, synbol, or inmage.
[ 00097] I n one enbodi nent any nunber of decoy
W@ b@sases s may be interspersed anong the charPCI/ES200682088
the user fornmula result. In another enbodi nment, there
may be restrictions on the all owabl e decoy characters.
For exanple, certain decoy characters or conbi nations
of decoy characters may not be all owed. In other
enbodi nents, a maxi rum nunber of all owabl e

usefeteopOREeaCther yaﬁalyleﬁep@@eem & thesarangsiaeat, dadtr match the

varRBE g’ e BRI R A3Shne tn VARl SRR RiSpEEYariible to

thefvariablea Tles uhluehaﬁplbe aagailuegn dtetaogetddywtmt térenufnr“étie As shown
restrictions on decoy charact art o user

in tﬂ?@f it ?é > 1Be Yagy Cf?é JBEF {3 é%s g]% Uﬁ%reﬁg muip ag gﬁ'Hﬁbs that

resth |r\b?€<§|ﬁﬂ oHCodRicRY d%B@i/ %gg%fctér%ﬂ i GIbERAS 488 Me k?:l%thentlcatlon

red a nenory ocation, or storage ar
sysufmtnhdengMylf)@rfotm@GBG] operhtons rof the user Krthula usmg the

vaiggs GRighes 18 W yTIo8 46 coraraS abnBeR gL aRaty odla yalues
ma?%r%%?%t HdVR Be&H aRsRhkdefo BRR4G33alichd. hen blogk, 1250 the

aut hentication system thus adding an additional "A,
systam apRiises othal use genearhtech raddlt ttDofmd if #1e tindepandent result is
t he fhenti,catio

pre§éruaiipal B nilarspised FerBio i Beiaid L vEHs FERUER hEpresent
acce8s Wélb@nre%ﬁé!s tshbw@nint Bieck ndesendant realie s aurNand the set of
descri bed above and parses the AA6BB4C33 string. The

decgyiaherctenrastictiopsiamiheedeaqy; ¢hasactess isimel, &ergssis granted as

sl 850 12B0r 9P (AR5 I5R AAAAPLELS) R LA oL liBions

haveusdmnspecified)thay st eve seteof nektrizsiondad nbhaulunbelystdm verifies
decoy characters (3) satisfies the decoy character

that the: decay; eharaptess Salstyihe rﬁaszﬁcnam ﬁﬁrﬁmwrbm ook 256y If the
rest‘ﬁ@%ﬁscttaﬁé %ott-gé%sﬁ n%t&%e%;gag r?dt 5§k 15@529 bl ihe, decoy

event he nunter o ecoy arac ers exce
chaoacteheestrigtigns dlavedeyerf satistied, acmsistis geanted (tpioelseEBO). n

the string, the authentication system deni es access.
ooéﬁgﬁgﬁkgg 155%19%%}:] %‘L‘?‘é Cta%theersetn%g imant of e gtejthentication
system allows allow a user to modify or customize the presentation of the
arrangement of variables. The customization may be specific to a particular user
or to a group of users. Upon initiation of an authentication session after user
interface customization, the user is presented with their specific custom
arrangement. This enables the user to verify that the system they are interacting

with is in fact the authentication system and not an imposter system.

[000102] The user may be able to customize any number of features of the
arrangement, including for example, the color scheme, toolbar colors, fill colors,
background, text font, text size, text color, etc. In one embodiment, a user may

be able to provide an image for inclusion as part of the arrangement, for
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maxi mum nunbers of decoy characters may be used, for
exanple, N3, N4, etc. [000100] Figure 12 shows a

WO b@d/oshiveyr am i | | ustrati ng an enbodi ment uti | i RETHS2007/082088
decoy characters. A user fornmula is generated in bl ock
1210. The user fornula may or may not include target
| ocati ons as descri bed above. The user fornula is
menori zed and stored in block 1215. An authentication

session is initiated as shown in bl ock 1220. Th
exSTPle 26 & BaF RaoUDd T Moot T GRrBRts o8 &, bRFKaTPURG Jor a cell, as a
varibi@nsiesPahy BbriiR srahk efraieRfiin 10 bl ock 1225 The

arr angenent y or may not i nclude target |ocations

and val ues as descri bed above. In block 1230 theuser
[000d©8} niiheesusthen {eatutdsl eflsther agangenenh mayebarstaregeas mart of a

t hat n@tcht\r}evri blesﬁtheuerd.forwla and... .. ¢
USExiPIRESt MREVIANGE 8RRYS+i gl GGt PEPE aHPN ¢ Bitigfign of an
auth@htiédtioh sd&sionahugsdremalaog iM%W‘%piﬁg ahbRNERY name or some

| ocation if required. As shown i'n block 1235 the user
othgetumigenidendifiees uine atithendicatian systemuimawtherenakdate the user

e 3ing E38idas 85 A BReR o baPBbBscnl BsBIBiAE e narte nas
bedrer prsvided, heahepeiahémivatioh tdystdmsemap’ BUpglyushed dudmized
val ues assigned to the variables to generate an

arrangripenidaptodiated| with the usarsdsofigy ape may thus pravide the user
be ' d_fr t t LORS n o
it S0t BRTHIE o T8 3 AShwaREl RSy ol Wbt o e
authadigatioties\isteras Uhtaricthé@rr @gemplepausgr infiey botiestRtes eslend the
ecoy, characters. If the result is not present access

d
sessionyng gag%@%ﬁdﬁeri RATBE JR3e PEEY. Priovidedeandsyl @raggement is
disélﬁ!@@mﬁﬁ@dﬂ% éﬁrs‘)éus‘i'&ﬁ%ﬁﬁhaf acter restrictions on

decoy characters 1s n access is granted as
shown in block 1260. If the result is found and any
[00a#Q4ly It baeanbedimesntr thet authsnticatiorbsyatempmaly fpredidet & generic
| S h et of restrictions.is not null, the system .
ard e eids Ay WSeby e 8y etk ep L7 16120 “Herting or
proVigfig amy} infdvendforsto\bolentifl ipfdosierSsratldckbhe

restrictions are not satisfied, access is not granted

ébl ock 126*5(3. If the decoy character restrictions have
[00QEN Yahoutd e undersieed that fieyfaregoippidsskrint@nis only illustrative

0} i ai Fi : t P
of @%@é@%ﬁ&%ﬁﬁw{gﬁgﬁ%hen rlfogjast ?@%ﬁﬁtl\%s aRQt PShifications can be
devised by those skilled in the art without departing from the embodiments
disclosed herein. Accordingly, the disclosed embodiments are intended to
embrace all such alternatives, modifications and variances which fall within the

scope of the appended claims.

[000106] What is claimed is:
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systemallows allow a user to nodify or custom ze the
presentation of the arrangenent of variables. The
W@ eEBomMmgat i on may be specific to a particul arPCEER2007/082088
to a group of users. Upon initiation of an
aut henti cation session after user interface
custom zation, the user is presented with their
speci fic custom arrangenent. This enables the user to
verify that the systemthey are interacting with is in
1. facA hhghautdrealireaticating st @Brafst Betesd tb "WOGéREe, service,
system [000102] The user may be able to custom ze any
appligatien, foncliemtirsystesn, eaeprgingngenent , i ncl udi ng for
exanpl e, the col or schene, tool bar colors, fill
col : d t.¢S) C
ot ceRing A ABuRfeatf ey fithe 913 GFrdofbis B Plga from
an a geyef vartablewhng operaiwnpProvidéd byehamuegricatidn system;
forexanpl e, as a background for the arrangenent, as a
background for a ce|l, as a varjable, or as any
por?tgﬂﬂg ¢he UpRr 'QryiRgaten authentisatian sYHeMust om
features of the arrangenent nay be stored as part of a

usegtilgiryy af disBlayBNbicRBAH AP With QRCarR h8Rbf variables

upon 1 nitiation om? an aut hentication sessionh, a user
maygérsgaied by theyquithgntidadion systamnimgtuding thenearabihes of the user
uni ' dent'hfi er. The ajUt henti cati on system may then

ue
valngQF , £REN 3S8I0NAYAVaHS provi des an arrangenent of

variables. If a legitimte user name has been

pr ayppihdfg thBeagdiginvakmbl RNNRIGHIRG VIRMbRISPH Yhe B€er formula
custom zed arrangenent associated with the user's

pr ond ealculating@firshi@sufir ovi de the user with, for
exanpl e, a |level of assurance that they are

L ASPILRGIAD o R ABOASRURR IS g BBlEer of
i f thelfiegtiresolgt e user nanme has been provided and an

arrangenent is displayed without the user's

custom zation. [0001 04] In, one enbadi.nent, the

AL HENEVEg: | DR SYSY offShty IHOUTHS 20LRBAI cohdlacters to the
ar raneeMRtiohfsydkm nval i d user nane is provided so as

to avoid alerting or providing any information to a

potential inposter or attacker. _ .
wherein the authentication system authenticates the user if a second

result of a separate and independent calculation of the user formula
calculated by the authentication system is found in the first result with the
additional characters and the additional characters satisfy a set of

specified restrictions.
2. The method of claim 1, wherein the set of specified restrictions is nuil.

3. The method of claim 1, wherein the arrangement of variables generated

by the authentication system is customized for the user.

4. The method of claim 1, wherein the variables comprise any alphanumeric

character, mark, symbol, or image.
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[0001 05] It should be understood that the foregoing
description is only illustrative of the disclosed
wepisdsrent s. Vari ous alternatives and nodifi cBET/O8207/082088
can be devised by those skilled in the art w thout
departing fromthe enbodi nents di scl osed herein.
Accordingly, the disclosed enbodinents are intended to
enbrace all such alternatives, nodifications and
variances which fall within the sco e of the appended
5. ¢I af he Metbod Kefaithac Wherein divallies comprissotansi@ndy generated

nurﬁla‘ ng}at S ing a user for access to a device, service,
cation, function, or system conprising: creating

an authentlcation key in the formof a user fornmula
6. sel Eloe ewethodrofeciaiet Tofcougorisaty peovéding dperuser evith assistance in

.ovi ded e aut hentication system storing the
Cfegﬁ'ég af‘%?@ﬁ?grg“lﬂﬁ the authentication system utilizing a
display to present the user with an arrangenent of
7. VarTRdIngstheans ahesl 0ywvhdreiraid et ?&HL@&‘ lﬁddﬁéi@é‘ﬂone or more

i ncluding the variabl'es of the user formula, each
cusierwiqpesdtoss.val ue; appl ying the assigned val ues to
mat chi ng variables in the user fornmula and cal cul ating

8. Gl B a5 Rl 4 T HE SRR, 01 e i vt resul

conveying the first result with the additional

chagraatig a Ibcaltfbenaathzeiiy & abiialeSystezaivivg teefit Fewilt and a
aut hent i i‘gtl on system aut henticates the user if a

sed8AWte damula havingstBgatser éorandas #ftpendent

cal cul ation of the user fornula cal cul ated by the

aUtélﬁﬁ%h&%ttlhB”th%)’ ak&Mi § dALNStion éif{\ﬁeffo { fdrRsila tmatches a

with the additional characters an |t|ona
chaadatlation ebthesemade §emué. specified restrictions.

9. The method of claim 8, wherein the local formula is transportable.

10. The method of claim 8, wherein the calculation of the local formula is
performed by a local computing device, and calculation of the remote formula is

performed by a controller remote from the local computing device.
11.  The method of claim 1 further comprising:

providing a wrapper that initiates an authentication session according to

claim 1;
encapsulating a message with data in the wrapper;

initiating a first authentication session for a message recipient and a
second authentication session for a message originator upon an attempt

to open the message;

determining a user formula result from the second authentication session;
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2. The nmethod of claim1l, wherein the set of specified

restrictions is null. 3. The nethod of claim1,
woL@se51903 he arrangenent of vari abl es gener at eRCHYS100E082088

aut hentication systemis custom zed for the user. 4.

The nethod of claim1, wherein the variables conprise

any al phanuneric character, mark, synbol, or inage.5.

The nethod of claim1, wherein the vaI ues corrpri se

randoni ner at ri cal val ues. . t hod of
C opoviEing ik tenulte T Hiet GEine N REIaT 89SYPR AN o1 o1 ance
in creating a user fornmula. 7. The nethod of claiml,

V\’”eélﬁi'vﬂnéh%éls‘? cibRintulig o%&bﬁgeﬁhé’”‘?né’sfsa M €akd'SHat  upon

oper at or nmet hod aim1l, conprising:

cr eathegtieationcal fornul a having a variable for
receiving the first result and a renote formJIa havi ng
the user. formul a; and ut hent ca | ng%t he iser

12.cal R PR 'Y APeTtiGR gf%r‘r‘ﬁﬂ' Orfra c%|%%}1'%%| §grvice,
applicatio®, fuRERSE d‘r@,Flmélna .cotnpridig:net hod of cl aim 8,

wherein the local formul a | ransportabl e. 10. The
nmet hod of claim8, wherein the cal culation of the

| oc%ﬂ apthentications kew it Hiaamogf a usee larmudasetactesl from a set of
a(f%bl %nc‘f Bbgﬂ-ﬂt@hb ‘b{?mﬂ&e(tj B tﬁ& r?enft gé{% Qyﬁtém and stored

per orne

coripdhé agtttbﬂtlbaﬁcn dysteifhe et hod of cI aim1l further
conprising: providing a wapper that initiates an

aut hent i cati on session according to claim
ench SR i%@reéeﬁﬁis%aa%ermﬂh AR AATge AR O \iables generated
' n| M AGthanfibdtdn t@rﬁ”ﬁr‘l&@%’hg ﬁ%ﬁhﬁfésf@fr th@ user formula

age recipient and a Secon entication sessi
forea@hrm;@@l awvalgienat or upon an attenpt

a first result of applying the assigned values to matching variables in the
user formula, the first result interspersed with one or more additional
characters and conveyed to the authentication system; and

circuitry in the authentication system for authenticating the user if a
second result of a separate and independent calculation of the user
formula calculated by the authentication system is found in the first resuit
with the additional characters and the additional characters satisfy a set of
specified restrictions.

13. A method of authenticating a user for access to a device, service,
application, function, or system, comprising:

creating an authentication key in the form of a user formula having
variables and operations provided by the authentication system;

storing the user formula in the authentication system;
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to open the nmessage; determ ning a user fornula result
fromthe second authentication session;providing the

WO 2®8l05199D the first authentication session; aPT/US2007/082088
all ow ng the recipient to access the nessage and data
upon authentication. 12. A systemfor authenticating a
user for access to a device, service, application,
function, or system conprising: an authentication key
inthe formof a user fornmula selected froma set of
varytigingsa displapler riesenktngruser aéd &y afraegement of variables and
gut\{ 04 Caﬂélh@ﬂ]gs%%ﬁme%n% b@r ﬁge} rfoﬁﬂl?laa%hae%fu‘égt iPNarget

ystemn a resen user Wwth an

ar rlsogttorendf thé armhg@himt agsoeaticedithgatheariable;
aut hentication system including the variables of the
user farm igned a value; a first resu

o ARRVO0 e VAL aRe Jaitse iSoabons Benprig st heyariables in
t heneSHraridet nﬁ%cm% rﬁ@t‘%fwfﬂ% vridifedInt thbg\ﬁs’érrszI‘?ﬁﬁlgdaﬁH &ﬂcuiatmg
ar to the

one or nore itiona acters and conveye
autdntirst resutli; on system and circuitry in the
aut henti cati on system for authenticating the user if a

d f d.ind t
b anib Rl BB R SR AR oy ¢ e
aut hentication systemis found in the first result

W twhérem ardatithenatatidnasyné@r suthBatiddies assliusepiahe first result
characters satisfy a set of specified restrictions.

13.Matches RosPasmdaligsHE f iacs@natgteaand éndepsndapt ealsulegon of the
de"ds‘é?forﬁﬁflé{'c‘éﬁ:u £88'b “tﬁé r{té& {)Hﬂ gﬂstﬁﬂ{ system

i stng: Cr a ey in the form
of a user fornula haV|ng varlables and operations
14.pr oThederétrhx;d bhelaimt 18 wherain ihe taygdtdogatinoassugidtee with each

in the uthentlcatlon systemutilizing a
Va”&?’@p'ls '{J]ae@f'b@\@rﬂsqr @mdar with an arrangenent of
vari abl es and
15.  The method of claim 13, wherein the target location associated with each

variable is included in a user profile.

16.  The method of claim 13, wherein the arrangement of variables generated

by the authentication system is customized for the user.

17.  The method of claim 13, wherein the variables comprise any alphanumeric

character, mark, symbol, or image.

18.  The method of claim 13, wherein the values comprise randomly generated

numerical values.

19.  The method of claim 13, comprising providing the user with assistance in

creating a user formula.

20. The method of claim 13, wherein the user formula includes one or more

custom operators.
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val ues including variables in the user fornula and

values in target |ocations of the arrangenent
waz®eosmoed with each variabl e; applying the vedTiES2081/082088

the target |ocations associated with the variables in

the arrangenent to matching variables in the user

formula and calculating a first result; conveying the

first result to the authentication system wherein the

aut henti cati on system aut henticates the user if the
211 r 5pe maipd ohplBEMds, SOBWEISIG: r esult of a separate and
i ndependent cal cul ati on of the user fornula cal cul ated

2%, CRRURLESRY SRR STt G RRA el<E R ana
varieaidte fosnuladavieptherusendornsda; &mad nul a. 15. The

nmet hod of claim 13, wherein the target |ocation

assocjated with each variahle s included jn a yser

oy cRshehtcaiiorhe Bsen aa fleralich 8 theGrel fofmii hatches a

ar r HIQARON oPtheVRMcBiggn@aner at ed by the

aut hentication systemis custom zed for the user. 17.

The nethod of claim 13, wherein the variabl es conprise
22.anyThe prednearef claine Rdr weeein thalacal byrida is tsanspeadigdle.

18. The nmethod of claim 13, wherein the val ues

23, o st i s VT L aG Rl e, bt [offpia is

perigficet anadocal aympitintgdavioseiand ealtulationZst. théhenmoré hownula is
perﬁ% claim 13, wherein the user fornula includes one or

MedRise GRNBRESTHERIAE Srom thenloCcAIHBAUHII Ee¥Een 13,

conprising: creating a local fornula having a variable

24.L°rTH§Fr\%itP{6d“8f élﬁm f1brfﬁgl?é§%hbriéﬁ& a remote formila

avi ng the user r mu

providing a wrapper that initiates an authentication session according to

claim 13;
encapsulating a message with data in the wrapper;

initiating a first authentication session for a message recipient and a
second authentication session for a message originator upon an attempt

to open the message;
determining a user formula result from the second authentication session;
providing the result to the first authentication session; and

allowing the recipient to access the message and data upon

authentication.

25. A system for authenticating a user for access to a device, service,

application, function, or system, comprising:
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aut henticating the user if a calculation of the |ocal
formula matches a cal cul ati on of the renote fornula.
WwWQ@2008/0505ret hod of claim2 1, wherein the | ocaPCTUR2007/682088

is transportable. 23. The nmethod of claim2 1, wherein
the calculation of the local formula is perforned by a

| ocal conputing device, and cal cul ation of the renote
formula is perforned by a controller renote fromthe

| ocal computi ngndevi ce, 24. The nmethod of claim 13

[

f ur @héut afl r'fﬁy iﬁr‘B@ifafnﬂg)faa H/P%’pf?émuﬂ%é‘?vi“ﬂi Yarighles and
an . . Sess| . : . : .

on SHLBRERS TBLRRG RIS ARRGRILARY' RS BrlPistored in the
i ni authenticatonfgystgamaut henti cati on session for a

nmessage recipient and a second aut hentication session

f . I gi.nat n attenpt to nth
s AIRPIANAPE PHSANG0 AN irerr Wil A afigBgpment Gf vagables and
Secpife & UhBIRAINLC YaliablesC 7P AB: uBELUbAhME BRA USRS i Qarget
the first authentication session; and allow ng the

r edopations ofdtheccegenent mssecigtedhwith each vapable;
aut hentication. 25. A systemfor authenticating a user

rurbrSiesul 8¢ Jep e BBt B mé bk Riertas Asromatpd wit
i n thBevahiab®soh the WsRINgbATINY It@ nawhiRg VariabRidl inghanBer formula
operations provided by the authentication system and

st ctehiconveyRd tadhe anthendication sysleewand di splay for

presenting the user with an arrangenent of vari abl es

and.; S i AL i . .
onr R B ARABY SRR b alEriitind a7 s
asgesulhneaicied b segohdvasulbbf a;separatesdnd eslelpendént calculation

appl.ying the values at the target |qcations associ ated
Wpfq{)%e ser f%rmulla czalcS‘latecJ1 by the gut%engcat}on system.

26. A method of authenticating a user for access to a device, service,

application, function, or system, comprising:

creating an authentication key in the form of a user formula having

variables and operations provided by the authentication system;
storing the user formula in the authentication system;

utilizing a display to present the user with an arrangement of variables and
values including variables in the user formula and values in target

locations of the arrangement associated with each variable;

applying the values at the target locations associated with the variables in
the arrangement to matching variables in the user formula and calculating

a first result;

interspersing one or more additional characters among the characters of
the first result;
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the variables in the arrangenent to matching vari abl es

in the user fornmula and conveyed to the authentication
waeEBemMmooAnd circuitry in the authenticati on spSI/EMDTOS2088

authenticating the user if the first result matches a

second result of a separate and independent

cal cul ation of the user fornula cal cul ated by the

aut henti cati on system 26. A nethod of authenticating

a user for acces a devi ce, serV|ce application,

fun@@ﬂv(ﬂymgorﬂ“@/s?@ﬁq "e#br Wi nghe crasiditiangl agharacters’ to  the

aUtQ&ﬂEhﬁ@étl (gé(ml n the form of a user fornula
havi ng vari abl €s and operations provi ded by the

aut henti cati on system storing the user fornmula in the
aut Weetsit ahe cauthestieatiorutsystem reptienticapesathe cugerei emtsecond

| ncieding PaPPRRIeRe ST THRESn GraHAIa eabser formuia
tar &ulbfb”gglf) %a@fhehh@a 4! §\z§§m‘v‘ﬁtfo@ﬁ8@ﬁ‘tﬁé ﬁ%t%&tht with the

eac var applying t lues at the target
| ocadditioral asbaracigred andt the hedditionadbtlearacters heatisfy a set of

arra mat ching variables in the user fornula
ano‘s‘%egﬁefﬁwﬁi IOBStirst result; interspersing one or

nore additi onal characters anong the characters of the

27.1 1 r'pihe FRAKOA Of B1AUA YENWHREINfthe Skt bRSPEdified tdtridii®ns is null.
addl tional characters to the authentication system

rein the authentication s%/st em aut henti cates the

28,10 cFhg Meihad 0 G2 WhePin hes{agel Eoatn AReRGiAdaNEh each
varf;aS) F%féll &Ihﬂ?d% G éJrSfSFmL%r”ul a calculated by the

ntrcatron sys emis tound in the first result
with the additional characters and the additional
29.chaflee treatbod af iclHim 26, seterefn Seelirdetddcatent assdadiated. with each
od of cl ai %26, wherein the set of

2 Th t
varghle. BrgHarddt Ariser BIR8o nul |

30. The method of claim 26, wherein the arrangement of variables generated
by the authentication system is customized for the user.

31.  The method of claim 26, wherein the variables comprise any alphanumeric

character, mark, symbol, or image.

32. The method of claim 26, wherein the values comprise randomly generated

numerical values.

33. The method of claim 26, comprising providing the user with assistance in

creating a user formula.

34. The method of claim 26, wherein the user formula inciudes one or more

custom operators.

35.  The method of claim 26, comprising:
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28. The nethod of claim 26, wherein the target
| ocati on associated with each variable is included in

W@ b@sswns f ormul a. 29. The net hod of cl ai m 26, PEITESM0TI082088
the target |ocation associated with each variable is
included in a user profile. 30. The nethod of claim
26, wherein the arrangenent of variabl es generated by
the authentication systemis custom zed for the user.
3 1. The nethod of claim 26, wherein the variables
congfiepting argcal fpraularhaving atvariableder repgiving deditst ressit and a

Moot IEIAP el B RPangher el 1 the val ues

conpri S€ ran nera nunerical values. 33. The

met hod of claim 26, conprising providing the user with
assagthentieating theeasendf a cslenlation nafl the Béal Toenuiet fmatthes a
of claim 26, wherein the user fornula includes one or

mor €alewiationobHe tonpte forBUlaThe net hod of cl ai m 26,
conprising:creating a local fornmula having a variabl e

36.] OTTRERRINbAS! Lafin!d5) Wneféif thé I GRS RahRidRitfe.

havi ng the user tornula; a aut henticating the user
if a calculation of the local fornula matches a
37.cal the aé¢tbadodf clhien 3dnovkereor the aalca@mtionhef thet tosal ddrmula is
| ai 5,.. wherein the local fornula is transportabl.e, .
periprMof B adbhEL oL HP9Ee. afd Phldrte CRRIRRAE (Siputa is
pertdtthddosyah coptrBlé Breinsote @fdne tebchY cdmpatdd de@erUt i ng
devi ce,” and cal cul ation of the renote fornmula is

performed by a controller renote fromthe |ocal
38.conpht Meghereof elaim 26 futther erMAESINGT cl ai m 26 furt her
conprising: providing a wapper that initiates an

aut B0k h! faptRs ThaNirRRRe8 AnnQuth8nfitAtidR €8ssion according to

claim 26;
encapsulating a message with data in the wrapper;

initiating a first authentication session for a message recipient and a
second authentication session for a message originator upon an attempt

to open the message;
determining a user formula result from the second authentication session;
providing the result to the first authentication session; and

allowing the recipient to access the message and data upon
authentication.

39. A system for authenticating a user for access to a device, service,

application, function, or system, comprising:
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encapsul ating a nessage wwth data in the w apper;
initiating a first authentication session for a
wore®saswos eci pi ent and a second aut henti cat i onPGEES100T1082088
for a nessage originator upon an attenpt to open the
nmessage; determning a user fornula result fromthe
second aut hentication session; providing the result to
the first authentication session; and allow ng the
reci pient to access the nessage and data upon

aut Al Ruthentication dey in t§9§P€]‘h ot uggt f@mu'@mvw@ yarighles and
for t vice e [

 oraBaoR DB ng SUhefieaBR BAL T siored, in the
in amaeﬁm:ananfs)&temer formul a having vari abI es and
operations provided by the authentication system and

store |n the aut henti cation system a di

pr 3 &hERIAY PR OreRaIing; 1he WSeraW Er@blﬁrﬁpgﬁﬁ%\y‘ér‘?f ‘Eﬂr@?'es and
andeééé‘e‘ﬁcl‘u@ﬂgt‘Wa!?ﬁb}é%r liiRohgs EQr thﬁnH%e%nHO"vH}Ueé M %arget

values 1 n target locations o e arrangenent
as sIocaMrmjoﬁ/merarmtgenmmaslsbelat@ Wwith stachesubblepf
appl yi ng the values at the target |ocations associ ated

t he arran

vard fitae¥ii of BobRud e yaiies A Hhd Wroet fodiibls @idociated with

| NUPESRRIBRE IMhE aPRRgBMdMR e nitdehihg ¥BRhbrBAA @ﬁé 85&r formula,
and conveyed to the aut henti cati on system and

ci ribai tinsy result inteeapensast Mt Poe Qymioeenddsiitional characters and

cerariey e plBeREH AR ERERRE o7t he user

formul a cal cul ated by the authentication systemis

f owrituitry timethei agthentisatidn vdyisterh hipragdgalihenticeting the user if a
characters and the additi onal characters satjisfy a set
of S§50P0f resyilty 8513 iSePAEHE. and independent calculation of the user

formula calculated by the authentication system is found in the first result
with the additional characters and the additional characters satisfy a set of
specified restrictions.
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