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ntron relates to
communi cation systens for perform ng paynent settlenent processing using
cards-via .10 networks, to cards, to nanagenent servers, and to
communi cati on net hods. In the present specification and draw ngs, a
nonet ary val ue stored on a card is referred to as a value. A process of
witing various information including a value to a card is referred to as
a card witing 15 process. Background Art Recently, attenpts have been
made to performelectronic conmerce (e commerce) transactions using IC
(Integrated 20 Gircuit) cards via networks. Since an |IC has a data-
witable (rewitable) nmenory, a single IC card is repeatedly wused. Using
this characteristic, a value isB$ERFPTGPNMN IC card. By rewiting the
-value, the IC card is used as electronic noney for settling a paynent for a
commerce -25 transaction 23 August 2005 - 2 Conpared w th known magnetic

cards, IC cards are nore
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The present invention relates to communication systems

for performing payment settlement processing using cards via

10 networks, to cards, to management servers, and to
communication methods. In the present specification and
drawings, a monetary value stored on a card is referred to

as a value. A process of writing various information -

including a value to a card is referred to as a card writing

15 process.

Backgroqnd Art

Recently, attempts have been made to perform electronic
commerce (e—commerce) transactions using IC {Integrated

20 Circuit) cards via networks. Since én IC has a data-—

writable (rewritable) memory; a single IC card is repeatedly.
used. Using this characteristic, a value is stored on an IC
card. .By rewriting the value, the IC card is used as
electronic money for settling a payment for a commerce

25 transaction.



failure-resilient and .store greater anmount of information. Such IC cards
~are thus used in online e-commerce transactions and 2 dakystisethsoffline in
place of ID cards or 5 pass permts. In view of such circunstances,
contactless IC cards have been used to save |abor involving taking an IC
card out of a card hol ding case. Contactless IC cards each have enbedded
therein transmtting/receiving neans (antenna) for transmtting and
receiving data wirel essly using 10 el ectromagneti c waves or the |ike. By
hol ding the 1C card near a dedicated card reader, data is transferred

wi thout establishing a physical contact between the |IC card and the card
reader. When conducting an e-comercé transaction via a network .15 using
an 1C.card, it is very inportant to match a value on the ICcard with a
val ue at a managenent server that nmnages the value on the IC card. Since.
t he val ues &ocepexehHamgél kbetwmemagnkéikcCoegadd .an€ thedsapagememt server via
“a network that does not ensure establishnent of a connection, a card 20
wri ti nadriotessrafdl gy mnet Sthgnsd gneasifn iampunt e friigvfmtmtaticf. val ues. In
particular, in the case of a contactless |IC card, establishnment of a
 connectiBH | 1€ fRrEnsfced et Wees ithenld et comRadeE net work. As a
result, the card witing. process may he interrupted easily. 25 In response

to the ProBIdTECnéne d e tyamd S G g s Mugustc 005 1P Fargsiodss

sequence t hat assumes t hat, the card writing process
pass permits. In view of such circumstances, contactless IC

cards have been used to save labor involving taking an IC
_card out of a card holding case. Contactless IC cards each
have embedded therein transmitting/réceiving means (antenna)
for transmitting and receiving data wirelessly using
10 électromagnetic waves or the like. By holding the IC card
near a dedicated card reader, data is transferred without
establishing a physical contact between the IC card-and the
card reader.
When conducting an e—-commerce transaction via a network
.15 using an IC card, it is very important to match a value on
the IC card with a value at a management server that manages
the value on the IC card. Since the values are exchanged
between the IC card and the management server via a network
that does not ensure establishment of a connection, a card
20 writing process may be interrupted, resulting in a mismatch
of values. In particular, in the case of a contactless'iC
card, establishment of a connection is not ensured between
the IC card and the network. As a result, the card writing
process may be interrupted easily.

25 In fesponse to the problems, there is a card writing




Wl be interrupted. In the process sequence, when witing a value to an

| C card, a flag value is provided indicating whethers aughiot ddves witing to
the I C card has been conpleted 5 normally. The flag value is stored in the
managenent server or the IC card. Determ nation of the flag val ue enabl es
determ nation of whether or not the witing has been conpleted normally.
- The above-descri bed known techni que for determ ning 10 whether or not the
witing to the IC card has been conpleted normally on the basis of the flag
val ue has the following problens: (1) In a case in which simultaneous
accesses involving witing the valuesand changing the flag val ue are not
15 ensured by the IC card, if a card addition/subtraction process occurs
of fline before the subsequent conmunication is established between the IC
card and t he managenent server, the value on the IC card is changed.
Ther ef ¢1'e “THerETEHT hatP T 9P et et i Fif gt ket et THRY iRFOEReS car d
"writing, .2 rocess has been nmpl.eted normally. (2) Since there.is no
met hod lololdgja? W‘i%rrauprﬁ%c‘fmtc ' oftie v%]f%%%s%ei%%’é%n%%e TR AT TSP t he
manage vme oA S (ffjc t ke. a paynent .settl ement via the
| nt er ngmauléﬁl\éte% acdon]-tdacﬁlcei&s’s CHcclla(‘? d‘?a - (5) I’gﬁ%‘ﬁl@%% %:%é]dca %% ng process

e ISIBLE oL COBRL AP el coL R MUK SORBOLERS W T
5 normally. The flag value is stored in the management server
or the IC card. Determination of the flag value enables
determination of whether or not the writing has been

completed normally.

The above-described known technique for determining

10- whether or not the writing to the IC card has been completed
7 normally on the basis of the flag wvalue has the following
?roblems:

{1) In a case in which simultaneous accesses involving

writing the value and changing the flag value are not

15 ensured by the IC.card, if a card addition/subtraction
process occurs offline before the subsequent communication
is established between the IC card and the management server,
the value on the IC cafd is changed. Therefore, thére is no
method for determining whether of not the card writing

20 process has been completed normally.

(2) Since there.is no method to deal with a mismatch of -
values between the IC card and the management server, it is
difficﬁlt to make a payment settlement via the Internet
using a contactless IC card. |

25 : (3) When the card writing process is interrupted, the




the processing result. In view of the foregoing problens, in a case in
which the value on the IC card does not match the val ue at the managenent
server, when the IC card is used offline, a value that is not supposed to
exist in reality may be available for use or a value that, suppRRed to
exi st may not be available for use, resulting in |nconven|enge rn which a
desired commerce transaction cannot be _conducted. In view of the foregoing
probl enms of a conmunication nmethod for enabling conmuni cati on between a
known car dagCusar dhusindcanmneragenehth seia emartdyemehor serter st@ndaigjcect of
the present invention to provide a new and inproved comruni cati on system
card, mhrapeoesdsingergeult.and conmmuni cati on nethod for matching a val ue on
a card wwth a value at a managenent server therefor even when a card
witing prdeessefval ddesdbteacinompradtens onnprocess)in shyehf bherethlorl i ne.
Di scl osure of Invention In accordance with a first aspect of the present

i nvent ioon,thet B€r @aird previ ded matomum cetlven ady sthemnfaprgpeefor PTG Ipay nent
settl ement processing using a card which stores values over a network,

sai d colmnnicbat L6ncaydt & eorproSilige, a anwedgenthet ses veet $serpasedattorng a
server state flag indicating the processing state of the nmanagenent server
and ocexépbnd yrepdatiesnahebserarerl lgbae e fforagisanhpr e aconddits c&bfhgidi t h
the card; a transaction server for generating paynent information to be

t r ansmisupREsed tiee eRFLF aldy 23ofughst 2EE8able fogcel§® ng @ SHAF LRI Wit i ng

result fromthe nmanagenent server; and a .
inconvenience in which a desired commerce transaction cannot be

conducted.
In view of the foregoing problems of & communication method for
enabling communication between a known card (IC card) and a
_ management server therefor, it is an object of the present invention
to‘provide a new and improved communication system, card, management
server, and communication method for matching a value on a card with
a value at a management server therefor even when a card writing
process (value subtraction/addition process) is performed online.
Disclosure of Invention
In accordance with a first aspect ¢f the present invention,
there is provided a communication system for performing payment
settlement processing using a card which stores wvalues over a
network, said communication system comprising: a management server
fér creating a server state flag indicating the processing state of
the management server and occasionally updates the server state flag
while communicating with the card; é transaction server for

generating payment information to be transmitted to the card and




reader/witer configured to read/ wite values stored in the card in
accordance with the paynent information; wherein said card is configured
to create a card state flag indicating the processing state of the card
and occasional ly updating the card state flag while comanirgalingoysth the
-managenent server, and wherein it is determned whether the witing by the
managenment server to the card is camgleted normally on the basis of the
card state flag, and the card requests the managenent server to rewite
the cargceheimexa valure workinai casibh frxomestiablriagiagdnbet weerverhe agdr @ and
the managenment server when it is determned that the witing is not

conpl etteddaswaltey, coaféourad it meabérnitdefdlved issoaedoidare edrch int he
card state flag and the server state flag. In accordance with a second
aspect 3GCOrARNGY edehl | Hyentiagnent t Hevfermatinovi dearalzomdddi ced¥bn igyst em
for perform ng paynment settlenment processing using a card which stores

val ues C@@éﬁg%\reCﬁe fwofkealshi 8 CoFfumteati dAagystedrebiRd | htgPracesmidgenent
server for creating a server state flag indicating the processing state of
t he marfagefrent &r ferdatnf Gccasionmilyy ubpaat s Re Casd vidratst 5%%gfwgragle whil e
communi cating with the card; a transaction server for —generating paynent
i nf or MECIBA" G &9t r 4AEH t Hlerl tPRENE™RRT d T eIr ec @i nHPArSAA uetwr i€i ng
result fromthe managenent server; and a reader/witer configured to

read/ mﬁeFérH%?eﬁh?Fg?Edt?% ThEI08r §Yi hle BIALERCE RPTRCY heP pdiferird
information; wherein said card s cqnfi% red to create a_card state flag

i ndi catlﬁncjomkefperdoé@giaﬁgy2%%&5%3?&52@050 - e SPafle S6RTE hE ¥ar #igndhe

occasionall& u datinghthe card state flag while |
card Tedquests ¢ management server to rewrite the card the next

time communication is established ©between the card and the
management server when it 1is determined that the writing is not
completed normally, said rewriting being defined in accordance with
the card state flag and the server state flag.

In accordance with a second aspect of the present invention,
there is provided a communication system for performing payment
settlement processing using a card which stores wvalues over a
network, said communication system comprising: a management server
for creating a server state flag indicating the processing state of
the management server and occasionally updates the server state flag
while communicating with the «card; a transaction server for
generating payment information to be transmitted to the card and
receiving a value writing result from the management server; and a
reader/writer configured to read/write wvalues stored in the card in
accordance with +the payment information; wherein said card is

configured to create a card state flag indicating the processing




comuni cating with the nmanagenent server, and wherein it is determ ned
~whether the witing by the managenent server to the card is conpleted
normal ly on the basis of the card state flag, and the rranagenent server
rewites the card the next tinme comunication is establ |2%h?ﬁ R the
card and the managenent server when it is determ ned that g wr|t| ng i's
not tonpleted normally, said rewiting_being defined in accordance with
the card state flag and the server state flag. In the exanpl e enbodi nent,
t he camdateeaf ehet herdannt stcabeifhaldy updatiid rgpet her@proeessithgg sttdtie of
the card. Wile communicating wth the nmanagenent server, the card
occasi eeahliyicgdages withe ctine mstraenthag. sdetear,m patli orhefeirhe i¢ar dsst at e
flag enables determ nation of whether or not the witing by the nanagenent
ser ver determired athdthsr cohgl etidgd ngobraichy . mShagsanentt issrpessidl e ccard
determ ne whether or not the card witing is conpleted normally only on
t he bagiss cofipt¢leedt arakretlaveoh| dye béelcarfd theedamdt stoberuhlamt eandnittke t he
managenent server to detect the processing result. At the sanme time in the
exanpl @agaperinierier vielie reAnabRherte eds érhec msatte & imhe commyricadtigne ifs| ag
i ndicating the processing state of the nmanagenent server. Wile
comunic€aePhgP et Pativecsarcie ched Radagbrenenagment Geeasromarny itpdat es
the server state flag. Wth sinultaneous processing by the card and the
manageRBRETEEIMer that vahee WRLtIHE cdpd Petnmfemekrtfid hnarvallis atsaife
managenent server. Using the card, a paynent is easily settled via a
net wor FEWDRt it Reingoeis fingd i %%%ﬁﬁﬁnﬁéébl 5he sgarenticite He 2gxanpl e

enbodi nment
the Server state flag.

In the example embodiment, the card creates the card state flag
indicating the processing state of the card. While communicating
with the management server, the card occasionally updates the card
state flag. Determination of the «card state flag enables
determination of whether or not the writing by the management server
to the card is completed normally. Since it is possible to
determine whether or not the card writing is completed normally only
on the basis of the card state flag, the card need not communicate
with the management server to detect the processing result.

At the same time in the example embodiment, the management
server creates the server state flag indicating the processing state
of the management server. While communicating with the card, the
management server occasionally updates the server state flag. With
simultaneous processing by the card and the management server, a
value on the card is matched with a value at the management server.

Using the card, -a payment is easily settled via a network.




preferably the information is witten in predeterm ned block units in a
storage region in the card in which the information is witten. A single
‘wite request fromthe nanagenent server nay enable the witing of the
information in a plurality of the block units. In the co [ ' stem
of the exanple enbodi nent, preferably the information i2%¥gﬁéggkn éiiation
concerning a nonetary value for making _a paynment for a product or a
service using the card. In the conmunication system of the exanple

enbodi ment, Imprefher alsopmbhecaEiog stsatseer| agfi stlie bi ¢xagila | mthbodimeny:,

whet her or not the witing to the card is conpleted normally. In the
comunirg@tfesably stie¢n dfifadyatéranpke wvanbbell nemt prequtefred apfl ybidek camits

i ncl udes conmuni cation nmeans for comunicating .wth the nanagenent

server ;irf jar stosaer apwicvans floy trer iingwhheh itifeodmfio it icvedendrstirrage
means for storing the card state flag; and processing neans for performng
vari oust ptorEssesriite asswedandeonwithh pradeteemti neervyar owamt ¢ lgndhe
request. In the communi cati on system of the exanple enbodinent, preferably
t he carFifaprghef Ghecluodesmationd 15t drizxgeraddgnscf drhesdprligunitscard operating
system Theég;scessing means may performvarious processes in accordance
wi th predet i A6G | FPEFWRETSE oand S¥SEefuesf  BRF ngeXw leperEPPREY st em
In the conmuni cation system of the exanpl e enbodi nent, preferably the card
is an PESESFEPLIY3 RgusinBpostion  FRCLERY datiteipt hor t APREPEYHEct of t he

present invention, . , .
- monetary value for making a payment for a product or a service using

the card.

In the communication system of the example embodiment,
preferably the card state flag is 1-bit data indicating whether or
not the writing to the card is completed normally.

In the communication system of the example embodiment,
preferably the card includes communication means for communicating
with the management server; first storage wmeans for storing the
information; second storage means for storing the card state flag;
and processing means for performing various processes in accordance
with predetermined information and a request.

In the communication system of the example embodiment,
preferably the card further includes third storage means for storing
a card operating system. The processing means may perform various
processes in accordance with predetermined information and a request
using the operating system.
| In the communication system of the example embodiment,

preferably the card is an IC card.




there is provided a card for storing values over a network, the card being
capabl e of being used in a communication systemin the first aspect of the
present invention, the card conprising: conmunication mneans for

comuni cating with the nanagenent server; first storage :ﬁpaﬂgugngd%%oring
the information; second storage neans for storing the processing state of
the card comunicating with the nanaggnent server as a card state flag;
and processing neans for performng various processes in accordance with
pr edet er m ndeh iadoorpan¢eonwabnid a thégdesstpewher€i mhthereaedt staventicag i n
the second storage neans is occasionally updated while the information is
bei ng whiereeasi nrovidws o iqegd $por agerimgamsluds avhe exasiploskenbbei sesmdt , t he
card includes the communi cation nmeans for conmunicating with the
managemeAny sepndrle Tife lsdind ssededn ehecomporoaitipon systams min t ek f £ormatt he
managenment server and maintains the processing state of the card as the
card sttgPect | af. tUBurpirpenhe invgitiiong éhet herd nformitsiion; chamerkehisicat e
flag is occasionally wupdated. Determnation of the card state flag enabl es
det er nf§&RF oA CT ofcoRpBR Heat idg Ettht Hdawhanaggmpyt t Berveiragbiesit Seanade to
the card is conpleted normally. Since it is possible to determ ne whether
or noffegRe EaF dSWRiiNonGhes iebrpradtiea néeaand ystorlageonethe Hasi stUfinghe
card state flag, the card need not communicate with the nanagenent server
to det ébf PRECPT VWS sTtiger edulthe WAERA CRABMERCERTAPRL FAGD I e nBenIsINét ed
normally, it is preferable tojPronpt a user of the card to be aware of the
necessPFEYVED FEwdi tBChS@ard TlrRe F8%t PXocAtging 2ovs - f9¢ PeREorming

conmmuni cation is established between the card and the . ,
various processes 1n accordance with predetermined information and a

request, wherein the card state flag in the second storage means is
occasionally updated while the information is being written into the
first storage means.

In the example embodiment, the card includes the communication
means for communicating with the management server. The card stores
fhe information transmitted from the management server and maintains
the processing state of the card as the card state flag. During the
writing of the information, the card state flag is occasionally
updated. Determination of the card state flag enables determination
of whether or not the writing by the management server to the card
is completed normally. Since it is possible to determine whether or
not the card writing is completed normally only on the basis of the
card state flag, the card need not communicate with the management
server to detect the processing result. When the card writing is
not completed normally, it is preferable to prompt a user of the

card to be aware of the necessity to rewrite the card. The next




managenment server, the rewiting is perforned i medi ately. The value on
the card is thus matched wth the value at the nanagenent server, in the
exanpl e enbodi nent. Preferably, in the exanple enbodi nent, on the basis of
the card state flag, the card determ nes whet her or not ﬂﬁu"‘“s%h%ﬁ)sby t he
managenent server to the card is conpleted normally. Wen it 8 erm ned
that the witing is not conpleted nornplly, the card may request the
managenent server to rewite the card the next time conmunication is

est abl itsived ketwmeehcdtiencarid ardthbeisferBge@ibenSetier . chidt hendarwheof the
exanpl e enbodi ment, preferably the information is witten into the first

st or agenameghasentn peedet er thaedewti 0tkg ulist SperXozinag| emuedt et BguestTHer om

t he managenent server may enable the witing of the information in a

pl ur al itajuef ohhéhbl ogkd imitlsis Imatichedcaith ofhd healeanql ehenmbedagemrnt
preferably the information includes information concerning a nonetary

val ue fsmrvemakimg-he paymels dmpodampgnioduct or a service using the card. In
the card of the exanple enbodi nent, preferably the card state flag is
1-bit data ibrdifeathlig vimmettherexammict ethedimdrtti,ngnt the thwsicard tke coarpl et ed
normal ly. Preferably, the card of the exanpl e enbodi ment further includes
.t hi rd s§a6radeéaaeanie f orrat dgtianpiaceamticbper av¥ ngesysitenvrifeg fryoddssi ng
means may perform various processes in accordance with 23 August 2005 -10-
pr edet &eppAeBenthf RIMRL 0P athe acardubst comtilsfethacgpet ayi ng Woyst ém is

determined that the writing is not completed normally, the card may
request the management server to rewrite the card the next time
communication 1is established between the card and the management
server.

In the c¢ard of the example embodiment, preferably the
information is written into the first storage means in predetermined
block units. A single write request from the management server may
enable the writing of the information in a plurality of the block
units.

In the card of the example embodiment, preferably the
information includes information concerning a monetary value for
making a payment for a product or a service using the card.

In the card of the example embodiment, preferably the card
state flag is 1-bit data indicating whether or not the writing to
the card is completed normally.

Preferably, the card of the example embodiment further includes
third storage means for storing a card operating system. The

processing means may perform various processes in accordance with




Preferably, the card of the exanple enbodinent is an IC card. In
accordance with a fourth aspect of the present invention, there is provided
a managenent server being capabl e of being used in a conmunication system
in the first aspect of the present invention, the nanaggﬁp@h SEL V& o5
conpri sing: conmuni cation nmeans for conmmunicating wth the card I st
storage neans for storing the content,pf the information stored on the
card; second storage neans for maintaining the processing state as a
server wteaetefhagd andorhitibrsirodagerepmss uf dng tenpoparatinstsesiay. t he
information when the state of the card is determned and it is thus

det erm ned tRratferdelyw ithiengaod ethehei pkanmit ieohodsnet icoapl &€ ethugor mal |y,
wherein the server state flag in the second storage neans ,is occasionally
updat ed whi ll@ tdwsorippes netflonai Sobeimpaneats wiftt ttéd tryreshet candentivn, he
exanpl e enbodi nent, the managenent server includes the conmunication neans
for corfgiiechs ivPWIIdeEH & heanamegienTheerarafeipat casbleert teans msed ithe
information to the card and maintains the processing state of the
manage eV ISetiet BSteRelsctirerfigeht esHachgof e imrgsedrminvicasioon thiet h t he
card, the server state flag is occasionally updated. Even if conmunication
Wi th t FeNadpBets Sqmedr COpPEdS 1dre e it tidie MABTEgdIPENICOFBEY P2 NIt he
time of the interruption of the comunication can be determ ned. B

t enpor &titly thet 6rFRY EREST nTlnurde 81528F £RE FrABIRE iR FRtEmtupt %eof t he
communication, the information can be rewitten to the card. A value on
the cardfPEmihif PEPERROM THF £a¥dF ugeeAnd Réoranageedt 23 Raguttidioes - 11

server, .in the exanpl e enbodi nent. )
the processing state as a server state flag; and third storage means

for temporarily storing the information when the state of the card
is determined and it is thus determined that the writing of the
information is not completed normally, wherein the server state flag
in the second storage means .1s occasionally updated while the
information is being transmitted to the card.

In the example embodiment, the management server includes the
communication means for communicating with the card. The management
server transmits the information to the card and maintains the
processing state of the management server as the server state flag.
During communication with the card, the server state flag is
occasionally wupdated. Even if communication with the card is
interrupted, the state of the management server at the time of the
interruption of the communication can be determined. By temporarily
storing the information at the time of the interruption of the
communication, the information can be rewritten to the card. A

value on the card is. thus matched with a wvalue at the management




In the exanpl e enbodi ment, a program for causing a conputer to function as
the above-descri bed nanagenent server and a conputer- readable recording
medi um havi ng recorded thereon such a programare provided. In the
managenent server of the exanple enbodi nent, preferably, 23/\@%r&utsk3ezg\6§ti ng
of the information is not conpleted normally, the information stored in
the third storage neans is retransmited_-to the card. In the managenent
server of the exanple enbodinent, preferably, when the witing of the

i nf or met§ R sincthac saphel eceeddikhy, in response to a request fromthe
card, the information stored in the third storage nmeans is retransmtted
to the card.In FhehexpapER) et igenyera giradyemeXanpreusimyodi wenpyuter efer abl y
the information includes information concerning a nonetary val ue for

nmaki ng NFAyRBNE S 3 ea Fhoganees viikeds aragipgemest ngeTRr cardl. 2| someebrtance
with a fifth aspect of the present invention, there is provided a
conmuniERRBhe net Hd iPgr MBI IRVAgIpaGeRTfed dherperretitclproPEssFAy AkH ng a
card which stores values over a network, said comunication nethod

conpri S5vy19%feating a server state flag indicating the processing state

of the managenent server and occasionally updating the server state flag
whi | e communifc &P F g3 FIs e h 8S €550 0 Ty dRer BFFMYL AtmsHt o PFRERBHP YO be

transm tted bo the, card_and receiving a value witi n% result fromthe
managef&yt t8&r VEr H1 3 a0t né?%%“ﬁ%ﬁ‘%é‘?%e%s sPOF TP SRE 29FB2 1Y raddBr dance
w th. 23 August 2005 - d:L2, - the é)ayrrent i nformation; configuring to create
a card x gfgayvgb stored in the

hird storage_means is retransmitited to
the card.

In the management server of the example embodiment, preferably,
when the writing of the information is not completed normally, in
response to a regquest from the card, the information stored in the
third storage means is retransmitted to the card.

In the management server of the example embodiment, preferably
the information includes information concerning a monetary value for
making a payment for a product or a service using the card.

In accordance with a fifth aspect of the present invention,
there is provided a communication method for performing payment
settlement processing using a card which stores values over a
network, said ' communication method comprising: creating a server
state flag indicating the processing state of the management server
and occasionally updating the server state flag while communicating
with the card; generating payment information to be transmitted to
the card and receiving a value writing result from the management

server; reading/writing values stored in the card in accordance with




i ndicating the processing state of the card and occasionally updating the
card state flag while comrunicating with the managenent server;

determ ni ng whether the witing by the managenent server to the card is
conpleted normally on the basis of the card state flag, apdpfggquesidg the
managenment server to rewite the card the next tinme conmunication iIs

est abl i shed between the card and the panagenent server when it is
determined that the witing is not conpleted normally, said rewiting

bei ng d€T8 nearmieR tacdddedanteewi t penHeugand tot atveatbag afrrd hetater vErasst at e
flag. Using the communi cation nethod of the exanple enbodi nent, the card
cr eat estHHE2ERRY SraPECreaiighdireht i ty thise cprdcaskiosgasienad lof updaeinar d.
Whi | e conmuni cating with the nmanagement server, the card occasionally
updat est¥en&aggr até‘g%t £139 athilpeCorptdtdRvor ithetkarsanagegeat f Fagvehabl es
determ pati on of whether or not the witing by the managenent server to
the cartFbesmeRhy SthedhRor FBF 1 W 1t3ngc Y| Ehe aTs9s8ERF eSey edetter R Pecatet her
or not the card witing is conpleted normally only on the basis of the
card stidt eCTTHG I ehdOrPALLY n@8d st RdTfunPEatt@ewidardt he-arénaieéivent arskr ver
to detect the, grocessin result. At the sanme tine in the exanple

embodi MEFESHHE n’é{kheag‘%“’rf?%teme%r?elfvecrre% gL RECsEPGeFate atle f PR i Hidiccat i ng
t he processing state, of tagg]r,ng]g%g ment server. While communicating with
the card™ PRt Helaghheht t¥ervérdo EERaly (FdEt 374 nEh% PR IE ST
flag, With _sinultaneous processing by the card . and the nmanagenent server,
a 23 AGGUSET 2005 43 1Val§ SERITHE LhP 8 maiFERABTWth BP% APUEP it ithe
nanage%%@ﬁaffryeééid rewriting being defined in accordance with the card

state flag and the server state flag.

Using the communication method of the example embodiment, the
card creates the card state flag indicating the processing state of

the card. While communicating with the management server, the card

occasionally updates the card state flag. Determination of the card
state flag enables determination of whether or not the writing by
the management server to the card is completed normally. Since it
is possible to determine whether or not the card writing is
completed normally only on the basis of the card state flag, the
card need not communicate with the management server to detect the
processing result.

At the same time in the example embodiment, the management
server creates the server state flag indicating the processing state
of the management server. While communicating with the card, the
management server occasionally updates the server state flag, With

simultaneous processing by the card and the management server, a




Using the card, a paynent is easily settled via a network. In the

comuni cation nethod of the exanple enbodi nent, preferably the card state
flag is 1-bit data indicating whether or not the witing to the card is
conpl eted normal Iy, Brief Description of the Draw ngs 23 Augishsg089ks 14
Fig. 1 is a diagramshow ng the overall system configuration. Fig. 2 is an
illustration of a state in which a card is held near a card reader/witer

Fig. 3 is anillustration of a state in which the card reader/witer is
connect@d Vo Ch. thersdithliscawpohed . whily.a 4m1asdaFi ghe 4B nmoemient useyerti-ons of
the structure of the card, that is, Fig. 4Ais an illustration of the

i nt er n&151&¢r ke W Dbf 2t Aeveshtd 1safds . se4Blpd widpldoartwvatkdi agram of an | C
nodule. Fig. 5is a schematic illustration of the configuration of the

card reader /Wit EPFRuBsatignp| gekhafagPhm bie t hexdupdet | eRRpdiment,

configuration of a managenent server. 15 Fig..7 is a diagramshow ng the
rel ati GRSAPPABEY wEth Calte Latg dhadaleatdPieatira MY caging wWeetatusy ati on
show nq_@t he sequence of a process when conmunication is interrupted. Fig.

9 is a’9&qUBRCEHiRgr A bie £3F51 b8 SUMiekeri BRI Yor ocess.

Brief Description of the Drawings




Fig. 10 is a state transition diagramof a card state flag and a server
state flag in'the value subtraction process. Fig. Lk ixg,aBeijddgistration of
a rewiting process when 25 the sequence of the subtraction process is -
interrupted. 23 August 2005 - 15 Fig. 12 is a sequence diagram of a val ue
addition process. Fig. 13 is a state transition diagramof the card state
flag and the server state flag in the value addition process. 5 Fig. 14 is
‘an illustration showing a rewiting process when the sequence of the
.addition process is interrupted. Best Mode for Carrying Qut the Invention

~ Wth reference to the acconpanyi ng_djawings, preferred 10 enbodinents of a
communi cation system a card, a nmanagenent server, and a comruni cation

met hod according to the present invention will be described in detail. In
the present specification and drawi ngs, the sanme reference nunerals are

gi ven to cofigdnert &5t Raflepfrer: SheWi ade kwesadd sFsftenct i onal

-configura%gons, and repeated descriptions of the conmmon portions are
omi t t ed P B EHI9™ ‘Syst em Confi guration Wien a conmerce transaction with a

virtual store (W?b. nal!élgnﬁg b sit% i s condugted using a card, and a
payment 20 i $%eft F8d* a2 ffanddeément sér FEP AP HBASYes FREICAPd, a
systemhae(i@rncgar}gé%a}r%e Rresent el eord_i ment matches a val ue
5 Fig. 3 is an illustration of a state in which the card
reader/writer is connected to é personal computer.'

Fig. 4A and Fig. 4B are illustrations of the struéture
of the card, that is, Fig. 4A is an illustration of the
internal structure of the card, and Fig. 4B is a block

10 diagram of an IC module.

Fig. 5 is a schematic illustration of the configuration
bf the card reader/writer.

‘Fig. 6 is a block diagram of the functional
configuration of a .management server.

.15 Fig. 7 is a diagram showing the relationship between
the card and a card reader.

Fig. 8 is an illustration showing the sequence of a

' process when Communicafion is interrupted.
Fig. 9 is a éequence diagram of a value subtraction
20 process. |
Fig. 10 is a state transition diagrém of a card state
“flag and a server state flag in the value subtraction
" process.
Fig. 11 is an illustration 6f a rewriting process.when

25 the sequence of the subtraction process is interrupted.




on the card with a value at the managenent server. Fig. 1 is a diagram of
the overall configuration of the system according tg hﬁ&u?i%%%@t

enbodi nent (hereinafter referred to 25 as the present syStem) 1. The
present system 1 establishes 23 August 2005 - 16 conmuni cation anong a
user 2, a managenent server 3, and a store 4 via a network 5. (User 2) The
user 2 includes a card 20, a card reader/witer 21 5 that reads and wites
data fromand to the card 20, and a personal conputer-22 to which the card
reader/witer 21 is connected. The user 2 uses the personal conputer 22 to
access the managenent server 3 and-the store 4, which are the other
conponents of the present system via the network .10 5. Contactless data
transm ssion and reception are performed between the card 20 and the card

reader/witer, 21 ..using el ectronmgneti c waves. Specifically, as shown in
Fig. 2,. dateEfath's ]Iéflalr‘?‘s Y AN gielcagr\?érﬂ ngﬁéinvt eca?rcgﬁfb“ins hel d 15 near

-the car réﬁg gr/mﬁiter 21. Cipher conmunication, such as Triple DES, is
perforned bétween the card 20 and the card reader/witer 21. A

comuni cat i r C f . fOr %%EQRL .3, .S, US T rd
reader/writ gﬁ%’lelt%rjgﬁsé %staa{:e ;;Cr edet erl%mné%%g%%rmn _t%q% h%char%%%eé The
card 20fi§%eéﬂ§3t@@ L ey cpMERLAd. 2R pet foLB BEQBES%BEQt&?Sr%%%EEEEF()th?

comand- e card 20 transmts response data in response

5 Fig. 14 is an illustration showing a rewriting process

when the sequence of the addition process is interrupted.

Best Mode for Carrying Out the Invention
With reference to the accompanying drawings, preferred
10 embodiments of a communication system, a card, a management

server, and a communication method according to the present

invention will be described in detail. In the present

specification and drawings, the same reference numerals are

given to components that effectively have the same
_15 functional configurations, and repeated descriptions of the
common portions are omitted.
1. Overall SYstemVConfiguration
When a commerce transaction with a virtual store (Web 7
mall) on a Web site is conductediusing a card, and a payment
20 is settled via a management server that manages the card, a
" system according to the present embodiment matches a value
‘on the card with a value at the manégement server. Fig. 1
is a diagram of the overall configuration of the system
accqrding to the present embodiment (heréinafter referfed to

25 as the present system) 1. The present system 1 establishes



the'processing result to the card reader/witer 21. As shown in Fig_ 3, the
card reader/witer 21 is connected to the personal corputes via a
predeterm ned 25 interface, such as an interface conp??gnt ﬁ%%% t he
RS- 485A 23 August 2005 -- 17 standard. The personal conputer 22 supplies a
"predetermned signal to the card reader/witer 21 to make the card
reader/witer 21 perform predeterm ned processing. The surface of the card
20 i s made of PFT (polyethylene 5 terephthalate), which is an
environment-friendly material .even when burned.. As shown in Fig. 4A, an
| C nodul e 200 and an antenna (connug%cgtion means) 210 that communi cates
with the managenent server 3 are nounted in the interior of the <card 20.
The card 20 operates in response to mnute 10 el ectromagneti c waves t hat
are transmtted fromthe card reader/witer 21 and captured by the antenna
210 and-dmnumigatiprhantary|esssoard, degtagrerbiian s averyponey, andl tz0 provi de
~durability. Fig. 4B is a conceptual diagramshow ng the functional 15
confi g@rtatisort 6fia e n&twidul® 200. As shown in Fig. 4B, the IC nodule 200
i'ncludes a built-in processing circuit 201 and a built-in nmenory 202 (a
first nmenoryU§6Ft ¥dn 202a, a second menmory portion 202b, and a third
menory portion 202c) The processing circuit 201 perfornms various processes
20 in respof$€ PE°pr 8déREriféd i AESFAMELiof &R Egasrd wrifkerhPs
errbgdl rﬁlrgt rtegedsp%%%eswsrlirf]: SCI a%:%l tfr20?n1 alnrc]idt%det%e card 20, and a

personal computer 22 to which the card reader/writer 21 is

connected. The user 2 uses the personal computer 22 to

access the management server 3 and the store 4, which are

the other components of the present system, via the network

10 5.

Contactless data transmission and reception are
performed between the card 20 and the card reader/writer 21

using electromagnetic waves. Specifically, as shown in Fig.

2, data is transmitted and received when the card 20 is held
.15 near the card reader/writer 21. Cipher communication, such
as Triple DES, is performed between the card 20 and the card
reader/writer 21. A communication frequency of, for example,
13.56 MHz is used. The cardrreader/writer 21 transmits a
predetermined command to the card 20. The card 20 receives
20  the command and performs processing in response to the
command. The card 20 transmits responsé data in.responsé to
.the processing result to the card reader/writer 21.
As shown in Fig. 3, the card reader/writer 21 is
connected to the personal computer 22 via a predetermined

25 interface, such as an interface compliant with the RS-485A



a built-in high-speed CPU. G pher comunication, such as Triple DES, is _
perforned between the card 20 and the card reader/ wrist ahgds Addds achi eving
a security at a level 2.5 greater than or equal to that achieved by a
contact 1 C card. 23 August.2005 - 18 The menory 202 is conceptually
divided into the first nenory portion 202a for storing a value; the second
menory portion 202b for maintaining, as a card state flag, the processing
state of the card 20 conmunicating with the 5 managenent server 3; and the
third menory portion 203c for storing a card operating system The nenory
- 202 includes a rewitable storage-medi um such as an EEPROM (El ectrically
Erasabl e and Programmable ROV . Information, such as a value, is witten to
the nmenory 10 202 in predetermi ned block units. In response to a wite
request e ne rver 3. (desgribed, below) fo managi ng the
R T e i b B TR b

el ght 0 05821 (LRC R 0Lk Bagc 100 / IVLES) 2 TILS RORDI 9. sLoptaneous writing

of a va irst nenory portion a and updating of the card

state Eéé’@eﬂhfi‘@eéeﬁ)%ﬁfﬁﬁﬁYpP@cﬁéjﬁQPm%Q@@-pJ&‘@e§§ﬂ?g}’a' ue can be

witten in a plurality of blocks of the tirst henory portion 202a. Even if

~data in somerRf NERIOS HRCUBY ROTLURLE ofler | (AR ARHesS not
lost. 20 The card state flag stored in the second nenory portion 202b is
1- bist dedeegh®haxdite)l) )whieh Cad i 19 el Pefim@itMPtiendly material

even when burned. As shown in Fig. 4A, an IC module 200 and

an antenna (communication means) 210 that communicates with

the management server 3 are mounted in the interior of the

card 20. The card 20 operates in response to minute

10 electromagnetic waves that are transmitted from the card

reader/writer 21 and captured by the antenna 210 and is thus

a batteryless card designed to save power and to provide

durability.

Fig. 4B is a conceptual diagram showing the functional
15 configuration of the IC module 200. As shown in Fig. 4B,
the IC module 200 includes a built-in processing cilrcuit 201
and a built~in memory éOZ-(a first memory portion 202a, a
second memory portion9202b, and a third memory portion 202Z2c¢).
The processing circuit 201 performs various processes
20 . in response to predetermined informétidn and requests.
In this embodiment, the processing circuit 201 includes
a built-in high-speed CPU. Cipher éommunication, such as
Triple DES, is performed between the card 20 and the card
reader/writer 21, thus achieving a security at a level

25 gréater_than or equal to that achieved by a contact IC card.



the witing to the card 20 has been conpleted normally. A process of
updating the card state flag will be described |atej, égupgez deory 202 is
efficiently used by storing the card 23 August 2005 - f operating system
- in the third nenory portion 203c. For exanple, a plurality of access
~rights for accessing the card 20 is set, or pieces of stored data are
managed by "individual keys. An application can be safely added 5 afterward
'to the nenory 202. (Card Reader/Witer 21) The card reader/witer 21 is
connected to the personal conputer 22 used by the user 2. The card
“reader/witer 21 exchanges data wltli the I C nodul e 200 of the card 20 and
10 with the personal conputer 22. As shown in Fig. 5 the card
reader/witer 21 includes a pair of a control board 211 and an antenna
212. In response to a conmand fromthe managenment server 3 described
bel ow, the caral mesedet /A0S tiey camainiv atiesidpid hntve thar 26t
- Communi cation between the 15 card reader/witer 21 and the managenent
server BERRTY pee¥ b e d2 Usd NP ars ereiypt 2 dval ymal the rforend imemexchanged
anong the I C nodul e 200 of the card 20, the card reader/witer 21, and the
per sonaPO T Ebput &b 2Box HMHH’é%lﬁﬂdP%esaft rankawd 12 Feciaed Bt ween the 20
card 20 and the managenent server 3,. the card state f|lag described bel ow,

and t hePTTRESSRr® T80 vy Thi (ﬁ%ﬁﬂl%ﬁl communicating with the

5 management server 3; and the third memory portion 203¢c for
storing a card operating system. The memory 202 includes a
rewritable storage medium, such as an EEPROM (Electrically
Erasable and Programmable ROM) .

Information, such as a value, is written to the memory

10 202 in predetermined block units. In response to a write
reguest from the management server 3 {described below) for
managing the card, ipformation is written up to units of a
plurality of blocks, e.g., eight blocks (one block has two
bytes). This enables simultaneocus writing of a value to the

15 first memory porﬁion 202a and updating of the card state
flag in the second memory portion 202b. The same value can
be written in a plurality of blqcks of the first memory
portion 202a. Even ifwdata in some of the blocks becomes
corrupted, value information is not lost.

20 The card state flag stored in the second memory portion
202b is 1-bit data ("0" or "1") indicating whether or not
the writing to the card 20 has béen'completed normally. A
process of_updating the card state flag will be described
.later. 7

25 The-memory 202 is efficiently used by storing the card _'




fromthe card 20, the card reader/witer 21 determnes the information.
Wien writing to the card, the card reader/witer 21 perforng éﬂéyuﬂ
processing. 25 The: card reader/witer 21 perforns a serrest g 3 August
2005 - 20 processes involving detecting the card 20, perform ng nutual

aut henti cation between the card 20 and the card reader/witer 21, reading
the card 20, and witing to the <card 20 in approximtely 0.2 seconds. The
conmmuni cation 5 di stance between the card 20 and the card reader/witer 21
differs depending on the size of the antenna 212 or the |ike. (Personal
Conmputer 22) The personal conputer_22gi ncludes a display, a keyboard, a

" mouse, and the like. In response to operations of the 10 keyboard or the
nouse by the user 2, the personal conputer 22 executes various prograns.
The prograns executed by, the personal conputer 22 include a browser

pr ogr an?®BF 2 bt st HGt et palfe st UsT MESTHeY i ovist™ prbiff am BT the ike, the
et wor KBTIREF { 6 GORATEL B COmATTE 1 roHOMH [T ATIES I g s
(Manage nf Sgé%/erog,) A sshoo Si{IOLFi@. 6 athre managenent server 3 includes
an appf1 chi i stV F° Lty Tt 31k E %0 information
SIS FENVET BRL S ] SpPIDIY. 914 ey SRESDH Ty porton
5 afterward to the memory 202. '
(Card Reader/Writer 21)
The card reader/writer 21 is connected to the personal
computer 22 used by the user 2. The card reader/writer 21
exchénges data with the IC module 200 of the card 20 and
lQ with the perscnal computer 22. As shown in Eig. 5, the card
reader/writer 21 includes a pair of a control board 211 and
an antenna 212. In response to a command from the
management server 3 described below, the card reader/writer
21 communicates with the card 20. Communication between the
15 card reader/writer 21 and the management server 3 is
performed using an encrypted signal.
Information exchénged among the IC module 200 of the
card 20, the card reader/writer 21; and the personal
computer 22 includes values transmitted/received between the
20 card 20 and the management server 3; the card state flag
described below, and the like. When reading information
from.the card 20,‘the card reader/writer 21 determines the
informétion. When writing to the card, the card

reader/writer 21 performs signal processing.

25 The card reader/writer 21 performs a series of




The application server 30 is conmuni cati on neans for conmunicating via the
network 5 with the user 2 (personal conputer 22) a@g %heuggq&%54
(transaction conputer 40). The 25 application serveér 9¢ontTol’s the card
reader/writer 21 to 23 August 2005 - 21 wite information, such as a
value, to the card 20 and to determne data on the card 20, the data being
read by the card reader/witer 21 and transmtted. The security server 31
encrypts and decrypts data 5 exchanged with the card 20. The encryption and
decryption are not features of the present enbodi nent, and the existing

t echni ques maybe used. The informati g managenent server 32 includes the
first nmenory portion 32a for storing a pair of the registered card 10 20
and a value on the card 20; the second nenory portion 32b for naintaining,

as a server state flag,. theeﬁégcessigglstate of the managenent server 3
dur i ng FESHIAFT CatioP - Wite dHETEmE 20 H/Fe i ¢ Mo Sendty ortdlon 32¢

1o et S S o TG e etk Atk s T Ctdbn conpleted nornally.

The TRgeRIl SYETS SIS Al pesenty senbodil s the

execut ¢ Lhe .o f upct %%xqug%gﬂyﬁ% MRNIGeNEN! Sehver. 3 MRy D created, and
g recorde n a Jg%l

the programnay b a conputer-rea e recordi ng medi um
5 distance between the card 20 and the card reader/writer 21

differs depending on the size of the antenna 212 or the like.

{Personal Computer 22)

The personal computer 22 includes a display, a keyboard,
a mouse, and the like. 1In response to operations of the
10 keyboard or the mouse by the user 2, the personal computer
22 executes various programs. The programs executed by the

personal computer 22 include a browser program for browsing

Web pages. Using the browser program or the like, the user
2 performs operations on the display to access the store 4
15 wia the network 5 and to conduct a commerce transaction with
the store 4.
(Management Server 3)
As shown in Fig. 6, the management server 3 includes an
application server 30, a security server 31, and an
20_ information management server 32 (a first memory portion 32a,
a second memory portion 32b, and a third memory portion 320).
The application server 30 is cdmmunication means for
communicating via tﬁe network 5 with the user 2 (personal
computer 22) and the store 4 (transactioﬁ‘computer 40) . The

25 application server 30 cohtrols the card reader/writer 21 to



Accordingly, the program may be distributed as a corporeal thing. (Store
4) 25 The-.store 4 includes the transaction server ﬁﬁk 23 A% %% 2005 - 22
The transaction server 40 stores information concerfirng"9py gﬂ%ts and
services offered by the store 4 and generates paynent information
i ndi cating the anount charged by the store 4 to the user 2. Value witing
information is 5 transmtted fromthe card 20 to the transaction server 40_
‘Value witing results are transmtted fromthe managenent server 3 to the
transaction server 40. The present system 1 has the arrangenent as
described above. Wth reference to #19- 7, the operation of the 10 present
system1 will now be described. (Step 511) \Wen the user 2 of the card 20
settles a paynent at the store 4 on the network 5, the user 2 of the card
conput er n_on the 15

20 receives, . t he personal 22, paynent info ti

oy mon TSt | EHSHITT FA 1 HA 215 2 (O e Vor IR0 G124 . HDrE 4. (St ep
.S12) The ,user. 2 of the card 20 t mts the nent _.infornation to the
manage R Y e 'ﬁ{]eqﬂiaeyr?eanﬁd’ g%)s'i n ho(? ri??%%y%la@g breeaf&:abr% g&ﬁ ed not only
fron1tQ%n%§§%é%ééywéig%gm5@ggggq&éﬁga§¥t§h_but al so fromthe transaction

The security server 31 encrypts and decrypts data

5 exchanged with the card 20. The encryption and decryption
are not features pf the present embodiment, and the existing
techniques may be used.

The information management server 32 includes the first
memory portion 32a for storing a pair of the registered card
10 20 and a value on the card 20; the second memory portion 32Zb

for maintaining, as a server state flag, the processing

state of the management server 3 during communication with
the card 20; and the third memory portion 32c for

~ temporarily storing payment information when the state of

15 the card is determined and the writing to the card has not

been completed normally.

The management server 3 according to the present

embodimént has the arrangement as described above. A
pfogram'for causing a computer to execute the. functions of
20 the management server 3 may be created, and the program may
be recorded on a éomputer—readable recording medium..
Accordingly, the program may berdistributed as a corporeal
thing.
(Store 4)

25 The store 4 includes the transaction server 40.



server 40 of the store 4 to the managenent server 3. Alternatively, in step

S11, the paynent information is transmtted not fr3g1kheu§§§h0%, but from

the transaction 25 server 40 of the store 4. In thi’s Case —in Step S12,
the 23 August 2005 - 23 paynent information is transmtted fromthe
managenment server 3 to the card 20. (Step S13) The managenent server 3
updates the value on the card 5 20, which is in the informati on nanagenent
server 32, to the value subsequent to the paynent settlenent and wites
the val ue subsequent to the paynent settlenent to the card 20 via the
card reader/witer 21 connected to_tQ? personal conputer 22 of the user 2.
Accordingly, value information 10 in"The informati on nanagenent server 32
is mtched wwth the actual value. (Step S14) The application server 30 of
t he managenent server 3  transmits whether the witing of the value to the
- card 20 15Thss tsecceedddnt setrtvert ridnsdattiesn igdiovert4@nofcone rstioige 4. Wt h
.the above-described steps perfornmed, the paynent is settled between the
user 2 RFFodurttal ZepmEicahebhisned £y the ot avbaimrdtems a
feature in step 513. Specifically, the present enbodinent has a feature in
t he 20 FYEETh WH U He medseidntnS delve ramPuijd fthesr g9k Rialtde® on  the card

20, which is in the informtion managenent server . E
store 4 to the user 2. Value Writing information is

5 transmitted from the card 20 to the transaction server 40.
Value writing results are transmitted from the management
server 3 to the transaction server 40,

The present system 1 has the arfangement as described
above. With reference to Fig. 7, the operation of the

10 present system 1 will now be described.

(Step S11)

When the user 2 of the card 20 settles a payment at the
store 4 on the network 5, the user 2 of the card 20 receives,
at the personal computer 22, payment information on the

. 15 payment settlement from the transaction server 40 of the
store 4.

{Step 512)

The user 2 of the card 20 tranémits the payment
information to the management server 3. The payment

20 information may be transmitted not only from thé user 2 to
the management server 3, but also from the transaction
server 40 of the store‘4 to the management server 3.

Alternatively, in step 511, the payment information is

transmitted not from the user 2, but from-the transaction

25 server 40 of the store 4. In this case, in step S12, the -




32, to the value subsequent to the payrrent settlement and wites the val ue
subsequent to the paynent settlenent to the card 20 34 g, fiecCaidh
reader/witer 21 connected to the 25 personal conputer 22 of the user 2.

o The step will now be 23 August 2005 - 24 described in detail. 2. Method

for Controlling Witing to Card In the card 20 according to the present
enbodi nent, as described above, data (information), such as a value, is 5
witten in predeterm ned block units. A single wite request fromthe
managenent server.3 can designate the witing of data up to plurality of
bl ocks, such as eight blocks (one_bkgck has two bytes). Even if the
writing of data fails in one block, new and updated data is mxed with 10
old block data, resulting in a msmatch of data. In order to solve this
problem sinultaneous witing in plural block units in response to a

si ngl e RAYELL rfiste it be %?%‘g?‘%ﬂtt?@i SR WaS-mi PR eREePEesent

-enbodi nent V\/E_gn the witi fails in at |east one of the witten bl ocks,
data i P &fY®t e 4% ac%ch%‘k% is restored to the previous state

i mredi atel y (ﬁl;k%fo\rﬁgL he witing is perforned, and data is rewitten.
Communi cati o t 3 t he managenent server 3, which perforns the card

writing, an_c}.hteh é—"%%:?%%lﬂt %%%tr:[?d%%&éscee% t% tvt}ieiuueseor of the,card 20 is

performed viat ternet, ence connection es a}fef s%an%dnt i S not

52:gr edo Thin a8 APR 18R G A G SO MBM oMl NE DEFSPNGS  COIPHLET 22
value subsequent to the payment settlement and writes the
value subseqguent to the payment settlement to the card 20
via the card reader/writer 21 connected to the personal
computer 22 of the user 2. Accordingly, value information

10 in the information mahagement server 32 is matched with the.
actual value.
(Step S514)
The application sexrver 30 of the management server 3
transmits whether the writing of the value to the card 20
15 has succeeded to the transaction server 40 of the store 4.
With the above-described steps performed, the payment
is settled between the user 2 of the card 20 and the store 4.
The present embodiment has a feature in step S13.
Specifically, the present embodiment has a feature in the
20 step in which the management server 3 updates the wvalue on
the card.20, which is in the information ﬁanagement server
" 32, to the value subsequent to the payment settlement and
"writes the valueréubsequent to the payment settlement to the
card 20 via the card réader/writer.ZI coﬁnected to the

25 personal computer 22 of the user 2. The step will now be




by the user 2 of the card 20 and to an Internet-connected environnment- The
card 20 on which a value is witten is contactless&ﬁp%uﬁﬁgg ﬁmkpeing hel d
tions, the

near the card .25 reader/witer 21. Under these condi necessity
23 August 2005 - 25 arises to have a process sequence that takes into
consideration the possibility of interruption of comrunication between the
~card 20 and the managenent server 3 during the witing process 5 Wen
comuni cation is interrupted during the witing process, as shown, in Fig.
8, a msmatch of values between the card 20 and the managenent server 3 is
solved by steps (1) to (4) descrihedgbelow (1) Set a card state flag in
the card, which is to be 10 updated at the sane tinme as the card is
rewitten. As described above, this step can be carried out by providing
the card 20 with the_ second nenory portion 202b, which naintains, as the
Ccard st@eecFiked imedpidtkssing state of the card 20 during communication
-with the 15 managenent server 3. (2) Create a card rewiting sequence state
number in the ﬁ%rﬂ@’&réﬂr SENVEP R T it nY P8 et i nf or mati on on a
paynent settlenment th i.S not ¢ Ig{e normal ly. As described above, this.
step can be f@a&?’iee@% A 26y i% hteném[ef‘ﬁ%/‘btr?ém Hotti & 32¢ in |
the mnagelPleq SN, JAN WMEN-ANE W) H109-£0,4Ne g2 g1 s; pot compl eted
5 written in predetermined block units. A single write
request from the management server 3 can designate the
writing of data up to plurality of blocks, such as eight
blocks (one block has two bytes). Even if the writing of
data fails in one block, new and updated data is mixed with
10 eld block data, resulting in a mismatch of data. In order
to solve this problem, simultaneous writing in plural block
units in.response to a single write request must be ensured
in some way. In the present embodiment, when the writing
fails in at least one of the written blocks, data in all the
15 data blocks is restored to the previous state immediately
before thg writing is performed, and data is rewritten.
Communication between the management server 3, which
performs the card writing, and the personal computer 22 used
by the user 2 of the card 20 is performed via the Internet,
20 and hence connection establishment is not ensured. The same
applies to an environment of the personal computer 22 used
by the user 2 of the card 20 and to an Internet-connected
environment. The card 20 on which a value is written is

contactless and used by being held near the card

25 reader/writer 21. Under these conditions, the necessity




normal Iy, tenporarily storing paynent information in the third nmenory
portion 32c. (3) Provide an application that determ -25 state
flag in the card even when the personal conputer 22;§§§K58523ﬁ§g55 - 26 '
used by the user 2 of the card 20 is not connected to the nanagenent
server 3. The application detects the state of the card 20 on the basis of
the card state flag and, if the rewiting to the card 20 is necessary,
-pronpts the user to 5 establish a connection to the managenent server 3.
The application may be installed in the card 20. Since the card 20 has the

. third nenory portion 203.c for storing -the card operating system the

application can be safely added afterward. Alternatively, the application
may be 10 installed in the personal conputer 22 used by the user 2 of the
card_ZQ.,géghDeternine the card state flag at %he begiqging of a card
rew i tidfg-Seydhc Hnd® riRYPT TS tHRIVErte. TRk stakep tak°be carried out by
Ll applycal o 45 poovided Loy plep (8) AL LI spoye descri bed (1) 1o
L?\ar ggfcg)%gl& %anr%%%hrgfo %@é&%%g& gelt %?éer:](gn?@;%%%?%%%gg%‘%@%? ZS‘IE S‘G%’? raction
and valugy gddid Q0 SO N d g s |
5 When communication is interrupted during the writing
process, as shown in Fig. 8, a mismatch of values between
the card 20 and the management server 3 is solved by steps
(1} to (4)Idescribed below.
(1) set a card state flag in the card, which is to be
10 updated at the same time as the card is rewritten.
| As described above, this step can be carried out by
providing the card 20 with the second memory portion 2025,
which maintains, as the card state flag, the processing
state of the card 20 during communication with the
15 management server 3.
(2) Create a card rewriting sequence state number in
the management server and maintain payment information on a
.payment settlement that is not cpmpleted normally.
| As described above, this step can be carried out by
20 providing the third memory portion 32c in the management
server 3 and, when the writing to the card is not completed
normally, temporarily storing paymeﬁt information in the
third memorf poxtion 32¢.
(3) Provide an application that detérmines the card

25 State'flag in the card even when the personal computer 22




characteristic, even when the witing to a card is interrupted, the card
does not have a value that is not supposed to exist.,35gpghat &gdescri ptions
of a value 25 subtraction process and a val ue addition process will now be
23 August 2005 -- 2 7 given. In this enbodiment, the processing state of
the card 20 communi cating with the managenent server 3 is indicated using
the card state flag. The card state flag is 1-bit data ("0" or "1")

i.ndi cati ng whether or not the witing to the card 20 is conpl eted
~normally. When the card 20 requires no rewiting, the card state flag
becones "0". When the card requires pgwiting, the card state flag becones
"1". A process of setting such a card state flag 10 will now be descri bed.
(Val ue Subtraction Process) Wen the user 2 of the card 20 conducts a
commerce transaction at the store 4, in step S13 shown in Fi 7, a
processUOFd shivt FRR tHHF & vl (e reand e cat 2D Gentre el n%%l.gli% Fig..9is
-a sequence diagramof a val ue subtraclion_lgrocess. Fig. 10 is a state

transi t TORUTH _J%lrﬁ%lfv‘?lhé card'® stRRE F3 P Tarflf tet Seterssist e ¥l ag in the
20 and THe TRRAGENSHL G0 A3 ok rOFhC YO0 ARUD WA catt o step
321)' TP&§§&%£C@O q!het hcearcd’irZCE) is necessary, prompts the user to

| 5 establish a connection to the management server 3.

The application may be installed in the card 20. Since
the card 20 has the third memory portion 203c for storing
the card operating system, the appliéation can be safely
added afterward. Alternatively, the application may be

10' installed in the personal computer 22 used by the user 2 of-
the card 20.

(4} Determine the card state flag at the beginning of a
card rewriting sequence and rewrite the value.

Tﬁis step can be carried out by the application

15 provided in step (3).

With the above-described (1) to (4), a mismatch of
. values between the card 20 and the management server 3‘is
resolved. |
| In this embodiment, the card rewriting process is

20 characterized in that it uses differént algorithms for value
subtraction and value addition. According to this
characteristic, even when the writing to a card is
interrupted, the card does not have a value that is not
supposed to exist. Separate descriptions‘of a value

25 subtréction process and a value addition process will now be




. state flag and the sequence of the server state flag each start with the
initial value " In the subtraction process, the managenggtissesyey 3 issues
a card wite request to the card 20 (step S22), and the card witing
starts. At 25 this tine, the card state flag is changed from"0" to "1", 23
August 2005 28 and sinultaneously the card 20 gives a response to the card
wite request to the managenent server 3 (step S23). During the card
witing, the server state flag remains "1" indicating that the witing is
_being done. 5 Subsequently, when the card witing is conpleted normally,
the server state flag becones "2" ikndicating that the witing is
conpleted. At the sane tine, the managerrent server 3 gives a notice of
conpletion of the card witing to the card 20 (step S24). In response to
the notice of 10 conpletion of the card witing, the card state flag
returns’ Y% the initial value "0". At the same time, the card 20 gives a

‘response to.the.naotice of. conpl eti on of the car Wit to th nagenment
server 3 (sgéb ?ﬁ%ﬂ4¥?lﬁ2 %%g?ﬁgﬁﬁﬁ%§ﬁ%9t§§%ﬁfiQ#t' ?i%%ﬁfzﬂﬁe server

state f . ﬁgﬂi £33 q.ndi ' t_th d.jis.being. initialized.
Subsequéent Jyr,?lé en g??\héll ni%l?%lrlg%a‘ﬁ]%%&g ?%%‘?%Ig?% }régl%%ﬁ%ﬁiet ed

o] I 1Y s f ret t in:iial.yva .. 0". A case
' whi Gl PG SRquenc o7 The 2ubt r oot] e cegast MHAg A

5 data (0" or "1") indicating whether or not the writing to_
the card 20 is completed normally. When the card 20
requires no rewriting, the card state flag becomes "0Q".
When.the card requires rewriting, the card state flag
becomes "1". A process of setting such é card state flag

10 will now be described.

{Value Subtraction Process)

When the user 2 ¢f the card 20 conducts a commerce
transaction at the store 4, in step S13 shown in Fig. 7, a
process of subtracting a value from the card 20 is performed.

15 Fig. 9 is a sequence diagram of a value subtraction
process. Fig. 10 is a state transition diagram of the card
state flag and the server state flag in the value
subtraction ﬁrocess. 'The déscription is as follows.

First, the card 20 and the management server 3 perform

20 mutual authentication (step $21). The sequence of the card

| state flag and the sequence of the server State flag eacﬁ
start with the initial value “0". 1In the subtraction
process, the management server 3 issues a card write request
to the card 20 (step $22), and the card ﬁriting starts. At

25 this time, the card state flag is changed from “0" to "1,




20. involving a series of steps is conpleted normally has been described.
‘Wth reference to Fig. 11, a rewiting process in axasgusd muTh the |
sequence of the subtraction process is interrupted will now be descri bed-
In this enbodinment, a card rewiting process that is defined in accordance
with 25, the card state flag and the server state flag is perforned. 23
August 2005 -"29 (Card state flag: "0"; and sever state flag: "1") Since
the card witing process is not perforned, a paynent is not settled. The
card rewiting process is not perforned. 5 (Card state flag: "1"; and
server state flag: "1") Since the_cagd witing process is interrupted, a
paynment is not settled. A paynent value is added to the card to restore
the previous state before the paynent settlenent. The card state flag
becones and server state fla

"N thoughta s hemeres L Prbuddiq ot %éaa%ﬁae SSSpAesr B d'ﬁ?Fﬂg) the

‘initial f 1 d t at d tialized. |
ot her -wisf ak- Prdte ki b6 hie ¢ ?aT%%erB%%‘gn%ErV%E. T STt
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indicating that the writing is being done.
5 Subsequently, when the card writing is completed
normally, the server state flag becomes "2" indicating that
the writing is completed. At the same time, the management
server 3 gives a notice of completioh of the card writing to

the card 20 (step S24). 1In response to the notice of

10 completion of the card writing, the card state flag returns

to the initial value “0". At the same time, the card 20

gives a response to the notice of completion of the card

writing to the management server 3 (step S25). While the

card state is being initialized, the server state flag
-. 15 remains "3" indicating that the card is being initialized.
Subsequently, when‘the initialization of the card 20 is
completed ﬁormally, the server state flag returns to tﬁe
initial value "0".
A case in which the sequence of the subtraction process
20 involving a series of steps is compieted normally has been
described. With reference to Fig. 11, é rewriting process
in a case in which the sequence of the subtraction process
is interrupted will now be described. In this embodiment, a
.card rewriting process that is deflned in accordance with

25 the card state flag and the server state flag is performed.



When the card state flag and the server state flag and 20 the rewiting
process in accordance with the card state flag and.t;h tate flag
are set as described above, the follow ng advant agezg3 g&}lggga%ﬁéoeo\?/sed. An
appropriate card rewiting process in accordance wth the card state flag
and the server state is perforned. 25 Wen the..-card state flag is "1",
‘It is determned that the 23 August 2005 - 30 card requires rewiting,
irrespective of the value of the server state flag. The user 2 of the card
20 can determ ne whether or not the card requires rewiting wthout
comuni cating with the nanagenent sepyer 3. 5 (Value Addition Process) Wen
the user of the card 20 wants to recharge the card 20 with a value, in
step S13 shown in Fig_ 7, a process of adding a value to the card 20 is
performed. Fig. 12 is a _sequence diagram of a val ue _addit,] 10 process.
Fig. 13 is a(cglféit éttartgngi‘ital%onn iagF&%\ S ST dfte J1‘]1q‘§g and t he
.server state.flag ihn t he wval u%i%ddi trio%n Jracess. " The escérd pté{ on is as
follows. Th l?&?ugn e C8F Gt K& 1A SFRCESH éﬁ St &5 soer(ﬁ“uerfce of the
server st fl.ag each rt,w the initial:Vv "o 15_First, the
card Zdaaéﬁr{c?%} el%grranr?gcgesréttn@esdér vtgtrheS cgae]% o]%én‘ﬁ%rrlu%%?le%ﬂ eeSn i%étx;l%?a (step
S31), ddig&prd state flag is updated to "1". The nanagenent server 3
gi-ves notice of. start of addition to the card 20 (step S32), and the

Wi ging (Card state flag: “1"; and server state flag: "“1")
Since the card writing process is interrupted, a
payment is not settled. A payment value is added to the
card to restore the previocus state before the payment
settlement. The card state flag becomes "0".
10 (Card state flag: "1"; and server state flag: "3")
.Although a payment is settled, the sequence is
interrupted during the initialization of the card state.
Therefore, the card is initialized. Iﬁ other words, the
card state flag becomes "0".
_ 15 (Card state flag: "0"; and server state flag: "3")
Since a payment is settled and initialization of the
card state is completed; the rewriting process is not
performéd.
When the card state flag and the server state flag and
20  the rewriting process in accordance with the card state flag
and the server state flag are set as described above, the
 following advantages are achieved. |
An appropriate card rewriting process in accerdance
with the card state flag and the éerver sﬁateris performed.

.25 When the card state flag is M1", it is determined that the




of a noney |oading.start code begins. In response to the 20 notice of start
of addition, the card gives a response to the start,-0f additjqy to the
managenent server 3 (step S33). Wiile the noney |oading start code is
being witten, the server state flag remains "I". Subsequently, when the
witing of the noney |oading 25 start code is conpleted normally, the
server state flag 23 August 2005 - 31 becones "2" indicating that the

.witing of the noney |loading start code is conpleted. The nmanagenent

server 3 issues a value/account/card w thdrawal request to a financial
institute or a credit card corrpany_5€ (step S34). 5 response to the
request, -the financial institute or %e credit card conpany 50 gives a
response to the withdrawal request to the managenent server 3 (step S35).
Subsequent |y, when the val ue/account/card withdrawal process is conpleted
nor mal |68 rd hee®ernaes mtvatiefrigg becormertine '@ thudiwdtieng ff Hdte t he noney
-loading is. conpleted. At the sane tinme, the managenent server 3 issues a
card wig®e’er epfitst #l3q he B 0 (St $86)canghd G vare ghal-apmiitiang
.starts. At this tinme, the card state flag changes fromlt it' to "0". At
the satB'9iFr Thaard2Faid & B iresH Jifde 6 b #iHdBHrd wite request to
the managenent server 3 (step S37). During the card witing, the server

state RGP NN ifHdit dtindantdenaid SEdSS Joeing written.

5 (Value Addition Process)
When the user of the card 20 wants to recharge the card
20 with a value, in step 513 shown in Fig. 7, a process of
adding a value to the card 20 is performed.
Fig. 12 is a sequence diagram of a value addition
10 process. Fig..13 is a state transition diagram of the card
state flag and the server state flag in the value addition
pProcess. 'The description is as follows.
The sequence of the card state flag and the sequence of
the server state flag each start with the initial wvalue "0".
15 First, the card 20 and the management server 3 perform
mutual authentication (step S31), and the card state flag is
updated to “1". The management server 3 gives a notice of.
start of addition to the card 20 (step S32), and the writing
of a money loading start code begins. 1In response to the
20 notice of start of addition, the card gives a response to
the start of addition to the management-server 3 (step S33). -
While the money loading‘start code is being written, the
server state flag remains "1".
Subsequently, when the_writing of thé money loading

25 start'code is completed normally, the server state flag




Subsequently, when the card witing is conpleted 20 normally, the server
state flag returns to the initial value t1011 The progegs.ef @Q%ing a val ue
to the card differs from the subtraction process sequence in that it has a
different order of changing the card state flag- As a result, when the
need to rewite the card arises, the rewiting process 25 always serves as
the value addition process. Even when 23 August 2005 - 32 there is a
service, other than the value addition and subtraction services via the
networ k, for changing the card value, irrespective of the state at the
server side, a value that is not supposed to exist is prevented from being
used. 5 A case in which the sequence of the addition process involving a
series of steps is conpleted nornmally has been described. Wth reference

to Fig.,. .14, arewitin oce in case, in whi.ch the sequence,of the
addiL?o%e%?%%%ssyfglﬁ?ﬂ?gﬁ}%%fgﬁa%ﬁFﬁén%ﬁfBénﬁegtrFB%dmoPﬁgtﬁ?@géﬂ%odinent,
a 10 ca Ltin C that Ls_defined in accordange.with the card
state f%g%£gﬁ%6%%eg%gé§%§f§¥%$é f#@% T%n% ¥ %?ﬁe%?rvffa§d1§§g?§ ?Iag: "0";

~and Serx‘/&iuéﬁé&ﬁ%?&% rd Wit PGE 1%@@&&%%“9%9588% i's not

performed, a w I's not nade. card rewiting process is not 15

perfornedst {Gard St al ecfd@te cdrd anfbseyrves stals Stap: “"#n)

5 response to the request, the financial ihstitute or the
credit card company 50 gives a response to the withdrawal
request to the management server 3 (step S§35).

Subsequently, when the value/account/card withdrawal
process is completed normally, the server state flag becomes

10 "3" indicating that the money loading is completed. At the
same time, the management server 3 issues a card write
request to the card 20 (step S36), and the card writing
starts. At this time, the card state flag changes from “1"
to "0". At the same time, the card 20 gives a responserto

15 the card write request to the management server 3 .(step S37).
During the card writing, the server state flag remains "4"
ipdicating that the card is being written.

Subsequently, when the card.writing is completed
normally, the server state flag returns to the initial wvalue

26 "Ov,

The process of adding a.value to the card differs from
the subtraction process sequence in that it has a different
order of changing the card sfate flag. As a result, when
the need to rewrite the card arises, theArewriting process .

25 always serves as the value addition process. Even when




Since the sequence is interrupted during the card witing, a withdrawal is
not made. The card state flag becomes "0 20 (Card sfatguktagsos 1"; and
server state flag: "2") Since the sequence is interrupted during the card
witing, a withdrawal is not nade. The card state flag becones "0". (Card
state flag: "1"; and server state flag: "3") 25 Although the w thdrawal
process is conpleted, the 23 August 2005 - 33 process is not reflected in
the card. The withdrawn value is thus added to the card- The card state
flag becones "0". (Card state flag: "1"; and server state flag: "4")

Al t hough the wi thdrawal process is-cgppleted, the 5 process is not
reflected in the card. The withdrawn value is thus added to the card. The
card state flag becones "0 (Card state flag: "0"; and server state flag:
"4") Since the withdrawal process is carried out and initialization of the

card stEt® T s ot BLEHCE t HETh v FFhgEha 07 te &9 3 L Hbtaer f or med. When

‘t he cargug£9te flag and. t he serpﬁéast the rewitin rocess in

te fl d
accor dane@ Wi th the Tart- s at & " %h"gmf]‘ffgggcg‘?n\fg_}ar’sqla{’t% g set as
descri b‘gzgl]t@lgovgr d %pee iRl ow ng, adsvi_'aan[_gea_géteés1 & reg Sgegv:]e er\éteséi’.[ %el'fl a,;\g, ppropri-ate

card rewitihg process Tn accordance "W t he

server stat eié Sncp@rglﬂ:%%d to exist is prevented from being used.

5 A case 1in which the sequence of the addition process
involving a series of steps is completed normally has been
described. With reference to Fig. 14, a rewriting process
in a case in which the sequence of the addition process is
interrupted will now be described. In this embodiment, a

10 card rewriting procesé that is defined in accordance with
the card state flag and the server state flag is performed.
(Card state flag: "0"; and server state flag: "1%)
Since the card writing process is not performed, a
withdrawal is not made. The card rewriting process is not
15 performed,
(Card state flag: "1"; and server state flag: "1")
Since the sequence is interrupted during the card
writing, a withdrawal is not made. rThe card state flag
becomes "0".
20 (Card state flag: "14; and servér state flag: "2;)
Since the sequence is interrupted dﬁring the card
writing, a withdrawal is not made. The card state flag
“becomes “0O".
(Card state flag: "l";‘and server stéte flag: "3")

25 Although the withdrawal process is completed, the




When the card state flag is "1", it is determned that the card requires
rewiting, irrespective of the value of the server sfalguktagoosThe user 2
of the card 20 can determ ne 20 whether or not the card requires rewiting
wi thout comunicating with the nmanagenent server 3. As described above,
according to the communi cati on system the card, the nmanagenment server,
and the communication nethod of the enbodinents, the card creates 25 the
card state flag indicating the card' s processing state 23 August 2005 - 34
and occasionally updates the card state flag while comrunicating with the
~managenent server- Accordingly, det&Bnnation of the card state flag
enabl es determ nation of whether or not the witing by the managenent
server. to 5 the card is conpleted normally. Since it is possible to

det er i geouhel ey QL oLe{ N8 S, WL T 00 RT 0GRS | Sy GOIp efed, gor mal |y

a3l .
only o asis o e car ag, there is no need Yo &mmuni cate

WEh thes MBNRISIRILG SE VEle dordlet Ol Lhe RTOCESS! NG Golld e d 0 U the sane

time, the nanagenment server creates the server ag I ndicating the

managenment qQ%MQ{g%atﬁpqqggssmqg;s%%Beg@y$éyx§%gﬂgn§hg%:uanges t he server
state flag while comrunicating with the card. Such similtaneous processing

by the cardaanthcul® FRRAGAFBGL aHANY S JcRSQ V8S Bmpl2tEusmateh of val ues
-between the card and t he managenent
5 process is not reflected in the card. The withdrawn value
is thus added to the card. The card state flag becomes "“0".

(Card state flag: "0"; and server state flag: “4")

Since the withdrawal process is carried out and
initialization of the card state is completed, the rewriting

10 process is not performed.

When the card state flag énd the server state flag and
the rewriting pfocess in accordance with the card state flag
and the server state flag are set as described above, the
following advantages are achieved.

15 An appropriate card rewriting process in accordance
with the card state flag and the server state is performed.
When the card state flag is “1", it is determined thatlthe
card requires rew:iting, irfespectiﬁe of the value of the
server state flag. The user 2 of the card 20 can determine

20 whether or not the card requires rewriting without
communicating with the managemenfrserver 3.

As described above, according to the communication‘
system, the card, the management server, and the
communication methéd of the embodiments, the card creates

- 25 the card. state flag indicating the card's processing state




server. Therefore, a paynent can be easily settled via the network using
the card. Wth reference to the acconpanying draw ngs; A6 ps@ferred
enbodi ments of the communication system the card, 20 the managenent
server, and the conmuni cation nmethod according to the present invention
have been described. However, the present inventionis not limted to
these exanples. It is clear that nodifications and substitutions can be
“made by those skilled in the art without departing 25. fromthe technical
scope of the present invention, which is 23 August 2005 - 35 described in
“the clainms. It is to be understood-th&t-such nodifications and substations
are within the technical scope of the present invention. In the

above- descri bed enbodi nents, a case has been 5 described in which a

Conmer G&, ro@{&asf:ﬁdn%lllgﬂ; Hfbé%(}‘és“d%?é el Prd a(%\/été%elg‘?;{/!v)hi n.a Veb site is

conducted using a car a paynent Is se I'a a nanagenent server

that  mRARARS I8 kARt HQWRY §lan Af2ndH 1 d Ve%dc%rfdﬁlgﬂ limted

to.this case- The present invention is applicable 10 to a cdse in which a

user OfqeicGalithQARGUGIS t2 RGd e 2 (COMIRIL & INARSAGI 1A (USes the card
to make a paynent for the commerce transaction. In this case, the card

reader jofr iWteythRat idig nd: dhel Mr@RIRG MY ther neeaRisat isikvetiween the
managenment server and the card is provided at 15 the store. A conputer
i nstal ldek ataridhe sstoipleardesbaiaildy. Since it is possible to
| determiné whether or not the card writing process ié
cgmpleted normally only on the basis of the card state flag,
there is no need to communicate with the management server
to détect the processing results.

10 At the same time, the management server creates the
server state flag indicating the management server's
processing state and occasionally updates the server state
flag while communicating with the card. Such simultaneous
@rocessing by the card aﬁd the management sérver resolves a

15 mismatch Qf values between the card and the management
sexver. Therefore, a payment can be easily settled via the
network using the card.

With reference to the accompanYing drawings, the
- preferred embodiments of the communication system, the card,

20 the management server, and the communication method
according to.the present invention have been described.
However, the present invention is nét limited to these
examples. It is clear that modifications and substitutibns
can be made by those skilled in the art ﬁithout departing

25 from the technical scope of the present invention, which is




"a connection to the managenent server via the network. As described above,
according to the present invention, the follow ng aqu@%ﬁg s,@£ achi eved:
(1) The card witing via the network is nade possi bl e; 0 ?2? A system
that is logically.free froma msmtch of values between the card and the
server can be constructed; and (3) The card witing via the network and
the card witing that is not via the network are-nade possible wwth 25
respect to the sane card. 23 August 2005 - 36 CLAIMS 1. A conmunication
system for perform ng paynent settlenent processing using a card which
stores val ues over a network, said- 8bnmuni cation system conprising: a
managenent server for creating a server state flag indicating the
processi ng state of the managenent server and occasionally updates the

server slatesblaoiyhile SOOI catings Wi Rl Nefardiofy Luplisaglign server

for generating paynment information to be transmtte card and

‘recei Vifga 8 Vah Ul 1 4AD G isstd1 A 9M L&, s FNRA0AIENT e SELVEL T &

reader/witer configured to read/ wite values stored In the car

~accor dapeerNé thrd hen payriitidsf ormation; wherein said card is configured to
create a card state flag indicating the processing state of the card and

-occasi onal | yiipdas iahgvet-de seatitest aidddiagnthi,| & comaunigatidag with the

managenent server, '

.5 described in which a commerce transaction with a virtual
store (Web mall) on a Web site is conducted using a card,
and a payment is settled via a management server that
manages the card. However, the present invention 1s not
1imi£ed to .this case. The present invention is.applicable

10 to a case in which a user of a card conducts an offline
commerce transaction and uses the card to make a paﬁment for
the commerce transaction. In this case, the card
reader/writer acting as an intermediary for communication
between the management server and the card is provided at

15 | the Storef A computer installed at the store can establish

| a connection to the management server via the network.
As described above; accordiﬁg to the present invention,-
the following advantages are achiéved;
.(l) The card writing via the network is made possible;

20 {2} A system that is logically free from a mismatch of
values between the card and the server ¢an be constructed;

 énd
(3) The card writing via the ﬁetwork and the card

writing that is not via the network are made possible with

25 respect fo the same card.




and wherein it is determ ned whether the witing by the nmanagenent server
to the card is conpleted normally on the basis of the card state flag, and
the card requests the managenent server to rewite the card the next tine
conmuni cation i s established between the card and the managenment server
when it is determined that the witing is not conpleted xonughiy, 2093l d
rewiting being defined in accordance wth the card state flag and the
server state flag. 2. The comruni cati @n system according to claim1,
wherein the information is witten in predeterm ned block units in a

st or agera3mAugust 2005 - 37 region in the card in which the information is
witten; and a single wite request fromthe managenent server enables the

witing of the ANtQRABIIQRibA ByRLE kbt ypof:$alithgblRCkeHP it Bomekite
comuni cati on systemaccording to claim1, wherein'the” information

i ncl udesokB 1Rt hHhL£ONCEE AL NG AcHDREL &Y VAlULe flfe MBKI Agcwr aysmat for
a product or a service using the card. 4. The comrunication system

accor diddgmhfi &daiom ys¥ie'@imBrifengcard state flag is 1-bit data indicating
whet her or not the witing to the card is conpleted normally. 5. The

comuni cat i @Nme}SGBrACGREUENIEd0 Geat hd, a WIBRRENstAE: Calkd ihActides:
communi cati on neans for comunicating with the managenent server; first

st or.ageheepinscds@hingt OFfd g othehd Nf-9mgBhe 0,556 NghS ldlcagComaRSubddtest Or i ng
the card state flag; and processing neans for perform ng various processes
i n accanhdag®rer state flag while communicating with the card;

a transaction server for generating payment information tc be
transmitted to the card and feceiving a value writing result from the
management server; and

a reader/writer configured to read/write values stored in the
card in accordance with the payment information;

wherein said card is configured to create a card state flag
indicating the processing state of the card and occasionally updating
the card state flag while communicating with the management server,
and

wherein it is determined whether the writing by the management
server to the card is completed normally on the basis of the card
state flag, and the card reguests the management server to rewrite
the card the next time communication is established between the card
and the management server when 1t is determined that the writing is
not completed normally, said rewriting being defined in accordance
with the card state flag and the server state flag.

2. The communication system according to claim 1, wherein the

information is written in predetermined block units in a storage '




wi th predetermned information and a request. 6. The conmunicati on system
according to claim5, wherein the card further includes third storage
means for storing a card operating system and the processing neans
perforns various processes in accordance with predeterm ned information
and a request using the operating system 7. The communixcati:gissysi@m
according to claim5, wherein. the card is an IC card. 8. A comrunication
system for perform ng paynent settlenent- processing using a card which
stores val ues over a network, said 23 August 2005 - 38 conmuni cation

Syst emLanpl i 8l Ndhe &JPANAGCHRMn SBIeY ShnebHhatGbGALL NP A el URE St 8l &gid ag

i ndicating the processing state of the managenent server and occasionally

updat es, iR SEHY&T Stk chbathaWihdrfentCUTVHE CaLINGsWthD (Re GRY &or ache
transaction server for generating paynent information to be transmtted to

the carigiranthifigaelyingldraakyeoiMsalhnd ocesitilesf rom the managenent server;
and a reader/witer configured to read/ wite values stored in the card in

accordance W.th fpae RavaRtathBh OL PRldOcWhEIR Nsahdisand kieponf iglyed to
create a card state flag indicating the processing state of the card and

occasi Qagblyatipdat hethdebNen il t bt @nickagi hid eoserariniveatd Nbrohkirdhe
managenent server, and wherein it is determ ned whether the witing by the

managerephymsher ¥&f at prédietCer & bsreeephetedtnorozel] y on the basis of the
card

4. The communication system according to claim 1, wherein the

- card state flag is 1-bit data indicating whether or not the writing to
the card is completed normally.

3. The communication system according to claim 1, wherein the
card includes:

communication means for communicating with the management server;

first storage means for storing the information;

second storage means for storing the card state flag; and

processing means for performing various processes in accordance
with predetermined information and a request.

6. The communication system according to claim 5, wherein the
card further includes third storage means for storing a card operating
system; and the processing means performs various processes in

- accordance with predetermined information and a request using the
operating system.

7. The communication system according to claim 5, wherein the
card 1s an IC card.

8. A communication system for performing payment settlement

processing using a card which stores values over a network, said




state flag, and the managenent server rewites the card the next tine
communi cation is established between the card and the managenent server
when it is determned that the witing is not conpleted normally, said
rewiting being defined in accordance with the card state flag and the
server state flag. 9. The comuni cation system accordi ng A0 aghasf Hos
wherein the information is witten in predeterm ned block units in a
storage region in the card in which ghe_information is witten; and a
single wite request fromthe managenment server enables the mwiting of the

i nf or matian.i o & J %@'teﬁlyc&ﬁrpﬁ%'ﬁ bl 90ﬁgy%@n@%eéugy%o@&%&%n 1Q. The

conmuni cat 1 on system accor di 'arm erein the ormatl1 o

i ncl udes i,BE OLPRLd Oy LONGRN AL PG, A {menegr%@ésg Hesdde JPRKINAY 3N t for

a product or a service using the card. The™ conmuni cat1 on system

accordipgyLp chid Mm&cWh8hei 1y ¢ hﬁada‘%@éd %Bé‘t esd ARG T $clebit f@'@éa M&‘i'ecat I ng

whet her or not the witing to the card is conpleted normally.

conwunbgﬁkhﬁqbégﬁgbeg1§§qggdbggdio claim8, wherein the card |ncludes.
communi cation nmeans for communicating with the nanagenent server; first

storage neans fQhsgtOidNEderl BLOr BRhE8L: i e GRAYheat OF AGS-IRARS: E%rb%tor'ng
the card state flag; and processing neans for perform ng various processes

in accerdapgertad kb predel ey AhheteddifQhghhi M RNGrat]£FURSL t18rom TR
comuni cati on system according to claim 12, wherein the
management server; and

a reader/writer configured to read/write values stored in the
card in accordance with the payment information:

wherein sald card is configured to create a card state flag
indicating the processing state of the card and occasionally updating
the card state flag while communicating with the management server,
and

wherein it is determined whether the writing by the management
server to the card is completed normally on the basis of the card
state flag, and the management server rewrites the card the next time
communication is established between the card and the management
server when it 1is determined that the writing is not completed
normally, said rewriting being defined in accordance with the card
state flag and the server state flag.

é. The communication system according to claim 8, wherein the
information is written in predetermined block units in a storage
region in the card in which the information is written; and a single
write request from the management server enables the writing of  the

information in a plurality of said block units.




card further includes third storage neans for storing a card operating
system and the processing neans perforns various processes in accordance
with predetermined information and a request using the operating system
14. The conmmuni cation system according to claim12, wherein the card is
an ICcard. 15. A card for storing values over a network,3t hg,car hdeei ng
capabl e of being used in a communication systemas clained in"claiml, the
card conprising: communication means §{@r_ conmunicating w th the nmanagenent
server; 23 August 2005 - 40 first storage neans for storing the

i nformation;, .second storage ans_for storing the prpcessin te . of the
card com"runllobat ?ﬁa WTHh t ﬁ%g‘lan%rhas es(r%%rﬁt a%%orr\?gpgagoacg%?ﬂd%étg’?%%lnaéc?leand

brocessing, NS, 1 B RELLOT IUAG-BELOUS RLOCESSLS | N Aesardance, i L,

predet erm ned i nformati on and a request, erei he car tate ag in the

second, siorage JIADS. | & ACEaskenaLlLy. updated While dhedaf or mation is

being wi n i'n t storage neans. e card according to

claim 15, wherei Ry, 0@0&&%1@%%1& pgysttgﬁb?lgﬁrgiﬁﬁggg LG o, hGnEALth the

det erm nes ether or not the witin nagenent server to the card

i's conply &egtypelr [@ﬂa'gy:isaadbéwhg&atidﬁcaéﬂ&rmgﬁ%ﬂ Rat phheiei fingdgs not

conpl eted nornma , the car requests the managenent server to rewite the

card the pexXtodii®s SQPIURLEaLdQR1h$. established between the card and the
managenent server. 17. "The card according to claim 15, wherein the

informationihbs 7The communication system according to clalm 8, wherein the
card includes:

communication means for communicating with the management
server;

first storage means for storing the information;

second storage means for storing the card state flag; and

processing means for performing various processes in accordance
with predetermined information and a request.

13. The communication system according to claim 12, wherein the
card further includes third storage means for storing a card
operating system; and the processing means performs various processes
in accordance with predetermined information and a request using the
operating system.

14. The communication system, according to claim 12, wherein
the card is an IC card.

15. A card for storing values over a network, the card being
capable of being used in a communication system as claimed in claim 1,
the card comprising:

communication means for communicating with the management server;




witten into the first storage neans in predeterm ned block units; and a
single wite request fromthe nmanagenent server enables the witing of the
information in a plurality of said block wunits. 18. The card according to
claim15, wherein the information includes information concerning a
nmonetary value for meking a paynment for a product or a sefwi,ggs&Sidyg the
card. 19. The card according to claim 15, wherein the card state flag 1is
1-bit data indicating whether or not ghe_witing to the card is conpleted
normal ly. 23 August 2005 41 20. The card according to claim 15, further

corrpri sing tﬂirg st%trgrg%%arqgaf]&: fs cl;ri%t OEIilengn?‘oﬁgtqegper at! ng system .
wherein the -proce33|ﬂg means per orng various processes in accordance wth

predet er i ned Lof ofIBLONANY. 8o CAURELs USlng.L0S.ARET 8LIN0 3 Phem Rl The

card according to wher'ei n e card’is an card.

rranageg;;%u "%Ja‘é%ﬁ%%%tﬂgtﬁea%}?é%én%t bel g, Used L2 s GOMMROLEajon system as

claimed in claim e managenent server conpri st ng: CO ni cati on neans

for communi fp%?e;j:&gsfi‘g{bt hebhS €5f d?ee{,for’ﬁnit%ﬁ%ﬁ? ”E)gggen{f%% Shord g rbdite

content of I mation sto on the car t orage neans for
mai nt aiwqitﬂgpgelagtgfﬁqlgaslmrﬁg@;&l 28aa LELYSS, state flag; and third storage
I ] . .

nmeans for tenporarily storing the information when
’ wherein the card state flag in the second storage means is

occasionally updated while the information 1s being written into the
first storage means.

16. The card according to claim 15, wherein, on the basis of the
card state flag, the card determines whether or not the writing by the
management server to the card is completed normally; and, when it 1is
.determined that the writing is not completed normally, the card
requests the management server to rewrite the card the next time
comminication is established between the card and the management server.

17. The card according to claim 15, wherein the information is
written into the first storage means in predetermined

block units; and a single write request from the management server
enables the writing of the information in a plurality of said block
units.

i8. The card according to claim 15, wherein the information
includes information concerning a monetary value for making a payment
for a product or a service using the card.

19. The card according to claim 15, wherein the card state flag
is 1-bit data indicating whether or not the writing to the card is

completed normally.




the state of the card is determned and it is thus determ ned that the
witing of the information is not conpleted normally, wherein the server
state flag in the second storage nmeans is occasionally updated while the
information is being transmtted to the card. 23. The managenent server
according to claim 22, wherein, when the witing of the 2hfrargnsti pO03 S not
conpleted normally, the information stored in the third storage neans is
retransmtted to the card. 23 August 42005 - 42 24. The nmnagenent server
according to claim 22, wherein, when the witing of the information is not
conpl et ed nazomal [ 3he i dhrdesReBS@ind Ot &RGMESEs,f ripchbe eafghbisiAg third

information stored in the third storage neans is retransmtted to the
card. 2Foribe nBragentdid Seo¥Rfg aecoesidg dper&tidiom fstenfier @hdkdife the
.information includes information concerning a nonetary value for making a
paynentprceesainy odivehs Or p@rfeemyi Ceatisiudg bbecend. 26. Acqgsrghas feith
causing a conputer to function as a managenent server as set forth in
cl ai m 2&ed2¥ermi nednpuficenat sadabbea regoedt ngimgditenhanduiggreeaeded t her eon
a programas set forth in claim?26. 28. A comunication nethod for
perform ng pdynerthesettrd eaemirdipg otessiaign US|, ngharaiar dhehicahd sior &s val ues
over a network, said comrunication nethod conprising: creating a server
st at e fdaagd. i ndi cating the processing state of
22. A management server being capable of being used in a
communication system as claimed in c¢laim 1, the management server
comprising:
communication means for communicating with the card;
first storage means for storing the content of the information
stored on the card;
second storage means for maintaining the processing state as a
server state flag; and
third storage means for temporarily storing the information when
the state of the card is determined and it
is thus determined that the writing of the information is not
completed normally,
wherein the server state flag in the second storage means is
occasionally updated while the information is being transmitted to the
card.
23. The management server according to claim 22, wherein, when
the writing of the information is not completed normally, the

information stored in the third storage means is retransmitted to the

card.




t he managenent server and occasionally updating the server state flag

whi |l e communi cating with the card; generating paynent information to be
transmtted to the card and receiving a value witing result fromthe _
managenent server; reading/witing values stored in the card in accordance
with the paynment information; configuring to create a catil swase 1&g
indicating the processing state of the card and occasional |y updating the
card state. flag while comrunicating4dith the managenent server;

determ ni ng whether the witing by the managenent server to the 23 August
2005 - 43 cdrd iBecomphetredtnernedd yaortihey basiclath phe wendist ateed | ag,
and requesting the nanagenent server to rewite the card the next tine
communiégt Wahting et abki shierrastieeens tivg camglarsg tlvemahhagenentspseseyer
when it is determned that the witing is not conpleted normally, said
rew it itvgabEpHFsdefreredhiencardortdgndeimimehiometoaed irsttakethimy santhgehe
server state flag. 29. The communication method according to claim 28,
wher ei MeER® 1cEPErasALete9d &9 T Tabilt data indicating whether or not the
witing to the card is conpleted normally. ABSTRACT To provi de a

communi cat i dA- sysTEmUagagHieaRt HeeHrd aferrsjosent sdpier 22andherein the
comuni,cati on method for matching a value on a card with a value at a
rnanagenﬁgﬁ?r@ﬁnggr1%&&9@es information concerning a monetary value for making

-a payment for a product or a service using the card.

26. A program for causing a computer to function as a management
server as set forth in claim 22.

27. A computer-readable recording medium having recorded thereon
a program as set forth in cléim 26,

28. A communication method for performing payment settlement
processing using a card which stores values over a network, said
.communication method comprising:

creating a server state flag indicating the processing state of

- the management server and occasionally updating the server state flag
while communicating with the card;

generating payment information to be transmitted to the card
and receiving a value writing result from the management server;

reading/writing values stored in the card in accordance with
the payment information;

configuring to create a card state flag indicating the
processing state of the card and occasionally updating the card state
flag while communicating with the management server;

determining whether the writing by the management server to the




when the card is witten online. A server state flag and a card state flag
are created to indicate the processing state of the nmanagenent server and
the processing state of the card, respectively. The server state flag and
the card state flag are occasionally updated during conmunication
bet ween the card and the nanagenent server. On the basis 2§ Adgescaz@ st ate
flag, it is determ ned whether or not the witing by the nmanagenent server
to the card is conpleted normally. Wén-the witing is not conpleted
normally, the card is rewitten the next time comunication is established
bet weercare ieacausrd etiheo MBNAge BRNEhS AIaRE, of hthd @WkEt shg-e Behgy defined in,
accordance with the card state flag and the server state flag.

requesting the management server to rewrite the card the next

time communication is established between the card and the management
server when it is determined that the writing is not completed
normally, said rewriting being defined in accordance with the card
state flag and the server state flag.

29. The communication method according to claim 28 wherein the
card state flag is 1-bit data indicating whether or not the writing to

the card is completed normally.
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ABSTRACT

To provide a communication system, a ca;d, a card
nanagement server, and a communication method for matching a
value on a card with a value at a management server even
when the card is written online. A server state flag and a
card state flag are created to indicate the processing state
éf the management server and the processing state of the
card, respectively. The server étate flag and the card
state flag are occésionally updated during communication
between the card and the management server. On the basis of
the card state flag, it is determined whether or not the
writing by the management server to the card is completed
normally. When the wriﬁing is not completed normally, the
card is rewritten the next time communication is established
bétweén the card and the management server, the rewriting
being defined in accordance with the card state flag and the

server state flag.




