1 COMMUNICATION DEVICE, COMMUNICATION METHOD,
READER/WRITER, AND COMMUNICATION SYSTEM BACKGROUND
OF THE INVENTION FIELD OF THE INVENTION [0001] The present
invention relates to a communication device, a communication method, a
reader/writer, and a communication ;system. More specifically, the present
invention relates to a technique of performing readout or write of data with

C ORI A TOMNUDIEAtADEIe (e N urUaNFader\ @ e MBESGRIP TION
OF THE RELATED ART [0002] In a communication Sélsﬁtem such as an

REAER SYSREH B i IS MAERE AR fliteaY atkbdHication is

performed for every communication session to generate a cipher key in
order for the reader/writer to perform cipher communication and securely
B A pEdGARCreéBN Gutiwritd BiffEldtd YEINE EomMimunication device (see e.g.,

anese i '(aé*nI}_aid-Open No. 2005-27338 and Japanese
Fiﬁ%ﬁgpﬁﬁ%ﬁﬁgﬁﬁp n'No. 10-20780). According to such method,
[0cavthentication is performed by generating a random number by a random
number generation means of each of first and second information

procé&si @ EVIRES, YBYIGRIHY thatGHRRRthe aATOM MM 9e device,
a BRIt 4einNg therkeynset inadvancs. apdidetermining whethenanpation

can be correctly decrypted. [0003] [Patent Document 1] Japanese Patent
sy HgpticatidhoraidDpeif e P00shEr 388 se[Pateht Dokiftestdates to a

tec‘}?gzacrfﬁseeopﬁatpe@}fég%(f%%o%adout or write of data with respect to

a communication device from a reader/writer.

DESCRIPTION OF THE RELATED ART
[0002]

In & communication system such as an IC card system and
the like of the related art, mutual authentication is performed for
every communication session to generate a cipher key in order
for the reader/writer to perform cipher communication and
securely perform readout/write of data of the communication
device (see e.g., Japanese Patent Application Laid-Open No.
2005-27338 and Japanese Patent Application Laid-Open No.
10-20780). According to such method, authentication is
performed by generating a random number by a random number
generation means of each of first and second information
processing devices, replacing that in which the random number
is encrypted using the key set in advance, and determining
whether or not it can be correctly decrypted.

[0003]
[Patent Document 1} Japanese Patent Application

Laid-Open No. 2005-27338



Laid-Open No. 10-20780 SUMMARY OF THE INVENTION [0004]
However, the method based on such mutual authentication is used to
prevent tapping and spoofing by a third information processing device,
but is based on the random number generation of each of the first and
second information processing deviees, encryption of the random
number, and transmission regardless of the application. Thus, the

efficigpeytcis 198 sRsfaeieraand e pigcessing (e s lond00Rs The

present invention addresses the above-identified, and other issues
LagdsogpratadNith hMetB6ds80 related art and apparatuses, and it is
desirable to provide a new and improved technique enabling the
reader/writer to perform readout or write at high speed while maintaining
S Rty Rith B JEEL b ThieydaaTaiOiNe communication device. [0006]
According to an embodiment of the present invention, there is provided a
[O%Qﬁl unication device including a communication unit for transmitting

and recahing sigpals wilk: RJeaderdwhierhadecaiding.ynikrecorded with
data and also recorded with a common key which is a key commonly
augbed it tHeltdadegiftér, BiG weeohtdPiHin e WAchneediigghyaatidiird

in %@E?ﬁﬁﬁ?é@é%f&%ﬁ‘%@é gpder/ Wﬂfﬁ & %BE%%“%“ PHAS. TRASS!
signal containing a cipher key encrypted with a key same as the common
numpbrecgdedia thermegbrdinghunif by théi readen/vrier dacrypting the:tion

encrypted cipher key contained.in 3 the cipher key update request signal
P AR oM mBIT Ky SRS e e iR STt LR Fding
tr&ipherikeyYon regardless of the application. Thus, the efficiency
1s not satisfactory, and the processing time is long.
[0005]

Th.e present invention addresses the above-identified, and
other issues associated with methods in related art and
apparatuses, and it is desirable to provide a new and improved
technique enabling the reader/writer to perform readout or write
at high speed while maintaining safety with respect to the data of
the communication device.
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According to an embodiment of the present invention,
there is provided a communication device including a
communication unit for transmitting and receiving signals with
a reader/writer; a recording unit recorded with data and also
recorded with a common key which is a key commonly used with
the reader/writer; and a control unit for, when receiving via the
communication unit from the reader/writer a cipher key update
request signal containing a cipher key encrypted with a key same
as the common key recorded in the recording unit by the

reader/writer, decrypting the encrypted cipher key contained in



obtained through decryption in the recording unit, and when receiving via
the communication unit from the reader/writer a readout request signal
containing a readout target address specifying a region of a data readout
source in the recording unit encrypted with a cipher key same as the
cipher key by the reader/writer, decrgpting the encrypted readout target
address contained in the readout request signal with the cipher key

e i rdj I t itti he data_ recorded in the
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. ti it. J0007] According to another.embodiment of the
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reader/writer; a recording unit recorded with data and also recorded with
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readeré/:/riter via the communication unit, and when_ receiving via the
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region of write destination of 4 the encrypted write target data in the
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to %%Céypé%dd‘é@%?{ggl- via the communication unit.
[0007]

According to another embodiment of the present invention,
there is provided a communication device including a
communication unit for transmitting and receiving signals with
a reader/writer; a recording unit recorded with data and also
recorded with a common key which is a key commonly used with
the reader/writer; and a control unit for, when receiving via the
communication unit from the reader/writer a cipher key
generation request signal requesting for generation of a cipher
key, generating a cipher key through a predetermined procedure,
encrypting the generated cipher key with the common key
recorded in the recording unit, and transmitting a cipher key
generation response signal containing the encrypted cipher key
to the reader/writer via the communication unit, and when
recelving via the communication unit a write request signal
containing write target data encrypted by the reader/writer and

write target address specifying a region of write destination of



address with the cipher key recorded in the recording unit, and recording
the write target data obtained through decryption in a region specified by
the write target address obtained through decryption of the regions of the
recording unit. [0008] According to the embodiments of the present
invention described above, a technigue enabling the read/writer to
perform readout or write at high-speed on the data in the communication
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THE DRAWINGS [0089] FIG. 1 is a sequence chart showing an
theghantication protestangirhecf darancadbyt precgsmdrd write target
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authentication "process of writthg data in the general communication
resysttimg Eitx 3visiscview gshowingaa cbnfigurmtiothofeangdmiwinicgiioon in a

system according.to an embadiment of the present invention; FIG. 4 is
SR R e G R Rl
deae¢ereing te thexembodimentof the: preseptinyentien: FIG. 5 is a block

diagram showing a configuration of a function of the communication

[O@fetite according to the present embodiment; FIG. 6 is a block diagram

showjng 3, SHHGRIE,of e data Hshd indata readoub bY e ¢ invention

communication System according to 5 the embodiment of the present
d e pwerhion; FIGVE isaa segoenceichan showigy flow of pdhtessintime of

pe BA3 £240LE BY, I8 COMMUNIcAYoN, YIBMAPCOIINIOME, in the

communication device while maintaining safety is provided.

BRIEF DESCRIPTION OF THE DRAWINGS
10089}

FIG. 1 is a sequence chart showing an authentication
process in time of data readout in a general communication
system; :

FIG. 2 is a seguence chart showing an authentication
process of writing data in the general communication system;

FIG. 3 1s a view showing a configuration of a
communication system according to an embodiment of the
present invention;

FIG. 4 is a block diagram showing a configuration of the
function of a reader/writer according to the embodiment of the
present invention;

FIG. 5 is a block diagram showing a configuration of a
function of the communication device according to the present
embodiment;

FIG. 6 1s a block diagram showing a structure of the data

used in data readout by the communication system according to



embodiment of the present invention; FIG. 8 is a block diagram showing a
structure of the data used in data write by the communication system
according to the embodiment of the present invention; and FIG. 9 is a
sequence chart showing flow of process in time of data write by the
communication system according tothe embodiment of the present
invention. DETAILED DESCRIPTION OF THE PREFERRED

thEMBOBIMENTS {9009} Herealter; praferradsmbodiments of the present

invention will be described in detail with reference to the appended

drawififs - Noté that st siiecificaltion antviegaPissrded pdreingsin time
of SHEURLASMEN teh_%‘é HP&E%‘P&'&F%@?&;%@S&””%t%:oo”rfpg%d to the

structures are denoted with the Same reference” numerals an eat
e mexptimatiart of fhigse stracterad atemertisis;omitted. [0010] FIG. 1is a

sequence chart showing an authentication process in time of dat .

e & gnérdl EB i ABTRIN B e SAHERT e boRgsdata
usbdtimef date read et th dhegengrahcemmynicationsystanm wilibeg to the

described with _reference to FIG. 1. [0011] The authentication process is
emMgRRiaNG BarAEd Bt REFSURtalMBEHOH DBihG & Symmetrical cipher

algoriiam dsfined I ISQUIEG (ierpatignal @&mogffgr%cess in time

Standardization/ International Electrotechnical Commission) 9798-2 an
of fist@apaneséindbstriad Standards) X5056-2 s {0012 FistdirstepSthk; a
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
- [0009]

Hereafter, preferred embodiments of the present invention
will be described in detail with reference to the appended
drawings. Note that in this specification and the appended
drawings, structural elements that have substantially the same
functions and structures are denoted with the same reference
numerals and a repeated explanation of these structural
elements 1s omitted.

[0010]

FIG. 1 is a sequence chart showing an authentication
process in time of data readout in a general communication
system. The authentication process in time of data readout in
the general communication system will be described with
reference to FIG. 1.

[0011]

The authentication process is generally carried out

through a method using a symmetrical cipher algorithm defined

in ISO/IEC (International Organization for



random number A, encrypts the random number A through a
predetermined procedure using a common key B serving as an
authentication key, and obtains encrypted data MI. M 1 is transmitted to a
communication device 12A as a parameter of Authl_Req. In step S21, the
communication device 12A receiving the Auth 1_Req decrypts the M 1 of
the parameter of the Authl_Req through a predetermined procedure using

stdR& Lommen kay Braed ohtaing shemandor niwnherd] Subsaguenilythe

communication device 12A encrypts the random number A through a
97 GedbtemrinelbloERaReTSITA BiTith RegAIE ThRARGHOYPIEG data

[OOM.'%‘ [0013] In step S22, the communication device 12A generates a
secl)nd random number B, and encrypts the second random number B
througir atpredesemmir®d brocetwre esitgtheccombforg ey 7 te shtafirst

encrypted data M3. The communigcation device 12A returns t d
ral}ﬁeo%g%lfﬁle ea e’r/\?vzr}if:erryﬁrp asg 6parr%%et%rrfsl &%%%%{héé]egg%é(g&ﬁn
pré&iea &ldithed cadedwditerd lAgacgiving dhe nAothlik ResRlecrypisitheMan

of the parameter of the Authl_Res through a predetermined procedure
aULRHY BB ke R £ (CORPares-ANd LR gcé?'itfethyd&btaiﬁ value

1l 1he SREE Yalue RHhe randQn: ByRey fogenerated in sten-Srhktr of

check is made, the reader/writer 11A will know that the communication
Augibic&e2A hdldsthesaime cofmorPRaYE AENd B 8B el 7e [06Akb)

re %ggi%agf:gélg é{gﬁﬁ%ﬁﬁéﬁ%@&@@%@@ﬁeﬁy%e 3}\4&#&; {Q_? of the
B gh a predetermined procedure using the
Auchrdmie keyhApanghobtairedetermined procedure using the
common key B and obtains the random number A.
Subsequently, the communication device 12A encrypts the
random number A through a predetermined procedure using &
common key A to obtain encrypted data M2.
[0013]

In step S22, the communication device 12A generates a
second random number B, and encrypts the second random
number B through a predetermined procedure using the common
key A to obtain encrypted data M3, The communication device
12A returns the M2 and the M3 to the reader/writer 11A as
parameters of the Authl_Res.

0014

In step 812, the reader/writer 11A receiving the
Authl_Res decrypts the M2 of the parameter of the Authl_Res
through a predetermined procedure using the common key A,
and compares and checks if the obtained value is the same value
as the random number A generated in step 811. If check is
made, the reader/writer 11A will know that the communication

device 12A holds the same common keys A and B as itself.



the random number B. Thereafter, the reader/writer 11A encrypts the
random number B through a predetermined procedure using the common
key B, and obtains encrypted data M4. The reader/writer 11A transmits
the M4 to the communication device 12A as a parameter of Auth2_Req.
[0016] In step S23, the communicatien device 12A receiving the
Auth2_Req decrypts the M4 of the parameter Auth2_Req through a
[O(pigqmermined procedure using the common key B, and compares and
checks if the obtained value is the same value as the random number B
genekhed dmétep S22 9t eheBK i3 miduke r trelsommanicatidn dediee IoAL s

will. know that the reader/writ 1A holds the.same_commen keys A and

th%ﬁlélslgiﬂ:[g\glf&[\(?ofﬂ %rgr%%?{eﬁeféé#?m?nlﬁc%iién 8\§icehf2&1 églngrates a

preiherrkein(&K) oo eadnypting aitdgdebry ptingrarcomrikgnicaticnphthbandn s
a session ID (SID) for identifying the mutual authentication process

th g A CTBrB BRIy pra AU AL LGSR ISR Putrs

enbrPoiscode ingicating hatiissession Havand e redualaytigniigation

are successful is encrypted through a predetermined procedure using the

PT@ipHREKEY SK R GHais eRtRype dkdataiM St THedb ML MiB Ao fdgidedata

M4L2ATEIIRS fhe MR 1o;the. reader Wéiﬁégulﬁsafﬁepﬁﬁ@rmﬁée{k%
Auth2_Res. [0018] In step S 14, the reader/writer 1 1A recelving the 8

couthl rRegtgenerates eecibRér key {SkA feraréryptifgAndhdediging a
Oég@ﬁl@unicaﬂon path and a session ID (SID) for identifying the mutual
[ a ntication process through a predetermined procedure from the

randgm RYBIPEID B, Bhe communication device 12A receiving the
Auth2_Req decrypts the M4 of the parameter Auth2_Req through
a predetermined procedure using the common key B, and
compares and checks if the obtained value is the same value as
the random number B generated in step S22. If check is made,
the communication device 12A will know that the reader/writer
11A holds the same common keys A and B as itself.
0017}

Thereafter, communication device 12A generates a cipher
key (SK) for encrypting and decrypting a communication path
and a session ID (SID} for identifying the mutual authentication
process through a predetermined procedure from the obtained
random numbers A, B. A code indicating that the session ID
and the mutual authentication are successful is encrypted
through a predetermined procedure using the cipher key SK to
obtain encrypted data M5. The cbmmunication device 12A
returns the M5 to the reader/writer 1 1A as a parameter of
AutthRes.

[0018]
In step S14, the reader/writer 11A receiving the



obtained up to now. The M5 of the parameter of Auth2_Res is decrypted
through a predetermined procedure using the cipher key SK, and check is
made that the code indicating that the session ID and the mutual
authentication are successful is obtained to thereby complete the
authentication process. [0019] Afterghe authentication process is
terminated, the cipher communication process can be executed. In FIG.

auintherlaln Jeadoulteauest Baad Red from)the cQmLpication device
12As encrypted and transmitted after the authentication process. The
d e Ragelt IREqds Gerfiet a5l a&onfiy i afibn Tostamingsbteguest (§eRtifiéer
. tt r |G, BA). | D der/
R e e Y B e P dE
prdesick Regibbygiva pdedetefnuined Iprocedute iy themipeeskay SK

hared.in the mutual ticati ,and t its th o .
o N e, e e B e,
deEoPPRUAICELIODEBYICE 1A decsivincibe Read Redrdecrypigaliibefigs r

excluding the request identifier of the Read_Req through a predetermined

keyradedare hyine chhhsr ke Oskisrddin tedsutid nhentcdish the
se %é%‘?ls%iﬁ%%?% mBeaduReq:ef plaintexfs I he-communication is

evice 12A reads out the data from the specified address according to

obthe Redd (Regofphaindess medesthit asd parameteriofitherRead sRes.
[ The Read_Res is defined 9 as a configuration containing a response

[ enltifier, a result code, and a readout target data (see FIG. 6B). Similar

to thes Read tRegwitheiegaralsi taitherRead sRiss t henehmmedicatiencipher

device 12A encrypts all the fields excluding the_response
communication process can be executed. 1In FIG. i, the data
readout request Read_Req from the communication device 12A is
encrypted and transmitted after the authentication process.
The Read_Req is defined as a configuration containing a request
identifier and a readout target address (see FIG. 6A). In step
S15, the reader/writer 11A encrypts all fields excluding the
request identifier of the Read_Req through a predetermined
procedure by the cipher key SK shared in the mutual
authentication process, and transmits the same to the
communication device 12A.
[0020]

Similar to S135, in step S24, the communication device 12A
receiving the Read _Req decrypts all the fields excluding the
request identifier of the Read_Req through a predetermined
procedure by the cipher key SK shared in the mutual
authentication process, and obtains a Read_Req of plain text.
The communication device 12A reads out the data from the

specified address according to the Read_Req of plain text, and

set it as a parameter of the Read_Res. The Read_Res is defined



identifier through a predetermined procedure by the cipher key SK shared
in the mutual authentication process, and returns the same to the
reader/writer 11A. [0021] FIG. 2 is a sequence chart showing the
authentication process of writing data in the general communication
system. The authentication processgf writing data in the general
communication system will be described with reference to FIG. 2. [0022]

as 18 B Rga fatagyiteggarest NWite -Rep 4 ttie i eQIAMyication devite code,

12A is encrypted and transmitted after the authentication process similar

ang m@@advhgt_\/wrgg@_éé%adéﬁmd?é@a Edhligursiian tontemiryca
Re%&eﬁ;%o%c%%exw{'ﬁrr gg&ta lqrgenadasess; and a wite t@@ﬁﬁ%ﬁéﬁ G861

] In step S35, the reader/writer 11A encrypts a elds
d eexciudild e reguess idéhtifier ¢f¢he I\rite 1 Reqtiyraligh ac predetermined

. . procedure. by the cipher key SK shared jn the muytual authentication

1ADLISE, LRAGARE RS LaHE T the BRI CHtor ot Es ToRRET ke

S K24} &imitar FeSeha tsleR e e compunisaiondeviged 28t urns the
receivin%%t)he Write_Req decrypts all the fields excluding the request

sagéntifickdF the %/ Réitairoldh a predetermined procedure by the
[O@L*PD r key SK shared in the mutual authentication process, and obtains a
Write_Req of plain text. 10 The communication device 12A writes the _
specified d&ta o ahecspeciiied aduresssaurording) tb the Wiite rRetpoion
lain text: and  sets t@e result code as a parameter of the Write-Res. The
Process_of wrdlt%ng atda 11 eag.ene a{ communicatlon system,
rite-Res Is déefinéd as a configuration containing a response
The authentication process of writing data in the general
communication system will be described with reference to FIG. 2.
[0022]

In FIG. 2, a data write request Write_Req to the
communication device 12A is encrypted and transmitted after
the authentication process similar to FIG. 1. The Write_Req is
defined as a configuration containing a request identifier, a write
target address, and a write target data (see FIG. 8A).

[0023]

In step S35, the reader/writer 11A encrypts all the fields
excluding the request identifier of the Write_Req through &
predetermined procedure by the cipher key SK shared in the
mutual authentication process, and transmits the same to the
communication device 12A.

[0024]

Simiiar to S35, in step S44, the communication device 12A
receiving the Write Req decrypts all the fields excluding the
request identifier of the Write_Req through a predetermined
procedure by the cipher key SK shared in the mutual

authentication process, and obtains a Write_Req of plain text.



identifier and a result code (see FIG. 8B). Similar to the Write_Req, with
regards to the Write-Res, the communication device 12A encrypts all the
fields excluding the response identifier through a predetermined
procedure by the cipher key SK shared in the mutual authentication
process, and returns the same to thgyreader/writer 11A. [0025] FIG. 3 is a
view showing a configuration of a communication system according to an

ThEMRAAMEN RTIRG, AreRaNIIBVERton, THe COPUIICAIONSYSIEN, 1o the

according to the embodiment of the present invention will be described
s pott i eetereittectosF G c 1[0026] K5 showW in RIGR8ath qolamurticatiomnd

tem 10 is ,confiqured by a reader/ writer an communication
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communicatiﬁn device 12 using electromagnetic wayve. The general
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reader/writer 11 radiates electric wave (electromagnetic wave) and
deprrorhshroesssing suwch 48 poliintf foeretdetdhe sohmuitcaton sevice

: ! icati iG t fwri
T e THL ey
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soJESEeTRSd g ope o g auhenicaion process The
[0025]

FIG. 3 is a view showing a configuration of a
communication system according to an embodiment of the
present invention. The communication system according to the
embodiment of the present invention will be described with
reference to FIG. 3.

[0026]

As shown in FIG. 3, the communication system 10 is
configured by a reader/writer 11 and a communication device 12,
which wirelessly communicate, where data is transmitted and
received in a non-contact manner between the reader/writer 11
and the communication device 12 using electromagnetic wave,
The general wireless communication system assumed here
performs cipher communication through the following
procedures.

10027]

The reader/writer 11 radiates electric wave
(electromagnetic wave)} and performs processing such as polling
to detect the communication device 12. When the

communication device 12 approaches the reader/writer 11, and



communication device 12 using the cipher key and the session 1D
generated and shared in the authentication process, and transmits the
same. The request signal includes a request signal requesting for
overwrite of the predetermined data, a request signal requesting for
transmission of the predetermined gata, and the like. [0028) When
receiving the request signal transmitted from the reader/writer 11, the

th EXPAWBIcAligR.device 17 decnptshe. reguastsianal ysingdheshared (p ¢ -

cipher key, checks the consistency with the shared session ID, and then
re pedo/myther réduestddtprocessana retuats @rcodevindichfingrsutsess crnd

fail. (1;0029)dln tehre ng)re%e t Cﬁg{ntbogllment each %thentl% tlonYTQrocess is

-
e Pt AR Thatd hdepandent b SE2ar8 reAdotiAHe O THtE the

preeR¥RUNiCRLiendevitery2whiel is the secyrjly slevieegseethatthenal to the
command sequence is optimized.to the usage method. When [{)}?%forming

COTREYBAGGEHPELEEHEM the SEtdtRy dwicaP e sifenfikibd e Rsstioa
IDredyRst generates the sinherikey{sessien kay) cangdransraitsthe sane

to the side to be read out. The side to be read out then encrypts the
trypgdoutYatacusingthe cipherieyyssssivigke) dndivahsiits The vant.
sighhenperforningthe, %@@g&%%é f({;‘%”%ﬁ%ei%g e %‘f&ﬁ‘%%'}g&t%
e writteh generates the cipher key (session’key), and transmits  the
re gameticihe side anakirgg the Vinte regunest: ilwe sidestfotlriteo tieele termined

encrypts, the write data using the cipher key (session key) 12 and
da{r@ms%ﬁﬁa ﬁféesjilb%g' The update of the authentication or the update of the

[0©ession key on the communication device 12 which is the security device

is then performed at higher speed. [0030] _
When receiving the request signal transmitted from the

reader/writer 11, the communication device 12 decrypts the
request signal using the shared cipher key, checks the
consistency with the shared session 1D, and then performs the
requested process and returns a code indicating success or fail.
[0029] ,

In the present embodiment, each authentication process
is separated and made independent for secure readout/write of
data to the communication device 12 which is the security device
so that the command sequence is optimized to the usage method.
When performing the readout process from the security device,
- the side making the readout request generates the cipher key
(session key), and transmits the same to the side to be read out.
The side to be read out then encrypts the readout data using the
cipher key {session key) and transmits the same. When
performing the write process from the security device, the side to
be written generates the cipher key (session key), and transmits
the same to the side making the write request. The side to write

then encrypts the write data using the cipher key {session key}



In this method, the cipher key (session key) is encrypted using a common
key shared between the security devices (between reader/writer 11 and
communication device 12) to confidentially transmit the cipher key
(session key). [0031] The system in which the access right is separated
can be realized by using the sessiojpkey or the common key different for
the readout process and the write process with respect to the data region

an@f thg cammunigatiogdavice 12, [0Q324 Bl 4iix A black Hiagrameshowing
a configuration of the function of the reader/writer according to the
thempstitemtiof it SgesRikaNton. the RABETNAE AERIRE Hrhel 2

embaodiment santinventionwi ' '
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10804 recording unit (second recording unit) 32, a SPU (Signal Processing

Unit) 33, Emodul ion.unit 34, an oscil{lgtion circuit 35, andzi\ntenna 36

serviH@ 48 bhéEx e &% Eémn Sﬁohsﬁrﬁﬁlgaelrin%] ullastigr?ﬁrgﬁ[%%?d

usfng a diye 380 100341 The centrpkunit-3hgeneratesareguestdignal
requesting for overwrite of data including predetermined data. The control

(bq}m&eﬂna@ag&re/r&fégtsqehﬂ,e%ps@gﬁgwaué@ﬁﬁa%@%ﬁ%mggio%f the
coRedelermined data.13;{0032] Ihacantreluni 3d.ggnerates data to be

stored in the” request signal requésting for overwrite of the data. The
[O@3ntrol unit 31 generates the cipher key through a predetermined

The system in which the access right is separated can be
realized by using the session key or the common key different for
the readout process and the write process with respect to the
data region of the communication device 12.

0032]

FIG. 4 is a block diagram showing a configuration of the
function of the reader/writer according to the embodiment of the
present invention. The reader/writer according to the
embodiment of the present invention will be described with
reference to FIG. 4.

[0033]

The reader/writer 11 is configured to include a control
unit 31, a recording unit {second recording unit) 32, a SPU
(Signal Processing Unit) 33, a modulation unit 34, an oscillation
circuit 35, an antenna 36 serving as one example of a
communication unit, a demodulation unit 37, and a drive 38.
[0034]

The control unit 31 generates a request signal requesting
for overwrite of data including predetermined data. The control
unit 31 also generates a reciuest signal requesting for

transmission of the predetermined data.



procedure when reading out the data. The control unit 31 encrypts the
generated cipher key with a readout common key recorded in the
recording unit 32, and provides a cipher key update request signal (see
FIG. 6C) containing the encrypted cipher key to the SPU 33. The cipher
key request update signal is transmjitied to the communication device 12
via the antenna 36. The control unit 31 encrypts the readout target

[OoaéjglrLess specifying the region of the data readout source in a non-volatile
ory 106 (see FIG. 5) by the generated cipher key, and provides the
readdlt secuinsdt siynet (sed IF g6 irftathirig the BAchsteadedddine

target address to the SPU 33, The readout, re t Si lis tr itt
reqE e ORI hCAas JEUR T2 S0 B b (005 whr et
unthedatgetherconteok it Sbprevidesyat hiphrapker geneaticer raguest

signal (see FIG. 8C) requesting for geperation,of the cipher key to, t
pr@m%ﬁw@aaha?%&n@eﬂag&t Frétit si ﬁ&&ﬁmﬁt@&{& %ﬁeé
en EPPIMUNGAtioN: deyice-H2 via Hhe-aniepnaide. Yhea thotinkerkeion key

generation response signal (see FIG. 8D) containing the cipher key

re emichastethwith theckayr Same a5tHe IRiteAddth bR KEER Cortis f teY
B o . . orded
upEsPH &g%grégﬁn %H’ﬁ Gapmgnien '§’é:§’%’b‘i?t£%ﬂ%ﬂ§°8&vé?%}é'éﬁ Bted

antenn communication device 12 and provided from the
cif8RU 33 theocontrdb Bnit 38 decRipts thp henciypied ciphes keyrdatainegnal

. in the cipher eration response, signal with the write comman
s REGTRR I B 19 VGRS S e etae A ey Ry Omaiad B
36decnypionoithelregerding il 32, sosryhts theawirite targebdata dad ¢lses
write target address specifying the region of write destination of the Wriltet'i
atiig

St detal vt BENL SatiR Srefichy £66' Qi hguTree 1n a non-vo
memory 106 (see FIG. 5) by the generated cipher key, and

provides the readout request signal (see FIG. 6A) containing the
encrypted readout target address to the SPU 33. The readout
request signal is transmitted to the communication device 12 via
the antenna 36.

10036]

When writing the data, the control unit 31 provides a
cipher key generation request signal {see FIG. 8C) requesting for
generation of the cipher key to the SPU 33. The cipher key
generation request signal is transmitted to the communication
device 12 via the antenna 36. When the cipher k.ey generation
response signal (see FIG. 8D} containing the cipher key
encrypted with the kéy same as the write common key recorded
in the recording unit 32 by the communication device 12 is
received via the antenna 36 from the communication device 12
and provided from the SPU 33, the control unit 31 decrypts the
encrypted cipher key contained in the cipher key generation

response signal with the write common key recorded in the



cipher key recorded in the recording unit 32, and provides the write
request signal (see FIG. 8A) containing the encrypted write target data
and the encrypted write target address to the SPU 33. The write request
signal is transmitted to the communication device 12 via the antenna 36.
[0037] The control unit 31 is configured by a CPU (Central Processing
Unit) and the like, and reads the program provided from the driver 38,

recWhights altlachedas-desired and expaueskibe mackpragiany fipragramsn

and data are provided from the drive 38, the control unit 31 provides the

in phevisRaqieiFeny AHd Sdates RAREREEOTBIAGt 32 248 B hBEA r8aHS the
wrife Péqr%r@fn Efﬁ??{%%dé%glﬁ?ﬁ?étdmeu%g%ﬁ%%@%%é@%ﬁ?@@ion of
38] T ng uni

a
progrant. [00 e recordi 32 is a so-called non-volatile storage
themedivm oa recdrdlag meditirethatis-readdttble anditharcahOholgitte the
recorded content v§n.|ft é)(%v(\e/(ca%?dcut off, an écg exrallglple, IS

iPQigifecty & H g cnils

dllglc, ash memorlylz%rm%fliqe1 ike. 'The regordlng unit
wriecarggwadous datal Theg aeurdirgunio32 pravidgstihe tacordest ddtastoite

the control unit 31 as desired. [0039] The recording unit 32 records
tanggsibakiofihg Féa%&ﬁceafmén‘wf&%ﬁégﬁﬁégéﬁﬁm ‘i&}%ﬁ rﬁaég‘ﬁeé?ﬁ-
Theopmealy.used with; the.qoramunicatiantdevice12n Eheraoerdingdinitsa
provides the recorded common key to the control unit 31. The 15

deyeeordiAdgwinit 32cakst reBatesata provided from the control unit 31.
{O(g%%O] The SPU 33 codes the request signal provided from the

The control unit 31 is configured by a CPU (Central
Processing Unit) and the like, and reads the program provided
from the driver 38, which is attached as desired, and executes
the read program. If programs and data are provided from the
drive 38, the control unit 31 provides the provided programs and
data to the recording unit 32, as desired, reads the program
recorded in the recording unit 32, and executes the read
programi.

0038}

The recording unit 32 is a so-called non-volatile storage
medium or recording medium that is rewritable and that can
hold the recorded content even if the power is cut off, and for
example, is configured by a hard disc, flash memory, or the like.
The recording unit 32 records various data. The recording unit
32 provides the recorded data to the control unit 31 as desired.
j0039]

The recording unit 32 records at least one of the readout
common key or the write common key as the key commonly used
with the communication device 12. The recording unit 32

provides the recorded common key to the control unit 31. The



control unit 31 through a predetermined method, and provides the coded
request signal to the modulation unit 34. The SPU 33 decodes a
response signal provided from the demodulation unit 37 through a
method corresponding to the coding method of the response signal, and
provides the decoded response sigRa to the control unit 31. [00411 For
example, when the request signal to transmit to the communication

re&?N&%%&@f%@ezglgrer&lé*a%ga@tr@hteaitglloJr@e%ﬂ%?}ﬁqpa@‘ef@%ro1

coding process such as coding to a Manchester code on the relevant
ungggdést signal, and outputs the obtained signal to the modulation unit 34.
[OQIMIE:ﬁn the response signal from the communication device 12 is provided
rom the demodulation unit 37, the SPU 33 performs a decoding process
such’bls deXBding Bfdhel Mantlester nede &1l gheelevani dath,frangh the
provides the obtained signal to the control unit 31. [0042] The modulatio

COPMROIAYRHerated RIS Habe HASLETSR  HekiBik Gigith By provides

thPregdeieamipge Feaugpei-proyided froprthesessilationciseuit 3phthe py 33
modulation unit 34 modulates the reguest signal provided from the SPU
deggdisuyl afopredetshtimel RiCtNod basedsn teccdriBragavtaipon unit

s79RRFRIEA Legueshaianal.And provides Inemodlliaisgteuasl Signalde tne

the antehna 36. For instance, the moduldtion unit 34 genérates a

re spodutstesd getpe st signak by changihg the phdse, amplitudes feguenay the
and tre lik 8,! he carrier wave based on the request 16 signal provided

Coﬁ’gﬂ? h%%% 3. [0043] More specifically, the modulation unit 34 ASK

[OAamplitude Shift Keying) modulates the data provided by the SPU 33 with

the
For example, when the request signal to transmit to the

communication device 12 is provided from the control unit 31,
the SPU 33 performs a coding process such as coding to a
Manchester code on the relevant request signal, and outputs the
obtained signal to the modulation unit 34. When the response
signal from the communication device 12 is provided from the
demodulation unit 37, the SPU 33 performs a decoding process
such as decoding of the Manchester code on the relevant data,
and provides the obtained signal to the control unit 31.

r0042]

The modulation unit 34 generates a carrier wave based on
the clock signal of a predetermined frequency provided from the
oscillation circuit 35. The modulation unit 34 modulates the
request signal provided from the SPU 33 through the
predetermined method based on the carrier wave to generate a
request signal, and provides the modulated request signal to the
antenna 36. For instance, the modulation unit 34 generates a
modulated request signal by changing the phase, amplitude,

frequency, and the like of the carrier wave based on the request



clock signal having a frequency of 13.56 MHz provided from the
oscillation circuit 35 as the carrier wave, and outputs the generated
modulation wave to the antenna 36 as electromagnetic wave. [0044] The
oscillation circuit 35 generates the clock signal of a predetermined
frequency that becomes a reference,and provides the generated clock
signal to the modulation unit 34. [0045] The antenna 36 transmits the

sigRavest sigral revided: frany e madulation unit 34 to the communication

device 12 by wireless communication. In other words, the antenna 36
[OQ4diktes electric wave for transmitting the request signal provided from

the %ul tion unit.34., The antenna also receives.the r se signal
e A A A SO S
Shiésponsan gignad th thetdemobduthtion weib 87d {046} The daPioddatidnh the

unit 37 demadulates the response signal provided from the antenna 36
Lo SRR eHolUich RS GrrBspbrdrd 1 Ihé MEauiAlch Mebdhe
osofitheimpdulationunit 109 (see EiGr R rand provides the,demedulated

response signal to the SPU 33. For instance, the demodulation unit 37

ge BRI lates tHe imbdulatitivfdie (AS R iGaUIERoFd vidy &) e timetrgnetic
through the antenna 36, and outputs the demodulated response signal to
the SPU 33. 17 [0047] When a magnetic disc 71, an optical disc 72, a

[ Olrefgineto-optical disc 73, or a semiconductor memory 74 is attached, the
drive 8@drci)\/secsifpgt?grr?ecgcggﬁgyiéef)thgee%aglqg %ds the clock signal of a

predetermined frequency that becomes a reference, and provides

the generated clock signal to the modulation unit 34.

[0045]

The antenna 36 transmits the request signal provided
from the modulation unit 34 to the communication device 12 by
wireless communication. In other words, the antenna 36
radiates electric wave for transmitting the request signal
provided frem the modulation unit 34. The antenna 36 also
receives the response signal transmitted from the
communication device 12, and provides the received response
signal to the demodulation unit 37.

[0046]

The demodulation unit 37 demodulates the response
signal provided from the antenna 36 through a demodulation
method corresponding to the modulation method of the
modulation unit 109 (see FiG. 3}, and provides the demodulated
response signal to the SPU 33. For instance, the demodulation
unit 37 demodulates the modulation wave (ASK modulation

wave] acquired through the antenna 36, and outputs the

demodulated response signal to the SPU 33.



program, data and the like. The acquired program and data are
transferred to the control unit 31 or the communication device 12. The
program transferred (transmitted) to the communication device 12 is
recorded or executed, as necessary, by the communication device 12.
[0048] FIG. 5 is a block diagram shqwing a configuration of a function of -
the communication device according to the present embodiment. The

[0 @mmunication device according to the embodiment of the present
invention will be described with reference to FIG. S. [0049] The
comMUARARFABERE 1Lislisnfigdred o Mrtiealad  8fitdhad 01 serving

m ARG EXMRIg 105 acommuRication Wit &, demaedylation init 162, 3 SPU
3, a control unit 104, a recording unit (first recording unit) 106, a RAM
attgRenddm thccebs Wied gy 1075 dinossilationtcirewitjl08 catimodutatiornied
unit 109, .and a po ration,ynit 110. [005Q] The antenna 1
O s T ot B Banar B i e e T e are

traprevites: the techivedoaquestusigna to shetdamodulatianriinit 102, Thevice
antenna 101 transmits the response signal provided from the modulation

12 nit PEORE 5 PERAETAMIBEF 1195y (e lRESESHifUniCatiBs. In other
coMeFdsnthe anfenar $0dradiates the slectrc yave for rapsmitingthes s o v,

response signal provided from the modulation 18 unit 109. At the antenna
by 1id1¢ regonEHes beetire bydhE iglecirid- wave of a predetermined frequency
(5@%-. ted from the reader/writer 11, thereby generating electromotive
[0
force. [0051]

FIG. 5 is a block diagram showing a configuration of a
function of the communication device according to the present
embodiment. The communication device according to the
embodiment of the present invention will be described with
reference to FIG. 3.

[0049]

The communication device 12 is configured to include an
antenna 101 serving as one example of a communication unit, a
demodulation unit 102, a SPU 103, a control unit 104, a
recording unit (first recording unit} 106, a RAM (Random Access
Memory) 107, an oscillation circuit 108, a modulation unit 109,
and a power generation unit 110.

(6050}

The antenna 101 receives the request signal transmitted
from the reader/writer 11, and provides the received request
signal to the demodulation unit 102. The antenna 101
transmits the response signal provided from the modulation unit
109 to the reader/writer 11 by wireless communication. In
other words, the antenna 101 radiates the electric wave for

transmitting the response signal provided from the modulation



The demodulation unit 102 demodulates the request signal provided from
the antenna 101 through a demodulation method corresponding to the
modulation method of the modulation unit 34 (see FIG. 2), and provides
the demodulated request signal to the SPU 103. For instance, the
demodulation unit 102 envelope dejects the request signal which is the
ASK modulation wave received via the antenna 101 and demodulates

uniierseae, %”Ldt%%??t@ﬁﬁsnl@ﬂ'%%5‘%9&?@@'88%%%%%‘3 3ctric
[0052] The SPU 103 decodes the request signal provided from the

w agentodalaiondadic 102 thedughea predetermidéd taétiod rarid rovides the
r@é;l co %%E‘%QU?ES'%E&" to,the Coﬂtégla nit 1041 The SPL{ 103 odes the
it RO B L FOR RS

nse‘signa pfow e con unit ug ha force
[O%&qetermlned coding method, and provides the coded response signal to

the modulation unit 09 For instance, if the data demodulated in the

demadufafisiTinf 162118 BoHaH thidl g MEHCRLSE GRS E ¥ 5PU
sick031dgegdesctha data (desoda the Manchesier sodeibased andhe tlagk o

signal provided from a PLL (Phase Locked Loop) circuit (not shown), and
m §irp0idesthecdatoted datatotine canforiait aD4rFdtinstanéehthe SPU

m&zﬁ’ﬁl%oc‘%SEx (&SRANS eségﬁ‘?@m!d %f&ogﬁﬁ%ﬁ%‘émc'h%“ﬁé% &(%%gﬁéd
the Manchester meth , and prowdes ded response signal to t
reqmmhmaﬂrgnlﬂilttlogh[@%g}ﬁﬁé)d)ntr@cunntﬂ@ﬂascenfﬁgmeed&nma:@@utlon

I19 P ocess Unijt dthe like, and its f nct realized
ang ol e e e A B s R e e Rbx
mdequest signalyseerklézi6e) contaitiagthe €iphear keM enceyptegvth thete s

key same as the readout common key
the same, and outputs the demodulated request signal to the

SPU 103.
[0052]

The SPU 103 decodes the request signal provided from the
demodulation unit 102 through a predetermined method, and
provides the decoded reguest signal to the control unit 104,
The SPU 103 codes the response signal provided from the control
unit 104 through a predetermined coding method, and provides
the coded response signal to the modulation unit 109. For
instance, if the data demodulated in the demodulation unit 102
is coded through the Manchester method, the SPU 103 decodes
the data (decode the Manchester code) based on the clock signal
provided from a PLL (Phase Locked Loop) circuit (not shown}, and
provides the decoded data to the control unit 104. For instance,
the SPU 103 codes the response signal provided from the control
unit 104 through the Manchester method, and provides the
coded response signal to the modulation unit 109.

10053

The control unit 104 is configured by a CPU (Central



recorded in the non-volatile memory 106 by the reader/writer 11 is
received via the antenna 101 from the reader/writer 11, and provided
from the SPU 103. When the cipher key update request signal is
provided, the control unit 104 decrypts the encrypted cipher key
contained in the cipher key update rggluest signal by the readout common
key recorded in the non-volatile memory 106, and records the cipher key

ProPIRIeeH %hEPHEET degryrtion inthe RAM 1Y rTha-cipher keyqhtainadby
through decryption is recorded in the RAM 107 but may be recorded in
ex el hohgy6latle granory 106: (008545 ThdbMrd @it 1027 fas Bdsimifya

ipher key update. reqyest fl taj in jte.r t sigpal
S S e G R e e
en tequestidgforiheloipherkey npdais isisetie thocipheo ke epdatey

request flag, such write request signal is re ized as the cjpher ke:
ro GACAEAUHLE SHHAL B BTG G Eap Gal TRA e B L
is fsdBevdpher kayhupdaledrauest sigrab andbusdhe deyalepraent 1, and
efficiency enhancesg§055 The readout request signal containing the

prosadédt tHiget HaareRdpbliRing Yhe séyibhort taSERdéBcSstfce in

h -volati A engr. ithy the.ci
e T o e o Vo
enwritgrttt via pheeantenna d0taand rovidba toithe cookrsl untiEL frgmuest

s 50 150 AT s B ol aien e o
mdeagdeyt rerplest:sigralc vt shetoipbep key rkegrasiitii thecR At 604 fand
de e S RARE T8 7 e o 5o R Yo en
decryption is recorded in the RAM 107 but may be recorded in
the non-volatile memory 106.

[0054]

The control unit 104 may determine a cipher key update
request flag contained in the write request signal when the write
request signal is provided. When determining that the value
requesting for the cipher key update is set in the cipher key
update request flag, such write request signal is recognized as
the cipher key update request signal. The existing write request
signal then can be used as the cipher key update request signal,
and thus the development efficiency enhances.

[0055]

The readout request signal containing the readout target
address specifying the region of the data readout source in the
non-volatile memory 106 encrypted with the cipher key same as
the above cipher key by the reader/writer 11 is received from the
reader/writer 11 via the antenna 101, and provided to the

control unit 104 from the SPU 103. When the readout request



target address obtained through decryption of the regions of the
non-volatile memory 106. This data is transmitted to the reader/writer 11
via the antenna 101. [0056] The cipher key generation request signal (see
FIG. 8C) requesting for the generation of the cipher key is received from
the reader/writer 11 via the antenna}01, and provided to the control unit
104 from the SPU 103. When the cipher key generation request signal is

sidHavidedn g eqntol unit 104, genelalgs the &'Qﬁ%&%%ﬁﬁ@”@ﬂ%h&q Cryﬁ)ted

predetermlned procedure, and encrypts the generated cipher key byt
remmmtkeﬂdecemg@mtmmW—z\mlme mmbvyala&que&:bmmhal

04 Vld the CI her ke S e SI .
i B AR e BACOREH B 0 WG SB0 ToHIS St ko the
SPttartmttﬁdetqmear@-@defﬂ&et@nlﬂmthegatmiﬁnegel@ﬂfm[@%?] e readout
control unit 104 may determine a cipher key generatign request flag

tal&%ﬁ‘%aﬁféérﬁ?ﬁe%é%lb‘&??eéﬁéé%‘é%ha@%é’r?ﬁi@Pe&éofd%?ea‘a%k%@r%ﬁ the
nold Rravided. Whes defermiaing thafdhg valuesequesting fer the Sipher

key update is set in the cipher key generation request flag, such readout
m@é‘ﬁ@gﬁﬁl Islradeghivecras tHettipHe? key generation request signal.
existing readout request signal then can be used as the cipher key
genération request signal, and thus the development efficiency enhances.
[00581233 Eﬂ’teh/ﬂnitémgqlgestsigntdlo(seedéjﬁe&@\)sdgmtami(r@m@‘t\iﬁteSC)
arget data ted b the reader/ writer 11 and the write target
}\{%’ 6T S8 WS deltiRafo %‘f thenafiRe trgetrom

theaé@tta@ﬁ/rt@ﬁry@tatle RRMeR: 1068 18 faeaived 1, and provided to the
control unit 104 from the SPU 103. When the cipher key
generation request signal is provided, the control unit 104
generates the cipher key through a predetermined procedure,
and encrypts the generated cipher key by the write common key
recorded in the non-volatile memory 106. The control unit 104
provides the cipher key generation response signal (see FIG. 8D)
containing the encrypted cipher key to the SPU 103. This signal
is transmitted to the reader/writer 11 via the antenna 101.
[0057]

The control unit 104 may determine a cipher key
generation request flag contained in the readout request signal
when the readout request signal is provided. When determining
that the value requesting for the cipher key update is set in the
cipher key generation request flag, such readout request signal
is recognized as the cipher key generation request signal. The
existing readout request signal then can be used as the cipher
key generation request signal, and thus the development

efficiency enhances.

[0058]



via the antenna 101, and is provided to the control unit 104 by the SPU
103. When the write request signal is provided, the control unit 104
decrypts the encrypted write target data and the encrypted write target
address with the cipher key recorded in the RAM 107. The cipher key is
assumed to be recorded in the RAM;107 herein, but may be recorded in
the non-volatile memory 106. The control unit 104 records the write target

dataphtaipedbrough deeryntionin fe regign specidied hyithmwrite write
target address obtained through decryption of the regions of the

targen-vordmlecmenian) 2062 100B9] The deedrBik BRitl1S R EdriifUEd 6
tarPElde E%‘fe QQ”ﬁ}é‘é‘éﬁ'Iggﬂsﬁn’c‘?{% Jr%ggéﬁgﬁ RAMAD (a0 NE ke ThCon of

on-volatile menory 106 is configur y a non-volatile memory such as
th dlashi memarycEERPRON, NIRAM oFeRAM: tiltheriken The hop-uslatileecived

. memory 106 records. various data such.as (;Eonfi ential dﬁata to be
[r a COILL.

vieyERSnAied Bthe rEdact kY 117 41d 6t oh B the O BY

£
or the execution o

thdpram. Jhe napivelatis memory A0 adso recordslaidepsvong od thehe
readout common key or the write common key as the key commonly use

CORGHPInG rad @AY R (D060 TRE RAM A8 PHppropRiassl) Stestiath te

enfQytheLrapution (o the. programs andithe ke, The RAMIQY prevdes then
stored data to the control unit 104. [0061] 22 The oscillation circuit 108

thgdhbitesQfie clGdksighahivaviagya fre@seNeysHnEca® thedrstiipeylsr the
AP (LR R ORISR o
10808 The control unit 104 records the write target data
obtained through decryption in the region specified by the write
target address obtained through decryption of the regions of the
non-volatile memory 106.

[0059]

The recording unit 105 is configured to include the
non-volatile memory 106, the RAM 107 and the like. The
non-volatile memory 106 is configured by a non-volatile memory
such as flash memory, EEPROM, MRAM, FeRAM or the like. The
non-volatile memory 106 records various data such as
confidential data to be transmitted to the reader/writer 11 and
data for the execution of the program. The non-volatile memory
106 also records at least one of the readout common key or the
write common key as the key commonly used with the
reader/writer 11.

[0060]

The RAM 107 appropriately stores data for the execution
of the program, and the like. The RAM 107 provides the stored
data to the control unit 104.

[0061]



incorporates a PLL circuit, and generates a clock signal having the same
frequency as the clock frequency of the request signal. [0062] The
modulation unit 109 generates a carrier wave based on the clock signal of
a predetermined frequency provided from the oscillation circuit 108. The
modulation unit 109 modulates the xesponse signal provided from the
SPU 103 through a predetermined method based on the carrier wave to

gen t i -ang-pgoyi odulated resp
ciana e e G e e Crot e Ty
haaSikgnodutatestheresponseasigiiat chded throcghothé Manehestert signal

method provided from the S 103, and transmits the modulated
o QR T e D LS (6 T TEia i 18 A A Cinehie, BT qodesfThiock
sighedutation ¢nth 389 1urnis @NIQHF powedetehminegt ivitchingelemant 1 08
(not shown) with respect to the response signal provided from the SPU

InCRFPeha Chiedib b sregeittmiad BRRGhpHralel O M&apigns Tpaving
th @Y% m@%@l@@ﬂeg% elementisinghe, QN stateto fluctuate the joadof 1.

the antenna 101. The ASK modulated responsesignal is transmitted to
[0 Q% reader/writer 11 via the antenna 101 by the fluctuation of the load of

the nn fluctuate termi voltage of.the antenna 36 of the
R e e 0 STl e

reader/writer 1 e powef a
onctirent 23 KDGy pawes baspdatetherattenrading eguemdhGrovided from
electromotive force gener§ted a;‘n,tae antenna 101, and supplies the

hGERTatEt B8 [Folerth &4 unit BF R OMIAGHICAISR debide 128588 es
the response signal provided from the SPU 103 through a

predetermined method based on the carrier wave to generate the
response signal, and provides the modulated response signal to
the antenna 101. Forinstance, the modulation unit 109 further
ASK modulates the response signal coded through the
Manchester method provided from the SPU 103, and transmits
the modulated response signal to the reader/writer 11 via the
antenna 101.

[0063]

The modulation unit 109 turns ON/OFF a predetermined
switching element {not shown) with respect to the response
signal provided from the SPU 103, and connects a predetermined
load in parallel to the antenna 101 only when the switching
element i1s in the ON state to fluctuate the load of the antenna
101. The ASK modulated response signal is transmitted to the
reader/writer 11 via the antenna 101 by the fluctuation of the
load of the antenna 101 {fluctuate terminal voltage of the
antenna 36 of the reader/writer 11).

[0064]

The power generation unit 110 generates a direct current



The present invention aims to simplify the authentication process of such
system according to application, and increasing the speed of the process
with the encryption strength as is. In other words, the application is
broadly divided into readout request with encryption and write request
with encryption using the cipher key-generated using a certain common
key. [0066] When performing the readout request (Read_Req) with

(D%E%WQP’B'&% ERNGAM fnRer generated by the rraggrwrites c1ldsitsade

he cipher key. The reader/ writer 11 transmits to the communication
fordevigerierthieWrite 13Kk Rogabquestind for 1t tipoat of the eigkerdgted

as the authentication process before_transmitting the -Reg,[0067]
DCFR?.V%% é%l%&? m%%r% (s)ﬁv}\}iengcgg}%l&%}écgftE)end?tg@g%% i% data
[0Oéadout by the communication system according to the embodiment of

the present invention. The structure of the data used in data readout by .
the chRfmBACaREH %Ymge&@f@%otﬁébmsﬁmﬁ%%é TEdARE tion

proventioTwil bg deserbedwith refarence G 6. A6 8kAsIShowrERsing
FIG. 6A, the readout request (Read Req) includes a request identifier for

thedentromgthereqness assesdion i eSTDYREY RIERH M tHedéssidni ind [»
otﬁer%?é?y&t@%}ea%gefsﬁ% (AP 24%?8%?1%168 heregion of the.data, ¢

readout source in the non-volatile memory %see FIG. 5). As shown in
re@4eBiGy b the cespito 1D 481D varddheradeit vargetdata PATX) amng

o d SO ai9ets. 1009 A PO 1 FIG: 08, M550y, response
[0066]

When performing the readout request (Read_Reqg) with
encryption, the random number generated by the reader/writer
11 is used as the cipher key. The reader/writer 11 transmits to
the communication device 12 the Write_SK_Req requesting for
the update of the cipher key as the authentication process before
transmitting the Read_Req.

{0067]

FIG. 6 is a block diagram showing a structure of the data
used in data readout by the communication system according to
the embodiment of the present invention. The structure of the
data used in data readout by the communication system
according to the embodiment of the present invention will be
described with reference to FIG. 6.

[0068]

As shown in FIG. 6A, the readout request (Read_Req)
includes a request identifier for identifying the request, a
session ID (SID) for identifying the session, and a readout target
address {(ADDR) for specifying the region of the data readout

source in the non-volatile memory 106 (see FIG. 5). As shown in



includes a response identifier for identifying the response, a session ID
(SID) for identifying the session, a result code (SF) indicating the
processing result with respect to the request, and a readout target data
(DATA) read out from the non-volatile memory 106 (see FIG. 5). As
shown in FIG. 6B, the session ID ($IP), the result code (SF), and the
readout target data (DATA) are the encryption targets. [0070] As shown

ridn HE. 84 cthe cohar key updste Jaqueste VW 21 pcludes @ ATA)

request identifier for identifying the request, a device identifier (IDm) for
argdentfang tyg domntanigation device 12 (see FIG. 2), a common key
[O(B ifier (PKID) for identifying the common key, and the cipher key (SK).

As'shown in FIG. 6C, the cipher key (SK) is the encryption target. [0071]

As shosve iokia. 6D Fihg cipBer ey update tespensso (\WeitEREKIRBS)s )

. inclydes a response identifier, for identifying the. response, a device
i R BB e TG HHET iR EAtON D15 (808 PRS 2

se 88rba resultgage (SF) drdicatingthe REOGRSSING FesHItwih: Iespeatkiq e

~ request. [0072] FIG. 7 is a sequence chart showing flow of process in

ingiife ton gath FeRISGES FIFECHRTHURIBEGEN K58RAF héCofdiRgotHE st, and
' r | ti h indi f.d ut

SR OIS e L st ol e

maresent ifveniiorewdll be dgscribed slith 28 refefdhce @K 1G1 7. §8673pm D

SRR S e i geperes e R Sy S
are the encryption targets.
[6070]

As shown in FIG. 6C, the cipher key update request
{(Write_SK_Req) inciudes a request identifier for identifying the
request, a device identifier (IDm) for identifying the
communication device 12 {see FIG. 2}, a common key identifier
(PKID) for identifying the common key, and the cipher key (SK).
As shown in FIG. 6C, the cipher key {(SK) is the encryption target.
100711

As shown in FIG. 6D, the cipher key update response
(Write_SK_Res) includes a response identifier for identifying the
response, a device identifier (IDm) for identifying the
communication device 12 (see FIG. 2}, and a result code (SF)
indicating the processing result with respect to the request.
10072]

FIG. 7 is a sequence chart showing flow of process in time
of data readout by the communication system according to the
embodiment of the present invention. The process in time of
data readout by the communication system according to the

embodiment of the present invention will be described with



number, and holds it as the cipher key (SK). The reader/writer 11 then
encrypts the same through a predetermined procedure using a common
key (PK) serving as an authentication key to obtain encrypted data Enc
(PK, SK). The reader/writer 11 transmits the Enc (PK, SK) to the
communication device 12 as a paramgeter of the Write-SK-Req. [0074] In
step S221, the communication device 12 receiving the Write_SK_Req

refdeerypts themne (PK, SK) of the parameter of the Write_SK_Req through
a predetermined procedure using the common key (PK) corresponding to
[OQfie&Eommon key identifier (PKID) to obtain the cipher key (SK). The

ciphqrkey (SK) thus qan.be shared hetween the readeriwriter 111 and fhe.

readerurt
communication ciiewde 12. In one embodiment, t egeWnteg-gK-Res
kezofi&ins aBhecess/ fail eateeminationrcote (SFpas ¢he pasameten dvhich

is returned to the reader/writer 11. The subse tci r communication
e SIS 48 16 RGPl 1 e Cter
1 1 ofnitiede [98Aph Ashigtespaed €iphet carmmunicativatsharing desessionure

key (cipher key) can be realized in a system of performing only secure
US 80 8uE REMMRE sBENTity evite! fEdrnfuhitati chd&\Acet LA HBulR XhER

obPLAsESS InHme] dpta seadputgascrined abeyg. [QO76l Specifically, the
cipher communication can be realized at high speed since data can be
trapadrodsbibge Hormig 6 Seémbaubicationbstveeit this seadatugiter 21as a

pafidhile. communicgtion deyice g for two laps. The cipher
communication can be realiZzed at high speed since the communication
[O@®vite 12 may not perform the process of

In step S221, the communication device 12 receiving the
Write_SK_Req decrypts the Enc (PK, SK) of the parameter of the
Write_SK_Reqg through a predetermined procedure using the
common key {PK) corresponding to the common key identifier
(PKID) to obtain the cipher key (SK}. The cipher key (SK) thus
can be shared between the reader/writer 11 and the
communication device 12. In one embodiment, the
Write_SK_Res contains a success/{ail determination code (SF) as
the parameter, which is returned to the reader/writer 11. The
subsegquent cipher communication process is the same as the
example shown in FIG. 1, and thus will be omitted.

[0075]

A high speed cipher communication sharing the session
key {cipher key) can be realized in a system of performing only
secure readout from the security device {communication device
12) through the process in time of data readout described above,
[0076]

Specifically, the cipher communication can be realized at

high speed since data can be read out by performing



generating the random number (process of generating the key). The
safety is also maintained since the data transmitted and received
between the reader/writer 11 and the communication device 12 is
encrypted. [0077] FIG. 8 is a block diagram showing a structure of the
data used in data write by the comminication system according to the
embodiment of the present invention. The structure of the data used in

co iteRy Jhe gompuinication systent aceprding 19 e, erphediment of
the present invention will be described with reference to FIG. 8. [0078] As
coshmwmit ErG 8A] tve werite X elquesw(Wiike Reqfl Inelgdps g request
identifier for identifying the request, a session ID (SID) for identifying the
co UL CONHIE (ot S (A B B bSOl e regtont e
co fatayriitea drstinatienda the nenryotatite peeornl 06 {spe 546s5) odnd
write target data (DATA). As shown in FIG. 8A, the session ID (S{\}%), the
geNFie et BGdFeL (RBDRY Bhathe RARS tAYet naRD B ATA) doWhitd Y-

Thibgpensyolatile memoty 106 (seg KiE.R) arf: the eneypHAHargets.and
[0079] As shown in FIG. 8B, the write response (Write_Res) includes a

re¢espofsh tdartifiar iradesdifliiy Heiiespdnser adsébsiohap (BIDy e tion

identifying the sessi nd a result code (SF) indicating the processing
de}]el(s:rl%lt %/v?t%éreggegg?té)?ﬁg'request. 27 As shown in FIG. 813, the session

{000 {3ID), and the result code (SF) are the encryption targets. [0080] As
Showlgli(n}!zlg'ig% hfo%iﬁhgriggi\fgr%n%r g%‘iglebua?ssttructure of the data
used in data write by the communication system according to the
embodiment of the present invention. The structure of the data
used in data write by the communication system according to the
embodiment of the present invention will be described with
reference to FIG. 8.
[0078]

As shown in FIG. 8A, the write request {Write Req)
includes a request identifier for identifying the request, a
session 1D {SID) for identifying the session, a write target
address (ADDR) for specifying the region of the data write
destination in the non-volatile memory 106 {see FIG. 5}, and
write target data {DATA). As shown in FIG. 8A, the session ID
(SID), the write target address (ADDR]), and the write target data
(DATA) to write in the non-volatile memory 106 (see FIG. 3) are
the encryption targets.

[0079]

As shown in FIG. 8B, the write response (Write_Res;)
includes a response identifier for identifying the response, a
session 1D {SID) for identifying the session, and a result code

(SF) indicating the processing result with respect to the request.



(Read_SK_Req) includes a request identifier for identifying the request, a
device identifier (IDm) for identifying the communication device 12 (see
FIG. 2), and a common key identifier (PKID) for identifying the common
key. [0081] As shown in FIG. 8D, the cipher key generation response
(Read_SK_Res) includes a responsgyidentifier for identifying the
response, a device identifier (IDm) for identifying the communication

As deviseA2i(see1 BIG8 D), aresyEeeds(SH) {Bﬂ%ﬁnﬂﬂ@ frecessingesiidie
with respect to the request and the cipher key (SK). As shown in FIG.

(S D2 fife Cishemney B3R 18 RESSHyption target. [0082] FIG. 9is a

[oPggyence chart showing flow of process in time of data write by the
communication system according to the embodiment of the present
inverﬁiersﬁhwprdceﬁ(ﬁ tifhe o iata npiite bk thie gemamuricationsystent

o the iment of the present |nv ntlo will escribed
f%rre aigntgg tonﬁnié“g TOGS%T%He%t 1@ﬁer Write ?rsf ?bang[m§ s%th
redReast SK dredde ibe noifhaunication dewdeié&t&rﬁgtmsgca&e; the identifier
(PKID) of the comman ke%%(PK) IS simultaneously transmitted as the

CORUPIHAER 1P &teP BISE, the EBRTmbicatioh dEYite? 9 OrEdBiINgitAE
id f2ead. 3K tiapgengrates thergipher kiey (RKh iR, athegwords, the

communication device 12 generates the random 28 number and holds it
[OG8 the cipher key (SK). The communication device 12 then encrypts the

RS e STy o e e T
{(Read_SK_Res) includes a response identifier for identifying the
response, a device identifier (IDm) for identifying the
communication device 12 {see FIG. 2}, a result code (SF)
indicating the processing result with respect to the request, and
the cipher key {SK}. As shown in FIG. 8D, the cipher key (SK) is
the encryption target.

[0082]

FIG. 9 is a sequence chart showing flow of process in time
of data write by the communication system according to the
embodiment of the present invention. The process in time of
data write by the communication system according to the
embodiment of the present invention will be described with
reference to FIG. 9.

[0083]

The reader/writer 11 first transmits the Read_SK_Req to
the communication device 12. In this case, the identifier (PKID)
of the common key (PK) is simultaneously transmitted as the
parameter. In step S231, the communication device 12
receiving the Read_SK_Req generates the cipher key {SK). In

other words, the communication device 12 generates the random



encrypted data Enc (PK, SK). The communication device 12 transmits the
Enc (PK, SK) to the reader/writer Il as a parameter of the Read_SK_Res.
[0084] In step 5131, the reader/writer 11 receiving the Read-SK-Res
decrypts the Enc (PK, SK) of the parameter of the Read-SK-Res through
a predetermined procedure using thggcommon key (PK) to obtain the
cipher key (SK). The cipher key (SK) thus can be shared between the

nufAderwiterddiand; thescammynication devigg§ 2. Hg SURSEMEMN jcation
cipher communication process is the same as the example shown in FIG.
degiend tAudwi somitreis: 0085114 high sgsedtiphéhecommianication
aring the session key (cipher key) can be realized in tem of
P e e R R T caton
coteyigedi2yl ithroughtthe pmeassin tiee dbidataidiie (eidibed@abdyeain
Specifically, the cipher communicatign can be realized at.high speed
e HER A TANAoE Rty Pemformiri cORPTRICATSR BRTWEaY IhE 12
trdeadanwiierd and the conumunicaten devicerlZy fordwor lapg s The
cipher communication can be realized at high speed since the
pajeHgeriRited T mayomst peHforftthe process of generating the random
[oGEmper (process of generating the key). The safety can be also

maintained since the data transmitted and received between the
readdnwsitenl £ add thehcomaaumication : dewidel 124s @nanygteidh.e29

R DSIng sErmpunsaion Sien 0imey oRTon ol HeEers I
ReabOve KN ts cases thehnutherdigation gritied procedure using the
common key (PKj to obtain the cipher key (SK}. The cipher key
(SK) thus can be shared between the reader/writer 11 and the
communication device 12. The subsequent cipher
communication process is the same as the example shown in FIG.
2, and thus will be omitted.

[0085]

A high speed cipher communication sharing the session
key {(cipher key) can be realized in a system of performing only
secure write to the security device {communication device 12)
through the process in time of data write described above.
Specifically, the cipher communication can be realized at high
speed since data can be written by performing communication
between the reader/writer 11 and the communication device 12
for two laps. The cipher communication can be realized at high
speed since the reader/writer 11 may not perform the process of
generating the random number {process of generating the key).
The safety can be also maintained since the data transmitted and
received between the reader/writer 11 and the communication

device 12 is encrypted.



cipher communication using a key value different for the readout process
and the write process can be realized with respect to the data region of
the security device (communication device 12). In this case, the safety on
the attack to both the data readout and the data write enhances since the
key value used in time of data readgyt and the key value used in time of
data write are different. [0087] The present invention is also applicable to
[Oceg@pformation processing system for transmitting and receiving data, an
electronic money system using the IC card, a security system, and the
like thfeghomrEtER Wirdiess corhbaiRichBorsstwizek THE pasddntthe

e : , X ; ) iy
P A TP S0 S0 s el ¢ e Jagan Ratony e
wriDHfickeer Mby/dl3/B008, therentirescoatent ahwhichis dertebytion or the

._incorporated by reference. [0088] Lt should be rstoo those skilled
R A VA B AL G B e B e A 1
prodertionsdnay:06etit dependingsondesign requitaraents Bnte ofhett to the

factors insofar as they are within the scope of the appended claims or the

da b figRENtSs Hetedt. 30°WHEY ié_@ﬁé}ﬁf’eé@@rﬁ%ﬁﬂﬁm&m%%@@ic@ :
In GYTPrsiNG: acammunication yaik fartrapsmitting and raceling, $igas ut

with a reader/writer; a recording unit recorded with data and also recorded
andittha demmonrikey whibh ixcg keyizormanmbray isedvaith ¢he sred dier/wiites; of

da%gdr%é:ggt{ﬁl %Q{gotrhyhiggyrevcgﬂggﬁ/isae%]elr%o 1rrpllé|:nic§:ta t(.ﬂoar%a write are
different.
(0087}

The present invention is also applicable to an information
processing system for transmitting and receiving data, an
electronic money system using the IC card, a security system,
and the like through wired or wireless communication network.

The present application contains subject matter related to
that disclosed in Japanese Priority Patent Application JP
2008-126151 filed in the Japan Patent Office on May/13/2008,
the entire content of which is hereby incorporated by reference.
[0088]

It should be understood by those skilied in the art that
various modifications, combinations, sub-combinations and
alterations may occur depending on design requirements and
other factors insofar as they are within the scope of the

appended claims or the equivalents thereof.



unit from the reader/writer a cipher key update request signal containing a
cipher key encrypted with a key same as the common key recorded in the
recording unit by the reader/writer, decrypting the encrypted cipher key
contained in the cipher key update request signal with the common key
recorded in the recording unit, andgcording the cipher key obtained
through decryption in the recording unit, and when receiving via the

W Hemunjcalieanig from the reader/writer a readout request signal
containing a readout target address specifying a region of a data readout
source in the’recOFEIRYUNIE 8hEPYhIea RE £ TIPIHSE REYSame as the

ciph M6 [EaQeEIIel;  deGURtNgJhe; eny Jepdoutarget
addgslé%:\%?ltaﬁﬁe ?fn tﬁe rea%iout request signial W?{ﬂéﬁ%%? cipher key
signeedsded ih ther eeodedingrunit;:and transmitting the data recorded in the

i ified by th dout t add btained through .
ot heh O e BEas o (RS FEortig (e b (he MR ar S P
a GOmMUWHCRN wWitch Thecerpinunieation:dBvicasaccerding ta elaim 1,

wherein when receiving a write request signal via the communication unit
regbey (B Fdsdertiter, the control unit determines a cipher key update

requestflag.cantaingd in the, rite request;signah Ang reeegnzestheation
write request signal as 31 the cipher key update request signal when
ungetaratining thata deldevedassting fob ciphes keyrpdate is getas i gnal

cofBT I AR ISER I 8 Acatpn e saupre
coreater{Vititer ra cecatdihd wnihrecerdecdiiily data ahd alde recardied withi ter,
degr%?gyinr%] il'fﬁsé vgleli%?_gfsp%ekgycggrggnroﬂg}yscegnvggqrtl%% in the cipher key
update reguest signal with the common key recorded in the
recording unit, and recording the cipher key obtained through
decryption in the recording unit, and when receiving via the
communication unit from the reader/writer a readout request
signal containing a readout target address specifying a region of
a data readout source in the recording unit encrypted with a
cipher key same as the cipher key by the reader/writer,
decrypting the encrypted readout target address contained in the
readout request signal with the cipher key recorded in the
recording unit, and transmitting the data recorded in the region
specified by the readout target address obtained through
decryption of the regions of the recording unit to the
reader/writer via the communication unit.

2. The communication device according to claim 1,
wherein when receiving a write request signal via the
communication unit from the reader/writer, the control unit

determines a cipher key update request flag contained in the

write request signal, and recognizes the write request signal as



reader/writer; and a control unit for, when receiving via the communication
unit from the reader/writer a cipher key generation request signal
requesting for generation of a cipher key, generating a cipher key through
a predetermined procedure, encrypting the generated cipher key with the
common key recorded in the recording unit, and transmitting a cipher key
generation response signal containing the encrypted cipher key to the

th EESGHMITIEE YR HE LOMMUNILALOT W o 2NR MDENIBEEMAth WA at a

communication unit a write request signal containing write target data
valateypeadant iRa réan et inier diehwriiedalget saddress speifyindgr key

u p%%gégrnl%fwgg td?%i gt_ion of the encrypted _write target data in the
g unit, decrypting the encrypted write target data and the

encryjpted wrtectargeh addres i with dlesriciphss keymedaerded in the
recording unit, and recording the write target data obtaine throu%h
decrﬁpﬁgm%é%t@& At B9 Thé R AT Ge T HdrBSs Dheahed e
sigHEOLOR idece/ptionf therragions of the recording unit. 4. A
communication device comprising: a communication unit for transmitting

and REETIT SRBAIRWItRE Restef/Writeh, 8 RéBofdish UTiPréesIBdaMHt1th
a AR alsoregerdad yith 32.a readout commen kexane wiite common

key as keys commonly used with the reader/writer; and a control unit for,
reayieny receiving #iadhe communication unit from the reader/writer a cipher

key update request signal containing a cipher key encrypted with a key, .
sam R A Aot ahed 13 Cetiie el IR o Cdion

unfeatlerfwritar; decrdptinothetencaypierheipheekey coptained+hinr thewgigher
. key_ update request signal with the readout common ,

signal requesting fof generation of a cipher key, generating a
cipher key through a predetermined procedure, encrypting the
generated cipher key with the common key recorded in the
recording unitt, and transmitting a cipher key generation
response signal containing the encrypted cipher key to the
reader/writer via the communication unit, and when receiving
via the communication unit a write request signal containing
write target data encrypted by the reader/writer and write target
address specifying a region of write destination of the encrypted
write target data in the recording unit, decrypting the encrypted
write target data and the encrypted write target address with the
cipher kev recorded in the recording unit, and recording the
write target data obtained through decryption in a region
specified by the write target address obtained through
decryption of the regions of the recording unit.

4. A communication device comprising:

a communication unit for transmitting and receiving

signals with a reader/writer;

a recording unit recorded with data and also recorded with



key recorded in the recording unit, and recording the cipher key obtained
through decryption in the recording unit, when receiving via the
communication unit from the reader/writer a readout request signal
containing a readout target address specifying a region of a data readout
source in the recording unit encrypted with a cipher key same as the
cipher key by the reader/writer, decrypting the encrypted readout target

a raddiess containg indhedertiout ragueshsignal wih the tieley keynmonly
recorded in the recording unit, and transmitting the data recorded in the

us @@g@ﬁt@éaﬁeﬂe@ﬁtﬁé/@d’déﬁf tefded address obtained through
decryptign, of e Jegions,of {he secordingupil, t0;the rradeIWHIRL iR g0

communication unit, when'receiving via the communication unit from the
unieddenwrites aciptereyr gerermtiop requést sigraélruestingdet signal

eneration of a cipher, key, ene;at'n a cipher through a
o R e BINEEdseS, S L X I s e
re AHE CQIBMAn Kay kiegorded il the iecotdingamity anddransinittingtae

cipher key generation response signal containing the encrypted cipher .
e AT (Gthe iR RS AR o AR AGSh am?l&ﬁo%ﬁ%gﬁ%éaﬁ}?ﬁdi in

thigithe cpmpwinigation ainikg welte request signal enptalbingovite@iegtion
data encrypted by the reader/writer and write target address specifying a
keyetforrotigfité tldftinatirost8 3 gheiicryfted wosendigel dae pmiteer key
cordi nit, decrypti [ rite t t
o o R R R TA T T
rececordiggrimit; laadc seconding thet wntevtarget data dbtaimed theodghriter a

decryption in a region specified by the write target address obtained
reaton G0 ok BT TGO b the oL RN e CER. A0d Ess
spéEemnyicatiansmathed exesutedbydoeontehuntte ehatcomrauiedian unit

device including a communication unit for
encrypted with a cipher key same as the cipher key by the
reader/writer, decrypting the encrypted readout target address
contained in the readout request signal with the cipher key
recorded in the recording unit, and transmitting the data
recorded in the region specified by the readout target address
obtained through decryption of the regions of the recording unit
to the reader/writer via the communication unit, when receiving
via the communication unit from the reader/writer a cipher key
generation request signal requesting for generation of a cipher
key, generating a cipher key through a predetermined procedure,
encrypting the generated cipher key with the write common key
recorded in the recording unit, and transmitting a cipher key
generation response signal containing the encrypted cipher key
to the reader/writer via the communication unit, and when
receiving via the communication unit a write request signal

containing write target data encrypted by the reader/writer and

write target address specifving a region of write destination of



transmitting and receiving signals with a reader/writer, and a recording
unit recorded with data and also recorded with a common key which is a
key commonly used with the reader/writer, the method comprising the
steps of: when receiving via the communication unit from the
reader/writer a cipher key update regyest signal containing a cipher key
encrypted with a key same as the common key recorded in the recording

th&LRy-he maderiwater, derypling i%?tﬁ'%c&yé’é%%ﬂgﬁﬁ{f%‘@?ﬂ{E‘ng
the cipher key update request signal with the common key recorded in
thehenesordiegl umit rederdigey thisxtiptaen defiubtamedthiou vieteyptioget
in_ the recotding unit; when receiving via the .communication unit from the
S e R S e S g e R A (e

reSpedifying & ¢cegioit ofta data réadaub sauicedd thier taggididg etption in a
encrypted wijth a cipher key same as the cipher key by the reader/writer

TGO SRR thEE By ptBE r83dbht  BREEE AR TOMARR RN EHEH

defeqyesisignal with thej gipker kay, kecardsddn the regarding unit; and
transmitting the data recorded in the region specified by the readout .
targePaddredd &pfalFet Houb eBrpticrof thec3y aegivng cfalvg rol unit

of 'EERGHTIS DIt {0, I LA MIEL MR s, SOMMBIGAIBNMATL; 8 ni for
reader/writer comprising: a communicatiofi unit for transmitting an
tr gaceiving rsigealslwitca icommumigatdn devite ancldihgra first tecording a

reISERSe i el e pecand secrcng i ecorded il capmon
common key which is a key commonly used with the
reader/writer, the method comprising the steps of:

when receiving via the communication unit from the
reader/writer a cipher key update request signal containing a
cipher key encrypted with a key same as the common key
recorded in the recording unit by the reader/writer, decrypting
the encrypted cipher key contained in the cipher key update
request signal with the common key recorded in the recording
unit;

recording the cipher key obtained through decryption in
the recording unit;

- when receiving via the communication unit from the
reader/writer a readout request signal containing a readout
target address specifying a region of a data readout source in the
recording unit encrypted with a cipher key same as the cipher
key by the reader/writer, decrypting the encrypted readout
target address contained in the readout request signal with the
cipher key recorded in the recording unit; and

transmitting the data recorded in the region specified by

the readout target address obtained through decryption of the



and a control unit for generating a cipher key through a predetermined
procedure, encrypting the generated cipher key with the common key
recorded in the second recording unit, transmitting a cipher key update
request signal containing the encrypted cipher key to the communication
device via the communication unit, gacrypting a readout target address
specifying a region of data readout source in the first recording unit by the

re Q%Q%a@dtﬁﬁhgégé}‘d@ﬁ%t@ﬁﬁnﬁgn&ﬁ reade - IeAVeRSignal the
containing the encrypted readout target address to the communication

COHEVItENRAH® BomPidnication unit. 7. A reader/writer comprising: a

comrunicatign ynijt |tti lving signals with a
comrrﬁlhnicatig&n%gl%%gi}r:%%g g%?ggggsg% g unit recorded with data;
a secorbreconding enitorecorded withtacommottkey whidhriscekeyn g
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recorded in the second recording unit by the communication device,
andecrypting the encrypted cipher key contained in the cipher key
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Wi’?gd{gsescommon key recorded in the second recording unit,
transmitting a cipher key update request signal containing the
encrypted cipher key to the communication device via the
communication unit, encrypting a readout térget address
specifying a region of data readout source in the first recording
unit by the generated cipher key, and transmitting a readout
request signal containing the encrypted readout target address
to the communication device via the communication unit.

7. A reader/writer comprising:

a communication unit for transmitting and receiving
signals with a communication device including a first recording
unit recorded with data;

a second recording unit recorded with a common key
which is a key commonly used with the communication device;
and

a control unit for transmitting a cipher key generation
request signal requesting for generation of a cipher key to the

communication device via the communication unit, and when

receiving via the communication unit from the communication



specifying a region of write destination of the write target data in the first
recording unit with the cipher key recorded in the second recording unit,
and transmitting a write request signal containing the encrypted write
target data and the encrypted write target address to the communication
device via the communication unit. 85A reader/writer comprising: a
communication unit for transmitting and receiving signals with a

d e SoRMuIRicAtiRN device ingluding A first deenrdings it ecasded withdate;

a second recording unit recorded with a readout common key and a'write
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key recorded in the second recording unit by the
containing the encrypted write target data and the encrypted
write target address to the communication device via the
communication unit.

8. A reader/writer comprising:

a communication unit for transmitting and receiving
signals with a communication device including a first recording
unit recorded with data;

a second recording unit recorded with a readout common
key and a write common key as keys commonly used with the
communication device; and

a control unit for, when reading out data, generating a
cipher key through a predetermined procedure, encrypting the
generated cipher key with the readout common key recorded in
the second recording unit, transmitting a cipher key update
request signal containing the encrypted cipher kev to the
communication device via the communication unit, encrypting a
readout target address specifyving a region of data readout source
in the first recording unit with the generated cipher key, and

transmitting a readout request signal containing the encrypted



communication device, decrypting the encrypted cipher key contained in
the cipher key generation response signal with the write common key
recorded in the second recording unit, recording the cipher key obtained
through decryption in the second recording unit, encrypting write target
data and a write target address spegfying a region of write destination of
the write target data in the first recording unit with the cipher key

redBCRIYCLIFIBE SBCONKSICGYHING Wik ARG FARSIPIBIAGAWINE 1eguest

signal containing the encrypted write target data and the encrypted write
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second recording unit, encrypting write target data and a write
target address specifying a region of write destination of the
write target data in the first recording unit with the cipher key
recorded in the second recording unit, and transmitting a write
request signal containing the encrypted write target data and the
encrypted write target address to the communication device via
the communication unit.

9. A communication system comprising a
reader/writer and a communication device, wherein

the communication device includes:

a communication unit for transmitting and receiving
signals with the reader/writer;

a first recording unit recorded with data and also recorded
with a common key which is a key commonly used with the
reader/writer; and

a control unit for, when receiving via the communication
unit from the reader/writer a cipher key update request signal

containing a cipher key encrypted with a key same as the



cipher key same as the cipher key by the reader/writer, decrypting the
encrypted readout target address contained in the readout request signal
with the cipher key recorded in the first recording unit, and transmitting
the data recorded in the region specified by the readout target address
obtained through decryption of the segions of the first recording unit to the
reader/writer via the communication unit, and the reader/writer includes: a
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communication device; a second recording unit recorded with a common
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readedivitRtheest signal with the cipher key recorded in the first
recording unit, and transmitting the data recorded in the region
specified by the readout target address obtained through
decryption of the regions of the first recording unit to the
reader/writer via the communication unit, and

the reader/writer includes:

a communication unit for transmitting and receiving
signals with the communication device;

a second recording unit recerded with a common key
which is a key commonly used with the communication device;
and

a control unit for generating a cipher key through a
predetermined procedure, encrypting the generated cipher key
with the common key recorded in the second recording unit,
transmitting a cipher key update request signal containing the
encrypted cipher key to the communication device via the
communication unit, encrypting a readout target address
specifying a region of data readout source in the {irst recording

unit by the generated cipher key, and transmitting a readout

request signal containing the encrypted readout target address



reader/writer; and a control unit for, when receiving via the communication
unit from the reader/writer a cipher key generation request signal

requesting for generation of a cipher key, generating a cipher key through
a predetermined procedure, encrypting the generated cipher key with the
common key recorded in the first regprding unit, and transmitting a cipher
key generation response signal containing the encrypted cipher key to the

to ferdedwlitenviadheieamaninicationaUni cand wham reeelvi viathe
communication unit a write request signal containing, write target data
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sigsr?arﬂer%%meescﬁrgg?grkeg%neration of a cipher key, generating a
cipher key through a predetermined procedure, encrypting the
generated cipher key with the common key recorded in the first
recording unit, and transmitting a cipher key generation
response signal containing the encrypted cipher key to the
reader/writer via the communication unit, and when receiving
via the communication unit a write request signal containing
write target data encrypted by the reader/writer and write target
address specifying a region of write destination of the encrypted
write target data in the first recording unit, decrypting the
encrypted write target data and the encrypted write target
address with the cipher key recorded in the first recording unit,
and recording the write target data obtained through decryption
in a region specified by the write target address obtained
through decryption of the regions of the recording unit, and

the reader/writer includes:

a communication unit for transmitting and receiving

signals with the communication device;

a second recording unit recorded with a common key



recorded in the second recording unit by the communication device,
decrypting the encrypted cipher key contained in the cipher key
generation response signal with the common key recorded in the second
recording unit, recording the cipher key obtained through decryption in
the second recording unit, encrypting,write target data and a write target
address specifying a region of write destination of the write target data in
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recording unit, and transmitting a write request signal containing the
anehcrypted write target data and the encrypted write target address to the
communicattionzdevic§ gzia t@e commgé]ication unit. 11.0‘,?% communication
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signal containing a readout

recorded in the second recording unit, recording the cipher key
obtained through decryption in the second recording unit,
encrypting write target data and a write target address
specifying a region of write destination of the write target data in
the first recording unit with the cipher key recorded in the
second recording unit, and transmitting a write request signal
containing the encrypted write target data and the encrypted
write target address to the communication device via the
communication unit.

11. A communication system comprising a
reader/writer and a communication device, wherein

the communication device includes:

a communication unit for transmitting and receiving
signals with the reader/writer;

a first recording unit recorded with data and also recorded
with a readout common key and write common key as kéys
commonly used with the reader/writer; and

a control unit for, when receiving via the communication

unit from the reader/writer a cipher key update request signal



target address specifying a region of a data readout source in the first
recording unit encrypted with a cipher key same as the cipher key by the
reader/writer, decrypting the encrypted readout target address contained
in the readout request signal with the cipher key recorded in the first
recording unit, and transmitting thegata recorded in the region specified
by the readout target address obtained through decryption of the regions
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with the cipher key recorded in the first recording unit, and
transmitting the data recorded in the region specified by the
readout target address obtained through decryption of the
regions of the first recording unit to the reader/writer via the
communication unit, when receiving via the communication unit
from the reader/writer a cipher key generation reguest signal
requesting for generation of a cipher key, generating a cipher key
through a predetermined procedure, encrypting the generated
cipher key with the write common key recorded in the first
recording unit, and transmitting a cipher key generation
response signal containing the encrypted cipher key to the
reader/writer via the communication unit, and when receiving
via the communication unit a write request signal containing
write target data encrypted by the reader/writer and write target
address specifying a region of write destination of the encrypted
write target data in the first recording unit, decrypting the
encrypted write target data and the encrypted write target

address with the cipher key recorded in the first recording unit,



communication device; and a control unit for, when reading out data,
generating a cipher key through a predetermined procedure, encrypting
the generated cipher key with the readout common key recorded in the
second recording unit, transmitting a cipher key update request signal
containing the encrypted cipher key4q the communication device via the
communication unit, encrypting a readout target address specifying a
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the communication device, decrypting the encrypted cipher key
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encrypted write target address to the communication device via the ,
geRShrGHeaiBhGhikeyY with the readout common key recorded in
the second recording unit, transmitting a cipher key update
request signal containing the encrypted cipher key to the
communication device via the communication unit, encrypting a
readout target address specifying a region of data readout source
in the first recording unit with the generated cipher key, and
transmitting a readout request signal containing the encrypted
readout target address to the communication device via the
communication unit, and when writing data, transmitting a
cipher key generation request signal requesting for generation of
a cipher key to the communication device via the communication
unit, and when receiving via the communication unit from the
communication device a cipher key generation response signal
containing a cipher key encrypted with a key same as the write
common key recorded in the second recording unit by the
communication device, decrypting the encrypted cipher key
contained in the cipher key generation response signal with the

write common key recorded in the second recording unit,

recording the cipher key obtained through decryption in the
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second recording unit, encrypting write target data and a write
“target address specifying a region of write destination of the

write target data in the first recording unit with the cipher key
recorded in the second recording unit, and transmitting a write
request signal containing the encrypted write target data and the
encrypted write target address to the communication device via

the communication unit.



