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BACKGROUND
L FIELD
[0003] The present invention relates generally to the processing of components on a
device, and more particularly, to a system for automatically installing, updating, or

removing components on a device.

II. DESCRIPTION OF THE RELATED ART

[0004] Data networks provide a way for a large numbers of users to communicate with
each other using a variety of network-enabled devices. For example, in a wireless .
communication network, a variety of network-enabled portable telephones allow users
to communicate with each other over great distances. The network-enabled devices are
generally configured with a variety of installed components that control how the device
operates, and ultimately, how well the overall network performs.

[00051 In certain circumstances a network operator would like to upgrade, install,
delete, or otherwise change the configuration of the network-enabled devices. For
example, as system software is improved, the network operator would like to have new
components installed on all devices in the network so that the network operates more
efficiently. For example, the network operator may like to install application software,

a binary executable, or other information on the devices to provide service



a binary executable, or other information on the devices to provide service
2 inprovenents or upgrades. In another situation, the network operator may
desire to install enterprise applications or other device upgrade
applications based on the needs of a specific type of device. Furthernore,
If it is determned that a problemexists with a currently installed system
conponent, the network operator would like to install an upgraded conponent
to repair the problem regardless of whether the device user is even aware
that the problemexists. For exanple, if2a problemexists with a current

devi ce conmponent that allows a user to view multinedia content, the network
operator wdmpebvemksts boupgoglesadh abthet dimatiiey theastwork bheratoe ina® desidedo r epl ace

this conponent with a new conponent .that do nat have the problem _[0006)
One t echni quBsHLEMeTPRe AREHGATONS gries devicoREIAtE sPRlicaBpRigeton BABFELOS he
conponent s Qfkpaciflewips Of Hévided Fi@thérnions, iftihi deleMhiaed thaed ploBlebfdxiNiwithg devi ce
to a repair center. Once at the repair center, repair_ personnel can

repr ogr am t Hagatly isatalle sysfam qomponenb tharetwerk operatofonld idkedninstall@ponent
versi ons. Ui gtdaunahilotontd) kepaR RSBt el Bhikss diAdlier iR UevBEGANRE devi ce

users may fal o return t y are unaware probl em or
i f the problemm agamdiat therprebieh exiafsf Eot éxamplepifiatpheblern seidtstwith adewiente. Because

not all of the.devices will be upgraded, s evices will nagt operate to

brovi de ¢ he BaicE comareathanaiav A BT TR SR i e aroBRomB or & oy
be degraded. wbi)@ Qi toTippragé all ehe dokiidks drsthe BaoEk tb$c§ﬂao%)tﬁik eopéheatih@iRt i cal |y
process conponents on a device to allow sel ected versions of conponents to

be install e@%@“ﬁ@ﬂ‘?ﬂﬁéﬂ%é@“ﬂ%havwléﬂgﬁmsfﬁouI d be flexible enough to process
the conpppgnt s Orbx?:atlgct% e QAU instit, éﬁ%ﬂgﬁ@e?eté.%r%ﬂ{eﬁbi@ébﬁ’aﬂ yepehort tine,

t her eby provi di ng upgrades to a I ces operating On a network,
whi ch wil| reesapionentnon hdevieds tafesil foe thealetioe neen toeretiml therdeviea toeairepaiet wor k

efficiency. SU Y 008%.I n.pne_or r odi nent s system.is provi ded
o aut oat | ATy e B ogei e Tple IR T CROEOMERN we Bl E o i O
embodi nent, ddvivehysthe Mosl lecsis compentioRrsidng. Unfdranhtelyythieprocessizlvetye,
activate, disaple, recall ar other vmts? chg}rﬁg& the state of a
inefficient because device users may fail to re e device if they are unaware of the
problem, or if the problem is not currently affecting how they used the device. Because
not all of the devices will be upgraded, some devices will not operate to provide the best
performance and the overall operation of the network may be degraded.

[0007] Therefore, what is needed is a system to automatically process components on a
device to allow selected versions of components to be installed and activated. The
system should be flexible enough to process the components on a large number of
devices in a relatively short time, thereby providing fast upgrades to all devices
operating on a network, which will result in the best device performance and increased

network efficiency.

SUMMARY
[0008] In one or more embodiments, a system is provided to automatically process
components on a device. For example, in one embodiment, the system allows a device
to install, update, delete, activate, disable, recall or otherwise change the state of a
component on a device using a versioned action list available on a download server.
The components that can be processed may be of any type, for example, an application,
executable, configuration information, user interface settings, random data, or any other

type of information.



conponent on a device using a versioned action |ist avail able on a downl oad
server. The conponents that can be processed nmay be of any type, for
exanpl e, an application, executable, configuration information, user
interface settings, random data, or any other type of information. 3

[ 0009] During operation of the system the device checks the version of the
action list on the dowl oad server against a stored version associated with
the last action list processed by the device. If the two versions are
different, the device downl oads the new3 action list fromthe server and
parses each itemin the action |ist to process conponents on the device. In
one ent{6di%ent, Swmdhg ppezatianrof lﬂlmesysmemi, thn db\'rieet cl'cdmphdz vasion oﬁmmaMist action
pair that ass ne ier wi.th TRy tifier. The
conponent i 6’8%3 (? J&oﬂﬁ&ﬁ(g’? "§{ aaSt?’ﬁg ¥er8’fm 2Raisd hvtlthzﬁ%l afﬁ@“%ﬁ?e nt version.
The acti on préteged by e dedicat iffthertvor@rsashb mmﬂtf@erhethe defios ampn1bads iencdevi ce

W th respect to the identified conponent. [0010] |In one enbodi nent, the

devi ce par s@Stieulish fremyviheseavarand prtsss eaeh ifem in the,actisp disiR Progesscomporrter mi ne
uhether an aalhodkiee ol YutliPibol Aihnd Mioh fSNdnfi-Reh £omponent . The
devi ce conpares the version o € conponent In the actlon ist to a
conponent \temppuent/adtion @dir trat aahecmltew canpanénttideatifierowitio ap evtien identifisi. ons ar e

t he sane, devi ce tion wth re o that co ent | action
ot 1t ne P EpaTiat Pl REaBics WodtrOpb SRRl Rl it e D

associ at ed wictidh ﬁ:‘lhmﬂéﬁimﬂﬂiﬁmtanlaﬂudm ba pérfdimet b the dedice wathasijeét to tte the
action is tQ | ng the identified conponent, the device downl oads the
conponent , ﬁ@C‘BPIPFE‘Fn thecessary information fromthe downl oad server, and

i nst al ||]%01(i he C O P BREH bR Ghél 8%iG&Sarstbieh c&rﬁﬁorﬁﬁﬂéc%%n zhi?ﬁﬁthé heRmah t he
action Tist performng the desi gnated actions only on new component

ver si ons. [d@qtp]demrmmp “ﬁp@@emaq&gnachatqufann@tﬁ@pﬂmm Fempqugnk , t he

t t
oo o br o ifoe Sl vl B Egubametti et il b DEoRRRPT PN,
processed, tvessiaestoredon thededSe t]ﬁdlﬂk@bSbmponehMbﬂsimthafsamh,&htﬁddvman list, so
as to av0|d r.e- I’OCGSSI rent action list [n the K futur, Thus, the
Govi oo i | | EE B AR e fo T RoTeP L ign PR ks VeEvigpais fitersht

the device performs the action associated with the component in the action list. For

:.

example, if the action is to install the identified component, the device downloads the
component, and any other necessary information from the download server, and installs
the component on the device. Thus, the device steps through the action list performing
the designated actions only on new component versions.

[0011] After processing a particular component/action pair, the component version
stored on the device is updated with the new component version provided in the action
list. When the entire action list has been processed, the device records the version
identifier of the action list, so as to avoid re-processing the current action list in the
future. Thus, the device will not process another action list until the version of the
action list available on the download server is different from the stored version on the
device.

[0012] In one embodiment, the device checks the version of the action list every time
the device communicates with the download server. For example, the device may
communicate with the download server after the device is powered on or at periodic
intervals, The system provides a mechanism to allow components to be processed on
the device with no user interaction or limited user interaction. For example, in one

embodiment, components may be pushed to a device at power up to effectively provide



action list available on the downl oad server is different fromthe stored
version on the device. [0012] In one enbodi nent, the device checks the
version of the action list every time the device conmunicates with the
downl oad server. For exanple, the device may comunicate with the downl oad
server after the device is powered on or at periodic intervals. The system
provi des a nmechanismto all ow conponents to be processed on the device with
no user interaction or limted user interaction. For exanple, in one

enbodi ment, conponents may be pushed to4a device at power up to effectively
provide 4 a "silent installation.” In another enbodinent, a user interface

i s provi ded aséilenkipstatiption.”c bhanethspempedimenisa wgr intgffapeisprovides soghatdhe of t he

user. Thus, , t ' ed,
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conponent s enmaosnhproesssiey iccke forcedpramptad,gequireddreptiafal.devi ces. For exanpl e,

inad etwor k. where are, | ar nunber of devices. can access an action
sr SO 208 g Ratein BRERe Rl BRRg bofeFi i d gt RE St pRatieha  onch
devi ce can deidErdfEevitkaFoe oXmeE i & dit® neivefewheré Bie lirBehudSetiof Bevitdd anot her
enbodi nment, the server may provide nmultiple action lists that can be used

for differeffn acessgack serpesy 2 BRRIAATLON ligt sande dpkiversdieglidevigesandes may
access a_di foh 4 fRlcedtd & dl'éesw%w}éartkt&ﬁ@&ﬁﬁfté R]fbgé@ ekt dehiet. @by pe of

device. Thus, 1t 1's possi systemto provide gl obal updates to a
| ar ge nunberembbdident, thesservashmay provslempitple sctimndisis ¢haft oambiused fadiffergdr i od of

hours or days..as,each.device contacts the.action |list server Addi tionally,
Communt cat | S BEDREG T FXarile RN ort dEoH et Bl atB ARFERRLerGR B, “any
typedof secus prhocémmh pg@htscfarmmw&bdfuhvicﬁumusaisisqjgssimgﬁm Ofsteaiy type of
encodi ng, so that .t vi ces can be aufhenticated and, any trapsm ssion of
i nformati on P“i"ggecﬂﬂ PRe sde @ lgrge ‘F‘-H’%tPﬁTB f.levreéﬁrrq the BPI@@W"%WF& a net hod
is provided dve¥a fdtod BRhébERbE dayR hOSRR AL conRORUERLiSN Af sBrvéeVi ce. The net hod
conprises receiving a versionidentifier associated with an action |ist,

det er mi ni ng Adsitionally, commyinisationdestyecn the sereer and a deyigevcan bp performed gsiog ed
version idenplti@lor sdBfeiotinfhidalltn REhdiQel, bchtas e PR Yr klPryBEbt 0N 11 st to

obtain a

encoding, so that the devices can be anthenticated and any transmission of information
is done in a secure fashion.

[0014] In one embodiment, a method is provided for automatically processing
components on a device. The method comprises receiving a version identifier
associated with an action list, determining that the version identifier is not equivalent to -
a stored version identifier, receiving the action list, parsing the action list to obtain a
component identifier and an associated action, and performing the action on a
component identified by the component identifier.

[0015] - In one embodiment, apparatus is provided for automatically processing
components on a device. The apparatus comprises logic to receive a version identifier
associated with an action list, and logic to compare the version identifier to a stored
version identifier. The apparatus also comprises logic to receive the action list if the
version identifier is not equivalent to the stored version identifier, and logic to parse the
action list to obtain a component identifier and an associated action. The apparatus also
comprises logic to perform the action on a component identified by the component
identifier.

[0016] In one embodiment, apparatus is provided for automatically processing

components on a device. The apparatus comprises means for receiving a version



conmponent identifier and an associ ated action, and perform ng the action on
a conponent identified by the conponent identifier. [0015] In one

enbodi ment, apparatus is provided for automatically processing conponents
on a device. The apparatus conprises logic to receive a version identifier
associated wth an action list, and logic to conpare the version identifier
to a stored version identifier. The apparatus al so conprises logic to
receive the action list if the version identifier is not equivalent to the
stored version identifier, and logic toSparse the action list to obtain a

conponent identifier and an associated action. The apparatus also conprises
| ogi ¢ to perdedfifienaseociated with amaction Bstpandaneans & determismatilet theevestiorponent

| dentifier. i&tegﬂigl]is h& e%gﬂﬁ/aﬁmg(ys[@ verdGPRAEA LR, "['ﬁerﬁ{ Ql\ﬁhfg%ﬁofcf?ﬁlpﬂses .
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receiving _tgﬁxfaﬁﬁihgmelabﬁén orPAEbnifRAL ideRtififhPih GompPeneatideifick.i St to obtain a
conponent identifier and an associated action. The apparatus_ al so conprises
nmeans fi8P17]per f ofinPRemAlpdiraent, anepHtcaeadrhio mefia is provided ¢QI@PTisiNgt he conponent
identifier. . | Oy j . eF - ia is provided
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devi ce, operaatogaticallypro@smtangminknts g the dswice Chipaneputer-ocadtlemddai ce. The
conput er -readabl.e nedia. c rises instructions for. recejVving.a rsion
Cdent 1 or - d0BRE s BPoRg R SRR Vit den i sl AORnAIH S Kt ex ni ni ng
that the versdaRtrhetims fdrideferminiQhat @fpnecyaditidbntifier & Mt equichleny &F SitoiRd
identifier. The cqnputer-readabl e nedia also conprises instructions for
recei ving t HESRSyifgifier. sThe computerrseapaRle modia alsgcomarsss MpIURIONAL on st to
obtain a copRARRshe ailist, 288 1RARE:RAs 72 PASIHB RCacBEh 1o oltBiBia

conput er -readabl e nedia_al so conprises instructions for performng the
action on a comppeantitentifiesand an asgodigted pasionc dhe corapnterirgadablefnasiia al§0018] Ot her

aspect's,  advant A8 S Afds 938 MifEinRf tle1B8H 65 EBbmbRLEHblRRebY tnePeCOTE

component identifier.

[0018] Other aspects, advantages, and features of the present invention will become
apparent after review of the hereinafter set forth Brief Description of the Drawings,

Detailed Description of the Invention, and the Claims.

BRIEF DESCRIPTION OF THE DRAWINGS

f0019] The foregoing aspects and the attendant advantages of the embodiments
described herein will become more readily apparent by reference to the following
detailed description when taken in conjunction with the accompanying drawings
wherein:

[0020] FIG. 1 shows one embodiment of a system to automatically process components
on a device;

[0021] FIG. 2 shows a functional diagram of a device that includes one embodiment of
a system to automatically process components;

[0022] FIG. 3 shows one embodiment of a method for operating a device to provide a

system to automatically process components on the device;



apparent after review of the hereinafter set forth Brief Description of the
Drawi ngs, Detailed Description of the Invention, and the O ains. BRI EF
DESCRI PTI ON OF THE DRAW NGS [ 0019] The foregoi ng aspects and the attendant
advant ages of the enbodi nents described herein will becone nore readily
apparent by reference to the following detailed description when taken in
conjunction with the acconpanyi ng drawi ngs wherein: [0020] FIG 1 shows one
enbodi ment of a systemto automatically process conponents on a device;
[0021] FIG 2 shows a functional diagrafm of a device that includes one

enbodi rent of a systemto automatically process conponents; [0022] FIG 3
shows dA82Bnbodi t 4 shiows trapsagtiensithat oopie betviepmya doweloadserves apd adéviee a system

L ansact ondet RAoRRRRD o5 RRARESA sfAphilh Eabifauchly aldittorain g

oper at i on ofonaledewidepshdnent of a systemto automatically process conponents
on the devj.ce; a [0024] FIG .5 sho one. enbodi nent of an action list for
use in [98%‘% em %iG- gékwpe@mmﬁ?%ég ACUBHIIE HEGINGFYSEBEYi ce. DETAI LED

DESCRI PTI ON ol {ddfitaliiRode®d ddoRhtdlst Aldvid, descri ption describes enbodi ments
of a systemto automatically process conponents on a device. The systemis

suitable for use in any type of wired or wireless network, including but
not limted to, comrunication r ' etwor ks, such as the
Internet, private networKks, sums?}ag%hﬁg&e net works (VPN), | ocal
area “E{PMB"]kS’ WTHE f@oRangd \GtRA Wescrip@tdeldites BRbYAMEnts OF 2 &em R NEr type of

data network. The systemis also suitable Tor use wth any type of device
that is capablomage eshefimppnenision mdevatel i The sysierp drnuitade farmse imeappl e, t he

Yoo i M 5 SR i, D gBRRlagL T
devi ce capabieawaks, pellixi netwagrks Rokh as the Internet, private networks, such as virtual private

networks (VPN), local area networks, wide area networks, long haul network, or any

other type of data network. The system is also suitable for use with any type of device

that is capable of downloading and installing components. For example, the system is

suitable for use with office computers, notebook computers, and handheld devices, such

as portable telephones, PDAs, or any other type of device capable of receiving and

installing components. |

[0026] In one or more embodiments, the system interacts with a runtime environment
executing on the device that is used to simplify operation of the device, such as by
providing generatized calls for device specific resources. One such runtime
environment is the Binary Runtime Environment for Wireless™ (BREW™) software
platform developed by QUALCOMM, Inc., of San Diego, California. In the following
description, it will be assumed that the device is executing a runtime environment, such
as the BREW software platform. However, one or more embodiments of the system are
suitable for use with other types of runtime environments to automatically process
components on a variety of wired and wireless devices.

[0027] FIG. 1 shows one embodiment of a system 100 to automatically process
components on a device. The system 100 comprises a server 102, a data network 104,
and a device 106. The data network 104 may be any type of wired or wireless network
that allows information to be communicated between the server 102 and the device 106.
For example, the network 104 may be a communication network, wide area network,

virtual private network, or a public network, such as the Internet.



installing conponents. [0026] In one or nore enbodi nents, the system
interacts with a runtinme environnment executing on the device that is used
to sinplify operation of the device, such as by providing generalized calls
for device specific resources. One such runtinme environment is the Binary
Runtime Environment for Wreless (BREW software platform devel oped by
QUALCOM Inc., of San Diego, California. In the followng description, it
will be assunmed that the device is executing a runtinme environment, such as
the BREWsoftware platform However, oné or nore enbodi nents of the system
are suitable for use with other types of runtinme environments to

aut onat (082811 y pr deensor m@mpmb@dimntgrth@wm eqiepatesitopracess campondntsonctbe

devices. [0 S matically
process coorf%gl]ﬁ%@@%%r&% tﬁg?en%gg SysS e W%Ee%giﬂngé %wélglrsggoolw a
dat a net wor kand @d actiomriidt aersiewidemﬁdﬂa()STBImMm iﬂeﬁtwmtw&ﬁlénnim thecuaeyt t ype of

wired or wirel ess network t.all ows rmation to be connuni cat ed
bet ween t he §E} tﬁwuﬁﬂ&‘s‘tlﬂg & ?@8"1‘6‘6{18 CRRPrisss SAPPRNEIY oA PRy k 104 nay

be a comunigikd Qidh ek Worhfrise¥h d8mpdRAt la@{ﬁmf and aancﬁémlenmerV%@ network, or
a public network, such as the Internet. 7 0028] In one or nore

embodi ment s, compenay ideatifiesien arigue lt@mw@@slgnufm@n@ml@r mmpqnentdé\n ce 106.

For exanpl e, hﬂﬁ &, [ 110,

and an acti dv &%eﬁnllpg)oﬁ&? é& %t]ﬂ%qg'rl&%%ﬂa%%v‘;ee?s g(?non |deﬁl1 ?Aetr &ro
identifies tdxempler thexomperentidentifief 1starsenaodf|bamwlhemta pbitihn of fiee Etstis osedito st 110
conprises cq t/acti on Jairs C i ses onponent

i dentifier H%“%g% ey 9 &genctoﬁpf”é‘?m H%B#\é‘?{t‘gqr'r’gg‘ﬁ%‘i‘?qrg?'ﬁ?rs a uni que

i tem | D t hatactioh§RbdH dsasstall, ppddtd, @bulsarreeamﬁastom&\yomefécheﬂuﬁf the ldgvie@nponent
identifier is used to |dent|f a version of the conponent. For exanple, the

conponent i d’é’ﬁt‘Y‘ﬂlPé?fmir%W&h§‘“&a¥dé§°@P1‘ifPF§ ed#EpRoneNtnor tion of the bits is used
to idefphdy tNe ¥y PBrafbn, eI PR EREmitd B ae&csd 12 verSioR idehtifiér dodent i T es

a particular action, such as install, update, lete, recall, disable, or
any ot her adpitlerdevieatl06 Nia thendtwerk 1046For dxmnpbrﬁleudmm 106 mayjeantist the t he
| dent i fied cQMROREDfurig0qR: B NehoBBE Ak ker f0RGeRBRAYy hQemti R S the

action list version i
action list version identifier 108 to the device 106. The device 106 compares the

version identifier 108 with a stored version identifier 114 that represents the version of
the last action list to be processed by the device 106. If the downloaded version 108 and
the stored version 114 are equivalent, then the device does not need to perform any
installations or changes to the existing components 116 on the device. However, if the
downloaded version 108 is different from the stored version 114, then the device 106
knows that additional component processing is required. For example, there may be
new components located at the server 102 that need to be installed on the device 106.

[0030] Once the device 106 detects that a new version of the action list exists, it
transmits a request to the server 102 to obtain the new action list 110. The server 102
responds by transmitting the action list 110 to the device 106. The device 106 then
processes the action list 110 to install, update, delete or otherwise process components
identified in the action list 110.

[0031] The device 106 operates to process the action list 110 by stepping through each
component/action pair and determining whether or not to take action with regard to each
component. For example, if the action list specifies that a component needs to be
installed or updated, the device 106 downloads the component 112 and any other

required files from the server 102 and installs it on the device 106. For example,



to the device 106 via the network 104. For exanple, the device 106 may
contact the server 102 during a power up sequence and the server 102
responds by transmtting the action list version identifier 108 to the

devi ce 106. The device 106 conpares the version identifier 108 with a
stored version identifier 114 that represents the version of the |ast
action list to be processed by the device 106. If the downl oaded version 108
and the stored version 114 are equivalent, then the device does not need to
performany installations or changes t& the exi sting conponents 116 on the
device. However, if the_ downloaded version 108 is different fromthe stored

versi on 114 inforpationfeomyibeiseraerfg transmitied torthe devirgi 106 avshowagspaalbingt 1390.0cessi ng
i's requiredysifoL, fH’Qe{U‘E’S& the server
102 t hat neéfd toc%qﬁﬁgpaﬁp%a ésethﬁﬁYco g{l/%hg}e%e%gG 0 3&] lﬂ%%%gﬁtg gédew ce 106
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componelfi®3dleeds fwomrembadimerit) th@ldfb’lcetlﬂﬂ penges the mldmem(mtl;ﬂ@ﬁm@ommeoads t he
conponent 1 r nd installs
it on the djea\g/tllce iggdt 3&%@(%‘&%“{&@&0%%%?%% tf'qg}lo ?Eom com Pojéee? 102
transm tt ed needstth be thiren. chrJe@Empls thédeviceddb ezl alrgadithal@ the neWEsttvhﬁmaaifl on |ist

110 s eC|f|es th 0 t needs to be deleted, the.de e 106 deletes
t he cgrrpone Hﬂ@%l ?f@iﬁg arﬁ%ﬁésrﬂofﬁ?fff%w é'thdFYic?We‘"eé’Hw\rﬂo st 110 is

processed bxeoﬁlbenei@vnmwkﬁﬁo&meaumr&ﬁaps@nt MehtT 8 the abtRAAIsC1100RLIRES, etc.
the identified onponent. The action [ist may be of agly |l ength and after

processi ng tlhfénaﬂ?%qndﬂ deteippine thegersign\of 3‘@09%0%%‘66\?@§K?1ﬁ 35@6?"%@"3& ion |ist
version ide t Bﬁﬂée gProcessed
action |ist Q\?floﬁhiﬁ%’on\%ﬁg%g@&g&ﬁ hfbeeggg ﬁlle% ﬁfme‘hp 60 | man:trﬁg dmw ce 106

par ses t he compare aslossidomponpant version 118@ the component version downloaded in the

action list 110. If the stored and downloaded component versions are the same, then the
device need not take any action with regards to that component. However, if the stored
and downloaded component versions are different, then the device 106 performs the
action associated with that component in the action list. Thus, the system is very
efficient, since the device 106 only processes new versions of the components.

[0033] FIG. 2 shows a functional diagram of a device 200 that includes one
embodiment of a system to automatically process components on the device 200, The
device comprises processing logic 208, compare logic 206, function logic 214, version
update logic 224, a stored action list version identifier 204, component version
identifiers 212, and installed components 226. The described logic and functions
provided by the device 200 may be implemented in hardware, software, or a
combination of hardware and software. For example, in one or more embodiments, the
processing logic 208 comprises a CPU, processor, gate array, hardware logic, memory
elements, virtual machine, software, and/or any combination of hardware and software.
Thus, the processing logic 208 generally comprises logic to execute machine-readable

instructions to perform the functions described herein. It should be noted that the device



action list 110 to determ ne whether or not action related to a particul ar
conponent needs to be taken. For exanple, the device 106 nay al ready have

t he newest version of a conmponent installed, and so it is not necessary for
the device to re-install that conponent. In one enbodi nent, the conponent
identifier in the action list 110 includes information to determ ne the
versi on of the conponent. For exanple, the version information can be
appended to the end of the conponent identifier. The device 106 conpares a

d ' 118 h Si downl oaded i h
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exanple, in one or nore enbodinents, the processing |ogic 208 conprises a

CPU, pr ocesdohata npiwverkapd the dowyalogdagreertipgsmits the pgiop liseyessiemidentifier ta thal

machi ne, soffyg %ssgtg%gtrzogny conbi nati on of hardware and software. Thus,
the processing logic géenerally conprises logic to execute
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identifiers are equivalent, the method returns to block 302 to obtain a new version of the
action list at another time. If the two version identifiers are different (Diff), the method
proceeds to block 306.

[0037] At block 306, the device retrieves the action list from the download server. For
example, the action list 210 is downloaded from the server to the processing logic 208
via the data network.

[0038] At block 308, the device begins processing the action list by parsing the first
component/action pair in the action list. For example, the processing logic 208 operates
to process the downloaded action list 210 to parse the component/action pairs.

[0039] At block 310, a test is performed to determine what action, if any, is required for
the component/action pair that is currently being processed. In one embodiment, the
device operates to automatically perform the action by proceeding to block 312.
However, this may result in existing components being re-installed on the device. In
another embodiment, the version of the component is checked to determine if the action
is necessary. For example, if the action is to “install” the component, the version of the

component is checked to see if the device has that version of the component currently



device 200 shown in FIG 2. It will further be assuned that the device 200
is in secure comunication with a downl oad server via a data network, as
illustrated in FIG 1. [0035] At block 302, the device obtains an action
list version identifier fromthe download server. For exanple, the device
comruni cates with the downl oad server via a data network and the downl oad
server transmts the action list version identifier to the device, as shown
at 202. [0036] At block 304, a test is perfornmed to determine if the

downl oaded action list version identifd@r is different froma stored
version identifier that is associated with the |ast action list to be

processed byniglisdddyns the mashodopsrasdo aygidredosiallioa empanshisiteat arei alfspdy fi er 202
and the storgd Qo a't}?éﬂ'dc'vﬁ‘énf?bxf dx feofﬁe%f&eés;}l%t‘ikgﬁ 908 RRALEa gtﬁ&hc 206 t hat
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version i dexmpbnet sersio ideqtifiercX1 3 and canymresst toakk vepsion ofsthe copamert 302 t o

obtain a new,v rS|on of .th tion |ist at,h another |f the two version
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At Dbl ock 306ncdr¢:@atd@m m@cé@pdnbmamwaﬁpmfawm thé &dtioh iINIE the tWlownl oad server.
For exanple e action list 210 is downl paded fromthe server to the

processi ng ICSQTEPBH%S“SWP%“?H@Sﬁ‘é‘?@%f‘%ﬁ““{@@%}”%ﬂ%%@%@m the device
begi ns Pr0C @2 BipBfenk meme%d xosmuﬂg ﬁhﬁ&b%ﬁ%ﬁﬂ &M@C“Oﬂ

pair in the a lon l1st. For xarrp , the processing gl c operat es to
process the Chlffwnmtoéndedlemqewng logic 2Q&Qp€tmte§)1@rpséommdnecaghmsmdtahwitbn pairs.
[0039] At bl (l)(onfl*} Oemaa emé (—;i,rgc% lc?(tﬂﬁterm ne what action, if any,
is required onen on 9 is currently being

pr ocessg@g40]jl n onmteﬂmmmm actfrohessodewd@&thapmmmeﬁten thetcarradti cal | y perform
the action b roce dln tQ bl ock However , I, result in existing
conponent s tféflﬁﬁn‘? r|1§aer§ﬁm§<i@ haqge the statg of g‘ﬁé%ﬁ'ggg‘é?ﬂ?&ﬂ“ﬁ%tn £0r ¢ he

version of themgRMMe Fsﬁﬁ&ssms‘g 16418 268 6berAesAB CoRLHHl AR dcfloﬁ ia,gmem t®@Perfdr the
necessary For exanp he action is to "instal he corrponent t he

versi on of tdgton @Bﬂﬁ@h@&tﬂpﬂ@%h@m aciveting, iisabling, Ié@allﬂrtEeOfWﬁ“@fWﬁat versi on
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re-installing onen are a
performed where the component is deleted from the device but associated data and/or

licensing information is not removed. For example, if the action is to install or update
the component, the processing logic 208 operates to download the component 222 (or
update) from the download server via the data network. The downloaded component is
then installed as an installed component 226. The processing logic 208 may perform
any type of installation or update procedure to install or update the downloaded
component 222 as an installed component 226. If the action is to delete a component,
the processing logic 208 controls the delete logic 220 to delete the identified component
from the installed components 226. Although not shown in FIGS. 2 and 3, virtually any
type of action may be performed with regards to the component, such as installing,
updating, deleting, recalling, activating, and deactivating, etc.

[0041] At block 314, a component version list is updated to reflect that a new version of
the component has been installed or updated, or that the component has been deleted.
For example, the processing logic 208 controls the version update logic 224 to update
the stored component version identifiers 212 with the new information about the
currently processed component.

[0042] At block 316, a test is performed to determine if all of the component/action

pairs in the action list have been processed. If all pairs have been processed, the method



installed on the device. For exanple, the processing logic 208 retrieves a
stored conponent version identifier 212 and conpares it to the version of
the conponent identified in the action list. In one enbodi nent, the version
of the component is incorporated in the conponent identifier provided in
the action list. If the two conponent versions are the same, no further
action is required with regards to that conponent and the nethod proceeds
to block 416. If the two conponent versions are different, then the
processing | ogic 208 operates to perfordlthe action associated with the
conponent and the nmethod proceeds to block 312. [0040] At block 312, the
action assodiregeeds tpiblagk 3Ae. Eelhpelirkave nat hege peogessedithe sethpdbprepredatst i on pai r
is perforne ' L. n h:., €Xanpl e,
the' pr ocessi Terh S8 e Bl bl & Restcdil HSPk}ink SELIGACHRT IR sodiist S OCT1 O
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to the device 200. In another embodiment, the instructions may be downloaded into the

device 200 from a network resource that interfaces to the device 200 via a data network.

The instructions, when executed by the processing logic 208, provide one or more

embodiments of a system for automatically processing components on the device as

described herein.

[0045] It should be noted that the method 300 illustrates just one embodiment and that
changes, additions, or rearrangements of the method elements may be made without
deviating from the scope of the invention.

[0046] FIG. 4 shows transactions 400 that occur between a download server and a
device during operation of one embodiment of a system to automatically process
components on the device. For example, the transaction 400 may occur between the
device 106 and the server 102 shown in FIG. 1.

[0047] At the start of the automatic process, the device 106 requests the latest version
identifier of an action list from the server 102, as shown at 402. The action list
comprises component/action pairs that describe an action the device should perform

with respect to each identified component. The action list may be changed or updated



[0042] At block 316, a test is perfornmed to determne if all of the
conponent/action pairs in the action |list have been processed. If all pairs
have been processed, the nmethod 11 proceeds to block 320. If all pairs have
not been processed, the nethod proceeds to block 318 where the next pair is
accessed for processing at block 310. The action list 210 nay be any length
and so there nmay exist any nunber of conponent/action pairs to be
processed. [0043] At block 320, the stored action list version identifier at
the device is updated. For exanple, th# processing |ogic 208 controls the
update version logic 224 to update the stored action list version

i dentifier 28dodicdlly antl¢hei adton listiversion sdentfiatidehtifies thecheentystsionroé dent | y
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[0050] The server 102 responds to the request by transmitting the requested component
to the device 106. The device 106 receives the component and performs the installation
or update as required. The component may have a component version identifier that the
device stores locally. After the device 106 parses the entire action list and retrieves all
the needed components from the server 102 as necessary, the device 106 updates a
locally stored action list version identifier with the version of the action list that was just
processed. Thus, the device 106 will not process another action list from the server 102
until the action list version identifier downloaded from the server is different from the
stored identifier.

[0051] FIG. 5 shows one embodiment of an action list S00 for use in a system to
automatically process components on a device. The action list 500 comprises an action
list version identifier 502 followed by component/action pairs (504, 506). For example,
component/action pair 504 comprises a component identifier and a corresponding
action. In one embodiment, the component identifier also includes a component version
identifier, so that the version of the component can be used to determine whether or not
the component currently exists on the device. The action may be one of “install”,

“update”, or “delete” however, any other type of action may be specified. The



device 106 and the server 102 shown in FIG 1. [0047] At the start of the
automati c process, the device 106 requests the |latest version identifier of
an action list fromthe server 102, as shown at 402. The action |ist

conpri ses conponent/action pairs that describe an action the device should
perform wth respect to each identified conponent. The action list may be
changed or updated 12 periodically and the action list version identifier
identifies the current version of the action list. [0048] The server 102
responds to the request fromthe devicell02 by transmtting the version
identifier of the current action list, as shown at 404. After receiving the
action | i stinfpemaionrin ittibeactiorf list may bh encdded esinganypaitgde fomat dnddhg i fier with a
stored action |list version..identifjer..1f the two version identifiers are
equi val ent, PHERNGY, & %%oﬁédef@@%%nﬁg%ﬁﬁq%we' action. If the two version

i denti floes? are bR, whilbeft éhtord emboEmEks of £ gyiesh & andieiical®et i on | i st
fromthe server 102, as shown at 406, (1)49] The server 102 responds to the

) [Q /
request frorffP4FEs GERROBENY B2 Hovierhave hgendilnpirated and HW%F&IF’W’IW_ wlibeys hown
at 408, The gavhRdlhf vaiQkRASES: GAYR iEAURME Bk bEleRt vﬂﬁxbﬁtdc"g&tﬁxge action
list to dete ne whether or not to install, update, or delete a Pparticular
conponent . |ffom Heirdpirit opestOBiatichamcieripiins. Therefose, theerdisclesiires anddesoriptions needs t o

be installed or updated, th dtf 06 .regues t he c anent. (or update)
fromthe server: af %e %gé%%?/\@u %b@g’u}f’%d% gl'ﬁ%ﬁ‘ges?(\’?éer&%ﬁ‘?egggo’nds to the
request by twiicisi¥ised forth id the folRGuigsdlsichsconponent to the device 106. The
devi ce 106 receives the conponent and perforns the installation or update
as required. The conponent nmay have a conponent version identifier that the
devi ce store@l(l%)cal |ly. After the device 106 parses the entire action |ist
and retrievetH *he needed conponents fromthe server 102 as necessary,
the device 106 updates a |locally stored action list version identifier with
the version of the action list that was just processed. Thus, the device
106 will not process another action list fromthe server 102 wuntil the
action list version identifier dowl oaded fromthe server is different from
the stored identifier.
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[0051] FIG 5 shows one enbodi nent of an action list 500 for use in a system
to autonmatically process conponents on a device. The action list 500
conprises an action |list version identifier 502 foll owed by
conponent |l action pairs (504, 506). For exanple, conponentlaction pair 504
conpri ses a conponent identifier and a corresponding action. In one

enbodi nent, the conponent identifier also includes a conponent version
identifier, so that the version of the conponent can be used to determ ne
whet her or not the conponent currentlyléxists on the device. The action may
be one of "install", "update", or "delete" however, any other type of
action may be specified. The 13 infoCiaIM8n in the action |ist maybe
encoded using any suitable format and the conponent and action identifiers
may be of any type. [0052] Accordingly, while one or nore enbodi nents of a
systemto automatji cal l ] e

illustrated and éscrf%ﬂmﬁﬁgﬁgﬁﬁmﬁﬁ ﬁ?ﬁﬁ&%ﬂﬂﬂg%b g%?gfggét é% @%rlous
changes canlb@hwhmmmnmn@he enbodlnents wi t hout departing fromtheir spirit
or essenti al chaéég%grls a ?f the dISC ;Qres and descriptions
herein are intend&d %%E“F‘Pﬁ“&f‘?é‘i’.a?/s@"‘aﬁﬂ Mg, of the scope of

the invention, \mteﬁhmﬁrsgtmtmefmgxdmidanﬁﬁwlsfmkb@mlmcd éto@d vihkionL Al M 14
CLAI M5 1. A_Hlssr"t od for automatically processing conponents on a device, the

met hod corrpr1 T receiving a version identifier associated with an action
l'ist; determ ningedeN@ig thB@ctiat,on identifier is not equivalent to a stored
version identifier; rece|V|ng the action list; parsing the action list to

obtain a conponerptal‘smxéht aqtion flisttn @btain menseponent déentifier asd an agtodialed afiémyi ng t he
action on a ggnponent identified by the conponent identifier.

performing the action on a component identified by the component identifier.

2. The method of claim 1, further comprising updating the stored identifier

to be equivalent to the version identifier.

3. The method of claim 1, wherein the action is installing and the step of

performing comprises installing the component on the device.

4. The method of claim 1, wherein the action is deleting and the step of

performing comprises deleting the component from the device.

5. The method of claim 1, wherein the step of performing comprises

changing the state of the component on the device.

6. The method of claim 1, wherein the step of parsing further comprises
determining that a component version associated with the component identifier is not

equivalent to a stored component version.

7. The method of claim 6, further comprising updating the stored

component version to be equivalent to the component version.

8. The method of claim 1, further comprising receiving the version

identifier, the action list, and the component from a server.

9. The method of claim 1, wherein the device is a wireless device.



2. The nethod of claim11, further conprising updating the stored identifier
to be equivalent to the version identifier. 3. The nethod of claiml1,
wherein the action is installing and the step of perform ng conprises
installing the conponent on the device. 4. The nethod of claim1, wherein
the action is deleting and the step of perform ng conprises deleting the
conponent fromthe device. 5. The nethod of claim1l1l, wherein the step of
perform ng conprises changing the state of the conponent on the device. 6.
The method of claim1, wherein the stepldf parsing further conprises
determ ning that a conponent version associated with the conponent
identifier is notl0 equippampwsforiagtomaticallyaqiocssningrooponenss eb adevice, thEhe net hod

of claim®6, IS koiQeRsd. Si Ng updating the stored conponent version to be
equi val ent tgﬂt&e c%n%oneéﬁt version. 8. The method of claim1, further

conpri sing recei logigtotaesiveer wiron identifier afsoeinted itk anattiontist;i st, and t he

conponent froma,server. 9. The nethod.of claim.1l, wherein the device is a
wirel ess device. 148 OGomPpAfs g Yarsjgn fd((%?n‘%ﬂtt%?rﬁ??ee&'ﬂs?nﬂﬁj@&&%i ng conponents

on a device, the logpRaeéivsthe aitiohilist if the veRBNGASnPTESS AbVRuivalkRl DI R
identifier associated with an action list; logic to conpare the version

i dentifier tSiPred erepnidentifiasi on i dentifier: logic to receive the action Iist
it th . . e . P . .
A s ot S ECE T

identifier; |ogi arse the action Irs alna conpone
and an assodedersdnd action; and logic to performthe action on a conponent

identified by th t . identifier. 11. .The. t f claim10,
further conpri s 105 HTRSHR e oGP b b Sorapopn (et pRE BT R cPRpdrasE qui val ent
to the ver siidmtifidenti fi er. -

11.  The apparatus of claim 10, further comprising logic to update the stored

identifier to be equivalent to the version identifier.

12.  The apparatus of claim 10, wherein the logic to perform the action

comprises logic to install the component on the device.

13.  The apparatus of claim 10, wherein the logic to perform the action

comprises logic to delete the component from the device.

14,  The apparatus of claim 10, wherein the logic to perform the action

comprises logic to change the state of the component on the device.

15.  The apparatus of claim 10, wherein the logic to parse that action list
further comprises logic to determine that a component version associated with the

component identifier is not equivalent to a stored component version.

16.  The apparatus of claim 15, further comprising logic to update the stored

component version to be equivalent to the component version.

17.  The apparatus of claim 10, further comprising logic to receive the

version identifier, the action list, and the component from a server.

18.  The apparatus of claim 10, wherein the device is a wireless device.



12. The apparatus of claim 10, wherein the logic to performthe action
conprises logic to install the conponent on the device. 13. The apparatus of
claim 10, wherein the logic to performthe action conprises logic to delete
t he conponent fromthe device. 14. The apparatus of claim 10, wherein the
logic to performthe action conprises logic to change the state of the
conponent on the device. 15. The apparatus of claim 10, wherein the logic to
parse that action |ist further conprises logic to determ ne that a
conponent version associated with the &®onponent identifier is not

equi valent to a stored conponent version. 16. The apparatus of claim 15,
further conprisi A8 | odippareiys fnsguiomaticpdly Prosessing compposdhen 4 8¢videothet o be

equi val ent tg the &E‘@% nt version. 17. The apparatus of claim 10, further
conpri si ng |g5IC ?g recei®e the version identifier, the action list, and

t he conponent fr oass foereceiving b8/ersidnddantifiar sstersatad with an actib@ lisswher ei n t he
device is a wreless device., 16, 19. ar, at f.or autonptjcal l rocessi ng
conponents on a W%éfg?tW%EMFéfd@@Bﬁ%FﬁgW@mﬁfﬂﬁw epbie &S ving a
ver si on i deRkeisidnlentiiegCi ated with an action |list; nmeans for determning

that the version identifier is not equivalent to a stored version
i dentifier: mean3veppyfor eegivingibe acHEn He% j on | i st; means for parsing the

action list to om%ﬁoﬁgﬁggg%ed%oﬂﬁl&%w@ggc ?fﬁ‘ﬂ%%d?‘?i‘%?%@&?ﬂ action; and

means for performng t Ion on a conponent e conponent
identifier. ag@ciaBdacugmandt us of claim 19, further conprising neans for

dati h did ifl b i val .10, ' [ ifier.
20 “The appar at udvrs o AP 2 Aol E A RaRL Bt A Rt | el

means for i nddntifiet.ng t he conponent on the device.

20.  The apparatus of claim 19, further comprising means for updating the
stored identifier to be equivalent to the version identifier.

21.  The apparatus of claim 19, wherein the means for performing comprises

means for installing the component on the device.

22.  The apparatus of claim 19, wherein the means for performing comprises

means for deleting the component from the device.

23.  The apparatus of claim 19, wherein the means for performing comprises

means for changing the state of the component on the device.

24.  The apparatus of claim 19, wherein the means for parsing further
comprises means for determining that a component version associated with the

component identifier is not equivalent to a stored component version.

25.  The apparatus of claim 24, further comprising means for updating the

stored component version to be equivalent to the component version.

26.  The apparatus of claim 19, further comprising means for receiving the

version identifier, the action list, and the component from a server.

27.  The apparatus of claim 19, wherein the device is a wireless device.



22. The apparatus of claim 19, wherein the neans for perform ng conprises
nmeans for deleting the conponent fromthe device. 23. The apparatus of claim
19, wherein the neans for perform ng conprises neans for changing the state
of the component on the device. 24. The apparatus of claim 19, wherein the
means for parsing further conprises neans for determ ning that a conponent
versi on associated wwth the conponent identifier is not equivalent to a
stored conmponent version. 25. The apparatus of claim 24, further conprising
means for updating the stored conponenf7version to be equivalent to the
conponent version. 26. The apparatus of claim 19, further conprising neans
for receiving thes. veAsiompuicdesatiatile mediatch@phdgig mstrictiohs, whivh wiea conponent

froma server. 27. The a ratus qf .claim 19, wherein the device is a

wirel ess de\?f‘%cé'.?edf?’ Pr%?“sg&al@@ﬁﬁ%? g‘?‘“’@eﬁﬁ%ﬁ?@ %‘HP%P%@YTB‘?"F%SF ABMPORSEBuct i ons,
whi ch when exeddeRtteitie BoRpRESTeRibleGfiddia édinpRis@Vi Ce, operate to

automatical ly process conponents on the device, the conputer-readable nedia
conpri si ng: i nst iNsENetions fargpceivinga Varvign ientifies pssacipigd withfanastiamslistici at ed wit h
an action list; . ' 1.0 . S identifier is
not equi val ent tédsgﬁ&gdtﬁg?%g@%gins|D§%%ﬁﬁ@g§%§{s?§&%ﬁ%ﬁ% 8% recei vi ng
the action Istosed versiat identifiens for parsing the action list to obtain a
conponent identifi ?rlri and.an associated action; and instructions for

performng the allSTBHIORR fof TeosHIE R Ao MSEi fied by the conponent

identifier. 29. TheuawipWrparsingaitsdthion WBidb abiafn «Cdogipdhet idehiifidiBA ag ONPr i Si ng
instructions for updating the stored identifier to be equivalent to the

versi on i dedfSofialsfl actiepy andrhe conput er readabl e nedia of claim 28, wherein

the instructi onsigs%gtgﬁgi&rfg}f&gmﬁgmgra'b% d"&?ggﬁ% %&%&{ig@d%y@;ﬁal ling the

conponent on the device. 31. The Conputer 0 aim 28,
wher ei n t he cpmperant idewtifiers or

29.  The computer readable media of claim 28, further comprising
instructions for updating the stored identifier to be equivalent to the version identifier.

30.  The computer readable media of claim 28, wherein the instructions for

performing comprise instructions for installing the component on the device.

31. The computer readable media of claim 28, wherein the instructions for

performing comprise instructions for deleting the component from the device.

32, The computer readable media of claim 28, wherein the instructions for

performing comprise instructions for changing the state of the component on the device.

33.  The computer readable media of claim 28, wherein the instructions for
parsing further comprises instructions for determining that a component version
associated with the component identifier is not equivalent to a stored component

version.

34.  The computer readable media of claim 33, further comprising
instructions for updating the stored component version to be equivalent to the

component version.



perform ng conprise instructions for deleting the conponent fromthe device.
32. The conputer readable nedia of claim28, wherein the instructions for
perform ng conprise.instructions for changing the state of the conponent on
the device. 33. The conputer readable nedia of claim28, wherein the
instructions for parsing further conprises instructions for determning that
a conponent version associated with thg, conponent identifier is not

equi valent to a stored conponent versi oh. 34. The conputer readabl e nedia
of claim 33, fur [ I Q he stored
conponent versio%g Eg §%% %ﬁ?ﬁghw c@%ﬁ%@ uH@§3§? gm%g 18 35. The
conputer r ea.mmubtmm raceﬁafmg:tlhalvansﬁﬁ adehuﬁhhmb actioiilist, sind thei cosipbikst froms f or
receiving the version identifier, the action list, and the conmponent from a
server. 36. 3PA¥%onput er readable medi a of cIa|n128 wherein the device is a

wirel ess device. 36, The computer readable media of claim 28, wherein the device is a

wireless device.



