1 SYSTEM AND METHOD FOR PERVASI VE | NFORMATI ON
SYNCHRONI ZATION Field of the Invention [0001] The
present invention generally relates to pervasive
information synchronization. In particular, the
invention relates to a nethod; and system for

pervasi ve synchroni zing of information anong a
plurality of wireless devices and for tracking
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devi ces. Background yXNOerRONEAATPON 0002] Cont act
tracing of individuals who have cone into contact with

one another is crucial in situations where there is

an out break of acutely infectious diseases. An

exanpl e of such a nedical energency occurred in the
lﬁﬁéaﬁtQQBEmﬂP@h the out br eak of Severe Acute
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person are generally propelled a short distance
tFrou the air. The virus spreads when the droplets
Bagkgr gd’g theINVeAtioMe nucous menbranes of the nouth,
nose, or eyes of persons who are nearby. The virus nmay
al so spread when a person touches a surface or object
con{®ARInfoethcinirading of ied?tviicmais; \dllicoh)d\etc@n&ridtot doatict @ith @S another
own nout se, or e [0004] . In
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may be defined as having el
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of the person known to have SARS. Exanpl es incl ude

ki ssing or enbracing, sharing 2

[0003] SARS was caused by a previously unrecognized virus. The primary way
that SARS appeared to have spread was by close person-to-person contact. SARS
was thought to be transmitted most readily by respiratory droplets produced when
an infected person coughs or sneezes. The droplets from the cough or sneeze of an
infected person are generally propelled a short distance through the air. The virus
spreads when the droplets are deposited on the mucous membranes of the mouth,
nose, or eyes of persons who are nearby. The virus may also spread when a person
touches a surface or object contaminated with infectious droplets and then {ouches

his or her own mouth, nose, or eye(s).

[0004] In general, SARS may be described to be spread through close contact
between infected persons. Close contact may be defined as having a high
likelihood of direct contact with respiratory secretions and/or body fluids of the

person known to have SARS. Examples include kissing or embracing, sharing



eating or drinking utensils, close conversation

(wthin 3 feet), physical exam nation, and any ot her

di rect physical contact between people. [0005] Wile

such contagi ous viral outbreaks may possibly be

contained within a nedical facility such as a

hospital. The problem arises as in the SARS out break
wheregtihpeof rtﬁ?rfkt}ﬁg REASAN &5&' bh§el§é(t'im{ mEeR! Y 3 fee), physical
several "days later. An I hfecte per son y comne

cl osgawinmtiantandianh ofey diredt pbydienl ceaqlbetweralpadplag hi s
famly, colleagues, or passengers in a crowded public
transport. These people may then in turn be infected.
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then identify the other people having been’in clos
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the infected person to ascertain his novenents and the
peoﬁplée%@eh@s PREeRed NN ayawded pylilichranspaey Ehesepaepie may then in
manyal, o €%@@B tracing may nmai nly be based on the
known con acts such as famly nenbers, friends and
col | eagues. The earlier nentioned passengers in the

public transport vvoul d virtually be untraceable. The

of f 10PN, SRBLLT Brein el thsripketedpeden Ul thengdensiip thecether people
to
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ot hee bpngpoisadhosptthie ds qmsrangnd,?léb@rtrza@&.an&m\wmwm. this
method is only effective in a predeterm ned prem se,

like a hospital. Additional Infrastructure such as RF
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and the recording may be prone to human error.

[0008] There have been other proposed methods using RFID tags. However, this
method is only effective in a predetermined premise, like a hospital. Additional
Infrastructure such as RF Transponders and RFID tag readers need to be installed
throughout the hospital and every person in the hospital will have to be issued with
an RFID tag. This method however only allows for the tracking of movement
within certain rooms or areas. Furthermore, once the person leaves the

predetermined premise, the contact tracing ceases to be effective.

[0009] Another proposed method involves the use of Short Messaging Service

(SMS) as available in most mobile phones today.



3 [0010] Individuals carrying nobile phones may

during such outbreaks send SM5 of their locations to

a central server collating and conpiling the data

contained in the SM5. In the event that an infected

person may have been in a pargicular |ocation, the

server is able to identify other individuals who may

have been in the sone locality at the same tine.

However, this nethod relies on the individua

di | i8] | Radivediaisnegriying siBilantiosdsgoay dging sich outbreaks send SMS

r at L: te contact tracing as .close proximty , .
to tRaHRREEHLE BBl ihiy SO Aty E L oumR Bob ieotsta pltained in
As shelSMShdneht svaft mapan eifect@estria may BV AN a particular
system for pervasive_ synchronizing information froma

pl urlgfatiop. e saiveeiseble Weidepldly thet iﬂ@iWiChlﬂlac?khm@a)lf have been in the
11 t en, t ral.ity of w,reless . ...
v, olle A0 he RERLRRR, ' BB, ik orBly Hied FriBe individua

dr awhligdasly GéndifethorSNS afd hlsé Yt o DilErafatc@hid ddtact tracing as
I nvention [[0012] The. present inventjon seeks to

pr oV 6 POV Setharefess s peipn Bty pet barsiopeurred.

synchroni zing information froma plurality of wreless
devices and for tracking proxinty contact between

t he [@1d} aAd sughothew is eheppactay hegisfor hAABII AGT o¥ HmM Fbypervasive
in one.aspect,. gge _resf(_ent erIboa&i ment provides a - )
sys eI NZIng i3 armaRon Tigmy apl prafitng 1 wiksiass deices awshiargiracking
| Nt QrHliRSS B BB Yer¥hE %Ilﬁ'gﬁ[ﬁ (ﬁ{\ﬂ?&esstdQ@chS%ﬁchmvercomes or at
conprising: a plurality of contact traceable nobile

dev ilesekalleatatds thd dmvbagiswd #lld tryoraft syemiact traceabl e

nobi | e devices being carried by each of the plurality

of individuals, each of the plurality of contact

suhfmlgamtﬁemnlﬁgndevi ces adapted fpr comruni cati ng
within a personal area network, a wireless |ocal area

net W91 dhe reesantriavegionwieels terpavidetwoetkod ands sfstemaf@ pervasive
nod residing.in_each of the contact frageable )
ooy T ST B kB f R oL a8 i eleb? 5oty ang for wacking
pl upsdxirhity 0bnie@btaeden I SIGREL OMwitiasstdaoicper sonal area
network when at | east one of the plurality of contact

traceabl e nobil e devices
[0013] Accordingly, in one aspect, the present embodiment provides a system for

tracking a plurality of individuals coming into close proximity with each other, the
system comprising:

a plurality of contact traceable mobile devices;

each of the plurality of contact traceable mobile devices being carried by each of
the plurality of individuals, each of the plurality of contact traceable mobile devices
adapted for communicating within a personal area network, a wireless local area
network and a wireless wide area network;

a software module residing in each of the contact traceable mobile devices enabling
exchange and storage of a plurality of contact information via the personal area
network when at least one of the plurality of contact traceable mobile devices

comes into close proximity with another of the plurality contact traceable mobile

devices;



cones into close proximty with another of the

plurality contact traceable nobile devices; 4 a

tracki ng server for receiving and storing the _

plurality of contact information from the plurality

of contact traceable nobile devices; wherein the

plurality of contact information nmay be processed to

det ef tiadkéngvdai@h forateditiag Rhalk@lihg YheQflu B o DY BLBinthBtion from
in close proximty wth each other 'in a” predetermned

dur dh¢ phyradity of epstact paaeapleimotilesieeiord aspect, the

pre . ' ' ...a. et hod, conput er, . .
oo e TAE PR} BT TRy Riod PRBE B g deprmine which
t r acdabt eplomabiy @f dadividialowerd freeldsd raxiphivf it ¥adH other in a
ot her contact traceabl e nobile devices comng into
cl oPEedelrpiieliduAtgA ke first contact traceabl e
nmobi | e device, the method conprising the steps: a.
purgi ng outdated data depending on aging criteria; b,
act i{8E8] g apeceehadpear d& retand Efﬁbo@ﬁmeﬁepﬁizﬁddagﬁ fn;iﬁthcﬁﬁ&omputer
of the pluralit f other coptact traceable nobile, i
devil@akf’%le\m-?{’#ﬁ %?tgﬂ% sxwt%bi%gqbé_rfg‘mmﬁ dacendlaiokile gevice for
exchapBind% FRRIAS b 'ome?rc%ﬁ{abpﬁadeébfénﬁolmeug@\/"i&ésyco%ing into close
ot her contact traceable nobile devices that are
Wi t proximép geth the fisstepitag teopitde mobid devied, ilenmethodeompising the
of t{1e first contact traceable nobile device;, f.
i ni 1°Bti ng downl oad protocol if downl oadi ng of contact
i nf @r mat peRikSoutARBVELE depRifhedn HRWNhRad: ng cont act
I nf or mat :pol:]g t% a tracki ngpser\g/;ep; %v\,herrei n'the contact
i nf 8r nat pefivaing pbisopd exegstrbprko det er ni ne which of the
glalrjréa: In: ea%%%@é?e':%&?o .tt %%bﬁa{lﬁ}(f: 8? gtl‘hgr gg}?é(‘!t etl‘ageezlﬁié: %%biie devices
within
range of the personal area network;
d. exchanging contact information if the plurality of other contact traceable

mobile devices that are within range;

€. storing contact information in memory of the first contact traceable mobile
device;
f. initiating download protocol if downloading of contact information is

required; and

g. downloading contact information to a tracking server;

wherein the contact information may be processed to determine which of the
plurality of other contact traceable mobile devices came into close proximity with

the first contact traceable mobile device in a predetermined duration of time.

[0015] In a third aspect, the present embodiment provides, a method computer
implement-able method executable by a first compatible entity for performing data
synchronization of a plurality of other compatible entities in close proximity with
the first compatible entity, the comprising the steps:

a. purging outdated data depending on aging criteria;



Brigf Des

the first contact traceable nobile device in a
predeterm ned duration of tinme. [0015] In a third
aspect, the present enbodi ment provides, a nethod
conmput er inplenent-able nethod executable by a first
conpatible entity for performgng data synchronization
of a plurality of other conpatible entities in close
pr oxb. m tyacmmhlgptemnﬁur@dnmmatl ble entity, the
conpri si ng the ste S: a. purging outdated data

dependi n@%fﬁ iBgi Wgané’rqftﬂéﬁrh?lala 1ty oftntheyeoinpatihla gniferssatian
arearalq%et(yyq PebF na?%%ﬁfl@ﬂufbgkfor any of the plurality of

ot her entitres wWithin range of the

per szbnal eacbalgmeg wodita gbquexehingl Rgs@ofatod t%@%ﬁfh‘?i@y of other
i f at one qof the plurality of other conpatib

ent |Cf’f’”é’§t‘ §6W“€%1§1Wﬂ‘§iﬁ’g‘§“&f‘e decodi ng the data

seqtéencede@&ﬁln he [daRR3 11@9 e the data sequence
respectively. erein dat a sequence may be

pr odessedespondiagmmemlatavdeqmﬂmwfespctvallyur ality of
ot her weentltles were in close proximty

ith
o Ve SGOBPRLCaRES S DiopesSil 1y GUBTBRGIVER of the plurality of

dur atled BoPpattileBatitRs|
[ 0016] E?Tbg%l rrenlgtg g‘ﬁé&e gﬁ‘ %?geéslghit{m?t Itﬁ Ifh‘% f% nﬁlf%ﬁ%?}e entity in

be mwrelefaumineddestiontétimeby way of exarrpl e vvith
reference to the drawi ngs of which: [0017] FIG 1
illustrates a bl ock diagramof a systemfor tracking
proximty contact between a plurality of contact
traceabl e nobil e devices in accordance with the
ehiptigtheidhadhewing018] FIG 2 illustrates a flow
chart for a nethod for tracking a plurality of contact
traceabl e nobile device in close proximty in

ac ¢ (podgn Embodinferther the 9EROkt inRHEeE WIB bW ﬂquéi%]fullf}l Qes%nbed by
illustrates a flow chart for the initiating downl
pr oP'8¥ af e)gqngﬁ ,oFith reference to the drawings of which:

[0017] FIG.1 illustrates a block diagram of a system for tracking proximity contact
between a plurality of contact traceable mobile devices in accordance with the

present embodiment;

[0018] FIG.2 illustrates a flow chart for a method for tracking a plurality of contact

traceable mobile device in close proximity in accordance with the present

embodiment;

[0019] FIG.3 illustrates a flow chart for the initiating download protocol step of
FiG.2;

[0020] FIG.4 illustrates a flow chart illustrating the method for performing data
synchronization of a plurality of compatible entities in close proximity in

accordance with another embodiment; and



FIG 2; [0020] FIG4 illustrates a flow chart

illustrating the nmethod for perform ng data

synchroni zation of a plurality of conpatible entities

in close proximty in accordance with another

enbodi ment; and 6 [0021] FI@5 illustrates a data
sequence in accordance wth anot her enbodi nent.

Det godayl HPSSTHuRkAtON: dQ932hehdd th Q@coﬁ @Jn'c@%t!ﬂ%nothﬁr embodiment.
description, details are provided to describ

preferred enbodinments of the invention. It shall be

B one skilled in the art, however, that the
D%ﬁﬁegfdﬁ gC“tp(%mﬁ!ay be practiced wt hout such details.

Sone of these details may not be described at |ength

so as not to obscure the preferred enbodi nents.
[ 004%022lrHe ths Edlewiing dAessripiion dgtaill iapeeproaidst e lesaribedhe preferred

co nte?rﬁlltodg{l&ﬁg %}i’l tffe ;E%Pénlu%n d Y ' S?l% géagnglggenﬁgg ihqng %‘é@?cg in the art,

nt act

| s adaptad that mhéanB@dlﬁlehQ rﬁ%;ch@g&%u@&ﬁtvﬂﬁbuﬂ sﬁlfcliifd@alillsorSome of
with other contact traceable nobile devices when in

cl odespdskailsimgy nehpe described @1 bgngtibyo wayiopfto abswie weer preferred
”Dd%l%odir iding on the contact traceable nobile

devi ces ﬁch utilizes a personal area network for
exchangi ng the contact information. At a pr edeterm ned

ti h exchan ed .cont i nformati on may
gi‘%?lz%]d gﬁhs AR THGRECS aa@ Stadﬂ'aa{ﬂryefé KPRGCT %@ﬁwe mobile devices
Wh' ehbé 8£8I MARdANhShafeRial. hﬁl@@&%ﬁ%f‘ﬂ?&aﬁﬁ%aﬁf‘e device is adapted
informati on from’each of the nobi devi ces he
exchahgabkoit @(ﬂhangef ottt iinformanod atidrother pasmax&sts&ndame mobile
cl ose pr.oximt

' dual s t,
of  RBCEBEREP BB ER Y nd hcB oat PerthaRaLRT & sapiaremodle

deviGedifg %Cth@r&gﬁﬁcﬁﬁﬁée%ﬁe ﬂnﬂﬁﬂ’é H@&lb&nwh[c@p@tﬁlzes a personal area
Referrlngto IG 1, an exanple of a system of present

enboefivipek tior @&h@ﬂg@ééh‘a contacikinfigsionerAL9 pm’drttfﬂmmed time, the

pl u tracea
con% }&E%’erdg%ogg %a[ulog bl? T @S@béag?dga%iw&aa%é Ba Sracking
abl scrtrer @mmme@@ts @nd \Wdrks 82 GRciinbed céﬁ'}t@cﬁnﬂﬁﬁﬁﬁ@ﬁlﬂom each of
area network. The 1per sonal area network may be
the mobtle devices. The exchange contact information can later be processed to
determine the individuals coming into close proximity of one another by way of the

contact traceable mobile device’s exchanged contact information.

[0024] Referring to FIG.1, an example of a system of present embodiment
comprises a tracking server 20 and a plurality of contact traceable mobile devices
50. The contact traceable mobile devices 50 are adapted to be able to communicate
with each other via a personal area network. The personal area network may be
implemented by way of using Bluetooth protocol, RFID or I'DA. Some examples
of these contact traceable mobile devices 50 are: mobile phones, PDAs, PDA

phones, laptops and notebooks.

[0025] A software module residing on the contact traceable mobile devices 50

enable the contact traceable mobile devices 50 to automatically exchange contact



i npl enmented by way of using Bluetooth protocol, RFID

or IrDA. Sone exanples of these contact traceable

nobi | e devices 50 are: nobil e phones, PDAs, PDA

phones, |aptops and not ebooks. [0025] A software

modul e residing on the contact traceable nobile

devices 50 enable the contact traceable nobile

deViigRsmator KhAHHQUIRE }ﬁ’@ﬂhhﬂly EXANARARIRP) nEQ&{ %f7the contact traceable
i nformati on when in close proximty wth eac

Eachn@filet df:éﬂC@@ rﬁﬂ avquld baeetwle scardbng éordabércmatas0traceabld mobile
be f or .ot her con act traceab

mob 4Gl REBLC Btk ot Hhe HerBal Grea, Han s odiig exchange of
ar e&nﬁéﬁh&%rk@cJﬁ%t@éﬁE@d’éﬂ? odte ahdth&@r dﬁﬁﬁcpﬂa&‘éﬁl'érrﬁoblle device 50
automatical ly once another contact traceable nobil

devilt® 8EEC.i s in range. [0026] Since the range of the
personal area network is rather short, any contact
traceabl e nobile device 50 within the personal area

net \em26] Ifcebiie eal efethe thet é@na}bﬁea ReGh AR s PARX S’HOH;Y any contact
Furthernore, close proximt be a predeterm ned

di stﬂéﬁ%aéﬂq/eepbﬂwieﬂwnw g &e v p@wen@@wom@wo&rx@w be considered to

Ssgiygﬁléed%%f} oxlin ﬂayﬁgﬂggééxg lé)rsg g)%ﬁﬁbté' m § Chlrtl, A glae@étermined

pr oxistaricy wellTwizhiexehgn getheqridoaslt area hofmk .| Q’ﬂhdnsmttl‘i@ Bontext of
stored in the contact traceable npbile devices 50

t enSOHATHAGINE] GORGptaggs bedow Ben iBay: heﬁ@@idﬂ edciorhede plose proximity.
i nf %%kb%g@& Eb‘ﬁﬁctquo?ﬁ@‘E&? al Xn M\f t{l E%Hhtact traceable mobile

addi tional actions fro ein

i nf deviedsi drtempotaaihged s render ed unr eadabl e by the

i ndi vidual s. This maintains privacy between strangers
com ng into contact wth each other. The software

nodgogr)” @Bkit B RchahBe AORALL MFAGERRNEIM aﬁtoma‘acaily and

devices 50 may sinply prevent the contact Infornatio
f r oﬁﬂltﬂ}éﬂtrﬁjidwfmﬂédﬂmms tftwa thentdiciduat, dbe editact nolbithation exchanged
erm ned.tinme or

o BT Syl 0T AP T G et b R becween

t hestﬁa’?@bﬁ%nﬁh@@ﬁ@bﬂoﬁtaﬁpﬁrﬁth%a@?\éﬂﬁﬁs TP sHﬁ%alkEemétﬁﬂtt: rds®ling on
the tracking server 20 for further storage. This may

be Peérpaiepedropitie mokile dpeses Commypingdy penemahavomiact mformauon

from being viewed on the contact traceable mobile device 50 display.

[0028] At a predetermined time or when so desired, the stored contact information
in the contact traceable mobile devices 50 may be sent to the tracking server 20 for

further storage. This may be performed via a wireless communication network 10.

[0029] The contact traceable mobile devices 50 may be mobile phones, PDAs or
notebook computers further having wireless network capabilities compatible with
the wireless communication network 10. As such, the stored contact information in
the contact traceable mobile devices 50 may be transmitted to the tracking server
20 via the wireless communication network 10. Examples of the wireless

communication network 10 may be a Wireless Local Area Network, or a Wireless



[0029] The contact traceabl e nobile devices 50 may be

nobi | e phones, PDAs or notebook conputers further

having wirel ess network capabilities conpatible with

the wirel ess communication network 10. As such, the

stored contact information ing the contact traceable

nobi | e devices 50 nay be transmtted to the tracking

ser vefide 20re¥l e8! |,cAat [ : .
Byl o o e B B AR AR il or 2
be aconhieatweofbotal Area Network, or a Wrel ess 8

W de Area Network such as nobil e phone comuni cati ons
network or a conbination of both. [0030] The

do I Tig: bwhidEdimgrast Q0 St k -
thﬂ??gki ng ser \_/e_r_QZO rra)?blg{eae]ir W@ﬁnﬁ?g&%&%&ﬁé@@ f b tracking
t r acRrYey Kempyrboitaledny ieetmadkiver ectiver 20 as and when there is a

requi Lracking server 20 nmay send a request

e Sb G, T8 b BRE s ee Bk e F BB matene e wirles
t he coanhadéatiohareabikel IMbhb @oplav RS0 nHILERYIRY 50 requesting
for th@ exchanged contact information. The request

rressfﬁ’g e righanacdentacy infoignasion. B reruesitthessageassale sgit via SMS,
TR R e .

resindtwagkdf. t he contact traceable nobile devices 50

may be programmed to downl oad the exchanged cont act
information at predeterm ned periods of tinme to the

tr agdgs Pﬂ?eﬁ'l’{aﬁirve%othe[sgﬁ%le Ilrlgd\ﬂ?g%]slﬂgég g? %gcioo\%ﬁq%% iracgahle mobile

i ndi vi dual s may hoose to0 sync

exc ldavigedSC oy de progrirmeatis dowilobd iR dxeh@ses tattb@in®Rmation at
and usj n%thg r,%ac}/ station 60 downl oad the data to

t he PFYSEIRINGY Serersospe teibmispckingorerthelr el ay st ati on

60 may be personal conputers having neans for

connecting to the internet. The relay stations 60 nay

f ur {0982] be aetlics atelodineni,onslividoalshmapr chdoask® bavilgnize or
co \% o%%iﬁ)en ngans t o _downl.oad .t he toy?d exchanged |

i nf oF FRCT oM G FMeBaded coplagiowforgaten wath aislay) feri 60raed using the
heardlayoétatidiECPASHEABEA 1R\GRRLth We HaggMehibr 0E FRAEPWRS the relay

nodul e residing in .
station 60 may be personal computers having means for connecting to the internet,

The relay stations 60 may further be dedicated stations, booths or kiosks having
communication means to download the stored exchanged information into the

tracking server 20.

[0033] The heart of the present invention lies with the software module residing in
the contact traceable mobile device 50. The software module may be a wireless
application written in C++, Java, or VB.NET and executable on the contact

fraceable mobile device 50.

[0034] Referring to FI1G.2, the method 200 of the software module in accordance
with the present embodiment starts with the step of purging 210 outdated data
depending on aging criteria. The aging criteria is predetermined and any data that

has previously been synchronized and downloaded to the tracking server 20 may be



the contact traceable nobile device 50. The software
nodul e may be a wireless application witten in C++,
Java, or VB.NET and executable on the contact
traceabl e nobil e device 50. [0034] Referring to FIG 2,
the nethod 200 of the softwarge nodule in accordance

W th the present enbodi nent starts with the step of

pur @uR@d2 ¥fe aptdatedidatithe HERERR 2 @5 18¢ ib@% %tﬂﬁedallonn er than a

criteria. The aging criteria is predetermne
dat @radeterminedsdyatéai ofiting, beeld lsycmBidenidzechavadatisfied the aging

downl.paded.to the.tracking server 20 may be 9 purged.
Thggggelnﬁﬁn%&)?pgﬁeg' is time based and data that has

been stored |l onger than a predeterm ned duration of

time, would be considered to have satisfied the aging

cri {¥85laNgitl the stenrogedtivitdg3b]s thieyersondlerst rpgwofk for the contact

act i ' . e sonal. area. network for the S
con{trég‘%alb%]é%lgeag?"éc% '] %eltoé eg'e Ijégowglgp‘@{“fcg’r ﬁ‘ﬁ&.‘ep of searching
Fol Lowvifegothb Edhtadtheacehislp dbiRedvedk 70 wakS faAfe 8F RRY activated
contact traceabl e nobile devices 50 within range of

t he PEEPHA) gtca dretvak dnpriformeda Dispendiracon the persborlmeeh network used,
Depandi. the: .. Jetworkeused, th

oo nRot Rl te PRLRRLS 8RS mALRRALE SRR oFirolbe mgple of
t he Béncanph erabcolBlseiet@otelispaib0and seS@ieviiG€very are performed to
regi stratiaon and servjce discovery are performed to
act?QQ?E”%ﬁ&e§55ﬁ@ﬁ“ﬁ%@ﬁéﬂﬁbhéﬁﬁwc@habIed devi ces.

[0036] If no other contact traceable nobile devices 50

are found within range of the personal area network,

t hel[oggg]hBcho2@beconttictussedbde peibfledavickess aar folind gviddo range of

step. [0037] |If another contact traceable mbile )
ce e B Larg O b OG0 GPHENGS 1 epeat g searching 220
persignal area network, the step of exchanging 230

contact information is performed. The contact
i nformati on exchanged nay conprise of data having the

B G354 LR ot DGRBS GBS iR or e
o9 g sasgI B0 ) oSSR TD R g
i nf REfEnedn Thayohiaet ndornision eablanged mayemprise of data having the
identification details of the contact traceable mobile devices 50 and the identities of
the individuals carrying the respective contact traceable mobile devices 50. In
addition, addresses and other types of information may further be exchanged. The
exchanged information at this stage is unreadable by the individuals receiving the
exchanged contact information. This protects the privacy among strangers but

maintains the gathering of data for contact tracing.

[0038] The exchanged contact information are then stored 235 as data in the

memory of the contact traceable mobile devices 50,

[0039] If downloading 240 of the data to the tracking server 20 is required, the step
of initiating 245 download protocol is performed. The downloading of the data

may be initiated automatically by the contact traceable mobile devices 50 after a



exchanged information at this stage is unreadabl e by

the individuals receiving the exchanged contact
information. This protects the privacy anong strangers

but maintains the gathering of data for contact

tracing. [0038] The exchangedgcontact information are

then stored 235 as data in the nenory of the contact

t r agredvi@niiRdd pefiodexii@esoraRay bd iR Yol :
of ?ﬁe dat a tolbthe tracki ng ys{érglgt?jt%dofnilg%agﬁﬂggglatgﬁgg server
st ep’0 166ugshng faithadpvadeaddownl oad protocol is

perfornmed. The downl oadi ng of the data nmay be

initiated automatically by the contact traceable
nobifbeopdiparethe SRitiafite4 R ol the dvadeiEpitadd theUh@doRfaining the
time or may be initiated in response to the tracking

ser \%Phangﬁ)a/ Pt sformptionds thee davilsadediintg the4orkiopserver 50. The

t he 4,0t ' : a.. t .1 d .
o A4 250 8 245 s BB R A8 e PR acvis
dowdlabadexhy conee whigintrargeki ng server 50. The et hod

200 then continues to search 220 for other contact
traceabl e nobil e devices 50 that nmay come within

r ang®a1] Q4 i_ RETRCI, & en .oh . .
ot R Al I TAPERde Aep sEaiabIF ol P oBlopd wotgepl fothes
t he settewithfthe bep ob iteaohtact @aealiib evavibideeicd §0ichekh); for available

checki ng..f or avai.l abl e 'conlnecti ons tq. a wireless
per SSHEFEPRE ﬁé’f‘f/ﬁ‘i‘?sﬁ psrsppal afph gelyyaries 1By i s gves priokgy to the
Wi T QliRSsSs PesSod) ateadlcBPrR Al WRI dovidodd egd)ig}lklgﬁ?egage?s‘? fad the cost

is relatively fast and the cost 1nvolve
[ 004pplwdsis lowehe step of checking for avail able
connection to a wireless |ocal area network 315 is

performed. The standards for wireless |ocal area

net wory Mekt, HIQY ste®¥AMRKRING G8r dvhilaBR2oAdRi0ANY 280%
| a. [OO43£éAfterV\Iﬁi ch, tlﬁg st epigf cﬁeckilr?g ?gr Iéss local area

avaP¢tisrie 3Edameerfaresdt dhe siindeldedeor wigless drcghame tabrdek are for
i's per) é%é’u%%g‘%lsxa%%oﬁﬁl f wreless wde area
S 'nobil e p '

net wor ks ar'e oné conmuni cati on networ ks,
GPRS networ ks, 3G networks and 4G networks.

[0043] Afterwhich, the step of checking for available connection to a wireless wide
area network is performed. Some examples of wireless wide area networks are
mobile phone communication networks, GPRS networks, 3G networks and 4G

networks.

[0044] Next, the step of selecting a best connection for downloading of data is

performed.

[0045] While the described embodiment describes the implementation in terms of
contact tracing, it is obvious to one skilled in the art, that the exchange of data may

comprise a variety of other different contents.

[0046] Referring to FIG.4, another embodiment of the present invention may

involve a plurality of compatible entities replacing the contact traceable mobile



[0044] Next, the step of selecting a best connection

for downl oading of data is perfornmed. [0045] While

t he descri bed enbodi ment describes the inplenentation

in ternms of contact tracing, it is obvious to one

skilled in the art, that theqgxchange of data may

conprise a variety of other (]i fferent contents. [0046]
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invention may involve a plurality of

ent itf |ce@nrt@¢ﬂawc¢wg atwide @'amtaof nttmd@aﬁ?wthmmmw Shéslare adapted to
deV| at i bl iti.es are device

aaagt I Y P e RThobsiain rofes Hostshmrmien with similary
oven@ammﬂd@nyﬁﬂﬂ@aﬁngg net wor ks. Furthernore, they are
adapted to primarily recognize, comunicate and
performdata synchronization with simlarly adapt ed

co I 400 of, t.h

comaberb ihedibmbd 300 of O Wrygfoid R NER sl i sigp of pureing
410 40 0todataed dhat depdediap GhngingrerAGi OTIR Adb® dderid ﬁepredeteimmed
agl\?ggcrlterla is predetermi ned and any data that

pr eV OARY gath &t haypremiogHy Deen amghigoiad sudidarnloadddao e tracking
traggwggmjﬁﬁﬁ ? égﬂnay be purged. [0048] Next, the
ti n

step of ac 15 the personal area netmork for
the corrpatl bI e entities is perforned. Foll ow ng
? ?\%X p of se rching 420 for other conpatible
ent {4%#8s th? F%?ﬁg aﬁu‘f%lgaéﬂwa@ eRETgERG gwed ngtwerk for the

net wohKatitie efi’t%és% 'fi@ffo#a&p 49(1»114\{11n$ %%1 oL ?ﬁe &8 an‘ geéllz (ggng 420 for

entities are found ™wthin ran

net wihek compatille teintiti et B0thao renign W shé actﬁ)&nl{efdoﬁem;drfme area network is

searc?l Pr%dd'zo step. [0050] If another conpatible

ent P found within range of the activated personal

ar ea netvvork the step of exchanging 430 a

predeterm ned data sequence is perforned. The data

seq#éfiel mayotbmmgaélbdﬁ endiiea aheaftung veithén range of the personal area
of the contact t acea |l e

d f
oo biE B BRneB9h ke bR eSO ol as 20nErdat a

sequence 500 may conprise the follow ng

[0050] If another compatible entity is found within range of the activated personal
area network, the step of exchanging 430 a predetermined data sequence is
performed. The data sequence may comprise of data having the identification

details of the contact traceable mobile devices 50.

[0051] Referring to FI1G.5, the data sequence 500 may comprise the following
portions: a START field 510, a LENGTH field 530, a STYPE field 550, a MTYPE
field 570 and a MESSAGE field 590.

[0052] The START field 510 defines a unique 8-bit pattern to identify the start of
the data sequence. LENGTH field 530 specifies length of the MESSAGE field 590
in Bytes, and excludes the first 4 bytes. There is no pre-defined format for the
MESSAGE field 590 except that it should be in byte-array form. This provides

flexibility and scalability in the type of content in the data sequence.



portions: a START field 510, a LENGIH field 530, a
STYPE field 550, a MIYPE field 570 and a MESSACE
field 590. [0052] The START field 510 defines a uni que
8-bit pattern to identify the start of the data
sequence. LENGIH field 530 specifies |ength of the
MESSAGE field 590 in Bytes, and excludes the first 4
bytes. There is no pre-defined format for the MESSAGE
field 590 except that it should be in byte-array form
This provides flexibility and scalability in the type

of ¢ n t ta sequence. 005 STYPE
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persi stent storag 1 - REQ x: a nessage that
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exc%glr?él ng? 3% ° dat a Iggﬁuagﬁclgg@si R gr?rtge}]‘c?ssalgﬁéhasttlgqpuem for
of dédﬁ@maﬂgn%@ammoldﬁnemwequence |s execut ed. The

STYPE field 530 of the data sequences is determ ned

and the respective steps are perforned [0056] If the

STYRbosk] E}ie@‘er%%g th P18 5 eI Mthe E!E %1?4 gpty ﬁa}{a sequence is
receiving t ata sequence vv| per h SF
res ;p@rf@rm@d A45step of dserding 43531;119:@121 Bafqubma xda:b;acuted The STYPE

seq The step of. storing 455 the data
seq%ﬂ%? |Osm?q}e/end &r ?C@Pﬁg S é‘% ﬁ?%&md[ %SFPFP‘PCFUVPh%epS are
STYRErfbingddd 530 is a client, the conpatible entity
receiving the data
[0056] If the STYPE field 530 is a server, the compatible entity receiving the data
sequence will perform the step of responding 445 to a server request in the data
sequence if any. The step of storing 455 the data sequence is then performed if

required.

[0057] If the STYPE field 530 is a client, the compatible entity receiving the data

sequence will perform the step of storing 455 the data sequence if required.

[0058] If the STYPE field 530 is a relay, the compatible entity receiving the data
sequence will perform the step of responding 445 to relay instructions in the data
sequence if any. The step of storing 455 the data sequence is then performed if

required.



sequence w Il performthe step of storing 455 the data
sequence if required. [0058] If the STYPE field 530 is

a relay, the conpatible entity receiving the data

sequence w Il performthe step of responding 445 to

relay instructions in the daty® sequence if any. The

step of storing 455 the data sequence is then

per fposepditiviill be @i dpplediatéPBROLIthdudl thk HeJdhERE have been
appreci ated that _although the enbodi nents have been
descgspiabed in drieibi yariapsrmedificatindis fand dtipomenemts can be made by a

art G T dR e Ry R BRI -Cpr o e sl imventon.

invention. 14 Cdainms |I. A systemfor tracking a
plurality of individuals comng into close proximty
wth each other, the systemconprising: a plurality
of contact traceabl e nobile devices, wherein each of
the plurality of contact traceabl e nobile devices
being carried by each of the plurality of

i ndi viduals, each of the plurality of contact
traceabl e nobil e devices adapted for comrunicating
within a wirel ess personal area network, a w reless

| ocal area network and a wirel ess wi de area network;
a software nodule residing in each of the contact
traceabl e nobil e devices for enabling exchange and
storage of a plurality of contact information via the
personal area network when at | east one of the
plurality of contact traceabl e nobile devices cones
into close proximty with another of the plurality
contact traceable nobil e devices, wherein the
exchanged and stored data is rendered unreadabl e by
the individual carrying the contact traceable nobile
devi ce; a tracking server for receiving and storing
the plurality of contact information from the
plurality of contact traceable nobile devices at a
predeterm ned tinme or when so desired,



wherei n when the contract traceabl e nobile device
initiates a downl oad protocol, the contact traceable
nobi | e device checks for avail able connection to the
wirel ess personal area network, the wreless |ocal
area network and a wireless .y de area network, and
sel ects a best connection for downl oad; the plurality

Claffs contact information is processed to determ ne which
of the plurality of individuals were in close
proximty with each other in a predeternined duration
of tine; he software e . operable to

. out‘g é{%@nofigf gaa%%ﬁdqlwapo L%J qhﬁ u& lctog}tp% mt@ c?o?ﬁ@mxnmty with

eadw@,&emeogys&hpédﬁptmﬁ@wer ein the sof twar e nodul e
operable to purge the data that has previously been
syrﬂoer@hlyz(efctoatadt waywabloatbilo deviecs; wackimg server. 3.

contabor it ApribT bR Bt pBIC P iRl by cach of

the \pl@alifeofMdeligsds,| @ Rl ofathe plRIWOLK codfct facchPR SWBAEMevices
of claim1, wherein the plurality of contact

adaptpd yrpenmpnisaingerithip @ whidosst reaskbingyes aptverk. i wirelhes local area
net\%ur? h&??%\/d@l&g v@ﬂeeﬁeggét%{:g 5. The systemof claim 1,

ses a relay’station, wherein the

pl wr sdfiviaye QﬁodLMMS&ﬁﬁg Ilmfe@dlﬂaf tancimadanrbaadehtilo ddres for

rel a tati o bef ore_being, rel ayed to the tracking
enaty e S Rarge and AR ef 2 Ptfbt%éh@ﬁtw%ﬂemﬁaéﬂ%w sidbe patspeal arca

netvm{ 'k %v Heh!% tleag @ﬁ thb h ﬁ?glﬂ? | & BRAL Gace IRV gDk Qievwcsbccimcs into

tracking a p ty o her contact traceabl
closd puixgiegy oath en@them 6 thel josial ltymomtacmthqpawetmom kelelices twherein the
ct trace ble no |Ig deV| r|S|n

cxc}%cwéetxﬁfué$§t01cda at?)usr BiAgred g (}:Pattg d%‘{ﬂé’ﬁg‘iﬂ% g the contact

trac@Bld@okild d&hdea; b. actlvatl ng personal area network;
c. searching for any of the plurality of other contact

t r adergbing seoloi Fos mlrwwmgsnd,/wtomg]tllerm1n1@btyatf cphtectpefcmmwadm from
, netmork contact informat
the B[R Hpficy Hing b ARBURUSRE 3F o bR NG Rind gt When so
desdd’dat are within range; e. storing cont act infornation

in menpry of the first contact traceable nobile
devyhgeein when the contract traceable mobile device initiates a download protocol,

the contact traceable mobile device checks for available connection to the wireless
personal area network, the wireless local area network and a wireless wide area network,
and selects a best connection for download;

the plurality of contact information is processed to determine which of the plurality
of individuals were in close proximity with each other in a predetermined duration of time;

the software module operable to purge outdated data depending on aging criteria.

2. The system of claim 1, wherein the software module operable to purge the data that

has previously been synchronized and download to the tracking server,

3. The system of claim 1, wherein the plurality of contact information is sent to the

tracking server via the wireless local area network.



f. initiating dowl oad protocol if downl oadi ng of
contact information is required; and ¢g. downl oadi ng
contact information to a tracking server at a
predeterm ned tinme or when so desired; wherein the
contact information is proce sed to determ ne which of
the plurality of other contadct traceable nobile
devi-ce S cl.ase.pr,oximn.t. th.the first .
4 Cont BEDEBL (iR S wBBRRIFAUMLLy Bt Ll TtblbMlopelg sont o the
tracttiltpadelvan viafthe ivielesd Weleexehamnged. and stored contact
information is rendered unreadabl e by individuals
carrying the contact traceable nobile devices wherein
5, St eﬂ]léc %ystéﬁ{ bPehik QW&ﬂtE?e?%oPr@ﬁsecstae&?éy Lihtio£ RARKLAShe plurality of
avai | abl e connection to w rel ess personal "area
contret wootnatioh2s dohdokdaddgo awatel ybitiondnfiee bismg relayed to the tracking
W reless |ocal area network; 0. checking avail able
e¢dnnection to wirel ess wide area network; and f4.
sel ecting best connection for download. 16 7. The
nmet hod of claim6, wherein the wirel ess personal area
6. netivspRipeEnpRplsesnatble metzid ewgeutalletiar fist Fowiaigraceable mobile

ratocols: Bl uetaoot rotocol . or .| RDA protocol . 8. . .
eiedoRERie SPHEAT o PRk RGP P e B Wi st to clos
proXigliokih CRMREI ®aficBlade@fs inobfibcdite, temEObE @¥MPESing the steps:

nobi | e phone comuni cati on networ ks, GPRS networks, 3G

A netRUBEIRE oBidaied dattdrpendinoon aispapigtiar i npl ement abl e
met . , I a first conpatible entity for

b. per g?%ﬁﬁg%%%?gfgvﬁ%ﬁggﬁfzation of a plurality of

c. ot heearchingpat dnyl of tenplutaliesof sthel cosrct acexblistiopilwidéVicdsheithin
first c%npatible entity, the nethod conprising the
stéﬁ%giﬂﬁ“%PmﬁUWbWﬁ§P8HW@§ted dat a depending on aging

d. Crid®pdiRindeor 'i:‘(ﬁ_%hjnflg) aMahd ?)Mrﬁitg%f”ﬁﬁér' QeP traceable mobile
wi rel ess networks inc uéﬁng wi rel ess personal area
netdemrcks that melvetsn tapgal area network and wirel ess wide
area network; searching for the pl ur

e. Qring ifQ ; Mgy -tﬁenfl'of tagl traces ?ellint %/ileo evice;
ot RETIESHBLET BIEmBRER {1 MR ¢ Re Pisbgenta tPRgbIE mo »
f. PerigRRBhg 86@RMoREHNRIL if downloading of contact information is required; and
& downloading contact information to a tracking server at a predetermined time or
when so desired;

wherein the contact information is processed to determine which of the plurality of
other contact traceable mobile devices came into close proximity with the first contact
traceable mobile device in a predetermined duration of time, the exchanged and stored
contact information is rendered unreadable by individuals carrying the contact traceable

mobile devices

wherein step f. further comprises the steps:

f1, checking available connection to wireless personal area network;
2. checking available connection to wireless local area network;
£3. checking available connection to wireless wide area network; and

f4. selecting best connection for download.



cl. selecting best connection for connecting to the
plurality of other conpatible entities; d. exchanging
a data sequence if at |east one of the plurality of

ot her conpatible entities is within range; e.
decodi ng the data sequence,1§nd f. responding to the
dat a sequence respectlvely storing dat a

se n [ac in
7. SRR S e B S o s
leaspbhi &ff the Yol lfving P@tocotd Bhakdddh Brotstol, lor eBDWESBtoksl. Cl 0se
proximty with the first conpatible entity in a
predeterm ned duration of time, the exchange and
st C . . , ‘
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onenef hln:fdfaittmmng:l mgphile pih(ﬁlemxﬁmntdmeatamemetfworlﬁs,lrGhES networks, 3G
co respondi ng to server request in the
ety ‘%gﬁgﬁ%%<§f the data sequence is identified as
originating froma server. 11. The nmethod according to
claim 10, the step f. further conprising: 17 f2,
9 r es/pcmdipng:rtimni@htayaﬁimsmﬂtmﬁ exqrstable bhe ﬁaﬁacosmqtjblnccmtity for
ata uence identifie s ori fron1
perlghpblouiR SRREPNERGS: F ot ity SCeBRarshytelBl) line AT close
ploﬁiﬁut@rmﬂhhhé lﬂ'ﬁil'&@ﬁap@@lﬂ'@ﬁh%nﬁehﬁ%(ﬁﬁ&ﬂlpns o tBE QEHNG: the
data sequence if required. 13. The netho accordlng to
a. ¢l éliufﬁ“% Om@pédwatdﬁécwatgamsmwderleonpr| ses a START

b. f' %ﬁgé@@lﬂ? ﬁ%@%’tl?a §TYPC esstrhei\gmk 111?18?1}}@ \i[lbeless personal

aieaaieawmrklﬁncmhelbeal rmrdafmusarﬂa}id fwlﬁi &is dedd aesnawdili; que
8-bit pattern to identify the start of the dat a
c. se&%%é& famanyroict gl WaHlselcshen IRy bl entiviey ithin range of the

pcu%ﬁﬁ%ﬁhﬂw%ﬂﬁﬁLEN@WH field defines a length of the

VESSAGE
cl. selecting best connection for connecting to the plurality of other compatible
entities;
d. exchanging a data sequence if at least one of the plurality of other compatible

entities is within range;

e. decoding the data sequence; and
f. responding to the data sequence respectively; and
g. storing data sequence to a tracking if required;

wherein the data sequence is processed to determine which of the plurality of other
compatible entities were in close proximity with the first compatible entity in a
predetermined duration of time, the exchange and stored data sequence is rendered

unreadable to individual carrying the compatible entities.
106.  The method according to claim 9, the step f. further comprising:
fl. responding to server request in the data sequence if the data sequence is identified

as originating from a server.

11.  The method according to claim 10, the step f. further comprising:



14.

15.

16.

17.

18.

19.

16. The nmethod according to claim13, wherein the
MESSAGE field is in byte-array form 17. The nethod
according to claim13, wherein the STYPE field
specifies the type of the conpatible entity sending
t he data sequence. 18. The q?thod according to claim
17, wherein the STYPE field types conprises: server

55 Rondld EChAN idsucIR, RO ACEOLAD%" B LBl Tguence is

er ef efrnes
i n 1ﬁh&1fNﬁ$§A@g‘mﬁt:@ flomn fehg retalest. sequence. 18 SYSTEM
AND METHOD FOR PERVASI VE | NFORVATI ON SYNCHRONI ZATI ON
Abstract [0060] The present embodi ment considers a

. SYSHRhaNgdd g&bﬁq& > {00 Lo m@ J%rmﬁ A cof HE ﬂL s

contact tracea evices to be arried by
anSunﬁ&whddahsanwhe:@ommmcd t raceabl e nDblle device is
adapted to exchange contact information wth other
contact traceabl e nobile devices when in close

. Pr oicthéthod ddboitinSto (ﬂ’&lﬁ}s@ Rl rdy ti%ét@ieqﬁerﬁ:@fcbmﬁ%s

nmodul e residing on the contact traceable npb

devi TBARWHieth adtENGTHd 1edd, peY 0N fielks @MT]‘éPiwﬁleld dndra MESSAGE
eth @glng the contact information. At a

predeterm ned time or when so desired, the exchanged
contact information may be consolldated and

downl oaded to a _tracking server which receives and

st o‘r}@s}n@th@d ascorhingyBacleisht hothersin SienBt ARR [felbdslwge A upfque 8-bit
1*?1' 15‘?%@19%%8%&“ ;kh &%%{%ﬂ&‘?cecom act information

rocesse rmne the individuals
con1ng into close proximty of one another by may of

cont ceable bil e devjce's exchan
corkeanebe xR ToR ¢ IFiobea] e the 5@%@@@3&%@3 2 length of
abshs RAISSAGE field.

The method according to claim 13, wherein the MESSAGE field is in byte-array

form.

The method according to claim 13, wherein the STYPE field specifies the type of

the compatible entity sending the data sequence.

The method according to claim 17, wherein the STYPE field types comprises:

server, client and relay.

The method according to claim 13, wherein the MTYPE field defines type of
message in the MESSAGE field in the data sequence.





