WO 2004/ 049668 PCT/ CA2002/ 002012 DATA TRANSFER FROM A HOST SERVER VI A A
TUNNEL SERVER TO A W RELESS DEVI CE, AND ASSCClI ATI NG A TEMPORARY | PV6
ADDRESS W TH A TEMPORARY | PV4 ADDRESS FOR COMMVUNI CATI NG I N AN | Pv4 W RELESS
NETWORK W TH THE DEVICE 5 BACKGROUND 1. Field of the Technol ogy The
present appluecauion rel ates generally to | Pv4-to- | PVePEUOAHEE002012
transitioning nethods and apparatus for systens that "push" information to
Wi rel ess communi cation devices. 10 2. Description of Related Technol ogy
There are presently several proposals for pushing information to a

Wi rel ess communi cation device in an Internet Protocol (IP) based wireless
net Walaka rrAndReSHonet WoEkK Servtk rakes Sulay S8SrRNe NetriEeY indetksW A3 15

per mangpscrizgent A fiegr@&arbutbvd nstead vare dynackoeal tyviagsrgiedoan | P address
from acpeokrefriay avl abkeriadtkeessesETvERIC WItH mes tbhetani r el ess devi ce nakes a
network connection, a different IF address is typically assigned to the

W reless device. Thus, for services attenpting to push information to the
particular 20 wireless device, it is difficult to address the information
since the IF address is not permanent. These proposals do not adequately
deal wth the problens of how to address the w rel ess device when pushing

information to it, and how tg A@d%{élﬁe solution to future
t hi rd-generation (SG) wirel es such as a CGeneral Packet Radio
Service (EPRS)Fle o%elfec Q% sol utions provi ded

The present application relates generally to IPv4-to-IPvé address
transitioning methods and apparatus for systems that “push” information to
wireless communication devices.
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2. Description of Related Technology

There are presently several proposals for pushing i_nfo;mation to a
wireless communication device in an Internet Protocol (IP) based wireless
network., In these networks, wireless devices are not provided with

15 permanent identifiers, but instead are dynamically assigned an IP address
from a pool of available addresses. Each time the wireless device makes a
network connection, a different IP address is typically assigned to the wireless
device.

Thus, for services attempting to push information to the particular

20 wireless device, it is difficult to addréss the information since the IP address is
not permanent. These proposals do not adequately deal with the problems of
how to address the wireless device when pushing information to it, and how
to bridge the solution to futur§£ third-generation (3G) wireless networks, such

as a General Packet Radio Service (GPRS) network. The solutions provided



| FCT/ CA02/ 02012 by these proposals involve either creating a proprietary
Personal Ildentification Nunber (PIN) for each wirel ess device, or trying
to use a phone nunber. (or simlar permanent identifier) of the wireless
device to contact it over an alternative connunicatEﬁﬂggﬁ@Wﬁgk (e.g. a
short nessaging service 5 (SM5) over a circuit-swtched channel). Wat
makes the situation nore difficult is the desire to inplenent such systens
using | Pv6 ablglr @émsd ngropblaly inedivor &sheandedieyi Gespreprididry uSPersondilv4 addr esses
and do not support |Pv6 addressing. Such networks and devices may be

out si de the pRALEEAHONubSEIPCEr fkRWLERES deMck O ughhzitolesd d phoakl 10 net works
and devi ces involved are sinultaneously upgraded to support |Pv6

addr essi ng, fddnBerl (6r Hinght Yerbiahédtelidntiior) Q€ Gldlwirdlesd@bbiad topfoagkd £e. I n the
nmeantinme, solutions are needed for the transition from 1Pv4 to | Pv6

addr essi ng i Bves it LFnatitakorRi §Ricd Hth QoMb QBlzt 0 st SkQSSing @FFALAI cat i on
devi ces havi ng permanent | Pv6 addresses. 15 Docunents related to the

present appl is&& e alchehiugritddd dB&hen.| Nt ernational . Publication No. WO
02/ 35794 A2 entitled ."Tel ecommunications Routing” by ONeill et al.; (2)

US Patent Publi caii@nndies t1dSikQAsd AR26adFAL iRt dbdiRdie" iVBIARds And Systens
For A Generalized Mbility Solution Using A Dynam ¢ Tunneling Agent" by

Das et al.; {3h sdeatant mRubldeatinon Mey ddevdls 20926004238Q:A entitl ed
"Mobil e Ad Hoc Extensions For The Internét” by Ogier et al.; and (4)

EURESCOM Pubjpiy£ alih@8:eXRn Q2233208 pERtPHd 8dhiress e TESANG LI &16 aRepl oyment ' A
Smal|l Step For IP But A G ant Leap For
devices may be outside the control of a service provider. Although ideally all
10 metworks and devices involved are simultaneously upgraded to support IFv6
addressing, this is highly unlikely to occur in actual practices In the
meantime, soludons are needed for the fransidon from IPvd to IPvB
addressing in systems that push information to wireless communication
devices having permanent IPvé addresses.
15 Documents related to the present application include (1) PCT
Internationa) Publication No. WO 02/35794 A2 entitied "Telecommumnications
Routing” by O'Nedll et al.; (2) US Patent Publication No. US 2002/0026527A1
entitled “Methods And Systems For A Generalized Mobility Solution Using A
Dynamic Tunneling Agent” by Das et al; (3) US Patent Publication No. US
20 2002/0012320 Al entitled “Mobile Ad Hoe Extensions For The Irdemet” by
Ogier et al; and (4) EURESCOM Publication XP-002233200 Enbtled
”Amlstreng.ll’vtS Deployment —~ ‘A Small Step For IP' Bur A Giant Leap For

Mankind’, Transition Strategies IFv4 to IPv6” by Nielsen et al. In document
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Manki nd', Transition Strategies IFv4 to IPv6" by N elsen et al. In docunent
2A PC. 1 CA2J2012 (1), autononous systens are described for routing to
nobi | e hosts. These systens may conmuni cate with each other using interior
gateway protocols such as Routing Information ProteggbadziBidy or Open
Shortest Path First (OSPF). However, no suitable solutions for sufficient
network reliability and 5 scalability are provided as described in the
present appll,Cakirmoub Bytacuaentescrtad fometbiog & awtilsyistenthesee provi ded for
facilitating intra-domain nobility. However, these teachings do not

adequat el y afei@stayl RednindediPwlh ehetaotidt ustmy ingrineghewrysmstonpls ch i ncl ude t he
establi shnent of conmmunications for I1've wireless devices in | Pv4

W r el ess nekwar dSRodthslRidacHoR Protbd) , RIMbirl @pad ShatseXetbnBirsdns for the
I nternet are descri beg utilizing 1Pv6 addressing which includes enbedded

| Pv4 addr es&ssrr). Hav@¥@E, nod8akile solfGors Yt sakicent sehbilGebdilay endescri bed for
establ i shing communi cations for 1Pv6 wreless devices in EFv4 wrel ess

networkss | .BesBatrded & deitdibbdin By fresért apglickii@niIngoednods and
conponents are di'scussed but w thout enphasis 15 on nobility and wrel ess

net wor ks. StAMAMRYods|aRd sterRd 88 @RbviddaPiol failitBing iftoddnediaiebilifyPv4- t o- | Pv6
address transitioning nethodologies for systens that push infornmation to

wirel ess  COETANCahbRN ERYInESS dar @ofleskiihel. abdregererataPad | 1" v6 serving
network is 20 used to facilitate the communi cati on of user information

bet ween a plxmtoin;r%_ e84 CORPUELET Sndndk a i Urealblisgimefht Wafel ess
comununi cati on devices. The
communications for IPv6 wirsless devices in IPv4 wireless networks. In
10 ducument (3), mobile ad hoc extensions for the Internet are described utilizing
TPv6 addressing which includes embedded IPv4 addresses. Ifowever, again,
no suitable techniques are described for establishing commumnications for IPvé
wireless devices in [Pv4 wireless networks. In document (4), IPva-to-IPv6
transitioning methods and components are discussed but without emphasis
15 onmobility and wircless networks.
SLIMMARY
In the present application, two related IPvé-to-IPv6 address
transitioning methodologies for systems that push information to wireless -
communication devices are described. In general, an IPv6 serving network is
20 used to facilitate the communication of user information between a plurality
of host computers and a plurality of wireless commmnication devices. The
first technical aspect relates to a “front end” of the serving network; that is, a

host compiter’s entry point and connection to the serving network. The
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first technical aspect relates to a "front end" of the serving network;
that is, a host conputer's entry point and connection, to the serving
network. The 2B WD 2004/ 049668 PCT/ CA2002/ 002012 second techni cal aspect
relates to a "back end" of the serving network; that is, the exit point
fromthe sermvismgowet work to a wirel ess conmuni cati on gencsemozoodacording to
the first technical aspect, the IPv6 serving network includes a network

entry point device and a urality of tynnel server for .5 facilitating the
communi ¢ af"“i’CSH‘? (tﬁcg%‘é%rasﬁ?eﬁ? %&%‘iﬁ‘ttf’ Bn%ﬁ‘g‘t Her? ﬁﬁ??r V&'&fb%‘t" 8‘%3 tehis: | pya

comuni cation networks and the wirel ess devices. The network entry point
devi ce i s thpritapin Eopghe peraing ngtvprtlian Mixelest ComWEratoa{§8sts from the host
conputers to the tunnel servers in a distributed nanner. Each tunnel server
is operative téccestimblo ghe divet teahnivali mpednied IRenAaeingongwakt h host
conputers to and to facilitate the comruni cati on of user information

bet ween t heMd®rpd netheikrerdsseghaledeenidel @hsaltigwif cesnel Eavhistfunnel server is
al so operative to performa dynamc routing protocol (DRP). The DRP is

utilized ERuitAPEAhE A maAnkALR of iesihREmbad R ik ieft @sipunienly establ i shed
tunnel connections and for broadcasting updated routing table information

to oth VErS. f
Lo other LNNGLREiNeLs gneélvﬁ%f%@mgﬁ @{k@%&%@@%@r THELAR Sk Bugpnnect i on

Initiates a new connection with it by

Zlep Ceii:[] g ?PQI?L q%%aegiaoygrg ueetsotdigztctI c(rj_i ﬁggegbtgraf %ﬁﬁgl\lﬁga&es&%&x tlpeoli\dgs{ devi ce, which

ecte e tannel server. In accordance
with the DRP, tjt he nfw L ugllr}s[%[v ‘s,ervtg,r _‘]'bhtela u dat“eﬁ Lts lgcal routing table
and br oad EHEPYeA SRR RIET S B3 TabiteqanT t P B EREVSE her t unnel
servers. In this way, routes between
is operative to éstablish and maintain tunnel connections with host computers
10 and to f.acilitate the communication of user information between them and
their associated wireless devices. Each tunnel server is also operative to
perform a dynamic routing protocol (DRP). The DRP is utilized for updating
a local routing table to reflect newly established tunnel connections and for
broadcasting updated routing table information to other tunnel servers.
15 When a host computer detects a connection failure with the serving
network, it initiates a new connection with it by sending a new tunnel request
through the network entry point device, which directs it to a newly selected
and available tunnel server. In accordance with the DRP, the new tunnel
server then updates its local routing table and broadcasts updated routing
20  table information to the other tunnel servers. In this way, routes between
devices are quickly and easily reestablished after a failure occurs. Prelerably,

the DRP utilizes “link state advertisements” (LSAs) and is based on an Open

Shortest Path First (OSPF) standard. As apparent, the front end of the
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devices are quickly and easily reestablished after a failure occurs.
Preferably, the DRP utilizes "link state advertisenents” (LSAs) and is
based on an Open Shortest Path First (OSPF) standard. As apparent, the
front end of the 3 WO 2004/049668 PCT/ CA2002/ 002012 network is suitably
confi gur edot2004pmmes de for scalability and fault tol erprweamszovedik as to
serve as an effective IPv4-to-1Pv6 address transitioni ng nmechani sm

According to the second technical aspect I I et wor k
facilitat E%tweﬁlﬂﬁﬁﬁ’?% FBHgY gtt\‘}\@é%“é&%%)gqala%gﬁ ﬁ’@er%uztﬁél\égﬁgﬁ 6 wireless 5
device operating in an IPv4d wireless network. \Wen the w reless device
enters t hwell pyi® spivieas aa affeesv i todh Adeyers HrPLHuLes RETRROIR i dentifies a
tenporary | Pv4 address for the wireless device. In addition, a router

bet ween ~the |/ARe6rdiwy td g seeerwbidchnind] aspect| e APYR peVEES WP Hor k i dentifi es
a tenporary |IPv6 address for the wirel ess device. Preferably, the

t enpor ar y fabdidtRvérad driesornadrbgnad: hostt dvepaiteredrelsan déwt waelss t he tenporary
| Pv4 address enbedded within it. In one particular inplenentation, a

request f QEyithepdr@iMONakY TP GrireR@sihemark.s Whele thy wilkssedbess devi ce
after it receives the tenporary |IPv4 address through the network; this

tenmporary t@é“thﬂ%wsv%ﬁé@sssﬁé%oﬁi QR M4 hridkhst herrQQUaskti@Bch subsequent |y

used for determning the tenporary IPv6 address. The router rmay operate in

d ith I -9t ! i € : j t I
(1 SaTap) Gty 0 Yo e S AR e, o RO R e o G

faci 11 tating commun catons, betveen phe L2YS, SELYHMaBRETE and the | Pva

temporary [Pv6 address for the wireless device. Preferably, the temporary
10 IPv6 address assigned to the wireless device has the temporary IPv4 address
embedded within it.

In one particular implementation, a request for the temporary IPvé
address is made by the wireless device after it receives the temporary 1Pv4
address through the network; this temporary IPv4 address is sent along with

15 the request and subsequently used for d_etermining the temporary IPv6
address. The router may operate in accordance with an Intra-Site Automatic
Turmel Addressing Protocol (ISATAP) standard for determining the

_temporary 1Pv6 address and facilitating communications between the IPv6
serving network and the IPv4 wireless network.

20 Once the temporary IPv6 address is assigned and receivsed, the wireless
device sends the temporary IPv6 address to a home agent in a virtual home
network. The home agent stores the temporary IPv6 address in association

with the permanent IPv6 address of the wireless device as its Care-Of
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20 Once the tenporary IPv6 address is assigned and received, the wreless
devi ce sends the tenporary |IPv6 address to a hone agent in a virtual hone
network. The hone agent stores the tenporary |IPv6 address in association
with the permanent | Pv6 address of the wireless device as its Care-O 4 WO
2003/ 04966® WIHLwAR2002/ 002012 Address (COA). The neseagessmeriozdfieom t he

W reless device may be referred to as a "Bi ndi ng Update" nessage.
Thereafter, 6 whe h one agent ubsequent!|y .recei ves data packets

2ddr eased ABHER R8T e ey e Fie 8 Wifes! ey ey e ctiel oo i1
readdresses the data packets with the tenporary IPv6 5 address of the
wirel ess devisce ‘Podingbindal”t mesagh (Herqabes wheyithyy bABeWRt  Wien the
router receives the data packets addressed to the tenporary |IPv6 address
of the w sebegeentigveeiies detagrckgssuddewsd tmétseoeda@@npﬁpo%@ﬁérw th the
tenporary | Pv4 address for routing to the wireless device through the |Pv4d
W rel ess pethaarikelesd QevAas Dreliddgdsyes thduata peckeBwhittathd tessortaydAgs t i oni ng
mechani snms suitable for systens that push information to wirel ess
COMUNIsC akH @RsHGMhE @SreRES dedeVRA ARG URtong R HIOVIFeE dervBiRl HhwBERSCRI PTI ON OF
THE DRAWNGS 15 FIG 1 is an illustration of a communication systemin

which @ fifith b SGNB! GobyASRECheOLaRECSENAARb IR ORTIERe embOdi e

whi ch particularly ghts a front en a serving hetwork; FIG 2 is
BRI S R R
temporary IPv4 address for routing to the wireless device through the IPv4 |
wireless netx'/vork.
10 Accordingly, IPvd-to-IPv6 address transitioning mechanisms suitable

for systems that push information to wireless communication devices are

advantageously provided.

BRIEF DESCRIPTION OF THE DRAWINGS

15 FIG. 1 is an illustration of a communication system in which a first
techru'cal. aspect of present application may be embodied, which particularly
highlights a front end of a serving network;

FIG. 2 is a flow diagram which describes a method of facilitating
communication of user information between a host comp'uter and at least one

20 wireless communication device through the serving network of FIG. 1;

FIG. 3 is another flow diagram associated with FIG. 2 which describes a

continued method of facilitating communication of user information between



20 wirel ess conmuni cation device through the serving network of FIG 1,
FIG 3 is another flow diagram associated with FIG 2 which describes a
continued nethod of facilitating communication of user information between
5 WD 2004/ 049668 PCT/ CA2002/ 002012 the host conputer and the wrel ess
conmmuni cawomaodewicge t hr ough the serving network of FCTECAZp2/#RG2 4 1S an
illustration of a comrunication systemin which a second technical aspect

of the present .a icatio y..he i i o Bapartd aul arly
hi ghl i ght gheaﬂ?)séc‘%onké)ﬁﬁe"oﬁn tggrmlﬁeﬁ%(g%%‘%g?mgﬂé&écﬁ tslggu 11 ock di agram

illustration of a r hggss network and a wreless device which

conmmuni ca?%'gmﬁﬁ‘femf\g;ﬁ Q? ‘Wi rel ess network: FIG 6 is a flow di agram whi ch
describes a nmethod of facilitating comunication of user i n{ ormati on

bet ween a hostFlGofifareilusiriiontof peaBPIBRation Gy & ¥ cation device
t hrough the serving network of FIG 4; FIG 7 is another flow diagram

rel ated t techhiG] 6spehi ol thes prdsbes applicetont | mase dbemerdbodiedf Whidh | i tati ng
communi cati on of user information between a host conputer and the wirel ess

comunisCaph@ruday hgelibhtabgik dtiefaseminggnetwetywor k of FIG 4; and 15 FIG 8
is a particular nessage format for |IPv6 addressing which may be wutilized

for the system@esckiDegck ramrg%ﬁtﬂmmtu@n RIfGB wirkteds nB¥abAk lLabB DESCRI PTI ON OF
THE PREFERRED EMBODI MENTS The present application relates to two rel ated

et 000! Pl fs! Blvice Pl PEhAL AL RIVHRIEAIKRGIOT user [ nformat on

FIG. 6 is a flow diagram which describes a method of facilitating

commutnication ‘of user information between a host computer and at least one

10 * wireless communication device through the serving network of FIG. 4;

FIG. 7 is another flow diagram related to FIG. 6 which describes a

continued method of facilitating communication of user information between

a host computer and the wireless communication device through the serving

network of FIG. 4; and

15 TIG. 8 is a particular message format for IPv6 addressing which may be

utilized for the system described in relation to FIGs. 4-7.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present application relates to two related methodologies for

20 facilitating the communication of user information from a plurality of host
computers to a plurality of wireless communication devices through a serving
network. The first technical aspect relates to a front end of the serving

network, i.e, a host computer’s entry point and connection to the serving
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conputers to a plurality of wireless comruni cati on devices through a
serving network. The first technical aspect relates to a front end of the
serving network, i.e., a host conmputer's entry point and connection to the
serving 6 WD 2004/049668 PCT/ CA2002/ 002012 network. This first aspect is
descri bedwioalieviiegas detail in relation to FIGs. 1-3. Ther/sgemonahdiechni cal
aspect relates to a back end of the serving network, i.e., the exit point

e

fromthe serving.network to a wireless communication devic Thi s second
hpect | s ngler BRG Herowet s davrhrs SRRw I PRRT s R RS TS. Fen o
techni cal aspect provides an | Pv4-to-1Pv6 address transitioni ng mechani sm
suited pafhf esspad taghrigs! aspest enkaies 19: Paski Ad PhE PRIV E K $el ess

conmmruni cati on devices. Although the first and the second nethodol ogi es
need not We edpicdydtbn diyetemeng nerwtdre teambredeys canpuniseljoradeyiqsr ef er abl y
utilized in conbination in the serving network to exploit their advantages.
10 Ref err iTRg se@wdta@pdct G deberitd Heldwist daiil rreltion te Bifsud-Er Esgist em 100 whi ch
hi ghl i ghts the conponents involved in the first technical aspect of the

present  aRRhicAUshOR prvhlieNad EbALBIPY 2 ddi8ssSRENLLIRBIE MoBHakisH " front end”,
is showmn. Conmputer system 100 generally includes a host system 102 and a

Serving  aetork,A08. A1 I SommDT aak e LY olglAupibli Cwirlaerk 104 to

provi de num cati ons for at ast one w rel ess communi cation device

130. Host system 102 .i ncl ud a host .c ter 108 ,c I i.t hin a host
net wor k 1?@%“3 CRRL A8 s CWﬁgdﬁFéﬁgqﬁ %@éﬁagﬁfg$ﬁggﬁggk%etmeen host

conputer 108 and w rel ess co nication device 130 is facil,itated through
servi ng n8tfRt b EMRISRRLIPBRIEEY thhebéftl%éﬁ“ﬁ?}sgheé’y%cfe?ﬁe%ﬁafl}énd serving

utilized in combination in the serving network to exploit their advantages.

- 10 Referring now to FIG. 1, an illustration of a computer system 106 which
highlights the components involved in the first technical aspect of the present
application, which relates to the serving network’s “front end”, is shown.
Computer system 100 generally includes a host system 102 and a serving
network 106 which communicate through a public network 1b4 to provide

15  communications for at least one wireless communication device 130.

Host system 102 includes a host computer 108 coupled within a host
network 110. In general, communications of user information between host
computer 108 and wireless communication device 130 is facilitated through
serving network 106. Communications between host system 102 and serving

20 network 106 may be routed through a conventional firewall 112 and public
network 104, which may be the Internet. In the present embodiment, host

network 110 is an IPv4-addressed network. Public network 104 (e.g. the



20 network 106 may be routed through a conventional firewall 112 and public
network 104, which may be the Internet. In the present enbodi nent, host
network 110 is an | Pv4-addressed network. Public network 104 (e.g. the 7
WO 2004/ 049668 PCT/ CA2002/ 002012 Internet) may al so be an | Pv4-addressed
net wor k owolawm+isosiponent s thereof (e.g. routers) thatcrCcenmin2yet equi pped
to handle | Pv6 addressing. Host conputer 108 has an application program for

recei ving_user, inf ces ser i and
displayin@“?%@ﬂﬁ?ﬁ”§§%éﬁulQV%R@% %P%%“?gokﬁéwéﬁ é%%??ﬁﬁ%%fuser
information may be received at host gpng & 108 by, for exanple, manual
entry t hr GgRoEerReBbaedobyet sgHRPed dandle IFYeidzessiger f ace device in host
system 102. This information may be visually displayed in host system 102
on a conput er Tenticoowueer tl§ehasi ke apPlietien apspgram {HesPPIPBCHET on progr am
associ ated with host conputer 108 is an e-mail 10 receiving /sending

progr am andbefiatanc atceedaiy/ de heduinfagagongndndisfeying dxapyicessed he appl i cati on
program may include the Mcrosoft Exchange(r) program avail able from

M crosgf t y{fermpeiatiqRe efd-ubdie Mhetudsr Nedreslio) npiydgr @eivavai habl e from t he
Lot us Devel opnent Corporation. Mcrosoft Exchange(r) is a registered

trademrkcgé@tgﬁtra 3 el dmSerpanat élﬁ@ﬁih?él%htahé yhky S NObeskr) 15 program

is a reglste emark of the Lotu Devel opnent Corporation. Host

conput er ?ar}f?é;l%\{/e?%xge ié\gce 1ﬁ ﬂgst%ﬁsqpmliﬁe Py 0 {D?(S.I‘%Elbli Br%e%guﬁ 1SS

COﬁﬂUﬂIC&FIO serving network More particularly,
br ogr am- &giaye%‘éﬁﬂ?%ﬁ%ﬁflﬁégﬁékgw rf%%ﬁfh¥3ﬁgbyhkeﬂﬁ’5?f§% ben to w rel ess
the application program associated with host computer 108 is an e-mail
10 receiving/sending program and/or a calendar/scheduling program. For
example, the application program may include the Microsoft Exchange®
program available from Microsoft Corporation, or the Lotus Notes® program
available from the Lotus Development Corporation. Microsoft Exchange® is
a registered trademark of the Microsoft Corporation, and the Lotus Notes®
15 programisa regi;qtered trademark of the Lotus Development Corporation.
Host computer 108 operates to send such user information to wireless
communication device 130 through serving network 106. More particularly,
when new and/or updated information is received by the applcation
program, host computer 108 operates to “push” user information to wireless
20  communication device 130 through serving network 106. Conversely, host
computer 108 operates to receive new and/or updated information from
wireless commu-nica’rion device 130 and to accordingly update the application

program for the end-user. Preferably, wireless communication device 130
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20 conmuni cati on device 130 through serving network 106. Conversely, host
conputer 108 operates to receive new and/or updated information from

wi rel ess conmmuni cati on device 130 and to accordingly update the application
program for the end-user. Preferably, wreless conmunication device 130 8
WO 2004/ OvaatdoeEd CA20 0 2/00 2 01 2 operates an appti/catobzmz@eogram
(e.g. e-mil and/or cal endar appli cati on) simlar to the programon host
comput er 108 q at infor ion Ii@%c? nch{? al zed bet ween the devices
in real-tiwme™® %r@f 3?%3 N RES A ofrFutart Rttt i act on behal f
of a 5 pl urallt of end- users, each of which is associated with a

parti cul arSi%i Er“eqoe%‘% ProgiATURH BattiCOmPHtyi o8 angsrcle diimpniermatios isral ity of
personal conputers (PC) may be connected to host network 110 and access a
net wor k seypdrompchriwaethe devicdsdn saptiineat i on program (e.g. the e-mail
program or cal endaring program. Wen new and/ or updated information from
t hese progr ansPieferdifly.r besticoeghutdroR8 i ampigerd 11080 peyr héled bfoa" push” this
information to the appropriate wireless comruni cati on device through

servi ng neiti@lity dFHd-usBispéeh aphyhichhieabsoeRBAULEK 2 HA8idulirtwisdi@s t he pushing
of information substantially in real tinme, as the information is received

or updat eqomnwinfdakiBh ¥vicd Odr eck W &1k ﬁf bbb ﬁ%gsemeuser

informati on from each .15 one the W re conmuni atl o vices and to
updat e datg r e er or t i cat program
Al t hough ngﬁfyf 9{1c$r{?1%|cte@ﬁ’&8& ﬁe?%rgrkmﬂ%p n|%icfimtC ‘ilssaani lgéralg W?r W!&‘&%Qt i onal host

e Wth other W.rel ess
systens | Iana%z pu?*? Ihesglppthcatlon ploglangn?‘u 12' e~m\slx\gl program or calendaring

program). When new and/or updated information from these programs is

10 received, host computer 108 operates to “push” this information fo the
appropriate wireless communication device through serving network 106,
Preferably, host computer 108 initiates the pushing of information
substantially in real time, as the information is received or updated.
Similarly, host computer 108 operates to receive user information from each

15 one of the wireless communication devices and to update data for the
appropriate end-user for the application program.

Although not shown in FIG. 1 for simplicity and clarity, additional host
systems like host system 102 communicate with other wireless
communication devices through serving network 106 as well. Such a host

20 system or host computer may be part of a private network or, alternatively,
part of a public network.

Referring now to serving network 106 of FIG, 1, a “front end”

subnetwork 124 includes a network entry point device 114, a plurality of

9



comuni cati on devices through serving network 106 as well. Such a host 20
system or host conputer may be part of a private network or, alternatively,
part of a public network. Referring nowto serving network 106 of FIG 1, a
"front end” subnetwork 124 includes a network entry point device 114, a
pl ural i t ywef200:24363 2004/ 049668 PCT/ CA2002/ 002012 tunn@hcsmmmmmszll6, and a
rout er 126 Front end subnetwork 124 is coupled to a "core" serving network

128 throu uter Net wor poi,nt d 14 a evices in
front end é‘EIWfF i@?ﬁd éo‘ffer He?n#ré nt?Bfl\%]?l el?‘%rlsecoﬁgir% tgof what may be
referred to as a "host access network". Core netmork 128, . as 5 its nane
suggest s, 3 ‘soreheer¥BgEINokdrd %Pu@bwreﬁ&fné‘ﬂ SAHPRS TBE REIFRCEVIEI ps

faC|I|tate t he comuni cation of user information to and fromw rel ess
communi catliléandldevice il 8ont dndoudhetavovl 24| (egstupbehservetsatl Plotie pattwor k (not

shown in FIG 1). The dividing point between the front end and the

remai ni ng diartat afay dersfengd reidtHoslGess sietrank®dClry neouerdrl28,26, which routes
10 communi cati ons between front end subnetwork 126 and core network 128. In

contrast R Hesd s@g%%.%@rzg tﬂé@eﬁfh‘ﬂ/c@fe SURk-tiEe RREMRKKI0EOdhicls @klpsng net work 106
(whi ch includes core network 128) is an IPv6 addressed network. Network

entry poi gémﬁjtgt\é' 4B deViee NhkGiGeRY emd MR rpiRllessend of serving

network 1 in order to at | east recei ve and handle |n|t|al host 15

Conuman “ﬁ%ﬁ%&%&ﬁ@%@¥m§?&@hngu§ g%ml‘%sc H&@SEMX%) tunnel servers

conununi c&F evi ce i"C ne
I8N SIS, I, PR P SR TR o0

remaining part of serving network 106 is marked by router 126, which routes

10 communications between front end subnetwork 126 and core network 128. In

contrast to host network 110 and/or public network 104, serving network 106
(which includes core network 128) is an IPv6 addressed network.

Network entry point device 114 is any device which serves the front

end of serving network 106 in order to at least receive and handle initial host

I5 requests. Network entry point device 114 appropriately directs

communications between devices in public network 104 and tunnel servers

116. In simplest form, network entry point device 114 may be viewed as a

switch which helps to facilitate multiple connections between hosts and

servers. Preferably, network entry point device 114 is a traffic directing

20 device which receives requests from multiple hosts, distributes the requests

amongst multiple servers in the network, and directs subsequent traffic to and

from them appropriately.

10



switch which helps to facilitate nmultiple connections between hosts and
servers. Preferably, network entry point device 114 is a traffic directing
20 devi ce which receives requests frommultiple hosts, distributes the
requests anongst nultiple servers in the network, and directs subsequent
traffic twoandioibssom t hem appropriately. 10 WO 2004/ 0486682002/002012

PCT/ CA2002/ 002012 More preferably, network entry point device 114 is a

| ocal director. A |ocal, direct is a.tr irecti.ng device which

di stributes hodfo' BiEapy n%WBﬁ(g%ritryrﬁﬂ”ﬁ %"Ezegé%\‘ﬁear @C?}f‘gfeﬁt@r nétwork in a

| oad bal anced manner, taking into account the availability/unavailability
of the serlpelsdiresioq ie WeFféfélFt‘élFeCBH&hdleé]é% yhichpeistdbutes Apst ®AWESt hem

appropriately. Load bal ancing techniques evenly distribute connections

acr oss nul amhgrigst geittipde servepisof hlge prterber e bvad dalapheb mageerytekingwi t h t he | east
anount of congestion or use. One local director which may be used is a
Local Di r eciner acteunic eranhvailabilisy amardilabiliey bf ahe Ghisers, abysthensiterl nc., of San
Jose, California, U S. A 10 In an alternate enbodi nent, network entry point

devi ce {14 &iPirafdO B iaRd TR 1Bk MBpropLNly. V\tkba('dhbél§1@§ngatchMQQesr obi n
assignnment technique. In general, round robin DNS also distributes

connect | o, ARdsiaRLastbldd Q'a%mséﬁ{umg@é sehBisCQkEagted@nd focal di rector

met hodol ogy, round robin works on at1ng at one server IP
T R Ll e S R 1
5o g depening on e mrner o Servels s e el
Systems, Inc., of San Jose, California, U.S.A.
10 In an alternate -embodiment, network entry point device 114 is a
domain name server {DNS) which uses a round-robin assignment technique.
In general, round robin DNS also distributes connection loads across multiple
sérvers. In contrast to a local divector methodology, round robin works on a
rotating basis such that one server IP address is handed out and placed at the
15  back of the address list, the next server IP address is handed out and placed at
the back end of the list, and so on depending on the number of servers being
used. This is performed in a continuous loop fashion; the order of assignment
is fairly rigid and does take into account the actual loading of each server or
its availability.
20 Tunnel servers 116, which may or may not be co-located, provide
access points into serving network 106 for host computers and may be
referred to as access servers. Tunnel servers 116 are shown in FIG. 1 to
include three (3) tunnel servers 118, 120, and 122 {denoted tunnel servers I, 2,
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is fairly rigid and does take into account the actual |oading of each
server or its availability. 20 Tunnel servers 116, which nay or may not be
co-l ocated, provide access points into serving network 106 for host
conputers and nay be referred to as access servers. Tunnel servers 116 are

shown i n wWoGoeskedses 1 nclude three (3) tunnel servers gdfcabdfunand 122
(denoted tunnel servers 1, 2, 11 WD 2004/049668 PCT/ CA2002/ 002012 N,

respectively), although any suitable nunmber may be utilized in the system
Each tunnel Serssesctivag). jakthgpa any veitabl arben 1eh beretitiad e dhh a

Transm ssion Control Protocol (TCP) connection with host conputers when
such a conyssni ofech suned westeed 16 hs onehtive tovestkblisht and pwinfdindevi ce 114. Each
5 tunnel server 116 is also operative to performa tunneling protocol for
est abl i shilrgsinissivel Cadroh@edtb@h $TAF)tdenhasibn eatiphdse cempaterseshonse t o t unnel
requests received therefrom Tunneling is a nmethod of comrunicating data

bet ween t wachnedonédidn id Rgtiesaseheidohelkendrkandy pbir@abiibesid megmpati bl e
comuni cation protocols. = 10 Tunneling typically involves encapsul ati ng

data packelsefledeS WY GE 288Vh LSt R RNBe war&uﬁgzg%r gy&g&l geppatibility

when delivered through the other network to a d ation device, where

t he packet re. decapsul ated to reveal the under|yin t ackets. In
connunicafégﬁﬁg§gﬁgﬂﬁidﬁ?nﬁgfﬁ%ﬁgﬁ (%éﬁ%88¥lgﬁﬁf§ﬂé§F§E$?s gg bet ween one
of tunnel serve(s.l%g and host 15 conputer 108 for connecting the front end
of servi nFHETNEFR Y ev%ﬁﬁbh is an |Pv6 addressed network) to host

network 110 (which is an | Pv4 addressed
Tunneling is 2 method of communicating data between two networks

that use different and oftentimes incompatible communication protocols.

10 Tunneling typically involves encapsulating data packets at a source device in

one network to provide compatibility when delivered through the other

network to a destination device, where the packets are decapsulated to reveal

the underlying data packets. In communication system 100, a tunnel

connection is established between one of tunnel servers 116 and host

15 computer 108 for connecting the front end of serving network 106 (which is

an IPv6 addressed network) to host network 110 (which is an IPv4 addressed

network). Once a funnel server is selected and a tunnel connection is

established between a host and the selected tunnel server, network entry

point device 114 (e.g. as a local director) performs a Network Address

20 Translation (NAT) function between the host and the tunnel server to
facilitate ongoing communications therebetween.

Preferably, each tunnel server 116 is operate to establish and maintain

secure tunnel connections in accordance with a Secure Shell (SSH) standard.
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network). Once a tunnel server is selected and a tunnel connection is

est abl i shed between a host and the sel ected tunnel server, network entry
poi nt device 114 (e.g. as a local director) perforns a Network Address 20
Transl ati on (NAT) function between the host and the tunnel server to
facilitatwoengeiissgs conmruni cati ons t herebet ween. Pref er@hiaziocxanh2t unne
server 116 is operate to establish and naintain secure tunnel connections
i n accordance a Secur.e Shel | SH) st andar 004/ 049668

T Cr200 37 g0 20t B REREIGBRT FF (9 B ety B AS TGN h ver oi on of
SSH1 or rnatively based on an open SSH standard cal |l ed

OpenSSH dég@lﬂéﬁwg gr‘i’é‘ WRBSERydeed cqlisd RreaySBsteralapes I st ri but i on)
such as OpenSSH Version 3.4, June 26, 2002. There are a nunber of

r ef er encedhaienBEP ePrsiscisierkles Soffmiand Dgiribhéors ovkcheast OpeeibH SSH: The
Secure Shell, The Definitive Guide" by Daniel J. Barrett, PhD., and R chard
E. Silver iamsion i, Gemet6a (02 SShkrk aree nigoldrwéredertoeb avidblp roﬁISBHpI "for secure
renote |l ogin over networks. It provides an encrypted termi nal session with

strong SGUEI{tﬁ[HﬂliGHeI Bdvkodntitiol YSSEY YiRr Scand Shell, ITePDeRsHRICHME! bhE- key
crypt ogr aphy e features supported with SSH 10 i ncl ude a vari ety of user

aut hent i cafhep rraar@aﬂsPhﬁua&&'maar@@b'sma&ryanTC& ggﬁé}gke%sw@s through the

SSH sessi on; protectlng normal 'y 1 nsecure protocdl such as Internet Mil

App i cati gfy PrLOtaRohy gyoth'ﬁga rs]@c 16k ALRNDS SEPHLE RATEANS R T

firewal | s onmatI'c forwar upport for

ext er nal authentl atiqn neth glncludhn Kerbe{ and 15 Securl D); and
secure fi PRCReERE % é?rgnmal sessmn Wlt trong authemitication of both server and

client using public-key cryptography. The features supported with SSH
10 include a variety of user authentication methods; tunneling arbitrary TCP
connections through the SSH session; protecting normally insecure protocols
(such as Internet Mail Application Protocol or IMAP) and allowing secure
- passage through firewalls; automatic forwarding of X Windows connections;
support for external authentication methods, (including Kerberos and

15 SecurID); and secure file transfers.

In particular, a first level of SSH authentication allows any host to
connect to a SSH server as long as the password of the account at the server is
known. This procedure will encrypt traffic sent via SSH, but it does not in
itself provide a strong mechanism to authenticate the host. A second level of

20 SSH authentication relies on a security key mechanism: a key pair is created
and the public key is provided to the server, When connecting to an SSH
server, the host sends a request to the server for authentication with use of the

security keys. The server looks up the public key in a remote home directory
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In particular, a first level of SSH authentication allows any host to
connect to a SSH server as long as the password of the account at the

server is known. This procedure will encrypt traffic sent via SSH, but it
does not in itself provide a strong nmechanismto authenticate the host. A
second | ewel@fo42@s SSI -1 aut hentication relies on a secuciioydeey2mechani sm

a key pair is created and the public key is provided to the server. \Wen
connecting to an SSH serve he s are st he server for
aut hent i caltthserygreRd 6§@P6¢SEW@&£§%QB e?ﬁmﬁgfgen?ﬁggg @%@n ooks up the
public key in a renote hone directory 13 WD 2004/049 65 E / CA2002/ 002012
at the setovibe hestawbishredastypiest # thehast With hhervaekEs 2hsEhE Yot ed
"chal l enge” to the host, which is decrypted at the host with the private
key and saithe acde. to the server. As an alternative to SSH, each tunnel
server 116 may operate to 5 establish and maintain secure tunnel

connecti ons i Msageoldaneee Wb t9sHYicattuahnnePrsewvat @ 1MNetayooRergtdP). t echni ques.
Such techni ques may include a Point-To- Point Tunneling Protocol (PPTP), a

Layer 2 T%%%m 21 Eﬁa%gﬁlodec&rlezmel c@h@cddRs iSaewEdnDs atmcikugl Psec), as sone
exanpl es Pre erab y, host conputer 108 and tunnel servers 116 are al so

operative Q-8 a

Poi nt -t o- E%Y @%SQPH'?%§$§@%tgnJ@Q&%ﬁ%ﬂ%@ﬁﬁﬁﬁ%ﬁ%@@fﬁétPPP may be based
on the me cr "Th 0 PPP) "
Request Ft %ﬁﬂﬁ%%?%gviﬁ%§Hﬁﬁggflﬁyssue h@hnéﬁ¥59%8@ﬁf% Eﬁﬁgilhterhet

Engi neeri ng Task Force (IETF) general PPP prOV|des a nethod for
encapsula&ﬁhﬁ”ﬁ&ﬁ&@ﬂgﬁﬁddVéPﬂ§é%?%? i nks

Preferably, host computer 108 and tunnel servers 116 are also operative

10 to encapsulate the datagram protocols based hn a Point-to-Point Protocol
(PPP) standard. For example, the PPP may be based on the methodology
deseribed in “The Point-to-Point Protocol (PPP)”, Request For Comments (RFC)
1661, issued in July 1994 by the Internet Engineering Task Force (IETF). In
general, PPP provides a method for encapsulating datagrams over serial links

15 so that, for example, a PC may connect to the Internet through a telephone
line with use of a modem. PPP also provides a Link Control Protocol (LCP)

for establishing, configuring, and testing the datawllink connection, aswellas a
family of Network Control Protocols (NCPs) for establishing and configuring
different network-layer protocols. PPP session establishment also utilizes

20 three phases which include a link establishment phase, an (optional)
authentication phase, and a network-layer protocol phase, which use khown

methodologies.  Together, as apparent from the above-description, the
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15 so that, for exanple, a PC may connect to the Internet through a

tel ephone |ine wth use of a nodem PPP al so provides a Link Control
Protocol (LCP) for establishing, configuring, and testing the data-I|ink
connection, as well as a famly of Network Control Protocols (NCPs) for
est abl i shivoge@ndogonfi guring different network-I| ayerpgroimemiose2 PPP
session establishnent also utilizes 20 three phases which include a |ink

est abl i shnment phase, an (optional) authentication phase, .and a

net wor k- | BiF&a ?G?IH@STlorbg%tg’é?ll%ﬁ?th‘?n}P erkﬁ%vﬁ’l‘% arrg‘PWBEf‘ﬁ”éédi%s?. Toget her, as
apparent fromthe above-description, the 14 WO 2004/049668 PCT/ CA2002/00 2
01 2 prefizpragedPED AR SEHOTeOECMEORNSHSR- comput er 108 and a tunnel server
is a "tunneled PPP over SSH over TCP" connection. Tunnel servers 116 and
router 126 ar &uahslosapss b vandt oyser 12 me dipnagricetiveupi pPRIfREMNCt i ons for the
front end of serving network 106. 5 Preferably, these routing functions

i ncl ude agghamani ubingt funrides ofopCok BRPEndt off s@eihgi netfvooktl06nd subnet wor k
124. Conventionally, a "dynam c" routing of data through a network

expl 0i ts phg.hiikahiddqatitdhRhcAdie iRBRIOPE R BFutibg Fhotof@WRPY or  sendi ng
dat a packets between two devices through a network may change over time. A

yna ¢ 1 g%, B0! 960k ) APt PEObrkbhli? 8etlnd ALK ToULI no

devices for autonatically and regul ar m n1ing, updating, and

comuni cating W thin the_.net t..th [ r t routes are
bet ween né?tﬁg@i?uég\?i %ei%’?rl%%(pg\ﬁéhh‘%g%l&oogotﬁ?tgtég%B@%ga%s%ﬁ g:t\S/\,hen dat a
packets are sent through the network. Fgr use in conng}gt ikon with the DRP,
each one Bftg %ﬁ@?dlg%é@@r@c&ei%bfgwaal two devices through a nefwork may

change over time. A dynamic routing protocol is a protocol utilized in

10 network routing devices for automatically and reguiérly determining,

updating, and cﬁmmu.rﬁcat'mg within the network what the appropriate or

best routes are between network devices, so that these routes méy be used
when data packets are sent through the network.

For use in connection with the DRP, each one of tunnel sexrvers 116 and

15  router 126 has a local routing table in its memory which associates an IP

address of a destination device with an IP address of an appropriate or best

adjacent routing device. Per the DRP, when connections change, updates are

made to the local routing tables through broadcasts by the routing devices. If

a new tunnel connection is established between tunnel server 118 and host

20 computer 108, for example, tunnel server 118 updates its local routing table to

reflect the new relationship. It then broadcasts the updated routing table

information to the other tunnel servers 116 and router 126 so that, for

15



15 router 126 has a local routing table in its nmenory which associ ates an

| P address of a destination device with an |IP address of an appropriate or
best adjacent routing device. Per the DRP, when connections change,
updates are mnamde to the local routing tables throug%PE&%%%ﬁgsts by the
routing devices. If a new tunnel connection is esta e et ween tunnel
server 118 and host 20 conputer 108, for exanple, tunnel server 118 updates
its |ocal routing bakl exd @il dieki eet ifbandiew desiratlito hekt pmphtert hen
broadcasts the 'updated routing table information to the other tunnel
servers 116 @9 Ji@HtGelébrespist hat, for 15 PCTI CA02/0Z012 exanple, router
126 will direct user information destined to host conputer 108 through

tunnel server 118&.Breferabbyr istheeDBR sh Djeasedrien ram BpeOSPOrtest Path -
First (OSPF) standard devel oped by the 'ETF. OSFF is generally classified

as an | nt er Galdard (GAENRL RO E0IOYFFGR perdfulltcllsSiidies gt di stri but e
routing information betweén routers of a single autononobus system OSPF is

a |ink- stat .0 bibBnaahish: spesighies aisalbassiingagsagesncal | ed
Iink-sta?e aé&éﬁ?igenenégﬂhflSAs) whi ch are used by routers to update each

other about pt.he network.e Lifkse shicknsbabpumdabesr ar @ Biesied in a topol ogy
dat abase which contains a 1o representation of every link and router in the

net wor k. m&iaﬁﬂﬂn&?@hcﬁfs%mgﬁldaés% §B5REed S1L0RE-Vat steni2rarnel oped by the
| ETF and doclinented in RFC 1247, July 1991. Using such a DRP, updates to

routing tab'aé%%\s?%icﬂaﬁg uséﬁ%\/}é&qﬁfﬁﬁl‘cé Yipfife GachOMBEYab3R: Moletesk as wel | as

when a |ink ange 1s observed in the network.
links. Link-state updates are stored in a topology database which contains a

10 representation of every link and router in the network. One current stan dard
foxr OSPF is OSPF Version 2 developed by the IETF and documented in RFC
1247, July 1991. Using such a DRP, updates to routing tables are made
periodically (e.g. every 30 minutes) as well as when a link change is observed
in the network.

15 Although use of OSPF is advantageous, any other suitable dynamic
routing protocol may be utilized. A Routing Information Protocol (RIF) or a
Border Gateway Protocol (BGP), as examples, may deemed suitable
depending on the implementation. In contrast to OSPF, RIP utilizes a
distance-vector algorithm where each router precomyputes the best links and

20 broadeasts its entire rouling database periodically (a.g. every 30 seconds) to
all othor routers in the netwark. One curront standard for RIP is RIF Version
2 developed by the IETF and documented in RFC 2453, November 1578. One

gurrant étandard for
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15 Al though use of OSPF is advant ageous, any other suitable dynam c

routing protocol may be utilized. A Routing Information Protocol (RIP) or a
Border Gateway Protocol (BGP), as exanples, nay deened suitable depending

on the inplenmentation. In contrast to OSPF, RIP utilizes a distance-vector

al gori t hmwghesmieasch router preconputes the best |inkscraogho@dobrnoadcast s
its entire routing dat abase periodically (e g. every 30 seconds) to al

ot her rout n.the network. One c rren Sgard for RIP is R P Version
2 devel op@ Ih{CHeIS %64 Rt BOEUTRETEP IR et AYPUHBEP 1998, ne
current standard for 16 WD 2004/ 049668 PCT/CA2002/002012 BGP, which is
based on 8ystas{AS e fis BGBMNefsion 4 devalvredtysthe Rt hasheramesiest em (AS) pat h,
is BGP Version 4 devel oped by the | ETF and docunented in RFC 1771. FIGs. 2
and 3 areinffRI&MAlL.agrans which are used to describe a method 5 of
facilitating communication of user information between a host conputer and

a W rel ess come Gt Dire dowi diggraliiougth areSREV t@estdtianordethcBuch et hods
may be utilized in connection wth host conputer 108, serving. network

106, and W f&linsisg CONPUMNGALL 0P ub8VheRmidth BlwEhGa hbst Miipuepar ticul arly,
FIG 2 relates to an |n|t|aI connection setup between a host 10 conputer

and a serying &J |on O{,xﬁtat?bnrﬁé\ﬁéeeﬁuh kP%la'@E}-Ulu %%gﬂgk‘)f SH3Er

i nformation, a conmmuni cat a connection re-

tabl i shiept bt t t d.th k. Such
et hods “T@asiv%ﬁﬁ?wﬁ?#?ea% 4 S B BB RaPER Y i s

network 106, and wireless communication device 130 of FIG. 1. More

particularly, FIG. 2 relates to an initial connection setup between a host

10 computer and a serving network; FIG. 3 relates to communication of user

information, detection of a communication failure, and a connection re-

establishment between the host computer and the serving network. Such

mathods may be embodied in a computer program product which includes a

computer storage medium and computer instructions stored on the computer

15  storage medium, where the computer instructions can be executed to perform
the methods.

In the following description of the flow diagram of FIG. 2, FIGs. 1-2 are

referred tobin combination. Host camputer 108 initiates a connection o

serving network 106 by sending a tunnel request to network entry point

20  device 114 (step 202 of FIG. 2). Network entry paint device 114 receives this

request from host computer 108 and, in response, selects one of the plurality

of tunne!l servers 116 to which to direct communications with host computer

108 (step 204 of FIG. 2). In the present example, network entry point device
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conput er storage nedi um and conputer instructions stored on the conmputer 15
storage nedium where the conputer instructions can be executed to perform
the nethods. In the follow ng description of the flow diagramof FIG 2,
FIGs. 1-2 are referred to in conbination. Host conputer 108 initiates a
connect i owot2eu4/08®681 Nng network 106 by sendi ng a tunnefCTespexsitid net wor k
entry point 20 device 114 (step 202 of FIG 2). Network entry point device

114 receiyes thi request from host, conputer 108 and, in.response, selects
one of t him‘pﬂ’eﬁ P%fﬁ‘?‘bﬂ/se(ﬂ??% TOReeF" V?éﬁﬁe‘ios"qg‘i}é?? 81r3&?icgﬁiquéﬁ%flélgsct

communi cations with host conputer 108 (step 204 of FIG . In the present
exanpl e, mahioskeosmsr 198 Arnerd geryer 118 7eqapyes da FoRebiE8UsERPEA2002/ 002012
114 particularly selects tunnel server 118 to which to direct

comuni cahossrempitteh 1Hfosroughmmiverk ey, pohuindevicedat (abep 406 Fdeei ves this
tunnel request from host conputer 108 through network entry point device
114 (st ep2R0h r@pofse® rec@iyinglthe tesplongest, oinnelceiver htf proeideuamel request,
tunnel server 118 provides any 5 necessary authentication (step 207 of FIG

2) andseshahldashestRntitnios! (siepodiect i a. W) tdhdhestblsheput emmdD8 (step 208 of
FIG 2) assumirng the authentication is successful. Although described

above as LAALINGid AbdOen «3}1683][@&5 s 1G8FIG. SheRguAiiey 208 described in

relation to are actu performed 10 contenporaneously in
connection ) etthCa IHSLSJ{K% istﬁ%i of host conputers which, over sone period of
time, senBUAPIArEPEY6* Yunnel requests through network entry point

device 114. Acﬁgla'{ogtigﬂgc{egéribggta\g%\rfg as ri‘x%vro}fvi é) ianstingqg %ioscteco]frg'p%ter 108,
steps 202-208 described in relation to FIG. 2 are actually performed
10 contemporaneously in connection with a plurality of host computers which,
over some period of time, send a plurality of tunnel requ.ests through network
entry point device 114. Accordingly, network entry point device 114
performs selection of a tunnel server in step 204 in a manner such that all
tunnel connections are distributed amongst all tunnel servers 116 (using, for
15 * example, a round robin DNS or a local director). ‘Preferably, the distribution
is performed in a substantially evenly or equal manner amongst all tunnel
servers 116 that are available (using, for example, the local director). This
selection may be performed in network entry point device 114 utilizing
conventional load balancing techniques.
20 The tunnel connection established. in step 208 is a “long live”
connection which is utilized to facilitate the communication of user
information between host computer 108 and wireless communication device

130, as well as between host computer 108 and any other ~wireless
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perfornms selection of a tunnel server in step 204 in a manner such that al
tunnel connections are distributed anongst all tunnel servers 116 (using,
for 15 exanple, a round robin DNS or a local director). Preferably, the
distribution is perfornmed in a substantially evenly or equal manner

anongst aWwp humaeks servers 116 that are avail abl e (upingazbmnzgxanpl e, the
| ocal director). This selection nay be perfornmed in network entry point
device 114 utilizing 6 conventional |oad bal ancing techniques. 20 The tunnel
connect i oFPIEEHBISIOSH Beifes %Sﬁ‘é%at‘?‘gg" ity %ée BPRHG PR 3%@8%870 th'“é’ﬁ on which is
utilized to facilitate the comunication of user information between host
conput er §88mabR. i tled present emirodireat, itemtugadliceanectign estallished It a5 pet ween

host conputer 108 and any other wireless 18 WD) 2004/ 049668

PCT/ CA2002£0 02012 comextiamnpaatsiaphosd evinpeter Hsodi taned sewehliBler appl i cation
programin host system 102. In the present enbodi nent, the tunnel

connect i Op,RStaR! Hoshedwbik B0 BE3-ddsseantecsikpto peiffths et ohost conput er
108 and tunnel server 118 for connecting host network 110 (an

| Pv4- addr g55; £ TG ot e£Ren@ik). 5 BREV ishgiinetdser k 106 (an
IPv6-agdr%§§g ﬂ%%§%{§%?RV%en sendiﬁa datarégckets fromhost conputer 108

Lo wirel esscomIul (ol Lo RN 68, 130l braan,Lungel asgtver 118, the

hostt conputer '1 I nvol ves "w appi ng" or

encapsul ati ng.| Pv6- addr es at.a packets (i, e. ddr essed Wi rel ess
connunica#F@ﬁ$U89F5€S%§@§iﬁgﬁﬂFﬁuwg$£gdaapég%%%h8%t%ﬂwﬁﬁgééﬁgts. Wen
tunnel server 118 receiyves these data acﬁgts frgnyhos anputer 108, the
t unnel i ngiyPleD CBIrapRing U ¥ efncapilating 1 Fyo1adgspirds data packets {Le:

addressed to wireless communication device 130) within IPv4-addressed data
10  packets. When tunnel server 118 receives these data packets from host

computer 108, the tunneling protocol at tunmel server 118 involves

“urwrapping” or decapsulating the IPv4-addressed data packets to reveal the

underlying IPv6-addressed data packets. These IPvé-addressed data packets

are subsequently sent to wireless communication device 130 through router
15 i26 and core subnetwork 128.

Conversely, data packets are also sent from wireless communication
device 130 to host computer 108 through tunnel server 118 over the tunnel
connection. In this case, tunnel server 118 receives IPv6-addressed data
packets (i.e. addressed to host computer 108) from wireless communication

20 device 130. The tunneling protocol at tunnel server 118 involves wrapping or
encapsulating these IPv6-addressed data packets within 1Pv4-addressed data
packets. When host computer 108 receives these data packets, the tunneling

protocol at host computer 108 involves unwrapping or. decapsulating the
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"unwr appi ng" or decapsul ating the I Pv4-addressed data packets to reveal the
underlying | Pv6-addressed data packets. These | Pv6-addressed data packets
are subsequently sent to wirel ess conmunication device 130 through router
15 126 and core subnetwork 128. Conversely, data packets are also sent from

W rel ess gomamnueasi on device 130 to host conputer 188t Aes@bnit unne
server 118 over the tunnel connection. In this case, tunnel server 118

receives 6-agddressed data packets (i.e. address to_host conputer 108)
fron1mjrehgé§dgﬁﬁﬁ%h$%3ﬁﬁ D FIGRc ef%@@ﬂWﬁéqgﬂﬁﬁgﬁFW&iﬁﬁﬁtocol at tunne
server 118 involves wapping or encapsulating these |Pv6-addressed data
packet s whedkes. Usquinfpdenatier sutheetundepaing sln papketn ategsbsegoerpiit er 108

recei ves these data packets, the tunneling protocol at host conputer 108

i nvol ves direntahfor sprage Wit dpsapratparge eheusel SaWrB004LD49GEBat

PCT/ CA2002/ 002012 | Pv4-addressed data packets to reveal the underlying

| M addr ess&dlegdat a packets. User information in these underlying data
packets are subsequently directed for storage with the appropriate

end-user data gsgaghigdeehibt Bbdvatunr@de6sS1185isA8s 8GR ear | i er above,
tunnel server 118 is also configured to performa dynam c routing protocol

(X0 7oA, P Sarlo Ton aldcEyPRigibial oa the fumnel |
15 e a0 Bl Lo SLLEF LR bt el O (oL, 210 of
| nvolves sseg'gerrilqg u%gs Ilff D%%dt%egpsda?cj itsE oréerillel!ou?iggl; \{a I’le :tl'olis'effegt the new
tunnel connection (step 210 of FIG. 2). The update to the local routing table at
10 tunnel server 118 involves storing an IP address of tunnel server 118 in
association with a destination [P address to host computer 108, Tunnel server
118 also uses the DRP to broadcast this updated routing table information to
all other tunnel servers 116 and router 126. The broadcasting of updated
routing table information may be performed in response to identifying a
15  newly established connection, or it may be performed periodically over time,
or both. When updated routing table information is broadcasted from tunnel
.server 118 and received at other tunnel servers 116 and router 126, other
tunnel servers 116 and router 126 update their own local routing tables 'to ‘
reflect the new tunnel connection.
20 In this way, when a communication of user information intended for
host computer 108 is received at rogter 126, for example, router 126 examines

its local routing table to identify that tunnel server 118 is responsible for

communications with host computer 108. Thus, router 126 routes the user
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association with a destination IP address to host conputer 108. Tunnel
server 118 also uses the DRP to broadcast this updated routing table
information to all other tunnel servers 116 and router 126. The
broadcasting of updated routing table information nay be performed in
response o jodentdsyi ng a 15 newl y establi shed connectipoazioraedizmay be
performed periodically over time, or both. Wen updated routing table

information is ,broa[dcaﬁt ed ’fefrgm ung{el s'er\((l’:(;/‘g19 118 and re%? ved at ot her
tunnel s patien { TRl SEYee® £9 818t BIEE STl AET 2L EPUEFEIC gand router 126
update their own local routing tables to reflect the new tunnel

connect i ote.hogigroppuetiles weey thefHeRel SOwRTRMNI cati on of user information
intended for host conputer 108 is received at router 126, for exanple,
router 126 exaWitnds eitts phiot aprurastion mgwt esbibdishegl baensiepdy-REt t unnel server
118 is responsible for conmunications with host conputer 108. Thus, router
126 rout egpdritnusesw d2&riWel 200104 96HE. PCHHEAROPRLD 0ADibRiatdsaf or mat i on to
tunnel server 118 so that tunnel server 118 may conmunicate it to host

conput gr ’Jﬁélﬁgebf HAg shaniielpdeRanget infimaMiit (b.¢. Rendhinfynpdbmt connecti on
now est abl'i shed, basic st eaéi)y-st ate operation is now described in relation

to FIG 3, gl&ss%?%r&éaﬁ%g%lei/i@é ?&@%ﬁexﬂmé&&s@%f&hﬁ%n% /@ and/ or updat ed
e.g. e-mail Infor )

- r - - -
user infor I’T‘llg?I on tion)”  to wirel ess comuni cati on device

130 by sendin his dinformation.to, tunpel ryver he tunnel

connect i o??r‘(eégé%D‘é%ih%gmﬁggonﬁsc.ho%sﬁ%e s%fr%g'r 1 él;u][ Qesgéé/?{/téltss this new
and/ or updated informati %}: oV rlg%he_ t unpel cqn}?e_ti og through network
entry poi eeigesyihienay AndiomnRfated iygmafig Qvar ity FnEs CPREHO

through network entry point device 114, Tunnel server 118 facilitates the
10 communication of the new and/or updated user information to wireless
communication device 130 over the tunnel connection (step 304 of FIG. 3),
executing its tunneling protocols and appropriately routing the information.
However, there are times when the connection between host computer
108 and tunnel server 118 may fail or otherwise become unavailable. For
15 example, tunnel server 118 may be intentionally taken “off-line”, lose supply
power, exhibit a technical failure, or become excessively loaded; or the
communication channel or tunnel connection may itself be interrupted by
interference or some other disruption. Thus, a communication failure or
unavailable connection between host computer 108 and turmel server.118 may
20 exist, as is illustrated in FIG. 3 at a point 350.
Host computer 108 is configured to detect such a communication
failure between it and tunnel server 118 (step 306 of FIG. 3). This detection

may be performed in any number of suitable ways. For example, after host

21



10 communi cation of the new and/or updated user information to wireless
communi cati on device 130 over the tunnel connection (step 304 of FIG 3),
executing its tunneling protocols and appropriately routing the
information. However, there are tinmes when the connection between host

conput er wb0Beanskss unnel server 118 may fail or ot herpiseshenans®:
unavail able. For 15 exanple, tunnel server 118 may be intentionally taken

"off-line", |ose supply power, exhibit techni cal failure,.or becone
excessi vetopnpuerddd atiempistie seid AR irekets Gro Reng BtveEh Ew(g‘r Hconnection may
itself be interrupted by interference or sonme other disruption. Thus, a
comuni cathpndétaitl unéh or conddieni [rableeparstinc tiiing bt e ehd8t conput er 108
and tunnel server 118 may 20 exist, as is illustrated in FIG 3 at a point
350. Host adkaspletgEmdntOf ispaenf bigwceitirtgoa ddleedtativnclingadehielini cat i on
failure between 1t and tunnel server 118 (step 306 of FIG 3). This

det ect i oneERY DEmBBIRIHIRT dr 'SaiN: NIHADEIabYS Swiskgd| eAsayatherFor exanpl e,
after host 21" WO 2004/ 049668 PCT/ CA2002/ 002012 conputer 108 attenpts to

send dat ae%%@%§st%%9#%b%%¥} BGeNLMOf dondn ih ges edekegly such a

condition’ i n*résponse I’ng to receive an cknow edgenent or

response, or receiving a "Destination tnreach oes froYERSRAE
Undeliver%b@ngGS?emégrggr ﬁﬁ%ﬁ%?lg |§¥Bﬁ§§§a§§¥§ﬁgqgﬁot er 5 exanple, host
conputer 108 may detect such a cqndition, in response to failing to receive
one or noféEvery W@Egéﬁ§mi%W”“V@% aé&?V@“”ﬁﬁ?@%ﬁ%@ fromtunnel server 118
whi ch are otherwi se regularly or periodically sent. In resaﬁpse to

det ecti ng t he Ieegrnomtedadpigaifsathe grremupsation Sipis apst fergputer

attempts to reinitiate or reestablish a connection with serving network 106.

10 Host computer 108 does this by sending a tunnel request through network

entry point device 114 (step 308 of FIG. 3). In general, this step 308 uses the

same process performed in step 202 of FIG. 2. Network entry point device 114

receives this request from host computer 108 and, in response, selects one of

the plurality of tunnel servers 116 to which to direct communications with

15 host computer 108 (step 310 of FIG. 3). In the present example, network entry

point device 114 particularly selects tunnel sexver 120 (not tunnel server 118

where communication is no longer possible) to which to direct
communications with host computer 108.

Thus, tunnel server 120 receives this new tunnel request from host

20 computer 108 through network entry point.device 114 (step 312 of FIG. 3). In

response to receiving the tunnel request, tunnel server 120 establishes a

tunnel connection with host computer 108 (step 314 of FIG. 3) after

performing a successful authentication procedure. The tunnel connection
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attenpts to reinitiate or reestablish a connection with serving network
106. 10 Host conputer 108 does this by sending a tunnel request through
network entry point device 114 (step 308 of FIG 3). In general, this step
308 uses the sane process perfornmed in step 202 of FIG 2. Network entry

poi nt deviveeodiddosss ecei ves this request from host comautes2ddB2@and, in
response, selects one of the plurality of tunnel servers 116 to which to

direct co ni cations w.th 15, host. conputer, 108 (step f FIG 3). In
the pr ese%@ﬁ%ﬁp%?mﬁ ol eE‘nglwep 'OHPECG‘BUi‘&SE& f?dfgﬁgﬁ]ﬁ% @ﬁl arly selects

tunnel server 120 (not tunnel server 118 where conmunjcation is no |onger
possi bl e) canpmigpicatipne @ gy infrmabemptiveenhoss semiiten 1¢foand waMstt er 108. Thus,
truunel server 120 receives this new tunnel request from host 20 conputer
108 t hr ougimmetingicn éviceyl3pointelll ey betevetn hogistospp@ar2lt§fan@lagy 3). I n

response to receiving the tunnel request, tunnel server 120 establishes a

tunnel cosmectigdlesdl tdmhosicatt@idtiess O clasdde pviil4hof afpliGitiod) aft er
perform ng a successful authentication procedure. The tunnel connection 22

WO 200§/Oﬁggggnggiggﬁggggﬂgpzolz established in step 314 is a "long live"
connection used to facilitate the comunication of user information

between Nost QP elc a8 ,A0MM LRLESR e CRAIMDICAIID ARG 130, as wel

as between host conputer any other wireless co ni cation devices

associated with the lLicatio ro i Ry host . As with each
one of tug’r%‘?r}%@r@‘&@&gfh&o tu%nne?u%ggtﬁlogfr;a}%oq‘lhlsls’co‘ nit%{g%l?ggd%tzo perform t he

DRP in front end subnetwork 124. Thus, tunnel server 120..
uses its DRP to update its local routing table to Retect the newfy esta%hshed

turinel connection (step 316 of FIG. 3). The update to the local routing table at

10 tunmel server 120 involves storing an IP address of tunnel sexver 120 in

association with a destination IP addvress to host computer 108. Tunnel server

120 also uses the DRP to broadcast updated routing table -j_nforma’cion to all

 other tunnel servers 116 and router 126 (step 318 of FIG. 3). The broadcasting

of routing table information may be performed in response to identifying a

15 newly established connection, or it may be performed periodically over time,

or both. When updated routing table information is broadcasted from tunnel

server 120 and received at other tunnel servers 116 and router 126, the other

tunnel servers 116 and router 126 update their own local routing tables to

reflect the new tunnel connection. In general, steps 312-318 of FIG. 3 use the

20 same processes as steps 206-212 of FIG. 2, except that steps 312-318 are shown
as being performed by tunnel server 120 rather than tunnel server 118

In this way, when a communication of user 'mfprmaticn from wireless

communication device 130 for host computer 108 is received at router 126, for
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uses its DRP to update its local routing table to reflect the newy
established tunnel connection (step 316 of FIG 3). The update to the

| ocal routing table at 10 tunnel server 120 involves storing an | P address
of tunnel server 120 in association with a destination |IP address to host

conput er Wo3osshurpel server 120 al so uses the DRP topdimoedeastoiypdat ed
routing table information to all other tunnel servers 116 and router 126

(step 318 of FIG 3). The bhroadcasting,k of Le‘%utig)g,taﬁle i nformati on may be
gty

per f or med®R Pl YRS &26 Bradgst i Pratgouting tahisaoy ! fisWBB'connect i on, or

it may be performed periodically over tine, or both. Wen updated routing
tabl e i nforwatl?dis newbepadeblstfedcdmprmiceime| withs bpsf comppBr dA% recei ved at

ot her tunnel servers 116 and router 126, the other tunnel servers 116 and
router 12Bhwspdatter 1teiaut@vihe lseainformationgottabhdssetver 12@60 débat t he new t unnel
connection. tn general, steps 312-318 of FIG 3 use the 20 sane processes

as steps RBRcIddR ooy cdnmbingaRtit tdBist sbepated 185 3B the aesslyjown  as being
performed by tunnel server 120 rather than tunnel server 118. In this way,

when as ConpNLEAL thARel RbnMS8n.| RIs0) HERE LOAPhELTINMELEEIS iniGABTAUNI cal i on
device 130 for host conmputer 108 is received at router 126, for 23 WO

2004/ 049668 PCT/ C r Bxa; its |ocal
routing t%ﬁsgggo%%%ﬁ@%%g?m?é%ne T%‘éﬁéﬁe&%%&% nov&ggins)ponsi bl e for
comuni cati ons with host conputer 8. Thus, router 126 routes the user
i nfor mat i nW‘tr%estSLFﬁHE’llmE‘éaF’\‘?@%i’ﬁ% Ig%gi’ ﬁs?é]% ﬁ’ﬁ%‘ellntfog@l’”‘\g}cél? nTQ’(L)'t “may communi cat e
it to host caonmputer 108 qver the newly 5 established tunne|] connection.
Al s0, hostmpd #2018t Higy L afAFPhIeRTET atEgl sep{rs Arthipeeiyss tﬁ?w and/ or
updated user information (e.g. e-mail information)

new and/or updated information over the tunnel connection through

10 network entry point device 114, Tunnel server 120 fa.cilitates the
communication of the new and/or updated user information to wireless
communication device 130 over the tunnel connection, executing its tunneling
protocols and appropriately routing the information.

Although the methods described in relation to FIGs. 2 and 3 are

15  described as being performed in connection with a single host computer 108
and tunnel server 118 /120, each ome of tunnel servers 116 is actually
configured to contemporaneously maintain other tunnel connections with
other host computers in the same manner and use, as well as perform the
DRP. Also, the methods are contemporaneously performed between other

20 host computers of other host systems and other tunnel servers 116 in serving
network 106.

As apparent from the description of FIGs. 1-3, the front end of the

network is advantageously configured to provide for scalability and fault
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to wireless comuni cation device 130 by sending such information now to
tunnel server 120 over the tunnel connection. Tunnel server 120 receives
this new and/or updated information over the tunnel connection through 10
network entry point device 114. Tunnel server 120 facilitates the

connmum cawioen4afissthe new and/ or updat ed user i nfor matpOMCADOMIOLEE €SS
communi cati on device 130 over t he tunnel connection executing-its

tunnel i ng ocol s and a pr e,y ro t he .i nf or n. Al though
the net hoéozglagése(:%?b@e allsnfOF ilo(}ha(% dTY—’]e H~ 1553 fog Y hi scri bed as
being perfornmed in connectlon with a S|ngle host conputer 108 and tunnel
server 1187999, each one of tunnel servers 116 is actually configured to

cont enpor aneously maintain other tunnel connections with other host

conput ers in tHe dake apaflveirationd of se comswmidetiomsygers 40mvilieh DRP. Al so,

t he net hods are contenporaneously perfornmed between other 20 host conputers
of ot her highliglsty Shemsmaotkntt heolvedifoethesecoet gecidifali spserofithyg  net wor k 106.
As apparent fromthe description of FIGs. 1-3, the front end of the

net wor k i praehranimAgess|whiclontlagur@©dideosdpriay i dewhars ssakaidity and fault
24 WO 2004/ 049668 PCT/ CA2002/ 002012 tolerance, as well as for |Pv4-to-I1Pv6

address t (3ASktdiQRLAGy st«fzxﬁrt}r()@g%ﬂelgﬁﬁ%huﬁ!%t cozﬁhﬁer 40J 8ndBe 1 |l ustration
of a communi cation system 40 i C hi ghl 1 ght e conmponents invol ved for

the secong,leghni g 1es§s %&mﬁca& oli]lede\ﬁcé3 468 ev@ltucﬁpc%rr{r&%maqg usffii ch relates to

t he serving networ

information through a serving network 404. Host computer 402 may reside in

and/or communicate through an IPv4 communication network. In addition,

10 host computer 402 may communicate with serving network 404 through a

public network, such as an Internet (not shown in FIG. 4), Preferably, host

computer 402 has the same environment and functionality as described in
relation fo FIG. 1 (host computer 108).

Serving network 404, which is an IPv6 communication network,

15 includes a host access network 412 and a core serving network 420. In

simplest form, host access network 412 includes any means for providing a

host computer with access and connectivity to serving network 404.

Preferably, host access network 412 includes a network entry point device and

tunnel servers as described above in relation to FIGs. 1-3 (network entry point

20 device 114 and tunnel servers 116 of FIG. 1). Core network 420, as its name

suggests, is the central core of serving network 404 which helps facilitate the

communication of user information to and from wireless communication
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Communi cation system 400 generally includes a host conputer 402 and at

| east one w rel ess communi cation device 408 whi ch communi cate user

i nformation through a serving network 404. Host conputer 402 may reside in
and/ or comuni cate through an | Pv4 comruni cation network. In addition, 10
host conpwideni#Ad&ssray conmuni cate with servi ng net wor kCHOAoviough a
public network, such as an Internet (not shown in FIG 4). Preferably, host

conmput er 402 ane enV| n functi onal,i escribed in
rel ation ﬁ% %ﬁs@ %ﬁ%ﬁL%QQEG%YWNQ??§?WQRH%?&B?é F which is an
| Pv6 commruni cation netmork 15 includes a host access netmork 412 and a

core servﬂHb network 420. In sinplest form host access network 412

includes any neans for providing a host computer wth access and
connectivity tidegdualitypiretalse keogks 41pskden gbFls. 4 hodededeiodds net work 412

includes a network entry point device and tunnel servers as described
above in mwalekts ontrowEtfBSn betdvofket mondy.ent irgdes ntorbudiestiore 114 and
tunnel servers 116 of FIG 1). Core network 420, as its nanme suggests, is

t he ceptr abtwedk 60fhdsertleg Betmindatid®detnhiicmohel psoviacivlicleat € t he
communi cati on of user information to and fromw rel ess communi cation 25 WO

2004/ 049688, ATLEA200% 002002 eyl 68, ADR1LALOUA PR, Ofviich] ural ity of

wirel ess connunlcatlon net wor k . The plurality of wreless networks 414

shown | 1 ELGoA4ddel udea g, ggem&\’%‘g&?ﬁ%ﬁd%%%ﬂ)ﬁg%\%@a actyprks, narely, a

Wi rel ess conmuni c nicati on network

432 are Si Wlﬂ"lJ]\_’lN wh1c!*h Witeless device 408 may communicate with base station 410,

Similarly, wireless network 432 has at least one base station 434 and a
10 geographic coﬁerage area 436 within which wireless device 408 may

communicate with base station 434. Wireless network 406 and serving

network 404 are able to communicate information to each other through a

router 426 which is coupled to core network 420. Similarly, wireless network

432 and serving network 404 are able to communicate information to each
15 other through a router 430 which is also coupled to core network 420.

In the embodiment described, wireless network 406 is an IPv6 wireless
data communication network and wireless network 432 is an IPv4 wireless
data communication network. Preferébly, wireless networks 414 are packet-
switched data communication networks. For example, wireless networks 414

20  may be General Packet Radio Service (GPRS) networks. Although only two
wireless networks are shown in FIG. 4 for clarity and simplicity, a large

number of wireless networks exist in actual practice.
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network 406 may be the "hone" network of wreless device 408. Wreless
network 406 has at | east one base station 410 and a geographi c coverage
area 414 within which wirel ess device 408 nay communi cate with base
station 410. Simlarly, wireless network 432 has at | east one base station
434 and awbQogeaegk@phi c coverage area 436 within whi chemeasbresiigdevi ce 408
may comrunicate wth base station 434. Wreless network 406 and serving

network 404 are able to nicate inf ion to,each other through a
router 426 whi Sitggwé‘dﬂpﬁ?(g'%oa g%}l%aﬁeé"tt%%ﬁ ﬁfﬁ.tuagihﬂlinieé}e% J,%Ewi rel ess
network 432 and servi ng network 404 are able t cormuni)g(aé{g information to
each 15 Yfhereryigaghrerk 4Pbutar ngrrhfReamd Wrigplpeuived 418 core net wor k

420. In the enbodi ment described, wireless network 406 is an | Pv6 w rel ess
dat a conmaeiidats cmmmenivge kefemdtian tetash otheathupngh usmtar 423 dNpPy4 Wi r el ess
data comuni cation network. Preferably, wreless networks 414 are packet-
swi t ched fdlatmtiooavafigueatanpnirinel ionk setwieok 4Eanphene wgarehébsrenet wor ks 414 20
may be General Packet Radio Service (GPRS) networks. Although only two

Wi rel ess NRLWATK Serding nS RRWR 404) b ethef afeQiutai@sf seiwignetwfiplidci ty, a large
nunber of wreless networks exist in actual practice. 26 WD 2004/ 049668

PCT/ CA200g/ v%.’%%élgvé A3 RsSHNB- 406!::%%418%61{%%5 319 MRea9RAbeddRq0f a virtual

hone net wor K I n serving networ re network 420 and virtual hone

network 416 —are able .to, conmuni.cate.lnfornatlor er through a
rout er 42‘§Eer] WigIess SFYies %@?ﬁsvoél tsé&oeﬁf) ?(f:]%?‘ é?&eon, \E/;llrkr %lg% ﬁltc})nrf%oﬁetv\ork 416 and
home agent 418 are 5 n art odfevsewé ng network 404, but rather are

t
out si de dfeeg%'fo\}ieﬁﬁnwé’@aﬂ}&”ﬁléﬁf ice

FIG. 5 is a block diagram of relevant portions of wireless network 406

10 and v\;ireless device 408 of FIG. 4. Wireless network 406 is also representative
of other wireless netwérks through which wireless device 408 may
communicate, Wireless network 406 includes base station 410 (including
antenna tower), a base station controller 518, a network controller 520, and a
server 522. Server 522 may be any component or system cmmec.ted within or

15  to network 406. For examplé, server 522 may be a service provider system
which provides wireless communication services to wireless device 408 and
stores data required for routing a comrmunication signal to wireless device

408. Server 522 may also be a gateway to other hetworks, including but in no

way limited to a telephone network, a local area network, or a wide area

20  network, such as the Internet. Those skilled in the art to which the instant
application pertains will appreciate that although only a single server 522 is
shown in FIG. 5, a typical communication network may include further

additional network storage, processirig, routing and gateway components.
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or within IPv6 wireless network 406. Hone agent 418 is used and accessed
when wirel ess device 408 is outside of its home network and information

needs to be conveyed to wireless device 408. FIG 5 is a block diagram of
rel evant portions of wireless network 406 10 and wi rel ess device 408 of

PIG 4. Wioeh&sSedgt work 406 is also representative pdr/oihensowdsel ess
net wor ks t hrough which w rel ess device 408 may comuni cate. Wrel ess

network 406 includes base station 410 (including , antenna tower), a base
station cont r diefwerksepgtrofern vt roaty herdles spuismoo! comynupicatiopyer. 522. Server
522 may be any conponent or system connected within or 15 to network 406.
For exanplignalsiraugh pRomeddt he a alegantipe depico (sude ps witsleesilewidhi ch provi des

wi rel ess conrununi cation services to wireless device 408 and stores data
requi red 408y, okt icoged of armudkiteadttlon cngnaticdtonwietedrdssuctl@yiace 408. Server
522 may al'so be a gateway to other networks, including but in no way

limted tQpRs b&deBRRONSINAEMREK cordrdIRE 8D atRBdBRIMBE k, loadtioa oM de area 20
network, such as the Internet. Those skilled in the art to which the

| nst ang egcﬁh%sés %@Eﬂeo&sﬁﬁd’t%?gﬂﬁ%lwslcﬂevﬁ@@ﬁ@%@c@ abiRal fophichotghsonl y a single

server 5221 shown 1 n , a typical conununication network may

include furth ddi ti | _networ k , i.0ng ut i d

gat evay coimsneRelt S n s o0 T o6 S BT BE D B3 SR o & cont rof I er
520 nor nal I%%’_ha_n,dl es routing of c%irwuni cation siékgnal s thr oulgh net wor k 406

to a dest? R&EISHIOBLAS é“S%O§EFcﬁa%C§‘ EPEEE HRIVOE “UABEES 29"t he context of

a packet-sw tched communj cation network, such as a GPRS based network,
net wor k cwhich 819 eirelepdenigsis coeerhiipided | ocation or .

Base station 410 and its associated controller 518 provide wireless

10 network coverage for a particular coverage area commonly referred to as a
“cell”. Base station 410 transmifs communication signals fo and receives
communication signals from wireless devices within its cell via the antenna.

Bage station 410 normally performs such functions as modalation and
possibly encoding and/or encryption of signals to be transmitted to the

15  mobile device in accordance. with particular, usually predetermined,
communication protocols and parameters, under the conirol of base station
controller 518, Base station 410 similarly demodulates and possibly decodes

and decrypts, if necessary, any comumunication signals received from wireless
device 408 within its cell. Communication protocols and parameters may

20 vary between different networks. For example, one network may employ a
different modulation scheme and operate at different frequencies than other

networks.
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5 address of the destination wireless device and route packets for the

w reless device through one or nore routers or switches (not shown) and
eventually to a base station (such as base station 410) serving a network
coverage area in which the wireless device is currently |ocated. Base

station 440 -andiédse associated controller 518 provi depi¢cgloes®mz0110 net wor k
coverage for a particular coverage area comonly referred to as a "cell".

Base station 410 transmts conmunication signals to and receives

comuni cat i onTEpsgnaifiledt jro Shaniapte Vel SPRESGRE ki ohpgiual RragiE) avia t he
antenna. Base station 410 normally performs such functions as nodul ation
and possivhblysseretoetkmpyaindide hendegpef ashs, efchsdf gridetsistserveé by pansnitted to
the 15 nobile device in accordance with particular, usually predeterm ned,
comuni cadibit pseé ogtaticsh anchr@ber abis erase aatther 4heancloritanedeivef, base station
controller 518. Base station 410 simlarly denodul ates and possi bly decodes

and decr Y&Eéy%nc_lihfg u?@ﬁ RS Abred @Wxancelermie QR hbiOrE cgnadg. raitbiseed from
Wi rel ess evice 408 within its cell. Comuni cation protocols and

par amey ers?tat[@lycg?lﬁ?ﬁég h@%&ljﬁ%&&k frﬁeg{: GNEorBLNP b Snulfidle s@x@Ral €, one networ k

may enploy a er ent ation hene and operate at different

frequenc g Lhan, oLhar,. eLuRLe.,28. 104004 2490AR PCTY 42002/ 002012

Those skit : apprecra in-actual “practice, a
& i St OGRS TPURT BRI o TOITeY 1. B LR IORSAR AR € anccel ver )
dependi ng upon the desired overall expanse of network coverage. Al base
406 may also include a plurality of servers 522, including for example storage,
routing, processing and gateway components.
10 " Thus, the term “wireless network” is used herein to denote the fixed
portions of the network, including RF transceivers, amplifiers, base station
controllers, network servers, and servers connected to the network. Those
skilled in the art will appreciate that a wireiess. network may be connected to
other systems, possibly including other networks, not explicitly shown in FIG.
15 5. Such a wireless network will normally be transmitting at the very least
some sort of paging and system information on an ongoing basis, even if there
is no actual packét data exchanged. Although the wireless network consists
of many parts, these parts all work together to result in a certain behavior at
the wireless link.
20 Wireless communication device 408 preferably has a display 508, a
keyboard 510, an possibly one or more auxiliary user interfaces (UI) 512, each

of which are coupled to a controller 506, which in turn is connected to a

modem 504 and an antenna 502. Wireless device 408 sends communication
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5 station controllers and base stations nmay be connected by nultiple
switches and routers (not shown), controlled by multiple network
controllers, only one of whichis shown in-FIG 5. Simlarly, as described
above, wireless network 406 may also include a plurality of servers 522,

i ncl udi ngwbahweyarP! € storage, routing, processing apchgehewayigonponents.
10 Thus, the term"wireless network"” is used herein to denote the fixed

portions of the network, including RF transceivers, anplifiers, base
station é&ﬁﬁ*@E&P B 4eCelygt GRpRUBish VY Eenadn e e glesireekddot o t he
network. Those skilled in the art will appreciate that a wreless network
may be corfiyecvialessdinkdilfaia ayarads?. Roke riedymisNeé padpmy fondisns net wor ks, not
explicitly shown in FIG 15 5. Such a wireless network will normally be
transm ttishgilat thethoery diedste stmensofld, ofinchabmmg fandesysilem i nf or mati on
on an ongoi ng basis, even if there is no actual packet data exchanged.

Al t hough theluMtoe) essodightier K 4eINSisdssiblyof dmesdinpaidsding hesed parts all work
together to result in a certain behavior at the wireless link. 20 Wrel ess

comuniscateh@RpAaYidesy A0S it af &iabhiniagefudl sRHAY 5B Ry Perthgyboard 510, an
possi bly one or nore auxiliary user interfaces (U) 515, each of which are

coupl ed t Qeduif AMABhS B'ad?Mn WILER thik ol Pl RaGRMDRELELoL 212 mDdem 504

and an antenna 502. Ss devl ce S CO nication 29 WO

Svgnal's ¢ ATIGH P GUS™ RRrorR S5 DOt PePESe! 14 RLHEINI o ant anna
502. Radio de 04 perfornms functions simlar to those of base station
410, incl @agr‘% P%?iecéy tﬁ%p y at a éleshnatlon mobile device, for example, base
station 410 may not encrypt a received packet which contains information that
10 has been previously encrypted, whereas the radio modem may decrypt such
encrypted information. [t will be apparent to those skilled in the art that the
radio modem will be adapted to the particular wireless network or networks
in which the wireless device 408 is intended t(l) operate.
In most modern communication devices, controller 506 will be
15 embodied as a central processing unit or CPU running operating system
software which is stored in a mobile device memory component (not shown).
Controller 506 will normally control overall operation of the wireless device
408, whereas signal processing operations associated with communication
functions are typically performed in the modem 504. Controller 506 interfaces
20 with device display 508 to display received information, stored information,
user inputs and the like. Keyboard 510, which may be a telephone type
keypad or full alphanumeric keyboard, possibly with auxiliary input
components, is normally provided on wireless devices for entering data for
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nmodul ati on/ denodul ati on and possi bly encodi ng/ decodi ng and 5
encryption/decryption. It is also contenpl ated that nodem 504 may perform
certain functions in addition to those that are perforned by base station
410. \Were the information in a comruni cation signal or packet is

conf i dent wal200sa06k6¢an be decrypted only at a desti natponcambidosidevi ce, for
exanpl e, base station 410 may not encrypt a received packet which contains

infornatiqn|thatk}0,Q§s geen ﬁ#eviouslﬁ?encr pteq, ;ereqé the radi o nodem
may decr ypre8tRhiCSHETSHOEHCT MIBTIRICRHT Haemisian e Qﬁp‘v&? ft to those
skilled in the art that the radio nodemw || be adapted to the particular
Wi rel ess $RROP khoretatingriRePong iwanken t@ Rlacow call diosr Hewisless08 i s i nt ended
to operate. In nost nodern comuni cation devices, controller 506 will be
15 enbodi &dicascannantsrialbe precesisinheunitdless dedpt) and possibly opearat i ng syst em
software which is stored in a nobile device nmenory conponent (not shown).
Cont r ol | egr dbf@Gemiusbr inpiigal |y control overall operation of the wreless
device 408, whereas signal processing operations associated with

comury cat i onthiidIinGs i+ONS “iRidYy Rietidé! Yo Dol REERIH RefbiRBecmRA@M 504.
Controller 506 interfaces 20 with device display 508 to display received

| nf or mat i&fgeéles%tn(?éb?lg ch&@rﬁ[nri@‘iibz‘? Bﬁ“;‘% Zﬁ{e &Rg%ﬁieg{ég H{gﬂ%ohéié‘t%f aKeyboard 510,

whi ch may a telephone type ke or unmeri ¢ keyboard,
possibly with auxiliary input conponents.. is nermnal,l rovided on wireless
Gevi ces’ FHIERATr Py Wt £oFor oS e To05 it doed Bt FeisB03/ 002012

st orage on W rel ess devi ce, inforgg%%on for transm ssion fromthe

th
wi rel ess %%WP%@“P@*@W@H%WIWWP BV R EPHBHA KUY OFBNEEEE8 A cal | from the

W rel ess
capabilities for example, a personal digital assistant (PDA) enabled for

10 wireless communication, or a ‘comp uter incorporating an internal modem, but
may instead be a multiple-module unit, comprising a plurality of sepérate
components, including but in no way limited fo a computer or other device
connected to a wireless modem. In the wireless device block diagram of FIG.
5, for example, modem 504 and antenna 502 may be impien;ented as a radio

15 modem unit that may be inserted into a port on a laptop computer, which
would include display 508, keyboard 510, possibly one or more auxiliary Uls
512, and controller 506 embodied as the computer’s CPU. It is also
contemplated that a computer or other equipment not normally capable of
wireless communications may be adapted to connect to and effectively

20 assume control of the radio modem 504 and antenna 502 of a single-unit
device such as one of those described above. Although only a single device
408 is shown in FIG. 5, it will be obvious to those skilled in the azt to which

this application pertains that many devices, including different types of
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devi ce, commands to be executed on the w rel ess device, and possibly other
or different user inputs. 5 Thus, the term"w reless device" is used herein
in reference to a wreless nobile conmmunicati on device. The w rel ess
device may consist of a single unit, such as a data conmuni cati on devi ce,
a cel l ul ayotgbenftene, a nultiple-function conmmuni catponcAgvi®en t h dat a
and voi ce communi cation capabilities for exanple, a personal di gi tal

assi stant (PDA) enabled for 10 rel ess cqrrununlcatlon a comnput er
|ncorporaﬂ¢ﬁ@&hﬁmV EFHREA OTrRPS e‘BGWnaﬂﬁWeﬁﬁ§PE§H“%@“%“HﬁWFF | e- modul e
unit, conprising a plurality of separate conponents, including but in no
way Iinité@aWKﬁm@conputer or other device connected to a wreless nodem
In the wirel ess device block diagramof FIG 5, for exanple, nodem 504 and
ant enna 502 nekiChes amp¥ ervefitve dicggsaras wadthard bsedud elsaibe & mhdthed may be
inserted into a port on a |l aptop conputer, which would include display

508, keyboargifdbhe @ossifbytioaNd 1Bt fideradiXibetvadel dhst cbrhguteand control | er
506 enbodi ed as the conputer's CPU. It is also contenplated that a

conput 8 Qhd of ReelBUbRIRMaNSE ROIIBINghaPaRY g0kt elsass
communi cati ons may be adapted to connect to and gffectlvely 20 assune

control of r 5 t it device
such as onéﬁo%s}ﬂgggmggggg?bgd gg%%@ﬂ‘ﬁﬁﬁﬁggpﬁmgé?@r%bgg%ng device 408 is
shown in FIG ous, tpo t t art to which
Sh e on! PERTE e R e oro BT tidol d88% ML eb iRy Rl MRsfont | typos ot
31 WO 2004/ 049668 PCT/ CA2002/ 002012 devi ces, nmay be _active ?r oper abl e
within a wertisresy ddemihi ©ifesorfonak wisiiiel setup or ~establishment o

communication between a wireless communication device and a serving

10 mnetwork; and nll?IG. 7 relates to the communication of user information
Between the host computer and the serving network. Such methods may be
embodied in a computer program product which includes a computer storage
medium and computer instructions stored on the computer storage medium,
where the computer instructions can be executed to perform the methods.

15 In the following description of the flow diagram of FIG. 6, FIGs. 4 and
6 are referred to in combination. The method begins with wireless device 408
operating within and through IPv6 wireless network 406 of FIG. 4. Since
wireless device 408 is mobile, however, it is eventually moved to a different
location outside coverage area 414 of IPv6 wireless network 406, Wireless

20 device 408 scans all compatible and available wireless networks within which
to operate in its new location. Eventually, wireless device 408 determines that
it should operate within coverage area 436 of IPv4 wireless network 432 and

maintain communications with base station 434. Thus, wireless device 408
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at any time. FIGs. 6 and 7 are flow di agrans which are used to describe a
method of facilitating comunication of user infornation between a host
conputer 5 and a wirel ess comuni cation device through a serving network.
Such met hods may be utilized in connection with host conputer 402, serving
net wor kK 4Q4h,20@docvd r el ess comuni cati on devi ce 408 of pd&2odenodhae e
particularly, FIG 6 relates to an initial setup or establishnent of
conmuni cat i on | en a wireles onmuni cati on device a_ serving 10

net wor k; éﬁﬂerﬁ%) vhvirdpssieler ‘é%g”c%m‘?ﬁﬁii%?é@%%f% 6q3§2%9(i3'rﬁ)or mat i on

bet ween the host conputer and the serving network. Such nethods may be
enmbodi ed. Mirelese depiae é08 plsogtetsetspthetiiichasviiwitched fie Fhisld8viawéeleprut er st or age
medi um and conputer instructions stored on the conputer storage nedi um
wher e t henetompu{step 608t Mictlesniviead0d eagxdetat dds kbarpertfyorignashe net hods. 15
In the follow ng description of the flow diagramof FIG 6, FIGs. 4 and 6

are refer pegablo in theGoifdlbAREhARL, [Mhearpldad Dotk RS yMddinmd Bhess device 408
operating within and through I1Pv6 wirel ess network 406 of FIG 4. Since

wirel ess gdeukendBid shomRidi8rialoweN el roairﬁnﬁﬁo %}/cﬁl?%&ﬁ’lﬂriﬁeﬂ}ﬁ\’@d to a

different |ocation outside coverage area 6 W reless network 406.

Wr el ess .devi s._al o] .kl an L] a Wi r el ess net wor ks
Wi t hin mhﬁgﬁga%%9§B§3§¥§9?§5P?shﬁ%m/|o%§$?§n%’%@%ﬁ@ﬁ§|9@$ﬁvf%e|ess devi ce
408 deternine% hat it should operate within coverage area 436 of |Pv4
wirel ess HBHRROF% 432 and maintain comunications with base station 434.

Thus, wi rel ess device 408 32 W 2004/ 049668 PCT/ CA2002/ 002012
hen wireless device 408 enfers IPv4 wireless network 432, IPv4

wireless network 432 sees to assigning a temporary IPv4 address to wireless

10 device 408. Once assigned, wireless device 408 recéives the temporéry IPv4
address through IPv4 wireless network 432 (step 606 of FIG. 6). The IPv4
address assignment may be performed using, for example, a Dynamic Host
Configuration Protocol (DHCP) server. DHCP is a well-known protocol
which uses a defined pool of IP addresses (ie. a “scope”) which are

15 temporarily assigned or “leased” to clients. Addresses are leased for limited
periods of time such that an IP address that is not used lease duration is put
back into the unallocated pool. Not only are IP addresses handed out, but all
related configuration settings like the subnet mask, default router, DNS
server, that are required to make TCP/IP work correctly.

20 Wireless device 408 then transmits a request for a temporary IPv6
address through IPv4 wireless network 432 (step 608 of FIG. 6). This request
is delivered to router 430 of serving network 404 Whiéh handles the request.

In response, router 430 identifies or determines a temporary IPv6 address to

33



"enters" IPv4 wireless network 432 for communications (step 602 of FIG 6).
Wrel ess device 408 also detects that it has switched to this IPv4d wirel ess
network (step 604). Wrel ess device 408 may detect this change by signals
available in the wirel ess network, for exanple, the device may determ ne
that 5 i twhasewoaeed to anot her provider. When roam ngctioamnadkae provi der,
the device can request |Pv6 and | Pv4 connectivity to determ ne which is
supported. When wirel ess device 408 enters _nv4d wirel ess network 432, |Pv4
Wi rel ess AigioioRvinaess sewse 405 (ger pEIAY=$)t Beiget ddpendsareshi@iess to wirel ess
10 device 408. Once assigned, wireless device 408 receives the tenporary

| Pv4 addr esssaghtowirhlebsietiopidtivbish inméudee tids 282l (astigpedd@Bro®Fl G 6). The

| Pv4 address assignment may be performed using, for exanple, a Dynam c
Host  Configuddidse (stdpr i ofBIG. GDHCP) server. DHCP is a wel | -known protoco
whi ch uses a defiled pool of IP addresses (i.e. a "scope") which are 15

tenporarily asge@rsly, OfoutdressdetientifesChbi RIEmMiMENE a89086ra8F gP@ased for
limted periods of tine such that an |IF address that is not used | ease

durati gn iaﬁdx%'s‘st forPREKIe LB QLN EsUBALY %aﬂw@dtef;}%%{'agr% Bt QRh¥%sARE | P addresses
handed out, but all related configuration settihgs |ike the subnet nask,

def aul DNS h i . k
deTault " Q5L PO, 08T ke bR Sl Y0 L AT S TERALP e

el'ess devic en transm or a tenporary

equest RSt PrerSer bt P G3oBr L8 ener BRSO ch nanal oo
the request. In response, router 430 identifies or determnes a tenporary
| Pv6 addr 8% adgresgmformation. Thus, the new temporary IPv6 address for wireless
device 408 preferably has the temporary IPv4 address embedded within it.
10 More preferably, router 430 operates in accordance with an Infra-Site
Automatic Tunnel Addressing Protocol (ISATAP) standard and identifies a
temporary IPv6 address in accordance with ISATAP. Referring to FIG. 8, the
format of a temporary IPv6 address 802 using the ISATAP is shown. The
format of temporary IPv6 address 802 includes a prefix data field 804, a suffix
15 data field 808, and another data field 806, Suifix data field 808 is for an IPv4
address, which in this embodiment is the temporary IPv4 address previously
assigned to wireless device 408 through IPv4 wireless network 432.
In general, ISATAP provi%ies for the connection of IPv6 hosts and
rou'ters within IPv4 sites. More specifically, ISATAP provides a transition
20  mechanism for enabling an incremental deployment of IPv6 by treating an
[Pv4 site's IPv4 infrastructure as a Non-Broadcast Multiple Access (NBMA)

link layer., As described, ISATAP mechanisms use an IPv6 interface identifier

format that embeds an IPv4 address (and tunneling an IPv6 payload in an
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WO 2004/ 049668 PCT/ CA2002/ 002012 assign to wirel ess device 408 (step 610
of FIG 6). Router 430 sends a response nessage to wireless device 408

whi ch includes this newy assigned tenporary |Pv6 address (step 612 of FIG
6). Preferably, router 430 identifies or determ nesp@tmopmiary |Pv6 5
address for wirel ess device 408 based on the tenporary |Pv4 address of

W reless device 408. Mre particularly, router 430 determ nes a tenporary

| Pv6 address by enbedding the tenporary | Pv4 address wi,thin additional

| Pv6 addr es®vi ifadretintiio rnabisusatompde Fehia-Bih dHansing ddiEss for wirel ess
device 408 preferably has the tenporary | Pv4 address enbedded within it. 10
More pref eratdtyer hautierusésgobrdiyrasipnd ¢ mvebrixhaelpieh S Phtra-Site

Aut omati c Tunnel Addressing Protocol (1SATAP) standard and identifies a
temporary | BuasRditess-DnftascaptairteradprdseddEarAlinorRddy iy gleo FIG 8, the
format of a tenmporary |Pv6 address 802 using the | SATAP is shown. The
format of tgnpessumplRwd, dEfdiesgdi8iRApditdes a prefix data field 804, a
suffix 15 data field 808, and another data field 806. Suffix data field 808
is for ap | Pv4 RagdigsBackvibibh flow thigemenh§ifknerwidlestdraicedporary | Pv4
address previously assigned to wireless device 408 through I Pv4 wreless
net wor k 432secdivbsgenerdy asslgBAT Ahppray Utiésdiees imrowedde (tmPldf | Pv6 hosts
and routers within IPv4 sites. Mre specifically, |SATAP provides a
transition p28crmchas smidog itonadis doviariB sode nersate apli§yifent of | Pv6 by
treating an IPv4 site's IPv4 infrastructure as a Non-Broadcast Miltiple
Access ( NBMMtwolld dikts hayesmpderydestaddoed (stapSAT AfFIRe®h ahisgmsagSe an | Pv6
interface identifier format that enbeds an | Pv4 address (and tunneling an
| Pv6 payl oaglai Be @t is referred to as a “Binding Update” (BU) message. The Binding

10 Update message is sent through virtual home network 416 and. teceived at
home agent 418. Home Agent 418 siores the temporary. IPv6 address in
association with the permanent [Pv6 address of wireless device 408 (step 618
of FIG. 6), Thus, the tempogary IPv6 address of wireless device 408 hecomes a.
Care-0Of Address (COA) of the deyice at home agent 418.

15 The method continues using the flow diagram of FIG. 7, where the
description makes reference to FIGs. 4 and 7 in combination. The method
continues where a communicating device, such as host computer 402, hag
particular information (e.g. e-mail informatior) to be pushed to wireless
device 408. With its connection fo serving network 404 already established,

20 host computer 408 sends data packets addressed to the permanent Pv6
address of wizeless device 408 (step 702 of FIG. 7). The data packets
addressed to the permancnt IPvé address of wireless device 408 are

intercepted and received at home agent 418 in virtual home network 416 (step
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34 PCT/ CA02102012 | Pv4 packet); this enables automatic | Pv6-in-IPv4
tunneling within a site, whether-that site uses gl obally-assigned or
private Il'v4 aadresses. See the |SATAP Internet-Draft at

www. i et f or g/ proceedi ngs/ 02nov/ 1 -Didraft-ietf- ngtrans-isatap-04,txt, of F.
Tenpl i n, 1&0Ape4d1962902, 5 Referring back to the flow dragcamnfooFeG 6,

W rel ess device 408 receives the newly assigned tenporary | Pv6 address

fromrout e 4 of . FIG,,6). After receiving i.t, wreless device
208 sends ARG Rofh deatlnieotlien Dk it FESeHatith bivsafary 1 Pvs
address (s 16 Fl 6),.. This nmessage may be what is referred to as a
"Bi ndi ng Lﬁgg‘[d aesp g&ﬁ%&%@ﬁ&@@ Ot}h%Gthd‘i“’ h 1y pydhist apphieadivagkei s sent

t hrough virtual hgnme network 416 and received at honme agent 418. Hone
Agent 418 EMPEEY Hivé aderpposaeipted from viltriese sevicnd08apsmeing i Bivéwi t h t he
permanent | Pv6 address of w reless device 408 (step 618 of FIG 6). Thus,
t he t enporakglessPydwaddddss Tofis,wihe efes padets eee 4Q8dheadnesthathe Car e- Of

Address (COA) of the device at honme agent 418. 15 The net hod conti nues

using the tbinporady Eycamdedss BE Gireloss Wodte 40hand 6@ oLi Riri Rvakes reference to
FIG. 4 and 7 in conbination. The nmethod continues where a comuni cating

devi.ce, sughelas dagst 40gonput er 402, has particular information (e.g e-mail.
information) to be pushed to wireless device 408. Wth its connection to

ser vi ng. net wor kod0dyl 6 eANY FSLANLLSNEC. B0 N0R! o SOIRULET, #08 sends data

packets addressed to the pernmanen eless devi ce 408

P 202 ekl oo of PSS 97 By RABS 8h2ps AL B32E Gk Salill, R 2NN 1 PVO

the temporary IPv4 address of wireless device 408 previously assigned to
10 wireless device 408 through wireless network 432 (step 710 of FIG. 7). Router

430 sends these encapsulated data packets out through IPv4 wireless network

432 (step 710). Preferably, this step is per'formed in accordance with the

ISATAP. The wireless device 408 receives the data _;packets addressed to its

temporary IPv4 addréss and processes the information (e.g. the e-mail
15 information} contained therein.

When wireless device 408 leaves IPv4 wireless network 432 and returns
to IPv6 wireless network 406, for example, no longer needed are the
temporary IPv4 address, the temporary IPv6 address, and Care-Of-
Addressing. In IPv6 wireless network 406, wireless device 408 typically

20 receives data packets addressed directly with its permanent IPv6 address.
Router 426 (which facilitates communication between serving network 404

and IPv6 wireless network 406) performs conventional routing functions, and
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i ntercepted and received at hone agent 413 in virtual home network 416
(step 35 WD 2004/049668 PCT/ CA2002/002012 704 of FIG 7). Hone agent 418
readdresses these data packets with the Care O Address (COA), (step 706 of
FIG 7), which is in this application the tenporary |IPv6 address generated
fromw r enss®ogewécsge 408 operating in I Pv4d wrel ess neroardezdéd®2 Thus, the
data packets are readdressed with the 5 tenporary |Pv6 address of w rel ess
devi ce 40 t, put for deljyery.to wreless device 408. Router 430
recei ves f’aﬁgﬁg%‘fg&gag%é%%P%“&%? edéagaeaxciké?tst?‘feolfeé%ﬁd?ef’rcwrflﬂfé Widddress (step
708 of FI %A‘E@P Router 430 encapsul ates these data packets with the

t enporary ‘address of wirel ess device 408 previously assigned to 10

wi rel ess device 408 through wirel ess network 432 (k(S)t ep 710 of FIG 7).
Router 430 sehtisPPREsk Bncapxll sadd of ateavipachastveriodd t providgh | Pv4 wirel ess
network 432 (step 710). Preferably, this step is performed in accordance
with the afigAfaes FhenwillPel-edfveeviciiohOdnachadimes THee itkahdvpacket s
addressed to its tenporary |Pv4 address and processes the information

(e. 9.  thenetimaiologict Smiapf by m@ploR) cONbahdedn tRER ehistinhaawoki €l ess devi ce
408 | eaves I Pv4 wireless network 432 and returns to Pv6 wrel ess network

406, for exaptledts B NESTs NELdRd LRdBrdd mplRTRAKIBA YustiY fofddr €ss, the
tenporary | Pv6 address, and Care- C)p Addres}sjl ng. -I'n IPv(“)g w rel ess network

406, wi S WGE 0 i ecei , ket's add d
Girect |y BRI EEEEE RS O BBAE BfTaci 1 cat es

communi ¢ atoxlfe?'gur ee%é’éf v%ﬂh %\%’r}qtlaan 0 rallgéo\ﬁnu%gda%e(z) f4or IPvd-to-IPv6 transition.

Finally, the front end (FIGs, 1-3) and the back end (FIGs. 4-8) of the

10 serving network together provide a superior solution for IPv4-{o-IPv6 address

transitioning in systems that push information to wireless communication
devices.

It is to be understood that the above is merely a description of

preferreFl embodiments of the invention and that various changes, alterations,

15 and variations may be made without departing from the true spirit and scope

of the invention as set for in the appended claims. None of the terms or

phrases in the specification and claims has been given any special particular

meaning different from the plain language meaning to those skilled in the art,

and therefore the specification is not to be used to define terms in an unduly

20 narrow sense.
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and 1 Pv6 wireless network 406) perfornms conventional routing functions, and
36 WO 2004/ 049668 PCT/ CA2002/ 002012 does not need to encapsul ate data
packets or operate in accordance with |SATAP. As apparent, the "back end"
of serving network 404 provides advantages as an |Pv4-to-1Pv6 transition
mechani sm The inventive 5 nethodol ogi es nay be enpl oyed in connection

wi th existing network conponents and nethods. In the preferred

i npl enentati on usi ng Non- Broadcast Multiple Access (NBMA) techniques, the
W rel ess |Whkt [sSCh@heday-er burdened with overhead to accommodate for

| Pv4-to-1Pv6 transition. Finally, the front end (FIGS. 1-3) and the back
end (FIGB(:ﬂA Sof the 10 serving network together provide a superior

sol ution 4-to-1Pv6 address transitioning in systens that push
information to wireless conmunication devices. It is to be understood that
the above is ndrely 4 medwmd pf fanli@tingpa efosnmenicabivoddesarsingprmatien

i nvention and that various changes, alterations, 15 and variations may be

made Wit hgytweeRal Hodd cohffmitePq108)UanaPAT IdastheS GARGeddl cohendiivatidh on as
set for in the appended clains. None of the terns or phrases in the

a1 T or ent VB RS SPAPHoTEIBEA08 Feant ng Lo Lhose skilled in the art.  and
therefore the specification is not to be used to define ternms in an unduly
20 narrow sens@ecedying, at a tunnel server (118), a tunnel request from a host
computer (108) which is distributed through a network entry point device
(114);
10 establishing a tunnel connection with the host computer (108) in
response to the tunnel request;
updating a local routing table to reflect the newly established tunnel
connection;
broadcasting updated routing table information which reflects the
15 newly established tunnel connection; and
facilitating a communication of user information between the host

computer (108) and a wireless communication device (130) through the tunnel

connection.
20 2. The method of claim 1, wherein the tunnel server (118) is part of

an IPv6 communication network (106) and receives communications from the

host computer (108) through an IPv4 communication network (110).
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What Is Clainmed Is: CLAIMS 1. A nethod of facilitating a communi cation of
user information 5 between a host conputer (108) and at | east one wreless
comuni cation device (130) conprising the acts of: receiving, at a tunnel
server (118), a tunnel request froma host conputer (108) which is

di stributed through a network entry point device (114); 10 establishing a
tunnel connectifd%n wilhe trhethoostofcolmpunt dr Wwhes)ini the rasgponhdeciitatitg a unnel
request; updating a local routing table to reflect the newy established

tunnel  copRaalihRAtiolr efdcast Erﬁgrﬁhﬁ%hegoﬁx?&'fs@gah?a@ﬂ Snid*hRItIBR ieihgihi ch
reflects the 15 newy established tunnel cConnection; and facilitating a

comuni cati o f .user jnfornmation bet t he host onputer (108) and a
Wi rel ess GuRAE SRTohfedPHe (OT3eY G nIBIIh 2 hE (Aot Shife UGS 20 5.
The met hod of claim 1, wherein the tunnel server (118) is part of an |IPv6
communi catcoommnetoativk del®®)(130)d r ecei ves conmuni cati ons fromthe host
conputer (108) through an | Pv4 comunication network (110). 38 3. The

met hodsof claim 1, wherein the act of facilitating a communication of user
information conprises e-mail information being pushed fromthe host

conputer (108) to 't at | east one wreless . . .
P ( ) 4. hﬁ‘le method of elaim 1, wherein a dynamic routing protocol is

used in performing the acts of updating the local routing table and

broadcasting the updated routing table information.

10 5. The method of claim 1, wherein a dynamic routing protocol
based on an Open Shortest Path First standard is used in performing the acts
of updating the local routing table and broadcasting the updated routing table

information.

15 6. The method of claim 1, wherein the act of facilitating a
communication of user information comprises providing for secure
communications over the tunnel connection based on virtual private

networking.
20 7. The method of claim 1, wherein the act of facilitating a

communication of wuser information comprises providing for secure

communications over the tunnel connection based on a Secure Shell standard.
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comuni cation device (130). 5 4. The nethod of claim 1, wherein a dynamc
routing protocol is wused in performng the acts of updating the | ocal
routing table and broadcasting the updated routing table information. 10
5. The method of claim1l, wherein a dynam c routing protocol based on an
Open Shortest Path First standard is used in performing the acts of
updating the | dcal ridtmethadef dand, brsherccespprigingihe agatfed routing tabl e
information. 15 6. The nethod of claim1, wherein the act of facilitating a

conmuni cati on Crfacéﬁﬁ{%]h HeQr ABIHDRe§OER THSRINPHOEE BbiAgut&r ﬁl@S)} WF@r the
conmmuni cations over the tunnel connection based on virtual private
networking. 20 7. The o] f.claiml, wherein the act.of facilitating a
comuni cag}ogﬁ coqmgggerr i@ggr ﬁﬁ@‘i‘:&sn acoﬁ%?w&c%ﬂogvifﬁﬁhﬁﬁj f‘ﬁftgsélé%rtémm?
communi cations over the tunnel connection based on a Secure Shell standard.
39 8. Thecapnhdthbrof claim 1, further conprising the acts of: receiving a
new tunnel request fromthe host conputer (108), after the host conputer
(108) detects a conmunication failure with the tunnel connection. 5 9. A
met hod of pushing e-mail information froma plurality of host conputers

(108) to a pl ur9<.31| A/ ?r];etWOCri%lf %%%h?nogngun?a{iﬁantfélprplatqgr\{ From a(pjlggglity of host

computers (108) to a plurality of wireless communication devices (130)
comprising the acts of:
providing a communication network (106) which includes a front end
10 subnetwork (124) and a core network (128), the front end subneﬁvork (124)
including a plurality of tunnel servers (116) coupled to a network entry point
device (114) and a router (126) coupled to the core network (128);
receiving, at the network entry point device (114), a plurality of tunnel
requests from the host computers (108);
15 distributively sending, by the network entry point device (114), the
plurality of tunnel requests to the tunnel servers (116);
establishing, by the tunnel servers (116), a plurality of tunnel
connections with the host computers (108) in response to the tunnel requests;
performing, by each tunnel server (116) and the router (126), a dynamic
20 routing protocol;
updating, by each tunnel server (116) according to the dynamic routing
protocol, a local routing table to reflect the newly established tunnel

connections;
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conprising the acts of: providing a communi cati on network (106) which
includes a front end 10 subnetwork (124) and a core network (128), the
front end subnetwork (124) including a plurality of tunnel servers (116)
coupled to a network entry point device (114) and a router (126) coupled

to the core network (128); receiving,, at th twork, entry point device
(114), a pl uraﬂ?%ﬁmstmﬁnba eaeféﬁﬁag%issefrwslfnwﬁﬁ %efdlesmf% sypagds . 15
distributively sending, by the network entry point device (114), the

pl ur al i ty miutingnmeitocod qupdttedt muting tblnelfoseatven svi{ith 6fleds thdhiestfy ng, by
t he tunnel servers (116), a plurality of tunnel connections wth the host

conput er s dsiffiknid thBAPCRSAndRidna e ot qggg'tugﬁgr;ﬁe;%&g (8% T oy €2Ch

tunnel server (116) and the router ( routi ng protocol;
updati ng, iﬁ each tunnel server (116) according to the dynam c routing

pr ot ocol , ( Potdt routi ng table to reflect the newy established tunnel
connections; 40 broadcasting, by each tunnel server (116) according to the
dynam 6 routi fgcifitastrgcahe ypahired sfowtinald tefomatiochobettbean e diostef | ects
the newy established tunnel connections to other tunnel servers (116) and

the new , nnel’ conn ther tunnel ser _
petwoen {10 Heatt® (R0 Rd 8 WETrt R E A el LD PR G Lo

(130) through the tunnel connections.
tunnel connections.

10. The method of claim 9, further compri_s_ing:

10 receiving, by the network entry point device (114), a new tunnel
request from one of the host computers (108) which has detected a
communication failure with one of the tunnel servers (118);

selecting and directing, by the network entry point device (114), the
new tunnel request to a new one of the tunnel servers (120);

15 establishing, by the newly selected tunnel server (120), a new tunnel

connection with the host computer (108); and

performing, by the newly selected tunnel server (120), the dynamic
routing protocol for updating the local routing table and for broadcasting
updated routing table information.

20

11. A communication network (106) for facilitating communications
between a plurality of host computers (108) and a plurality of wireless

communication devices (130), the communication network (106) comprising:
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10. The method of claim9, further conprising: 10 receiving, by the network
entry point device (114), a new tunnel request fromone of the host
conputers (108) which has detected a comunication failure with one of the
tunnel servers (118); selecting and directing, by the network entry point
device (114), the new tunnel_ request to a new one of the tunnel servers
(120); 15 est at? Neferk edyy padt slewisg GEect ed tunnel server (120), a new
tunnel connection with the host conputer (108); and perform ng, by the

new y sel ected 4 phielitysef tveihe( d20pss (1€); dynam ¢ routing protocol for
updating the local routing table and for broadcasting updated routing

tabl e informatiQn. . A CO i i on ko ( r i.litating
comuni cat i ons t%gepé\@\é%&a CB rali ty%%%icﬁogﬁ%iggn%ﬁge%gg%aﬁy%) t%ﬁ%'r%dtp urality
of wireless conmunication devices (130), the conmmunication network (106)
conpri si ng@luraity sofninisl keguests fisenrit phesalite of Tos) compyey B0 yo dhet unnel
servers (116); the network entry point device (114) being operative to

direct sa plldlalidfYufhellsemnat (TR R atdstioMmanriie) ity of host conputers
(108) to the 5 plurality of tunnel servers (116) in a distributed manner;

oraral i1y of ¢ e EoRhedrbAL P b Gl Au TR P B T e e (o
tunnel requests received therefrom
plurality of tunnel connections with host computers (108) in response to
tunnel requests received therefrom;
each tunnel server (116) being operative to facilitate a communication
10 of user information between each host computer (108) having a tunnel
connection established therewith and at least one wireless communication
device (130); and
each tunnel server (116) being operative to perform a dynamic routing
protocol for updating a local routing table to reflect newly established tunnel

15 connections and for broadcasting updated routing table information to the

other tunnel servers.

12, The communication network (106) of claim 11, wherein the
communication network (106) comprises an [Pv6 communication network
20 and at least one host computer (108) adapted to communicate through an

IPv4 communication network (110).
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each tunnel server (116) being operative to facilitate a comunication 10
of user information between each host conputer (108) having a tunnel
connection established therewith and at | east one w rel ess comuni cation
device (130); and each tunnel server (116) being operative to performa

dynami c routin praoj.ocol for updati a routing table to ref] ect
new y establ i s%éd tﬁﬂﬂfe|corr¥§ue5ﬁﬁgetm%h%or§n@0ﬁbro fryelan cls t4 @reefw‘éffa
routing table information to the other tunnel servers. 12. The

comuni cattuanehedework ({16)6)s afpezhdven thl, favdiedtei B tbmmaeniention caf i wser net wor k
(106) conprises an | Pv6 communication network 20 and at |east one host

conput er MypLga h I opi?mpi i

net wor k (1%%@“3% HSlﬁ mn%%a%ﬁgﬁaéggﬁob%é%éﬁgg cl al m&i‘t’f,[e%\g/l\herei n
each tunnel server (116 erative to facilitate a comruni cati on of
user i nf GORMDMBH2ES qvé‘FEhé ﬁ -mai | i nformation being pushed to a wirel ess
communi cation device (130). 5 14. The communi cati on network (106) of claim
11, wherein the network entry point device (114) conprises a |ocal
director. 15. The conmmuni cati on network (106) of claim 11, wherein the 10

netmork ent iy HALDL HRYERAMALGATRELOSY @@9”@@1&&%8% N&eithen

enpl oys a round-Tobin assignnen comuhi cati on network

(106) of claim11l, wherein each
network entry point dev1ce (114) comprises a local director.

15, The communication network (106) of claim 11, wherein the
10 network entry point device (114) comprises a domain name server which

employs a round-robin assignment technique.

16.  The communication network (106) of claim 11, wherein each
tunnel server (116) is operative to perform a dynamic routing protocol in

15 accordance with an Open Shortest Path First standard.

17.  The communication network (106) of claim 11, wherein each
tunnel server (116) is operative to perform a dynamic routing protocol in
accordance with an Routing Information Protocol standard.

20

18.  The communication network (106) of claim 11, wherein each

tunnel server (116) is operative to provide secure communications with host

computers (108) over the tunnel connections.
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tunnel server (116) is operative to performa dynam c routing protocol in
15 accordance with an Open Shortest Path First standard. 17. The

comuni cati on network (106) of claim 11, wherein each tunnel server (116)
is operative to performa dynam c routing protocol in accordance with an
Routing Information Protocol standard. 20 18. The conmmuni cati on network
(106) of claim1ll, wherein each tunnel server (116) is operative to
provi de secure comuni cations with host conputers (108) over the tunnel

connections. 431919. The coaUnicaabhoRetedO[106§ WItilaidh 1, al-Rerkin cabkr ei n
each tunnel server (116) is operative to provide secure comruni cations

w th host I 8) aver.the tunngl connections.in.accordance with a
Secur o sndtfiREEHLFER (T} 8 oRERkinle" 6 RiIIRG AEPTR b AP BB LR RS I 11
further conprising: each host conputer (108) being operative to detect a
comuni catGoarputers 8&8) ove thietthnaek emmectisns reaccoadaneaw thostcugo fibell er

(108) being operative to send a tunnel request for a new tunnel connection
t hrough t headieirvwork entry point device (114) in response to detecting the
comuni cation failure. 15 21. The communi cati on network (106) of claim 11,

further conprising: a router (126);

20.  The communication network (106) of claim 11, further
comprising;:
each host computer (108) being operative to detect a communication
10 failure with a tunnel server; and
each host computer (108) being operative to send a tunnel request for a
new tunnel connection through the network entry point device (114) in

response to detecting the communication failure.

15 21.  The communication network (106) of claim 11, further
comprising:
a router (126);
the router (126) being operative to route communications to the tunnel
servers (116); and
20 the router (126) being operative to perform the dynamic routing

protocol with the plurality of tunnel servers (116).
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the router (126) being operative to route comruni cations to the tunnel
servers (116); and 20 the router (126) being operative to performthe
dynami c routing protocol with the plurality of tunnel servers (116). 44
22. The comuni cation network (106) of claim 11, further conprising: a
router (126); a front end subnetwork (124) which includes the plurality of
tunnel 5 serveéis (108 gﬂanﬂﬂécﬂﬁﬂteﬁevﬁ9@§;U§6bopg reRRor kL ( furher ¢ he
router (126) coupled to the core network (128); the router (126) being
oper ati ve compgdih@r m t he dynam c routing protocol with the plurality of
tunnel servers (116). 10 23. A nethod of establishing conmunications for an
| Pv6 wirel ess ag%mmgqg§?$ion device (408) | ocated ip an | Pv4 wirel ess
comuni cati on networ 432) conprising the acts of: receiving a request
for a tenporary |Pv6 address fromthe IPv6 15 wirel ess device (408}, t he
request i ncl udignfFoah enpyaubrpirvesk { dhpviueh ipclugdssithe eduradity e upye

w rel ess device (408) through the I1Pv4 wireless network (432); creating,
in respons@nk@s(hg aﬁquﬁégou&ﬁexxgﬁporary | Pv6 address for the |Pv6

wi rel ess device (408), the tenporary |IPv6 address having the tenporary
a core network (128);
the router (126) coupled to the core network (128);
the router (126) being operative to perform the dynamic routing
protocol with the plurality of tunnel servers (116).
10
23. A method of establishing communications for an IPv6 wireless
communication device (408) located in an IPv4 wireless communication
network (432) comprising the acts of:
receiving a request for a temporary IPvé address from the IPv6
15  wireless device (408), the request including an IPv4 address temporarily
assigned to the IPv6 wireless device (408) through the IPv4 wireless network
(432);
creating, in response to the request, the temporary IPv6 address for the
IPv6 wireless device (408), the temporary IPv6 address having the temporary
20  [Pv4 address embedded within it; and
causing the temporary IPv6 address to be stored at a home agent (418)

in association with a permanent IPv6 address of the IPv6 wireless device

(408).
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20 I Pv4 address enbedded within it; and causing the tenporary |Pv6 address
to be stored at a hone agent (418) in association with a permanent |Pv6
address of the IPv6 wireless device (408). 45 24. The method of claim 23,
wherein the tenporary I Pv6 address has a format in accordance with an
Intra-Site Access Tunneling Protocol standard. 5 25. The nmethod of claim
23, further conprising the acts of: receiving a Binding Update nessage from
the Pv6 wireless device (408), the Binding Update nessage including the
tenporary | Pv6 2dddr €Bss nasthod afudhing 23hevhe@wpotiad YerhPofaryolhe sddresd in
response to the Binding 10 Update nmessage. 26. The nethod of claim 23,

wherein t t Si rak S
conprises t Sggffgg{rﬁg?i{a%%%(r) gkgcsesikﬁﬁp%él tl%té%‘%;(tgn%g?%srgyﬂ“é’g%l%d%?rrg)gcg%él
Care-O Address for the I1Pv6 wireless device. 15 27. A nethod of

est abl i shiStft fimuni cations for a wirel ess communication device (408) in
an | Pv4 wireless comuni cati on network (432) conprising the acts of:
recei véng, through the IPv4 wireless network (432), a tenporary |IPv4 20
address which is assigned to the wireless device (408); transmtting,

through the | P\Q‘g Wi rﬁ{e‘%‘ﬁétl{b‘:ﬂt gpgllcﬁn(l ﬁ%?@tirt&rtc%r”rpﬁrriﬁ{lg the acts of:

receiving a Binding Update message from the IPv6 wireless device
(408), the Binding Update message including the temporary IPv6 address; and
causing the temporary IPv6 to be stored in response to the Binding

10 Update message.

26,  The method of claim 23, wherein the act of causing the
temporary [Pv6 address to be stored comprises the further act of assigning the
temporary [Pv6 address a Care-Of Address for the IPv6 wireless device.

15

27. A method of establishing communications for a wireless
communication device (408) in an IPv4 wireless communication network (432)
comprising the acts of:

receiving, through the IPv4 wireless network (432), a temporary 1Pv4

20  address which is assigned to the wireless device (408);
transmitting, through the IPv4 wireless network (432), a temporary

IPv6 address request which includes the temporary IPv4 address;

46



| Pv6 address request which includes the tenporary |IPv4 address; 46

recei ving, through the I1Pv4 wireless network (432) in response to
transmtting the request, a tenporary |IPv6 address which is assigned to the
wi rel ess device (408) and includes the tenporary |Pv4 address; and

transmtting, through the IPy4 wreless network (432 a .nessage 5 which

i ncl udes the te‘f?ﬁ%‘t”g‘il f Bgﬁdﬁ?eeéﬁv o irg o8B e 2/%{3?)1 iy FEPREFRA | Pv6
address of the wirel ess device (408). 28. The nmethod of claim 27, wherein

t he nmessagzaconitting ehe aeqBestda ngnippdatye [Pes sddeess 1hiB.is Besigned hodhef cl ai m
27, wherein the tenporary |IPv6 address has the tenporary |Pv4 address

embedded Wellds byicAQu0sl U BENRL A ShALIIAT oL HELRRLecORRY | ST no: 15, when

the wirel ess device I's 1n ess networ k 32): receiving
dat a packets addressed to the tenporary |IPv4 address; and when the wrel ess
devi ce (408) i srRpsmaitingy shiguegh Ztgg Hetwarikelesso setworle ddPR) iy matsa8Backet s
addressed to the permanent |Pv6 address. 20 31. The nmethod of claim 27,

wher ei 5 t hehichnipolaiey thPwémpdaassEvorddiesd il asdediatibe withpopa@iyaridnt 4
address has a format according to an Intra-Site Access Tunneling Protocol

st andar d. I‘f’%%%ldragéeof%{z had.els @éﬁhg‘[@g) wherein the act of transmtting
ge conp ing the

the nessa rrses transmt nmessage to a hone agent (418) to

28.  The method of claim 27, wherein the message comprises a
Binding Update message.
10
29.  The method of claim 27, wherein the temporary IPv6 address

has the temporary IPv4 address embedded within it.

30.  The method of claim 27, further comprising:
15 when the wireless device (408) is in the 1Pv4 wireless network (432):
receiving data packets addressed to the temporary IPv4 address; and
when the wireless device (408) is in an [Pv6 wireless network (406):

receiving data packets addressed to the permanent IPv6 address.
20 31.  The method of claim 27, wherein the temporary IPv6 address

which includes the temporary [Pv4 address has a format according to an

Intra-Site Access Tunneling Protocol standard.
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establish the tenporary | Pv6 address as a Care-OF Address. 5 33. A wreless
communi cati on device (408), conprising: an antenna (402); a receiver
coupled to the antenna (502); a transmitter coupled to the antenna (502);
one or nore processors (506) coupled to the receiver and the 10

transmtter; t r ng, operative to re elveate orary 4
address t hr ough- %?‘ Ig§§gﬁ@t r Wheagp) t G‘tﬁ%t Pfé&pﬁnﬂﬁé‘rgﬁ fng
operative to transmt a tenporary | Pv6 address request through the |Pv4

Wi rel ess matsagk (eB8p)ised eadsenipingr shel BvGsagiedrtess hbhhe egeast(4isicltoadi ng
the tenporary | Pv4 address; the receiver being operative to receive a

te”poraryés%sﬁﬁé?&?gg%%ﬁ@?@@ gg?eégp\é%@é{eeb?%%ld}%%rk (432) In response

to transmttin ress request tenporary | Pv6b
address including the tenporary |IPv4 address; and 20 the transmtter being
operative to transmt a nmessage which incl udes the tenporary | Pv6 address
through the I Pv4 wireless network (432) for associating it with a
permanent | Pv6 33ddk edselods ddemiinieitiossddldvd O8Y 408)prisifig34. The wirel ess
devi ce (408) of clar m 33, wherein the transmtter is further operative to
transmt the 9@2 one agent (418) to establish the tenporary IPv6
address as a Care re 's for the wirel ess device (408).

a receiver coupled to the antenna (502);
a transmitter coupled to the antenna (502);
one or more processors (506) coupled to the receiver and the
10  transmitter;
the receiver being operative to receive a temporary IPv4 address
through an IPv4 wireless network (432);
the transmitter being operative to transmit a temporary IPv6 address
request through the [Pv4 wireless network (432), the temporary [Pvé address
15 request including the temporary IPv4 address;
the receiver being operative to receive a temporary IPv6 address
through the [Pv4 Wireiess network (432) in response to transmitting the
temporary IP6 address request, the temporary IPv6 address including the
temporary [Pv4 address; and
20 the transmitter being operative to transmit a message which includes
the temporary IPv6 address through the IPv4 wireless network (432) for

associating it with a permanent [Pv6 address of the wireless device (408).
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5 35. The wirel ess device (408) of claim 33, wherein the tenporary |Pv6
address has the tenporary | Pv4 address enbedded within it. 36. The wrel ess
device (408) of claim 33, wherein the nmessage 10 conprises a Binding
Updat e nessage. 37. The wrel ess device (408) of claim 33, wherein the
tenporary |Pv6 address has a format according to an Intra-Site Access

Tunnel ing Prot¥col Standealess deyigs(408) pbcleda & wheseln the fragsmitter is

comuni cations of information between an |IPv6 comuni cation network (406)

and an | Pvarilier elpesstio tanuRineatit e ndevigetd 44mé agahe@1igh tarstaBlidh
Wi rel ess conmuni cati on network (432), the wreless device (408) being

assi gned h%g%%ﬁ%’%%;% llﬁ\ﬁ gﬂﬁ'egs ?15 InA0e ARG dr8d W)rr ﬁ{e%ré]g%s"\ﬁé%céémz)

t he net ho receivi'ng a reques enporary | Pv6
address fromthe wireless device (408), the request i ncluding the
tenporary ##M address of the wireless device (408); 49 deternining, in
response to the request, a tenporary |Pv6 address for the wrel ess device
(408), sthe tenmporary | Pv6 address including the tenporary |Pv4 address;
routing a nessage fromthe wirel ess device (408) to a hone agent (418), 5

t he nessage i ncjzudi t np r ddr.es Lch .1 s stor t he
honme agent (41?}5 i nnlggesgglfeé |So§e‘\?\ﬁc¥l{4§él) 8$ ﬁ%ﬁ%‘n?g’l % %Hd esééng?ort%%%
Wi rel ess

IPv6 address has the temporary IPv4 address embedded within it.

36.  The wireless device (408) of claim 33, wherein the message

10 comprises a Binding Update message.

37.  The wireless device (408) of claim 33, wherein the temporary
[Pv6 address has a format according to an Intra-Site Access Tunneling
Protocol standard.
15
38. A method of facilitating communications of information between
an [Pv6 communication network (406) and an IPv6 wireless communication
device (408) located in an IPv4 wireless communication network (432), the
wireless device (408) being assigned a temporary [Pv4 address in the IPv4
20 wireless network (432), the method comprising the acts of:
receiving a request for a temporary IPv6 address from the wireless
device (408), the request including the temporary IPv4 address of the wireless

device (408);
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device (408); receiving data packets addressed to the tenporary |Pv6
address of the wreless device (408); and 10 encapsul ating the data
packets with the tenporary | Pv4 address for receipt by the wirel ess device
(408) through the IPv4 wirel ess network (432). 39. The nethod of claim 38,
wherein the nethod is performed by a router (430). 15 40. The nethod of
clai m 38, wher &letetmining: ingrespenss te thatequest, a tawpperry [Prd eddassdes
conprises determning a tenporary | Pv6 address having the tenporary |Pv4
address enheddaeelvdd hlevied . (488), 4the ThenpBiahpd 1BV6 Ch@diBsS8incdingi Rhé he act
of routing the nessage conprises routing a Binding Update nessage. 50 42.
The npthoqegjc&£ﬁ;ﬁﬁéﬁkkﬁ@§£ein the act of receiving the data packets
conprise receélvidg data packets having e-mail information for the wreless
device (408). 5 43. A communication system (400), conprising: an_ |Pv6
communi cat i on retfivgle eespge fromdbeesvirelesoilevise (HH) e adyprbeageet{4i®e | Pve
comuni cation network (404) and an | Pv4 wireless comuni cati on network
(432) wi t hhé MblisgBe ancidifg ahs eMPBIALE APVORARYEC O HIADE stBrgdComhai cat e;
10 the router (430) being Operative to receive a request for a tenporary
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device (408);
receiving data packets addressed to the temporary [Pv6 address of the
wireless device (408); and

10 encapsulating the data packets with the temporary IPv4 address for

receipt by the wireless device (408) through the IPv4 wireless network (432).

39.  The method of claim 38, wherein the method is performed by a

router (430).
15
40. The method of claim 38, wherein the act of determining the
temporary IPv6é address comprises determining a temporary IPv6 address
having the temporary IPv4 address embedded within it.
20 471. The method of claim 38, wherein the act of routing the message

comprises routing a Binding Update message.
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tenporary | Pv4 address which is tenporarily assigned to the wrel ess device
(408); the router (430) being further operative to identify a tenporary

| Pv6 15 address for the wireless device (408) and sent it to the wirel ess
device (408) in response to the request, the tenporary |IPv6 address
including the tenporary |Pv4 address which is tenporarily assigned to the
wi rel ess devi cetZ 408Yhe andibad ofgdaim (818yherehe thopet efgraseiving ghe skitag
operative to: 20 receive the tenporary |Pv6 address; store the tenporary

| Pv6 addr gggkas éorkpiige Q(eceﬁ_dﬁ{geaata @%@1@&@3 HRGnWM L hadl RE6IRREHE bP\Re addr ess
of the wireless comrmunication device (408); 51 receive data packets

addressed to 1the er t IPv6 address of the wreless communication
devi ce (4d§5r? eﬁ%ggwgzwhe data packets with the tenporary |Pv6 address;
the router (430) being further operative to: 5 receive the data packets
addressed to the tenporary |IPv6 address; and encapsul ate the data packets
with the tenporary | Pv4 address for receipt by the wirel ess conmunication

The Communi bt i on- SyetomeA00) o Ll oGS e B g Mor (499 10 44
an IPv6 communication network (404);
a router (430} for coupling between the [Pv6 communication network
(404) and an IPv4 wireless communication network (432) within which a
wireless communication device (408) may communicate;

10 the router (430) being operative to receive a request for a temporary
IPv6 address from the wireless device (408), the request including a
temporary IPv4 address which is temporarily assigned to the wireless device
(408);

the router (430) being further operative to identify a temporary 1IPv6

15  address for the wireless device (408) and sent it to the wireless device (408) in
response to the request, the temporary IPvé address including the temporary
IPv4 address which is temporarily assigned to the wireless device (408);

a home agent (418);
the home agent (418) being operative to:
20 receive the temporary IPv6 address;
store the temporary I[Pv6 address as a Care-Of Address

associated with a permanent IPv6 address of the wireless

communication device (408);
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router (430) is operative in accordance with an Intra-Site Automatic Tunnel
Addr essi ng Protocol standard. 15 45. The communi cation system (400) of
claim43, wherein the router (430) is a Non-Broadcast Miltiple Access type
router. 46. The conmunication system (400) of claim43, wherein the

e e ot o L RSBt e T
operative to receive the tenporary |IPv6 address in a Binding Update
message from t hhewireless somomminatien denicdd¢d0®e (408). 52
readdress the data packets with the temporary [Pv6 address;
the router (430) being further operative to:
5 receive the data packets addressed to the temporary IPv6
address; and
encapsulate the data packets with the temporary [Pv4 address
for receipt by the wireless communication device (408) through the
IPv4 wireless communication network (432).
10
44. The communication system (400) of claim 43, wherein the

router (430) is operative in accordance with an Intra-Site Automatic Tunnel

Addressing Protocol standard.

15 45.  The communication system (400) of claim 43, wherein the router

(430) is a Non-Broadcast Multiple Access type router.

46.  The communication system (400) of claim 43, wherein the
temporary [Pv6 address has the IPv4 address embedded within it.
20
47.  The communication system (400) of claim 43, wherein the home
agent (418) is operative to receive the temporary IPv6 address in a Binding

Update message from the wireless communication device (408).
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