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(57) Abstract: Systems, methods and apparatuses to configure a com-
puting device for identification and authentication are described. For
example, a key management server (KMS) has a certificate generator
and is coupled to a registration portal. A copy of secret implemented
into a secure component during its manufacture in a factory is stored
in the KMS. After leaving the factory, the component can be assem-
bled into the device. The portal receives registration of the compo-
nent and a hash of software of the device. The certificate generator
generates, independent of the device, public keys of the device, using
the copy of the secret stored in the KMS and hashes of the software
received via the registration portal, and then sign a digital certificate
of the public key of the device. Authentication of the device can then
be performed via the private key of the device and the certified public
key.



