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Methods and systems for building and/or using a graph data structure

Technical Field

[1] Embodiments generally relate to methods, systems, and computer-readable media
for building a graph data structure, and in some embodiments, for using the graph data

structure to provide services and/or products.

Background

2] Any discussion of documents, acts, materials, devices, articles or the like which has
been included in the present specification is not to be taken as an admission that any or all of
these matters form part of the prior art base or were common general knowledge in the field
relevant to the present disclosure as it existed before the priority date of each claim of this

application.

Summary

[3] Some embodiments relate to a method comprising: determining a dataset comprising
a plurality of entries, each entry comprising an entity identifier and one or more associated
application identifiers, each application identifier identifying an application used by an entity
of the respective entity identifier; determining a set of application pairs from the dataset, each
application pair comprising a first application identifier and a second application identifier;
determining a correlation score for each application pair of the set based on the association of
the first and second application identifiers of the application pair with the plurality of entity
identifiers of the dataset; responsive to the correlation score for an application pair exceeding
a threshold correlation value: determining the first and second application identifiers of the
application pair as being correlated; determining a correlation write request comprising the
first and second applications identifiers of the application pair; and providing the correlation
write request to an app recommender database. For example, providing the correlation write
request to an app recommender database may comprise providing a write interface of an app
recommender graph interface module for writing to respective tables of an app recommender

graph structure.
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[4] The correlation score may be indicative of a frequency of a first and second
application of the application pair both being associated with a same organisation identifier of
the organisation identifiers of the dataset relative to the frequency of the first application and
the second application being independently associated with the organisation identifiers of the
dataset. Determining the correlation score may comprise determining pointwise mutual

information (PMI) of the application pairs.

[5] In some embodiments, each entry of the dataset comprises a time stamp indicative of
the freshness of a relationship between the entity identifier and the application identifier and
wherein the method may further comprise prior to determining the set of application pairs
from the dataset and responsive to the timestamp being greater than a threshold, determining

the entry as stale and excluding it from the dataset.

[6] In some embodiments, the method may further comprise determining a usage
relationship between each of the one or more application identifiers and the respective entity
identifier of the dataset; for each entity identifier and application identifier pair: determining
a usage write request comprising the entity identifier and application identifier of the pair;
providing the usage write request to a write interface of a graph interface module for writing

to respective tables of a graph structure.

[7] Each entry of the dataset may comprises a time stamp indicative of the freshness of a
relationship between the entity identifier and the application identifier and where the method
further comprises: prior to determining the usage write request and responsive to the
timestamp being greater than a threshold, determining the entry as stale and excluding it from

the dataset.

[8] In some embodiments, determining the dataset comprises: for each entry of the
database, determining connection data between the entity identifier and each application
identifier of the one or more associated application identifiers, wherein the connection data is
indicative of a connection request being made by the entity of the entity identifier to an

application service provider providing the application of the application identifier.
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[9] In some embodiments, responsive to determining connection data between an entity
identifier of the plurality of entity identifiers and a respective application identifier, the
method comprises inferring that the entity of the entity identifier has used the application of

the application identifier.

[10] In some embodiments, providing the correlation write request to the write interface
of the app recommender graph interface module comprises: determining a plurality of
correlation write requests to be written to the app recommender graph structure; collating the
plurality of correlation write requests as a batch write request; and providing the batch write

request to the write interface of the app recommender graph interface module.

[11] Some embodiments relate to a method comprising: determining an interest by an
entity in a first application; determining an application recommendation read request, the
application recommendation read request comprising a first application identifier of the first
application; sending the application recommendation read request to a read interface of an
app recommender graph interface module for determining one or more application
recommendations from an application correlation table of a app recommender graph
structure; receiving, from the read interface, a response comprising the one or more
application recommendations; and providing, to the entity, the one or more application

recommendations.

[12] The application recommendation read request may comprise a vertex field and an
edge field, and wherein the first application identifier is provided in the vertex field and an

application recommendation identifier is provided in the edge field.

[13] Providing, to the entity, the one or more application recommendations may comprise
providing the one or more application recommendations to a user interface of a computing

device.

[14] Determining an interest by an entity in a first application may comprise: monitoring
search requests made by the user within an accounting platform provided by a server; and

responsive to determining that a search request comprises a target application, determining
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the target application as the first application. Determining an interest by an entity in a first
application may comprise: monitoring for a connection request by the entity to an application
service provider providing a target application; and responsive to determining that a
connection request is made, determining the target application as the first application.
Determining an interest by an entity in a first application may comprise: determining an
association read request, the association read request comprising an entity identifier for the
entity; sending the association read request to the read interface of the graph interface module
for determining one or more applications associated with the entity from an association table
of the graph structure; receiving, from the read interface, a response comprising one or more

applications; and determining one of the one or more applications as the first application.

[15] The application correlation table of the graph structure may be generated according

to any one of the described methods.

[16] Some embodiments relate to method comprising: receiving a correlation write
request, the correlation write request comprising first and second applications identifiers of
an application pair; writing the first and second applications identifiers to respective first and
second vertex tables of an application recommendation graph structure, the first and second
vertex tables having respective first and second application keys; writing the first and second
application keys to an edge table of the application recommendation graph structure, the edge
table being indicative of an correlation between applications; receiving an application
recommendation read request, the application recommendation read request comprising a
target application identifier of a target application; determining an application key in a vertex
table for an application based on the target application identifier; determining, using the
application key, one or more recommended applications from the edge table; and providing a
response to the application recommendation read request, the response comprising the one or

more application recommendations.

[17] Some embodiments relate to method comprising: determining a first dataset
comprising a plurality of entries, each entry comprising a first object identifier and one or
more associated second identifiers, each second identifier identifying a second object

associated with a first object of the first identifier; determining one or more pairs of
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identifiers, each pair of identifiers comprising the first object identifier and one of the one or
more second object identifiers; and for each of the one or more pairs of identifiers:
determining a write request comprising first and second vertices of an association edge,
wherein the first and second vertices correspond with the respective first and second object
identifiers of the pair; and providing the write request to a write interface of a graph interface
module for writing to respective tables of a graph structure. The first and second objects may

correspond with data items recoded in a database accessible to an accounting platform.

[18] In some embodiments, each entry of the first dataset comprises a time stamp
indicative of the freshness of a relationship between the first object identifier and the
respective one or more second object identifiers and where the method further comprises:
prior to determining the write request and responsive to the timestamp being greater than a

threshold, determining the entry as stale and excluding it from the first dataset.

[19] The first object identifier may be an entity identifier, and the one or more second
object identifiers may be application identifiers. Determining the dataset may comprise: for
each entry of the database, determining connection data between the first object identifier and
each second object identifier of the one or more second object identifiers, wherein the
connection data is indicative of a connection request being made by the entity of the entity
identifier to an application service provider providing the application of the application
identifier. Responsive to determining connection data between an entity identifier and a
respective application identifier, the method may comprise inferring that the entity of the

entity identifier has used the application of the application identifier.

[20] The first object identifier may be a first application identifier, and the one or more
second object identifiers may be second application identifiers. Determining the first dataset
may comprise: determining a second dataset comprising a plurality of entries, each entry
comprising an entity identifier and one or more associated application identifiers, each
application identifier identifying an application used by an entity of the respective entity
identifier; determining a set of application pairs from the second dataset, each application pair
comprising a first application identifier and a second application identifier; determining a

correlation score for each application pair of the set based on the association of the first and
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second application identifiers of the application pair with the plurality of entity identifiers of
the second dataset; and responsive to the correlation score for an application pair exceeding a
threshold correlation value: determining the first and second application identifiers of the
application pair as being correlated; and determining a correlation write request comprising
the first and second applications identifiers of the application pair; and providing the
correlation write request to a write interface of an app recommender graph interface module

for writing to respective tables of an app recommender graph structure.

[21] Providing the write request to the write interface of the graph interface module may
comprise: determining a plurality of correlation write requests to be written to the graph
structure; collating the plurality of correlation write requests as a batch write request; and

providing the batch write request to the write interface of the graph interface module.

[22] Some embodiments relate to method comprising: determining a request from a user
via a user interface for association information for a first object; determining an association
read request, the association read request comprising a first object identifier of the first
object; sending the association read request to a read interface of a graph interface module for
determining one or more associated objects from an object association table of a graph
structure; receiving, from the read interface, a response comprising the one or more second
objects; and providing, to the user, the one or more second objects. The user interface may be

a user interface provided by an accounting platform.

[23] The association read request may comprise a vertex field and an edge field, and
wherein the first object identifier is provided in the vertex field and an association identifier

is provided in the edge field.

[24] Providing, to the user, the one or more second objects may comprise providing the

one or more second objects to the user interface of a computing device.

[25] The association table of the graph structure may be generated according to any one

of the described methods.
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[26] Some embodiments relate to a method comprising: receiving an association write
request, the association write request comprising first and second object identifiers; writing
the first and second object identifiers to respective first and second vertex tables of a graph
structure, the first and second vertex tables having respective first and second object keys;
writing the first and second object keys to an edge table of the graph structure, the edge table
being indicative of an association between objects; receiving an association read request, the
association read request comprising a target object identifier of a target object; determining a
target object key in a vertex table for an object based on the object identifier; determining,
using the target object key, one or more second objects from the edge table; and providing a
response to the association read request, the response comprising the one or more second

objects.

[27] Some embodiments relate to a method comprising: determining a first dataset
comprising a plurality of entries, each entry comprising a second object type identifier and
one or more associated first object type identifiers, wherein a first object type of the first
object type identifier is different from a second object type of the second object type
identifier; determining a set of first object type pairs from the first dataset, each first object
type pair comprising a first object identifier of the first object type and a second object
identifier of the first object type; determining a correlation score for each first object type pair
of the set based on the association of the first and second object identifiers of the first object
type pair with the plurality of second object type identifiers of the first dataset; responsive to
the correlation score for a first object type pair exceeding a threshold correlation value:
determining the first and second object type identifiers of the first object type pair as being
correlated; determining a correlation write request comprising the first and second identifiers
of the first object type pair; and providing the correlation write request to a correlation data

database.

[28] Some embodiments relate to a method comprising: determining a second dataset of
one or more pairs of objects of a first object types, each pair having an associated count
indicative of a number of times the objects of the pair both associated with an object of a
second different object type; determining a correlation score for each pair of objects of the

first object type; responsive to the correlation score for a first object type pair exceeding a
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threshold correlation value, determining the first object type pair as being correlated; for one
or more of the correlated pairs, generating a write request comprising the first object type
identifiers of the correlated pair (or batch of correlated pairs); and providing the write request

to a database for storage.

[29] In some embodiments, determining the second dataset comprises: determining a
third dataset, the third dataset comprising a list of objects of the first object type, and for each
object, a set of objects of the first object type associated with the each object; and
determining the count for each object of the first object type associated with the candidate
object; and populating a relevant cell of a first object type x first object type table with the

total count.

[30] In some embodiments, determining the third dataset comprises: sending a first
request to a read interface of a graph structure, wherein the first request is populated with a
first object type identifier in a first field and the first object type identifier in a second field;

and receiving from the read interface, the third dataset.

[31] In some embodiments, determining the second dataset comprises: sending a second
request to a read interface of a graph structure, wherein the first request is populated with a
first object type identifier in a first field and the object type identifier in a second field; and

receiving from the read interface, the second dataset.

[32] In some embodiments, providing the correlation write request to a correlation
database comprising providing a write interface of a graph interface module for writing to
respective tables of a graph structure. The correlation score may be indicative of a frequency
of both objects of the first object type pair being associated with an object of a second object
type relative to the frequency of a first object and a second object of the pair each being
independently associated with the object of the dataset. In some embodiments, determining
the correlation score comprises determining pointwise mutual information (PMI) of the first

object type pairs.
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[33] In some embodiments, each entry of the first dataset comprises a time stamp
indicative of the freshness of a relationship between the second object type identifier and the
respective first object type identifier, the method further comprises: prior to determining the
set of first object type pairs from the first dataset and responsive to the timestamp being

greater than a threshold, determining the entry as stale and excluding it from the first dataset.

[34] In some embodiments, providing the correlation write request to the write interface
of the graph interface module comprises: determining a plurality of correlation write requests
to be written to the graph structure; collating the plurality of correlation write requests as a
batch write request; and providing the batch write request to a write interface of the graph

interface module.

[35] Some embodiments relate to a method comprising: receiving, by a read interface
associated with a graph structure, a read request comprising a source object type and a target
object type; for each source object of the source object type in the graph structure,
determining, by the read interface, one or more objects of a second object type connected to
the source object; for each object of the second object type, determining, by the read
interface, one or more target objects of the target object type; and providing a response to the
read request, wherein the response is based on the determined one or more target objects of
the target object type. The response may comprise a list of objects of the source object type,

and for each object, a set of objects of the target object type associated with the each object.

[36] Some embodiments relate to a method comprising: receiving, by a read interface
associated with a graph structure, a read request comprising a source object type, a target
object type and a count request for each source and target object pair, wherein the count
request is a request for a number of times both objects of a target object type and source
object type pair are both directly associated with objects of a second object type; determining,
by the read interface, a transformed query for providing to a data store of the graph structure;
providing the transformed query to the data store; receiving a query response from the data
store, wherein the query response comprises a dataset comprising the determined source
object and target object pairs, and a count value associated with each pair; and providing a

response to the read request, wherein the response comprises the query response. The data
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store may be a PostgreSQL data store. The read request may be in the form of a GraphQL
query and the transformed query may be in the form of a PostgreSQL query.
[37]

[38] Some embodiments relate to a system comprising: one or more processors; and
memory comprising computer executable instructions, which when executed by the one or

more processors, cause the system to perform any one of the described methods.

[39] Some embodiments relate to a computer-readable storage medium storing
instructions that, when executed by a computer, cause the computer to perform the method of

any one of the described methods.

Brief Description of Drawings

[40] Various ones of the appended drawings merely illustrate example embodiments of

the present disclosure and cannot be considered as limiting its scope.

[41] Figure 1 is a schematic illustration of an example graph data structure, according to

some embodiments;

[42] Figure 2 is a schematic of a process flow for the generation and use of a graph data

structure, according to some embodiments;

[43] Figure 3 is an example of a data structure comprising tables for an edge and vertices

representing part of a graph data structure, according to some embodiments;

[44] Figure 4 is a block diagram of a system for generating and using a graph data

structure, according to some embodiments;

[45] Figure 5 is a process flow diagram of a method of generating application usage data

for a graph data structure, according to some embodiments;

10
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[46] Figure 6 is a process flow diagram of a method of generating entity relationship data

for a graph data structure, according to some embodiments;

[47] Figure 7 is a process flow diagram of a method of writing data to a graph data

structure and reading data from a graph data structure, according to some embodiments;

[48] Figure 8 is a process flow diagram of a method of determining object information

from a graph data structure, according to some embodiments;

[49] Figure 9 is a block diagram of an application (app) recommendation module of the

system of Figure 4, according to some embodiments;

[50] Figure 10 is a process flow diagram of a method of generating correlation data for a

graph data structure or relational database, according to some embodiments;

[51] Figure 11 is a process flow diagram of a method of determining application

recommendations, according to some embodiments;

[52] Figure 12 is process flow diagram of a method of generating correlation data,

according to some embodiments

[53] Figure 13 is an example schematic of the deployment of the application

recommendation module, according to some embodiments;

[54] Figure 14A is schematic logical representation of vertices of a first object type and

vertices of a second object type linked edges;

[55] Figure 14B is a logical representation of the relationship between objects of the first
and second object types of Figure 14A,;

[56] Figure 15 is an example schematic of a path followed by a graph read interface in

executing a modified query in the form of: “Node A Node A”;

11
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[57] Figure 16 is a schematic representation of an output from a graph read interface in

response to the further modified query in the form of: “Node A Node A (with count)”

[58] Figure 17 is a logical schematic of the graph structure schema, according to some

embodiments;

[59] Figure 18 is a process flow of a method for generating object type correlation data,

according to some embodiments;

[60] Figure 19 is a process flow of a method for reading data from a graph structure,

according to some embodiments; and

[61] Figure 20 is a process flow of a method for reading data from a graph structure,

according to some embodiments.

Description of Embodiments

[62] Embodiments generally relate to methods, systems, and computer-readable media
for generating or building a graph data structure, such as a knowledge graph, of raw data.
Information of the graph data structure may be assembled incrementally, and for example, the
graph data structure may be incrementally updated and/or added to. Some embodiments

relate to using the graph data structure to provide services and/or products.

[63] The graph data structure (or “graph”) may represent a network of entities (such as
people or things), for example entities associated with an accounting platform, and the
information and relationships known about those entities. The graph may be an enriched
information interface, which may be capable of providing a coherent and/or enhanced view of
knowledge about the network of entities. The graph may be generated or created based on
raw data derived from how the accounting platform is used by organisations to manage their

accounting needs.

[64] The raw data may be fragmented, inconsistently named, under documented and/or

difficult to interpret. The raw data may be data collected and stored in a database. For

12
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example, the raw data may be accumulated and stored in a database 406 accessible to an
accounting system or platform 404 for managing accounts (such as maintaining bookkeeping
accounts) associated with a plurality of businesses or organisations, as depicted in Figure 4
discussed below. The raw data may comprise entity information. For example, entity
information may comprise information about particular organisations such as financial or
banking information, accounting information, type of organization, practice area, number of
people employed by the organisation, applications (“apps”) used or downloaded by the
organisation, and which, for example integrate with their user account with the accounting
platform 404, contacts of the organisation, such as people or other organisations that do

business, or are otherwise relevant or related to the organisation.

[65] An example of a knowledge graph 100 is depicted in Figure 1. The graph comprises
a plurality of nodes or vertices 102, some of which are connected or interconnected with or to
other vertice(s) by edge(s) 104. The graph 100 may comprise multiple different types of
vertices. For example, vertex types may be organizations, apps, employees, contacts,
business types, partners, interactions such as events or transactions, etc. For example, an
interaction may be a financial transaction or an API call to an app. Each vertex 102 may have
a plurality of fields, which may be mandatory or optional. Each field may be populated with a
property of the vertex 102.

[66] The vertice(s) 102 of the graph may be determined from the raw data. One or more
vertice(s) 102 may be associated with a respective object of the raw data, for example, that is,
representative of a real world entity. Accordingly, vertice(s) may be determined, in that they
may be identified or obtained directly from the raw data. Where the vertex 102 is an object, it
may be mapped to an object of the raw data, for example, using an object identifier. In some
embodiments, vertice(s) may be inferred or deduced from the raw data, or from objects of the
raw data, or from vertices and/or edges of the graph 100 itself. For example, the object type
“business type” may be inferred from contact and organization information of the raw data.
For example, it may be inferred that an organisation “St. Mary’s” that is associated with
contact “Melbourne School Supplies” is a school (i.e., a particular business type). In such an

example, the vertex 102 representing the business may be connected to a vertex 102 of

“school” using an edge 104 “is”.

13
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[67] Each edge 104 defines a relationship between two vertices 102, for example, that is
representative of a fact or state that holds between the two vertices 102. The relationship may
be determined from the raw data, or maybe inferred from the raw data based on interactions
or transitivity between objects of the raw data, and/or edges 104 and/or vertices 102 in the
graph 100. For example, the inferred relationship (or inferred edge) may not be captured in
the raw data. The inference may be based, for example, on properties of the two vertices 102
joined or connected by the inferred edge 104 (for example, similarity in name and potentially
similarity in other metadata), interactions that have been recorded (in the raw data and/or the
graph 100) between the items of information (objects or inferred objects) represented by the
specific vertice(s), or logical implications. An example of a logical implication may be
knowledge that Org Z and Org Y are related, and that Org Z and Org X are related, and the
deduction that based on these relationships it follows that Org Y and Org X are related.

[68] The graph 100 may comprise multiple different types of relationships and
accordingly, the edge(s) of the graph 100 may be associated with different relationship types.
For example, a relationship type may be “has installed”, “does business with”, “is the same
as”, “works for”, “employs” etc. The graph 100 may comprise multiple edges 104, for
example, of different edge types, between the same two vertices 102. In some embodiments,
each edge 104 may be representative of an individual interaction between the entities (objects
or inferred objects) of the two vertices 102 interconnected by the edge 104. For example,

each edge 104 may be representative of an edge type and a specific interaction. Each edge

104 may have a plurality of fields, which may be mandatory or optional.

[69] The graph 100 may therefore represent different semantic relationships between
types of vertices 102. Referring to the example of Figure 1, graph 100 comprises vertex 102
“Org Z”, which is connected to vertex 102 “App 1” by edge 104 “has installed”,
demonstrating the relationship between the objects Org Z and App 1. Similarly, vertex 102
“Org Y” is connected to vertex 102 “Contact B” by edge 104 “does business with”
demonstrating the relationship between objects Org Y and Contact B.

[70] In some embodiments, additional or aggregated information about the vertice(s) 102

and/or edge(s) 104 may be surfaced or stored as metadata annotated on the respective vertex

14
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102 and/or edge 104. For example, where two vertices 102 are interconnected by an edge
104 that is representative of the relationship between the two vertices 102, additional or
aggregated information about interactions between the two vertices may be recorded or stored

as metadata annotated on the respective edge 104.

[71] Referring now to Figure 2, there is shown a block diagram of a high level overview
200 for generating or building the graph 100 and for using the graph 100 to provide various

services, according to some embodiments.

[72] A source of information for the generation of the graph 100 may be raw data 202. As
mentioned above, the raw data 202 may comprise information derived from a database 406
(Figure 4), such as a relational database, such as may be accessible to and used by an
accounting system or platform. The database 406 may comprise information about a plurality
of organisations having accounts with or otherwise managed by or manageable using the
accounting system 404 (Figure 4). The raw data 202 may comprise data records derived from
data streams of information, which may be acquired in real time, for example, using Amazon
Kinesis Data Stream. The raw data 202 may comprise files. The raw data 202 may comprise

application protocol interface (API) information.

[73] Figure 2 illustrates one or more builder modules 204, configured to assemble
relevant raw data 202 and determine edge(s) 104 and/or vertices 102 for contributing to the
graph 100. The builder module 204 may be configured to determine edge(s) 104 and/or
vertices 102 based on corresponding objects and/or object relationships as defined in the raw
data, and/or may be configured to infer edges and/or vertice(s) based on information defined
in the raw data or the graph 100, or derived or deduced from the raw data 202 and/or graph
100. In some embodiments, the builder module(s) 204 may be configured to determine
edge(s) 104 and/or vertices 102 continuously, in an event-driven manner (for example, in
response to receiving event streams comprising relevant raw data from a streaming source or
streaming platform), on a periodic or scheduled basis, or on an aperiodic or ad hoc basis.
Different builder modules 204 may determine edge(s) 104 and/or vertices from different
sources of or sets of assembled relevant raw data and/or may perform different methods. In

some embodiments, multiple builder modules 204 may create the same types of vertices
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and/or edges. Additional builder module(s) 204 may be added on an ad hoc basis as required
to facilitate growth of the graph 100. In some embodiments, builder modules 204 may be
configured to determine or assemble data for adding or contributing or storing in data storage
or data structures, such as a relational databases or non-relational databases or tabular data

structure.

[74] Once the builder module(s) 204 have determined vertices 102 and/or edge(s) 104,
the builder module(s) 204 may create, update, insert and/or upsert relevant table(s) of the
graph 100 by cooperating with a graph interface module 206.

[75] Data may be loaded to the graph 100 in batches, individual or single records may be
updated, or small and incremental batch loads may be collated to insert and/or update the
graph 100. The additions or updates to the graph data structure 100 may be driven by
upstream data sources, such as sources of raw data 202, and may be batch or event-
driven/streaming. For example, the builder module(s) 204 may transmit messages, such as
publish event messages, to add to or update the graph data structure 100. The builder
module(s) may be configured to provide messages to a single pipeline for feeding to the write
interface 206A of the graph interface module 206. For example, the builder module(s) 204
may publish to a single event stream which is provided or fed to the write interface 206A of

the graph interface module 206.

[76] In some embodiments, builder module 204 may be configured to update the graph
100 using an “insert” mode, i.e. the existing information is retained, and new information is
inserted between existing information. “Insert” mode requests are batched and processed by
builder module 204 at given periods, such as daily. “Insert” mode may provide the benefit of
traceability, with every interaction being recorded. This would provide options for
auditability and traceability. This may also allow for an option to view the graph 100 at a
particular point in time. However, as the graph 100 scales in terms of the number and/or types
of vertices and/or edges, the number of changes or updates may become relatively large. One
possible example is if transactions were used to infer customer/supplier relationships between
businesses. With the number of potential transactions being processed by an accounting

platform daily, the number of updates is likely to get very large. In some embodiments, the
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>

builder module(s) 204 may be configured to update the graph 100 using an update “in place’
mode, i.e., the existing information is destroyed and replaced with the new information, or
saved over. This would have the benefit of reducing query time resources, for example, as
may be required to filter most recent records were an “insert” mode used instead. This may
be appropriate where there are no specific or restrictive auditing requirements or expected
circumstances where long term or indefinite retention of the raw data within the graph data

structure 100 might be required.

[77] The builder module(s) 204 may be capable of triggering random or ad hoc access
updates. There may be situations where multiple builder modules 204 are attempting to
create and/or update or are creating and/or updating the same edge or node types. As an
example, there might be multiple builder module(s) 204 each running processes that need to
add to the graph 100 “Organisation” nodes that might not yet exist. These situations may be
accommodated for by the builder modules 204 cooperating with a write interface 206A of a
graph interface module 206 of the system, as opposed to allowing direct access, or writes, to
a data store or database structure 300, such as a relational data store that underpins the graph

data structure 100, or by which the graph data structure is represented.

[78] Messages or notifications associated with write requests may be indicative of a
connection or relationship having been determined (identified or inferred) between two or
more entities, which may be vertices 104 that exist in the graph data structure 100, or which
do not yet exist in the graph data structure 100. Each write that results from a message may
be an upsert for objects or inferred objects identified in the message. In some embodiments,
messages comprising data considered stale are not written or upserted to the data store 210.
Messages may comprise details of the connection (edge) as well as the connected entities
(vertices). They may be self-contained. They may comprise sufficient data to allow the write
interface 206A of the graph interface module 206 to complete a write request to the data store
210, and may, for example, include all information necessary to populate corresponding
tables in the data store 210. In some embodiments, the messages may be event messages or
events. For example, the builder modules 204 may publish or stream events to the write

interface 206A of the graph interface module 206.
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[79] Messages or events may comprise a message structure which includes a plurality of
elements, each being associated with one or more fields. In some embodiments, the message
structure, which may be an event message structure, may be provided inside a CloudEvent
wrapper. The message structure may be based on the CloudEvent specification, with the

Kafka protocol binding (structured content mode).

[80] The message structure may comprise a triple structure, which may comprise an edge,
a source vertex and a target vertex. For example, each element of the triple may be a data

object.

[81] An example triple structure for an event message structure is provided below. In this
example, the relationship being defined by the edge 104 is “app installed”, the source entity

or source vertex is an organisation, and the target entity or target vertex is an app.
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[82] In some embodiments, there is no event key, such as a Kafka event key, associated
with the message. This may be because there is no need for the messages to be ordered;
messages, indicative of action requests, may be order invariant. This may make the system
200 easier to maintain and/or to scale. Omitting event keys may avoid complications when
increasing the number of partitions for greater throughput, if necessary (and also avoiding the
selection of a key-to-partition mapper). In the absence of event keys, messages may be
distributed from builder modules 204 to available partitions on a round-robin basis, for

example.
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[83] The builder module 204 may be configured to set or define an event ID ("id"). The
combination of "source" and "id" may be unique for each unique event as per the CloudEvent
specification. In this example, "time" is when the relationship (“occurrence” as per the
CloudEvents specification) between vertices 102 came into being, through either creation (for
example, by inference) or discovery (for example, by obtaining the information directly from
the raw data 202). The vertex data may be assumed to be accurate at the relationship’s
creation time, which sets the currency for the vertices 102 and the edge 104. Any
combination of the data objects in the event structure may be ignored for freshness reasons;
that is, only data objects in the event that are fresher (i.e. more recent) than existing records
are written, in some embodiments. "Type" identifies the entity (edge "data.type", source
vertex "data.source.type" and target vertex "data.target.type") to which the data objects in the
event message structure correspond. These may be mapped to tables 302 in the data structure
300 that represents the graph 100, as discussed in more detail below. "Source" and "target"
identify the source (“from”) and target (“to”) vertices 102 or nodes 102 in a single direction
edge. To create a bidirectional edge 104, the builder module 204 may submit two events with
reversed "source" and "target" data objects. In some embodiments, the tables 302 in the data
store 210 corresponding to objects have a column "object ID". The object ID may
correspond with an object identifier for the entity within the raw data, as for example, may be
derived from a database used by the accounting platform to provide accounting services, for
example, organisation ID. As "object ID" is a generic field name, rather than one specific to
the builder module 204 and/or type, the value to use for lookups by natural key is clear, and
the graph interface module 206 need not maintain a mapping between field names and natural
keys for each vertex type. All "fieldX" values correspond to the same-name column in the
table corresponding to the type ("type") of the entity. In some embodiments, additional fields,
such as “attributes” may be populated, or omitted. In some embodiments, the "subject”

CloudEvent metadata field, which is optional, may be omitted.

[84] In some embodiments, the message structure may comprise metadata, edge
information, first vertex (vertex A) information, second vertex (vertex B) information, and
direction. For example, metadata may include a data freshness field, which may provide an
age of the data, and which may be used for comparison against current records, if available,

to mitigate against stale writes. Each of the elements for edge, first vertex and second vertex
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may include fields for the entity or relationship type, which may be determined from or
inferred from the topic of the event. The information of each of the fields of the edge 104 and
vertices 102 may be defined in an edge table and a vertex table, respectively. The direction
element may be indicative of the direction of the edge, from which vertex to which, thereby
indicating which is the source vertex and which is the target vertex. By including a direction
of the edge in the event data object, builder modules 204 can create bidirectional edges
without needing to publish two separate events. For example, this can be achieved by
populating two different fields of the direction element. It also allows for fixed schemas for
edges where the type of vertex A and B differ, avoiding union types for vertex a and

vertex_b.

[85] In some embodiments, edge types may be symmetric, and as such, could be
undirected. For example, an edge “is the same as” may be considered to be a symmetric edge
type. In some embodiments, the message structure may comprise a second edge to

demonstrate or define a symmetric relationship.

[86] An example of a high level description of the content of a message structure may

comprise or contain:

e metadata:

data freshness

e edge: fields for the edge’s type (which may be inferred from the topic of the message)
fieldl: defined by the edge table
field2: ...

e vertex_a: fields for the vertex’s type (which may be inferred from the topic of the
message)
fieldl: defined by the vertex table
field2: ...
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e vertex b: fields for the vertex’s type (which may be inferred from the topic of the
message)
fieldl: defined by the vertex table
field2: ...

e direction: [A_ TO BB TO A|BIDIRECTIONAL] - the direction of the edge.

[87] Event streaming may be well-suited for processing individual events from builder
modules 204. In case of batch workloads, builder modules 204 may be configured to stream
events as part of a transformation pipeline from the data source of raw data 202 to the event
format, without the friction of request-response. As there are no strong auditing requirements
nor expected circumstances where the graph 100 would need to be recreated, the graph
interface module 206 does not require long-term/indefinite retention of the raw data. In some
embodiments, where the builder module 204 provides updates to the graph data structure 100
using eventing, eventing platform support, such as PaaS Eventing, or other managed

solutions may be availed of to reduce overhead associated with managing an eventing system.

[88] The builder module(s) 204 may be configured to consume from raw data 202, from
the graph 100 and/or from other sources to determine vertices 102 and edge(s) 104
representative of the data and write to the data structure 300 of the data store 210. Generic
functionality for mapping the builder module 204 and topic to schema and table can be
shared across the builder modules 204, which may allow the implementation cost of

supporting new modules 204 to be sustainable.

[89] Each builder module(s) 204 may be configured to determine (which may include
infer) edge(s) 104 and/or vertices 102 relating to a specific topic or theme. Each topic may
be associated with one or more specific builder modules 104. In some embodiments, the
respective builder module(s) 204 conforms to a specific schema, or event schema. The
specific schema may require specific element types. Where a topic specific builder module
204 with a specific schema approach is taken (such as the write request/event being a triple),
multiple builder module(s) 204 may be required to accommodate a single type of edge 104

that can join multiple types of vertices 104. In other words, there can be multiple builder
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modules 204 for a single type of edge, each using the edge for different vertices type pairs.
For example, publishing ‘same as’ between two orgs, between two contacts and between one
org and one contact would require three specific builder modules 204, one for each of: ‘same
orgs’, ‘same contacts’ and ‘same org and contact’ topics. Similarly, where connections or
edges 104 between more than two vertex types are to be determined at a time, a specific
builder module 204 may be required for each pair of vertex types. For example, where the
connection to be made is “user belongs to org that installed app”, a first builder module 204
may be required to capture the vertices connected by first edge “user belongs to org” and a
second builder module 204 may be required to capture the vertices connected by second edge

“has installed app”.

[90] The one builder module 204 and one schema per topic approach tends to ensure a
straightforward schema per topic. It allows for topic level access control for technologies
using the data. It may provide control over (and for example restrict or limit) which builder
module(s) 104 can write which data. In this way, data written to the graph data structure100
may be vetted, reducing a risk to the overall quality of data in the graph data structure 100.
The type (such as event type) of the schema (such as event schema) may be named as
appropriate for the specific domain of the builder module 204, avoiding potentially confusing
topic names which might otherwise occur were a per-edge type or a per-event/message type
arrangement adopted, which cross builder module 204 boundaries. Furthermore, this
approach can scale without affecting existing topics as new builder module(s) 204 are added
and/or existing builder modules 204 start identifying or determining new connections.
Despite possibly many topics, generic functionality for mapping the builder modules 204 and
topic to schema and table may be shared across the builder modules 204. Multiple builder
modules 204 may need access to the same topic tables, but all such builder modules 204 may
share the same schema. The schema may be used across multiple topics, for example, for
cases where different builder modules 204 publish the same event or transmit the same

message.

[91] Each builder module(s) 204 may be configured to determine (which may include
infer) edge(s) 104 and/or vertices 102 relating to a specific topic, but with a generic schema,

which accommodates elements of different types. For example, the edge type and the builder
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module(s) 204 topic may be “same as” to connect vertices that correspond with one another,
where the vertices may be the same or different types of entities (e.g., Org Z is the same as
Contact A, or Org Z is the same as Org X, or Contact A is the same as Contact B). In this
embodiment, the schema may account for all permitted vertices types for the edge type and

topic.

[92] In some embodiments, a topic corresponds to an edge type, and the schema
accommodates or accounts for all permitted vertices types for the edge type. In this
embodiment, multiple builder modules 204 may be associated with the same topic, and may
require access to the same topic tables in the data store 210. Accordingly, access controls
may need to be implemented at the topic and event/message levels to mitigate against a

builder module 204 attempting to write to a vertex table that it cannot, or should not.

[93] In some embodiments, a topic corresponds to an edge type with a specific schema to
accommodate a single type of vertices. For example, this arrangement would require
separate topics for “same as” connections between organisations, between contacts, and
between an organisation and a contact. This results in a specific schema per topic, but may
result in many topics. Multiple builder modules 204 may need access to the same topic tables,

but all builder modules 204 share the same schema.

[94] In some embodiments, all builder modules 204 are associated with one topic, and
they share the same top-level structure. The vertices type in each write request event or
message are checked against the respective publishing builder module’s “write allowed” list.

Access control at the topic level may not be possible.

[95] Multiple builder modules 204 may be communicating write requests to the graph
interface module 206 at the same time. This may result in contention between some builder
modules 204 which may wish to write to the same tables (e.g., the write requests relate to
common vertices and/or edges). To accommodate writes instigated by multiple builder
modules 204 at the same or similar times, an appropriate level of isolation may be
implemented during writes to the tables 302 of the data structure 300. In some embodiments,

parallel write requests can be processed by the write interface 206A of the graph interface
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module 206. In such embodiments, for example, the tables 302 may be locked while a write
request from a builder module 204 is being instigated by the write interface 206A. Once the
write request has been completed, the table may be unlocked or released to facilitate a next
write request being accomplished. In some embodiments, all builder module(s) 204 provide
messages comprising write requests to a single pipeline, and the write interface 206A
processes or consumes the messages one at a time, for example, in the order in which they are
received along the pipeline (for example, the event stream). Stale writes may be avoided by
the messages specifying data currency (or data freshness) and the graph interface module 206
only performing writes for current data, for example. For example, there may be a case where
two different messages targeting the same vertices and edge are in the pipeline out of time
order, i.e., “message b”, which has a freshness stamp of later than “message a” may be
provided to the write interface before message a. In that case, the write interface 206A may
action “message a” by writing to the relevant tables of the graph 100 for the vertices and
edge, but on receiving “message b” may note that the message is staler (or less fresh or new)

than message a, and may therefore elect to not overwrite the vertices and edge tables.

[96] Frequent individual writes by multiple builder modules 204 on overlapping tables
302 may be inefficient. For example, a consequence of requests consisting of a triple is that
the types of vertices expected across topics may overlap; one with vertices A and B, one with
A and C, B and C, etc. Again, multiple builder modules 204 may compete for write time
against the same tables 302. In some embodiments, a builder module 204 or other separate
merging module (not shown) may be responsible for merging write requests for a plurality or
all topics into a single stream for providing to the graph interface module 204. For example,
write requests may be batched by event type or message type before combining them into a
single stream for processing and/or communicating them to the graph interface module 206
by a single builder module 204. For example, each builder module 204 may collate a certain
number of write requests for their topic and submit the write requests to the write interface
206A of the graph interface module 204 as a batch. By linking topics to event types (e.g.
event schemas) or message types, as per the one event schema per topic approach or the one
builder module 204 and one event schema per topic approach discussed above, the builder
modules 204 of those topics can collate or organise events in batches and provide the batch to

the write interface 206A to perform batch writes against the corresponding tables. This may
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come at a small cost to data latency. However, the efficiency of this batching may be reduced
by topics split by builder module 204 in addition to event type. Builder module(s) 204 may

need to link records created as part of those batch writes.

[97] The graph interface module 206 comprises the write interface 206A, the data store
210, and a read interface 206B. The write interface 206A of the graph interface module 206
is configured to map data (edges 104 and vertices 102) to the data store 210 in response to
write requests including such data from the builder module(s) 204. The data store 210 may be
a relational database, and may be configured to represent the graph data structure 100. Details
of how the data store 210 may be configured to represent the graph data structure 100 in

tables 302 are set out below with reference to Figure 3.

[98] In some embodiments, the graph interface module 206 does not confirm success of a
write request from the builder module(s) 204; a ‘fire and forget’ interaction approach is
taken. This tends to align well with offline and asynchronous interface patterns, which avoid
backpressure for clients, such as the builder modules 204, and simplify interaction with the

graph interface module 206.

[99] The read interface 206B of the graph interface module 206 is further configured to
communicate or cooperate with one or more service modules 208. The service module(s) 208
are configured to provide service or views based on or built on information derived from the
graph. The service module(s) 208 may be configured to provide such views or services as a
standalone service or view, or as part of a greater product. An example of a service provided
by a service module(s) 208 is an application (“App”) recommender service. An example of a
product provided by a service module(s) 208 is a business register. Both of these use cases

for the graph 100 are discussed in more detail below.

[100] In some embodiments, there may be multiple service modules 208 using the same
vertices 102 and/or edges 104 at the same time for providing or supporting services and/or
products. In some embodiments, the service module(s) 208 request data from the read

interface 206B of the graph interface module 206 in batches, although single record queries
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may be accommodated. An example request may be to provide to the service module 208 “all

X’s that have Y connection to Zs”.

[101] Referring now to Figure 3, there is illustrated an example data structure 300 of the
data store 210, which comprises a plurality of tables 302. The data structure 300 provides
flexibility to the graph interface module 206, allowing for new concepts to be incorporated
without requiring significant schema migrations for every change required, and supporting
growth and change. As illustrated the data structure 300 comprises a table 302 for each
respective vertex type and a table 302 for each respective edge type. In the example of Figure
3, tables are shown for each of vertex “Org”, vertex “App” and edge “Installed org app”. The
vertex table 302 holds a mapping between an identifier and an entity. For example, each entry
in the vertex table “Org” has an identifier, which may be unique to the vertex table 302
“Org”, or all vertex tables in the data structure 300. Similarly, each entry in the vertex table
“App” has an identifier, which may be unique to the vertex table 302 “App”, or all vertex
tables in the data structure 300. The edge table 302 holds a mapping between one or more
identifiers and a relationship. For example, each entry in the edge table 302 “API connection”
includes an identifier, and the identifiers of the vertices connected by the edge, in this case,
the identifier of the “Org” and the “App” in the vertex tables 302. Linking tables 302 based
on shared identifiers or keys, in other words, performing a JOIN on these tables 302, allows

for a full view of the dataset to be obtained.

[102] Most read and write operations will only relate to a few node or edge types.
Accordingly, by adopting this approach, those read and write operations will only require
access to tables with the relevant data. In other words, data access is distributed, and
accordingly, read and writes tend not to get bottlenecked. Furthermore, adding new vertex
and/or new edge types will not impact existing schemas of tables. Having edges represented
by separate tables 302 provides flexibility to have many different types of edge 104 attached
to the same vertex 102. Additionally, an all-inclusive generic schema needn’t be developed to
accommodate all types of vertices 102 and/or edges 104. Instead, vertices 102 and edges 104
may have attributes relevant to their type, with clear meanings, rather than generic attributes
used in different ways for different types. In some embodiments, the attributes selected for

types of vertices and/or edges 104 may be derived with a view to the overall concept, as
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opposed to, for example, specific use cases for the data. Migrations are likely to affect more
tables than were some other data structure models adopted, but these migrations can be done
in a phased approach to avoid downtime. For example, changing the schema of a vertex table
302 could be done by first creating a new vertex table with the new schema, incrementally

migrating the data over to the new table 302 and deprecating the old table 302.

[103] In some embodiments, as vertices 102 and edges 104 have attributes specific to their
type, the schema for each table of the data structure 300 may be different. Each table 302
may include one or more mandatory fields. For example, one or more of the following may
be included as fields of the tables 302: (i) an identifier ”ID”, which may be unique within the
table 302 for the vertex 102 or edge 104 type; (ii) created time, that is the time at which the
table was created; (iii) updated time, that is the time the table was most recently updated,
and/or (iv) a builder module identifier, which may have instigated the creation of the table,
and/or may have updated the table 302; for example, the builder module identifier may be
overwritten or updated as the table is edited or modified. In some embodiments, builder
module(s) 204 may be required to populate all mandatory fields of a write request (such as an
event data structure) for a vertex and/or edge. In some embodiments, write requests with
missing information in mandatory fields may be requested, and/or not mapped to the relevant

table of the graph data structure 100 by the graph interface module 206.

[104] In embodiments where an entity represented by a vertex 102 corresponds to an
object of the raw data (as distinct from an inferred object), an object identifier, “object ID”
(for example, an organisation ID or a contact ID), may be included as a field of the table 302
to link or map the table 302 and the entity represented by the table 302, to the object of the
raw data 202, for example, as may be identifiable in a database 406 (Figure 4) used by the

accounting platform 404 (Figure 4) to providing accounting services.

[105] As an edge type may be used to connect different types of vertices 102, edges 104
may need to be able to identify the two vertices types they connect. For example, this may be
achieved by including fields in the edge table for both vertex types, for example, the table
name of the vertex type, and vertex ID. For example, a “same business” edge could connect

two “contact” vertices, two “Org” vertices, or a “contact” vertex and an “Org” vertex, noting
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that both contacts and organisations may take the same role in many relationships. It will be
appreciated that the edge table may not require a vertex type field, for example, where vertex
IDs and edge IDs are unique across all of the tables of the data structure 300 and the graph

data structure 100. However, it may nonetheless provide useful information.

[106]  Figure 4 illustrates an example network or architecture 400 comprising a system 402
configured to generate, append to and/or use a graph data structure, according to some

embodiments.

[107]  Asillustrated, the architecture 400 may comprise an accounting system or platform
404 for managing accounts associated with a plurality of businesses or organisations. The
accounting platform 404 may be connected to or otherwise access a database 406 configured
to store or record data associated with accounting records and financial accounts of the
organisations. In some embodiments, items of information stored in the database 406 may be
referred to as objects, and may each be associated with an object id. Examples of objects that
may be stored in the database 406 include organisations, contacts, apps, business type,

employees, etc.

[108] As depicted in Figure 4, a plurality of servers and/or computing devices 408
associated with the plurality of organisations may be configured to communicate with the
accounting platform 404 across communications network 410 to avail of the accounting
services provided by the accounting platform 404. Similarly, a plurality of servers 412 may
be configured to provide additional services to the accounting platform 404, for example to
enhance or compliment the services provided by the accounting platform to the organisations,
which may be customers (including individuals) of the accounting platform 404. For
example, the servers 410 may be hosted by partners of the accounting platform 404, which

may be pre-approved or vetted by the accounting platform 404.

[109] The system 402 comprises one or more processors 414 and memory 416. The
processor(s) 414 may include an integrated electronic circuit that performs the calculations
such as a microprocessor, graphic processing unit, for example. Memory 416 may comprise

both volatile and non-volatile memory for storing executable program code, or data. Memory
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416 comprises program code (for example modules or engines) which when executed by the
processor 414, provides the various computational capabilities and functionality of the system
402. The system 402 comprises a network interface 424 to facilitate communications with
components of the system 402 across the communications network 410. The network
interface 424 may comprise a combination of network interface hardware and network
interface software suitable for establishing, maintaining and facilitating communication over

a relevant communication channel.

[110]  In some embodiments, the system 404 may be implemented as a distributed system

comprising multiple server systems configured to communicate over a network to provide the
functionality of the system 402. For example, one or more of the program code (for example
modules or engines) may be deployed on one or more disparate or remote servers, which may

cooperate to provide the functionality of the system 402 described.

[111] Memory 416 comprises one or more builder modules 204. The builder module(s)
204 are configured to determine connections or relationships between entities in raw data 202
to facilitate the construction and/or development of a graph data structure. The relationship is
represented by an edge 104 of the graph data structure 100 and the entities are represented by
vertices 102 interconnected by the edge 104.

[112] The edge(s) and/or vertices may be determined directly, or identified, from the raw
data 202. The edge(s) and/or vertices may be determined from information already stored in
the graph 100, and/or from other external sources. The edge(s) and/or vertices may be
determined by inference. Accordingly, in some embodiments, the builder module(s) 204 may
comprise an inference engine 418 configured to infer one or more edges and/or vertices based
on the raw data 202, data from the graph 100 and/or other data sources. The inference engine
418 may be configured to make inferences about a specific topic or theme. In some
embodiments, one or more builder modules 204 may be configured to determine connections
or associations between objects of a first type and objects of a second type. For example, the

first and second object types may be different object types or the same object types.
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[113] For example, in some embodiments, one or more builder modules 204 may be
configured to determine connections between organisations and apps being used by the
organisations. The builder module(s) 204 may request or subscribe to receive application
connection data, such as notifications or events indicative of app or API connection or call
requests by organisations to connect to avail of services and/or products provided by servers
412 to the organisations using the accounting platform 404. In some embodiments, the
builder module(s) 204 may request or fetch the application connection data, which may be

maintained and stored in database 406.

[114] In some embodiments, the builder module(s) 204 and/or the accounting system or
platform 404 may be configured to monitor or track activity on the API of the servers 412.
The builder module(s) 204 and/or accounting system 404 may be configured to track which
organisation is making a call to which API (or which service provided by server 412) and
when. The builder module(s) 204 and/or accounting system 404 may be configured to track
when an organisation is making calls to an API of a server 412, how many calls the
organisation is making calls to the API of the server 412 and/or how regularly. Using this
application connection information, the builder module(s) 204 (or the inference engine 418 of
the builder module 204) may determine or infer that a particular organisation has installed a
particular app. In some embodiments, the builder module(s) 204 (or the inference engine 418
of the builder module 204) may determine or infer that a particular organisation has
uninstalled a particular app based on a lack of API calls over a period of time. Further details
of a method 500 for generating application usage data using builder module(s) 204 is

described below with reference to Figure 5.

[115] In some embodiments, one or more builder modules 204 are configured to determine
connections, such as entity relationships, between organisations and contacts, and contacts
and contacts, such as to determine where the contact entity is the same entity as the
organisation entity or another contact entity, or does business with the organisation entity or
another contact entity, for example. For example, the raw data 202 used by the system 402
may comprise contact and organisation data. Each organisation that uses or has an account
with the accounting platform may have or maintain a contact list or contact address book.

For example, the contacts in the contact list may be customers and/or suppliers of the
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organisation. In some embodiments, the accounting platform 404 may maintain a contact
table comprising details of at least some of the contact lists of organisations that have an
account with the accounting platform 404. In some embodiments, the creation of a new
contact entry in a contact list or address book, for example, by a user, and/or in response to
the reconciling of a transaction between an organization and a contact using a recommended
or suggested contact (which may be automatic), may instigate an instruction (e.g. a streamed
event) to be sent to a builder module 204 to create an edge 104 between the organisation and
the contact. For example, the builder module 204 may be subscribed to receive events
indicative of such actions or occurrences. Further details of a method 600 for generating
connection or entity relationship data using builder module(s) 204 is described below with

reference to Figure 6.

[116] Once an edge 104 between a pair of vertices 102 has been determined, the builder
module 204 generates message (for example, an event) for transmitting to the write interface
206A of the graph interface module 206 for mapping the edge 104 and vertices 102
information to the relevant tables 302 of the data structure 300 in the data store 210. The
message comprises information indicative of the edge and the vertex pair. In some
embodiments, fields, such as “attributes” of the edge element may be populated or annotated
with an indication of a strength of the determination or inference, contributing evidence,

and/or dates/versions of inference.

[117]  The graph interface module 206 is configured to communicate or cooperate with one
or more service modules 208 to provide services, views and/or products, for example to
organisations or users of the accounting platform 204. The service module(s) 208 are
configured to provide service or views based on or built on information derived from the
graph 100. The read interface 206B of the graph interface module 206 is configured to
receive read and process read requests received from the service module(s) 208 and to

provide the required information to the service module(s) 208.

[118] Asillustrated, in some embodiments, the service module(s) 208 may comprise an
app recommendation module 420. The app recommendation module 420 may be configured

to generate recommendations, such as to organisations or users of the accounting platform
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404, as to which apps they may be interested in installing. For example, the app
recommendation module 420 may be configured to generate recommendations based on
vertices 102 of a graph 100, 906 connected by “recommends” edges 104 as acquired from an
app recommendation graph interface module 904 (Figure 9), or from a relational database or
a tabular data structure. For example, the “recommends” edges 104 between vertices 102 of
different apps may be determined by an app recommendation builder module 902 configured
to perform the method of Figure 10, as discussed below. The app recommendation module
420 may be configured to determine that a user has an interest in a particular app, (for
example, the user may have installed the particular app, or may be searching for a particular
app), and based on the user’s interest in that app, the app recommendation module 420 may
request, from the graph 100, 906 a list of all (or any) apps linked or connected to that
particular app by the “recommends” edge, for example, by performing method 1100
discussed below. Similarly, app recommendation module 420 may be configured to
determine that a user has an interest in a particular app, (for example, the user may have
installed the particular app, or may be searching for a particular app), and based on the user’s
interest in that app, the app recommendation module 420 may request, from the database, a
list of all (or any) apps associated or linked to that particular app. For example, the app
recommendation module 420 may recommend App 1 to Org Z because the app
recommendation module determines that the user associated with Org Z was interested in
App 2, and that App 1 and App 2 are connected in the graph 100 by edge “recommends”, or

associated in the relational database.

[119] In some embodiments, the service module(s) 208 may comprise a business register
module 422. For example, the business register module 422 may be configured to generate
and maintain a business register based on vertices 102 of the graph 100 connected by “same
entity” edges 104 as acquired from the graph interface module 206. The business register
module 422 may be configured to receive a request for organisation or contact details from a
user, such as a user of the accounting platform 404 associated with a particular organization.
The business register module 422 may be configured to send a read request to the read
interface 206B of the graph interface module 206, the read request identifying an organisation
or contact as a vertex, and an associated relationship as an edge identifier (for example, “is

LR IS LR N3

associated with”, “is the same as”, “works at”, “works for” etc.). The business register
2 b b
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module 422 may be configured to receive a read response from the read interface 206B, the
read response comprising one or more vertices recorded in the graph structure 100 as being

connected to the provided vertex with the indicated edge type.

[120] In some embodiments, the service module(s) 208 may comprise a correlation
module 426. For example, the correlation module 426 may be configured to determine
correlation data. The correlation data may be indicative of a correlation or a level of
correlation between a first object of first object type and a second or other object(s) of the
first object type. The first object type may be organisations, contacts, apps, business type,
employees, etc. The correlation module 426 may infer correlation data from second object
types joined or linked to first object types, for example, by an edge in a graph structure, to
determine the correlation between a first object of first object type and a second object of the
first object type. For example, the first object type may be a contact’s business type and the
second object type may be an organisation. In such an example, the correlation module 426
may be configured to determine a level of correlation between a first business type and a
second business type, for example, a renovation business and a decorator business. In some
embodiments, the correlation module 426 may be further configured to make
recommendations to a user based on the correlation data. For example, on determining that a
user has stored, or has recently added, a renovation business as a service provider to its
contact list, the correlation module 426 may recommend one or more decorator businesses to
the user, on the basis that if the user has recently had some renovation work done, they may

be interested in engaging a decorator.

[121] Referring now to Figure 5, there is shown a process flow of the method 500 for
generating application usage data for a graph data structure 100, according to some
embodiments. For example, the method 500 may be implemented by the processor(s) 414 of
the system 402 executing code (for example, one or more builder modules 204) stored in

memory 416.

[122] At 502, a builder module 204 determines application connection or usage data. The
application connection data may comprise one or more entries. Each entry may comprise an

entity identifier, such as an organisation identifier, and an application (“app”) identifier. The
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app identifier may identify an app provided by a service provider, or may identify the service
provider that provides the app, for example. In some embodiments, the application data
comprises a time stamp. The time stamp may be indicative of when a request, such as an API
call, was made by the organisation of the organisation identifier to the service provider

providing the app.

[123] In some embodiments, the builder module 204 receives a message comprising
application connection data when an organisation makes a request to the app service provider,
such as an API call. The builder module 204 may subscribe to receive event notifications of
occurrences of API calls. For example, the builder module 204 may subscribe or “hook into”
an event stream of an upstream data source associated with API calls. The event stream (such
as a Kinesis stream) may comprise information about API connections, such as metadata
about API usage, and may include data about organisation and app provider pairs where there
had been at least one API connection between the organisation and app API within a given

period of time, and for example, while the app provider was active.

[124] In some embodiments, the builder module 204 requests or fetches application
connection data on a periodic, regular, irregular or ad hoc basis, for example, from the

database 406.

[125] At 504, the builder module 204 determines vertices 102 and an edge 104 for each
entry of the application connection data. The builder module 204 may be considered as
configured to build or generate graph data having the topic or theme of “organisations that
have apps installed”. In some embodiments, an inference engine 418 of the builder module
204 is arranged to infer the vertices 102 and an edge 104 from the application connection

data.

[126] The edge 104 may represent an association or relationship between the vertices 102,
such as “is connected” (i.e., the organisation is connected to the app) or “has installed” (i.e.,
the organisation is connected to the app). For example, the inference engine 418 may infer
that a first vertex is an organisation identifier, a second vertex is an app identifier, and the

edge is “has installed”. In some embodiments, the edge 104 may represent an interaction
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between the vertices, such as “last connection” (i.e. the last or most recent time the app made
an API call on behalf of the organisation). The connection app data may comprise additional
information which may be recorded as attributes on the edge and/or vertices. For example,
the edge 104 may comprise attribute information such as: “first connection date”, “last

ERINN3 EEINN3

connection date”, “consent given”, “consent revoked”.

[127]  The builder module 204 (or the inference engine 418) is configured to infer usage of
the app of the app identifier by the organisation of the organisation identifier by virtue of the
fact that the organisation has made a request or an API call to the service provider of the app.
In some embodiments, where an entry of the application connection data comprises a
timestamp, the builder module 204 may be configured to determine the freshness of the data
and whether the connection should be made between the two vertices. For example, if the
timestamp falls outside of a threshold period of time, such as more than one year ago, the
builder module 204 may determine the entry as stale and may refuse, or not write, the data to
the graph structure 100. In some embodiments, where an entry of the application connection
data, or additional data source from the database, or a third party source, comprises an
indication that the service provider of the app is no longer active, the builder module 204 may

determine the entry as stale and may refuse, or not write, the data to the graph structure 100.

[128] At 506, the builder module 204 provides the vertices 104 and edge 102 data inferred
at 504 to the write interface 206A of the graph interface module 206 for writing to respective
tables 302 of the graph structure 100.

[129] Referring now to Figure 6, there is shown a process flow of the method 600 for
generating entity relationship data for the graph data structure 100, according to some
embodiments. For example, the method 600 may be implemented by the processor(s) 414 of
the system 402 executing code (for example, one or more builder modules 204) stored in

memory 416.

[130] At 602, a builder module 204 determines entity relationship data. The entity
relationship data may comprise one or more entries. Each entry may comprise a first entity

identifier, such as an organisation or contact identifier, and second entity identifier, such as
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an organisation or contact identifier. In some embodiments, the entity relationship data
comprises a time stamp. The time stamp may be indicative of when a relationship was

established between the first and second entities of the entity identifiers.

[131] In some embodiments, the builder module 204 receives a message comprising entity
relationship data when an organisation adds an entity to its contact list on the accounting
platform, when an organisation receives an invoice from the entity, when an accounting
record of the organisation is reconciled with a financial document associated with the entity,
when the entity is recorded as an employee of the entity etc. For example, the builder module
204 may subscribe or “hook into” an event stream (such as a Kinesis stream) of an upstream

data source associated with such data creation.

[132] In some embodiments, the builder module 204 requests or fetches entity relationship

data on a periodic, regular, irregular or ad hoc basis, for example, from the database 406.

[133] At 604, the builder module 204 determines vertices 102 and an edge 104 for each
entry of the entity relationship data. The builder module 204 may be considered as configured

2
>

to build or generate graph data having the topic or theme of “is related to”, “is the same as”,
“is an employer of”, “is an employee of”, “is a customer of”, “is a supplier to”, etc. In some
embodiments, an inference engine 418 of the builder module 204 is arranged to infer the

vertices 102 and an edge 104 from the entity relationship data.

[134] The edge 104 may represent an association or relationship between the vertices 102,
such as the above mentioned themes. For example, the inference engine 418 may infer that a
first vertex is the first entity identifier, a second vertex is the second entity identifier, and the
edge is “is the same as”. In some embodiments, the edge 104 may represent an interaction
between the vertices, such as “has done business with”. The entity relationship data may
comprise additional information which may be recorded as attributes on the edge and/or
vertices. For example, the edge 104 may comprise attribute information such as: “first

interaction date”, “last interaction date”.
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[135] The builder module 204 (or the inference engine 418) is configured to infer
relationships between the first entity identifier and the second entity identifier from the entity
relationship data. In some embodiments, where an entry of the entity relationship data
comprises a timestamp, the builder module 204 may be configured to determine the freshness
of the data and whether the connection should be made between the two vertices. For
example, if the timestamp falls outside of a threshold period of time, such as more than one
year ago, the builder module 204 may determine the entry as stale and may refuse, or not
write, the data to the graph structure 100. In some embodiments, where an entry of the entity
relationship data, or additional data source from the database, or a third party source,
comprises an indication that the first or second entity is no longer active, in business, in
existence, etc., the builder module 204 may determine the entry as stale and may refuse, or

not write, the data to the graph structure 100.

[136] At 606, the builder module 204 provides the vertices 104 and edge 102 data inferred
at 604 to the write interface 206A of the graph interface module 206 for writing to respective
tables 302 of the graph structure 100.

[137] Figure 7 is a process flow diagram of a method of writing data to a graph data
structure and/or reading data from the graph data structure 300, according to some
embodiments. The method 700 may be implemented by the processor(s) 414 of system 402
executing computer instructions stored in memory 416, such as the graph interface module

206.

[138] In some embodiments, the method 700 may comprise writing data to a graph data

structure 100.

[139] At 702, the write interface 206A of the graph interface module 206 receives a write
request comprising first and second object identifiers. The write request may be an
association or relationship write request, an entity relationship write request, and/or an
application connection write request, for example. The write request may be received from
one or more builder modules 204 as discussed above. The write request may be received as a

result of method 500 and/or method 600 described above.
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[140] At 704, the write interface 206A of the graph interface module 206 writes the first
and second object identifiers to respective first and second vertex tables of the graph data
structure 300. The first and second vertex tables may have respective first and second object

keys.

[141] At 706, the write interface 206A of the graph interface module 206 writes the first
and second object keys to an edge table of the graph data structure 300. The edge table may

be indicative of an association or relationship between objects.

[142]  In some embodiments, the method 700 may comprise reading data from the graph

data structure 300.

[143] At 708, the read interface 206B of the graph interface module 206 receives a read
request comprising a target or candidate object identifier of a target or candidate object. For
example, the object identifier may be an identifier of an object of an object type, such as an
identifier of an organisation. Alternatively, or in addition, the object identifier may be an
identifier of an object type, such as organisations. In some embodiments, the read interface
206B may receive the read request from one or more service modules 208, such as the app

recommendation module 420 and/or the business register module 422.

[144] At 710, the read interface 206B determines a target or candidate object key in a
vertex table for object(s) based on the object identifier(s).

[145] At 712, the read interface 206B determines, using the target or candidate object

key(s), one or more respective second objects from the edge table(s).

[146] At 714, the read interface 206B provides a response to the read request. The
response may comprise the one or more second objects. In some embodiments, the read
interface 206B may provide the response to the one or more service modules 208, such as the

app recommendation module 420 and/or the business register module 422.

[147] In some embodiments, the read interface 206B may receive request for a set or

subset of data associated with particular object types, as opposed to specific objects of an
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object type. For example, and as discussed below, the read interface 206B may receive a

request for all apps joined to orgs using the edge “installed”.

[148] Figure 8 is a process flow diagram of a method 800 of determining object
information from a graph data structure, according to some embodiments. The method 800
may be implemented by the processor(s) 414 of system 402 executing computer instructions
stored in memory 416, such as one or more of the service modules 208. In some
embodiments, the method may be performed by the business register module 422 of the

service module(s) 208.

[149] At 802, the service module 208 may determine a request from a user via a user
interface, for example, of the computing device 408, for association information for a first

object. For example, the first object may be an organisation or a person.

[150] At 804, the service module 208 may determine or generate an association read
request. The association read request may comprise a first object identifier of the first object.
The association read request may specify the type of association required to be identified,
such as a type of relationship, for example, employees of the first object, employer of the first

object, contacts or entities that are the same as the first object, etc.

[151] At 806, the service module 208 may send the association read request to a read
interface 206B of a graph interface module 206 for determining the associated object(s) from

an object association table of a graph structure 300.

[152] At 808, the service module 208 may receive, from the read interface 206B of the

graph interface module 206, a response comprising the one or more second objects.

[153] At 810, the service module 208 may provide, to the user, the one or more second
objects. For example, the service module 208 may provide the second object(s) to the user

interface (not shown) of the computing device 408.

[154] Figure 9 is a block diagram of the app recommendation module 420 of the system

402 of Figure 4, according to some embodiments.
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[155] Asillustrated, the app recommendation module 420 may comprise one or more app
recommendation builder modules 902. The recommendation builder modules 902 may

comprise an app recommendation inference engine 902A.

[156] The app recommendation builder module(s) 902 may be configured to perform in a
similar manner to the builder module(s) 204 to generate write requests for an app
recommendation graph interface module 904 of the app recommendation module 420.
However, the app recommendation builder module(s) 902 may be specifically configured to
generate or infer correlation data between pairs of apps, which may be based on data
determined from the graph data structure 300, as discussed below in more detail below with

respect to method 1000 of Figure 10.

[157] The app recommendation module 420 may comprise an app recommendation graph
interface module 904. The app recommendation graph interface module 904 may comprise a
write interface 904A, a graph data structure 906 and a read interface 904B. The app
recommendation graph interface module 904 may be functionally similar to the graph
interface module 206. In some embodiments, however, the app recommendation graph
interface module 904 may be replaced with an app recommendation database (not shown),

such as a relational database or a tabular data structure.

[158] The app recommendation module 420 may comprise an app recommendation
application 908. The recommendation application 908 may be configured to determine
application recommendations based on information in the graph data structure 906, or in the
app recommendation database (not shown), as discussed below in more detail with reference

to method 1100 of Figure 11.

[159]  The processor(s) 414 of system 402 may execute computer instructions stored in
memory 416, such as the app recommendation graph interface module 904 of the app
recommendation module 420 to write data to the app recommendation graph data structure
906 (for example, using the write interface 904A) and/or read data from the app
recommendation graph data structure 906 (for example, using the read interface 904B). In

some embodiments, the method of doing so corresponds with that described above with
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respect to the graph interface module 206 of method 700. In that case, the write request may
be a correlation write request, the first and second object identifiers of the write request may
correspond with first and second application identifiers of an application pair, the edge table
may be indicative of an correlation between application, the read request may be an
application recommendation read request, the read request may comprise a target application
identifier of a target application, the response may be an application recommendation
response, and/or the response may comprise one or more application recommendations.
Similarly, processor(s) 414 of system 402 may execute computer instructions stored in
memory 416, to write data to the app recommendation database (not shown), and/or read data

to the database (not shown).

[160]  In some embodiments, the graph interface module 206 may comprise the app
recommendation graph interface module 904. In some embodiments, the app

recommendation graph interface module 904 may be the graph interface module 206.

[161]  Figure 10 is a process flow of the method 1000 for generating object type correlation
data. The object type correlation data may comprise data indicative of a correlation between
first object(s) of first object type and other object(s) of the first object type. For example, and
as exemplified in the discussion below with respect to method 1000 of Figure 10, the first
object type may be applications, and the correlation data may comprise a first app and one or

more other apps considered to be correlated with the first app.

[162]  The application correlation data may be stored in a graph structure, such as the graph
data structure 906 of the app recommendation graph interface 904, according to some
embodiments. In some embodiments, the correlation data may be stored in a database such as
a relational database, for example, database 406 (Figure 4). For example, the method 1000
may be implemented by the processor(s) 414 of the system 402 executing code (for example,

app recommendation module 420) stored in memory 416.

[163] At 1002, one or more app recommendation builder module(s) 902 determines a
dataset of entity identifier and application identifier pairs. In some embodiments, the app

recommendation module 902 determines the set of pairs from vertices 104 and edge 102
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information stored in the graph data structure 300. In some embodiments, the app
recommendation module 204 transmits a read request to the read interface 206B of the graph
interface module 206 to obtain the dataset comprising the set of pairs. The dataset may
comprise a list or group of organisation identifiers, and the apps associated with each of the
organisation identifiers. For example, the association, as may be indicated by the edge joining

or connecting the apps to the orgs may be “is installed by” or “has installed”.

[164] The dataset may comprise a list of entity identifiers (such as organisation identifiers)
and an app associated with each entity (for example, installed by the entity). For example,

the dataset may comprise the following:

Org 1 App A

Org2 App A

Org 3 App B

Org 4 App D

Org 3 App C

Org 1 App B

Org3 App D
[165] The app recommendation module 902 may be considered as configured to build or
generate graph data having the topic or theme of “apps relatively highly correlated with other
apps”. For example, the app recommendation module 204 may be configured to consider two
events (such as a specific organisation having (or inferred to have) a first app installed (event
one) and the specific organisation having (or inferred to have) a second app installed (event
two)) and determine whether the frequency of the two events co-occurring is different than
would be expected from just the frequency of the individual events. In some embodiments,
the app recommendation inference engine 902A of the app recommendation builder module

902 is arranged to infer the vertices 102 for the edge 104 “is relatively highly correlated

with”.

[166] At 1004, the app recommendation builder module 902 determines a set of pairs of
apps from the dataset. For example, the app recommendation builder module 902 may

determine all possible pairs of apps from the dataset.
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[167] For example, the app recommendation builder module 902 may determine one or
more apps relating to or associated with (for example, “installed by”) each entity identifier.
The apps relating to the entity identifiers may be collectively referred to as a set of apps. The
app(s) relating to the respective entity identifiers may be determined from the dataset
obtained at 1002. In some embodiments, the app recommender builder module 902
determines an array comprising a plurality of vectors, each vector representing one or more
apps associated with the respective entity. The array may be a one-hot encoded list of the

apps the respective entities are associated with.

[168] An example of the array may be:

<-org 1 has app a & b installed
<- org 2 has app a installed

<- org 3 has app a & ¢ installed
<- org 4 has app b & d installed

>

o~ oo
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[169]  This may be also depicted as shown in Table I below:

AppA App B App C AppD
Org1 1 1 0 0
Org2 1 0 0 0
Org3 1 0 1 0
Org 4 0 1 0 1
Table I

[170] At 1006, the app recommendation builder module 902 (for example, the app
recommendation inference engine 902A) determines a correlation score for each app pair of

the application identifiers (i.e. of the set of apps). In some embodiments, the app
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recommendation inference engine 902A may be configured to receive as an input, a pair of
app identifiers of a pair from the set of apps, and to determine, or provide as an output, a

correlation score indicative of the correlation between the app pair.

[171] In some embodiments, the app recommendation inference engine 902A of the app
recommendation builder module 902 is configured to receive the array of apps and to provide
as an output an array of correlation scores between pairs of apps. The array of correlation
scores may be a 2-D numpty float symmetric array. An example of the array of correlation

scores may be:

1.0, 0.6, 0.4, -0.4
0.6,1.0,0.2,0.1
0.4,02,1.0,03
-0.4,0.1,0.3,1.0

[172] This may be also depicted as shown in Table II below:

App A AppB App C AppD
App A 1.0 0.6 0.4 0.4
App B 0.6 1.0 0.2 0.1
App C 0.4 0.2 1.0 03
App D -0.4 0.1 0.3 1.0
Table II

[173] In this example, column 1 represents app A, column 2 represents app B, column 3
represents app C and column 4 represents app D. Similarly, row 1 represents app A, row 2
represents app B, row 3 represents app C and row 4 represents app D. The diagonal line of

1.0’s represents perfect correlation between an app and itself, row 2, column 1 represents the
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correlation between app A and app B; row 4, column 3 represents the correlation between app

C and app D, etc.

[174] In some embodiments, the correlation score is a pointwise mutual information score.
For example, the app recommendation inference engine 902A of app recommendation builder
module 902 may be configured to determine pointwise mutual information (PMI) about pairs
of events (such as an organization having a first app installed, and a second app installed) to
determine a value indicative of whether the frequency of the two events co-occurring is
greater than the frequency of the individual events occurring. For example, the app
recommendation inference engine 902A may use PMI to assess or determine a measure of the
correlation (correlation score) between the two apps of each app pair. In other words, the

correlation score may be, or may be based on the PMI of the app pair.

[175] The PMI of a pair of outcomes x {e.g. a first app A being associated or installed by
an organisation) and v (e.g. a second app B being asscciated or installed by the organisation)

can be represented by the following equation:

p(x,y) o p(x|y) o p(y|x)
p(x)p(y) g p(x) g p(y)

[176] where p(x) is the probability of x occurring, p(y) is the probability of y occurring,

pmi(x;y) =log

p(x|y) is the probability of x occurring given that y occurs, and p(y|x) is the probability of y
occurring given that x occurs. In other words, PMI is determined by dividing the joint

probability by the estimated probability assuming independent events.

[177] The independent probability of app A or app B being installed is the estimated
probability. This is the number of times the respective app was installed divided by the total
number of organisations. In some embodiments, the recommender builder module 902 may
determine the independent probabilities of the apps installed, such as app A and app B, from
the array comprising the plurality of vectors, as exemplified in Table I above. Each column of
the array represents the orgs associated with a specific app. The independent probability of

the respective app may be determined by summing the values of the associated column and
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dividing by the number of orgs. So, for example, taking the example of Table I above, the
independent probability of app A is %.

[178] The actual probability that both apps A and B are installed is the joint probability
p(x, v). This is the number of organisations that have both apps installed, divided by the total
number of organisations. If this is similar to the estimated probability that assumes
independence, then it’s likely that there is no relationship between the apps because the data
is just as well described by assuming no relationship. If the joint probability is higher, a
positive signal exists; i.e. app B tends to be installed alongside A. If it’s lower, app B tends to
not be installed if A is installed. The PMI, indicates whether the joint probability is higher,
lower or approximately the same as the estimated probability. Accordingly, the more often
apps A and B are both installed by organisations, the stronger the signal between those apps;
the individual install distributions being equal (i.e., the install base for the apps overlaps
more). The less often each app is installed by organisations, the more conspicuous it is that
they were both installed by an organisation; the joint install distribution being equal (i.e.,

because the apps have a smaller install base, the overlap is more notable).

[179] In some embodiments, the recommender builder module 902 may determine the
joint probabilities by transforming or converting the array comprising the plurality of vectors,
as exemplified in Table I above into an apps x apps array. The apps x apps array may
comprise an array of vectors, wherein each vectors represents app(s) of a set of apps
associated with a particular app of the set. The apps x apps array may include a number of
times each app was installed alongside each other app, as depicted in Table III below. The
recommender builder module 902 may determine or construct this array by determining or
counting a number of rows in each combination of columns of Table I where both cells

containa “1”.

App A AppB AppC AppD
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App A 3 1 1 0

App B 1 2 0 1

App C 1 0 1 0

App D 0 1 0 1
Table II1

[180] The recommender builder module 902 may then determine an array depicting the
joint probability of each app combination (i.e. the joint probability array) by dividing each
cell in the apps x apps array by the number of orgs. An example of the joint probability array

determined from the array of Table I is depicted below as Table IV:

App A App B App C App D
App A Y Ya Ya 0
App B Va Vs 0 Va
App C Va 0 Va 0
App D 0 Va 0 YVa
Table IV

[181] The recommender builder module 902 may then use the values from Table IIT and

the total number of orgs to determine correlations scores between pairs of app.
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[182]  Accordingly, in some embodiments, for each app pair, the app recommendation
inference engine 902A of the app recommendation builder module 902 may be configured to
determine a number of organisations of the dataset with which a first app of the pair is
associated (for example, has installed, or has been inferred to have installed the first app), a
number of organisations of the dataset with which a second app of the pair is associated (for
example, has installed, or has been inferred to have installed the second app), and a number
of organisations of the dataset associated with both of the first and second apps. The app
recommendation inference engine 902A may determine the PMI of each pair, and

accordingly, the correlation score for each app pair based on this information.

[183] The app recommendation inference engine 902A may normalise the score to provide
a normalised correlation score. For example, the normalised output score may range from -1
to 1, where -1 indicates no co-occurrence (i.e., no organisations that have the first app also
have the second app), 1 indicates perfect overlap (i.e., all organisations that have the first app
also have the second app) and O indicates that the apps are independent (i.e. there is no

difference between the events co-occurring or occurring individually).

[184] At 1008, responsive to the correlation score for an app pair exceeding a threshold
correlation value, the app recommendation builder module 902 determines the app pair as

being correlated or sufficiently correlated with one another.

[185] At 1010, for each correlated pair of applications, the app recommendation builder
module 902 generates a write request comprising the application identifiers of the correlated
pair. For example, the write request may comprise the app identifiers of the app pair as
vertices of the edge representing the correlation, for example, an edge “recommends” or “is

correlated”.

[186] At 1012, the app recommendation builder module 902 provides the write request to
the write interface 904 A of the app recommendation graph interface module 904 for writing
to respective tables 302 of the graph structure 100, 906. According to some embodiments,

app recommendation builder module 902 may additionally or alternatively provide write
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request for writing to a separate datastore outside the graph structure, such as to database 406

and/or an app recommender database.

[187] An example dataset was examined using method 1000. The example dataset
comprised data from 1,379,995 unique organisations, 915 unique apps, and 2,224,253
pairwise connections (i.e. app pairs). Of those organisations, 930,941 were connected to only
one app. As such, it may seem that the data is too sparse to look for user-specific
recommendations. However, 904 apps appear at least once with another app (i.e. 904 app
pairs were associated with a same organisation). It was found that 82 apps that had a PMI of
at least 0.6 (a relatively strong correlation) with at least one other app. Following a manual
inspection of the app pairs with a PMI of at least 0.6, the pairings were meaningful or

reasonable, and included some that would not be found with word overlap.

[188] Figure 11 is a method 1100 of determining application recommendations, according
to some embodiments. The method 1100 may be implemented by the processor(s) 414 of
system 402 executing computer instructions stored in memory 416, such as the app
recommendation module 420 of the service module(s) 208, and in some embodiments, the

app recommender application 908 of the app recommendation module 420.

[189] At 1102, the app recommendation module 420 determines an interest by an entity in
a first application. For example, the app recommendation module 420 may determine that the
entity has searched for the first application, for example using a user interface within an
accounting platform, or as an application provided by a service provider to the accounting
platform. The app recommendation module 420 may determine that the entity has installed
or used the particular app. For example, the app recommendation module 420 may be
subscribed to receive details of organisations searching for apps or making API calls to app

service providers, for example.

[190] In some embodiments, the app recommendation module 420 may monitor search
requests made by the user within an accounting platform provided by the system 400, and
responsive to determining that a search request comprises a target application, the app

recommendation module 420 may determine the target application as the first application.

50



WO 2023/096501 PCT/NZ2022/050152

[191] In some embodiments, the app recommendation module 420 may monitor for a
connection request by the entity to an application service provider providing a target
application, and responsive to determining that a connection request is made, the app

recommendation module 420 may determine the target application as the first application.

[192]  In some embodiments, the app recommendation module 420 may determine that the
particular organisation has an interest in a particular app by querying the read interface 206B
of the graph structure interface 206 to read the relevant information from the graph 100, 300.
For example, the app recommendation module 420 may transmit a read request comprising a
request for one or more apps connected to the organisation by an edge indicated of the

organisation having searched for the app, or having installed the app.

[193] The app recommendation module 420 determines a second application to
recommend to the particular organisation based on the first application. For example, at
1104, the app recommendation module 420 determines an application recommendation read
request. The application recommendation read request may comprise a first application
identifier of the first application. The read request may include a vertex identifier, such as an
identifier of the first app. The read request may include an edge identifier, for example,
indicative of a correlation relationship between vertices, such as “recommends” or “is

correlated with”.

[194] At 1106, the app recommendation module 420 sends the application
recommendation read request to the read interface 904B of the app recommendation graph
interface module 904 for determining application recommendation(s) from an application
correlation table of the graph data structure 906 as, for example, may be determined
according to method 1000. Alternatively, or in addition, the app recommendation module 420
sends the application recommendation read request to a database (e.g., app recommender
database) storing the application identifiers of the plurality of correlated pairs of applications,

as, for example, may be determined according to method 1000.

[195] At 1108, the app recommendation module 420 receives, from the read interface

904B, or from the app recommender database, a response. The response may comprise one or
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more application identifiers. The response may include one or more vertex identifier. Each
vertex identifier may be indicative of an app identifier, the app identifier being correlated

with the vertex identifier of the read request.

[196] At 1110, the app recommendation module 420 determines one or more app

recommendations for the entity based on the response.

[197] At 1112, the app recommendation module 420 provides, to the entity, the application
recommendation(s). For example, the app recommendation module 420 may provide the
application recommendation(s) to a user interface (not shown) of the computing device 408
associated with a user. The user may be associated with the entity or organisation. The user
interface may be a user interface provided by the accounting platform. In some embodiments,
the output may take the form of an information statement such as “Organisations that use the

app you just searched for have also use app X”.

[198] Figure 12 is a process flow of a method 1200 for generating object type correlation
data. The object type correlation data may comprise correlation score(s) for pairs of objects
of a first object type. The correlation score of a pair may be indicative of a level of
correlation between a first object of a first object type and a second object of the first object
type. The object type correlation data may comprise a plurality of pairs of objects of a first
object type considered to be correlated. The method 1200 may comprise using or relying on
second object types joined or linked to first object types, for example, by an edge in a graph
structure, to determine the correlation between a first object of first object type and a second
object of the first object type. The first or second object types may be organisations, contacts,
apps, business type, employees, etc. For example, and as exemplified in the discussion above
with respect to method 1000 of Figure 10, the first object type may be applications. For
example, the first object type may be a contact’s business type and the second object type
may be an organisation. In such an example, the method of 1200 may determine a correlation
between a first business type and a second business type, for example, a renovation business

and a decorator business.
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[199] The correlation module 426 may be considered as configured to build or generate
correlation data for storing in a further graph structure or in a database, such as a relational
database. The correlation module 426 may be configured to consider two events (such as a
specific organisation having (or inferred to have) a first business type contact in its contact
list (event one) and the specific organisation having (or inferred to have) a business type
contact in its contact list (event two) and determine whether the frequency of the two events
co-occurring is different than would be expected from just the frequency of the individual
events. In some embodiments, the correlation module 426 is arranged to infer the relationship
“is relatively highly correlated with”, or in some embodiments to infer the vertices 102 for

the edge 104 “is relatively highly correlated with”.

[200]  As such, the correlation data determined according to method 1200 may be stored in
a graph structure, or in a database, such as a relational database, for example, database 406
(Figure 4). The method 1200 may be implemented by the processor(s) 414 of the system 402

executing code stored in memory 416.

[201] At 1202, the system 402 determines a dataset of first object type and second object
type pairs. For example, the first object type may be an organisation identifier, and the second
object type may be a type of business the organisation is associated with, for example, has

saved in its contact list.

[202] At 1204, the system 402 determines a set of pairs of first object types from the
dataset. For example, the system 402 may determine all possible pairs of first object types

from the dataset.

[203] In some embodiments, the system 402 determines first object type identifier(s)
associated with each respective second object type identifier. For example, the correlation
module 426 may determine a first array comprising a plurality of vectors, each vector
representing one or more first object types associated with each respective second object type
(e.g. afirst array of second object types x first object types). The array may be a one-hot
encoded list of the first object types the respective second object types are associated with. In

some embodiments, the system 402 determines, from the first array, a second array of first
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object type x first object type. Each vector of the second array may represent a count or
number for each object of the first object type representative of how connected or how
associated each object is with a particular object of the first object type. For example,
determining the second array from the first array may comprise determining from the first
array and for each cell of the second array, a number of times the objects of the pair of the
cell were associated with a common second object type in the first array. In other words, the
cells of the second array may be populated with a count indicative of how many number of
times the objects of the pair are joined or connected by one hop through a common object
(i.e. an object common to the pair) of a different type. In other words, the counts is indicative
of the number of times the objects of the pair are both connected to each other via an object

of a different object type.

[204] At 1206, the system 402 determines a correlation score for each pair of objects of the
first object type(s). For example, the system 402 may determine a correlation score for each
pair of objects of the second array. In some embodiments, for each pair of objects of the first
object type, the system 402 determines, a number of objects of the second object type of the
dataset with which a first object of the pair is associated, a number of objects of the second
object type of the dataset with which a second object of the pair is associated and a number of
objects of the second object type of the dataset with which both the first and second objects
of the pair are associated. The system 402 may then determine the correlation score for each

pair based on the respective first, second and third numbers for the pair.

[205] In some embodiments, the correlation score is a pointwise mutual information (PMI)
score. In some embodiments, the correlation module 426 determines the correlation scores for
the pairs of first object types in a manner similar to or the same as that of step 1006 of

method 1000 described above for apps.

[206] In some embodiments, the system 402 determines the correlation score for a pair of
first object types (for example, as represented by a cell of the second array) by determining
independent probabilities of each of the first object types based on the first array, determining
a joint probability for the pair and determining the correlation score based on the independent

probabilities and the joint probability of the pair.
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[207] For example, the system 402 may determine the independent probability of an object
of a first object type by determining a first amount indicative of the number of objects of the
second object type the object of the first object type is associated with. The system 402 may
determine the joint probability for a pair by determining a second amount indicative of the
number of second object types that are associated with both first objects of the pair and

dividing the second amount by the number of objects of the second type.

[208] At 1208, responsive to the correlation score for a first object type pair exceeding a
threshold correlation value, the system 402 determines the first object type pair as being

correlated.

[209] At 1210, for each correlated pair, the system 402 may generate a write request
comprising the first object type identifiers of the correlated pair. In some embodiments, a

batch of correlated pairs may be written to the relevant data storage.

[210] At 1212, the system 402 may provide the write request to the write interface of the
graph interface module for writing to respective tables of the graph structure or to a database

for storage.

[211] Referring now to Figure 13, there is shown an example schematic 1300 of the
deployment of the application recommendation module 420, according to some
embodiments. The schematic depicts a research lab or internal environment 1302 and an
external environment such as a Product as a Service (PaaS) Product environment 1304. It will
be appreciated that a similar architecture could be used for deploying other service modules,

such as the business register module 422 and/or the correlation module 426.

[212] The graph read interface 206B and the app recommendation builder module 902 are
shown as being deployed within the internal environment, for example, on one or more
servers of the system 402. As previously described, the app recommendation builder module
902, which may comprise the app recommendation inference engine 902A, may be
configured to determine or fetch a dataset of entity identifier and application identifier pairs

from the graph read interface 206B. In some embodiments, the app recommendation builder
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module 902 determines the set of pairs from vertices 104 and edge 102 information stored in
the graph data structure 300. The dataset may comprise a list or group of organisation

identifiers, and the apps associated with each of the organisation identifiers.

[213] The app recommendation or app recommender database 1306, the app
recommendation application 908 and a plurality of services, service 1308A and service
1308B, are shown as being deployed within the external environment, for example, on one or
more servers of the system 402. For example, the app recommendation database 1306 may
be an Amazon DynamoDB table. The app recommendation database 1306 is configured to
receive information, such as written recommendations, from the app recommendation builder
module 902. For example, the information may comprise one or more pairs of correlated
applications. The app recommendation application 908 determines an interest in first
application(s) for one or more services 1308A, 1308B and the app recommendation
application 908 determines or fetches suitable second application recommendation(s) from
the app recommendation database 1306 and provides the recommendation(s) to the service(s)

1308A, 1308B.

[214] Referring now to Figures 14A and 14B. Figure 14A shows a schematic logical
representation 1400A of nodes or vertices of a first object type (in this example, apps) 1402,
and nodes or vertices of a second object type (in this example, orgs) 1404, linked or joined by
edges 1404 (in this example, “installed”). As shown, App 1 is linked to each of Org A, Org B
and Org C, App 2 is linked to Org B, and App 3 is linked to Org B and Org C. Thisisa
depiction of how this information may be stored (at least conceptually) in the graph structure

300, for example.

[215] A logical representation of the relationship between objects of the first and second
object types is depicted in figure 14B. In some embodiments, a builder module, such as the
app recommendation builder module 902, may determine this information —i.e. one or more
apps relating to or associated with (for example, “installed by”) each entity/org identifier —
from the graph structure 300. For example, similar information may be retrieved by the app
recommendation builder module 902 in performing step 1002 of method 1000, and/or

correlation module 426 in performing step 1202 of method 1200.
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[216] An example pseudo query which may be provided by the builder module to the read
interface 206B to fetch this information from the graph 300 may be represented as:

query {

orgs {

orgld

installed {appld

3

[217]  Using this information, the builder module, such as app recommendation builder
module 902, may be configured to determine a second object type x first object type table

(e.g., org x app table), such as the example shown above in Table 1.

[218] In some embodiments, in constructing the second object type x first object type table
(e.g. org x app table), the builder module ensures that: 1) there is a cell in the row of the table
for each known first object type, and not just those associated or linked to the respective
second object type; 2) that all cells of the table share a same index across all second object
types corresponding to the same first object type; and 3) that the cell contains ‘zero’ if the

corresponding first object type is not associated or linked to the respective second object

type.

[219] However, in some embodiments, where a number of second object types is
excessive, for example, greater than a threshold, the generation of a suitable second object
type x first object type table can be relatively slow and can require relatively large memory.
For example, assume there are 915,000 objects of the second object type, and 28,000 objects
of the first object type stored in the graph structure 300. If collection endpoints of the read
interface 206B are paginated with a page size of 1,000, the builder module needs to fetch
from the read interface 206B 915 times to collect all of the data. And memory needs capacity
for a table with 915,000 x 28,000 cells. It is expected that it would take the read interface
206B about 6 hours and 200GB of memory to retrieve all of the data to populate the second
object type x first object type table from the graph structure 300.
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[220] However, in some embodiments, the second object type data (for example, the org
data) is not actually used. For example, this is the case where the correlation scores are
determined based on PMI scores. Accordingly, in some embodiments, a modified read
request or query may provided to the read interface 206B that reduces the overall amount of
data being fetched from the graph structure 300 and provided to the builder module. This can
be achieved by the read interface 206B using the second object type data for traversal within
the graph structure 300, but not actually retrieving the second object type data itself. For
example, the modified read request or query may comprise a request for objects of first object
types associated with or joined to other objects of first object types. That is, for each
candidate object of the first object type, all other objects of the first type that are associated or
joined to the candidate object via a second object type, and wherein the join or edge is a
particular edge type, such as “installed”. The modified query may be in the form of: “Node A
Node A”.

[221]  An example pseudo modified query which may be provided by the builder module
to the read interface 206B to fetch this information from the graph 300 may be represented

as:

query {

apps {

appld

installed { //org with app with ID appld installed

/lorgld - field not required

installed { //apps installed by org

appld // apps installed alongside app with ID appld (including itself)

1

[222]  An example schematic 1500 of the path followed by the read interface 206B in
executing or acting on the modified query is illustrated in Figure 15. The “installed” node of
Figure 15 is effectively a join table for the Org and App instances. In response to receiving
the modified request, for each candidate object of the first object type, the read interface

206B is configured to follow the particular edge type to determine all of the objects of the
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second object type associated with the candidate object (dashed lined path in Figure 15), and
to follow the same particular edge from those objects of the second object type to determine

the objects of the first object type associated with them (sold lined paths in Figure 15). In the
example of Figure 15, candidate App 1 is associated with Org B by the edge “installed”. Org
B is associated with Apps 1, 2 and 3 by the edge “installed”.

[223]

The data provided by the read interface 206B in response to receiving the modified query
may be a first dataset. The first dataset may comprise a list of objects of the first object type
and for each object, a set of objects of the first object type associated with the each object,
and optionally, an object of the second object type associated with each object of the set. .

An example of the output for the graph 300 of Figure 14A is shown below in Table V:

Org A OrgB OrgB Org B Org C Org C
App 1: App 1 App 1 App 2 App 3 App 1 App 3
App 2: App 1 App 2 App 3
App 3: App 1 App 2 App3 App 1 App 3
Table V

[224]  On receiving this information, the builder module may construct the first object type
x first object type table (e.g. the app x app table), similar to that of Table III above. For
example, the builder module may determine a count for each object of the first object type
associated with the candidate object, and populate the relevant cell of the first object type x

first object type table with the total count.

[225]  Although the output provided by the read interface module 206B may involve some

redundancy and in some cases, much redundancy, only a simple graph schema exposing
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underlying nodes or vertices is required, which reduces the complexity of the graph read

interface 206B and the builder module.

[226] However, in some cases, some objects of the first object type are associated with a
relatively large number of objects of the second object type. This means that when executing
the modified query, the read interface 206B fetches all of the objects of the second object
type (e.g. orgs) that are associated with a common object of the first object type (e.g. a
common app) to access the objects of the first object type associated with those objects of the

second object type.

[227] This issue may be difficult to avoid without adding complexity to how the data is
represented and accessed in the GraphQL service, as the data access model of the data query
language GraphQL involves individually fetching fields of objects. Unfortunately, the
flexibility of the relatively simple graph read interface GraphQL schema conflicts with the
potential volumes of data involved and the potential in the graph structure 300 for relatively
extreme branching with even slightly complicated queries, such as App -> Installed -> Org -
> Installed -> App. In some embodiments, the modifier query causes requests to time out as

soon as a popular app was encountered.

[228] In some embodiments, data loaders may be used to offset or mitigate issues with
services provided by service modules 208 slowing down due to excessive data access needs.
Data loaders may combine what would be individual record or data fetches or requests into
batch fetches or requests, reducing traffic between the service module(s) 208 and data store
300, 406 and taking advantage of batch read performance in the data store. Data loaders may
maintain an in-memory cache of fetched data to avoid traffic from repeated data access.
However, in some situations, data loaders may not effectively mitigate the potential
branching problem. For example, there may simply be too many objects of second object
types (e.g. orgs) that are associated with (e.g. have installed) certain objects of first object
types (e.g. certain apps), and any gain from using data loaders may not be effective in

overcoming the cost.
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[229] In some embodiments, paging of an inner collection during a query may be enabled.
This would enable the user to page through the top-level apps collection as well as the
installed orgs collection within each app. However, nested paging can be clunky for users. It
would also involve significant work to support it in the graph read interface involving
integration across the query schema (e.g. GraphQL schema) and resolvers. It may also not

reduce the amount of data that would need to be served to and processed by the user.

[230]  Another strategy for optimising the query is to shift the heaviest part of the query out
of the query engine in the graph read interface 206B and into the data store or database where
the data is stored, such as the data structure 300 of the graph interface module 206, for
example. In some embodiments, the data structure 300 is capable of efficiently executing
queries with a relatively high branching factor across a relatively small number of tables. For
example, the data structure 300 may be or comprise a PostgreSQL data store such as Amazon

Web Services (AWS) Aurora PostgreSQL data store.

[231]  This optimisation strategy may be achieved by further modifying the read request or
query such that it relies on graph traversal and depends only on the abstractions within the
graph 300. Advantageously, this allows the functionality to be exposed from the read
interface 306B in such a way that it is not specific to the use case(s) of the service module(s)
208, which may reduce the generality of the read interface 306B and/or which may make

supporting it for future needs more complicated.

[232]  The further modified query is in the form of: “Node A Node A (with count)”. The
read interface 306B is caused to query the nodes that are connected to nodes of the same type
by an edge. In the context of “App Installed Org Installed App”, this is the apps that are
connected to each other via orgs. Any such pair are apps that are both installed by the same
organisation. As the org is only accessed to access its installed apps, it need not actually be
fetched. But the number of edges joining two apps is determined, and is provided as an output
or returned to the services module 208. As explained above, for the app recommendation
module 420, the number of edges joining two apps is needed to calculate joint probability.
The joint probability would be the number of edges joining two apps divided by the overall

number of apps.
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[233]  Accordingly, the original query, which was in the form of “Node A Edge X Node B
Edge X Node A” reduces to “Node A Node A (with count)”.

2341 The optimisation may be expressed as a siblings field on vertices or nodes or edges
in the graph data structure 300. The siblings field of a particular node or edge may be
populated with a count. The count may be a value indicative of a number of other nodes of a
same type joined by one hop from the particular node. The count may be indicative of a
number of paths between an object pair via a particular node type and a particular edge type.
The count may be indicative of a number of different objects of a second object type both
objects of the pair are connected to via a particular edge type. The siblings field may be
populated with pairs of object identifiers of a first object type, and associated counts. When
the siblings field is a field of a particular node, the siblings field may be populated with one
or more object identifiers of a same type as the particular node, and for each object identifier,
the associated count of it and the particular node. In some embodiments, the graph data
structure 300 is configured to populate one or more siblings fields in response to receiving,
and in some embodiments, processing or acting on, a transformed query from the read
interface 206B, as discussed in more detail below with reference to method 2000 and Figure

20.

(2351 An example pseudo further modified query which may be provided to the read
interface 206B to fetch information in the form “Node A Node A (with count)” from the

graph 300 may be represented as:

guary {
apps{
appld,
sildings §
appld,

count

1
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{2361 Using the example of Figures 14A and 14B, the output from the read interface in
response to the further modified query in the form of: “Node A Node A (with count)” is
visualised in the schematic 1600 of Figure 16.

{2371 Figure 17 is a logical schematic of the graph structure schema 300 depicting a first
node representing an object of a first type (e.g., an app) connected by a first edge (e.g., the
edge “installed”) to a second node representing an object of a second type (e.g., an org). Both

nodes are depicting with a siblings field of the node.

{2381 Compared to the time and memory capacity required to execute the original query
Node A Edge X Node B Edge X Node A” where the graph 300 included 915,000 objects of
the second object type, and 28,000 objects of the first object type, the further improved query
Node A Node A (with count) completes in about 120 seconds, and uses about SMB of

memory.

{2391 Referring now to Figure 18, there is shown a process flow of a method 1800 for
generating object type correlation data, according to some embodiments. The object type
correlation data may depend on correlation score(s) for pairs of objects of a first object type.
The correlation score of a pair may be indicative of a level of correlation between a first

object of a first object type and a second object of the first object type.

{2407 In some embodiments, at 1802, the system 402, for example, the services module(s)
208 of the system 402, determines a first dataset. The first dataset may comprise a list of
objects of the first object type and for each object, a set of objects of the first object type
associated with the each object, and optionally, an object of the second object type associated
with each object of the set. The first dataset may comprise information of the kind shown in
the example of Table V. In some embodiments, the builder module may be configured to
send a query to the read interface 206B of the graph structure 300, and in response to the
query, to receive the first dataset. For example, the query may take the form of the modified

query “Node A, Node A”, as set out above.
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[241] At 1804, the system 402, for example, for example, the services module(s) 208 of
the system 402, determines a dataset of pair(s) of first object types, each pair having an
associated count indicative of a number of times the objects of the pair are both joined or
connected by one hop through an object of a different type (i.e., an object common to the
pair). In other words, the counts is indicative of the number of times the objects of the pair

are both connected to common objects of a different object type.

[242] For example, the system 402 may determine, a first array of first object type x first
object type. Each vector of the array is associated with a particular object of the first object
type, and for each object of the first object type, includes a value or count indicative of a
number of times the object pair coexisted, or were both associated with the same objects of a
different type. In other words, the count may be indicative of a number of paths between an
object pair via a particular node type and a particular edge type. For example, where the first
object type is apps, the second object type is orgs, and the edge is “installed”, the count is
indicative of the number of paths through orgs via “installed” edges the apps of a pair are

connected by; in other words, the number of different orgs that installed both apps of the pair.

[243] In some embodiments, the system 402 may determine the dataset of pairs from the
first dataset. For example, the builder module may construct or generate the dataset by
determining count for each object of the first object type associated with the candidate object,

and populate a relevant cell of a first object type x first object type table with the total count.

(2441 In some embodiments, the system 402 transmits a read request to the read interface
206B of the graph interface module 206 to obtain the dataset comprising the set of pairs and
associated count. As described above, the read request may be the further modified query in
the form “Node A Node A (with count)”. For example, the dataset may comprise a plurality
of entries, each entry comprising a first object identifier of a first object type, a second object
identifier of the first object type, and a count indicative of a number of first edges joining

both objects of the first object type and an object of the second object type.

[245]  Steps 1806 to 1812 correspond to steps 1006 to 1012 of method 1000 depicted in
Figure 10, or correspond to steps 1206 to 1212 of method 1200 depicted in Figure 12.
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[246] Where the read request takes the form of the modified query, that is the form “Node
A Node A, an alternative read method to that of method 700 of Figure 7 may be used. In the
case of “Node A Node A”, the request may be populated with a first object type identifier in a
first field and the first object type identifier in a second field of the request. Figure 19is a
process flow of a method 1900 of reading data from the graph structure, according to some
embodiments. The method 1900 may be implemented by the processor(s) 414 of system 402
executing computer instructions stored in memory 416, such as the graph interface module

206.

[247] At 1902, the read interface 206B of the graph interface module 206 receives a read
request. The read request comprises the further modified query in the form “Node A Node
A”. The read quest may identify a source object type and a target object type. The source and
target object types may be the same. In some embodiments, the read interface 206B may
receive the read request from one or more service modules 208, such as the app
recommendation module 420, the business register module 422 and/or the correlation module
426.

[248] At 1904, for each object of the source object type in the graph 300, the read interface
206B determines one or more objects of a second object type connected to the object
identifier. The source object type may be apps and the second object type may be orgs, for
example. In some embodiments, for each object identifier of the object type in the graph 300,
the read interface 206B determines a source object key in a first object type vertex table. For
example, the source object key may be an app identifier key. Using the source object key, the
read interface 206B may determine one or more second object keys from a first edge table.

For example, the second object keys may be org identifier keys.

[249] At 1906, for each object of the second object type, the read interface 206B
determines one or more target objects of the target object type. In some embodiments, the
source object type may be the same as the target object type. In some embodiments, for each
second object key, the read interface 206B determines one or more second object keys from a
first edge table. Using the second object keys, the read interface 206B may determine one or

more target object keys from a second edge table. For example, the target object key(s) for
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the second object key may be app identifier keys. The second edge table could be the first
edge table.

[250] At 1908, the read interface 206B provides a response to the read request. The
response may comprise a first dataset. The first dataset may comprise a list of target object(s)
(or target object identifier(s)) associated with each source object (or source object identifier),
and optionally, second objects associated with each target object(s). In some embodiments,
the read interface 206B determines, target object identifiers using the target object keys from
a second object type vertex table. In some embodiments, the second object type vertex table
may be the first object type vertex table. In that case, the source and target objects are objects

of the same type.

[251] In this way, the read interface 206B is configured to follow the path exemplified in
Figure 15. For each first object type, the read interface 206B follows a particular edge type to
determine all of the objects of the second object type associated with the objects of the first
object type and follows the same particular edge from those objects of the second object type

to determine the objects of the first object type associated with them.

[252] At 1912, the read interface 206B provides a response to the read request. The
response may comprise the first database. The first dataset may comprise a list of objects of
the source object type, and for each object, a set of objects of the target object type associated
with each object of the source object type, and optionally, an object of the second object type
associated with each object of the set. An example of the output provided by the read
interface 206B in response to the modified query is shown above in Table V. In some
embodiments, the read interface 206B may provide the response to the one or more service
modules 208, such as the app recommendation module 420, the business register module 422,
and/or the correlation module 426. In some embodiments, the response is in the form of a
nested list, such as a triple nested list. For example, the triple nested list may comprise a first
set of objects of a source object type (e.g. a set of apps), and for each object of the source
object type, a set of objects of a second object type ((e.g. a set of orgs), and for each of the set
of objects of the second object type, a second set of objects of the target object type (e.g. a set
of apps).
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{2531  Where the read request takes the form of the further modified query, that is the form
“Node A Node A (count)”, an alternative read method to that of method 700 of Figure 7 and
method 1900 of Figure 19 may be used. Figure 20 is a process flow of a method 2000 of
reading data from the graph structure, according to some embodiments. The method 2000
may be implemented by the processor(s) 414 of system 402 executing computer instructions

stored in memory 416, such as the graph interface module 206.

(2541 At 2002, the read interface 206B of the graph interface module 206 receives a read
request. The read request comprises the further modified query in the form “Node A Node A
(Count)”. The read quest may identify a source object type and a target object type. The
source and target object types may be the same type or kind of objects. In the case of “Node
A Node A (count)”, the request may be populated with a first object type identifier in a first
field and the first object type identifier in a second field of the request. The read request may
comprise a count request for each source and target object pair, wherein the count request is a
request for a number of times both objects of a target object type and source object type pair
are both directly associated with objects of a second object type. For example, a directly
associated or directly connected object of a source or target object type to an object of a

second type object is one which is joined to the object of a second type object via an edge.

[255] In some embodiments, the read interface 206B may receive the read request from
one or more service modules 208, such as the app recommendation module 420, the business

register module 422 and/or the correlation module 426.

[256] At 2004, the read interface 206B determines a transformed query for providing to a
data store 300 of the graph interface module 206. The read interface 206B may be configured
to transform the read request into the transformed query, for example, using knowledge of the

graph structure.

[257] In some embodiments, the read interface 206B may be configured to compile an
SQL query with JOINS and COUNT. In one example, the read interface 206B constructs a
PostgreSQL query using, for instance, one or more table JOINs, and COUNT to request to

corresponding count of source and target object types. This can be beneficial as the second
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object data need not be fetched - rather, it is only used to effect the respective JOIN

operations by the data store.

[258] In some embodiments, read interface 206B may be configured to transform the read
request into the transformed query using knowledge of the graph structure, as may be stored
as map data. Map data may reflect the mapping of the conceptual structure of the graph to the
structure of the graph data as stored in the database. For instance, the database may include a
relational database with node and edge tables, and the map data reflects the mapping of these
tables to the conceptual nodes and edges of the graph. In some embodiments, the read
interface 206B may be configured to compile an SQL query with JOINS and COUNT

according to the map data.

[259] The read request may be in the form of a GraphQL query. The transformed query
may be in the form of a PostgreSQL query. The graph structure 300 may be a PostgreSQL

data store.

[260] At 2006, the read interface 206B provides the transformed query to the data store
300.

[261] At 2008, the read interface 206B receives a query response from the data store. The
query response may comprises a dataset comprising the determined source object and target

object pairs, and a count value associated with each pair. .

[262] At 2010, the read interface 206B, provides a response to the read request. The

response comprises the query response.

[263] The query response may be used by the service module(s) to generate a first object
type x first object type array that includes a number of times each object of a pair was
associated with the other object of the pair, for example joined by one hop via an object of a
second object type. For example, the app recommendation module 420 may use the query
response to determine an apps x apps array which includes a number of times each app was

installed alongside each other app of the pair, as depicted in Table III above.
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(2641 It will be appreciated by persons skilled in the art that numerous variations and/or
modifications may be made to the above-described embodiments, without departing from the
broad general scope of the present disclosure. The present embodiments are, therefore, to be

considered in all respects as illustrative and not restrictive.
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CLAIMS

1. A method comprising:

determining a dataset comprising a plurality of entries, each entry comprising an
entity identifier and one or more associated application identifiers, each application identifier

identifying an application used by an entity of the respective entity identifier;

determining a set of application pairs from the dataset, each application pair

comprising a first application identifier and a second application identifier;

determining a correlation score for each application pair of the set based on the
association of the first and second application identifiers of the application pair with the

plurality of entity identifiers of the dataset;

responsive to the correlation score for an application pair exceeding a threshold

correlation value:

determining the first and second application identifiers of the application pair

as being correlated,

determining a correlation write request comprising the first and second

applications identifiers of the application pair; and

providing the correlation write request to an app recommender database.

2. The method of claim 1, wherein providing the correlation write request to an app
recommender database comprising providing a write interface of an app recommender graph

interface module for writing to respective tables of an app recommender graph structure.

3. The method of claim 1 or claim 2, wherein the correlation score is indicative of a
frequency of a first and second application of the application pair both being associated with

a same organisation identifier of the organisation identifiers of the dataset relative to the
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frequency of the first application and the second application being independently associated

with the organisation identifiers of the dataset

4. The method of any one of the preceding claims, wherein determining the correlation

score comprises determining pointwise mutual information (PMI) of the application pairs.

5. The method of any one of the preceding claims, wherein each entry of the dataset
comprises a time stamp indicative of the freshness of a relationship between the entity

identifier and the application identifier and wherein the method further comprises:

prior to determining the set of application pairs from the dataset and responsive to
the timestamp being greater than a threshold, determining the entry as stale and excluding it

from the dataset.

6. The method of any one of the preceding claims, further comprising:

determining a usage relationship between each of the one or more application

identifiers and the respective entity identifier of the dataset;

for each entity identifier and application identifier pair:

determining a usage write request comprising the entity identifier and

application identifier of the pair;

providing the usage write request to a write interface of a graph interface

module for writing to respective tables of a graph structure.

7. The method of claim 6, wherein each entry of the dataset comprises a time stamp
indicative of the freshness of a relationship between the entity identifier and the application

identifier and where the method further comprises:

prior to determining the usage write request and responsive to the timestamp being

greater than a threshold, determining the entry as stale and excluding it from the dataset.
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8. The method of any one of the preceding claims, wherein determining the dataset

comprises:

for each entry of the database, determining connection data between the entity
identifier and each application identifier of the one or more associated application identifiers,
wherein the connection data is indicative of a connection request being made by the entity of
the entity identifier to an application service provider providing the application of the

application identifier.

9. The method of claim 8, wherein responsive to determining connection data between
an entity identifier of the plurality of entity identifiers and a respective application identifier,
inferring that the entity of the entity identifier has used the application of the application

identifier.

10. The method of claim 2, or any one of claims 3 to 9 when directly or indirectly
dependent on claim 2, wherein providing the correlation write request to the write interface of

the app recommender graph interface module comprises:

determining a plurality of correlation write requests to be written to the app

recommender graph structure;

collating the plurality of correlation write requests as a batch write request; and

providing the batch write request to the write interface of the app recommender

graph interface module.

11. A method comprising:

determining an interest by an entity in a first application;

determining an application recommendation read request, the application

recommendation read request comprising a first application identifier of the first application;
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sending the application recommendation read request to a read interface of an app
recommender graph interface module for determining one or more application
recommendations from an application correlation table of a app recommender graph

structure;

receiving, from the read interface, a response comprising the one or more application

recommendations; and

providing, to the entity, the one or more application recommendations.

12. The method of claim 11, wherein the application recommendation read request
comprises a vertex field and an edge field, and wherein the first application identifier is
provided in the vertex field and an application recommendation identifier is provided in the

edge field.

13. The method of claim 11 or claim 12, wherein providing, to the entity, the one or
more application recommendations comprises providing the one or more application

recommendations to a user interface of a computing device.

14. The method of any one of claims 11 to 13, wherein determining an interest by an

entity in a first application comprises:

monitoring search requests made by the user within an accounting platform provided

by a server; and

responsive to determining that a search request comprises a target application,

determining the target application as the first application.

15. The method of any one of claims 11 to 14, wherein determining an interest by an

entity in a first application comprises:

monitoring for a connection request by the entity to an application service provider

providing a target application; and
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responsive to determining that a connection request is made, determining the target

application as the first application.

16. The method of any one of claims 11 to 15, wherein determining an interest by an

entity in a first application comprises:

determining an association read request, the association read request comprising an

entity identifier for the entity;

sending the association read request to the read interface of the graph interface
module for determining one or more applications associated with the entity from an

association table of the graph structure;

receiving, from the read interface, a response comprising one or more applications;

and

determining one of the one or more applications as the first application.

17. The method of any one of claims 11 to 17, wherein the application correlation table

of the graph structure is generated according to the method of any one of claims 1 to 9.

18. A method comprising:

receiving a correlation write request, the correlation write request comprising first

and second applications identifiers of an application pair;

writing the first and second applications identifiers to respective first and second
vertex tables of an application recommendation graph structure, the first and second vertex

tables having respective first and second application keys;

writing the first and second application keys to an edge table of the application
recommendation graph structure, the edge table being indicative of an correlation between

applications;
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receiving an application recommendation read request, the application
recommendation read request comprising a target application identifier of a target

application;

determining an application key in a vertex table for an application based on the

target application identifier;

determining, using the application key, one or more recommended applications from

the edge table; and

providing a response to the application recommendation read request, the response

comprising the one or more application recommendations.

19. A method comprising:

determining a first dataset comprising a plurality of entries, each entry comprising a
first object identifier and one or more associated second identifiers, each second identifier

identifying a second object associated with a first object of the first identifier;

determining one or more pairs of identifiers, each pair of identifiers comprising the

first object identifier and one of the one or more second object identifiers; and

for each of the one or more pairs of identifiers:

determining a write request comprising first and second vertices of an
association edge, wherein the first and second vertices correspond with the respective first

and second object identifiers of the pair; and

providing the write request to a write interface of a graph interface module for

writing to respective tables of a graph structure.

20. The method of claim 19, wherein the first and second objects correspond with data

items recoded in a database accessible to an accounting platform.
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21. The method of any one of claims 19 or 20, wherein each entry of the first dataset
comprises a time stamp indicative of the freshness of a relationship between the first object
identifier and the respective one or more second object identifiers and where the method

further comprises:

prior to determining the write request and responsive to the timestamp being greater

than a threshold, determining the entry as stale and excluding it from the first dataset.

22. The method of any one of claims 19 to 21, wherein the first object identifier is an

entity identifier, and the one or more second object identifiers are application identifiers.

23. The method of claim 22, wherein determining the dataset comprises:

for each entry of the database, determining connection data between the first object
identifier and each second object identifier of the one or more second object identifiers,
wherein the connection data is indicative of a connection request being made by the entity of
the entity identifier to an application service provider providing the application of the

application identifier.

24, The method of claim 23, wherein responsive to determining connection data
between an entity identifier and a respective application identifier, inferring that the entity of

the entity identifier has used the application of the application identifier.

25. The method of any one of claims 19 to 21, wherein the first object identifier is first
application identifier, and the one or more second object identifiers are second application

identifiers.

26. The method of claim 25, wherein determining the first dataset comprises:

determining a second dataset comprising a plurality of entries, each entry comprising
an entity identifier and one or more associated application identifiers, each application

identifier identifying an application used by an entity of the respective entity identifier;
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determining a set of application pairs from the second dataset, each application pair

comprising a first application identifier and a second application identifier;

determining a correlation score for each application pair of the set based on the
association of the first and second application identifiers of the application pair with the

plurality of entity identifiers of the second dataset; and

responsive to the correlation score for an application pair exceeding a threshold

correlation value:

determining the first and second application identifiers of the application pair

as being correlated; and

determining a correlation write request comprising the first and second

applications identifiers of the application pair; and

providing the correlation write request to a write interface of an app
recommender graph interface module for writing to respective tables of an app recommender

graph structure.

27. The method of any one of claims 19 to 26, wherein providing the write request to the

write interface of the graph interface module comprises:

determining a plurality of correlation write requests to be written to the graph

structure;

collating the plurality of correlation write requests as a batch write request; and

providing the batch write request to the write interface of the graph interface

module.

28. A method comprising:
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determining a request from a user via a user interface for association information for

a first object;

determining an association read request, the association read request comprising a

first object identifier of the first object;

sending the association read request to a read interface of a graph interface module
for determining one or more associated objects from an object association table of a graph

structure;

receiving, from the read interface, a response comprising the one or more second

objects; and

providing, to the user, the one or more second objects.

29. The method of claim 28, wherein the user interface is a user interface provided by an

accounting platform.

30. The method of claim 28 or 29, wherein the association read request comprises a
vertex field and an edge field, and wherein the first object identifier is provided in the vertex

field and an association identifier is provided in the edge field.

31. The method of any one of claims 28 to 30, wherein providing, to the user, the one or
more second objects comprises providing the one or more second objects to the user interface

of a computing device.]

32. The method of any one of claims 28 to 31, wherein the association table of the graph

structure is generated according to the method of any one of claims 19 to 27.

33. A method comprising:

receiving an association write request, the association write request comprising first

and second object identifiers;
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writing the first and second object identifiers to respective first and second vertex
tables of a graph structure, the first and second vertex tables having respective first and

second object keys;

writing the first and second object keys to an edge table of the graph structure, the

edge table being indicative of an association between objects;

receiving an association read request, the association read request comprising a

target object identifier of a target object;

determining a target object key in a vertex table for an object based on the object

identifier;

determining, using the target object key, one or more second objects from the edge

table; and

providing a response to the association read request, the response comprising the one

or more second objects.

34. A method comprising:

determining a first dataset comprising a plurality of entries, each entry comprising a
second object type identifier and one or more associated first object type identifiers, wherein
a first object type of the first object type identifier is different from a second object type of
the second object type identifier;

determining a set of first object type pairs from the first dataset, each first object
type pair comprising a first object identifier of the first object type and a second object

identifier of the first object type;

determining a correlation score for each first object type pair of the set based on the
association of the first and second object identifiers of the first object type pair with the

plurality of second object type identifiers of the first dataset;
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responsive to the correlation score for a first object type pair exceeding a threshold

correlation value:

determining the first and second object type identifiers of the first object type

pair as being correlated,

determining a correlation write request comprising the first and second

identifiers of the first object type pair; and

providing the correlation write request to a correlation data database.

35. A method comprising:

determining a second dataset of one or more pairs of objects of a first object types,
each pair having an associated count indicative of a number of times the objects of the pair

are both associated with an object of a second different object type;

determining a correlation score for each pair of objects of the first object type;

responsive to the correlation score for a first object type pair exceeding a threshold

correlation value, determining the first object type pair as being correlated;

for one or more of the correlated pairs, generating a write request comprising the

first object type identifiers of the correlated pair (or batch of correlated pairs); and

providing the write request to a database for storage.

36. The method of claim 35, wherein determining the second dataset comprises:

determining a third dataset, the third dataset comprising a list of objects of the first
object type, and for each object, a set of objects of the first object type associated with the

each object; and
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determining the count for each object of the first object type associated with the

candidate object; and

populating a relevant cell of a first object type x first object type table with the total

count.

37. The method of claim 36, wherein determining the third dataset comprises:

sending a first request to a read interface of a graph structure, wherein the first
request is populated with a first object type identifier in a first field and the first object type

identifier in a second field; and

receiving from the read interface, the third dataset.

38. The method of claim 35 wherein determining the second dataset comprises:

sending a second request to a read interface of a graph structure, wherein the first
request is populated with a first object type identifier in a first field and the object type

identifier in a second field; and

receiving from the read interface, the second dataset.

39. The method of any one of claims 34 to 38, wherein providing the correlation write
request to a correlation database comprising providing a write interface of a graph interface

module for writing to respective tables of a graph structure.

40. The method of any one of claims 34 to claim 39, wherein the correlation score is
indicative of a frequency of both objects of the first object type pair being associated with an
object of a second object type relative to the frequency of a first object and a second object of

the pair each being independently associated with the object of the dataset.
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41. The method of any one of claims 34 to 40, wherein determining the correlation score

comprises determining pointwise mutual information (PMI) of the first object type pairs.

42. The method of claim 34 or any one of claims 39 to 41 when dependent on claim 34,
wherein each entry of the first dataset comprises a time stamp indicative of the freshness of a
relationship between the second object type identifier and the respective first object type

identifier and wherein the method further comprises:

prior to determining the set of first object type pairs from the first dataset and
responsive to the timestamp being greater than a threshold, determining the entry as stale and

excluding it from the first dataset.

43. The method of claim 39, or any one of claims 40 to 42 when directly or indirectly
dependent on claim 39, wherein providing the correlation write request to the write interface

of the graph interface module comprises:

determining a plurality of correlation write requests to be written to the graph

structure;

collating the plurality of correlation write requests as a batch write request; and

providing the batch write request to a write interface of the graph interface module.

44, A method comprising:

receiving, by a read interface associated with a graph structure, a read request

comprising a source object type and a target object type;

for each source object of the source object type in the graph structure, determining,
by the read interface, one or more objects of a second object type connected to the source

object;
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for each object of the second object type, determining, by the read interface, one or

more target objects of the target object type; and

providing a response to the read request, wherein the response is based on the

determined one or more target objects of the target object type.

45. The method of claim 44, wherein the response comprises a list of objects of the
source object type, and for each object, a set of objects of the target object type associated

with the each object.

46. A method comprising:

receiving, by a read interface associated with a graph structure, a read request
comprising a source object type, a target object type and a count request for each source and
target object pair, wherein the count request is a request for a number of times both objects of
a target object type and source object type pair are both directly associated with objects of a

second object type;

determining, by the read interface, a transformed query for providing to a data store

of the graph structure;

providing the transformed query to the data store;

receiving a query response from the data store, wherein the query response
comprises a dataset comprising the determined source object and target object pairs, and a

count value associated with each pair; and

providing a response to the read request, wherein the response comprises the query

response.

47. The method of claim 46, wherein the data store is a PostgreSQL data store.
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48. The method of claim 46 or 47, wherein the read request is in the form of a GraphQL
query and the transformed query is in the form of a PostgreSQL query.

49, A system comprising:
one or more processors; and
memory comprising computer executable instructions, which when executed by the

one or more processors, cause the system to perform the method of any one of claims 1 to 48.

50. A computer-readable storage medium storing instructions that, when executed by a

computer, cause the computer to perform the method of any one of claims 1 to 50.
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