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METHOD AND DEVICE FOR LINKING TO ACCOUNT AND 

PROVIDING SERVICE PROCESS 

[0001] The present application claims priority to Chinese Patent Application No. 

201610150066.8, filed with the Chinese Patent Office on March 16, 2016 and entitled 

"METHOD AND DEVICE FOR LINKING TO ACCOUNT AND PROVIDING 5 

SERVICE PROCESS", which is incorporated herein by reference in its entirety. 

TECHNICAL FIELD 

[0002] The present application relates to the field of computer technologies, and 

in particular, to methods and devices for linking to an account and providing service 

processing. 10 

BACKGROUND 

[0003] Rapid development of network technologies is accompanied with 

increasingly comprehensive services and functions provided by servers on network 

platforms. Currently, the servers have integrated most offline services to provide them 

online, so users can process a plurality of services online, bringing convenience to 15 

their daily life. 

[0004] The servers successively provide a service linking function for users so 

that the users can quickly complete processing of various services on the servers. In 

other words, on the servers, the users are allowed to link service accounts used for 

service processing with user accounts logged in to the servers. As such, when the 20 

users process the same service in the future, they do not need to repeatedly enter the 

service accounts used for service processing, thereby reducing the complexity of 

service processing and bringing convenience to the users. 

[0005] However, the servers on the network platforms generally need to have 

certain operation qualifications in order to operate some specific services. To be 25 

specific, some specific services have high user information security requirements; 

therefore, a specific audit department needs to perform a security check on systems, 
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hardware and such of the servers, and the servers can operate these specific services 

only after being approved. For the servers to succeed in the security check of the audit 

department, maintenance personnel of the servers usually need to perform a large 

amount of security reconstruction on the systems, the hardware of the servers, and 

invest high operation expenses. Operating the specific services usually increases 5 

operation costs, and therefore some network platforms do not perform security 

reconstruction on the systems, the hardware of the servers on the network platforms 

due to operation cost pressure. Consequently, the servers on the network platforms do 

not comply with standards for operating the specific services and cannot operate the 

specific services. As a result, each time users process services in the servers that do 10 

not have the qualifications for operating the specific services, the servers need to 

redirect service processing interfaces to interfaces on servers that have the service 

processing qualifications. In other words, users' service requests are forwarded to the 

servers that have the qualifications for operating the specific services. Further, the 

users need to enter the service accounts used for service processing on the interfaces 15 

displayed by the servers that have the operation qualifications, to process the services. 

Therefore, the complexity of service processing for the users is increased and service 

processing convenience of the users is reduced. 

SUMMARY 

[0006] Implementations of the present application provide a method and a device 20 

for linking to an account and providing service processing, to resolve a problem in the 

existing technology that service processing performed by an uncertified server 

increases the complexity of user operation and reduces service processing 

convenience. 

[0007] An implementation of the present application provides a method for 25 

linking to an account, including: an uncertified server receives a linking request sent 

by a terminal device, where the linking request corresponds to a user account logged 

in by a user to the uncertified server; returns a predetermined instruction to the 

terminal device based on the linking request, so the terminal device sends a real 

service account to a certified server based on the predetermined instruction, and 30 

further the certified server generates a virtual service account corresponding to the 

real service account and returns the virtual service account to the terminal device; 
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receives the virtual service account sent by the terminal device; and links the virtual 

service account to the user account. 

[0008] An implementation of the present application provides a method for 

linking to an account, including: a certified server receives a real service account sent 

by a terminal device, where the real service account is sent by the terminal device to 5 

the certified server based on a predetermined instruction that is sent by an uncertified 

server to the terminal device, the predetermined instruction is returned by the 

uncertified server to the terminal device after receiving a linking request sent by the 

terminal device, and the linking request corresponds to a user account logged in by a 

user to the uncertified server; generates a virtual service account corresponding to the 10 

real service account; and returns the virtual service account to the terminal device, so 

the terminal device sends the virtual service account to the uncertified server after 

receiving the virtual service account, and further the uncertified server links the 

virtual service account to the user account. 

[0009] An implementation of the present application provides a method for 15 

providing service processing, including: an uncertified server receives a service 

request sent by a terminal device, where the service request corresponds to a user 

account logged in by a user to the uncertified server; determines, based on the service 

request, a virtual service account linked to the user account; and sends the virtual 

service account and the service request to a certified server, so the certified server 20 

determines a pre-stored real service account corresponding to the virtual service 

account based on the virtual service account, and further the certified server performs 

service processing based on the real service account and the service request. 

[0010] An implementation of the present application provides a method for 

providing service processing, including: a certified server receives a virtual service 25 

account and a service request that are sent by an uncertified server, where the service 

request is sent by a terminal device to the uncertified server, the service request 

corresponds to a user account logged in by a user to the uncertified server, and the 

virtual service account is a virtual service account that is linked to the user account 

and that is determined by the uncertified server based on the service request; 30 

determines a real service account corresponding to the virtual service account based 

on the virtual service account; and performs service processing based on the real 

service account and the service request. 

[0011] An implementation of the present application provides a method for 
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linking to an account, including: a merchant system receives a linking request sent by 

a terminal device, where the linking request corresponds to a user account logged in 

by a user to the merchant system; returns a predetermined instruction to the terminal 

device based on the linking request, so the terminal device sends a real bank card 

number to a payment system based on the predetermined instruction, and further the 5 

payment system generates a virtual bank card number corresponding to the real bank 

card number and returns the virtual bank card number to the terminal device; receives 

the virtual bank card number sent by the terminal device; and links the virtual bank 

card number to the user account. 

[0012] An implementation of the present application provides a method for 10 

linking to an account, including: a payment system receives a real bank card number 

sent by a terminal device, where the real bank card number is sent by the terminal 

device to the payment system based on a predetermined instruction that is sent by a 

merchant system to the terminal device, the predetermined instruction is returned by 

the merchant system to the terminal device after receiving a linking request sent by 15 

the terminal device, and the linking request corresponds to a user account logged in 

by a user to the merchant system; generates a virtual bank card number corresponding 

to the real bank card number; and returns the virtual bank card number to the terminal 

device, so the terminal device sends the virtual bank card number to the merchant 

system after receiving the virtual bank card number, and further the merchant system 20 

links the virtual bank card number to the user account. 

[0013] An implementation of the present application provides a method for 

providing service processing, including: a merchant system receives a service request 

sent by a terminal device, where the service request corresponds to a user account 

logged in by a user to the merchant system; determines, based on the service request, 25 

a virtual bank card number linked to the user account; and sends the virtual bank card 

number and the service request to a payment system, so the payment system 

determines a pre-stored real bank card number corresponding to the virtual bank card 

number based on the virtual bank card number, and further the payment system 

performs service processing based on the real bank card number and the service 30 

request. 

[0014] An implementation of the present application provides a method for 

providing service processing, including: a payment system receives a virtual bank 

card number and a service request that are sent by a merchant system, where the 
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service request is sent by a terminal device to the merchant system, the service request 

corresponds to a user account logged in by a user to the merchant system, and the 

virtual bank card number is a virtual bank card number that is linked to the user 

account and that is determined by the merchant system based on the service request; 

determines a real bank card number corresponding to the virtual bank card number 5 

based on the virtual bank card number; and performs service processing based on the 

real bank card number and the service request. 

[0015] An implementation of the present application provides a device for linking 

to an account, including: a request receiving module, configured to receive a linking 

request sent by a terminal device, where the linking request corresponds to a user 10 

account logged in by a user to the device; a returning module, configured to return a 

predetermined instruction to the terminal device based on the linking request, so the 

terminal device sends a real service account to a certified server based on the 

predetermined instruction, and further the certified server generates a virtual service 

account corresponding to the real service account and returns the virtual service 15 

account to the terminal device; an account receiving module, configured to receive the 

virtual service account sent by the terminal device; and a linking module, configured 

to link the virtual service account to the user account. 

[0016] An implementation of the present application provides a device for linking 

to an account, including: a receiving module, configured to receive a real service 20 

account sent by a terminal device, where the real service account is sent by the 

terminal device to the device based on a predetermined instruction that is sent by an 

uncertified server to the terminal device, the predetermined instruction is returned by 

the uncertified server to the terminal device after receiving a linking request sent by 

the terminal device, and the linking request corresponds to a user account logged in 25 

by a user to the uncertified server; a generation module, configured to generate a 

virtual service account corresponding to the real service account; and a returning 

module, configured to return the virtual service account to the terminal device, so the 

terminal device sends the virtual service account to the uncertified server after 

receiving the virtual service account, and further the uncertified server links the 30 

virtual service account to the user account. 

[0017] An implementation of the present application provides a device for 

providing service processing, including: a receiving module, configured to receive a 

service request sent by a terminal device, where the service request corresponds to a 
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user account logged in by a user to the device; a determining module, configured to 

determine, based on the service request, a virtual service account linked to the user 

account; and a sending module, configured to send the virtual service account and the 

service request to a certified server, so the certified server determines a pre-stored real 

service account corresponding to the virtual service account based on the virtual 5 

service account, and further the certified server performs service processing based on 

the real service account and the service request. 

[0018] An implementation of the present application provides a device for 

providing service processing, including: a receiving module, configured to receive a 

virtual service account and a service request that are sent by an uncertified server, 10 

where the service request is sent by a terminal device to the uncertified server, the 

service request corresponds to a user account logged in by a user to the uncertified 

server, and the virtual service account is a virtual service account that is linked to the 

user account and that is determined by the uncertified server based on the service 

request; a determining module, configured to determine a real service account 15 

corresponding to the virtual service account based on the virtual service account; and 

a processing module, configured to perform service processing based on the real 

service account and the service request. 

[0019] An implementation of the present application provides a device for linking 

to an account, including: a request receiving module, configured to receive a linking 20 

request sent by a terminal device, where the linking request corresponds to a user 

account logged in by a user to the device; an instruction returning module, configured 

to return a predetermined instruction to the terminal device based on the linking 

request, so the terminal device sends a real bank card number to a payment system 

based on the predetermined instruction, and further the payment system generates a 25 

virtual bank card number corresponding to the real bank card number and returns the 

virtual bank card number to the terminal device; a card number receiving module, 

configured to receive the virtual bank card number sent by the terminal device; and a 

linking module, configured to link the virtual bank card number to the user account. 

[0020] An implementation of the present application provides a device for linking 30 

to an account, including: a card number receiving module, configured to receive a real 

bank card number sent by a terminal device, where the real bank card number is sent 

by the terminal device to the device based on a predetermined instruction that is sent 

by a merchant system to the terminal device, the predetermined instruction is returned 
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by the merchant system to the terminal device after receiving a linking request sent by 

the terminal device, and the linking request corresponds to a user account logged in 

by a user to the merchant system; a card number generation module, configured to 

generate a virtual bank card number corresponding to the real bank card number; and 

a card number returning module, configured to return the virtual bank card number to 5 

the terminal device, so the terminal device sends the virtual bank card number to the 

merchant system after receiving the virtual bank card number, and further the 

merchant system links the virtual bank card number to the user account. 

[0021] An implementation of the present application provides a device for 

providing service processing, including: a request receiving module, configured to 10 

receive a service request sent by a terminal device, where the service request 

corresponds to a user account logged in by a user to the device; a card number 

determining module, configured to determine, based on the service request, a virtual 

bank card number linked to the user account; and a sending module, configured to 

send the virtual bank card number and the service request to a payment system, so the 15 

payment system determines a pre-stored real bank card number corresponding to the 

virtual bank card number based on the virtual bank card number, and further the 

payment system performs service processing based on the real bank card number and 

the service request. 

[0022] An implementation of the present application provides a device for 20 

providing service processing, including: a receiving module, configured to receive a 

virtual bank card number and a service request that are sent by a merchant system, 

where the service request is sent by a terminal device to the merchant system, the 

service request corresponds to a user account logged in by a user to the merchant 

system, and the virtual bank card number is a virtual bank card number that is linked 25 

to the user account and that is determined by the merchant system based on the 

service request; a card number determining module, configured to determine a real 

bank card number corresponding to the virtual bank card number based on the virtual 

bank card number; and a processing module, configured to perform service processing 

based on the real bank card number and the service request. 30 

[0023] Implementations of the present application provide a method and a device 

for linking to an account and providing service processing. In the method, after 

receiving a linking request sent by a user terminal device, an uncertified server can 

return to the terminal device a predetermined instruction that enables the terminal 
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device to access a certified server. Based on the predetermined instruction, the 

terminal device can send a real service account of a user used for service processing, 

so the certified server can generate a virtual service account corresponding to the real 

service account, and return the virtual service account to the user terminal device. 

After receiving the virtual service account sent by the user terminal device, the 5 

uncertified server can link the virtual service account to a user account that is 

registered by the user with the uncertified server. It can be seen from the previously 

described method that, the uncertified server links the virtual service account to the 

user account. As such, after receiving a service request from the user subsequently, the 

uncertified server can call the virtual service account based on the linking relationship 10 

and send the virtual service account to the certified server, and further the certified 

server can use the real service account to eventually complete service processing 

based on a mapping relationship between the virtual service account and the real 

service account. In other words, the certified server that has a qualification for 

operating a specific service can output a service processing capability to the 15 

uncertified server that does not have the qualification for operating the specific 

service. Therefore, when performing service processing on the uncertified server, the 

user does not need to enter the real service account used for service processing each 

time, thereby reducing the complexity of service processing for the user and bringing 

convenience to the user during service processing. 20 

BRIEF DESCRIPTION OF DRAWINGS 

[0024] Drawings here constitute a part of the present application and are used to 

provide a further understanding of the present application, and schematic 

implementations of the present application and descriptions of the implementations 

are used to explain the present application, which do not constitute an improper 25 

limitation to the present application. In the drawings: 

[0025] FIG. 1 illustrates an account linking process, according to an 

implementation of the present application; 

[0026] FIG. 2 illustrates a service processing process, according to an 

implementation of the present application; 30 

[0027] FIG. 3 illustrates an account linking process, according to an 

implementation of the present application; 
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[0028] FIG. 4 illustrates a service processing process, according to an 

implementation of the present application; 

[0029] FIG. 5 is a schematic structural diagram illustrating a device for linking to 

an account, according to an implementation of the present application; 

[0030] FIG. 6 is a schematic structural diagram illustrating a device for linking to 5 

an account, according to an implementation of the present application; 

[0031] FIG. 7 is a schematic structural diagram illustrating a device for providing 

service processing, according to an implementation of the present application; 

[0032] FIG. 8 is a schematic structural diagram illustrating a device for providing 

service processing, according to an implementation of the present application; 10 

[0033] FIG. 9 is a schematic structural diagram illustrating a device for linking to 

an account, according to an implementation of the present application; 

[0034] FIG. 10 is a schematic structural diagram illustrating a device for linking 

to an account, according to an implementation of the present application; 

[0035] FIG. 11 is a schematic structural diagram illustrating a device for 15 

providing service processing, according to an implementation of the present 

application; and 

[0036] FIG. 12 is a schematic structural diagram illustrating a device for 

providing service processing, according to an implementation of the present 

application. 20 

DESCRIPTION OF IMPLEMENTATIONS 

[0037] To make the objectives, technical solutions, and advantages of the present 

application clearer, the following clearly and completely describes the technical 

solutions of the present application with reference to the implementations of the 

present application and the corresponding accompanying drawings. Apparently, the 25 

described implementations are merely some but not all of the implementations of the 

present application. All other implementations obtained by a person of ordinary skill 

in the art based on the implementations of the present application without creative 

efforts shall fall within the protection scope of the present application. 

[0038] FIG. 1 illustrates an account linking process, according to an 30 

implementation of the present application. The account linking process includes the 

following steps. 
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[0039] S101: An uncertified server receives a linking request sent by a terminal 

device, where the linking request corresponds to a user account logged in by a user to 

the uncertified server. 

[0040] In real life, a user usually needs to process a specific service such as air 

ticket purchase, verification code acquisition by using a mobile phone, or payment by 5 

using a credit card. However, in actual applications, not all servers have a 

qualification for operating the specific service. Therefore, a server that does not have 

the qualification for operating the specific service, namely, the uncertified server, 

cannot provide the user with an account linking function for the specific service. 

Consequently, it is inconvenient to the user during a service processing process. 10 

[0041] To reduce the problem above, in this implementation of the present 

application, the uncertified server that does not have the qualification for operating 

the specific service can be made to provide the account linking function for the 

specific service, so the user can quickly complete service processing work 

subsequently. Therefore, when the user needs to perform account linking on the 15 

uncertified server for a specific service, the user can first log in to the uncertified 

server by using the terminal device and the user account that is registered with the 

uncertified server in advance, and then sends a linking request to the uncertified server. 

The uncertified server correspondingly receives the linking request that corresponds 

to the user account and that is sent by the terminal device, and completes linking to 20 

the user account through subsequent steps S102 to S106. 

[0042] S102: The uncertified server returns a predetermined instruction to the 

terminal device based on the linking request. 

[0043] After receiving the linking request sent by the user terminal device, the 

uncertified server can first sign a pre-stored license certificate of a certified server, to 25 

obtain a signed license certificate, and further return the predetermined instruction 

including the signed license certificate to the user terminal device. In subsequent step 

S103, the user terminal device can access the certified server based on the 

predetermined instruction. 

[0044] Because the uncertified server does not have the qualification for operating 30 

the specific service, the uncertified server cannot store a real service account of the 

user used for service processing. For the uncertified server to provide the user with 

the account linking function for the specific service, the certified server (namely, the 

server that has the qualification for operating the specific service) needs to assist the 



11 

uncertified server in completing account linking work for the specific service. 

Therefore, after receiving the linking request sent by the terminal device, the 

uncertified server can return the predetermined instruction to the terminal device 

based on the linking request. The predetermined instruction includes the signed 

license certificate that is obtained after the uncertified server signs the pre-stored 5 

license certificate of the certified server. The license certificate is a license certificate 

authorized by the certified server to the uncertified server before the uncertified server 

provides the user with the account linking function. In other words, the certified 

server authorizes the uncertified server to perform service interaction with the 

certified server. As such, in actual applications, some law breakers usually maliciously 10 

access the certified server. To effectively reduce such cases, the certified server 

generally first sends a license certificate to the uncertified server that is allowed to 

perform service interaction with the certified server. As such, when the uncertified 

server performs service interaction with the certified server subsequently, the certified 

server can determine whether access here by the terminal device to the certified server 15 

is valid based on the signed license certificate that is sent by the terminal device and 

that is obtained after the uncertified server signs the license certificate. Therefore, the 

uncertified server can first sign the pre-stored license certificate of the certified server 

after receiving the linking request sent by the terminal device, and further return the 

predetermined instruction including the signed license certificate to the user terminal 20 

device. As such, after receiving the predetermined instruction, the terminal device can 

access the certified server successfully in subsequent step S103. In addition to the 

previously described signed license certificate, the predetermined instruction returned 

by the uncertified server to the terminal device can further include a port number, 

some call instructions, etc. of the certified server, so the terminal device can complete 25 

the access to the certified server and various operations in a subsequent process based 

on the port number and call instructions. 

[0045] S103: A certified server receives a real service account sent by the terminal 

device. 

[0046] In actual applications, the user generally completes service processing 30 

based on a real service account corresponding to the services. In general cases, the 

real service account can be stored only in the certified server that has the qualification 

for operating the specific service. Therefore, in this implementation of the present 

application, to assist the uncertified server in completing accounting linking of the 
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user for the specific service, the certified server needs to receive the real service 

account sent by the user terminal device. In addition, the certified server further needs 

to receive the signed license certificate sent by the user terminal device. A reason for 

such practice is as follows: In actual applications, the certified server stores a large 

amount of security information of the user, and therefore the certified server needs to 5 

perform security detection for access performed by the terminal device each time, to 

reduce stealing of stored user information caused by malicious access by malicious 

users to the certified server. Therefore, in this implementation of the present 

application, after receiving the real service account sent by the terminal device, the 

certified server does not immediately generate a virtual service account based on the 10 

real service account, but needs to determine whether access by the terminal device 

this time is valid, in other words, whether the access by the terminal device this time 

is performed based on the uncertified server that coordinates with the certified server. 

Therefore, the certified server further needs to receive the signed license certificate 

sent by the terminal device. The signed license certificate is obtained after the 15 

uncertified server signs the pre-stored license certificate of the certified server. 

Afterwards, the certified server can perform verification on the signed license 

certificate sent by the terminal device after receiving the signed license certificate, to 

be specific, verifying whether the signed license certificate is obtained after the 

uncertified server coordinating with the certified server signs the license certificate 20 

authorized by the certified server; and when determining that the verification succeeds, 

generates a unique virtual service account corresponding to the real service account 

sent by the terminal device. After correspondingly receiving the virtual service 

account generated from the real service account, the certified server can return the 

virtual service account to the user terminal device, so the terminal device can send the 25 

virtual service account to the uncertified server and further the uncertified server can 

link the virtual service account to the user account that is registered by the user with 

the uncertified server. As such, when the user performs service processing on the 

uncertified server in the future, the user can quickly complete the service processing 

work based on the virtual service account previously linked on the uncertified server. 30 

[0047] It is worthwhile to note that, in consideration of importance of the real 

service account, the terminal device can use an encryption method to send the real 

service account to the certified server, for example, use the Hyper Text Transfer 

Protocol over Secure Socket Layer (HTTPS) to send the real service account of the 
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user. 

[0048] S104: The certified server generates a virtual service account 

corresponding to the real service account, and returns the virtual service account to 

the terminal device. 

[0049] After receiving the real service account sent by the terminal device, the 5 

certified server can generate the unique virtual service account corresponding to the 

real service account. A virtual service account corresponds to the real service account 

and the virtual service account generated by the certified server is different each time. 

The purpose of above step is that in actual applications, it is possible that law breakers 

maliciously attempt to perform account linking to steal the real service account of the 10 

user. 

[0050] For example, assume that user A sends real service account A used for 

service processing to a certified server and the certified server returns virtual service 

account A corresponding to real service account A to a user terminal device. 

Afterwards, the user sends virtual service account A to an uncertified server by using 15 

the terminal device and further completes account linking on the uncertified server. 

However, if malicious user B keeps attempting linking an account on the uncertified 

server, the uncertified server returns a predetermined instruction to a terminal device 

of malicious user B based on a linking request of malicious user B. The 

predetermined instruction includes a signed license certificate obtained after the 20 

uncertified server signs a pre-stored license certificate of the certified server. Because 

the predetermined instruction also includes the valid signed license certificate, 

malicious user B can also successfully access the certified server and send forged 

service account B to the certified server, attempting to obtain a virtual service account 

returned by the certified server. In a process of accessing the certified server by 25 

malicious B, if service account B forged by malicious user B is consistent with real 

service account A of user A by coincidence, and a virtual service account returned by 

the certified server corresponds to the real service account one to one, the virtual 

service account received by malicious user B is the same as virtual service account A 

of user A. As such, malicious user B successfully steals real service account A of user 30 

A. Further, if malicious user B obtains other information of user A through other 

means, malicious user B can perform an illegal operation on a personal service of user 

A based on real service account A of user A, causing loss to user A. 

[0051] To reduce preceding cases, in this implementation of the present 
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application, after receiving the real service account sent by the terminal device, the 

certified server can generate the unique virtual service account corresponding to the 

real service account based on the predetermined generation rule. In other words, a 

virtual service account corresponds to the real service account and the virtual service 

account generated by the certified server is different each time. As such, cases that a 5 

malicious user keeps attempting linking an account to obtain a real service account of 

a user can be effectively reduced. 

[0052] Still in the example above, after user A sends real service account A to the 

certified server by using the terminal device, the certified server can return virtual 

service account A corresponding to real service account A to the terminal device. If 10 

malicious user B also sends real service account A to the certified server by using the 

terminal device, the certified server can return virtual service account B that is 

different from virtual service account A to the terminal device of malicious user B. As 

such, the certified server returns different virtual service accounts to user A and 

malicious user B for the same real service account A; therefore, malicious user B 15 

cannot know real service account A of user A, thereby effectively improving security 

of the real service account of the user. 

[0053] It is worthwhile to note that, the certified server can generate the virtual 

service account corresponding to the real service account by using different 

generation rules, for example, generate the virtual service account based on time and 20 

the real service account, or generate the virtual service account based on a terminal 

device parameter and the real service account. Therefore, this implementation of the 

present application imposes no limitation on a generation rule for generating the 

virtual service account, provided that the virtual service account corresponds to the 

real service account and the virtual service account generated by the certified server is 25 

different each time. 

[0054] S105: The uncertified server receives the virtual service account sent by 

the terminal device. 

[0055] Because the uncertified server does not have the qualification for operating 

the specific service, the uncertified server cannot store the real service account of the 30 

user used for service processing. In this implementation of the present application, the 

uncertified server can locally store the virtual service account corresponding to the 

real service account of the user used for service processing, so the uncertified server 

can provide the account linking function for the user. The virtual service account is 
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not real and is used to establish a mapping relationship with the real service account 

stored in the certified server. As such, based on the virtual service account, the 

uncertified server can enable the user to quickly complete the service processing work 

in the subsequent process. Therefore, the uncertified server needs to receive the 

virtual service account that is sent by the terminal device and that is used for account 5 

linking, and further link the virtual service account to the user account that is 

registered by the user with the uncertified server in subsequent step S106. 

[0056] It is worthwhile to note that, in addition to a service account used for 

service processing, the user further needs to send information such as a user name, a 

user phone number, address information, an email address, and a photo to the server 10 

during account linking, so such information can be used to verify the service account 

stored in a server or recover or reset the service account in the server in the 

subsequent process. In other words, the information is used to protect the service 

account to some extent. Therefore, in this implementation of the present application, 

in addition to the virtual service account returned by the certified server, the terminal 15 

device can further return information used to protect the virtual service account to the 

uncertified server. The information includes but is not limited to at least one of a user 

name, a user identity card number, a user mobile phone number, user address 

information, a user photo, a user email address, a short message-based verification 

code, and an email-based verification code. 20 

[0057] S106: The uncertified server links the virtual service account to the user 

account. 

[0058] This implementation of the present application intends to enable the 

uncertified server that does not have the qualification for operating the specific 

service to provide the user with the account linking service. Therefore, when 25 

receiving the virtual service account sent by the user terminal device, the uncertified 

server can determine the user account used by the terminal device to send the virtual 

service account, and further link the user account to the received virtual service 

account and store the virtual service account. As such, when the user performs service 

processing on the uncertified server subsequently, the uncertified server can call the 30 

virtual service account in a linking relationship with the user account based on the 

determined user account, establish a connection with the certified server based on the 

virtual service account, and eventually complete the service processing work on the 

certified server. 
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[0059] It can be seen from the previously described method that, the uncertified 

server can store the virtual service account that is generated by the certified server and 

that corresponds to the real service account. Therefore, in the subsequent process, the 

uncertified server can establish a service connection with the certified server based on 

the mapping relationship between the virtual service account and the real service 5 

account. In other words, when the uncertified server performs service processing, the 

certified server can assist the uncertified server in completing the service processing 

work. As such, even if the uncertified server does not have the qualification for 

operating the specific service, the uncertified server can provide the user with the 

account linking function, so the user does not need to enter the real service account 10 

used for service processing each time during subsequent service processing, thereby 

greatly reducing the complexity of service processing for the user and bringing 

convenience to the user. 

[0060] In addition, in step S104 above, after generating the unique virtual service 

account corresponding to the received real service account, the certified server can 15 

directly send the virtual service account to the uncertified server, so the uncertified 

server can link the virtual service account to the user account currently used by the 

user to log in to the uncertified server, to complete the entire account linking process. 

[0061] After completing account linking on the uncertified server, the user can 

quickly complete the service processing work on the uncertified server based on the 20 

account linking. Therefore, the following describes in detail the service processing 

process of the user on the uncertified server for clearer and more comprehensible 

illustration. 

[0062] FIG. 2 illustrates a service processing process, according to an 

implementation of the present application. The service processing process includes 25 

the following steps. 

[0063] S201: An uncertified server receives a service request sent by a terminal 

device, where the service request corresponds to a user account logged in by the user 

to the uncertified server. 

[0064] In actual applications, during service processing, the user usually needs to 30 

first enter the user account registered in advance with the uncertified server into the 

terminal device, and then log in to the uncertified server. Afterwards, the user can 

send the service request used for service processing to the uncertified server by using 

the terminal device. Correspondingly, the uncertified server receives the service 
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request that corresponds to the user account and that is sent by the terminal device, 

and then completes service processing work based on the service request in 

subsequent steps S202 to S204. 

[0065] S202: The uncertified server determines, based on the service request, a 

virtual service account linked to the user account.5 

[0066] The user performs account linking on the uncertified server in advance. 

Therefore, after receiving the service request sent by the user terminal device, the 

uncertified server can first determine a user account used by the user terminal device 

to send the service request (namely, the user account currently used by the user to log 

in to the uncertified server), determine a virtual service account linked to the user 10 

account based on a pre-stored linking relationship between the user account and the 

virtual service account, and send the virtual service account to a certified server that 

has a qualification for operating specific service in subsequent step S203. 

[0067] S203: The uncertified server sends the virtual service account and the 

service request to a certified server. 15 

[0068] In actual applications, the specific service of the user can be processed by 

the certified server that has the qualification for operating the specific service instead 

of the uncertified server that the user currently logs in to. Therefore, after determining, 

based on the service request sent by the terminal device, the virtual service account 

that is previously linked by the user on the uncertified server, the uncertified server 20 

can send to the certified server the virtual service account and the service request that 

is sent by the terminal device, so the certified server can eventually complete the 

service processing work in subsequent step S204. 

[0069] S204: The certified server determines a real service account corresponding 

to the virtual service account based on the virtual service account, and performs 25 

service processing based on the real service account and the service request. 

[0070] After receiving the virtual service account and the service request that are 

sent by the uncertified server, the certified server can determine the real service 

account corresponding to the virtual service account based on a pre-stored mapping 

relationship between the virtual service account and the real service account, and 30 

process a service corresponding to the service request based on the determined real 

service account and the received service request. After completing the service 

processing work, the certified server can return a service processing result to the 

uncertified server, so the uncertified server displays the service processing result to 
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the user and the user can immediately know the service processing result. As such, the 

certified server can assist the uncertified server in the service processing work of the 

user and further provide more convenience for the user during service processing. 

[0071] It can be seen from the previously described method that, the user can 

perform account linking for the specific service on the uncertified server. Therefore, 5 

during subsequent processing of the specific service, the user can make the uncertified 

server to establish a service connection to the certified server based on the virtual 

service account previously linked on the uncertified server, and eventually complete 

the service processing work by using the certified server. Although the service 

processing work is substantially not completed by the uncertified server, the 10 

uncertified server can provide the user with a service processing entry without 

needing input of the real service account, so the user can quickly complete the service 

processing work through the entry, thereby reducing the complexity of service 

processing for the user and bringing great convenience to the user. 

[0072] The method above can be applicable to account linking and service 15 

processing of a plurality of specific services, for example, air ticket purchase, 

verification code acquisition by using a mobile phone, and bank card payment. In 

bank card payment service, a bank card number is of essential importance to a person. 

Therefore, a security level needed by a payment system (namely, the previously 

described certified server) that stores the bank card number is very high. For this, a 20 

payment system that has a bank card number storage qualification generally needs to 

be certified by the international Payment Card Industry (PCI). In actual applications, 

maintenance personnel need to perform massive reconstruction on the payment 

system so the payment system can be certified by the PCI. As a result, operation cost 

of the service increase. Due to the burden of cost, some merchant systems (the 25 

previously described uncertified server) do not receive corresponding reconstruction 

on their systems, hardware, etc. As a result, these merchant systems do not have a 

qualification for operating the service. For the merchant systems to provide the user 

with a bank card payment service and a bank card linking service, the payment system 

can output a capability of the bank card payment service to the merchant systems. In 30 

other words, the payment system can assist the merchant systems in providing the 

user with the bank card payment service and the bank card linking service. As such, 

the merchant systems can provide the user with the bank card payment service 

without needing a large amount of operation costs. Moreover, the bank card payment 
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service provided by the merchant systems is substantially completed by the payment 

system. Therefore, the bank card payment service provided by the merchant systems 

is compliant with proper regulations, and brings convenience to the user during the 

bank card payment service. The following describes in detail a process of providing 

account linking for the user by a merchant system for clearer and more 5 

comprehensible illustration. 

[0073] FIG. 3 illustrates an account linking process, according to an 

implementation of the present application. The account linking process includes the 

following steps. 

[0074] S301: A merchant system receives a linking request sent by a terminal 10 

device, where the linking request corresponds to a user account logged in by a user to 

the merchant system. 

[0075] To perform account linking in the merchant system, the user can send the 

account linking request to the merchant system by using the terminal device. In the 

process, the user generally needs to log in to the merchant system by using the 15 

terminal device and the user account that is previously registered by the user with the 

merchant system, and then send the account linking request to the merchant system. 

Correspondingly, the merchant system receives the linking request that corresponds to 

the user account and that is sent by the terminal device, and completes user account 

linking work in subsequent steps S302 to S306. 20 

[0076] S302: The merchant system returns a predetermined instruction to the 

terminal device based on the linking request. 

[0077] After receiving the linking request sent by the user terminal device, the 

merchant system can sign a locally pre-stored license certificate of the payment 

system, to obtain a signed license certificate, and then return the predetermined 25 

instruction including the signed license certificate to the user terminal device, so the 

terminal device can access the payment system in subsequent step S303. A detailed 

process is the same as the process in step S102 in FIG. 1, and details are omitted here 

for simplicity. 

[0078] S303: A payment system receives a real bank card number sent by the 30 

terminal device. 

[0079] Because the merchant system does not have a qualification for operating 

the payment service, the merchant system does not have a permission to store the real 

bank card number of the user. In actual applications, the user usually completes the 
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payment service based on the real bank card number. Therefore, in this 

implementation of the present application, to assist the merchant system in completing 

account linking of the user for the payment service, the payment system needs to 

receive the real bank card number sent by the user terminal device. Based on the real 

bank card number, the merchant is able to complete the account linking process. The 5 

real bank card number may be a deposit card number, a credit card number, etc. A 

detailed process of step S303 is the same as the process in step S103 in FIG. 1, and 

details are omitted here for simplicity. 

[0080] S304: The payment system generates a virtual bank card number 

corresponding to the real bank card number, and returns the virtual bank card number 10 

to the terminal device. 

[0081] To prevent a malicious user from stealing the real bank card number of the 

user through a malicious account linking attempt, the payment system can generate a 

unique virtual bank card number corresponding to the real bank card number based on 

a predetermined generation rule after receiving the sent real bank card number. A 15 

virtual bank card number corresponds to the real bank card number and the virtual 

bank card number generated by the payment system is different each time. A detailed 

process is the same as the process in step S104 in FIG. 1, and details are omitted here 

for simplicity. 

[0082] S305: The merchant system receives the virtual bank card number sent by 20 

the terminal device. 

[0083] This implementation of the present application intends to enable the 

merchant system that does not have payment service operation to provide the user 

with an account linking function for the payment service. Therefore, the merchant 

system can receive the virtual bank card number sent by the terminal device. The 25 

virtual bank card number is generated by the payment system for the real bank card 

number sent by the terminal device. Then, the merchant system can link the virtual 

bank card number to the user account in subsequent step S306. 

[0084] S306: The merchant system links the virtual bank card number to the user 

account. 30 

[0085] After receiving the virtual bank card number sent by the user terminal 

device, the merchant system can determine a user account used by the virtual bank 

card number, and further link the user account to the virtual bank card number. As 

such, when the user subsequently handles payment service processing work in the 
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merchant system, the merchant system can call the virtual bank card number in the 

linking relationship with the user account based on the determined user account, 

establish a connection to the payment system by using the virtual bank card number, 

and eventually complete the payment service processing work in the payment system. 

[0086] It can be seen from the previously described method that, the merchant 5 

system can store the virtual bank card number that corresponds to the real bank card 

number and that is generated by the payment system. Therefore, in a subsequent 

process, the merchant system can establish a service connection to the payment 

system based on a mapping relationship between the virtual bank card number and the 

real bank card number. In other words, when the merchant system processes the 10 

payment service, the payment system can assist the merchant system in completing 

the payment service processing work. As such, even if the merchant system does not 

have the qualification for operating the payment service, the merchant system can 

provide the user with the account linking function for the payment service, so the user 

does not need to enter the real service account used for payment service processing 15 

each time during subsequent payment service processing, thereby greatly reducing the 

complexity of payment service processing for the user and bringing convenience to 

the user. 

[0087] In addition, in step S304 above, after generating the unique virtual bank 

card number corresponding to the received real bank card number, the payment 20 

system can directly send the virtual bank card number to the merchant system, so the 

merchant system can link the virtual bank card number to the user account currently 

used by the user to log in to the merchant system, to complete the entire account 

linking process. 

[0088] After completing account linking in the merchant system, the user can 25 

quickly complete the payment service processing work in the merchant system based 

on the account linking. Therefore, the following describes in detail the payment 

service processing process of the user in the merchant system for clearer and more 

comprehensible illustration. 

[0089] FIG. 4 illustrates a service processing process, according to an 30 

implementation of the present application. The service processing process includes 

the following steps. 

[0090] S401: A merchant system receives a service request sent by a terminal 

device, where the service request corresponds to a user account logged in by a user to 
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the merchant system. 

[0091] In actual applications, during payment service processing, the user usually 

needs to first enter the user account registered in advance with the merchant system 

into the terminal device, and then log in to the merchant system. Afterwards, the user 

can send the service request used for payment service processing to the merchant 5 

system by using the terminal device. Correspondingly, the merchant system receives 

the service request that corresponds to the user account and that is sent by the terminal 

device, and then completes payment service processing work based on the service 

request in subsequent steps S402 to S404. 

[0092] S402: The merchant system determines, based on the service request, a 10 

virtual bank card number linked to the user account. 

[0093] The user performs account linking in the merchant system in advance. 

Therefore, after receiving the service request sent by the user terminal device, the 

merchant system can first determine a user account used by the user terminal device 

to send the service request (namely, the user account currently used by the user to log 15 

in to the merchant system), determine a virtual bank card number linked to the user 

account based on a pre-stored linking relationship between the user account and the 

virtual bank card number, and send the virtual bank card number to a payment system 

that has a qualification for operating a payment service in subsequent step S403. 

[0094] S403: The merchant system sends the virtual bank card number and the 20 

service request to a payment system. 

[0095] In actual applications, the payment service can be processed by the 

payment system that has the qualification for operating the payment service instead of 

the merchant system that the user currently logs in to. Therefore, after determining, 

based on the service request sent by the terminal device, the virtual bank card number 25 

that is previously linked by the user in the merchant system, the merchant system can 

send to the payment system the virtual bank card number and the service request that 

is sent by the terminal device, so the payment system can eventually complete the 

payment service processing work in subsequent step S404. 

[0096] S404: The payment system determines a real bank card number 30 

corresponding to the virtual bank card number based on the virtual bank card number, 

and performs service processing based on the real bank card number and the service 

request. 

[0097] After receiving the virtual bank card number and the service request that 
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are sent by the merchant system, the payment system can determine the real bank card 

number corresponding to the virtual bank card number based on a pre-stored mapping 

relationship between the virtual bank card number and the real bank card number, and 

process the payment service corresponding to the service request based on the 

determined real bank card number and the received service request. After completing 5 

the payment service processing work, the payment system can return a payment 

service processing result to the merchant system, so the merchant system displays the 

payment service processing result to the user and the user can immediately know the 

payment service processing result. As such, the payment system can assist the 

merchant system in the payment service processing work of the user and further 10 

provide more convenience for the user during payment service processing. 

[0098] It can be seen from the previously described method that, the user can 

perform account linking for the payment service in the merchant system. Therefore, 

during subsequent processing of the payment service, the user can make the merchant 

system to establish a service connection to the payment system based on the virtual 15 

bank card number previously linked in the merchant system, and eventually complete 

the payment service processing work by using the payment system. Although the 

payment service processing work is substantially not completed by the merchant 

system, the merchant system can provide the user with a payment service processing 

entry without needing input of the real bank card number. As such, the user can 20 

quickly complete the payment service processing work through the entry, thereby 

reducing the complexity of payment service processing for the user and bringing great 

convenience to the user. 

[0099] The content above describes the methods for linking to an account and 

providing service processing provided in the implementations of the present 25 

application. Based on the same idea, implementations of the present application 

further provide devices for linking to an account and providing service processing, as 

shown in FIG. 5, FIG. 6, FIG. 7, FIG. 8, FIG. 9, FIG. 10, FIG. 11, and FIG. 12. 

[0100] FIG. 5 is a schematic structural diagram illustrating a device for linking to 

an account, according to an implementation of the present application. The device 30 

includes the following: a request receiving module 501, configured to receive a 

linking request sent by a terminal device, where the linking request corresponds to a 

user account logged in by a user to the device; a returning module 502, configured to 

return a predetermined instruction to the terminal device based on the linking request, 
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so the terminal device sends a real service account to a certified server based on the 

predetermined instruction, and further the certified server generates a virtual service 

account corresponding to the real service account and returns the virtual service 

account to the terminal device; an account receiving module 503, configured to 

receive the virtual service account sent by the terminal device; and a linking module 5 

504, configured to link the virtual service account to the user account. 

[0101] The returning module 502 is configured to sign a pre-stored license 

certificate of the certified server based on the license certificate, to obtain a signed 

license certificate; and return the predetermined instruction including the signed 

license certificate to the terminal device, so the terminal device sends the signed 10 

license certificate and the real service account to the certified server. Then the 

certified server generates the virtual service account corresponding to the real service 

account after successfully performing verification on the signed license certificate, 

and returns the virtual service account to the terminal device. 

[0102] FIG. 6 is a schematic structural diagram illustrating a device for linking to 15 

an account, according to an implementation of the present application. The device 

includes the following: a receiving module 601, configured to receive a real service 

account sent by a terminal device, where the real service account is sent by the 

terminal device to the device based on a predetermined instruction that is sent by an 

uncertified server to the terminal device, the predetermined instruction is returned by 20 

the uncertified server to the terminal device after receiving a linking request sent by 

the terminal device, and the linking request corresponds to a user account logged in 

by a user to the uncertified server; a generation module 602, configured to generate a 

virtual service account corresponding to the real service account; and a returning 

module 603, configured to return the virtual service account to the terminal device, so 25 

the terminal device sends the virtual service account to the uncertified server after 

receiving the virtual service account, and further the uncertified server links the 

virtual service account to the user account. 

[0103] The generation module 602 is configured to generate a unique virtual 

service account corresponding to the real service account based on a predetermined 30 

generation rule, where a virtual service account corresponds to the real service 

account and the virtual service account generated by the device is different each time. 

[0104] The receiving module 601 is configured to receive the real service account 

and a signed license certificate that are sent by the terminal device, where the signed 
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license certificated is included in the predetermined instruction and sent by the 

uncertified server to the terminal device. 

[0105] The device further includes the following: a verification module 604, 

configured to perform verification on the signed license certificate before the 

generation module 602 generates the virtual service account corresponding to the real 5 

service account; and determine that the verification succeeds. 

[0106] FIG. 7 is a schematic structural diagram illustrating a device for providing 

service processing, according to an implementation of the present application. The 

device includes the following: a receiving module 701, configured to receive a service 

request sent by a terminal device, where the service request corresponds to a user 10 

account logged in by a user to the device; a determining module 702, configured to 

determine, based on the service request, a virtual service account linked to the user 

account; and a sending module 703, configured to send the virtual service account and 

the service request to a certified server, so the certified server determines a pre-stored 

real service account corresponding to the virtual service account based on the virtual 15 

service account, and further the certified server performs service processing based on 

the real service account and the service request. 

[0107] FIG. 8 is a schematic structural diagram illustrating a device for providing 

service processing, according to an implementation of the present application. The 

device includes the following: a receiving module 801, configured to receive a virtual 20 

service account and a service request that are sent by an uncertified server, where the 

service request is sent by a terminal device to the uncertified server, the service 

request corresponds to a user account logged in by a user to the uncertified server, and 

the virtual service account is a virtual service account that is linked to the user 

account and that is determined by the uncertified server based on the service request; 25 

a determining module 802, configured to determine a real service account 

corresponding to the virtual service account based on the virtual service account; and 

a processing module 803, configured to perform service processing based on the real 

service account and the service request. 

[0108] FIG. 9 is a schematic structural diagram illustrating a device for linking to 30 

an account, according to an implementation of the present application. The device 

includes the following: a request receiving module 901, configured to receive a 

linking request sent by a terminal device, where the linking request corresponds to a 

user account logged in by a user to the device; an instruction returning module 902, 
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configured to return a predetermined instruction to the terminal device based on the 

linking request, so the terminal device sends a real bank card number to a payment 

system based on the predetermined instruction, and further the payment system 

generates a virtual bank card number corresponding to the real bank card number and 

returns the virtual bank card number to the terminal device; a card number receiving 5 

module 903, configured to receive the virtual bank card number sent by the terminal 

device; and a linking module 904, configured to link the virtual bank card number to 

the user account. 

[0109] FIG. 10 is a schematic structural diagram illustrating a device for linking 

to an account, according to an implementation of the present application. The device 10 

includes the following: a card number receiving module 1001, configured to receive a 

real bank card number sent by a terminal device, where the real bank card number is 

sent by the terminal device to the device based on a predetermined instruction that is 

sent by a merchant system to the terminal device, the predetermined instruction is 

returned by the merchant system to the terminal device after receiving a linking 15 

request sent by the terminal device, and the linking request corresponds to a user 

account logged in by a user to the merchant system; a card number generation module 

1002, configured to generate a virtual bank card number corresponding to the real 

bank card number; and a card number returning module 1003, configured to return the 

virtual bank card number to the terminal device, so the terminal device sends the 20 

virtual bank card number to the merchant system after receiving the virtual bank card 

number, and further the merchant system links the virtual bank card number to the 

user account. 

[0110] The card number generation module 1002 is configured to generate a 

unique virtual bank card number corresponding to the real bank card number based on 25 

a predetermined generation rule, where a virtual bank card number corresponds to the 

real bank card number and the virtual bank card number generated by the device is 

different each time. 

[0111] FIG. 11 is a schematic structural diagram illustrating a device for 

providing service processing, according to an implementation of the present 30 

application. The device includes the following: a request receiving module 1101, 

configured to receive a service request sent by a terminal device, where the service 

request corresponds to a user account logged in by a user to the device; a card number 

determining module 1102, configured to determine, based on the service request, a 
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virtual bank card number linked to the user account; and a sending module 1103, 

configured to send the virtual bank card number and the service request to a payment 

system, so the payment system determines a pre-stored real bank card number 

corresponding to the virtual bank card number based on the virtual bank card number, 

and further the payment system performs service processing based on the real bank 5 

card number and the service request. 

[0112] FIG. 12 is a schematic structural diagram illustrating a device for 

providing service processing, according to an implementation of the present 

application. The device includes the following: a receiving module 1201, configured 

to receive a virtual bank card number and a service request that are sent by a merchant 10 

system, where the service request is sent by a terminal device to the merchant system, 

the service request corresponds to a user account logged in by a user to the merchant 

system, and the virtual bank card number is a virtual bank card number that is linked 

to the user account and that is determined by the merchant system based on the 

service request; a card number determining module 1202, configured to determine a 15 

real bank card number corresponding to the virtual bank card number based on the 

virtual bank card number; and a processing module 1203, configured to perform 

service processing based on the real bank card number and the service request. 

[0113] Implementations of the present application provide a method and a device 

for linking to an account and providing service processing. In the method, after 20 

receiving a linking request sent by a user terminal device, an uncertified server can 

return to the terminal device a predetermined instruction that enables the terminal 

device to access a certified server. Based on the predetermined instruction, the 

terminal device can send a real service account of a user used for service processing, 

so the certified server can generate a virtual service account corresponding to the real 25 

service account, and return the virtual service account to the user terminal device. 

After receiving the virtual service account sent by the user terminal device, the 

uncertified server can link the virtual service account to a user account that is 

registered by the user with the uncertified server. It can be seen from the previously 

described method that, the uncertified server links the virtual service account to the 30 

user account. As such, after receiving a service request from the user subsequently, the 

uncertified server can call the virtual service account based on the linking relationship 

and send the virtual service account to the certified server. Then, the certified server 

can use the real service account to eventually complete service processing based on a 
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mapping relationship between the virtual service account and the real service account. 

In other words, the certified server that has a qualification for operating a specific 

service can output a service processing capability to the uncertified server that does 

not have the qualification for operating the specific service. Therefore, when 

performing service processing on the uncertified server, the user does not need to 5 

enter the real service account used for service processing each time, thereby reducing 

the complexity of service processing for the user and bringing convenience to the user 

during service processing. 

[0114] In a typical configuration, a computer device includes one or more 

processors (CPU), an input/output interface, a network interface, and a memory. 10 

[0115] The memory may include a non-persistent memory, a random access 

memory (RAM), a non-volatile memory, and/or another form that are/is in a computer 

readable medium, for example, a read-only memory (ROM) or a flash memory (flash 

RAM). The memory is an example of the computer readable medium. 

[0116] The computer readable medium includes persistent, non-persistent, 15 

movable, and unmovable media that can implement information storage by using any 

method or technology. Information can be a computer readable instruction, a data 

structure, a program module, or other data. An example of a computer storage 

medium includes but is not limited to a phase-change random access memory 

(PRAM), a static random access memory (SRAM), a dynamic random access memory 20 

(DRAM), another type of random access memory (RAM), a read-only memory 

(ROM), an electrically erasable programmable read-only memory (EEPROM), a flash 

memory or another memory technology, a compact disc read-only memory 

(CD-ROM), a digital versatile disc (DVD) or another optical storage, a cassette 

magnetic tape, a tape and disk storage or another magnetic storage device or any other 25 

non-transmission media that can be configured to store information that a computing 

device can access. According to the definition in this specification, the computer 

readable medium does not include transitory computer readable media (transitory 

media), such as a modulated data signal and a carrier. 

[0117] It is worthwhile to note that, the terms "include", "comprise", or their any 30 

other variant is intended to cover a non-exclusive inclusion, so that a process, a 

method, a commodity, or a device that includes a list of elements not only includes 

those elements but also includes other elements which are not expressly listed, or 

further includes elements inherent to such process, method, commodity, or device. An 
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element preceded by "includes a ..." does not, without more constraints, preclude the 

existence of additional identical elements in the process, method, commodity, or 

device that includes the element. 

[0118] A person skilled in the art should understand that the implementations of 

the present application can be provided as a method, a system, or a computer program 5 

product. Therefore, the present application can use a form of hardware only 

implementations, software only implementations, or implementations with a 

combination of software and hardware. In addition, the present application can use a 

form of a computer program product that is implemented on one or more 

computer-usable storage media (including but not limited to a disk memory, a 10 

CD-ROM, an optical memory, etc.) that include computer-usable program code. 

[0119] The descriptions above are merely implementations of the present 

application, but are not intended to limit the present application. A person of ordinary 

skill in the art can understand that the present application can have various changes 

and modifications. Any modification, equivalent replacement, or improvement made 15 

without departing from the spirit and principle of the present application shall fall 

within the protection scope of the claims of the present application. 
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CLAIMS 

1. A computer-implemented method for linking to an account, the computer-implemented 

method comprising: 

receiving, by an uncertified server, a linking request sent by a terminal device, wherein the 

linking request corresponds to a user account logged in by a user to the uncertified server (S301); 

returning a predetermined instruction to the terminal device based on the linking request, so 

the terminal device sends a real service account to a certified server based on the predetermined 

instruction, and further the certified server generates a virtual service account corresponding to 

the real service account and returns the virtual service account to the terminal device (S303); 

receiving the virtual service account sent by the terminal device (S304); and 

linking the virtual service account to the user account (S306), wherein returning the 

predetermined instruction to the terminal device based on the linking request comprises: 

signing a pre-stored license certificate of the certified server based on the license certificate, 

to obtain a signed license certificate; and 

returning the predetermined instruction comprising the signed license certificate to the 

terminal device, so the terminal device sends the signed license certificate and the real service 

account to the certified server, and further the certified server generates the virtual service 

account corresponding to the real service account after successfully performing verification on 

the signed license certificate, and returns the virtual service account to the terminal device. 

 

2. A computer-implemented method for linking to an account, the computer-implemented 

method comprising: 

receiving, by an uncertified server, a linking request sent by a terminal device, wherein the 

linking request corresponds to a user account logged in by a user to the uncertified server (S301); 

returning a predetermined instruction to the terminal device based on the linking request, so 

the terminal device sends a real service account to a certified server based on the predetermined 

instruction, and further the certified server generates a virtual service account corresponding to 

the real service account and returns the virtual service account to the terminal device (S303); 

receiving the virtual service account sent by the terminal device (S304); 

linking the virtual service account to the user account (S306); and 
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 receiving, by the certified server, the real service account and a signed license certificate 

that are sent by the terminal device, wherein the signed license certificated is comprised in the 

predetermined instruction and sent by the uncertified server to the terminal device. 

 

3. The computer-implemented method of claim 1 or 2, wherein the virtual service account is 

generated based on a predetermined generation rule. 

 

4. The computer-implemented method of claim 1 or 2, wherein the virtual service account 

corresponds to the real service account and the virtual service account generated by the certified 

server is different each time. 

 

5. The computer-implemented method of claim 2, further comprising: 

performing a verification on the signed license certificate; and  

determining that the verification succeeds. 

 

6. The computer-implemented method of claim 1 or 2, further comprising: 

sending the virtual service account and the service request to a certified server, so the 

certified server determines a pre-stored real service account corresponding to the virtual service 

account based on the virtual service account, and further the certified server performs service 

processing based on the real service account and the service request. 

 

7. The computer-implemented method of claim 1 or 2, wherein the uncertified server 

comprises a merchant system and the linking request that corresponds to a user account logged in 

by a user to the merchant system. 

 

8. The computer-implemented method of claim 7, wherein the certified server comprises a 

payment system. 

 

9. The computer-implemented method of claim 8, wherein the real service account 

comprises a real bank card number and the virtual service account comprises a virtual bank card 

number corresponding to the real bank card number. 
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10. The computer-implemented method of any one of claims 1 to 9, wherein the virtual 

service account is used to establish a mapping relationship with the real service account stored in 

the certified server. 

 

11. A device for linking to an account, the device comprising a plurality of modules 

configured to perform the computer-implemented method of any one of claims 1 to 10. 
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